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enabl es any application to securely delegate a user's
credentials fromthe client, via client side Security

(123UNTBBNATION 0l A BRI CATEBPY UR O HBVANDER THE 8ATEATGOOPERYRI@N TREATY (PCT)
via server side SSP soft zst’j"-}a\ he Cred SSP provides a

(19) Woeld dptellectuyl Eroporty Qensuiention (Falio)
The PEITEPESBEEH be for ~n,_|'\z/_,/;;?

Dy IWQ]HIIMU]@MIIIIlﬁﬂllulﬂlgwﬁ!lﬁl!lﬂ@lﬂlI|I||I|I|I|I|I|||III|||||II|
(a Igecemnﬁerdl ]fﬁiiﬂ% ; g‘t;t) O|?<IS i Isg nﬁr ggzlr g{)b&g/nt rgag(?;lf;l /igfléc;z(zl Nzln3ber

(51) International Patent Classification: Microsoft Way, Redmond, Washington 98052-6399 (US).

GOG6F 15/00 (2006.01) HO4L 9/32 (2006.01) HAGIU, Costin; c/o Microsoft Corporation, International

Patents, One Microsoft Way, Redmond, Washington

(21) International Application Number: 98052-6399 (US). PARSONS, John E.; c/o Microsoft
PCT/US2007/012512

Corporation, International Patents, One Microsoft Way,
Redmond, Washington 98052-6399 (US). FATHALLA,

(22) International Filing Date: 25 May 2007 (25.05.2007) Mohamed Emad El Din; c/o Microsoft Corporation,

(25) Filing Language: English International Patents, One Microsoft Way, Redmond,
Washington 98052-6399 (US). LEACH, Paul J.; c/o

(26) Publication Language: English Microsoft Corporation, International Patents, One Mi-
crosoft Way, Redmond, Washington 98052-6399 (US).

(30) Priority Data: KAMEL, Tarek Buhaa El-Din Mahmoud; c/o Microsoft
11/441,588 26 May 2006 (26.05.2006)  US Corporation, International Patents, One Microsoft Way,

(71) Applicant (for all designated States except US): MI- Redmond, Washington 98052-6399 (US).
CROSOFT CORPORATION [US/US]; One Microsoft (81) Designated States (unless otherwise indicated, for every

Way, Redmond, Washington 98052-6399 (US). kind of national protection available): AE, AG, AL, AM,

AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA, CH,

(72) Inventors: MEDVINSKY, Gennady; c/o Microsoft CN, CO, CR, CU, CZ,DE, DK, DM, DZ, EC, EE, EG, ES,
Corporation, International Patents, One Microsoft Way, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN,
Redmond, Washington 98052-6399 (US). ILAC, Cris- IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR,
tian; c/o Microsoft Corporation, International Patents, One LS, LT, LU, LY, MA, MD, ME, MG, MK, MN, MW, MX,

[Continued on next page]

(54) Title: POLICY DRIVEN, CREDENTIAL DELEGATION FOR SINGLE SIGN ON AND SECURE ACCESS TO NETWORK
RESOURCES

(57) Abstract: A credential security support provider

Client 500 (Cred SSP) enables any application to securely delegate
' Group a user’s credentials from the client, via client side Secu-
! : rity Support Provider (SSP) software, to a target server,
No Clear Text 4~ Policy ) . .
Credentials < GP_l via server side SSP software. The Cred SSP provides
Calling J -t a secure solution based in part upon a set of policies.
Applu::tlon : The policies can be for any type of user credentials and
c Client-Side ' the different policies are designed to mitigate a broad
CredSSP Lo range of attacks so that appropriate delegation can occur
re LSA-side CredSSP ) o o
| for given delegation circumstances, network conditions,
" i trust levels, etc. Additionally, only a trusted subsystem,
y E T e.g., a trusted subsystem of the LLocal Security Author-
' ‘.. Trusted ity (ILSA), has access to the clear text credentials such
Subsystem that neither the calling application of the Cred SSP APIs
on the server side nor the calling application of the Cred
SSP APIs on the client side have access to clear text cre-
dentials.
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