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over data networks such as the Internet, and |ong distance tel ephone calls
may né¥ be routinely routed over 25 the Internet. The transm ssion of such

i nfor mati g SLYKNRERE MEp Packet switched networks such as the Internet can
O'ST_E‘I"'@C'I‘ETTI_T han

be nore c tradi tional telephony, which requires a
dedi cat ed Tiis Dvehtibrereletes oreomnputet tejephone iBiearation 61 ). ans Neeput er

t el ephone int tion (.CTI 1
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Mor e specﬂ? EE%CF? al though it is common to control a Pri Y cF Br anch
Exchange the invention allows advanced data networking features to be uti for

telephone calls routed over the Internet, and also allows telephony functions

to be implemented in conjunction with remote applications computers over a

data network utilizing a variety of packet telephony protocols.

20 BACKGROUND OF THE INVENTION
Telephony over packet networks, particularly over wide area networks such

as the Internet, has received considerable attention recently. Specifically, it is
now possible to route voice, data, and video over data networks such as the
Internet, and long distance telephone calls may now be routinely routed over
25 the Internet. The transmission of such information streams over packet
switched networks such as the internet can be more cost efficient than

traditional telephony, which requires a dedicated circuit between the calling

and called party.

30 Computer telephone integration (CTI) has been widely applied to traditional
telephony methods and apparatus, but has not as yet been successfully
applied to the methods and apparatus used for packet network telephony.
More specifically, although it is common to control a Private Branch Exchange
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1 WD 03/077512 PCT/ US03/01198 (PBX) or simlar equipnent froma renote

applications conputer, the use of such renote applications ?omé)uters Is in
its earl ng’t"él@ys“ in the field of packet telephony. s Sevéld| USB B30l s

exi st that define nethods and apparatus to convey call ouer et
swi t ched (RBX) aesiwtiek equiieentdeom ﬁerelnﬁ?t&rq‘@lpaﬁﬂﬁs B%@E?que{h%e?gégt met hods

and appar gl us {01, COMRI kLAY c6ALfr8Yen fis BaRY etaged ihehedieidit packat whi ch

calls can°H Information Streans, is defined by ITU
recomrendgdibiony.323. The H. 323 standard is available from'10 the

I nt ernati onal Tél econmunications Unit, Geneva and is well known in the
rel evant industry. The H 323 standard defi nes various protocols dealing

wth call, con ro'@gS@' éxgé“'tetﬁﬁhoq%fﬁ@ tnetifodE A7d | QEaraﬁluththbWey&taﬁﬂsl ar

co
t echni ueS WAERMPT? hose e packet network telephony art. 15 The
H 323 st apdar gasledtisiashad date hetoveaks esudht gs te lréamat-ggﬂ@klé%ﬁﬂh'? Sehe

gat ekeeper handl es network functions such as bandw | , zZone
nmanagenen©of melteds §nd Eppsrats M,GO&HB'@H%%@? OXE" 8&#&% %‘géﬁe? desi gnat ed

set of ne{uprkul GRIMALR cADhdifle 0BlcRARPEIG: iehmatom sireadmsisser vi ces

anal ogousnf3 processi ng unction within a private %[an h exchange
(PBX) in ¢endenbiyamal recehapéradation H 3208 atha Hopl steadaphisngvailelie el ur es
are provided by creating an interface . between r- I~Gatihan

sof tnape Aniinteeatigngl pelsceBEIUTICTHANS liJBﬁ’ @?PﬁY%éﬁﬁﬁ%WSg@Bquggh?r ast, in
the known PRGLGHNABLPT FnbH.8PE MR diRbenEAoas paSiotolstdealiggvitteeper ar e
only defi R om ot her gat ekeepers, end points, and other petwork
entities. caf cAnsek eatl sptuy, @abtemﬂnaw,f@%ﬁh@r ﬁ&ﬂlféﬁtte‘tﬂ@?'%%ﬁ?ow&’}?r ol
functions is the Ses?(i fn Ini&ea}tion Prﬁt ocol (SIP) defined by I ETF RFC
2543, Li kéhesespdhegaske] REMAUKE'EPRONY &l ty of functions that establ i sh,
nodify and termnate nultinedia sessions. The SIP nethodol ogi es include a

variety of functions that go beyond those described H. 323, For exanpl e,
SIP i gl udés K133 standard def?nes a functional entity caﬁed a gathXeeper. '?l"he np

gatekeeper handles network functions such as bandwidth control, zone

management, address translation, and admissions control for a designated

set of network terminals.

20 The gatekeeper function provides services analogous to the call processing
function within a private branch exchange (PBX) in conventional telephony.
In traditional telephony, CTl features are provided by creating an interface
between exiernal application software and the call processing function within
the PBX. By contrast, in the known packet network telephony ar, interfaces

25 to the gatekeeper are only defined from other gatekeepers, end points, and

other network entities.

A second protocol for performing packet telephony control functions is the
Session Initiation Protocol (SIP) defined by IETF RFC 2543. Like H.323, SIP
;0 includes a plurality of functions that establish, modify and terminate
multimedia sessions. The SIP methodologies include a variety of functions
that go beyond those described by H.323. For example, SIP inciudes the
ability to support mobile users, the use of standardized HTTP syntax and
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ability to support nobile users, the use of standardi zed HTTP syntax and 2
WO 03/077512 PC f/US03/ 01198 URLs, the ability to have multiple SIP
connecti om® @3rough a single TCP/IP session, the use of 'W&IGEP38EPEers”
(defined further below) and a variety of other robust f'eafgulrffé,@gi scussed
in nmore deyRis, thel=diity oo HevewartiplslFPmernestovyiseuah oinaiek ability to

seam essly interface to,a third pagrty.a i i ; t he
pur pose ofsessioine et s gl cRIPKY é%ﬁ‘tet"%l@\éﬁﬂ%ﬁh rltrr%‘l,?é\gﬁgﬁae \ga{neegf?func“ ons.

Addi ti onal | VP i i ?@'F% qRRSSRI hiebalow.ot ocol , naking cal |l setup
much faste‘?%égg’bﬁﬁt %ﬁ%&é{ IS%I @F THE DRAW NG Figure 1 shows a
conceptual overview of an exenplary enbodi nent of the present invention as

i ted int ket t Kk |, eph . ' VS
e ary euerero SIP G beaalesyse WrchE AL G LETm- ot lIOR | e

of an inboyn I y s&€bhrhplenidentingecalimelntreht | on
using the "b"‘é[aQ’%&e‘f@%ﬁ@%ﬁ@%ﬁ%@q@%ﬁnﬁs enhan?:e_d and extended by the
present i ny@ntibay, aidclated fuddrns: Adsdtonally glit & BlIZRER an exenpl ary

nmessage flow diagramutilizjng the inventi establish an out bound
cal | requeears@cHONIgAs @W@Pﬁ‘aﬂg%@g ﬁﬁﬁge@bﬂﬁpgéﬁ%ﬁﬂi na simlar
environnent; 25 30 Figure 4 shows a signal diagramof a direct connection

froma-calling terminal to a called termnal using the Session Initiation
Protocql (SRME DESCRE BN kT HDRAWMNGNt enbodi nents of an SIP

inplementation in a network; FEiqgur s a j ABENg proxy
servers andigtfRe? ShEWSEHERReARUR, %’@F\Z'e\?l %@?@ﬁ“@%’é%‘ﬁﬁﬁ grm F gm)aphony

integratio i @.9@5 ' /66 er packee néavorkdelaphbny speteWsr k
i mpl enent i é\lrg(‘;gﬂg?"van %5%%@?%97512 P

Figure 2 shows exemplary message flow between system elements during
15 the establishment of an inbound call that is detected by an external software
application using the packet network telephony system as enhanced and

extended by the present invention, and the H.323 protocol;

Figure 3 shows an exemplary message flow diagram utilizing the invention to
20  establish an outbound call requested by an external software application in a

similar environment;

Figure 4 shows a signal diagram of a direct connection from a calling terminal

to a called terminal using the Session Initiation Protocol (SIP);

25
Figure 5 shows two different embodiments of an SIP implementation in &
network;
Figure 6 shows a signal diagram using proxy servers and the SIP protocol;
30

Figure 7 depicts a computer telephony integration (CTI) applications

computer interfacing with a network implementing SIP; and




PCT/ US03/ 01198 Figure 8 shows another signal diagramfor an exenplary
enmbodi nent _of the invention. DETAILED DESCRI PTI ON OF THE PREFERRED
EvBODI MENYO53R7H8E hni cal advance is achieved in accor dancECHYHIPHES present

invention that relates to a packet network tel ephon al.l pr.o i ng
devi ce (e.Figureahshpge3nother sigsah dragramdop apeein %W\/%T’,Bogmé)'groﬁﬁg
"pass-through',. server) that is arranged to interface with a plurality of
external d& ntl;?POCessi ng applications 10 progranms that nay be | ocated on
one or nore renbte conputers. Regardless of the protocol utilized, we term

herein as the inte 0Ny and soci at ed software

= 2 = dpnil et Mg : F—+romt he conputer
t el ephony environnent. As explained below, in a SIP situation, this CTI
interface may be, for exanple, 15 the proxy server or " pass through”
server, angiddhride atvaa® remohieveteintaccouddncediith the: prefsepe invengeaflatabl y t he

gat ekeeper. In accordance with th teacai]li ngs of the present_in géion, a
cal | proceektegto apgcketaiatearc AW ¢ Er_gﬁﬁ%%'f'% e\yf():g &'%a?g I_}ge?wprk to a
CTl int erf—?%%%feee?égyat Prox sén{}gﬁ%r@nﬁe’r %ﬁé@ﬁ%@ﬁf@lﬁ%)ﬂﬁﬁ@ges in the

manner sp e’ nvention. I nterface may be |ocally or
remotel y |fpgaiged toiiterfaes pettta plurakiy idienxternat ¢al peapssing anPlaRiRNSs " t hat

i1 ticipate in th |, ith t 1ot [ '
Sonpuber . FZBOTRGS R W 6 lesalShAl syt Aty oo e Ree (AR
With one o?@!‘?%@?itoizé‘l d;ﬂﬁigécﬁ,\hé’_t%‘?ﬁ heFdih WaIthe \GTIGRteHagenhe eerfarmt i ons over
network and to p i de cal l

the data rov i nformation and control to a user of
the appl icoatpuissand epstaatedAfverrk dbatsiniartaned te dnephihead¥nnect i ons are

set up between various termnals or ofher t: i pt.erface
cormuni cat@@Pligalichs FPBRYES oM, %%PV@E?‘SE’%@ESUY‘E‘&@W' 0)3 er to provide
the call ié&é&fiﬂ@& beldw, 30d Spl dit G@Bh! Bhis CMattbaace neybe ddr byamipte, conput er

t el ephony applications residing on the application orIT_B/uters. Exanpl es of

t hese1 undhe pnexy serverer “pess dmioughi aervendaneirthadt.dé depgent, erring

call's, call_co Jr%%%r}g'pPeqferaAbly the gatekeeper.

In accordance with the teachings of the present invention, a call processing

application computer is connected via a data network to a CTl interface, and
20 these two entities exchange messages in the manner specified by the

invention. The CTl interface may be locally or remotely located with respect

to either of the endpoint terminals that will participate in the call, or with

respect to the applications computer.

25 The CTl interface and applications computer(s) communicate with one
another in order to perform various call control functions over the data
network and to provide call information and control to a user of the
applications computer. As packet switched telephone connections are set up
between various terminals or other nodes, the CTl interface communicates

30 with one or more application computers in order to provide the call information
and call control functions required by the computer telephony applications
residing on the application computers. Examples of these functions include

establishing and tearing down calls, transferring calls, cali conferencing,
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WO 03/ 077512 PCT/ US03/01198 associ ating the applications conmputer with one

or nore SReC.fl ocally registered endpoints for nonitot,i a control,
determ niﬁg)isﬁz%éé ate of calls at a given end point, andsjggﬁisgﬂg” % her

functions. For purposes herein, an en i rmnal or may
be an i ndi ¥ lnﬁ&ﬁ? 3&?“9%%0@@@@ﬁéﬂ'ﬁg@qﬁewg%ﬁﬁe@ﬁﬁLoé% Yon with the
SI'P prot oce;g-ﬁ Sddi dd tsfPRiohRBSNG HEd caatrbkepterihingdtke stdtemskalle users,
per form ng mappi ng, Interfacing with redirect and proxy . servers

(defined batl agiverrehdnpoint, @ndngriokie oty fupetions. e RUTPAEER ABIRIRADBY 10 such

ies, d, pl. I h f ' : Gf I
ol oront dehoregh ey Do % Pagt apie! ah BT O AR IRETERRER B ST, o of e

gat ekeeper g H08PULeicel02 Wi th the applications conputer 103 according to
t he teachings ?@ o? the present invention and utilizing the H 323 standards
and term nol ogy. To enable such interconnection, gatekeeper conputer 102

i s enhanced and Xt ende t he, addi ti ; s LQNs are
descri bed |B&%W?Cﬁ%l’?ﬁiﬂ’nﬁg8%?oq{gtoﬁg ﬁdf@@)@jﬂ{}.ﬁ%&lbﬁ%fﬁg &%&q%fe Eméap
comuni Catmﬂébmhgers?Pe%ﬁnm@r@meﬁ@mingiinFérwtﬁmg withmetinelctsaraiepronql
external telephony applications systens '104, typically inpleppnted as

sof tware, seivers (dafinee betywxant menitang theatasyis C%Gﬁﬂﬁlt [emt‘?ﬁ%ﬁn separate

conmput ers connected Vi i i : ; i &ations
conput¥®r 1‘3’37'1 H’%’ieéaﬁ‘f@,i’wﬁ'LOﬁ‘gggH ﬁ%@%doﬁ@%ggﬁ%%gélﬁygﬁgwc%ﬁ ocated with
one of theg paRidit s described 25 below. The arrangenent of Figure 1 also

i ncl udes end points 106, which may be personal conputers, network conputer
devices (NCs), or any other node capable of interconnection to the packet

networ k t%ga%gﬂﬁlgggﬁ%g%%wiéﬁﬁ heQRRITBEANSLtIoR STAABRAtKegpepsued from an

applicati requesting certain tel ephony services which wll
be descri hegnhekon02 With theessaigetioregcmapitey 198caccardiog o dhe leachingssni t t ed
thr ouglk; pac;[fr;hé %?eéeont?nvention and utilizing the H.323 standards and terminology.

To enabie such interconnection, gatekeeper computer 102 is enhanced and

extended by the addition of software whose functions are described below.

Communications path 105 may be any type of data communications path.

20 The arrangement of Figure 1 includes several external telephony applications
systems 104, typically implemented as software, which may be located on
applications computer 103 or on separate computers connected via any
communications network to applications computer 103. Typically, the
applications computer may be collocated with one of the end points described

25 below.

The arrangement of Figure 1 also includes end points 106, which may be

personal computers, network computer devices (NCs), or any other node

capable of interconnection to the packet network telephony environment.
30

In operation, a command is issued from an applications computer 103

requesting certain telephony services which will be described below. The

message requesting such a service is transmitted through path 105 to
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WD 03/ 077512 PCT/ US03/ 01198 gat ekeeper conputer 102 for processing. The
nessage sent to gatekeeper 102 causes gat ekeeper 102 to exchan

appr opri AY@ 0¥V R i ng nessages with ot her packet netV\DrkP‘t?E’FJé‘i??th%ﬁ

envi ronment nodes in a manner as described for exanple in tge i ncor por at ed
H. 323 st aggdmikdep é‘ﬁccﬁm?@i@uhmd{)r pm@essmguérrt@emssaag%\s@mf@ g]tgKeeRffbi ned

systemis able to i enent call process ested by
appl i cati 368 C@bﬁ%&lg k@@QeroHSgEChﬁ?“F ST Pég&‘, gﬂawﬁgﬁgégn{’;@gger ation,
vari ous Cak@&%k%%iet ﬁ}rmﬁiermho@né@lmmmanner 49 desafoacer 103

are perfoP e per 102. Additionally, appropriate
requests e Sahgueaptie lhﬁﬁrpom;pmtil ld 0BmigntwHp AR r@@lﬂt %@1 %%W‘%D’%P t he

out cone of various call control functl Qs ,a tcome-to any
of appii caf Smﬁﬁs.lm C%b‘ﬁﬁééyéeﬂ‘ésn%g 31’1‘“8%@%’5@&%% sg&geb TJ[I%(;W di agram

for det ec |8ﬁﬁ|{t&/’5}8§ ed ‘Bg dtg)pfhf:%ﬁs ESfpLerand eobehal ef applicadionsnal ) to

a | ocal ervise an external conputer telephony application
usi ng themaesent i nventi on. The specific exanple shown in Figure 2 is the
nonitoring of an incomng call to end point 202 using packet network
t el ephony net hods and apparatus as 20 described in the H 323 standard,

enhanced Efibr sped by apphcatomsof an
@’L*rﬁq@;orp%frggcgffvahw@%n @Bnigl RACTOS réduessted by

ext er nal icatron 201. End points 202@@(% g4 re nt audi o
term gal s cofputerxEdae, p&rmlm&deby Hesgateiseepel PpedA9E'tiona iSb%&ng ant

t el ephone devi ces. Gat ekeeper | S PR in the
H. 323 st aR@RFAPTAHRIreaUESE P %.?te ﬁﬁ%?‘l ‘la@bag)%?ﬁéeﬁ%%gg%ﬁr}?ﬁ?g i nveE?l on, and the

external apRlio?#id BioBHe BPYarRfusREAREHIrob Utk tioapamat ieansyoiBUCRr as
previ ousl y di scusse n operation, the call initially proceeds according

to the nevotmsnefo ahﬁobapklalatlohét'l\ﬂérk t el ephony environment. A bandwi dth
reqguest nessage 205 is sent to 30 gat ekeeper 203 and bandwi dth is granted
by the gat ekeeper at nmessage 206. A call setup request, nessage 207, is

i ssued. by Fﬁ@.ﬁ clNdidvd hABxeRplagimesAk flovadcagyan'ekééiﬁé&l?tm@fb guBdcal |

208 b 202.
cal 1 pr ocealing: areaye cBAPOiY (ercherPliboy obel EFE pbiftbuBeRaRRl By 202

an external computer felephony application using the present invention. The
specific example shown in Figure 2 is the monitoring of an incoming call to
end point 202 using packet network telephony methods and apparatus as

-0 described in the H.323 standard, enhanced by the present invention to permit
the participation of an external software application 201. End points 202 and
204 represent audio terminals, for example, computer systems equipped as
H.323 compliant telephone devices. Gatekeeper 203 is as described, for
example, in the H.323 standard and as further enhanced by the present

25 invention, and the external application 201 may be present on a separate

computer as previously discussed.

In operation, the call initially proceeds according to the methods of the packet
network telephony environment. A bandwidth request message 205 is sent to
30 gatekeeper 203 and bandwidth is granted by the gaiekeeper at message 206.
A call setup request, message 207, is issued by the initiating end point 204,
and gatekeeper 203 causes call setup request message 208 to be transmitted
to receiving end point 202. A call proceeding message 209 is transmitted by

6



6 WO 03/077512 PCT/ US03/ 01198 the receiving end point back to gatekeeper
203 and relayed to initiating end point 210 as shown. At approxi mtely the
same ti mew§nddkadper 203 rel ays the call proceeding s i ndiPF&dt¥8# 01188t he
initiating end point using nessage 210, gatekeeper 203 alsp . transmts to
external apglrbeatingredPpoiat badk toi gatekeepemed3d and irpleyem P BHitingentej ng
recei ved by the receiving end point 202. Gatekeeper 203 sends this nessage
because expeinhalO apshowat i on 201 has previously indicated that it requires
notification of telephony events occurring at receiving end point 202. 1.0
In order to connect the inbound call, receiving end point 202 neauires

net wor k bﬁf‘gfeﬁbr@kﬁmat@l}dthswmd)ﬁme\@aiehee@err@ﬁj@é@)@dthﬁréﬁ]%ﬁﬁe%ﬂi'p cated by
the gatekeeper 203 using nessages 212 and 2 t Hiy3NAso at

noni t orsed iedicagonie T'Z@E"tﬂqtﬁgser\dgo%{r'é'ﬂ?'n\gﬁgeﬁé%e ?@itq%ég%ée\?i ng call, and
an 15 indicatl L Rekdten 204 baiichlies thairapughousd saljés 214 and
215 to inr‘?ri'ﬂﬁﬁ%gg 8#%?%(:)“3{999%%% t hrough the gatekeeper 503. CIV\ge.n the call

i s connecpgilgaboéined bgdie véoeiviegenddqiaint 202 %@é@iﬁs@é’ebgo SendgdhiBon, end
point 202 inforns gatekeeper 203.via idbteth&t POI Nt ,

gat ekeeper MESSage RESARFE BHEE aRBlicatioeo hBap 5’% %ﬁ%”%’%t@r’;% appl i cat i on
201 via mess Ao RRIRERHHERY &V ntdecaaring tat neceidag endgyeint 2053

i ndi cat es Ee@%ﬁrﬁgﬁjogilﬁg%?l ng %)r?d goi nt 204 that the requested call has been
connecigd via nessage 218. 25 In accordance with the protocol described

her ei nbefore, the detection.of the _,C : =g Yok GRiwork 1 S
acconpl i shidordes ta Canpeddle | UH\@scsaélg'gés(’le'{]%{%%@%ﬁ%gt@dz%eiﬁpen t he gat ekeeper

and the enﬁaﬁ(%@ttﬁ érﬁj bectopaRateds raguestetfram anet allosatachly the ekeeper 203
and the external dpplication 201, thus 30 na&ég%%%t ekeﬁgﬂ?{ 203 to inform
ext ernal agalckeapenP020gingegesHIS 3eang af oie ey calls in the
packet tel ephgon et wor k., ~Ei,qur VWhankiias calaamd anof an
ext er nal Cmqmtg}/qugggipﬁ&t 2659%9%%0%@% Bs&h® )
15 indication of such ringing is transmitted through messages 214 and 215 to
initiating end point 204 through the gatekeeper 203. When the call is
connected at the receiving end point 202 because of user action, end point

202 informs gatekeeper 203 via message 216.

20 At this point, gatekeeper 203 sends an answer notification to the external

application 201 via message 217.

At approximately the same time, gatekeeper 203 indicates to the initiating end
point 204 that the requested call has been connected via message 218.

In accordance with the protocol described hereinbefore, the detection of the

cali by an external application is accomplished via a protoéol of messages

transmitted between the gatekeeper and the end points to be connected, as

well as between the gatekeéper 203 and the external application 201, thus
30  enabling gatekeeper 203 to inform external application 201 regarding the

progress of relevant calls in the packet telephony network.

Figures 3a and b show another example of an external call processing
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7 WD 03/077512 PCT/ US03/ 01198 application requesting the establishnent

of . an outbound call frominitiating end point 386 to receiving end point
390. ManyWsfoxigsiressages i nvolved in this operation arePSTOEPHALPE| |y
simlar to those previously set forth with respect to the i:gi‘ﬂg'tori ng of

the i nbourghgightiodlesqrdshied the eStapliskment slean UG T "usly

di din Fi 2 are described b i L SRGREPR Of
Figure 2, enpeint 8384 ?éc?,.ermﬁé%ﬂd&%t@@fﬁ%ﬁg&?“%@é‘?aé%nagéﬁmibs SSsured to
h i ous] ' Lifsi 8ously set éontitwitbe with ot h
ave pre‘“tggsf?%eergﬂgg‘é?%%Bbagnﬂbwﬂﬁmfaﬂ@mep? ously e with other

nmet hods de 'S tnvention to indicate its i,nterbtilgn to i ssue
cal | cont rekpeeaeentmonitdringesithe inhauricheali desorged i i R 388Y 10 1n

e e ekee bl B R A LR (e o o]
function i 5 used Mo BEFHINED! RNk LEpRRMIOAGE2 M igatds degnddbs, narel y

t he segnen nitrating end point 386 and the@g;%nf erence contr ol
15 poi nt; ian@sheieteerhdvespreviolshyermemuoivatest WibigatekgRP&rm@orlBeei vi ng end

int 390. F larit f d | pti | ts d
Cont er encescasaenes wibioedBpiIRs o anpl g IR P R RIBERT S s+ he
sequence ofy 55389 GHSorttdlledysRg B Bapeci20 Tnitiag e oIS Gethe 20
, g |

current ch the external application 392 makes a
requesiy that the first segnent of the call be established from gatekeeper

388 to initiating end I, Nt 6. cardi kgtroinet wor k

t el ephony larﬁlguﬁ?és%%éag%\?@Qa‘;}ﬁﬁw%lgéégé?%r@E@Q(%ﬁgﬁgggnfaégﬁ\g%ﬁ at ekeeper
and 1t L1 a84iA0n FRfoR eisturrhl ihownderthe acket networktalephoryt arted N t he

cal | . Next’ € gat ekeeper .3§8 sends_a new nessage 304 to X\B%@%ﬁ)

appl i cat i oluncB&Ris used by the inventien ty Biterspnneeldnogallrepedly Wed and is

bei ng processed. 3 ch o - L ' Qi ldNBle dotifétenng contrbhe

establ i shn@ﬁtse@rﬂ%ﬁaﬁl\gwsﬁ%‘% ﬂﬁ%%ﬂ @eﬁucgﬁln%ggta\?gen initiating, end point 386
and Qafseke&gﬁf; 2388 dtiveBhane eanfgenea dodibol pantsanssthenteicaiving 8NEPOH! o t hat
e 1 o LSSk orind sttosper an conterenc

control point apparatus is referred to as “gatekeeper 388.”

The sequence of messages begins with a new message 301, specified by the
20  current invention, through which the exiernal application 392 makes a request

that the first segment of the call be established from gatekeeper 388 to

initiating end point 386.

Next, according to known packet network telephony art, messages 302 and
55 303 are exchanged between gatekeeper and initiating end point 386 in order

to set up that first leg of the call.

Next, the gatekeeper 388 sends a new message 304 to external application

392 10 alert it that the call request has been received and is being processed.
s0  Much of the remaining signaling, relating to the establishment of that segment
of the call between initiating end point 386 and gatekeeper 388 in Figures 3a
and 3b, is substantially similar to that previously described with respect to

Figure 2 and thus will not be repeated. Similarly, once the first ieg of the call

8




Figure 2 and thué will not be repeated. Simlarly, once the first |eg of
the call §o\Wo9x1P77, 512 PCTI USO3/ 01198 has been set up, @grRKeSPRLs 388
proceeds in simlar fashion to set up the second leg of the call from
itself to receiving end _pgj in SebPeadnivh & esafsthéepi cted in
Fi gures 36{1%1%6%%8 dﬁ%’@f@%p%&)egggs @Bé\%é{n smnew nmessages to the external

appl i cat i opc38a |84 of Bleesanfromtimgtitoobceiuing enst poist8Pkg, incl uding: 1.
Message 305 indicating that initiating end point 386 has acquired the
necessary network bandw dth to place the call; 10 2. Message 306 indicating

t hat recei%g@gﬁgyﬁﬁg%gﬁ%egg dRIREE TS FRIréd 8a 0@UBHs gHtokedper 368 | ; 3.

Message 31 receiving end™point 390 is alerting its user
3.5 tost hesaidsindwehesables dnthelextbess agelicaivn 398 ehraleyantiiageselsali ng end
poi nt 390 has answered the call and a connection has been established. 20
5. Any ot H¥PCAesRG.gBEIUABIgati ng to exceptions, status, or control. The
application systens 104 may then provide nonitoring and control as desired,
and as described in the parent application, now U S. Patent No. 6,201, 805.
Thus, the pyst auessans 85 ifdicatimgrthebinitiedingrenctpeint 386 dastpcspieddnes. 25
Figure 4 shows an alternsti%e,%ggod'neqh of ,the present invention utilizing
the Sessi dreaassannetwerPParewiih fspiereithe sellce of H 323. In SIP, callers
and c%llees can establish calls in one of three manners; (1), the caller
direc€1y contacts the callee, as shown in Fiqure 4; (2), the caller
contacts the cadllkseage BO® irghcatingr bl recetwieg ?naspoélﬁo?ﬁo ¥n Figure 5A; or (3)
the caller contacts the, 30 caII?F tEéﬁéﬁh a re-direct server shown in
Figure 5B. As WPPESINGYN HHANES 9rd * bel ow, the signaling sequence for
the three nethodologies is very simlar, except that the information

required to contact the callee is derived fromdifferent |_s[.our.ces for the
three diff&r entMessags 3VDirglicalingsthat receiving end point 390 is alerting its user

15 to the arriving call; and

4, Message 312 indicating that receiving end point 390 has answered the

call and a connection has been established.

20 9. Any other messages relating to exceptions, status, or control. The
application systems 104 may then provide monitoring and control as desired,
and as described in the parent application, now U.S. Patent No. 6,201,805.

Thus, the system provides for monitoring and control of H.323 calls.

25 Figure 4 shows an alternative embodiment of the present invention utilizing
the Session Initiation Protocol (SIP) in place of H.323. in SIP, callers and
callees can establish calls in one of three manners; (1), the caller directly
contacts the callee, as shown in Figure 4; (2), the caller contacts the callee
through a proxy server, as shown in Figure bA; or (3) the caller contacts the

30 callee through a re-direct server shown in Figure 5B. As will be explained
further below, the signaling sequence for the three methodologies is very
similar, except that the information required fo contact the callee is derived

from different sources for the three different cases.
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PCT/ U503/ 01198 More specifically, in the direct contact of Figure 4, the
caller is avar e that the SIP Universal Resource Location g g{%é ]% t he
cal | ee maP8 %¥87a1%pecific known Internet protocol ("IP") FHEGPEEY Y n the
arrangenment on Figure 5A, the 5 caller is not aware of the |IP address of
the callee. Therefore, the caller 502 sends a request to the proxy server

503 to call the desired thardatier RNGwareothat tree ver 503
transl at eé\h‘?rﬁ’eﬂ@ ‘C@a\{' ’p?’gﬁ?ggwan&%?&fﬁgyeeghl | ed g[arty 504. _The proxy
server 50%bhgRvEaEMRedsuicRe doatuagtURLErofdhasnbee maprdoka spe¢fie called

party 504. 10 Finally, the use of a re-direct server .5 SI P URL
to be trahsbanddterbgt pmﬂ@@étlps)édﬁliﬁs%og‘, {W”(f‘%ﬂq{@?ntt?%grﬁqdrrg\#?m&lﬁét he

request to the called us ' t Rsfere, thercaler 502 Fi gure
5A, the tr‘@h@T gy %ﬁé’ﬁh‘? ?apg[%grgﬁoggﬁ%ggﬁé?oh?ﬁe Saller 509 for a direct

connect i oRhiE QLY LRBPIOREI bRy $5rvees08its call thakisided&IPUBL 0f thé the
figure 5A exanple of a proxy server, the ex |l ' ' SIP
URL coul d dadled foartyeRadprexy %ﬁfé@@%.h@l}ﬁﬂat%ﬁ-{gfég %’Bgit? t@%r'&:é;dav(g% 8§
translate that addr %9%3*’ ' iwhRiscthe SEGuest ovarr o datat he 20
acnme. com ﬁﬂﬁgr‘?aﬁ t%(ﬁ;; me‘?é st'an a?rg?(bzgélr%lﬁnternet addrgss, such as

33. 65. 43. §twdhctosthanshiledipaety Sididress is then used to route the data

t hrough the network utilizing standardi zed protocols such as TCP/IP and the
|ike. 185 O the three types of SIP calls described, the | east comon woul d

be that ~ofc;, £ B e, do T EBlilets SaReFBobaiow herBIP bR dotbectranslztapt i ate | P
C

addr ess fA:r alTed ‘party and would require the transl atjon services of
a server. pihiddecnostves §88 s rather thatraasmit thpseanest o ithe £alleP Upther a

ro erver 503 or redirect server 50 r nation
E\er)é?/n,s a\rlﬁf indhe ppseef “@FI? pwylSISEiW‘\?/ra’f'i%%&reméeguithfgwa?%%ﬁ%g%gﬁ%% ofI Fi gure

SA wher el 503 509 for BRlirreebadectier terougiyapproprigie e 5A, when
an SIP cl Fgﬁ{fnéﬁﬁgﬁﬁé\ﬁnﬁg toinitiate a call, it 10 WD 03/077512

15 servers to called party 510.

In the figure 5A example of a proxy server, the exemplary called terminal's
SIP URL could be, for example, Joe@acme.com, and the proxy server would
transiate that address to the appropriate top-level SIP server for the

20 acme.com domain into a more standardized Internet address, such as
33.65.43.85. The standardized address is then used to route the data
through the network utilizing stgndardized protocols such as TCP/P and the

like.

25 Of the three types of SIP calls described, the least common would be that of
Figure 4. Normally the caller will not have the appropriate |P address for the
called party and would require the translation services of a server. While
most systems would normally operate utilizing either a proxy server 503 or
redirect server 506, for purposes of explanation herein, and not by way of

;0 limitation, we utilize the example of Figure 5A wherein a proxy server 503 is

implemented.

Referring to #igure 5A, when an SIP client 502 attempts to initiate a call, it

10




_initial [oca processi ng

PCT/ US03/ 01198 sends an SIP Invite nessage to proxy server 503 specifying
the SIP URl Bo77: tlpe desired called party 504. The proxy s§¢¥®§032(8§98rmst

initiate the tas resolving this SIP URL to the IP add call ed

party 504. The prox server may use.the ardi systemto
resol ve sUiEMds afbe ewlte@ewe&wé?"lf%%'8%5?3&%8@%%. re "6
Add'“ona'théé e%re{j*&%ué&gaﬁ i5p4. g pr@k?%@ﬁﬁér%SWﬂﬁéﬁnnl@@e(meSl@sk@If 503
receives t dI e Ies g from caller 502, any pO|IC¥ managenent desired

may be appkieltingRbis SbFaUELetp the i agdeesaeircaliag FraéﬁloﬁQ‘he RAPI®RYy t er ni nal

. identif t | D th t ke th
cal . t hatsarve WapipihasEmA S eoa At pr e TH B, o "y

reporti ng,a res QWY Qhet FisBABHIRRehtKessiral. akgditionally, ot ther stagg isuch
{) proxy server 503, tgroxy server 5 transl at es

t he desi ramilqabbmlm@mrmamylmfaﬁo%ww adnYite NepsRIq %@”‘2 5 resol ved

address with t uest through one,or. re fur S to called
party 504.Caﬂﬁég§%q‘i‘fgh9@'qysm§ﬂ ﬁBtr%e%re b é‘%ﬂ%lqr gfoé%’x%ﬂgﬁ?nw te
message 6 fséf%?h*/a%ﬂrefaﬁqmtcamngtté»bﬁmaﬂud@hﬁmyatmﬁ( Dy tmecmgetthatbugh one
or nore s s toultimately reach the called party termnal. The verti cal

line 602 them:e&ematwtin@raaﬂbfmﬁhakéaﬂmcaibtbﬂﬁ-ﬂbﬁ Wpr@iﬁé@i""‘?r f orwar ded, and
t he 20 t 6 t el
forwards. tiRsdut ey alebibrBaEaR bebdrifa Y AP6RGr IBHARICH KBS T |

602 may reps@seié. the dOITB.I n nane acme.com and vertical |ine 603 would
represent the sales departnent, or subdomain, sales.acme.com 25 In
response to receiving the invite nessage, the SIP OK return nessage is

e i

with resp ure 4 as shown
message getanskRos tHe oasieed Calleg patymarak lﬁ'ﬁﬁaﬂ addiessad iewardsithaal 504

measages. dpeoived adeinssoudh b inaurst Heoud per oamrrpted ey et age my
Lorvors. " APRTROS, T ke s S preSa S e e, |
as di scusseessdgar@ikeis neebivad from the outbound proxy and forwarded through one

or more servers to ultimately reach the called party terminal. The vertical line

602 represents the domain acme to which the request is forwarded, and the

20  vertical line 603 represents the subdomain, which uitimately forwards the
request to the called terminal. For example, vertical line 602 may represent
the domain name acme.com, and vertical line 603 would represent the sales

department, or subdomain, sales.acme.com.

25 In response to receiving the Invite message, the SIP OK retum message is
forwarded back through the same path substantially as previously described
with respect to the direct connection of Figure 4. Next, as shown, the ACK
message gets sent from calling terminal 503 to the called terminal 504 again
as previously described. Itis noted that as the call set up messages are

30 exchanged between the caller and called party, messages 'mgy follow the
same path, or they follow different paths through different servers. SIP

includes appropriate commands to force use of the same path, as discussed

further below.
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11 WO 03/0775,12 PCT/ US03/ 01198 I n accordance with the teachings of the
present invention, it is desirable to insert into the arrangenent of

Fi gure SAY@93YEFEm which can utilize Conputer Tel ephony T%T’g‘é?%&]i‘@n (CTI)
applications to nonitor and control calls by s connecting into the system
Since the proxy server 503 is also likely to handle call requests

attenpting to call termpal, 502. (i e, : i.nQg: berH he

previ ous g’i@aﬁ?ﬁp qrgcel\gﬁ e[tﬁ@cﬁﬁﬁ%[s@é t%ﬁ%ﬁ&?{ﬁ?ﬁé}ggf%%ﬁ%ﬁ{% I‘ILE]glé'that al |

| nfor mat | qgséﬁﬂﬁa%él%rﬂaﬂgemm BR gk BALmEysishl whihudah utilirecComppterxy
server 503, and thus, the proxy server 503 is the apﬁrogrlate pl ace in the
system t o Télephorey frdeerating (GFH) anpiications wompotier apd €oNBRLFaISdscussed. That

is, the CTl interface should bg.th r ' ets connected
to the® apBIIEAlNGHLodBRANsEM. PeJaF Pt EFYFr BO3 i astilieel 815 TP Moy be
undesi r abl g, {fe (Bl P8 Hses attbmpling e calptérmanal 502 (ienwke dieé oglling paryt h an
applications conputer directly wth the proxy .server hat is

sof t e
al ready f uindhe pretioug 2xammplexig later i caltes pary)dt 69@%%rst'ﬂ'@aﬁ\ﬁ{rﬁté”l cal | set

up nessage, ,but .. subseqguent S ' j irectl
bgt ween gdnfq{@aygmrggar @ng%ﬁﬁ%@r?@ﬁﬁé%gg*\é’g@m@g&ot hgrb)t%ﬁgaﬁqte ﬁe pr oxz
server 505p3 Haarmlier e proxy BenapBDidathioaspropniate placedn dus aysiesdta o t he

proxy server 503, proxy server 503 will only have |i 'heg. vj.e ?I t he
ongoi ng datarfacertbieapplicatinns earsputse PEsRUSlY gi@'cu§§ed¢rpﬁ1 b V\g bei ng
di sconnect.ed. . 25 30 |\ Sini | by a callin
term nal éﬂ%“falcﬁ‘ Sﬁ%ﬁéﬁﬁég gﬁy;sné;ﬁ%ro%ut@?'éﬁvxgre??%@g%drﬁéé{? E)? gﬁef o%/ t he °

i ni tiati ongiichiiéns 8binputdrheiapplercsdvenal issugruasse:t er mi nal woul d ori gi nate
the call through the proxy server, not one of the normal states expected
by SIP. Each of the foregoing issues nust be addressed in order to

integrate the GI} i ABPWECHIRNEbRABRMEFatdidiNbftihe sSktlasy Sérenterfacing
15 ' with an applications computer directly with the proxy server software

that is already functional.

(2) Proxy server 503 may process the initial call set up message, but
subsequent messages are likely to be communicated directly between

20 the caller and called party through servers other than the proxy server
503. Therefore, if the applications computer is connected to the proxy
server 503, proxy server 503 will only have limited view of the ongoing
call, and would not even be aware, for example, of a call being

disconnected.

25
(3) Requests for calls are typically made by a calling terminal 502. If
the applications computer were responsible for the initiation of the call,
the application computer terminal would originate the call through the
proxy server, not one of the normal states expected by SIP.

30

Each of the foregoing issues must be addressed in order to integrate the CTI

applications computer with the SIP system.
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12 WD 03/077512 PCT/ US03/01198 One possible inplenentation f.or interfacing
an applications conputer with an SIP proxy is depicted logically in Figure
8. A new ¥Rt%BOY’SMerned a pass through proxy 801 is depi cPEH/USTHEIIPfSS

t hrough proxy is software which may physically run on proxy server 503 but
which i s i fine possilleliogieraeniatipe fokisteriacingas epplisationseeropURs Wil &t her wi se

Cormnal 554 BPREEETCERIooRA Bk fdiew SPERenipIRteE o separ at e
device int %@Q?ﬁ%n BO8OALd deHbRkdp T 5add throhgih PESXY iBrsofiwegewitich 2y and

termnal 502. I'n Figure 7, we show an exanple of the latter, which we
* shal | util iphesitally mspdrmpERiycrerpel p%s but whichiis intetpaseddegically batwaenpass

t hrough_pr @x 1 woul.d typi ervic r e g.,
505y - ana o soitier Wil VBLER oY opRE Py st B R s R BORTh % S D

" plural terghpigbmbRt WRBOSET, WntiReirhinal b82 PAREMidtvelg hepaxy tH0kgh provi des
for registration as well. Wen the pass through proxy 801 receives a is

Regi st er r @iRA0T membhe 8 seppiie deviceriaisspered legicadiaaec Phsicallys but
t her wi f t 503. Thi
Cecor di ng PpOFH Otk BB BRI dniBuR e SH0K 05 A

term nal s akgmpRssPiedbier, wHith wepshallitilize fors:@ianationveurpdes8s beteint her wi se
| eaves all the forwarding information unchanged. Thus, neither the

term nd 502 or proxy 20 server 503 needs substantial nodification to work

with the Cmoggfﬂiaﬁaﬁagg)asé\ma'gﬂ%raxysé@pln;aglﬁﬁgziéa?ﬁ%g\hca{pwa@%r IS

associ ated W each proxy se&rver,” recor each Register request results
in alist tdrmiredlgiagl, 50 and aenptoxy seeverti@3enlust@sdbewtandard SIRi ch t he

e b BB s RSl FERBSP ARG it Wl bl er oo
be & rod rBS s OR R RRIPRS ol e Bt BaSs roUgH Bof] 907 LT ot
refl ects t hBegiaster rdguestdsomizatermingl atirdoordhithepesntachdetads bpt othersise. 30

forwards the request unchanged to the proxy server 503. This recording

permits the pass through proxy to have knowledge of which terminals are

associated with a particular proxy server 503 but otherwise leaves all the

forwarding information unchanged. Thus, neither the terminal 502 or proxy

20 server 503 needs substantial modification to work with the CTI interface.

Assuming a single pass through proxy 801 is associated with each proxy
server, recording each Register request results in a list of terminals that
constitute the entire domain for which the pass through proxy 801 would be
25  responsible. In other words, the Register list in pass through proxy 801
mirrors that of proxy server 503 of Figure 7. It should be noted that the pass
through proxy 801 should not be a redirect server, since that would cause the
proxy server 503 to not reflect the same data as that stored in the pass
through proxy 801.
30
Similarly, when an Invite message is received, the pass through proxy adds a
header to the request and then forwards it to the SIP proxy 503. The *Via"
header, part of the known SIP protocol, may be used for this purpose. The

13



Simlarly, when an Invite nmessage is received, the pass through proxy adds
a header éo,the request and then forwards it to the SIP grox 503. The
‘Via® heX8dP0 5%t of the known SIP protocol, may be useBCTABOY$ILS

pur pose. The /13 03/ 077512 PCT/ US03/ 01198 addi tional..heager,added upon
the first @QEQQQPP%?d% "FF?CHW&,’JWI%S Eierigede Or%Bp??'H%CQﬂ &IN9 ¥ t er mi nal

502 causes u%tfpoﬁﬁOﬂ;%lrg%ggge%miﬁélW%Msggﬁm%ueﬁ%@am@%khew%gbmﬁm‘ tted

t hrough t he pass proxy 801. stem grovi des that for all
out bound cahéssages dp bedsawrgaitied dmpughdhe paasthrougomroxy 80mf Gudit i on

ired to b It li,cati t 701 will t f d
{hrough. paSYSEAT BiRyIEes e Tl outend Bal el Hidsshoss: iy sl A out bound
cal | sef UEonﬁtSl‘ﬁHﬂ%‘H‘ﬁﬂBﬁrﬁéH&ir@d‘ﬁa ﬁé%mtd?@@%g%?bnaaﬁérﬁecm ftertAD1Qy@h proxy

801, and thus, to the applications conputer: that interfaces to pass
t hrough pr beyirss@ierrattreough passithroagh groxy 801 .ddbds prowvidescoa fulevie® afewr i ti ng

f | SIP ft , _Si h h h har d d/
of tvar e e BUCPHBR GRlSPLUP ARl TN GIGEBB LR 5t o eS-e0es B UK BRSS sor ver
The for egoiflgugR phaR) S07 RIRMKE8 SteRtheUpHit Ao LEPBLRIWTH SRkt IntefhsE
control is and nonitoring, and tear down, but there is still an issue

.

remai ni ng fopasmtboongh pediys80Ivolieramet; suakid splution daesanotfreguirée
applications co er 7 o _insure access .to all .nformation regarding
Pbount? cal SR aTRA SiRdren Saarts SEeshe ofign hRuE Bader 203 and
pass t hr ougirdvfird &inddHsoffdidie e Be imgieﬁﬁ@wedlehtﬁelgltsre@aifatea,pmémqaéI on

conputer 701 cannot nonitor or 20 control such ca The solution to this
probl em i sSHY pfaxarsaréet he previous solution. Wien a terminal is registered
with any proxy server in the entire system a special header is added to
Its address. The "maddr" header in the SIP protocol may be used for this

pur pose. Thke keradeingahkekasisingroridésessolutivrafs] aithoongicalt sstuppMeentrok her
proxy servers associated with calli ng_'ter_m' nal s 25 attenpt to contact the

parti cl araRGMAsoriag nand kearsione. Dubiheiptih stihandsHe@maigiieiess. nre
speci fi caljhKouhdBalleaffre 'spelfiES th BXRITb O et ASpiRaBbNS dBhfRRePAT{ 1P the
insure access to all information regarding inbound calls, such information
must ;:Sass through proxy server 503 and pass through server 801.
Otherwise, as shown in Figure 7, application computer 701 cannot monitor or
20  control such call. The solution 1o this problem is similar to the previous
solution. When a terminal is registered with any proxy server in the entire
system, a special header is added to its address. The “maddr” header in the
S|P protocol may be used for this purpose. The header affects the address
translation process when other proxy servers associated with calling terminals
25  attempt to contact the particular called terminal associated with the subject

address.

More specifically, the header is used to override the host address part of the
address translétion process and cause any inbound call setup messages to a
30 terminal to be routed through the proxy server 503. Since all communications
between the proxy server and the subject terminal must take place through
the pass through server 801, addition of this header will cause all messages

concerning inbound call setup to be transmitted through the pass through
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address transl ation process and cause any i nbound call setup nessages to a
30 term n\%l )to he routed through the proxy server 503. Since all
communi cat PIRE7 Bkt ween the proxy server and the subject PETMSHIIMst take

pl ace through the pass through server 801, addition of this header wl|
cause al | r%:%%rqg@ g%&’ﬁge:&ﬁ?rﬁgs' il e peldiess of 2 lsmpE 'r‘%’llfsﬁ%'hﬁtted t hr ough
the pass t 1 ; . More
Simply put | PPRe S, Lo AR e e hRon Rl meisbBbs tg bt dRetie Iy

modi fi ed t dhoaughepadsl througbuselver8@hgeadditiobéo ther pubgdervent Hibugh pass

t hrough server 801 in addition to the proxy server 503. s The previously
defined solutions cause all inbound and outbound call signaling to be

transm gt edrﬁ&gfégfmswefméwona r?/seéa@%?am%oeﬁa%nh%@aennd%rpxy 801. As

. shown in Figur si'nce the applications conputer Interfaces to pass
t hr ough sersignal®@ip bertearsnitted dardughl thaqresssevenb03 @ald pakstthrougind t he

temh t d,th [ 03_i . bst ant i 3.0
o cause r ERPRY Pk’ B8 SR BrORLRELT oiines I PRISRRBR FATIREIORO L he pr oxy
server  S03nteWACkS 1d hEsPBYEgh SERR 809, tHTYIRoW TN abSsss {dUIPedNdRBexy 801

has access.to call Ssetup nmessages for inbound and outbound calls, the
header s nayndl the systenefas net eliareddhie prexy agever 608 dr any reybstentiahwiy @s. g.

busy signal, call hang-u etc.) are transmtted through the pass through
o oxy- 1fn- gasefse roPRie Bube Seimardio” svBRy I Ralt Sb M arotuRERrs0s.
utilizing Hpg techniques of the present invention, add headers to insure

that the functions desired to be nonitored and controll ed pass through the
separate | ogical portion of the 20 systemthat nonitors and controls those

functi ons. e -r ) [ u al |
control rreggﬁgeetsﬂea%&e\& t@ gﬁ \L"%g 8? ﬁ%ﬂ?é “5%351%3'8 tgﬁjrdgc@?gg:ggnﬁ{ob}t ée%ettsg ?é ugh the
pass t hr oughll etutymebbagnver indduadf @ed otifbdlunt haillsEbedgericpaamyt dlsough t he
pass through 25 proxy 801 does not necessarily mean_that all such nmessages

shoul dlbe FRfHit G abmpscaess geacerning preselt (g btey Hid). ethhangruBe
ot Ot el P AT A AR DRl 5P 6 BRSNS g her
appl i cat i oftscoghpuder 8(¥0and/er proxy server 503, utilizing the techniques of the
present invention, add headers to insure that the functions desired to be
monitored and controlled pass through the separate logical portion of the
20  system that monitors and controls those functions. The “record-route” header
may be utilized {o ensure that all control messages after call setup (e.g.

disconnect) are routed through the pass through proxy.

Moreover, the fact that the messages pass through the pass through
25 proxy 801 does not necessarily mean that ail such messages should be
monitored and recorded. The pass through proxy 801 can be configured via
software to only monitor and record messages if and when instructed to do so
by the applications computer 701, such as when applications computer 701 is
operable, or to only record certain events or control others upon specified

30  triggers occurring.

The problem is solved by having the applications computer 701 indicate to the
pass through server that it should signal the calling terminal 502 as if it were

15



operable, or to only record certain events or control others upon specified
30 triggers occurring. The problemis solved by having the applications
conput er WO HElcate to the pass through server that itPSKOSIHIM¥gnal the
calling termnal 502 as if it were 15 WO 03/077512 PCT/ 95034,01198 recei vi ng
an i nboundreseiving aninhduadpzalisfram tba giess dhrppgh server. "k efaken N cal | is

I ntended t t,he ' m ; '
[ 'ston to (aheaaepdet ihatiinedte Py Bmidre)8 el ARteWRerS et
out bound c@hd jiétentb ears ak yetduheeimetdmsdid sideacto bedebapdn.a ubskenentl | i ng

term nal 502 has answered the call, it has a call set up to the pass
t hrough prowitpoundicahdo thaisalleshignmnal 50éndesEbiedi bRIOWhe  acknow edgenent to
this call, the pass through proxy then initiates the outbound |eg of the

call as usual (via the proxy server) to the intended called 10 party 504.

Wien the pagfer Cdiptermimel BoRatR assweredanécaly itHgs aeecll $etrup tohthe | eg of
the call it can then update the calling term nal 502 \ﬂia)éh the new nedia

channel i npassiiroegh prexsnvdthee mefia chanpelsan reaeMB@ R i gi nal call. In

response to recej t ' I |- eat | comput er 701,
s calli nﬁg@p&pﬁ%@éerﬁ%@t @ﬁp{saéég'r mcgr)ﬁ?%itsh?%oéhné{&%}tggﬂslgllﬁ%jgésqgﬁ I nbound

cal I's, typh@ablid ol thienglliay esumiviatha psoyi sereer) o tihe intended icated party.
The calling party information filled in by pass through server, 801 is the
pass {10 oURITY 504 WY heDhepRrsEOugH BIGXY refeies AnaoknOMeddBeMOLen; t o

the calling. ' ' | : IoPalith e hewi nitiate a
phone cal ﬁﬂfsgl%@arqf:?@%C?[Zﬁ%ahgﬁéégﬁgéhé?ﬁe g%’iﬁgr%gﬁrgdlg th 'It hgﬁ? echni ques
pr evi ous| ymedecehdred! informatiomoihezhdthert Insike eveslsagarioatheontgiod! ¢ale basi c
process described above is also contenplated by the present invention. One

or nore of the termnals 502, 504 may actually be cellular or satellite

terninals ‘Hﬁﬁﬁﬁﬁﬂg";@tﬁggw‘ af he2RKBARBYIAE cAPRBRCAp AR atiBntdtnhdbIPOkK, Such

term nal s, standardi zed I nternet |anguages and syntax, are
al ready kroaling termireal 802 wilpedouerits narmad prongssingsominkingealisat i on process
di scussed tQSircSﬁ;? eﬁs?%%tlr?g infSrmation associated with the calling party. The calling

party information filled in by pass through server 801 is the pass through

server 801 address itself. This initial message is sent to the calling terminal

502 instructs the calling terminal 502 to initiate a phone call to called terminal

20 504 in accordance with the technigues previously described.

It is noted that several variations of the basic process described above is also
contemplated by the present invention. One or more of the terminals 502,
504 may actually be cellular or satellite terminals not connected via a

25  hardwire connection to the network. Such terminals, which may use

standardized Internet languages and syntax, are already known in the art.

Moreover, while there is an authorization process discussed herein related to
checking the calling terminals authority to make calls, the authorization

30 process may be more detailed. For example, certain terminals to be called
may implement call blocking by instructing the proxy server accordingly.
Selective call blocking from particular calling terminals may also be

implemented.
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checking the calling termnals authority to make calls, the,authorization

30 proce be nore detailed. For exanple, certain termnals to be
cal | ed ??g?%?’ﬁ{)rgwent call blocking by instructing the prBXxl/US&YUL

%0 be i Ml Ghe Syl FraathasREDe bl AR carBRstE the SiP

prot ocol i t | I Ist within a
m ékl@ﬁﬁutﬁHCd“shB% TOR/IP! fs8ion Prrﬁg[r‘l\%ﬁq{ﬁtﬁﬁﬁe BBHVEN

single TCP/ I P session. 1 8 nmeans that effect tiple 'tel ephone
calls can m,ldbplgltaleehomercatmea@aai@ gigee lckec thensarne dit;P/IBmdnneatiopas s

t hrough seryver, 801 noni tor _ope, TCP/ I P gonnec nd 5 then denul tipl ex
 out 1 f or nIBdASCGARARIE fifvet BT N monfBhaRe S0 TI5CeNRRLt AN, be
i dent i f i edtisipabafufiYex 85t ihforRaB8RRoh etriing AUIRE chls t FacRISIP session
speci fications. In another enhanced embodifent, the point-to-point call

* shown in FM@!Mdabe identified separateb'paacﬂemeﬁenﬁyladﬁfmfedrkanﬂse 8l | wherein

I nformati on _na X shared anong' three or nore termnals. Such Internet
conf er enci ﬁaeﬂé{f b%? require that the servers conveying the nedia stream
after call set up sinply duplicate nessages and transmt themto two or
more different addresses. End users then have control over exiting or
enteri ng cbhﬂ@@@ﬁé@@h@m%@@bpﬁgﬂ%lﬁiem& peint-tipoinbaal shawnpafigwedsis i n

2ccor SR ARAORR LT NS5 el ARUEHAIhaLE AR g o aves

machi ne- acnﬁeéldaln@or@ﬁdrmma!srmm@emt@met cORfeRadi ehﬁ@d@r lictethat thee.
stores and/or transmts) information in a form?2 acceSS|b e by a machl ne

(e.g., a c%ﬁfseﬁEOHWt%ﬁh@ raés;}la@ére%%aﬁéhaa" 8eigin simply seplicatat |
manuf act Ufﬂn%%s%ggé an&%ngﬁwtﬁsmo Fregg;f%%htqé cﬁ%é&es PERG T3afy S

etc.). For ne- access L un i nc

recor dabl ethearhavecardal beenexiting (Jeegtenngemafmhye@byrwr&enﬁmﬂecmmdom
nmedi a; qptical storage nedia; 25

access nenor etjc disk stor
fl ash ¥endr W%@SS%‘% §yin %%@ncea‘y%gﬁeewmt%mm%%‘%. cal , acoustical or
other formof propagated signals (e.g., carrier waves, |nfrared si gnal s,

digital signals, etc.); etc.
It is noted that the inventive techniques are embodied in software, and

may be stored on a medium. A machine-accessible medium includes any
mechanism that provides (i.e., stores and/or transmits) information in a form

20  accessible by a machine (e.g., a computer, network device, personal digital
assistant, manufacturing tool, any device with a set of one or more
processors, etc.). For example, a machine-accessible medium includes
recordable/non-recordable media (e.g., read only memory (ROM); random
access memory (RAM); magnetic disk storage media; optical storage media;

25 flash memory devices; etc.), as well as electrical, optical, acoustical or other
form of propagated signals (e.g., carrier waves, infrared signals, digital

signals, etc.); etc.

It is noted that while the above describes the preferred embodiment of the
30 invention, various other modifications will be apparent to those of skill in the

art. Different manners for interfacing the application computer to the SIP

system may be utilized. Such variations are intended to be covered by the

claims appended hereto.
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It is noted that while the above describes the preferred enbodi ment of the

30 invention, various other nodifications will be apparent to those of
skill inWH&AFPI2 Different manners for interfacing the appl/Ve&YYdH

conputer to the SIP system nmay be utilized. Such variations are intended

to be cove%ﬁwﬁﬁm&lﬁs appended hereto. 17 WD 03/ 077512

PCT/ US03101198 T | inck- A System conprising: a proxy server
ing:

to receive and \s{\r‘gr eAa%@erArls]t%&%%e or address translation and

registration of pluralprogy semvar 0 sesies an@dtaraer b6t table ferrddress i nal  bei ng
capabl e of participating in a tel.ephone call to be ] Lover a
packet switchi ngaaahaﬁotf\%ﬂﬂd?gﬁstt@apgOSP@{QFEG& s aﬁﬁ?%{egor@%é@tg@g to a data
network; and a pass iLANiRLALLIAG CUBERATIMHIGBaty Ak bldphonactilas beand

t hr ough‘13 whi ch i nformation sai d ‘proxy server and any of said 10
terninal s passeimplaehtedsset apachbt seitahing dats netwegk.csaie Pooy SANPE  t hat

mrrors said first table, said pass_through server also being configured to
comuni cate i nf Bﬁmq%ymeﬁ?ﬁﬁ?&ﬁ?%awoéﬁpﬁ"@au ons conputer, said

appl i cations conput eg, JRcltHAUS SHEMBfhdedito 4aYata helvoX arf  noni t or
calls anong said terminals over said data network. 15 2. The system of

clai m | wher ei ntrabugle adtichsiofermusticnabetwesnriaic PEOXysesveloand goy &d sl nodi fy

addressing informatian to cause,incomwin I, i i

i nfor net i on to %’é“}"&‘?j?é’&‘”?%?'om PEST ?ursﬁgﬁ%% ee?\}%?]a&lggr%gééfcﬂ{ed %3)5 em of
claim 1 wherei nysRirfBFOENdIREMEbIARAIGPash rosgh taneunalssibeingr are
resi dent on the sane hardware pl atform 4. The systemof claiml wherein

sai d proxy ser veonifigurad tasgaunticatedptarmation tadaddeam;an aPpiGadienEor m fr om

one of said term nal tr. I . Sal i rm and
return said add?%@?uf% g@?ﬁﬂ%g@%%%ﬁ%‘?% g?’ﬁﬁ %‘%q%s%ﬁ@”?%%“ﬁaéﬁ?@gﬁg\?ﬁ. ch said
address in sai dehhtraitorf piomitsRsaliesmongdaid terminals over said data network.

15
2. The system of claim 1 wherein at least some of said terminals
are configured to modify addressing information to cause incoming control
and monitoring information to be routed through said proxy server.
20 3. The system of claim 1 wherein said proxy server and said pass

through server are resident on the same hardware platform.

4. The system of claim 1 wherein said proxy server is arranged to
receive an address in a first form from one of said terminals, translate said
25 address into a second form, and return said address in said second form to

said terminal from which said address in said first form was received.

5. The system of claim 1 wherein said proxy server is arranged to
receive an address in a first form from one of said terminals, translate said

10 address into a second form, and send said address in said second form fo

another server.

6. The system of claim 1 wherein said data network utilizes a
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5. The systemof claim| wherein said proxy server is arranged to receive
an address in a first formfromone of said termnals, translate said 30
address | ROMBATEdtond form and send said address in sai dPSEASAHON m t o

anot her server. 6. The systemof claiml wherein said dat, etwork utilizes
a 18 WO 03/5‘?%5&9“M@é@@@@é@ﬁ'ﬁﬁfﬂ@?qw&ﬁ@':r’/&?)-rﬂﬂétﬁ?d‘glté]eph?'é‘i’ net
Prot ocol ( TCR/ , Sal o uses a Session Initiation
Pr ot ocol (§%)L!spe)§_a $E§S‘§§§ﬁ3ﬁﬁ%’fpg@§?ﬁk @\%'erei n nmultiple SIP sessions are

s contained within a single TCP/IP session, and wherein said proxy server

or said pass through server can distinguish apong idnultiple SIP
sessions. 8. The-systHMf §YSt@mé?frﬁ|@”¥/\ﬁé’Yhﬁrﬁ'”s@Pg'%&’r%ﬁ@sg%sr"a’éﬁ"a sai d pass

t hr ough _ser L AGH : ] ; : i call is
10 autngr i SonahOg WG aSH ORI SCESiBh Tt WHaRIA SRRy ettt CF
" clai m 8 whevaid pasatitropglosgneecardistingisidapesg saichmulijie S¢P\sessionst ai ns
software to inplenent nultiparty conferences. 15 10. A nethod conpri sing:
transmitting a call initiation nmessage to a proxy server or a pass through

server; in respgnse t i, ot iS50 L1 bERL Y EESSHHI8 pass
transmtting frgj% sai@%égsgé@horf%adﬁﬁggf'fleglraanoérﬂdégr%[)}pr oxy ser VEIP a fake 20
i nbound calthromghssegeettincladeasbftware & deteanirepebethieed particulad calhld

initiation nmessage; and in response to said fake inbound call nessage,

i ni tiafPng axhoriaedpitiiore ﬂﬁ}ges%'glﬂa'ﬁ?'ﬁﬁﬁ %E‘jt(d calling termnal. 25 11.
The met hod of claim 10 further conprising each of plural calling term nals

registering with said proxy server and said pass through server. 12. The
met hod of clai mo11 widweesysteraiod claiin $ sthiengingaid proxyreerven @ sgithoass cal |

i ncl udes t?r%ﬁ&htstew Shidiny ShRWIRS ?oa%?plgketnrt]?nuﬁ?psaﬂyp@onferences.

15 10. A method comprising: .
transmitting a call initiation message to a proxy server or a pass
through server;
in response to receipt of said call initiation message,
transmitting from said pass through server or said proxy server a fake
20 inbound call message to a calling terminal specified in said call
initiation message; and
in response to said fake inbound call message, initiating an

Internet telephone call from said calling terminal.

25 11.  The method of claim 10 further comprising each of plural calling

terminals registering with said proxy server and said pass through server.

12.  The method of claim 11 wherein said initiating an Internet
telephone call includes transmitting an Invite message of the Session

30 Initiation Protocol (SIP) through a pass through server and a proxy server.

13.  The method of claim 12 wherein said pass through server or

said proxy server translate a called terminal address from a first form to a
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30 Initiation Protocol (SIP) through a pass through server and a proxy
server. 13. The nethod of claim 12 wherein said pass throg{gh server or
sai d proxYOdMVEt2 transl ate a called terminal address froRCaUSPHEH%% orm to

a 19 WO 03/077x12 PCTI US03101198, second formand trgnsmt said address back
to said cal $85999cfermiand trapsnpipsgid %C@ﬁ%% acls lg g callng termingalonda@of cl ai m

13 wherein HafeAssvbhr ough server 5 comunicates with a Conputer

Tel ephony Isrslé';ﬂegratl on (CTI) applications conputer. 15. The nethod of claim

14 further conprising issuing instructions fromsaid applications conputer
a call wth

- to instruct said, pass_throuygh, server to 10 nonitor or, control

spg_ci fiqu par arre'{‘grs.sﬂl%m d HEF[FPB_?.@fWé?r&'WTg thgé‘?“@bﬁ%r’ﬁgi ngt! ssui n?
a di sabl:i n ; i ki nctions a
Speci (1 & rTRERRAed QiR ZRCEmPRAS fo ehd i draNen 10T ARl alion

machi ne- acomsgputee nmedi um havi ng associ ated data, wherein the data, when
accessed, results in a machine performng; receiving commands from an

applications conputer to 20 inplenent conputer tel ephony integration (CTI)

functions; comuni catpdithathddloPelaP@as fLRRELHEEMBRSING TsSling ifdtRICYioRST ver to
convey paraneters received in said command from sald applications

conput er ; dram saitbapglications compuéertiernnstnidt saicopasd thrawgh satveardet t el ephone
calls 25 in rgosponse t here JThe article of manufacture of claim

17. whéPei (MeW rrfﬁc%nﬁé’-a&@h&@@?%%ﬁ%ﬁfﬁm%ﬂ%er i ncl udes data, when

accessed, results in the machine performng: instructions to cause

specified nonitoring _and control L o
16.  The method of claim 15 further comprising issuing a disabling

command to cease specified monitoring and control functions at specified
times.
15
17.  An article of manufacture comprising:
a machine-accessible medium having associated data, wherein
the data, when accessed, results in a machine performing;
receiving commands from an applications computer to
20 implement computer telephony integration (CTI} functions;
communicating with a pass through server or a proxy server to
convey parameters received in said command from said applications
computer; and
| causing one or more terminais to initiate Internet telephone calls

25 in response thereto.

18.  The article of manufacture of claim 17, wherein the machine-
accessible medium further includes data, when accessed, results in the
machine performing:

30 instructions to cause specified monitoring and controf
information concerning said calls o be conveyed to and from said

applications computer.

20



i nformation concéerning said calls to be conveyed to and from'said
applications conputer. 20 WO 03/077512 PCT/U503/03 198 19. The article of
manuf act uM® Bf7Ehi m 18 further conprising instructions PETAREEIL proxy
server or a pass through server perform authentication functions. 20. The

article of manufdét urdiesrtislepimanufegiiraal caipls &rler GOMRNSIRG i ons t o
dupl i cat [ i | i i t
Cont er once 0CAG BELE Bhtky SeBefB o bst MDGER SornRr ddPEr Y 0 4

. 0 i nstructduahRenticationfpheto@at i ng plural SIP sessions in a single TCP/IP
session. 21

5 20.  The article of manufacture of claim 19 further comprising
instructions to duplicate packets associated with a call to implement a

multiparty conference.

21.  The article of manufacture of claim 20 further comprising a

10 instructions for implementing plural SIP sessions in a single TCP/IP session.
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