WO 03/ 027833 PCT/ US02/ 29802 SQUARE- AND- MULTI PLY EXPONENT PROCESSOR
BACKGROUND OF THE I NVENTION 1. Field of the Invention [0001] The invention
pertai ns wensrnatdsy to conputers. |In particular, it pertai PETIEB02pIOLESSI NG
exponents el ectronically using an inproved square-and-nultiply techni que.
10 2. Description of the Related Art [00021 Several conputer applications
i nvol ve exponenti ation, or the process of raising a base nunber to a
power, where the exponent is a very large nunber. This is particularly
true in sone encryption/decryption schenes, such as the well-known

R vest- Sham r- A8 REND-WBHo1ERLG EXBONERE] RROGEBSSIR The security
of this 15 systemincreases as the nunber of bits in the exponents
increases. Current RSA inplenentations of public key encryption comonly
use exponents with 1024 bits. As increasingly powerful conputers becone
avai | abl e for code- breaki b % se nunbers wi |l nost

| i kely increase even nnrgggggégga?§PH5?ﬁg§%3ﬁgE$£5%?§of security. 20

[ 0003] .The square-and-nultiply techni que has been devel oped to nore
efficiently process exponentiation when using binary nunbers. In the

conventional approach to this technique, each bit of the exponent is

exam ned sleﬁ.\iﬁﬂtitbﬂ_m,%&rti ng with the nost significant bit (MSB), and
the current value of the process is operated on. Before starting, the base
nunber (t Heo0linberTHesnvaptionipseaing gengratlywe cympwpiseslapesiculae ibparagstio 25

val ue; after that, the result of the previous operation represents the
current VvakdtRssing edpdfents clVrdidlallz (8138 aPGhptdSeRiaf0Zd-taultipbekdtgigeam ned in
t he exponent is a zero, the current value of the process is Squared. |If
the bit being examned is a one, the current value of the process is both
squared and nultiplied by the original base nunber. The nunber of

operat}ons HaVOl Ved oF e Rlifed Art

[0002] Several computer applications involve exponentiation, or the process of
raising a base number to a power, where the exponent is a very large number. This is
particularly true in some encryption/decryption schemes, such as the well-known
Rivest-Shamir-Adleman (RSA) approach to public key encryption. The security of this

15 system increases as the number of bits in the exponents increases. Current RSA
implementations of public key encryption commonly use exponents with 1024 bits. As
increasingly powerful computers become available for code-breaking efforts, the size
of these numbers will most likely increase even more to maintain the same level of
security.

20  [0003] The square-and-multiply technique has been developed to more efficiently
process exponentiation when using binary numbers. In the conventional approach to
this technique, each bit of the exponent is examined sequentially, starting with the most
significant bit (MSB), and the current value of the process is operated on. Before
starting, the base number (the number being raised to a power) represents the current

35 value: after that, the result of the previous operation represents the current value. If the
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process equals the total nunber of bits in the exponent, plus the nunber of
~ 1" bits in 5 the exponent, m nus one. Thus, the average nunber of

oper at i onwofosn2m31024-bit exponent woul d be 1535, assum mgTAaS0ZeRS82 nunber
of ones and zeros in the average exponent. Since the base nunber typically
i nvolves | arge nunbers in an encryption algorithm each operationis a

| ar ge andbipeti@ntckahingd i e -ccpnsunk agest e dufrehtnpleneniegotss haydwat.e, and
even nore tinme-consumng if inplenmented in software. 1o The tine to

execut e a[fQﬁ)é'lyl?B&hQ@@Amﬁg&l@ra&;r@ndﬁ:w}rédtﬁlawe&b@ﬂ{eqaﬁ&si ROoeasRsrelihpgar |y
with the nunber of "bits in the exponent, which can becone a bottleneck in

response mUltEB%%dfbg the @ﬁﬁal BRR eHet ONGe hllAber bt %Fﬁ%rﬁﬁﬂc}{péd' Rhik N

interactive ons or other tine-sensitive applications. 15 BRI EF

SCR ON S
Dorort moP rtog%'?ﬁg!ﬂ%ﬁmw NFE 908 s LOvsot) gmsmvm%%% b ypdlsr st ood by

escr rawl ngs that are
used to illustrate enbodi nept f the 20 i nventi on. raw ngs:

[ 000515 Fi B eXPUKHHENFUS PRy é’r © BYCTaBERMTHSE © %Rf’é?tﬂ*“ﬁ&)rtao flig Yerbodi ment of
the invention. [00061 Fig. 2 shows a bl ock di agram of an exponenti ation
circuit aeqonditnyouldbenss, essvodngramequet nurmkeriof9eestang Feros IWhe@3¢re27833

PCT/ US02/ 29802 [00071 Fig. 3 shows a bl ock di agram of an exponent
processor egmeefitdiSig:etthe base numbbogpicelht ingblvehardemuerttersin.an[c009@jor i g. 4
shows a schematic of an exponent processor according to one enbodi nent of

the inventj eﬂthré b0 atfonds a far o@exﬁiﬁﬁy fffeavasinithggtep@f One enbodi nent
of thelnv nt1on. TAl LED DES P ON OF THE | NVENTI ON
implemented in hardware, and even more time-consuming if implemented in software.
10 The time to execute a conventional square-and-multiply approach increases linearly
with the number of bits in the exponent, which can become a bottleneck in response

times for those appliéations that use RSA encryption in interactive communications or

other time-sensitive applications.

15

BRIEF DESCRIPTION OF THE DRAWINGS

[0004] The invention may best be understood by referring to the following

description and accompanying drawings that are used to illustrate embodiments of the

20 invention. In the drawings:

{0005] Fig. 1 shows a flow chart of a method according to one embodiment of the
invention.
[0006] Fig. 2 shows a block diagram of an exponentiation circuit according to one

embodiment of the invention.



10 [00101 Various enbodi ments of the invention may reduce the nunber of
operations required to inplenent a square-and-nultiply approach when | arge
exponent swearog/ 02133l ved. Multiple "1' bits in the exponent paaysSom29snncessed
with a single nultiply operation rather than using a separate nmultiply
operation for each ' 1' bit. By exam ning groups of bits, the nunber of
bits that [D@Mandl Ed. } shoavssi igtkedingrhmigdlap eiporspepratissor cerding td6 var i ed based
on the particular pattern of bits involved. Before beginning the

squar e- an@niBaklmhdt ¥f ReGerason.a t abl e of val ues for exponentiated base
nunbers is pre-cal cul ated and stored so that the nmultiplicand in each

mul tiply ti ongigW LowR& J6RONALBTEnGRPorRB: pRLEdsEVRIoMIRMB LhE table
r at her thgﬂ@)}gl culnlgtged ecg(t:%h tinme ilt ig goeedteg, tI’SIUS roeduc°i ng the total

nurber of _operafions t.hat..qlght otherw se be required. 20 In one _
enbodi nent, a Ci rcwi for exani ni ng the bit patterns in the exponent is

dt [ h nb f bits .included in, each | tipl) tion.
[0011) S d0RsT G g3 Pieiore serlew deh@oisia 207 GmeoH At o B HevIed i n a |

method or circuit to calculate XE for some odd-val ued n-bit exponent E,
with up to five bits of the exponent being involved in each

mul tiplication. The exponents are shown in binary 25 format. 3 WO 03/027833
PCT/ US02/ 29802 [00121 Pre-calculate XE. where Eis limted to odd nunbers
with up to 5 bits: 0. Store: X = X1 5 1. Square and store: X1 X XI = X10

2. Multiply and stor pEPAIDEDXDESCRIPTION GF THE INVBNTION e: X11 X X10 =
X11 4. Multiply and store: X101 X X10 = X111 5. Multiply and store: X111

X X1 = X1' 10 6. Multiply and store: X oot x X10 = X1011 7. Miltiply and
store: X1011 X X10 = XI tof

10 [0010] Various embodiments of the invention may reduce the number of
operations required to implement a square-and-multiply approach when large
exponents are involved. Multiple ‘1” bits in the exponent may be processed with a
single multiply operation rather than using a separate multiply operation for each *1
bit. By examining groups of bits, the number of bits that is handled in a single multiply

15  operation can be'varied based on the particular pattern of bits involved. Before
beginning the square-and-multiply process, a table of values for exponentiated base
numbers is pre-calculated and stored so that the multiplicand in each multiply operation
will be known and can be retrieved from the table rather than calculated each time it is
needed, thus reducing the total number of operations that might otherwise be required.

20 In one embodiment, a circuit for examining the bit patterns in the exponent is used to
optimize the number of bits included in each multiply operation.

[0011] The following illustrates the operations that are involved in a method or
circuit to calculate X for some odd-valued n-bit exponent E, with up to five bits of the

exponent being involved in each multiplication. The exponents are shown in binary

25  format.



8. Multiply and store: X1101 x Xlo =X1111 9. Miltiply and store: X1111 x
Xto = X10001 10. Multiply and store: Xtooot x X10= X10011 15 11. Multiply
and st or ewOX3007833 x Xto = X10101 12. Multiply and store: PRITAGR2/X98XL =
X1111 13. Multiply and store: X101 11 x Xto = X1 toot 14. Miultiply and
store: X11001 x X10 = X11011 15. Multiply and store: X11011 x X1= X11101
20 16. Multiply and store: X1111 x Xlo = X11111 [00131 The val ue of X10 was
used only to cal cul ate the renmining values and may be discarded, |eaving
a table Wggh216 entLigsuhlat® coverE alllmidiaoedd nuabees.idfupfoUmits0 five 25
bits. These seventeen operations give all the possible values of the base
nunber L.to an odd powek, with adimt of five bits in the exponent.

Q her 5|ze uarearpqoqgrgts may ((e§qdnt inpbher sizes of tables. For exanple,
linitih gte F t05|x ;{ @anrﬁsultinatableof 32 values, wth
33 pre-cal Hag &85 but { ysiéa)t er Swequire fewer multiply operations
during the s t Yéﬁ Stﬁ{ﬁtlply p)h‘a‘gobec yse up to 30 six bits of the

exponent canMsdimuand 81 n a angl e gulttply operation. [00141 The

fol I owing éxbmipdy shdsisreiow t h& pres qoar:c‘ﬁma}t ed table may be used in the
exponent i ati Multqﬂy}mdﬂore this ¥x nf‘pP(e = the 20-bit nunber: E = 1011
0010 1000 YOMMultifl¢@nd 10451 | n Xhoé >e?fbod=|>fre°ﬁt all bits of the exponent are
exam ned sgqMeiliplakhdstods begi KA g eK'tHe nost significant bit. In

anot her errtgom panaa@rd‘l rst xt'epx X¢° =x'€Part with a power of X that
enconpassesg ad stbiee ITDS}(‘OQq‘QI‘K'pI:C)@lﬁQ“bI ts as are found in 4 WO

03/ 027833 g,%a gre: t he k&blig. oo ¢ hi%s exanple. that would be the
f our hfSBstq:T {l rehe va wemf oiseywetrieved directly fromthe table.
ly otey <X L‘SX

Since the ri% ultiply aid Qore? - l0$11\{<a;klde_ yswsquared as

14. Multiply and store: X0t x10= IOl

15. Multiply and store: X'ty x10= 1ot

20 16. Multiply and store: XLy xlo= it
[0013] The value of X'® was used only to calculate the remaining values and may

be discarded, leaving a table with 16 entries that cover all the odd values of E up to five
25 bits. These seventeen operations give all the possible values of the base number X
raised to an odd power, with a limit of five bits in the exponent. Other sizes of
exponents may result in other sizes of tables. For example, limiting the exponent to six
bits can result in a table of 32 values, with 33 pre-calculation steps, but may later
require fewer multiply operations during the square-and-multiply phase because up to
30  six bits of the exponent can be handled in a single multiply operation.
[0014] The following example shows how the pre-calculated table may be used in
the exponentiation of X. For this example, E is the 20-bit number:
E=10110010 1000 1001 1010
[0015] In one embodiment, all bits of the exponent are examined sequentially,
35 beginning with the most significant bit. In another embodiment, the first step is to start

with a power of X that encompasses as many of the most significant bits as are found in
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shown in step 17 below. Fromthat point on, the remaining bits of the
exponent are exam ned sequentially, one at a tinme fromnost to | east

si gni fi cawD.03lor83®ach bit 5 exam ned, whether it is a ' 1'PCarusoD29s01 he
current value of the operation is squared. However, if the current bit
being examned is a' 1', the multiply step may be performed or may be
def erred Ut tablea [yhatgxaofple. that pioukl eahe bairiMEBudd ! i, md the vaut tdrpt't'éat i on.
In this exanple, the 20 bits of the exponent trigger the foll ow ng

oper at i ongs retrtevE@Qik&dilylffom Bguabsle: Sikothelnext BiBLL0= M1 04LQis shBareSGyiar e:
X1011 X X1011 = X11100 19. Square: X101100 x X101 100 _X10[ 1000 20.

Squar e:  XiRdkO00sten MLOAIN0@ 5 HEOALAOND HebreRhiniRIMRY &k §&9§QQ X X1110000
= X10110000 22. Multiply: X1110000 x X101 = X101100101 . quar e:

X10110010%y Xni s i Vi v i Xi vi i oui G
T 0 00 S pa AR S obe £t i SR Boistetos et onto1000 20

26. Square, X1 101000 X.X101100101000 =, X1011001010000 27. Square:
x11100§o1gﬁﬁﬁniiggﬁﬁfﬁﬁiiﬁo§d":& fPﬁiﬁfﬁﬁﬁﬁg*@%Qm%ﬁﬁaH%%M&Tﬂioo10100000 X
X10110010100000 = XI 011001010000 29. Square; X101100101000000 x X

| 01100101 00BEHE £ the et 11 Pei8 gvarninggd (s asdudhemultply sen 02p 60 poGomed
X1011001010000000 = X1011010100000000 25 31. Miltiply: X 10 1100 10
100000000 oxmyxy be daferred unil Grigrodp o100 bitDGh be i8dudedgnaeenulipidation 10100010011 X
X10110010100010011 = X11100101000100110 33. Square: X 10 1100 10 1000 100
110 x X 1hiddhple) tHODDbilOdY tHe ek ponik Origged A0 00V H3QB3A0ons34. Ml ti pl y:
X1011001010001001100 x Xt = X1011001010001001101 35. Square:
X1011001010001001101 x X1011001010001001101 = X10110010100010011010 30

0 [0016]

17. Square: X0ty xton = o110
18. Square: 10110 310110 = x 01100
19. Square: ~ X'01100 xlotio0 = 1011000
20. Square: XIOHOOO X XIOHOOO — XlOllOOOO
15 21. Square: ¥ 10110000 10110000 — 101100000
22. Multiply:  X'01100000 , i1 — xlotooion
23. Square: XIOHOOIOI X XIOHOOIOI - XIOHOOIOIO
24. Squa.re: X{UI‘.CO‘ACW X XXUHUUKGW - X‘O]'IGOIOWO
25. Square: XlOllOOlOlOO X XlOllOOlOlOO - XIOHOOlOlOOO
20 26. Square: XlOllOOlOlOOO X XlOllOOlOlOOO — X1011001010000
27. Squa.re: XlOllOOlOlOOOO X XlOllOOlOIOOOO - Xl0110010100000
28. Square: xlOllOOlOlOOOOO X XlOllOOlOlOOOOO = X101100101000000
29. Square: ¥ 101100101000000  +101100101000000 = 1011001010000000
30. Square: XlOllOOlOlOOOOOOO X XlOllOOlOlOOOOOOO - X10110010100000000
25 31. Ml.lltlply Xl0110010100000000 X XlOOll = XlOllOOlOlOOOlOOll
32. Square: XlOl]OOlOlOOOlOOll X XlOllOOlOlOOOlOOII = XIOHOOIOIOOOIOOHO
33. Square: XlOllOOlOlOOOlOOllO X XlOllOOlOlOOOlOOllO — XlOllOOlOlOOOlOOIlOO
34. MUltlpl}" XlOllOOlOlOOOlOO] 100 X Xl = XlOllOOlOlOOOlOOllOl
35. Square: XlOllOOlOlOOOlOOIlOl X XlOllOOlOlOOOlOOlIOl = XlOllOOlOlOOOlOOllOlO

30

[0017] Thus by deferring multiplication until a group of ‘1” bits could be

accumulated, and using the pre-calculated odd powers of XF in those multiplications,

the number of multiply steps in this example was reduced from 9 to 3. For exponents
35  with a small number of bits, the added pre-calculation steps may exceed the reduction

in multiply steps, rendering this approach less efficient than the conventional approach.
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[0017] Thus by deferring nmultiplication until a group of '"1' bits could be
accunul ated, and using the pre-cal cul ated odd powers of XE in those

mul ti pli cabioans7s33 t he nunber of multiply steps in this exaplEsonesor educed
from9 to 3. For exponents 35 with a small nunber of bits, the added

pre-cal cul ation steps may exceed the reduction in nultiply steps,

render i ngBULOfoS raﬁtgep \%@ﬁé'htb .asstoefl hiebenif dpbariotheaconyemty @daledappr oach. 5

WO 03/ 027833 PCT/ US02/ 29802 But for |arge exponents, the total nunber of

operationg, Xﬂ&fﬂl eREL r‘[%‘é'%E@ﬂu&vﬂmbeﬁeﬂgﬁ%lc@fh@éd JaReEh gél@aeedTihe
opti mum nu of pre-ca culated values to be placed in the table depends

on the nu bits i I e exponent
justifyi ngpg ql eeepd%?%&gauﬂeé&lﬁtstlgggg [h%qug %%IE'J? OF&F @ﬁ%%/.'vs a flow
chart 100 of a nethod a cordrng Fo pgglﬁnbodrnent of the invention. At

bl ock 110%XRONFRABHH NS FAMEEPF SPICRE T Gmput ed for odd val ues of E. At
bl ock 120, the paraneters to be used are initjalized. P represents the
accunuiat&@lsbaluéﬁ$ﬂeWPH§§ﬁV“Ue§8ﬂp8@éa“Tﬁ@xVﬁF@pHB‘93P%@“8?‘§6W§”set to

the base number X "i' represents the bit position in the n-bit exponent E
that is tcheleveiani mulmexﬂo astable of valudsofor Xr epeameputedsfor hdd rajues ofiEgni fi cant
bit position and i O represents the |least significant bit position. e,

represent atbhrkago, Ltﬁé phraineteiatb beasetpire $nibializefoRirtpresents.thd B@ESlattd bl ock
130, the current value of Pis squared, and the result becones the new

val ue of Ealu(.sgtréq’/g)uts SGHRAE TAP B @1 vAlie @F PUS Set tPIhe BUGY DurtHek X. it he
exponent, ar s of the bit's value, the square operation nmay be

per f or nedfé/gr%ggu 1?) Pg)/osgt ot tg-bi)tagpéfr?elnyg 1Bt i€lo be QQ!%%dln@ﬁtaEH)tthg{

enbodi nen scrr shown 1 n Fi

significant five bits of exponent. ar m ned t rgest
mat chithg ! FeRTEwR tp?lmtoﬁes‘@ég?aé‘t 8‘&’?%“?‘?17”{4 ar 6%’863??}8 leasg %ng})ﬁi ng that
pattern, and i is initialized to (n - the nunber of b| ts represented by
t hat val uepsitidthi & regspseateche wwééltahmewws&p@o ¥Bks, but requires nore
conplicated | ogic.

{0019] At block 130, the current value of P is squared, and the result becomes the

new value of P. Since the square operation occurs for every bit in the exponent,
regardless of the bit’s value, the square operation may be performed without regard for
15 the value of ¢;.
[0020] In another embodiment, previously described but not shown in Fig. 1, the
most significant five bits of the exponent are examined to find the largest matching
pattern in the table, P is initialized to the value matching that pattern, and i is initialized
to (n - the number of bits represented by that value). This approach saves a few
20  operations, but requires more complicated logic.
(0021} Unlike conventional systems, which trigger a muitiply by X every time bit
e;is a ‘1°, various embodiments of the invention can defer the multiply operation until a
group of bits in the exponent has been evaluated. Therefore in block 140, bit ¢;and a
group of bits surrounding it are evaluated to determine if a multiply operation is

25 warranted. In this example, the inclusion of four bits on either side of ¢; is determined



[ 00211 Unli ke conventional systens, which trigger a multiply by X every
time bit e; is a'P, various enbodi nents of the invention can defer the
mul ti ply wpaesarisen until a group of bits in the exponent PoagiSozegs02

eval uated. Therefore in block 140, bit e; and a group of bits surrounding
it are evaluated to determne if a multiply operation is 25 warranted. In

t hi s examplyehe fabethatribe psiautcudfted oble Wristcssabd wsinghebit sipdacws, «ad upso det er mi ned
6 WO 03/027833 PCT/ US02/ 29802 by the fact that the pre-calcul ated table
was creat e msitiplcaaddid thexpmmentse usdddo tigeothe-mbiiglicatibds. pihecandst i n t he
exponent are used to trigger the nultiplications. The general rule is that

for a tablgeGOomst fobl§ Mk ivisiractdd Biikg PYRRREMehis, thaenuMip {daRbisc@hi ons can
accomodate up to a y-bit power, and the bits to be concurrently eval uated

in block a?co%ﬁgo@artglﬁé e )(;nggt‘a@%%ght? gré{b’lts.(tybé%g@&&r@%}y-m%gﬁ{egri blolRt only is

the current bit exani ned oW ng ts are also examned to
determne . if nore ,1' bits wll .be_ included in.the pattern, while the

pr ecedPng %é?ﬁf’)tk?)i“}réenégg TZ] (é/bl)é’%&mmgaf(}f% neggrgyf%tgglcweéu %Hﬁl“?m@f’d‘a
previously deferred pattern that is still under cansideration, [00221 Bl ock

140 exani rusthe hllawing ent) Btsargalso examined foglgtargincolimors tls bitanwd! bhe 10
preceding four bits to detect one of the pre-determned bit patterns. |If
any of t henghuded inldtegrattemed hii¢ thegmededingy{13 bdetre@tsedxarbingd in 4850 theylatd pl i es P
by Xb, where b is a part of the detected bit pattern and consists of the

5-bit expoagf apeiRSEetdrddipatttid thali aill hifder cangientionhe predeterm ned bit
patterns is detected, the nmultiply operation is not perforned. In either

case, bl Oﬁbozlzgo ded BE#T AP SxaindsNRe Erhiak bit e Akt fo Bk ith G )anRithe Of the 15
exponent has been processed, which is the case if i = 0. If yes, Pis now

(e 1102 apARFHE TR o8ed U SR SEPLSBALS LB AT el ot 11

. U Brock™ e next current . nsidered
Execut | on dewgRebpergns siceedonoet EghrpRinit Rey Kor ybbER SRre oLl Mo (s
of the exet?enfe?écterc}iat;/ite pa?t%?nnan%xc%rr?sigtggf the 5-bit exponent represented in the table. If

none of the predetermined bit patterns is detected, the multiply operation is not
performed. In either case, block 160 determines if the final (least significant) bit of the

15 exponent has been processed, which is the case if i =0. If yes, P is now the final
answer at block 180 and represents the quantity XE. If not, i is decremented at block
170 so that the next current bit to be considered will be the bit immediately to the right
of the just-examined current bit. Execution then jumps to block 130 to continue the
process until all bits of the exponent have been examined.

20 [0023] Fig. 2 shows a block diagram of an exponentiation circuit 200, according
to one embodiment of the invention. In one embodiment, random access memory
(RAM) table 210 is used to store the pre-calculated values of XE, but other types of
storage may also be used to store the table. In the embodiment of Fig. 2, multiplier 240

is a circuit that multiplies the two numbers received at its two inputs, and produces their

25 product at its output. The product is stored in accumulator 250, which in one



20 [0023] Fig. 2 shows a bl ock diagram of an exponentiation circuit 200,
according to one enbodi nent of the invention. In one enbodi nent, random
access nmeworog/0218BAM) table 210 is used to store the pre-caCoruisat/egoral ues
of XE, but other types of storage may al so be used to store the table. In
the enmbodi nent of Fig. 2, nultiplier 240 is a circuit that multiplies the

two nunberegyoaagénteda &tglskérsThMOutpﬁlMaScurﬂLﬂdtoDI’Zﬂldls(f%bdclkehdb odbopteduct at
its output. The product is stored in accurmulator 250, which in one 7 WO

03/027833 ;i ﬂégﬁ&%{t@ %40 SSHACHERAlue i FaRuMABGTB0.is IR cOMuP Of

accumul at or ack into one of the inputs of nultiplier 240, so

that the vaie. ! 2eGUIHB tloa%geaa&s%n RGO LB uc BRI Lces fhe®- | €01

mul tipli caf Yol opéra $e8"0 evl ous previ ous
product with the n 240 i s a val ue

5 read frd&7{'ab %ro‘g‘icé%d)@‘é € ?%prﬁ %?’ tie P%’@”k’@i&? O‘U"t%;)‘ﬁ? Vglpe

accunmul ator 250 may be witten into _a sel ect ed | ocati on of tabl £ 210 over
t he DATA Irtad fr@,@gablf a2 averthe BAd AeAbblingsntlhe ngwytpst ef as8myklEE3Phat is in
the accunul ator (see block 130 of Fig. 1), the value is witten into a
speci fi ed rhacke watien inteeaselestat bcationtofi setble SHhever dedPADA_BSlings. i nput to

mul tiplier 240, which nmultiplies it by the accunul ator 1o val ue to produce

the squar o4yl ue BIGhehitaindnab sawahedalualtvg is intthe acammtstatse 250.  To
multiply the value in the accunul ator by a second val ue (see bl ock 150 of

Fig. 1), dhib& Pﬁﬁ&rﬂ% Vl@'tﬂgvmxs%tﬁéﬁgto‘cz{s%@%xﬁe@lcfcﬁ%r?'fﬁen'r@é‘@-@rérﬁ'ﬂha‘?f RAM

table 210 as an inpu mul tiplier 240, which again places the product in
accunul at or e. rm nes

whi ch st or’ 85“33%‘7(&&8"%%%%{@9%& H@gérr% 4?’)5(‘9@%8{" l@:)lggrﬁtso??%? i ermg%ﬁby pI aci ng
t he address of the stqred v urce

The bil%s oflyeie Pé‘?&‘)’ﬁﬁ quargA éﬁb? ad;g{:ﬂaqeﬁ é‘ﬁ%‘ﬁ’g “%‘P&%%%’B@DB%B& V\/m ch
exam nes those bits in groups to detect the necessary bjt }terns for a
mul tiply o'bemitmbhthea’ﬁblletlm@eéﬁmétobbhéé‘é?oéﬁVi‘ He (ssRelog] Pt higsdepends on

which pattern is detected. In one enbodi ment, nenory controller 260 causes
mul ti pl exehe 8620nd value may be read from a different location of RAM table 210 as an input to

multiplier 240, which again places the product in accumulator 250. In one
embodiment, exponent processor 230 determines which stored value is selected as an
15  input to multipliér 240 by placing the address of the stored value on the source address
(SRC_ADDR) lines. The bits of the exponent E are placed into exponent processor
230, which examines those bits in groups to detect the necessary bit patterns for a
multiply operation, and the address placed on the SRC_ADDR lines depends on which
pattern is detected. In one embodiment, memory controller 260 causes multiplexer 220
20 to select the SRC_ADDR lines and may also provide a ‘read’ signal to the RAM table
210, causing the selected value to be read from RAM table 210. When the pre-
calculated values are being calculated and stored in RAM table 210, memory controller
260 provides the destination address (DEST_ADDR) for the write location and causes
multiplexer 220 to select those lines as an address to RAM table 210, while also

25 providing a ‘write’ signal to specify a write operation to RAM table 210.



20 to select the SRC ADDR Iines and may al so provide a ‘read' signal to the
RAM tabl e 210, causing the selected value to be read from RAM tabl e 210.
When t he woas/oemBrul at ed val ues are being cal cul ated and PCEMESd2/2930RAM

tabl e 210, nenory controller 260 provides the destination address
(DEST_ADDR) for the wite |ocation and causes nultiplexer 220 to sel ect

those |in@p2gs anTagdlepmsy 16viEAMeE abitereRLOM tabliel260 alayda2Barfyrsautinle ng a
“wite' signal to specify a wite operation to RAMtable 210. 8 WD

03/ 027633 fiGLLIR0R/ FPGR%mARREH, (DD ARITRYAEYA LR 0B ir0aliRl nRA - |

tabl e 210 may have any sw table configuration. In one enbodl ment, the

DATA_I'N a{}r?é rng Oérr mem ar;ug ah:lﬂﬁecﬁgr@?s ude 8Q§§har9[ﬁg r?&u"ilg cii{)ﬂ [fermory bus

archi t ect re t I nput™ an unctionS over the sane
lines. In_one enbodi msnt qgnt er _pr ot her contro not &aoshomn) IS
‘B%Ss

used to i MEFUHASHYCT S SYBY ars /g ?cH@eBtr8°8‘éﬂ[%rLﬂré’t”ieBg°'BFPg§° '€ %®°t hough a
single menory |ocation nay be used for each entry, the size of the nunber s
st or ed | nthewn) iyised M@CW“F@q@iiﬁ“éssrﬂﬂnt“@;ﬁllleepfﬁéﬁﬁﬁV“P@)EQ%SFOﬁ*é‘ Pegh ®ach tabl e
entry. In one enbodinment, 1024-bit nunbers are stored and the RAMis 16
bits wi desingle n&mOmmgé@umiaybe hgpdefot @aab eatrg thissize ¢ighe pamberastotagrintoAny
references to table entries or 10 nenory locations in this disclosure

enconpasstabRE 10y r@giiad meltipld Mehotydecatiohs foplesch tablgRnyy | bodiei ons per tabl e
entry. [0026] In one enbodinent, the circuit of Fig. 2 is also used to

performt BRCGESER RN e‘herwqm BEs WhR, srgy ents of RAM
tabl e Zlogﬁwﬁ&g@n%#&%hrggagase val ue may be initially |oaded into

accunul at or d Iso L o) 0. These two
val ues ar® “F’ﬁé‘ﬁ F‘r‘gqcta r}sag nggrt aglr1 hgm&%g ‘AG? e?%gfgs @A{?)Gl?%tﬁ?%%m X10, whi ch
is stored in Iocatlon 1000 f table 210. Sin accunul at or
250, 9 i BeRERS lopaions ME@“}N FSRMPAS AT 8‘?{&’%@6%8“%%‘ Q?SS&‘EPQ%PIRH in the
accunul ator, and that value is stored in |ocation 00001. Each of the

remai ni ngmemabci‘)b%{toiﬂémr tebleenifil ti ply X10 from | ocati on 10000 by the val ue

in accunul ator 250 to
[0026] In one embodiment, the circuit of Fig. 2 is also used to perform the pre-

calculations necessary for creating the contents of RAM table 210. For example, the
base value X may be initially loaded into accumulator 250 and also stored in location
15 0000 of table 210. These two values are then multiplied together with multiplier 240 to
form X'°, which is stored in location 10000 of table 210. Since X'% is now in
accumulator 250, it is next multiplied by X from location 00000 to produce X'"in the
accumulator, and that value is stored in location 00001. Each of the remaining
calculations then multiply X' from location 10000 by the value in accurnulator 250 to
20  produce, XL xMt X" which are stored in consecutive locations 00010 through
01111. After all 16 pre-calculated values of XE have been determined and stored in
table 210, the circuit is ready to begin operating on the bits of exponent E.
{0027] The following chart shows the operations that are followed in one

embodiment. For consistency, binary notation is shown for all addresses and

25  exponents.



20 produce, X10', X111, X 111 It, which are stored in consecutive

| ocati ons 00010 through 01111. After all 16 pre-cal cul ated val ues of XE
have beenwoaBeetssmed and stored in table 210, the circui tOTaUSIZ29892 t O
begin operating on the bits of exponent E. [0027] The follow ng chart shows
t he operations that are followed in one enbodinment. For consistency,

bi nary notation is shown for all addresses and 25 exponents. 9 WO

03/ 027833 PCT/ US02/ 29802 [0028] Step Function Acc value Src addr Src val ue
Dest addr0 t value 1 Load --- --- --- 00000 X5 2 MIlult X 00000 X 10000
X' 3 Ndl 1 00000 X 00001 X11 4 Mult X't 10000 X 10 00010 X 101 5 Mutt
X101 10000 X10 00Q11 X" 1,6 Mitt 10099 X10 0Q100 X10Q1L 10,7 Mitt
X1001 10000 %@o%%%—hlf‘—é‘%ﬁ“ . tt5>‘g 1 13366%’%V k 16 ey "Mut t
X101 10000 X1 X111 10 Muti X 111 J0000 Xt 000 X,901 11 Mutt
X1000F 10000 %t 0 d#do1 xi dgg1 15 POt xPo011 10 10 09010 X10101 13
Mutt X1101 10900 Xdt 01013‘2< 10111 90949 nut £ XX 011 10008 x1091100 X11001 15
Mitt X 1001 40008Mw10 01301 X1' 1'1009 it ¥ X101' 20060 x1@< 01110 X1' 10

20 17 Mutt X13101MLODOO xm 01111 1000011 X' 00011

6  Mult X! 10000 X0 00100 x“)”l

10 7 Mult x‘“‘“ 10000 X' 00101 x'out
8  Mult x'on 10000 X0 00110 x'o!
9  Mult xiot 10000 x'° 00111 X't
10 Mult X 10000 X' 01000 x oot
11 Mult X000t 10000 X' 01001 xioout

15 12 Mult x!oott 10000 x'° 01010 x'owot
13 Mult x'otol 10000 X!'° 01011 x'ottt
14  Mult x'ott 10000 X!'° 01100 x!'oot
15  Mult x!oot 10000 X0 01101 x'tou
16  Mult x'on 10000 X' 01110 X't

20 17 Muit Xttt 10000 X'0 01111 X'
18 Load ? 10000 ?
19 Mult(sq) P 10000 P 10000 p'°
20 Mult (mult) P (b-1710  X° 10000 px®

25

[0029] For each step, the accumulator value is the first input to the multiplier 240,

the source address specifies which RAM table location is read to provide the second
input to the multiplier 240, the output of the multiplier 240 is placed into the
30  accumulator 250 as the new result, and the destination address specifies which location
in RAM table 210 has the result written into 1t
{0030} In the embodiment of the example, in step 1 the base value X is loaded into
accumulator 250. Since this is a load operation, the inputs and output of multiplier 240
are irrelevant and may be ignored. As a part of the load operation, the new contents X
35 of accumulator 250 are also written to location 00000 in the RAM table. Instep 2,a
multiply function multiplies the contents (X) of the accumulator by the contents of (X)

of location 00000, producing a value of X'% in the accumulator. This result is written to

10



18 Load --- --- ? 10000 ? 19 Mutt (sqg) P 10000 P 10000 P10 20 Mutt (nult)
P (b-1)/ 10 Xb 10000 PXb 25 ... [00291 For each step, the accunul ator

val ue i s wbha3fe183s i nput to the nmultiplier 240, the sour PETATHI2/2882
specifies which RAMtable location is read to provide the second input to
the multiplier 240, the output of the nultiplier 240 is placed into the 30
accumnul atle¢atizghQ0a@0 & frae RAM tade [vtherean chaly the udasor masi @nhacdnessy speci fi es
which location in RAMtable 210 has the result witten into it. [00301 In

t he enmbodiym®nkioRkiehhemeX@magothbrmeltiply inéthd hasplisaheieontedis(X'Oasted i nt o
accunul ator 250. Since this is a |oad operation, the inputs and output of

mul tipliep. %cﬁ:gmuﬂt@r Bjtﬁ@l‘.&}f@r{% ggﬂ%flS@SYioQ@Ob@?%&ﬁcmé% 3R of thdre | oad

oper ati on, e new contents accurul ator 2507are also witten to

e o R OgRRR HASEME RL Rueed B BLEB D00t B Lo dbIRELED Tl LRI T e

e accunmul a e content ocation

00000, producing a value of X10 in e accurmul ator. This sult is witten
Lo 15 ool Sk eeuen 20800 PoAGtIRO000E it He RaM t able.  wher o
it may be used for nost of the rengjning pre- calculation steps. In step 3,
anot her niodatiopl 1P0PQmeedusimgrmmalyepifides inHee asHmElMe, I thatgplueihynger umul at or
by the contents (X) of |ocation 00000, producing a value of X 1 in the
accunul attofocadon 00002 Thelrerainmgetdps tSelV followabafarmrofRREA1in Wickthep 4,
another multiply 5 function nmultiplies the contents (X11) of the

accumul atgiy iy thd'®cER 8IS muMibRkd 6f thd RaGhtswT 2dH@80L00p0 ¢l iangtte val ue of
X101 in the accunul ator, and that value is witten to |location 00002. The

remai ni ng.ShERg. %Etgn fo.oi %&ﬁg}ét{aﬁ 18R @bt RERRefls With ddoh 6Perhtiéh. val ue in the

accunul ator is multiplie e contents of address 10000 (X1), and the

oper alt o003l [ 0 BHyAe s el DR Rk PR aLe R LB AR A b e
210 of 16 odd ) ) -
powers of X, which may subsequently be accessed during the exponentiation phase.
Other embodiments may have other sizes of tables, which may require a different
number of steps to produce. As a general rule, the number of steps required for pre-
calculation is equal to the number of table entries plus one.

15 [0032] In one embodiment, the pre-calculation steps 1-17 are pre-determined, i.e.,
they follow the same process every time, just using a different base number. Once the
pre-calculations are finished, step 18 begins the process of exponentiation. The
exponentiation steps may vary depending on the value of the exponent being processed.
In one embodiment, to begin an initial value is loaded into the accumulator at step 18,

50 and that value written to location 10000. The remaining steps may take either of two
forms, which are exemplified in steps 19 and 20. If the operation to be performed is a
square (as shown in step 19), the value in the accumulator (designated as P for this
example) is multiplied by the contents of location 10000 (which also contains P). The

result is the square of the previously accumulated value P, which is then placed in

25 accumulator 250. The result in the accumulator is then written back to location 10000.

11



powers of X, which may subsequently be accessed during the exponentiation
phase. O her enbodi nents may have ot her sizes of tables, which nay require
a di fferew0oosoersber of steps to produce. As a general rul ecTiuse2/msober of
steps required for pre- calculation is equal to the nunber of table entries
plus one. 15 [00321 In one enbodi ment, the pre-calculation steps 1-17 are
pr e- det er nihieéherdtiod.repredei8)thé Alnkoww intBokalt® JIFOL as 9f B¥@pralibd™®,bej USt usi ng
a different base nunber. Once the pre-calculations are finished, step 18

begins th i RO RAE bl PRe-c A Rae EXRAPE tdsBHL IR | 3 vary
dependi ng%gﬁ&?ﬁ?l\glgl uuelﬁ%P ?he expo(r%entCa be?trelg pr ocegzggg{) Hllr?\&ggh)emg?%odi ment ,

to begin an,init,al I L i t, st 18, 20 and
that val ug oot feepdfde <mRBaBEe) HeRahid BERHRU T R ol SER 7 Ther
of two forps, which are, exenplified i. teps, 19 and 20,.1f the operation
to be perfvéwﬁgﬁs‘g@a‘%\d “Ssgu‘&ﬁg‘s(eéémgﬁgmﬂ} tﬁeBFo Ct%?}“,g Stt?fgd\‘fhtlfhﬁe in the
accunul ator (designated as P for this exanple) is mul tiP' i ed by the

cont enfs GECUTGHAOT- ol Mg GOROLifinh hasedestedonuise 3ddmpys istihd) /  6sulbt i s t he
square of the previously accunul ated value P, which is then placed in 25
accunul at chif@8eighfheomedut)] whérm btihtheaddivaliedtSent éxpondnemsedrtotchlenlatzabk t o

| ocati on 10000. 11 WD 03/027833 PCT/ US02/ 29802 This operation represents
the functis@ied valtd fakat 13Atioh. TheGesult. is fHentWrateapaciatol locutioa 10€00. pEri§ormed is a
mul tiply by one of the pre-cal cul ated nunbers (as shown in step 20), the

value in toB@raﬁ?ﬁ: Hs'ﬂ‘@s@ﬁt@'ﬁhei ﬁné’ﬂb'nti})l(Eld:cﬁq soYfFRe 1 Vahue aﬂé\l& z{n?%{a%ﬁ@rﬁtﬁ?ed source

address (a val ue designated as in this exanple), he product being
t din_th | - ' dd
SL0r 2k oGR8l o RuBlHE EERRTLAE . kB ShBF LAY ROy oo addr ess

odd- val ued 5-hit ponent used to cal cul a e .stored.val ue. a hat
ocat 1an. 4l bbs e AL Sprraounars BeFmsaeipiates A Groh s HpAghe
operation represents the function in block 150 of Fig. 1. Thus, after any
oper at i on aceugeulatgr andhinl lagatign .} 8PQkofithe RAdh b2 ot h t he accumul ator and

| ocation 10000 of the RAMto table 210. Wen all operations have been
conpl et ed,[0033¢ fi neuitiplisu240 may b¢ sbanyrtyirotlh ophembodiment, multiplier 240

requires multiple clock cycles for each operation or step and includes control logic for
its operation. In one embodiment, multiplier 240 is a Montgomery multiplier.

15 [0034] Fig. 3 shows a block diagram of an exponent processor 230 according to
one embodiment of the invention. In the illustrated embodiment of Fig. 3, the exponent
to be processed is loaded into‘ exponent storage 310 and then moved into bit holder 312
in small sections to be examined. In one embodiment, exponent storage 310 is large
enough to hold the entire exponent at one time. In other embodiments, exponent

20  storage 310 is only large enough to hold a portion of the exponent at one time. As the
first portion of the exponent is passed on to bit holder 312, a second portion is loaded
into exponent storage 310 to occupy the space vacated by the first portion. In this
manner, exponent storage 310 may be kept reasonably small, even for very large
exponents, and the size of the exponents may be increased without redesigning

25  exponent storage 310.

12



accunul ator and in |ocation 10000 of the RAMtable 210. [00331 Multiplier
240 may be of any type. In one enbodinent, nultiplier 240 requires

mul ti pl e wDask29x| es for each operation or step and incl edesiSowedsonl | ogic
for its operation. In one enbodinment, nultiplier 240 is a Montgonery
multiplier. 15 [0034] Fig. 3 shows a bl ock di agram of an exponent processor
230 accor([@33 t o [othe ilestrai rebodiafent bigFignd erthotder 3 | hedrii@ns the psttoat ed
enbodi ment of Fig. 3, the exponent to be processed is |oaded into exponent
st or age 3Qh@eehohbRnhdIoyedniinddfobpledtrotmtiaed Bil Battdnts. IABIE cdBodimens to be
exam ned. In one enbodi nent, exponent storage 310 is |large enough to hold

the entir tﬁ?ﬁﬁ%@tinﬁﬁde@@%eﬁilqﬁ-paxlanelo&h%ﬁiﬁer@bi@@' MRS BXROBRIYE (RO Storage
310 is only large enough to hold a portion of the exponent at one tine. As

the first i f.1h i ' e a second
portion i€ ppg‘{an eoggb?faﬁ %n’g‘ﬁgﬁﬁg%’%é?‘g?éﬁ%%?ﬁg a? g plé)eg?:lﬁ%glhop ﬁlglgss%ggé%slacat ed by
the first_portion. In i nner., exponent. storage 310 kept
Foasorfanl §F BT Gl HorFop B BT dp oo SRRt S PR e 9B 101 ¢ e
exponents may be increased w thout redesigning 25 exponent storage 310. 12
WO 03/ 0278bEspat 2 five8dmul{ipeand. theshif segisterjaslpdgsaunesiptsa inpigeenbf Fi g.

3, bit holder 312 contains the portion of the exponent that is exam ned
for predetise conseahitive bitptt pattermsdetdctoraid abotrottinere As thediits rérshdlrenr@? i ncl udes
a serial-in parallel-out shift register that shifts in the bits of the

exponent tg@ehilftirbgister, ahdyim®y Be digbattedonent storage 310 and presents those
bits in parallel 5 for pattern detector 314. For the previous exanple of a

system haypggy a t ﬂf)clyr% fbolfindi! preermAditectt? 319 eRarhin¥€mbitipld®it pdspidnsand, the

shift register includes nine stages to present nine consecutive bits to

e e L L A
L ARG PR Ly SRARSE spR gl e
changes in its operation. At the same time, the address of the table location containing
the multiplicand in this multiply operation is placed on the SRC_ADDR lines so that

the muitiplicand may be read from memory.

15 [0037] Fig. 4 shows a schematic of exponent processor 230, according to one
embodiment of the invention. In the illustrated embodiment of Fig. 4, exponent
processor 230 examines the bit patterns in the exponent, and determines when a
multiply operation is warranted and which value in table 210 is to be selected for the
multiply operation. The embodiment shown has five external signal connections: three

20  single-bit inputs RST, CLK, and CE, one single-bit output DONE, and one five-bit
output SRC_ADDR. RST is the reset signal that initializes this and other circuits.
CLK is the free-running clock signal that operates and synchronizes this and other
circuits, while CE is the clock enable signal that determines which clock pulses are

used by this circuit and which are ignored. DONE is an output signal to external
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operation, the MJLT signal is returned to bit holder 312 to trigger any
necessary changes in its operation. At the sane tine, the address of the
t abl e | ocaDiosm2BeNt ai ning the multiplicand in this nulti pcy/uspzesdi on is
pl aced on the SRC ADDR |ines so that the nultiplicand may be read from
menory. 15 [0037] Fig. 4 shows a schematic of exponent processor 230,
accor di ngcérad Neyic wiarbvdicoeet eoforfechgationviendrhplate. ISRG_RO DR livist rdatasl

enbodi ment of Fig. 4, exponent processor 230 exanm nes the bit patterns in

the expongnf sci@idhnd8b GETI RS WRAN tablIL 0. pl y operation is warranted and
which value 1n table 210 is to be selected for the nultiply operation. The

enbodi nmen wn fii t j o efll . ; -si:ngl e-bit
Tnput s RoPBREK el Rt Bl BTPle EOMRR TP L0 SRR R
out put SRC ¢ . RST is the reset signal_ that.jnitialjzes this, and other
ci'roul t . P e i iyl fieg Yo PR Bl o blia bt bf St
synchroni zes this and other circuits, while CE is the clock enabl e signal
that det ePfnBE%lWHEEH ABY gbien bifies elsierROngs ikl IoedeCniPeIeth whi ch ar
ignored. DONE is an output signal to external 13 WD 03/027833

PCT/ US02/ 298@2 31¢ovharait iy dyfted ettane biiat eimeerip fbcflondat i ghiflorhiftsiteéonyl et e.
SRC .-kDDR is an address that selects the source address of R'vi table
210. [0038)p-flep 45E thdnl toSlig-AbpdS & reno dinrvan embbdifiegt, edporfehi porhgopd 451 - 459
forma serial-in parallel-out shift register and are used to store and

shift theiRifas 2EhikhegiS¥PORMAL ckibBlin®he exPordeat f6ragy 3l MRdIEHodY a @bitiogi Ven
time. The exponent is initially | oaded into exponent storage 310, where it

B L T T AR

flip-flop n one enbodi nent, exponent

310 ndbas e} "5 Joper arbeimen B3 pianis e oEBSRFT A A" o 7
S Shi Tt o@RSBENYSIAER HO (AT At oI CaB b SIS 56 BRSIGRETasnE BEFF: he moet
significant bit first to the least significant bit |ast. .
To place the bits in conventional order in Fig. 4, flip-flops 451 - 459 are shown shifting
the data from right to left, so that the bit positions in the diagram are displayed in the
conventional format of most significant bits to the left and least signiticant bits to the
1s  right. Shift control circuit 420 causes the bits to be shifted out of exponent storage 310
and through the flip-flops by using the STEP signal on the associated clock enable
inputs. Each pulse of the STEP signal shifts one bit of data out of exponent storage 310
and through each flip-flop 451-459. In one embodiment, center flip-flop 455 contains
the current bit e; described earlier, while flip-flops 456-459 contain bits €;+1, €i+2, €i+3,
20  and e;ss, respectively, and flip-flops 454-451 contain bits e;.;, €:.2, €3, and e,
respectively. The contents of these nine flip-flops may be examined to detect certain
predetermined bit patterns that trigger a multiply operation. Any other bit pattern may
result in only a square operation. In the illustrated embodiment, a 1’ bit must reach the

center flip-flop 455 before a multiply operation is considered. Depending on the

25 contents of the other flip flops, the multiply operation may be executed at that time or
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To place the bits in conventional order in Fig. 4, flip-flops 451 - 459 are
shown shifting the data fromright to left, so that the bit positions in
t he di agremoane7sds spl ayed in the conventional fornmat of maItUSe2/epsnii cant
bits to the left and | east significant bits to the 15 right. Shift contr-ol
circuit 420 causes the bits to be shifted out of exponent storage 310 and

thr ough tfe, bd bt tdORil Rord!Si s LhienSTERASE onal oANnthe.agsoci at ed cl ock
enabl e |nputs Each pul se of the STEP si gnal shifts one bit of data out of

exponent 1?18 1ons % bep&? E‘HE«?@%U bgﬁﬁnmr&édpo f L Q8 mfads ﬁé%\t{nbgr ang:

enbodi nmen dontal ns — the curren descri bed
earlier mhll +3, 20 and e;
w5, respier g$ R’ fﬁrkﬂs‘r’ 5B A Rt dt5el R ey 20705
and e, respectlvely The contents of these nine flip-flops may be
exani ned 'hile: et Jétit Bey plsp §Xamping das lRYHEAOw; ‘?‘tsﬁaldﬁféfrﬁ@et‘ﬁrfﬁffetafq gger a
multiply operation. Any other bit pattern may result in only a square
oper atsi oredditionalé’s, hidideferaneltipbetiodiunththoseadditiontil ts passthraughdbt et.he  cent er
flip-flop 455 before a nultiply operation is considered. Depending on the

25 cont erfiewéler tthemaitipticatidn fudt takeplack beforriady ¢fltye Apeitapisess sumyt the execut ed
at that tinme or 14 WO 03/027833 PCT/ US02/ 29802 nay be deferred until nore

- 1 DitsicaR Jp8is 198! é&iﬁefouﬂmsb@cedm@u@@ms@keﬂm thbrelrb@iaﬁddw@semdbe

per f or med may be m nimzed by nmaxi m zing, the nunber of bits included

n each iy g&'m&fﬂetmeamahgﬁbeéd%&t 408s Fne? r%tseggﬁﬁa%mhspscurrent

bite; is exam he OW ng det erm ne

if there addltlo ‘l's def er | tiplication 1l those

addi tion %r 559 aﬁ%%%edtt?l tll?eﬁ?%rc%aéjdr Ug‘lnfnpl}' ﬁ%erﬁttﬂ“tl?ypﬁere& B¥dn nmust take
pl ace before any of the " |' bits passes oqut of the circuit and is |ost,
so the fmrnqulqr@rweeémeﬁgalee frgmetabledd Ok dgier » Multiply epsratinn takgidlasfeser ved
for use. Inthe illustrated enbodinent, the bits in the four nost

si gni f i cahesefflipyflobb apsleatsiGosbd thare isrwechanes theirthe sdree ‘Jobitvdll addsedss in a
mul tiply operation by selecting a 10 particul ar pre-cal cul ated val ue from
t abl e 21Gp nf¥rk @ananewhdliipll yperpgsmt i on t akes place, these flip-flops are

cleared so that there is no chance that the sane 'I' bit will be used
[0040]  Inthe embodiment of Fig. 4, gates 431 - 435 detect the bit patterns shown
below, where x = ‘don’t’ care’. When one of these bit patterns is detected, the MULT
15  signal is asserted. The MULT signal initiates a multiply operation, whereas the
absence of the MULT signal initiates a square operation.
gates 331, 335:  xxxx10000
gate 332, 335: xxx1x000x
gate 333, 335: xx 1xx00xx
20 gate 334, 335: x 1 xxx0xxx
gate 335: 1 xxxxXXXX
[0041] Shift circuit 420 asserts the STEP pulse for each assertion of the clock
enable signal CE, thus causing the bits of the exponent to advance through the circuit.
However, a MULT signal disables the STEP signal, allowing a multiply operation to
25 take place without advancing the bits. This is in keeping with the square-and-multiply

process of performing a square for every bit in the exponent, while also performing a

multiply operation when ‘1 bits are encountered. Since the multiply operations are

15



in nore than one nmultiply operation. [0040) In the enbodi ment of Fig. 4,
gates 431 - 435 detect the bit patterns shown below, where x = "don't'
care'. Wwowne7sds these bit patterns is detected, the MJPTT/USH2/298gnal is
asserted: The MILT signal initiates a nmultiply operation, whereas the
absence of the MILT signal initiates a square operation. gates 331, 335:
xxxx| 0000pegfined Sharabd d froxxtkk x@QOxopegatoms 3BSshiBIbnctoox lixxBbxued taXkegat e 334,
335: xI xxxOxxx gate 335: | xxxxxxxx [00411 Shift circuit 420 asserts the

STEP pul sgc b0k i £BER prPSEPIEORNAS o Faeipt) Ogdatiwnakikengsiigral CE, thus causing
the bits of the exponent to advance through the circuit. However, a MILT

signal di es t U I I loOW- Q.1 B i ~ i o 25 take
@g{ﬁ%; heom éﬁ%o%ﬁrggﬁ,t cleine Q094 s L4 tﬂwlgﬂaﬁ@ 'ﬁgﬁsét

pl ace wit advanci ng the Ss. This 1s In keeping-w

squar e- and- mul tipLY,<-pProcess. of rf 1.hg_a re f.or ry.bit in the
exponent ,R\Rhnéjcipé 4§Ib's43°pg?‘%o‘|§ r%ssr?ge&a)tgmn[?ﬁr Eﬁvﬁﬁp rc?%eg;égt&?eosrP lgé%' q("hlclgi ts are
encountered. Since the nultiply operations are 15 WD 03/ 027833

PCT/ US02/ 2ol t%&l?&%ﬂ%%{ﬁ%‘%&?& ?‘“#‘Wg‘fﬁﬁ%aé‘%dﬁf&eﬁé"aaﬁé" 505 the shift
function is inhibited to keep the bits in their proper place while a

mul tiply Bp8raaedath assarigdi dgsqtingeLR[w@ases pny nl’ difs gl irofitionslebg i ng
circuit 415 asserts the signal CLRto reset flip-flops 459-455. CLR is -
assert ed ¢edredgutafiey tiegareriasavedin aeltiplygrpatatiegwiiieh hedthe 6ffedt@firs al | t he
flip-flops), or whenever a multiply operation takes place when CE and MIULT

are both g86&fihgdack’ s 8t tfondbdhdinGaliee n MO thatlonelhltplydpthanse Diit
positions to be  cleared out after they are involved in a nultiply

vl ved st sl A1RTIob oo & iy Blera APy ROGABTRN ghics B LA S TP L ) ops
on a %ul t rll e|d¥o ggfngi%g ie\?er}y Ibﬁ \e&é}[taiyl])(iat p%ﬁ%r%gwiﬁ rﬁe\ge%:?o%aéglébg& 3 chqaiﬁ'%int
in the chain of flip-flops because their leading 1’s will be cleared by a multiply
'operation, eliminating any need to later check for those 1’s at certain bit positions. For
example, the pattern xxxx 10000 triggers an immediate multiply operation (through gate
431), since another ‘1’ bit won’t appear in the center position until the existing *1’ bit
15 has shifted out of the flip-flops. This multiply operation resets the ‘1’ bit to a ‘0. Gate
432 checks for pattern xxx 1x000x, with a ‘don’t cafe’ in the center bit. Gate 432 won’t
see the pattern xxx10000x, with a ‘0’ in the center bit, since the ‘1’ bit would have been
previously reset when gate 431 triggered a multiply operation. Therefore, gate 432 can
only be triggered by the pattern xxx11000x (with a ‘1" in the center bit), and there is no
20  need to examine the center bit since it may only have one value in the pattern
xxx1x000x. By analyzing the other gates in a similar fashion, it may be seen that a
multiply operation is only triggered by these gates when there is a ‘1’ in the center bit
position (flip-flop 455), and the remaining four flip-flops 459-456 contain any value

from 0000 to 1111. This technique of eliminating possible bit patterns can permit a

25 group of 16 5-bit patterns to be detected with only the five gates shown. The contents
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to need to exam ne every bit. Certain bit patterns will never propagate
past a certain point in the chain of flip-flops because their leading |'s
will be cweasmd7sby a nmultiply operation, elimnating any pogabor/eoshat er
check for those |I's at certain bit positions. For exanple, the pattern
xXxx10000 triggers an imediate nultiply operation (through gate 431),

si nce anotfhbe four lip-Bops ya%16 appesdrasitie ehw seantcent ok hildnssuntitd t he
existing ' 1' bit 15 has shifted out of the flip-flops. This nmultiply

oper at i onreaésehtlic bheof the fibst sixteon docwtioGat R AM3I2ble betkad tter | patdiprop

xxx|l x000x, with a'don't ca re' in the center bit. Gate 432 won't see the

pattern xxss L0@00mat Miy Bd@nuber tit ph@nBanlBF gRirthe SURGE Jgetution1Thi t woul d
have been previously reset when gate 431 triggered a nmultiply operation.

Ther ef or &y,,626i&1 4o £i@Ba Q&% atbs%ul;crei QARLEGE 0%1 >izb®39@t6 (ShHE XBX \%&QQQX (with

a'l" in the center bit), and ere is no need to exam ne the center
bit sinceyit., may.@nky . have onge val i.n _the .patter X X x0 .1 \BY
anal yz)| ngﬂ’tpHLOPS%ﬁﬁg%%é\‘thgg aipﬁedgteglg Hl’%ﬁgr“ pfaggrﬁilgﬁ?te&?&ngv 'boiatéoé‘gﬁﬁt(wat a

mul tiply operation is only triggered by these gates when there is . a 'l' in
the cent et®)dpt angé@iamﬁﬁoz P?Flﬁ-? [iscaasale Db Res S of EhpeOHicRGdrst Bt i p- 1 ops
459-456 contain any value from 0000 to 1111. This technique of elimnating
possi bl e pisitignat) srhekd lowrbegaysaithis ambsdimestignly reade vaues from ghetlevess 160 be
detected with only the five gates shown. The contents 16 WD 03/027833

PCT/ US02/ R9&bas obthettiitde fvahich fdqupes drop oud bBs Abie addresssed as t he | east
significant source address bits to read a value out of the first sixteen

| ocat i ons(goa3RAM 1pbHeLertdddimaitowheEMULI isiabsetted AnditipRxerdd saeawiiiRs t hat
only odd-nunber bit patterns wll trigger the nmultiply operation. The

11 usygat &%&@agﬁeifsglﬁgﬁlffﬁgggotpgggg.gg@%q&mm5?3,3 1Bord Bndiiieda vierie b i's the

5-bit value in when a pr rmned bit pattern is

detected. Th i (4) at_t f Fig. 4
ot cat osret auirChbOi g abd sed it Bl pibry BPibR) en NELTRP' 03 %1
hel d !ow because this_enbodi nent .only reads val ues ‘{rorgnhge | owest 16
| ocat i onsassertedntherdgful adgdysst Y04t selestedon Pultiplfxenht4ls ard the fantentdipksss.

[00431 I n one enbodi nent, when MOLT is asserted, nultiplexer 440 selects
t he that location are then read and provided to multiplier 240. As previously described,

location 10000 may contain the current accumulated value of the product for
15 exponentiations, or X'° for pre-calculations.
[0044] When the last bit has been shifted out of exponent storage 310, the DONE
signal may be asserted to external control circuitry to indicate there are no more bits to
examine. Gate 425 may delay the DONE signal if a multiply operation is in progress.
[0045] Fig. 5 shows a system 500 according to one embodiment of the invention.
20 In the embodiment of Fig. 5, a central processing unit (CPU) 510 is coupled to
exponent processor 230 and is also coupled to memory controller 260. CPU 510 is also
coupled to main memory 520, which in this embodiment is separate from RAM table
210. CPU 510 executes instructions located in main memory 520 to provide data and
initialization commands to the exponentiation processes performed by exponent

25 processor 230, multiplier 240, accumulator 250, memory controller 260 and RAM table
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to source address fromflip-flops 459-456, so that one of the 16

pre-cal cul ated values is read out of RAMtable 210 and used in the

mul ti ply wpaesarisem. \When MULT is not asserted, the defaulpcTabdz/zess2 10000
is selected by multiplexer 440, and the contents of that |ocation are then
read and provided to nmultiplier 240. As previously described, |ocation
10000 may 260Mnaitd rdcBf e G fefilis paedildBuIbAlREE ¥ahdee Of odehntplpeCtmAipr 15
exponentiations, or X10 for pre-cal cul ations. [0044] Wwen the last bit has

been shifted QU5,0 nc%@?@ﬁyin@l;ﬂﬂéﬂeac@e]sgme%?y [XREM)S iR hdyRy be asserted

to external co trof circuitry to indicate there are no nore bits to

exam ne. Gate 425 may del a . I i i ply ationis in
progr ess. 6"15’8 ’Eﬁ‘"r-‘?%‘.‘ “?”%%%\%\ngpsgéé %%%hddaﬁé%re%%mgg (gﬁg‘%@ﬁbodi nent of
the invention. 20 _In the odi.ment of Fig. 5 tral processing unit
(CPU) 510 1985} p) ThF RIEYIBYORSATO Seaeles S ianlk T iTs per st gD dte™ o
menory controller 260. CPU 510 is also coupled to main nenory 520, which
in thi § ebbisdiomsnbit exposieptaranddhd pasierRANetiaB Vs based onGat pattyresx dibtres
instructions located in main nenory 520 to provide data and initialization

commands tvaluehimagx3obensédatlnone pmbedisees thegatlomaydotiyingRP@hert 25 processor
230, multiplier 240, accunul ator 250, nenory controller 260 and RAM tabl e

17 WO 03/ QRi¢8RRdRGIeYSx20 3980 8it eRféhen®Nshd the patseh detedtivn niBshd Hasedsroduced by
t hese devices. In one enbodinent, main nenory 520 includes dynam c random

access ne I })ybifsh @anot her enbodi nent, main nmenory 520 includes
static ra%g%ér%ngcc grgl rr)er%g'ry (SRA' Yl). [0046) The previously described

I t apl f 16 - cal -bit
cxponent s [OGEH" helsdprarit alo et Po it AT op A PAOREATTIE ™ o e
values may al so be used. .In one enmbodinent, the table my cgq}iai n (2m 2)
pre- Al cunventen ;ay dlse beimalsmsaterhas itstucings siored ot machiRe 38900 ' det ect i on

may be based on patterns of (2m- 1) bits. [00471 The invention may be
i npl ement eukdivmcwhichimaypesradand gxerutdsldey, at Jepst one processor to perform the

functions described herein. A machine-readable medium may include any mechanism
for storing or transmitting information in a form readable by a machine (e.g.,a
computer). For example, a machine-readable medium may include read only memory
15 (ROM); random access memory (RAM); magnetic disk storage media; optical storage
media; flash memory devices; electrical, optical, acoustical or other form of propagated
signals (e.g., carrier waves, infrared signals, digital signals, etc.), and others.
[0048) The foregoing description is intended to be illustrative and not limiting.
Variations will occur to those of skill in the art. Those variations are intended to be

50 included in the invention, which is limited only by the spirit and scope of the appended

claims.
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1o invention nmay al so be inplenented as instructions stored on a

machi ne-readabl e nedium which may be read and executed by at | east one
processorwbDm3fpersBor m t he functions descri bed herein. A mechiusezemaziabl e
medi um may i nclude any nechanismfor storing or transmtting information in
a formreadable by a machine (e.g., a conputer). For exanple, a

machi ne-r eadabl e nmedi um may include read only menory 15 (ROM; random
access nmenory (RAM; nagnetic disk storage nedia; optical storage nedia;
flash nenory devices; electrical, optical, acoustical or other form of

pr opagat ed signals (e g., carrier waves, infrared signals, digital

signals, etc.), and others. %00481 The foregorng description is intended to
be |Ilbstrat|vénéﬂﬁ”ﬂﬂfCPFWF‘Pﬁg Variations will occur to those of skil
in the art. Those variations are intended.to pe 20 included in the

i nventd on, whi &hithgldngfitca ORPIY ahiFati AP osiRT P imuHRleOUE BEIBE PR appended
clainms. 18 WO 03/027833 PCT/US02/29802 [ claim 1 1. An appar atus,
conprising: 2 apiiam Hebdiongirciit cotrtled o thobid heldingesirstit & ¢yt Peswrghcerul ti pl e
bits of an exponent; 3 a pattern detection circuit coupled to the bit

hol ding circuit to eRingel a@haslityefpedeteAnintd Aitpatdmsainphebiahotiingof
predeterm ned bit patterns in the bit holding 5 circuit; 6 a first output
coupled to the pattgrdyetection circuit to assert a first signal in 7
response to each detection of said occurrences; and 8 a second out put
coupled to the i I of 9
addresses to a 2f%r°gg’m élgllegéélﬁ%ééag&%od%égﬁ?tg@gg{]@toggsg det |aE)br§1 of said 10
occurrences. 1 2. The a ara n, 2 the bit hol di ng

circuit includes a %eéP?Qi EgFtSFtll%ﬂ e sad OcﬁW?nCFSe&m}st er.

8 a second output coupled to the bit holding circuit to provide one of a plurality of
9 addresses to a storage device in response to said each detection of said
10 occurrences.

1 2. The apparatus of claim 1, wherein:

2 the bit holding circuit includes a serial-in parallel out shift register.

1 3.  The apparatus of claim 1, wherein:

2 the storage device is to contain pre-calculated values of a base number raised to
3 a plurality of powers; and

4 each of said plurality of predetermined bit patterns corresponds to 2 particular

5 one of said plurality of addresses.

1 4. The apparatus of claim 3, wherein:

2 the plurality of powers includes only odd-valued powers.
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1 3. The apparatus of claim1l, wherein: 2 the storage device is to contain
pre-cal cul ated values of a base nunber raised to 3 a plurality of powers;
and 4 eacwooB/ogmByl plurality of predeterm ned bit pattern®Crarsopzgsonds to a
particular 5 one of said plurality of addresses. 1 4. The apparatus of
claim3, wherein: 2 the plurality of powers includes only odd-val ued

powers; 19 WGH3Y 9&3&3&8@“ BISOR4 28802 1 5. The apparatus of claim 3,
wher ei n: 2 each ofp said plurality of predeterm ned bit patterns includes

the conrespondi, I f 1 6.
The app’)ar at us o?"gn ?tgsiam J{Haﬁ Ed/lrdt:‘F gérlf%%gﬂ nre?gét%amﬁgg ﬁ'lch}d?% H‘elcggg ?Ccﬁ)ﬁ%r ovi de a
defaul t address throu s&eand agf) fgé)on non- 3 det ection of said
occurrénces. 1 7. TH& 55{? A7t USSP e AP TSP ei n: 2 assertion of the
first signal is to indicate a nultiply operation to a square-and- 3
multiply circuit; and 4 non-assertion of the first signal is to indicate a
square operation to the square- 5 and-nultiply circuit. 1 8. The apparatus
of clailm B; whidedpparates ehelnimof, fugerrompaisingy of bit patterns includes at

| east two bits. 1 9. A system conprising: 2 a CPU coupled to a nmain
menoryy 3 an expouleplexqrto pessiea dxfayil efdrdse tHrbneghGREsdcondlettpatupanpbioyr al ity of
predetermned 4 bit patterns in an exponent; 5 a storage device coupled to

t he exponent procesgefectich éFehdd Regr&REsUl at ed val ues

1T The apparatus of claim 1, wherein:

2 assertion of the first signal is to indicate a multiply operation to a square-and-
3 multiply circuit; and

4 non-assertion of the first signal is to indicate a square operation to the square-
5 and-multiply circuit.

1t 8. The apparatus of claim 1, wherein:

2 each of the plurality of bit patterns includes at least two bits.

1 9. Asystem, comprising:

2 a CPU coupled to a main memory;

3 an exponent processor coupled to the CPU to detect a plurality of predetermined
4 bit patterns in an exponent,

5 a storage device coupled to the exponent processor to hold pre-calculated values
6 of a base number raised to a plurality of powers; and

7 a multiplier circuit coupled to the storage device to multiply an accumulated

8 value by a selected one of the pre-calculated values from the storage

20



6 of a base nunber raised to a plurality of powers; and 7 a nultiplier
circuit coupled to the storage device to nultiply an accunul ated 8 val ue
by a sel ewad/oorsas of the pre-cal cul ated val ues fromthe stroTage2/29%02 WO

03/ 027833 PCT/ US02/ 29802 9 devi ce upon detection of any of the plurality
of predetermned bit 10 patterns. 1 10. The systemof claim9, wherein: 2
the nmultiplier circuddvidesuppo dsgetaameoftang oftewphurklaty od predttaeninpdbit
non-detection of 3 said any of the plurality of predeterm ned bit
patterps. 1 11. The syghem of claim9, wherein: 2 each of the plurality of
predeterm ned bit patterns includes at least two bits. 1 12. The system of
claim9, wherein: 2 the plurality of powers includes only odd-val ued
powers. 1 13. A nethod, conprising: 2 providing a base nunber to be raised
to a power,specif] : s 3 examning all bits of the exponent
to detect }E(Zichﬂé% gﬁﬂﬁ“ﬂ%‘ﬁ%“ﬁ?@%&?ﬂbm ned bit 4 patterns; 5 squaring an
accunul ated product for each bit in the exponent; .and 6 nultiplying the
accunmul ated pr o@ﬁ&“lﬁg}l%ﬁguﬂ'f 1S40, P4y e ﬁfcéfn&g? E%JF%{F%%POF%W@EC@M%?X%?& he base
nunber for each detection of any of the nmultiple 8 predeterm ned bit
patterns. 1 14. The yad poeofshe plugality atpredeiermigsd MORAHETSi ng: 2 saving the
mul tiple pre-cal cul ated powers in a nenory before exam ning, 3 squaring,
and nul tiplying. 21 WO 03/027833 PCT/ US02/ 29802

1 11. Thesystem of claim 9, wherein:

2 each of the plurality of predetermined bit patterns includes at least two bits.

1 12. The system of claim 9, wherein:

2 the plurality of powers includes only odd-valued powers.

1 13. A method, comprising:

2 providing a base number to be raised to a power specified by an exponent;

3 | examining all bits of the exponent to detect each of multiple predetermined bit
4 patterns;

5 squaring an accumulated product for each bit in the exponent; and

6 multiplying the accumulated product by one of multiple pre-calculated powers
7 of the base number for each detection of any of the multiple

8 predetermined bit patterns.

1 14. The method of claim 13, further comprising:
2 saving the multiple pre-calculated powers in a memory before examining,

3 squaring, and muitiplying.
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1 15. The nmethod of claim 14, further conprising: 2 calculating the

mul tiple pre-cal cul ated powers before saving. 1 16. The nethod of claim
13, furthwocoepssssing: 2 setting the accunul ated product pequao2tesor he base
nunber before squaring and 3 multiplying. 1 17. The nethod of claim 13,
wherein: 2 multiplying includes renoving from subsequent exam nation at

|l east all' 1' bits 3 that are used to address the one of multiple

pre-cal cul ated powers. 1 18. The nmethod of claim 13, wherein: 2 each of

sai d nmul tjgl eTr =@k 6btained4 MoMBsSomprigiRgodd pover. 1 19. A
machi ne-r eadabl e medi um having stored thereon instructions, which when 2

executed by atca%c%?a%%g%]eemglrti%éepsr_@‘eﬁlcﬁ@%%o%is%e%re|s%$§. one processor to
perform 3 operations~conprising: 4 providing a base nunber to be raised to

a power specified by an exponent; 5 examning all bits of the exponent to
detect each of nultiple predetermined bit 6 patterns; 7 squaring an
accunul ated product for each bit in the exponent; and 8 multiplying the
accumll at ¥d pFlsgmethod of glaun 4 ‘JHﬂP‘?riCBF‘Q“ﬁI“&- cal cul ated powers 9 of the base
nunber for each detection of any of the nultiple 10 predeterm ned bit
patterns. 22 Wert0®/thezssgupReT nigdxt sggd o the bage numher pefare sqraingcindi m 19,
further conprising: 2 calculating the pre-cal cul ated powers before

exam ng ng, squari ngnuiptyingd nul ti plying. 1 21. The medi um of claim 19,
further conprising: 2 setting the accumul ated product equal to the base
nunber before squaring and

1 17. The method of claim 13, wherein:
2 multiplying includes removing from subsequent examination at least all 1’ bits

3 that are used to address the one of multiple pre-calculated powers.

1 18. The method of claim 13, wherein:

2 each of said multiple pre-calculated powers is an odd power.

1 19. A machine-readable medium having stored thereon instructions, which when
2 executed by at least one processor cause said at least one processor to perform

3 operations comprising:

4 providing a base number to be raised to a power specified by an exponent;

5 examining all bits of the exponent to detect each of multiple predetermined bit
6 patterns;

7 squaring an accumulated product for each bit in the exponent; and

8 multiplying the accumulated product by one of multiple pre-calculated powers
9 of the base number for each detection of any of the multiple
10 predetermined bit patterns.



3 multiplying. 1 22. The nedium of claim 19, wherein: 2 multiplying
i ncl udes renoving from subsequent exam nation at least all ~ 1' bits 3
t hat are weadoems3address the one of multiple pre-cal cul at edT®2®S02 1 23.
The nedi um of claim 19, wherein: 2 each of said multiple pre-cal cul ated
powers is an odd power. 23

I 20. The medium of claim 19, further comprising:

2 calculating the pre-calculated powers before examining, squaring, and

3 multiplying.

1 21. The medium of claim 19, further compnising:
2 setting the accumulated product equal to the base number before squaring and

3 multiplying.
1 22. The medium of claim 19, wherein:
2 multiplying includes removing from subsequent examination at least all ‘1" bits

3 that are used to address the one of multiple pre-calculated powers.

1 23. The medium of claim 19, wherein:

2 each of $aid multiple pre-calculated powers is an odd power.
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