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t < *159159* *(@00002 DESCRI PTI ON RECORDI NG APPARATUS AND METHQOD,
REPRODUCI NG APPARATUS AND METHOD, AND MEMORY MEDI UM 5 Technij | e
i nvention relates to recordi ng apparatus and nethod, reprodmmﬁmmmmmmmﬂpus
and method, and a menory medium which are suitable for use in a,gase

when data of contents is recorded/ reproduced to/froma disc such as a CD

(Conmpact 10 Disc) 2, the data is encrypted in order to proteﬂw [@ﬁm
contents data. Background Art | rs, data of conte m Hm,”"
easily 15 copied owing to the sg?égﬁgéngﬁecor dabl e menory "” I I
as CD-R (Conpact i &GpbRee’ SePARATES &i&b%fﬁ&?ﬂ?a&ﬁpn&bﬁéﬁﬁﬁw' t atsieger A

service such that nusic data 1s distributed onto a networ as been started

to spread owi ng topppRARYS! APFRMETIROD [ Nenh Sliebky MESTEHore, it is

becom ng 20 an inportant issue to protect a copyright hol der by
restricting copy and reproduction of contents data such as audi o data.
Hitherto, an SCV5 (Serial Copy Managenent System) has been used as

copys i ght rmwtgeinesl FigXd nmation for 25 protecting audio data. In the
SCMS, "copy freely"/"copy never" and "copy one generation” can be nanaged.
However, if only thd&lg8CiBvestisadselates siompeeoxdilyy iagpa nadmesgendnt

method, reproducingapparatus andmethod, andamemorymedium
whicharesuitable foruseinacasewherewhendataof contents
is recordedﬂlreproduced to/from a disc such as a CD (Compact
10 Disc) 2, thedataisencryptedinorder toprotect the contents

data.

Background Art
In recent years, data of contents can be easily
15 copied owing to the spread of a recordable memory medium
such as CD-R (Compact Disc Recordable) or CD-RW (Compact
Disc ReWritable). A service such that music data is
distributed onto a network has been started to spread owing
to the development of thenetwork. Therefore, it isbecoming
20 an important issue to protect a copyright holder by
restricting copy and reproduction of contents data such as
audio data.
Hitherto, an SCMS (Serial Copy Management System)
has been used as copyright management information for
25 protecting audio data. In the SCMS, "copy freely"/"copy
never" and "copy one generatipn" can be managed. However,

if only the SCMS is used, only simple copyright management

ere .



1 such that an illegal copy is nerely prevented can be nade. Therefore,
copyri ght managenent information in a conplicated format such that
restriction of the nunber of copies, restriction of the nunber of
reproducing tines, 5 restriction of a reproducing tine, charge, or the

| i ke can be perfornmed is necessary. |If the copyright managenent

I nformation such that the restriction of the nunber of copies, the
restricti onswdh tthathanbel 1edal ewmdus mgreilgesrevéeted asdn ibet inadeof a
reproducing tine, the charge, or the like 10 can be perforned is used, a
musi ¢ pi ece can be refhexhitece, aupytiyhtp mecdeigemantednforbatioh thmes or
only for a predetermned period of tine in order to be nonitored. It 1is
possi bl e t @ oampiticatead/ifoamath spuph dghatf gestrdgdionhaf the nhebadsi c piece
is charged for, the nusic piece can be 15 always |istened to, the nusic

pi ece is cif §eRirsr Fastriebianmie the: upher RhBePrroducdndoti®pfg ti mes or
a reproducing tine, and the like. |f such seLvices are started, it is

n_ecer%sary thfS t'yigﬂn PI#_eac"EﬁR’é‘?ﬁ%cjdé& F188 € F‘Ggéna‘beeﬂbee&ijﬂk@d?ﬁﬁsi c
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t he nusi c pieces. necessary to encry e conte afa in
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restriction of a reproducing time, the charge, or the like
10 can be performed is used, a music piece can be reproduced
only the predetermined number of times or only for a
predetermined period of time in order to be monitored. It
is possible to execute services in various fofms such that
if the music piece is charged for, the music piece can be
15 always listened to, the music piece is charged for in
accordance with the number of reproducing times or a
reproducing time, and the like.
If such services are started, it is necessary to
encrypt the contents datasoas toenable desiredmusicpieces
20 among music pieces stored in a memory medium to be listened
to the predetermined number of reproducing times or for a
predetermined period of time or enable only the user who
has been charged to listen to the music pieces. It is also
necessary to encrypt the contents data in order to prevent
25 an illegal copy from being frequently performed. For this

purpose, key information to decrypt the encryption is

necessary.



As: menti oned above, in case of selling or distributing the contents data
. such as audio data, the copyright managenent information and the key
information which is used for decrypting the encryption are necessary. 5
Since the copyright nmanagenent information or key information has a size
of at nost about 256 kbits, it hardly becones a burden on a nenory
capacity. However, it is necessary to take security into consideration

| est the copyright e | pf ion_or_key Lnfo tion |leaks 10 to

t he outside 8? ig easli 39?€€£%?%§n8£$?éth%nc%%§?¥%ttsﬁ;ﬂgﬁgngﬁt i nformation
and the ke o obuBiAon: bl £ ientsodalQr sdeh! ¥P1hNG1 b NG ERCT KRLI N are
inserted into a maln ta area together wth the contents ata, a data

capacity fogoyfs£oht Mfartidi® GHANANLNE ahd teeOkd9dihgorRduesd by an
anount corresponding thereto, and there is also a poSsibility that the

copyri ght naipgeeNtseldnfx @RICreptihd BRe itEHAl ¢ Doh atferhaBEE8A¢aks tO
the outside and is rewitten, so that there is a problemon the security.

20 1% the calecahthe ¢dpyregior \magagemens, ifdormxengh cor Be¢D, there is a

nmet hod whereby the copyright managenent information or the encryption

i nf or mat i ontnformeseioredasnt ¢lze efildoues tHovmyveR56delhibed iitnhardayi on has

al ready been inserted in the subcode. There is also a case where data 25

of the subdrRomes raRurdesh @uch NEMATY heapRrettys digiweser. |4t jis

therefore, an object of the invention to provide recording apggratus and
u

met hod, redIRRRRIHY FApifHifat IRCHURHE et e, CORRL AL TRIPY Hedit ukPStorage, in

whi ch copyright managément information or key informétion leaks

10 to the outside or is easily rewritten.

If the copyright management information and the
key information which is used for decrypting the encryption
are inserted into amain data area together with the contents
data, a data capacity for which the contents data can be

15 recorded 1s reduced by an amount corresponding thereto, and
there 1s also a possibility that the copyright management
information or the encryption information leaks to the
outside and is rewritten, so that there is a problem on the
security.

20 In the case where the memorymediumis, for example,
a CD, there is a method whereby the copyright management
information or the encryption information is inserted into
a subcode. However, defined information has already been
inserted in the subcode. There is also a case where data

25 of the subcode is rewritten each time the disc is edited.

It is, therefore, an object of the invention to

provide recording apparatus and method, reproducing



copyright information and key information can be saf'ely stored and they do
. hot becone a burden on a data capacity. 5 Disclosure of Invention According
to the present invention, there is provided a recording apparatus
conprising: input means for inputting encryption data; and recordi ng neans
f or recording the encryption data which is inputted into a data area on
10 a nenory nedium having the data area, a lead-in area, and a |ead-out

area and r %ﬁéﬁ#é\&@%@ h&PRba ! HrR BBl by FRWieRPOPEEAGe | AL WR1BACT Yption
data into the [ ead-out area. According to the present invention, there is

provi ded a ¢asEFHNY BPNGFRA Hok 0ad | 8éP0inf oPat IB8ANSah Obe dafedputting
encryption data; and recording neans f or recording the encryption data

whi ch is i npigtedl and ehdgt Ao aiea bewomen anbubdyn nexliaudialtavecagatheypl ural ity
of data areas, a plurality of lead-in areas, and a plurality of | ead-out
areas and recording additional information corresponding to the 20
encryption data into one of the plurality of lead-in areas or one of the
plural ity disekaswie of clvengt@rding to the present invention, there is
provi ded a reproduci ng apparatus conprisin reading}neans for readi ng out

stored encryption Qar%FQQEﬁﬁ%Hd%Qat%ﬁe%r%ﬁg@% in 9 netR&RehL%i ng the
cata aren erid ' Aehea hd arth B ot B4R LRBIL Ml cpcT on
BT 0L T GRUEL Rl B RRER Mokl 5 BB 80D,
| the encryption data which is inputted into a data area on
10 a memory medium having the data area, a lead-in area, and
a lead-out area and recording additional information
corresponding to the encryption data into the lead-out area.
According to the present invention, there is.
provided a recording apparatus comprising: input means for
15 inputtingencryptiondata;andrecdrdingmeansforrecording
the encryption data which is inputted into data areas on
a memory medium having the plurality of data areas, a
pluralityof lead-in areas, and aplurality of lead-out areas
and recording additional information corresponding to the
20 encryption data into one of the plurality of lead-in areas
or one of the plurality of lead-out areas.
According to the present invention, there is
provided a reproducing apparatus comprising: reading means
for reading out stored encryption data from a data area on
25 a memory medium having the data area, a lead-in area, and

alead-out areaandreadingout additional informationstored

in the lead-out area; and reproducing means for reproducing



provi ded a reproduci ng apparatus conprising: reading neans 5 for reading
. out encryption data fromone of a plurality of data areas on a nenory
~medium having the plurality of data areas, a plurality of |ead-in areas,
and a plurality of |ead-out areas and readi ng out additional information
corresponding to the encryption data fromone of the 10 plurality of

| ead-in areas or one of the plurality of |ead-out areas; and reproducing

means for regproducing the encryption | n_accordance with the read-out
addi ti onal ﬁer% of hat Fon- O 'AC ao?%iijgrb Et‘%c?%gérg?%&éln&i{‘ul?/%n’f(i;‘%%’l,o‘tl%er eis

provi ded a ' ﬂﬁgﬂ I sing the steps of: 15 inputting
encrypticwngalggﬂ%g%%ﬁﬁing € encryption data which is inputted into a

data area on a NMenor iy, JEMARNAND Nehe IS8 Al¥ént forh SothéPe 2f§a, and a
| ead- out area; and recording additional information corresponding to the

encrypti on gl ded A Adierd @as iy hppagatudlebsel sing: ke ddidgmessst

I nvention, there is provided a recording nethod conprising the steps of:
iNnpue ting ensy yeladingdehd; ei€cyp th 6wy ddtm Emomyphe aif dapaurahiely 68 i nputted
into data areas on a nenory medium having the plurality of data areas, a
plurality dfatzadeas aneamenRiryamedium bavingythd pleamhlddty afeddtaand
recording additional information corresponding to the encryption data into
one of thenydas.ald plwialiy-9f gadsinrargas ofanthea Plpraliy oHf

| ead- out areas. According to ggﬁgfresent i nvention, there is provided a

r epr oduci ng- SRR ARAAT AN N Ruhraddiigional MigoTeat e encryption

data froma data area on a o
corresponding to the encryption data from one of the

10 pluralityof lead-in areas orone of thepluralityof lead-out
areas; and reproducing means for reproducing the encryption
- datainaccordance withthe read-outadditional information.
According to the present invention, there is
provided a recording method comprising the steps of:

15 inputting encryption data; recording the encryption data
which is inputted into a data area on a memory medium having
the data area, a lead-in area, and a lead-out area; and
recording additional information corresponding to the
encryption data into the lead-out area.

20 According to the present invention, there is
provided a recording method.comprising the steps of:
inputting encryption data; recording the encryption data
which is inputted into data areas on a memory medium having
the plurality of data areas, a plurality of lead-in areas,

25 and a plurality of lead-out areas; and recording additional
information corresponding to the encryption data intq one

of the plurality of lead-in areas or one of the plurality



5 nmenory medi um having the data area, a lead-in area, and a |ead-out area;
. reading out additional information stored in the |ead-out area; and
reproduci ng the encryption data in accordance with the read-out additional
information. According to the present invention, there is 10 provided a
reproduci ng net hod conprising the steps of: reading out encryption data
fromone of a plurality of data areas on a nenory nedi um having the

plurality @Qff dals-aaS%read plurality of lead-in areas, and a plurality of
| ead-out areas; reading out additional information corresponding to 15 the

encryption data fromaererefiddadltalgdaseit |igatrtlion) eases e of the
plurality of |ead-out areas; and reproducing the encryption data in

accor dance pwiotvii diede a repdoduic iaddintd threal danfparirssitnigrtheAccioems ngf £ 0 t he
invention, there is provided a 20 nenory nedi um which has a data area, a

| ead-i n ar e@addmg oatl ehdredt eacexpandni dakki Ehomwnargptaoardateniad recorded
into the data area and additional information corresponding to the

encBypt i onMgaEZY Bedaumr Bavingt bhe HataAresut aalead-ABca8FerngaRd @ he
invention, there is provided_ a 25 nennritnediunlmhich has a_PIuraIity of

dat a ar easle89pOitapres: Beafing- PHtpeditianal Anfermation oitexed- out
areas and i,n which encryption data which is inputted to the data areas 6
i's recorde&naﬁﬁeahﬁ?gT%ﬁ IaqﬁﬁbFﬁﬁfF@ﬁregPFégﬁbﬁgPnﬁn?BY?%éone ®rYpti on
data is regorded into aone the plurality . - r_one of the
plurality f! AEXE- cgrgggL'ﬁﬁ?hIfﬁgzﬁﬁﬁqﬁgﬁ%ﬁ¥aﬁ%%;%é?é¥§hﬁ%ﬁﬁfinto t he

data 5 area on the RRERCY;RAUMBAYVINGIS datAARE, eadd narea,

10 provided a reproducing method comprising the steps of:
reading out encryption data from one of a plurality of data
areas on a memory medium having the plurality of data areas,
a plurality of lead-in areas, and a plurality of lead-out
areas; reading out additional information corresponding to

15 the encryption data from one of the plurality of lead-in
areas or one of the plurality of lead-out areas; and
reproducing the encryption data in accordance with the
read-out additional information.

According to the invention, there is provided a

20 memory medium which has a data area, a lead-in area, and
a lead-out area and in which encryption data is recorded
into the data area and additional information corresponding
to the encryption data is recorded into the lead-out area.

According to the invention, there is provided a

25 memorymediumwhichhas apluralityof dataareas, aplurality

of lead-in areas, and a plurality of lead-out areas and in

which encryption data which is inputted to the data areas



and | ead-out area, copyright managenent information and key information

. for the encryption data are recorded into the |ead-out area. In case of a
menory nedium having a plurality of 10 data areas, a plurality of lead-in
areas, and a plurality of |ead-out areas |ike CD2, when the encryption
data is recorded into the data area, the copyright managenent information
and key infornation corresponding to the encryption data are recorded into

tuation. BnE5RoERSatind daafReohis Ho e ra it o P BhRRTna . Sl oo™
recorded i1y @.ﬁ,eg pof Wita ALFULGIH S r¥PBreS o LhEU YLD, dpgnysdata, The

position out area 1s o talne fron1|n tron of"a TOC. 20

The fact thadad 14 HieaPYr A% %&t%h%dplbﬁahiﬁg 8¢t 185830utanrbssi udged
fromthe information in the Q channel. The copyright nmanagenent

information and the kfer ﬂﬁ@rdiﬁﬁy@tlo&f@aféﬁ.@rl%ﬂedlihﬁg t3iéchatal ead- out
area. The lead-out area is not rewitten or accessed by an ordinary CD

pl ay®r, 25 amed battHdwmemopy neghtumizaaegehe datfeoarati drandt Aeeley

i nformati on can be safely held. 7 Brief Description of Drawings Fig. 1 is a
schemati c diradylesdobusmmeanpbpyoight mingementhinhornationand keyi s
applied, Fig. 2 is a block diagramof an_exanple of a recording apparatus
to whi ch t HhBIRRtnn dex $hgppneruptiey. data age E]e@@k'd@ldagflém ean
exanpl e of a reproduci ng apparatus to which the invention is applied;

Fig. 4 is adeaddtih idr®ftagram of an exanpl e of a recording

In case of a memory medium hav:Lng a plurality of
10 data areas, a plurality of lead-in areas, and a plurality
of lead-out areas like CD2, when the encryption data is
recorded into the data area, the copyright management
information and key information corresponding to the
encryption data are recorded into one of the plurality of
15 lead-in areas or lead-out areas.
In a present situation, only information in the
Q channel of the subcode has been recorded in the lead-out
area and this area is filled with dummy data. The position
of the lead-out area is obtained from information of a TOC.
20 The fact that a light spot has entered the lead-out area
can be judged from the information in the Q channel. The
copyright management information and the key information
are recorded by using such a lead-out area. The lead-out
area is not rewritten or accessed by an ordinary CD player,
25 so that the copyright management information and the key

information can be safely held.



format of copyright managenent information and key information; Fig. 5is a
flowhart for use in explanation 10 of the reproduci ng apparatus to which
the invention is applied; Figs. 6Ato 6D are schematic diagrans for use in
expl anati on of an enbodi nent of the invention; Figs. 7Ato 7D are
schematic diagrans for use in explanation of the enbodinent of the

i nvention; Fig. 8 is a schematic diagram 15 of another exanple of a disc to

whi ch the igpeiH ipdkdSi il el pAswWiddggs. 9A to 9D are schematic di agrams
for use in explanation of the enbodi ment of the invention. 20 25 Best Mde
for Carrying Qut the Hiwert iign aAschehadiite dli agfraihe fi aueakamplei bE be
described hereinbelowwith reference to the draw ngs. The invention 1is
sui t abl e, faodiesxatplwhiathdhe inventised fsmappidredrt Fig. Zddtsaoblookt ents and
protecting the data when the contents data is recorded/reproduced to/from
CD2. CD2 i sliagusn pEadn dixampi®yPAa Fesiondd ng apparatus thahich the ordinary
CD and is separated into an area ARL on the inner rimside and an area AR2
on the out dnvienhisingds @ppsl iGbwAign g 2 blogk diamranyef @roexamPie provi ded
between the area ARL on the inner rimside and the area AR2 on the outer
rimside. RI228PFRIGFLRIAMPATALYT b ddFT the ABVEPAAEPHsSEPPIHPE! the area

ARl on the j.nner rimside and a 5 | ead-out_area L 1is provided in the
outernost Find: A l?e%&-qq’r?"b?r ArLRSTAT BF 3R (f@ﬁ?“f‘??férﬁeg Fnﬁ%?% t%¥%imof the
area AR2 Or}otrh]rl%to%tfe rcorpiyqlisd.hq:e n?&h%fede%ﬂd'%oﬁﬁf@iérgggd key
information} Fig. 5 is a flowchart for use in explanation
10 of the reproducing apparatus to which the invention is
applied; Figs. 6A to 6D are schematic diagrams for use in
explanation of an embodiment of the invention; Figs. 7A to
7D are schematic diagrams for use in explanation of thé
embodiment of the invention; Fig. 8 is a schematic diagram
15 ofanotherexampleofadisctowhichtheinventionisapplied;
and Figs. 9A to 9D are schematic diagrams for use in

explanation of the embodiment of the invention.

Best Mode for Carrying Out the Invention

20 An embodiment of the invention will be described
hereinbelow with reference to the drawings. The invention
is suitable, for example, when it is used for encrypting
data of contents and protecting the data when the contents
data is recorded/reproduced to/from CD2.

25 CD2 is an optical disc having a shape similar to
that of the ordinary CD and is separated into an area ARl

on the inner rim side and an area AR2 on the outer rim side



I s-provided in the outernost rim For exanple, nusic data is recorded as
. PCMdata 10 as it is into the area ARL on the inner rimside so that it
can be reproduced even by an ordinary CD player. In the area ARL on the
inner rimside, usually, encryption is not executed either. On the other
hand, in the area AR2 on the outer 15 rimside, for exanple, nusic data is
conpressed by MP3 (MPEGL Audio Layer-3) or the |ike and recorded so that

data can be recorded_at a. doubl e dens and_affinity with a personal
conputer cdt® SE‘%Bt%H fed by c”o%raeg.%lyﬁ s} PEavA deg bREASER the |1 ke

d di 2 d d
be. handl ed Hip 27 870, 8 ol AL 4, S2AE S e PR AR &F‘”eo%m%t er. i
the area A%iieﬁ:g 14 é)ﬂieer o Te%'dd‘in IHaGe rlrha Q%A?r‘osv N qjg@v'e‘)”t to

the outsid data 1s encrypted and recorded Xioned

can be reprfhcathdy Itllﬁﬁofz%hGDaPlaaygﬁl byn L@ié’ﬁlrﬁd& HisfsAQL QRgtie inner

rimside in a manner simlar to the ordinary CD. By using the area AR2 on
the puter ridacdidles dra d@rcan pedamdEdn hanodterimisitogknng el ati onal
manner with the personal conputer. |In such CD2, particularly, the

i nventi on ileasiHimlrea DINQSesi proaséedfiertdrey dnnegmdatarafn oéntirat s when
the contents data is encrypted and recorded/reproduced 5 to/fromthe area
AR2 on t he aungarAR2 mnsithe. ofitgr Zimhewdeaandxanpeadodub arearUOWH2 appar at us
to which the invention is applied. In Fig. 2, the contents data is

suppl i ed tdsarpnaipided eimithe outerumoikdidie, the

For example, music data is recorded as PCM data
10 as it is into the area ARl on the inner rim side so that
it can be reproduced even by an ordinary CD player. In the
area ARl on the inner rim side, usually, encryption is not
executed either.
On the other hand, in the area AR2 on the outer
15 rimside, for example, music data is compressed by MP3 (MPEG1
Audio Layer-3) or the like and recorded so that data can
be recorded at a double density and affinity with a personal
computer can be obtained. By compressing the music data
by MP3 or the like and recording it, a recording capacity
20 can be increased and the data can be handled by a file system
similar to that of the personal computer. In the area AR2
on the outer rim side, since the data is often taken out
to the outside, the data i1s encrypted and recorded.
As mentioned above, CD2 can be reproduced by the
25 CD player by using the area ARl on the inner rim side in
a manner similar to the ordinary CD. By using the area AR2

on the outer rim side, the data can be handled in an



contents data is audio data (nmusic data) . A construction 10 such that
_ besides the audio data, various data such as notion image data, still

i mage data, program data of games, data of a Wb page, etc. is recorded as
contents data is considered. The contents data fromthe input termnal 1
Is supplied to an encrypting circuit 4. 15 Key information K is supplied
to an input termnal 2. The key information K fromthe input termnal 2 is

suppl i ed t o 4 er FOCK YR irRd atliloddilt médnnd e i EMRIdd ¥ i d L BbphteRCr ypt s the
contents data fromthe input termnal 1 by using the key |nPornat|on 20 K
fromthe input term nah guc\iCD2} ppérdictberencr yhéi dgvehtaoht i4 i S
supplied to an error correction encoding circuit 5. In the error

correcti on snictoah g forrese tinScase off encryptirgtdada obdeontentalagbent o t he
contents data encrypted by the encrypting 25 circuit 4. An output of the
error correthe oeerients ndptd risiencrystedpphi etecordedvrepredngedircuit 6.
In the nodulating 10 circuit 6, the recording data i s nodul ated by a

predet er mi ey £FAMR TR i deea AR 2N ABhe L@ BLET oF imheid®dul ating circuit 6 is
supplied to a recording circuit 7. An output of the recording circuit 7 is
supplied 5 to an optit®i 2pFRRYP a0 exmpds 9F i3 TecosdeW B8RPETAYPsc 10 by

i or mat | orERuPRE the nyantian Aerarp boas AP bibe s I RPREREEI rcuit b,
Copyr i ght QEﬂﬁgqughpplied to an input terminal 1. For example, the
contents data is audio data (music data). A construction
10 such that besides the audio data, various data such asmotion
image data, still image data, program data of games, data
of aWebpage, etc. isrecordedascontentsdataisconsidered.
The contents data from the input terminal 1 is supplied to
an encrypting circuit 4.
15 Key information K is supplied to an input terminal
2. The key information K from the input terminal 2 is
supplied to the encrypting circuit 4.

The encrypting circuit 4 encrypts the contents

data from the input terminal 1 by using the key information
20 K from the input terminal 2.

An output of the encrypting circuit 4 is supplied
to an error correction encoding circuit 5. In the error
correction encoding circuit 5, an error correction code is
added to the contents data encrypted by the encrypting

25 circuit 4.

Anoutputoftheerrorcorrectionencodingcircuit

5 is supplied to a modulating circuit 6. In the modulating

10



10'information Ris supplied to an input termnal 3. The copyri ght

. managenent information Ris supplied to the mxing circuit 9 via a
rewiting circuit 11. An output of the mxing circuit 9 is supplied to the
optical pickup 8 via a recording circuit 12. The key information K and
copyright managenent 15 information R are recorded onto the disc 10 by the
optical pickup 8. The copyright managenent information Ris information
for managi ng, for exanple, copy inhibit ion/perm_ssion, generation
management SRkt fopyfie ropoFding datacks ‘B‘PdPﬁétﬁG wyet Peedesprmined

epr oduci ngro kTRt b V4 € on X5t SHepbE; bt gatha ek STERRLE B, 11
f ' ' f th , th tricti
of the numbet BIPRLHE 8T R PP IERRL Y 71 T SO0y of Teproducing |

times, or the restrigliQigfe bRey Efe%iﬁirz‘x%REﬂ‘Euijt_t7ng;%1§ﬁ§ﬁi§é&y to

rewite the copyright nmanagement Information each tir e copy or
reproduct i ofp isn RYHIQAED1ck® BEW Thé Ndaed 1d hecoidd dhitomanagsaent

information Ris performed by the rewiting circuit 11. The key

i nformat i onK mpdHeoRYtigal FABRGEMBNt THe idifsy MAX iien Rogr exampoeded into

the | ead-out area on the disc 10. That is, the disc 10 is, for exanple, a

disc of CR.discoafSeCmi.the disc of CD2, as shown in Fig. 1, the contents

data is encrypted and recorded into the area AR2. In this case, the key

i nformati on K and cofiié¢ dtey iafogamtionl8 frdnrthe iioput feamingdrded into

the |l ead-out LOUT2 in the -
is supplied to a mixing circuit 9. Copyright management

10 information R is supplied to an input terminal 3. The
copyright management informationR is supplied to the mixing
circuit 9viaarewritingcircuitll. Anoutput of themixing
clrcuit 9 is supplied to the optical pickup 8 via a recording
circuit 12. The key information K and copyright management

15 information R are recorded onto the disc 10 by the optical
pickup 8.

The copyright management information R is
information for managing, for example, copy
inhibition/permission, generation management of the copy,

20 restriction of the number of copies, reproduction
inhibition/permission, restriction of the number of
reproducing times, restriction of a reproducing time, and
the like. In case of performing the generation management
of the copy., the restriction of the number of copies, the

25 restriction of the number of reproducing times, or the

restriction of the reproducing time, it is necessary to

rewrite the copyright management information R each time

11



outer rimof the area AR2. Fig. 3 shows a construction of a reproducing
_system In Fig. 3, arecording signal on a disc 20 is reproduced by an
optical pickup 22. The disc 20 is, for exanple, a 15 disc of CD2. An out put
of the optical pickup 22 is supplied to a denodulating circuit 24 via a
reproducing anplifier 23. The notion of the optical pickup 22 is
controlled by an access control circuit 30 on the basis of a control of a

system cont £9é | €6py %r 2o dBdt ionets ghavforid®. Kehd Hewrimiing) df and the
copyright managenent information R have been recorded into the |ead-out

area on thetiie sopifi-igHtemahagement tAafervaétide® Wt pagfbhredaiy thecor ded on
the disc 20, the optical pickup 22 is noved to the | ead-out area by the
access contrewriRingictocuiB0l1lThe key informati on K and the copyri ght
managenent information R are read out fromthe | ead-out area. An output of
the denodul ating circlite ey infigrmaiion &d ang gepyrdghtcpanagemegtcircuit
25. An error _correcting process is executed by the error correcting
circhit 25.1173FP’6&Q‘1?)1:91'10‘% arR eerded i@ ithe disadrnaureas oyshei ed to an
encryption gecoding circuit 26 _an lied 5. to a key managenent

i nf or mat i o jr%%\d]_i(h'g é"ﬂaéuulﬁz’fheAalggﬁfB' Soff¢he JrF‘ana?g Gt of _
el o0 AR R S B seBaaiis UPRIDEL 48 BTN o1 L35, 00
FRIER o e S e B M T g e T
27. The CcOPy, @his case, the key information K and copyright management
10 information R are recorded into the lead-out LOUTZ2Z in the
outer rim of the area AR2.
Fig. 3showsaconstructionof areproducingsystem.
In Fig. 3, a recording signal on a disc 20 is reproduced
by an optical pickup 22. The disc 20 is, for example, a
15 disc of CD2. An output of the optical pickup 22 is supplied
to a demodulating circuit 24 via a reproducing amplifier
23. The motion of the optical pickup 22 is controlled by
an access control circuit 30 on the basis of a control of
a system controller 29.
20 As mentioned above, the key information K and the
copyright management information R have been recorded into
the lead-out area on the disc 20. Therefore, in case of
decrypting the data recorded on the disc 20, the optical
pickup 22 is moved to the lead-out area by the access control
25 circuit 30. The key information K and the copyright

management informationR are read out from the lead-out area.

An output of the demodulating circuit 24 is

12



reproduction is restricted by the copyright nanagenent information R read
. out by the key managenment information reading circuit 27. 15 An output of
the encryption decoding circuit 26 is supplied to a reproducing circuit
28. An output of the reproducing circuit 28 is outputted from an out put
termnal 31. As nentioned above, if the discs 10 and 20 are 20 discs of,
for exanple, CD2, the contents data is encrypted and recorded into the

recording aﬁ?ﬂ%t%‘@ﬂ- &b %%%@%gpg?gfﬁyﬁwhtwwnt

i nformation the key “infornati _ e are recorded into the
| ead- out aé&@ré&wx?% (Fidcedd £XSkébGPrdd $,Pet19&t@fréf%9£ré8€1ﬁscordl ng

25 area AR2. Information indicative of the 1ead-out has been recorded in

the Q channglr&iit s suhgodetpitt b treadradr tdrdeedin@UE2rchhat 26, with

respect to track nunbers TNOin the Q channel of the subcode, "00"

I ndi cat es tiesluppllied to déhckgptiSh dimatimgwhben st ab amysapplsedr the

li ke, and "AA" shows the |ead-out. Whether the area is the |lead-out 5 area
LOUT®2 or noto carkdle namagemnéntbninfernatben noedéing Wibncubt TOC. (Pabl e O
Contents) indicates (PONT = 2), atinme when the |lead-out starts is shown.
The positi ctug Rf (thed ket manggrmewt bpfprmatdonl readdngycineuinf or mati on
in the Q channel 10 of the subcode is stored in_the | ead-out area LOUT2

and this ar®h 3% sURRElrdi th e erirt iomdepding iinanhgehent
' nformation R and t hqul(eeyexicnlffprtr&acgri Oé]ecygcﬂneg rc:e:LCJ:(')cEl.%i:l.e’(gi ié] g}lcgggtes a
process for decrypting the encryption of the reproduction

10 data by using the key information K read out by the key
management information reading circuit 27. The copy or
reproduction is restricted by the copyright management
information R réad out by the key management information
reading circuit 27.

15 An output of the encryption decoding circuilt 26
is supplied to a reproducing circuit 28. An output of the
reproducing circuit 28 is outputted from an output terminal
31.

As mentioned above, if the discs 10 and 20 are

20 discs of, for example, CD2, the contents data is encrypted
and recorded into the recording area AR2 on the outer rim
side. The copyright management information R and the key
information K at this time are recorded into the lead-out
area LOUT2 (Fig. 1) existing in the outer rimof the recording

25 area AR2.

Information indicative of the lead-out has been

recorded in the Q channel of the subcode in the lead-out

13



of 'the dummy data. Therefore, a sufficient area for recording the
~.copyright managenent information R and the 15 key information K can be held
in the | ead-out area LOUT2. Fig. 4 shows an exanple of a format of
recording information in case of recording the copyright managenent
informati on and the key information. As shown in Fig. 4, a version nunber
of a key is 20 provided at the head. Wen the encryption is decrypted,

the key isaiedat.edrh arnew i€y wanth rakpkBicstd itEack hembers eRO DHnber is
i ncrement ed. Subsequently, information |nd| cative of the nunber of keys is

provi ded anthet heckeynelndOrired istibdédyf, t'lo@ "niinliecagesneny Bsadhenpnunber of
keys 25 is provided. Subsequently, the nunber of copyright nanagenent

i nformati orf0ils' pooVpaéddendt ¢ heumingys | afhimoviemesgesremt thef bikati amdR of t he
nunber as many as the nunber 14 of copyright managenent information is
provi ded. TA&" showerthd lead cart t h@hethear theé awgsy disghhenbeadepwiht

I nformati on corresponds to the nunber of progranms recorded as contents.
LastBly, a @R@W@‘é’??@%@ﬁrﬂf&héy aEed faone h% tmackdpenbenn HReR can be

detected by the CRC code and falsification t he copyright enment
i nf or mati off F%r({Tabdye PﬁfQﬂr}Fa?’ftcﬁ? Knééﬁaﬁgsp %Q/E%T édg? glf“EmaE[‘ nunber

of copies he.nu duci ng | es 10, as opyright

nmanagenent %F‘ﬁ’f% AT P ﬁarlt[s F %}%%m PhEPS h‘lgn %gfd]o a%o?)’?’ s or the

nunber of p [ ies is purposely rewitten. If such a rewiting is
per f or nmed, l%nk%g%lo?’% tl caused by the CRC code. The falsification of the

Usually, only the information in the Q channel
10 of the subcode is stored in the lead-out area LOUTZ2 and this
area is filled with dummy data. The copyright management
information R and the key information K are recorded in place
of the dummy data. Therefore, a sufficient area for
recording the copyright management information R and the
15 key information K can be held in the lead-out area LOUTZ.
Fig. 4 shows an example of a format of recording
information in case of recording the copyright management
information and the key information.
As shown in Fig. 4, a version number of a key is
20 provided at the head. When the encryption is decrypted,
the key is updated to a new key and, at this time, the version
number is incremented. Subsequently, information
indicative of the number of keys is provided and the key
information K of the number as many as the number of keys
25 is provided. Subsequently, the number of copyright
management information is provided and the copyright

management information R of the number as many as the number

14



copyright managenent information R or the key information 15 K is prevented
by this nmethod. A code for authentication can be also recorded in place of
"the CRC code. In the ordinary CD player or CD drive for a persona

conmputer, the position of the | ead-out area LOUT2 has previously been
known fromthe information of the TOC. The 20 ordi nary player does not
reproduce the data in the | ead-out area LOUT2. Therefore, according to the

di I . ' j s . ; i ' R
The "Rey i oo Rbirsgty WRrdotEns Mheid Oy SERANEREa. TAEERt ' O Foe!
| ead- out  areaeQUT2 eyl AHRN fiind:0 JNGSIgIR mihdderiehconsi der ed

that even if all of thé contents of the disc are copied™as they are to

anot her di §&matiiRe £E8Pre8p8has o ERePh@CEr FE FPogEaME rddErdapyri ght
managenent 15 information R and the key information K in the |ead-out LOUT2

are not copisedontefdtsS isastiy O\WCORC!(GIOM @@ eldud daReyOCHEERY caer ation in
the case where the copyright managenent 5 information R and the key

i nf & mat i orisKagdidedr.ecorded into the |ead-out area LOUT2. First, the

| ead-in area LIN2 of the area AR2 is accessed and the TOC information is
read out fromthe | edd ierrog ¢an b dedtegiedl by thee GR§siaddsn agfd t he

| ead-out area LOUT2 10 is_judged fromthe TOC i nformation (.steg S2). The

| ead-out edgifdopiion af dheseqpyrdghkdnarpgenemt indosgetdan RiqF or nati on
R and the key information K are read out of the |ead-out area LOUT2 (ste
S3). The r&sHodifeamasieankscant Be PTe¥eRrGht ed™ B3t Uk ng- RS WRPT P

I'nf or mat | O%chgBQeghéan&%% number of reproducing times are included

10 as copyright management information R. It is presumed that
the number of copies or the number of reproducing times is
purposely rewritten. If such a rewriting is performed, an
error is caused by the CRC code. The falsification of the
copyright management information R or the key information

15 K 1s prevented by this method. A code for authentication
can be also recorded in place of the CRC code.

In the ordinaryCDplayeror CDdrive for apersonal
computer, the position of the lead-out area LOUT2 has
previously been known from the information of the TOC. The

20 ordinary player does not reproduce the data in the lead-out
area LOUT2. Therefore, according to the ordinary CD player
or CD drive, the copyright management information R or the
key information K of the encryption which have been recorded
in the lead-out area LOUT2 is not taken out to the outside.

25 It is considered that even if all of the contents of the
disc are copied as they are to another disc by using the

ordinary CD player or CD drive, the copyright management

15



15-or reproduction is restricted by using the copyright nmanagenent
.information R (step S4). Fig. 6 schematically shows the data which is
recorded onto the disc in the radial direction of the disc. 1In this
exanple, in the disc on which the recording area 20 ARL on the inner rim
side and the recording area AR2 on the outer rimside are provided, in
case of encrypting the contents data in the recording area AR2 on the

outer rim shHSrm&5iSHAMNhd BhEikby §AfoeRAY L bAIK inRhagbs®dM oh B.oUMRt i ON  R2
and key information K2 are recorded into the | ead-out 25 area LOUT2

exi sting i mtdenoutespiedn of the recording area AR2. As shown in Fig. 6B,

t he copyright managenent 16 information R2 and the key information K2 can
be al so recorded intBighe5|eadai ilavehbatt NehoWhegl thd- raparducin? i s used
as an area for recording the TOC and, further, there is a possibility that
it is used qPQﬂat¥Qﬁw%nr@P%t%@$evﬁh¢6@5tkﬁnﬁépﬁrbﬂhtnméﬁﬁﬁﬁméﬁt However ,
since each of _the copyrlght managenent information R2 and the key

i nf 03 mat i ontTKEPHRAL1CP &y 5RG theoke¥t ingrrmahion I‘é@é’ﬁ(mrd@ﬁe}%an be

sufficientl ded nto t ad-in area LIN2. If the copyright
nanagenem:ehﬁof i 9¢F€F%$dﬂ$Wt§key i nformation K2 are 10 recorded into

the lead-in area LI NG, LT Gl 100 195008, RE65SSe L5 Load: qub qrea LOUT2

and there is an advantiage ’ suc ah accessi ng spee € i nproved.
Fhnt | ST 808 e G I ARRIS0S -G TEph, L0 SEERLLRD. B2 and
area LIN2 af¥ba,IN2 (stepS1). The position of the lead-out area LOUT2
10 is judged from the TOC information (step S2). The lead-out
area LOUT2 is accessed and the copyright management
information R and the key information K are read out of the
iead-outareaLOUTz(stepS3). The reproduced contents data
is decrypted by using the key information K and the copy
15 or reproduction is restricted by using the copyright
management information R (step S4).
Fig. 6 schematically shows the data which is
recorded onto the disc in the radial direction of the disc.
In this example, in the disc on which the recording area
20 AR1 on the inner rim side and the recording area AR2 on the
outer rim side are provided, in case of encrypting the
contents data in the recording area AR2 on the outer rim
side, as shown in Fig. 6A, copyright management information
R2 and key information K2 are recorded into the lead-out
25 area LOUT2 existing in the outer rim of the recording area
AR2.

As shown in Fig. 6B, the copyright management
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| ead-out area LIN2. Further, as shown in Fig. 6D, for exanple, it is also

_possible to construct in a manner such that the copyright nanagenent
information R2 and the key information K2 of 256 20 kbits are divided into

two copyright managenent information R2a and R2b and two key information

K2a and K2b, the copyright managenent information R2a and the key

i nformati on K2a are recorded into the lead-in area LIN2, and the copyri ght

toJ tJ b .and the .k | nf | b 25 ded
The | ond. o EPaIR LSTR? ABGS KogpEorrad oRy 4§ pbe HerF okt at el y
d the ; hah j i . i [ K2
o the |y kit aMROEREE Ll 2 TR e MR AR A bR 1 e

above descra'sotc{no;arefanfwerewfainanéh thse &t _%%&sch%%t,at&l%ﬁgn%yat ed and

recorded into only the area AR2 in the outer rimbetween t two areas ARL

and ARZ 0N g ddih i 56 tHRVAYEL s ude 83t FécSAGINPbItRArauLIRLIkdhag t he
contents data into both of the two areas ARL and AR2 is presuned. In such

a cgse, as cFOAMEddndtbn .7AHoweRWH ,JlklindenRa@gemF thef FomidigntRl and key
information KI for the 10 contents data in the area ARL are recorded into

t he | ead- owtanagyemee{OINforfiast imopR2 gind wheagegehhfonhatiahi kA B&sand the
key information K2 for the contents data in the area AR2 are recorded into
t he | ead- ot capacityofat mastabanti2sofiltyBthey can e swfpbsséntdyto record
15 the copyright managenent information RL and the key information K1 for
t he cont entt®cPRdLq ANt thedegd-jmiarea LIN2. If the copyright

management information R2 and the key information K2 are

10 recorded into the lead-in area LIN2, there is no need to
access the lead-out area LOUT2 and there is an advantage
such that an accessing speed can be improved.

Further, as shown in Fig. 6C, the copyright
management information R2 and the key information K2 can

15 be also recorded into both of the lead-in area LIN2 and
lead-out area LIN2.

Further, as shown in Fig. 6D, for example, it is
alsopossible toconstruct inamanner such that the copyright
management information R2 and the key information K2 of 256

20 kbits are divided into two copyright management inforﬁation
R2a and R2b and two key information K2a and K2b, the copyright
management information R2a and the key information K2a are
recorded into the lead-in area LIN2, and the copyright
management information R2b and the key information K2b are

25 recorded into the lead-out area LOU2, respectively. It is
also possible to separately record the copyright management

information R2 and the key information K2 into the lead-in
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the lead-in area LINL and record the copyright managenment information R2
~and the key information K2 for the contents data in the areaAR2 into the
| ead- in area LIN2, respectively. 20 Further, as shown in Fig. 7C, it is
al so possible to record the copyright managenent information RL and the
key information KL for the contents data in the area ARL into both of the
| ead-in area LINl and the | ead-out area LOUT1 and record the copyright

ranagement 4 %glﬁééamtﬁeak%wf %%sém%@l Jor the area AR2

into both o the In area LIN2 and t he out area LOUTZ,

respectively. 18 Furtifinedsb&P@Weddt ifftdon/PDonf fhe 4@HEY Banldt, tBe al so
possible to construct in a manner such that the copyright nanagenent

i nfor mat i ordRk et Ghtakey dndwprdd andlretordetihtn torirdiyt $hdadrean t he
area ARL are divided into two 5 copyright managenent information R a and

Ri b and twaReeyin itheoonberoniki e tineleiKlthe ttwey axreas dRAr ded AR2oomhe

| ead-in area LINL and | ead-out area LOUT1, the copyright managenent

i nf dr mat i othR2daad -t hdowever nfaocase off axcrypting andenepprrding thei ded into
the two copyright management information 10 R2a and R2b and the two key

i nf or mat i ofoRESNGRd Atz 1P tiphh o the dMRe 19D Athe I PRA Fea LIN

and | ead-out area LOUT2, respectively. It is also possible to separately
record theRﬁﬁﬁﬁWQ§ht nanagenent information RL and the key information K
and record the copyri

15 f i R2 d th
i nformation K2, respé Fﬂ@ n%g%gggEhQF Iﬁ??hg%éhp¥%é éggv%§%§%£%¥% has been
descri bed Waﬂm%d’e?nse}?&(:tintf%rm%i%?\s%lognﬁeﬁggrdiHEoEHStggﬁaKl for the

10 contents data in the area ARl are recorded into the lead-out
area LOUT1. The copyright management information R2 and
the key information K2 for the contents data in the area
AR2 are recofded into the lead-out area LOUT2.

As shown in Fig. 7B, it is also possible to record

15 the copyright management information R1 and the key
information K1 for the contents data in the area ARl into
the lead-in area LIN1 and record the copyright management
information R2 and the key information K2 for the contents
datain the area AR2 into the lead-inareaLIN2, respectively.

20 Further, as shown in Fig. 7C, it is also possible
to record the copyright management information R1 and the
key information K1 for the contents data in the area ARl
into both of the lead-in area LINl1 and the lead-out area
LOUT1 and record the copyright management information R2

25 and the key information K2 for the area AR2 into both of
the lead-in area LIN2 and the lead-out area LOUT2,

respectively.
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onto the disc in which the recording area has been divided into two areas
~like CD2, the invention can be also applied 20 to a case of further
"dividing the recording area into a plurality of areas. The invention can
be also applied to a case of recording the data onto a disc in which the
recording area is not divided |like an ordinary CD or a double density CD
as shown in Fig. 8 25 In case of a disc having one recording area, as

shown in Fig. 9A the copyright nanagenent |nforqgéion R and t he key
information K for thé St ?Sdﬁlilaw -1 K- Yar 8 ARXAWP heocdtdd® into the

| ead- out ar

i nf or mati orft Oa%%ls?héf?Z? i '195 al@q‘%{]eeﬁ %@%%h@gh@a@%&ﬁlg Yihe area
AR can be 4|50 e%%tg%fo%&éﬁ% R cn8 ReGHENmEVE bRk @S Shown i

Fig. 9C, the copyright “managenent ormati on“R an ey information K

for the C%Hee@o%x%& ddﬁﬂé"%.rf"rtﬁ‘?e AR-EAME s Qieredethidtgupoth of

the lead-in area ead-out area LQUT. 10 Further, as shown in Fig.

9D, g he corwm&*ltg maaﬁej&mn t AhPoPHata®rRrRARd ahReRKBY ah &f ewaeképn K for
the contents data in the area AR can be also divided into two Ra and Rb

and two Ka igifbdftatdith Kea® e ® 1ibnt thépadecpadcbpdedrantd ltNeansad emtl- out area
LOUT, respectively. It is also 15 possible to separately record the
copyri ght reresgbiBhtand héadratitardd &0UTLHetke gopyidginkt namadenen® t he

|l ead-in area LIN and | ead-out area LOU, respectively. According to the
i nvent i on, infermatdamBRyardoihe key information K2 for the area AR2

are divided into the two copyright management information

10 R2a and R2b and the two key information K2a and K2b, and
they are recorded into the lead-in area LINZ and lead-out
area LOUT2, respectively. Itisalsopossible toseparately
record the copyright management information R1 and the key
information K1 and record the copyright management

15 information R2 and the key information K2, respectively.

Further, although the above example has been

described with respect to the case of recording the data
onto the disc in which the recording area has been divided
into two areas like CD2, the invention can be also applied

20 to a case of further dividing the recording area into a
plurality of areas. The invention can be also applied to
acase of recording the dataontoadisc inwhich the recording
area is not divided like an ordinary CD or a double density
CD as shown in Fig. 8.

25 In case of a disc having cne recording area, as
shown in Fig. 9A, the copyright management information R

and the key information K for the contents data in the area
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data is recorded into the data area of the nenory nedium 20 having the

. data area, lead-in area, and |ead-out area, the copyright managenent
informati on and the key information for the encryption data are recorded

into the | ead-out area. |In case of the nenory nmedium having a plurality of

data areas, a plurality of lead-in areas, and a plurality 25 of | ead-out

areas |like CD2, when the encryption data is recorded into the data area,

the copyri gif AmdagesBdeqd i {06 MBkd OPe@didotibeakey LOGBL Mati on corresponding
to the 20 encryption data are recorded into one of the plurality of

| ead-in areas or one xd dhewplim aridy 98, | ehe- ooyl eRs. manatbReptesent
situation, only information in the Q channel of the subcode has been
recorded i nirifermaaibroR arf arhea kayd intfiosmartdan ¥ £kl tHewcohtdobmy dat a.
The position of the |ead-out is obtained fromthe information of the TCC
The fact thiata ha [thgherepoARhean dpe exleip tiesdnsied datoaitbe lead-B8 | udged
fromthe information in the Q channel. The copyright managenent

i nf o mat i orpze® EHe- key information 10 are recorded by using such a

| ead-out area. The lead-out area is not reMW|tten or accessed by the

Erdinar¥ CD pl ayer, %RFFW%E]t%E %%F) tﬂn h%naﬁ%neﬁ?elﬁ?BYEé?PBn and t he
t
|ﬁ¥enld Pgﬁr@ﬁﬁ%}n“e Pipesion & and dna5RY LofernbipE X contnl
/ d / th . i
recorded] T eRIOHGS %a&g\on?gcmes A%< 3R odd 8 Do é&eoxd@é@m%oeﬂsexpt ed in

or der to pr
of the lead-in area LIN and lead-out area LOUT.

10 Further, as shown in Fig. 9D, the copyright
management information R and the key information K for the
contents data in the area AR can be also divided into two
Ra and Rb and two Ka and-Kb and recorded into the lead-in
area LIN and lead-out area LOUT, respectively. It is also

15 possible to separately record the copyright management
information R and the key information K into the lead-in
area LIN and lead-out area LOU, respectively.

According to the invention, when the encryption
data 1s recorded into the data area of the memory medium

20 having the data area, lead-in area, and lead-out area, the
copyright management information and the key information
for the encryption data are recorded into the lead-out area.

In case of the memory medium having a plurality
of data areas, a plurality of lead-in areas, and a plurality

25 of lead-out areas like CD2, when the encryption data is
recorded into the data area, the copyright management

information and the key information corresponding to the

20



21 .CLAIMS 5 1. A recording apparatus conprising: input nmeans for inputting
_encryption data; and recording neans for recording said encryption data
"which is inputted into a data area on a nenory nedium having the data
area, a lead-in area, and a | ead-out area and recording additional
information corresponding to said encryption data into said |ead-out area.
10 2. A recordi ng apparatus according to claiml1l, wherein said recording

d h ddi [
i or mat | orPTGrTBYEEt A4 Ager ERFBGHER ORFOcHs O B 8TOEAsAY: BR dat a
into 15 saj dd ead-gul. d1gaond A Gge0pdRg 1 3RRALE! ¥, RCEREdLDg,LO cl alm 1
erein sai recor I Nng neans recor onal rnf ormatron

decrypti ”9 key for degf ¥HE£}8%S§%1£8%311§@%MPH&’& #3k8rn mﬁ%!ﬂoﬁ%ﬁth@ad out

area. 4. A recording appar ing to clarm 1 ereln as said

addi ti onal g%(@iﬁrn'ﬁ%tl' 8. tB& S &Y HaRUbe BRAFSCHLEE Ci% &nkeLsh@nofynber of a
decrypting key for 25 decrypting said encryption data, the nunber of said

decrypti ng deases antihentie ameat i BOF KEVSd @i thheummghiitS mheyposstsend
decrypting keys, the nunber of copyright managenent 22
of the lead-out is obtained from the information of the TOC.
The fact that the light spot has entered the lead-out area
can be judged from the information in the Q channel. The
copyright management information and the key information
10 are recorded by using such a lead-out area. The lead-out
area i1s not rewritten or accessed by the ordinary CD player,

so that the copyright management information and the key

information can be safely held.

15 Industrial Applicability
The invention is suitable for use in a case where
when contents data is recorded/reproduced to/from the disc
like CD2, the data is encrypted in order to protect the
contents data.
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information for restricting reproduction/copy of said encryption data, the
. copyright managenent information of the nunber as many as said copyright

" managenent information, and a CRC code. 5 5. A recordi ng appar at us
conprising: input means for inputting encryption data; and recording neans
for recording said encryption data which is inputted into data areas on a
menory medium having the plurality of data areas, a plurality of lead-in
areas, and 10 a plurality of |ead-owyamas and recordi ng additi onal

i nformation corresponding to said encryption data into one of said
plurality of |lead-in areas or one of said plurality of |ead-out areas. 6.
A recordi ng apparatus according to claim5, 15 wherein said nenory nedi um
has a firstldata areaAanecardirgoappanatusreampnishegt nner ri m side and,
further, has a first lead-in area on the inner rimside of said first

data area, a first |ehupottmeans far tinguitierg eneryipdd ogf dadasapddf i r st
data area, a second lead-in area on the inner rimside of said second data
aread and a second | cBRCRRAing Bk fpe HaFe¥rding sp4d BRCE¥PHISBcond data
area, and said recording neans records said encryption data into said

second dat A12F2 &R AEcHRBYEGAHBRIA 95T 2798 PRBMFECFINTPRIE at | east

one O, 221 ReERn eI L0 (e TP SEOL AP A1 Barla
and recording additional information corresponding to said
encryption data into said lead-out area.

10 2. A recording apparatus according to claim 1,
wherein
sald recording means records the additional

information as copyright management'information for

restricting reproduction/copy of said encryption data into

15 said lead-out area.
3. A recording apparatus according to claim 1,
wherein

said recording means records the additional

information as a decrypting key for decrypting said

20 encryption data into said lead-out area.
4. A recording apparatus according to claim 1,
wherein

as said additional information, said recording
means records a version number of a decrypting key for
25 decrypting said encryption data, the number of said
decrypting’keys, the decrypting keys of the number as many

as said decrypting keys, the number of copyright management

22



sai-d recording neans records the additional information as copyright

_ managenent information for restricting reproduction/copy of said
“encryption data into 5 at | east one of said second |ead-in area and said
second |ead-out area. 8. A recording apparatus according to claim?7,
wherein said recording nmeans records the additional 10 information as a
decrypting key for decrypting said encryption data into at |east one of

ppar Efﬁgn%%%‘?gr o 9 LT P D0 DY o 4G means
_ Ea i S _ § means
caia secorthuRE it ey 18 CRbvETaRy RahaBoRel i EoRRERRN P8 (7Y e,

wherein saig,d gGo6\RY 85/ E9p9 21 dnf RBKSen PRAGERROL oA N O MBI T On

and said decrypting key 1rito sal second | ead-out area. 11. A recording
appar at us aaRPrfidit tddd . aim8, wherein said recording neans records said
copyright nmanagenent information and said decrypting key into each of

sai ¢ seconds | ead-i n a arcyrlisRy) hEenethd eathptis Biea.
input means for inputting encryption data; and
recording means for recording said encryption data which
is inputted into data areas on a memory medium having the
plurality of data areas, a plurality of lead-in areas, and
10 a plurality of lead-out areas and recording additional
information corresponding to said encryption data into one
of said plurality of lead-in areas or one of said plurality
of lead-out areas.
6. A recording apparatus according to claim 5,
15 wherein
said memory medium has a first data area and a
second data area on the inner rim side and, further, has
a first lead-in area on the inner rim side of said first
data area, a first lead-out area on the outer rim side of
20 said first data area, a second lead-in area on the inner
rim side of said second data area, and a second lead-out
area on the outer rim side of saild second data area, and
sald recordingmeans records said encryption data
into sald second data area and records said additional
25 information into at least one of said second lead-in area
and said second lead-out area.

7. A recording apparatus according to claim 6,

23



24.12. A recording apparatus according to claim8, wherein said recording

. means records a part of said copyright nmanagenent information and said

“decrypting key 5 into said second |lead-in area and records the other part

into said second | ead-out area. 13. A recording apparatus according to

claim12, wherein said recording neans records one of said copyright 10

managenent i nformation and said decrypting key into said second |ead-in

area and regmsii he other into said second |ead-out area. 14. A recording

apparatus according to claim8, wherein 15 said recording neans records

said encryption data sdif acsmriing stealas areceadanthe exddtbieaat additi onal

information into at | east one of said first lead-in area and said first

| ead- out ar@formBitiRn b ARy Eppareanaderewt dlmiorratien nfad, 20 wherein

said recording neans records said copyright _managenent infornmation and

sai d decrypi® WH%FSP§8%CWPP§F°P¥&‘HE §at dgeryRbion dat@oitag

appar at us accordlng to claim14, 25 mhergln sai d recgrdlna neans .records
e

sai @ copyr idhtleRstagBfert FALGr RECPBA ARAIsAPd2HER: 9P RgLHe§ePRARS sai d
lead-out area.
8. A recording apparatus according to claim 7,
wherein
said recording means records the additional
10 information as a decrypting key for decrypting said

encryption data into at least one of said second lead-in
area and saild second lead-out area.
9. A recording apparatus according to éiaim 8,
wherein

15 sald recording means records said copyright
management information and said decrypting key into said
second lead-out area.
10. A recording apparatus according to claim 8,
wherein

20 said recording means records said copyright
management information and said decrypting key into said
second lead-out area.
11. A recording apparatus according to claim 8,
wherein

25 said recording means records said copyright
management information and said decrypting key into each

of said second lead-in area and said second lead-out area.
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25-first |ead-out area. 17. A recording apparatus according to claim 14,

. Wherein said recording nmeans records said copyright 5 nanagenent
“information and said decrypting key into each of said first lead-in area
and said first |lead-out area. 18. A recording apparatus according to claim
14, wherein said recording nmeans records a part of said 10 copyri ght
managenent i nformation and said decrypting key into said first |ead-in area

and records, 4 he ot her ' | LISt e . oA recording
appar at us a%%brding t%f%§%ﬁ¢é%é? éééékéﬁéglgégggggHéaﬁé ?%%%@d?hg means

records ongdrsad d copyright managenent information and said decrypting
key into said first lead-in area and records the other into said first

| ead-out area. 20. A g£{H OFiEd UL PP RS B 3/ STEOFPAS Sh NGart r eadsaganeans for
readi ng out said stored encryption data froma data area on a nenory

medi um havicupytivhtdaiamayenenta inFadmat lwrcandagdia deadypuingr Rayand
reading out additional information stored in said | ead-out area; and
reproduci ngimeama ifdsecomd deadrgnsareéa and records the other part
into said second lead-out area.
13. A recording apparatus according to claim 12,
wherein
saidrecordingmeansrecordsoneofsaidcdpyright
10 management information and said decrypting key into said
second lead-in area and records the other into said second
lead-out area.
14. A recording apparatus according to claim 8,
wherein
15 said recording means records said encryption data
into said first data area and records sald additional
information into at least one of salid first lead-in area
and said first lead-out area.
15. A recording apparatus according to claim 14,
20 wherein
sald recording means records said copyright
management information and said decrypting key into said
first lead-out area.
le6. A recording apparatus according to claim 14,
25 wherein

sald recording means records said copyright

management information and said decrypting key into said
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encryption data in accordance with said read-out additional information.

. 26 21. A reproducing apparatus according to claim 20, wherein said
“reproduci ng neans has reproduction restricting neans for restricting
reproduction /copy of said 5 encryption data in accordance with copyri ght
managenent information as said additional information. 22. A reproducing
apparatus according to claim 20, wherein said reproducing neans further
has decryptfixst eamanst fauredecr ypti ng said encryption data in accordance
with a decrypting key for decrypting said encryption data as said

addi ti onal Ihformati ¢h mecbrémedpepsraais decoypieg tatalaiB®3l4A

r epr oduci ng apparatus according to claim20, wherein 15 as said additional
i nf or mat i o'whexgih r epr oduci ng means reproduces a version nunmber of a
decrypting key for decrypti ng said encryption data,  the nurrber of sai d
decrypting keys, the Siﬁ’é%‘/ Msm%ﬁngt Hee¢RFDRrSakd nRPRYTightai d

rest¥ i ctin ‘%réwiﬁ“rbq ”ﬁ’acrmf 160 Bk B34 o REFFHPFOASSER, TPRE BBRYr ght
) ght
ranagerent 2 oall'SUIRS oB IREN BEERSacaRNLLOLL Ionaerent
readi ng means for re%d'fk%o%&ir?g}‘%ﬁ&?é}ﬂhsdaé@céfﬂﬂg to claim 14,
wherein
said recording means records a part of said
10 copyright management information and said decrypting key
into said first lead-in area and records the other part into
said first lead-out area.
19. A recording apparatus according to claim 18,
wherein
15 saidrecordingmeans records one of said copyright
management information and said decrypting key into said
first lead-in area and records the other into said first
lead-out area.
20. A reproducing apparatus comprising:
20 reading means for reading out said stored
encryption data from a data area on a memory medium having
the data area, a lead-in area, and a lead-out area and reading
out additional information stored in said lead-out area;
and
25 reproducing means for reproducing said
encryption data in accordance with said read-out additional

information.
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one of a plurality of data areas on a nenory nediumhaving the plurality

. of data areas, a plurality of lead-in areas, 27 5 and a plurality of

"l ead-out areas and readi ng out additional information corresponding to
said encryption data fromone of said plurality of |lead-in areas or one of
said plurality of |ead-out areas; and reproduci ng neans for reproducing
said encryption data in accordance with said read-out additional

i nfornati 0Ny 25. A regrp%éé?c%gggéﬁﬁagg&og&gd}:qij:tn(r)%céc?aicr{la%%’ 20vvherei n 10

sai d menory nedi um has a ea and a seco ata area on the
inner rims§derapd, further, has a first lead-in area on the inner rim
side of said first data area, a first |ead-out area on the outer rimside

of said first data aggdd Pepp6@Afihgasfleansangsd P8ptbautBNeh 15 rim side of
said second data area, and a second | ead-out area on the outer rimside of

sai d secondreataiat tag meadis oreads bgioeang repadslueitii ohgichpydsif saadal
information fromat | east one of said second |ead-in area and said second
| ead5out arescrypti@® datal impacdordapcerwhthreppydiiget mandgemantyption
data which is recorded in said second data area 1in accordance with said
addi ti onal informatiom. agesajdreagdbbienal ippermattonecording to claim 25,

wherein 25
22, A reproducing apparatus according to c¢laim 20,

wherein
said reproducing means further has decrypting
10 means for decrypting sald encryption data in accordance with
a decrypting key for decrypting said encryption data as said
additional information and reproduces said decrypted data.
23. A reproducing apparatus according to claim 20,
wherein
15 as said additional information, said reproducing
means reproduces a version number of a decrypting key for
decrypting said encryption data, the number of said
decrypting keys, the decrypting keys of the number as many
as said decrypting keys, the number of copyright management
20 information for restricting reproduction/copy of said
encryption data, the copyright management information of
the number as many as said copyright management information,
and a CRC code.
24. A reproducing apparatus comprising:
25 readingmeans forreadingout encryptiondata from
one of a plurality of data areas on a memo:y'medium having

the plurality of data areas, a plurality of lead-in areas,
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saikd reading neans reads out the additional information as copyright

. managenent information for restricting reproduction/copy of said
“encryption data from 28 at |east one of said second |lead-in area and said
second |ead-out area. 27. A reproducing apparatus according to claim 26,
wherein 5 said reading neans reads out the additional information as a
decrypting key for decrypting said encryption data fromat |east one of

sai d secondahgatpidiraPi € oFNle @l Sut GRS 4R@de0dinY &8t adli tAomer oduci ng
apparatus according to claim27, 10 wherein said readi ng neans reads out

sai d copyri ghform@bage esirddcridifig @6 Saild saiakydaciorptiang Keym fonem sai d
second | ead-out area. 29. A reproducing apparatus according to claim 27,

15 wher ei n sfiishirdepdiumglitgnst rlesds- iouarsasdox omer ofigai j

i nformati on and sai d decrypting key fromsaid second |ead-out area. 30. A
r epr oduci ngofipbaadtogt agreadi ngndo cl aim 27, 20 wherein said readi ng neans
reads out said copyright managenent information and said decrypting key
froMeach of said scE®RHOfBgingnmapBs HA8 F8PHOJBESRE Féad- out area. 31

A reproduci ng apparatus according to clajm 27, .
encrygtlon data in accordance with said read-out additional

information.
25, A reproducing apparatus according to claim 24,
wherein

10 said memory medium has a first data area and a
second data area on the inner rim side and, further, has
a first lead-in area on the inner rim side of said first
data area, a first lead-out area on the outer rim side of
said first data area, a second lead-in area on the inner

15 rim side of said second data area, and a second lead-out
area on the outer rim side of said second data area,

said reading means reads out said additional

information from at least one of said second lead-in area
and said second lead-out area, and

20 said reproducing means reproduces said
encryption data which is recorded in said second data area
in accordance with said additional information.
26. A reproducing apparatus according to claim 25,
wherein

25 said reading means reads out the additional
information as copyright management information for

restricting reproduction/copy of said encryption data from
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25.-wherein said readi ng neans reads out a part of said copyright managenent
. information and said decrypting key 29 fromeach of said second |ead-in
“area and reads out the other part fromsaid second | ead-out area. 32. A
reproduci ng apparatus according to claim 31, wherein 5 said reading neans
reads out one of said copyright managenent information and said decrypting
key fromsaid second |lead-in area and reads out the other from said second

| ead-out area. t%r{ee%rfo%‘éiid“%e%pﬁr%gﬁﬁg?%g%“ O05gh @ BL&dnall

: ! 1e3a} &

wher ei n sai d readi ng nmeans reads out sai it ona?n |ﬁ§or matron from at

| east one ofospighdigsdal €ad-in area and said first |ead-out area, and
sai d reproduci ng neans reproduces said 15 encryption data which is recorded

into said first data gneprddudiGhp appaia tiist Bcsardiadditbi emakimi p6 pr mati on.
34. A reproduci ng apparatus according to claim33, wherein said reading
means readsyioaxteisni d copyright 20 nmanagenent information and said
decrypting key fromsaid first |ead-out area. 35. A reproduci ng apparatus
accaiding to clai m3xZaidhmeaEiingaieineatkads nesihstheaaddptional d copyri ght
information as a decrypting key for decrypting said
encryption data from at least one of said second lead-in
area and said second lead-out area.
28. A reproducing apparatus according to claim 27,
10 wherein
said reading means reads out said copyright
management information and said decrypting key from said
second lead-out area.
29, A reproducing apparatus according to claim 27,
15 Wherein
said reading means reads out said copyright
management information and said decrypting key from said
second lead-out area.
30. A reproducing apparatus according to claim 27,
20 wherein
said reading means reads out said copyright
management information and said decrypting key from each
of said second lead-in area and said second lead-out area.
31. A reproducing apparatus according to claim 27,
25 wherein

sald reading means reads out a part of said

copyright management information and said decrypting key
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25. managenent information and said decrypting key fromsaid first |ead-out
. area. 36. A reproducing apparatus according to claim33, 30 wherein said
"readi ng means reads out said copyright nmanagenent information and said
decrypting key fromeach of said first lead-in area and said first

| ead-out area. 5 37. A reproduci ng apparatus according to claim 33,

wherein said readi ng neans reads out a part of said copyright nanagenent

i nf or mat i oreriflesahbdsai diddhk e¥aat i amsed dnbideddd ead-iie atrarand reads
out the other part 10 fromsaid first |ead-out area. 38. A reproducing

appar at us aehet dirgn teaid adendiyd led@reut asweal. r eadi ng nmeans reads out one
of said copyright managenent information and said decrypting key fromsaid
15 first | ed-in aredA arproshusi mytappasradivse acicoadisg dof cistim Béad- out
area. 39. A recording nethod conprising the steps of: inputting encryption
data; recorwliereigni d encryption data which is inputted 20 into a data area
on a nenory nedi um having the data area, 25 a |lead-in area, and a | ead-out

ared and recording &fthd FeAGLNIMGNfEPRAS O DBARF S coBY ARt
te Rgr }5/[) ;Lgndga%[a%émrgnot s.i.%lfcci)rlmeaa{:d:i._oonman es%.'id491'ec'zb:\y£>%g.%rgdk29 E‘%grqogaggnp“ stng
second lead-in area and reads out the other from said second
lead-out area.
33. A reproducing apparatus according to claim 27,
10 wherein
said reading means reads out said additional
information from at least one of said first lead-in area
énd said first lead-out area, and
said reproducing means reproduces saild
15 encryption data which is recorded into said first data area
in accordance with said additional information.
34. A reproducing apparatus according to claim 33,
wherein
said reading means reads out said copyright
20 management information and said decrypting key from said
first lead-out area.
35. A reproducing apparatus according to claim 33,
wherein
salid reading means reads out said copyright
25 management information and said decrypting key from said
first lead-out area.

36. A reproducing apparatus according to claim 33,
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I nputting encryption data; recording said encryption data which is inputted

. into data areas on a nenory medium having the plurality of 31 data areas, a

"plurality of lead-in areas, and a plurality of |ead-out areas; and
recordi ng additional information corresponding to said encryption data
into one of said plurality of lead-in 5 areas or one of said plurality of

| ead-out areas. 41. A reproduci ng nethod conprising the steps of: reading
out saidfﬂéﬂé¥gfﬂmryption data froma data area on a nmenory medi um havi ng
the data area, a lead-in 10 area, and a | ead-out area; reading out

addi tional informati oy i oF&chidy SRdshs | SliOUSuRr£2ia ashyepgiduci ng sai d

encryption data in accordance wth said read-out additional Tnformation.

42. A repr qiid Jendrit NatE AR B G selidl dedtyptinghregl frompegenct i on of
said encryption data is restricted in accordance wth said read-out

addi tional of Halaairet 143d-An epeaddadngaidt botsactead+ ogttareaai m 41,
20 wherein 25 said encryption data is decrypted in accordance wth said
reads out adifltional ixfmEprEtduernincmppeaiatudecacygprddngata ciaimp8dduced.
wherein
said reading means reads out a part of said

copyright management information and said decrypting key

from saild first lead-in area and reads out the other part

10 from said first lead-out area.
38. A reproducing apparatus according to claim 37,
wherein

said readingmeans reads out one of said copyright
management information and sald decrypting key from said
15 first lead-in area and reads out the other from said first
lead-out area.
39. A recording method comprising the steps of:
inputting encryption data;
recording said encryption data which is inputted
20 into a data area on a memory medium having the data area,
a lead-in area, and a lead-out area; and
recording additional information corresponding
to said encryption data into said lead-out area.
40. A recording method comprising the steps of:
25 inputting encryption data;
recording said encryption data which is inputted

into data areas on a memory medium having the plurality of
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44. A reproducing nmethod conprising the steps of: reading out encryption

. data fromone of a plurality of data areas on a nenory nedi um havi ng the
“plurality of data areas, a plurality of |lead-in areas, and a plurality 32 5
of | ead-out areas; reading out additional information corresponding to
said encryption data fromone of said plurality of lead-in areas or one of
said plurality of |ead-out areas; and reproducing said encryption data in
accor dance dafia larssisd eeRduyalisdddpfi bead-infarerd i &nd #5plnradpityduci ng
met hod according to claim44, wherein reproduction of said encryption data
is 10 restreftlRprd P AFeRMCAMt h sai d read-out additional information

46. A reproduci ng net hod according to claim 44, erein said encryption
data is decrypted in%ﬁﬁﬁﬁ%ﬁWﬁ@dé@$%ﬂq%F§€ﬁﬁr OB ECRFASPPBAARY

oo AR AT RS P PR BT L TR T U o
CTTYPLL 00 SR, 5 B8P 1 o 2By 08k BA 2030l O
41, A reproducing method comprising the steps of:
reading out said stored encryption data from a
data area on é. memory medium having the data area, a lead-in
area, and a lead-out area;
10 readingout additional information stored in said
lead-out area; and
reproducing said encryption data in accordance
with said read-out additional information.
42. A reproducing method according to claim 41,
15 wherein

reproduction of said encryption data is

restricted in accordance with said read-out additional

information.
43. A reproducing method according to claim 41,
20 wherein

said encryption data is decrypted in accordance
with said read-out additional information, and
said decrypted data is reproduced.
44. A reproducing method comprising the steps of:
25 readingout encryptiondatafromoneofaplurality
of data areas on a memory medium having the plurality of

data areas, a plurality of lead-in areas, and a plurality
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encryption data is recorded into said | ead-out area. 48.- A nenory nedi um
.according to claim47, wherein said additional information is copyright

" managenent information for restricting reproduction/copy of said
encryption data. 33 49. A nenory nedi um according to claimd47, wherein as
said additional information, additional information as a decrypting key for
decrypting said encryption data is recorded into said | ead-out area. 5
50. A nmenorys negharewhi £Redas a plurality of data areas, a plurality of

| ead-in areas, and a plurality of |ead-out areas and in which said
encryption data whi chré&dimgotitedditiionalaink ciaift tsreasrréspenaindgd and 10
additional information corresponding to said encryption data is recorded

i nto one oftsanddnomipntiomoilatedttamone edissaiol pdnradf tyafdleadrani ty of

| ead- out areas. 51. A nenory nedium according to claim50, wherein said
addi ti onal ardas rex i e it copid i purabl taned ehead - owt oapeas pnaR@r
restricting reproduction/copy of said encryption data. 52. A _nenory medi um
accotding to cl ai m 5EeRFRGIEGH I Faidhiepcqy@ tidioondrteniBr Aa€PBA2NERdi t i onal
information as a decéﬁ%—&%ﬁf for, decryﬂ%glgmsa_l d 20 encryption data is

recorded i M a319 1igjonal ation.
45. A reproducing method according to claim 44,
wherein

reproduction of said encryption data is

10 restricted in accordance with said read-out additional
information.
46. A reproducing method according to claim 44,
wherein

said encryption data i1s decrypted in accordance
15 with said read-out additional information, and
said decrypted data is reproduced.
47, A memory medium
which has a data area, a lead-in area, and a
lead-out area and
20 in which encryption data is recorded into said
data area and
additional information corresponding to said
encryption data is recorded into said lead-out area.
48 . A memory medium according to claim 47, wherein
25 said additional information is copyright
management information for restricting reproduction/copy

of said encryption data.
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49. A memory medium according to claim 47, wherein
as said additional information, additional
information as a decrypting key for decrypting said
encryption data is recorded into said lead-out area.
50. A memory medium
which has a plurality of data areas, a plurality
of lead-in areas, and a plurality of lead-out areas and
in'which said encryption data which is inputted
into said data areas is recorded and
additional information corresponding to said encryption
data is recorded into one of said plurality of lead-in areas
or one of said plurality of lead-out areas.
51. A memory medium according to claim 50, wherein
said additional information is copyright
management information for restricting reproduction/copy
of said encryption data.
52. A memory medium according to claim 50, wherein
as said additional information, additional
information as a decrypting key for decrypting said

encryption data is recorded into said lead-out area.
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