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Packet radic system and methods for a protocbl-

_1ndependent rout:.ng of a data packet in packet radio
networks ' '

Ficld of the Invention _
' The present J.nventlon relates to routing data

packets J.ndependently of protocol between a mobile station

"of a packet radio network: and a party connected to an

'external network.
' Background of the ‘Invention

Mobile _cominﬁ_r_xication systems have been developed
because there has been a need to free people to move away
from fixed telephone ‘terminals ‘without 1losing their
reachability. While the use of different _d_ata transmission

. services in offices has increased, different data services
‘have also been introduced into mobile communication
‘systems. Portable computers enable efficient data

processing everjrwhere-.' the user moves. As for mobile

. communication networks, they provide the user with an

efficient access network to "actual data networks for
mobile data transmission. In order to do this, different
new data services are’ designed for existing and future
mobile communication  networks. _' -Digital" mobile
communic_ation 'systems', "such .as ~the pan-European mobile
communication system GSM (Global System for Mobile

' Communication), support 'part_icularly ‘well mobile data

transm:.ss:.on .
General Packet: Radio Serv:.ce GPRS is a new

service in the GSM system, and it 1s_ one the items of the
standardization work of the GSM phase 2+ in ETSI (European
Telecommunication  Standard  Institute).  The GPRS

 operational environment consists of one or more sub-

network service areas, which are interconnected by a GPRS
backbone network. A sub-network comprises a number of
packet data service nodes, which are referred to as GPRS
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support nodesf(er:agentS) in this context, each packet

data service node;'being' connected to a GSM mobile
communication network in such a manner that it is capable

of providing a packet' data service for mobile data

terminal equipments via. several base stations, i.e. cells.

The 1ntermed1ate moblle communication network prov1des
c1rcu1t sw1tched or packet switched data transmission
between a suppqrt.‘node and. mobile data terminal
equipments. Different'sub—networks aretconnected ‘to an-:

. external data network, such as a public switched packet

data network PSPDN. The GPRS service thus produces packet

‘data transmission between mobile data terminal equipments
‘and external data networks, a GSM network acting as an
~access network. One aspect of the GPRS service network is

that it operates almost independently of the GSM network.
One of the requirements set for the GPRS service is that
it must operate together with external PSPDNs of dlfferent'
types, for 1nstance.w1th Internet or X.25 networks. In
other words,'the'GPRS'service.and a GSM network should be
capable of ser#ing all users, irrespective,of which type
of data networks they'want to register in via the GSM .
network. This means that the GSM network and the GPRS
service have to. support-.and handle different network
addressings.and data_packet formats. This handling of data
packets also comprises the routing thereof in a packet
radioc network. In addition, the users should be capable of
roaming from a_GPRS-home-network'into an extraneous GPRS
network, the backbone network of the operator of which may
support a different protocol (for instance CLNP) than the
home network (for instance X.25).
Disclosure of the Ihvention

The object of the present invention is ‘to route
data packets of dlfferent protocols in a packet rad:.o'
system. _ o _
' ' This is._" achieved with a packet radio network’
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comprx.s:.ng a protocol independent rout:l.ng of data packets '

between a mobile statlon and a party connected to an’
external network. The - packet radio  network . is
characterized according to the invention in that in the
internal routing of the packet radio network, a data
packet rece:.ved from a mobile station or an external
network 1s encapsulated according to the internal protocol

| of the packet radio network.

The present invention also relates to a method
for a protocol-independent routing of packets in a pac_ket
radio network between a mobile station and ‘a party

. connected to an external network The. method is

character:.zed ‘according to the lnventlon by
encapsulatlng data packets rece:.ved from the
mobile station or from the external network, according to
the protocol of the packet radio network, |
routing an encapsulated data packet in the packet
radio network, according to the protocol of the packet
radio network o . '- -

_ str:Lpp:Lng the encapsulat:.on according to the
protocol of the packet radio network away when the data
packet is transferred from the packet radio network to the -
external network having a different protocol than the
packet radio netwo_rk..

The invention also relates to a method according
to claim ‘7 for routing a mobile ‘terminated data  packet

from the sending party via an external network when the

mobile station is ‘located in its home packet radio

network. : _ _
The '_inventicn_ also relates to a method according
to claim 8 for routing a mobile originated data packet via .
an external data network to the receiving party when the |
mobile subscrlber is located in his home packet rad:Lo

" network or is visiting a packet radio network . wh:.ch

supports the protocol of the rece1v1ng party.
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The lnventlon also relates to a method accordlng

to claim 9 for routing a mobile terminated data packet
“ when the mobile station is located outside the home- packet
‘radio network, and routing between packet radio networks’

is requlred

The invention also relates to a method according
to clalm 10 for routlng a mobile originated data packet
via an ‘external data network to the receiving party when
the mobile station is located outside the home packet
radio network in an extraneous packet radio network which
does not support the first protocol used by the mobile

The invention also felates'to a method according

to clalm 11 for routing a mobile orlglnated data packet

via a second packet radlo network and an external data
network to the receiving party when the mobile station is
located outside the home packet radio network in an

extraneous packet radio network which does not support the

flrst protocol used by the mobile station.

In the 1nventlon, a data packet of an extraneous
protocol is transferred through a packet radio  network:
using.another-protocol as encapsulated in a data packet
according to this another protocol. The transferring
packet radio network does not thus need to understand the
protocol of the transferred extraneous data packet or to
be able to interpret the contents of the data packet. A

data packet network is connected to other data packet
_networks, data networks or the backbone network between
‘packet data networks via a gateway node, which uses the
. network-internal protocol towards the dedicated packet

network and the protocol of each network towards other
networks. When a data packet is transferred via a gateway -
node from a network into another network the data packet
is encapsulated in a packet accordlng to the protocol of
the new network. If the data packet was encapsulated also
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in the previous network, this previous encapsulation is
stripped away before a new encapsulation. When the
encapsulated data packet arrives-in a node which supports

‘the protocol of the = encapsulated data . packet, the

encapsulation is strlpped away and the data packet is
routed forward according to the protocol of the data

. paoketq The.support-node or the home node which sends the
' encapsulated packet'to‘the gateway node does not need to

- know whether the gateway node supports the protocol of the
:_encapsulated packet or not.

'Due to the 1nventlon, a moblle termlnated or a

mobile originated data packet can be routed through one or

more packet radio networks or a network connecting them

- without any of the networks having to support the protocol

used by the mobile station. The data packet is merely re-

7enoapsu1ated'_in each  network that uses an extraneous

protocol. The invention enables the implementation of

1paoket radio networks of different operators and that of

networks connecting them'by;protocols differing from one .
another, without preventing, however, the roaming of a

_mobile station in netWOrks of different operators and the

routing of data packets.
The home support node of the home packet data .

network of a mobile station is prov;ded wzth a database,
which maps together the network address of the mobile
station, for instance in an IP network, X.25 network "CLNP
network or in a number -of these simultaneously, and the
roaming number of the mobile station. The roaming number
may consist of the identifier of that support node within
the area of which the mobile_station is located, and of
the _temporary, link-level ~identifier of 'the_-mobile
station, which is received from said ‘support node -in
connection with the registration or location updating of
the mobile station. The roaming number is-independent_of
the backbone network protococl used by the operator._The-:
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'moblle statlon may have several protocols or several

addresses w1th the same protocol The invention also
enables so-called virtual mobile stations; one mobile
station is used by a number of users, each of which has a

‘dedicated network address as mapped in the roamlng number

of the same mobile station, whereby the mobile statlon_
"appears" as ~several mobile stations. Due to the

encapsulation procedure of the invention, a data packet'
arriving from an external network can always be routed,
independentlyfof the'protocol of-the'packet, to the home

support node of the mobile station, from where it can then .
-be forwarded to the mobile statibn by means of the roaming.

number; which is found by means of ‘the mobile statlon'
network address contained by the data packet. The mapplng
between the mobile station network address (for instance -
an IP address, X.25 address and/or CLNP address) and the
mobile station roaming' number is 'dynamic,_ because’ the
roaming number changes every time the mobile statlon moves
from the area of one support node into the area of" another;.
support node. . _ .

" By means of the lnventlon, it is also poss1ble to
ehorten the routing Qf data packets or1g1nat1ng_from_e

mobile station which is located in an-extranebus network.

Brzef Descripticn of the Figures
In the following, the inverntion will be descrlbed

by means of preferred embodiments with reference to .the
accompanying drawxng. in which '_
Figure 1 shows two GPRS networks according to the
invention and data networks associated with them,_'_
'Figure'z'is a block diagram and Figure 3 . ie'a'-
81gna111ng dlagram which illustrate the routing of ‘a
mobile terminated packet according to the 1nventlon,:
Figure 4 is a block dlagram and Figure 5 is a
signalling diagram which illustrate the routing of a-

mobile originated packet according to the invention,-
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Figure 6 is a block diagram and Figure 7 is a

signalling diagram which illustrate the routing of a

mobile terminated packet according to the invention when

- the mobile station is located in an ‘extraneous GPRS

network, :
- Figure 8 is a block diagram and Figure 9 is a

31gna111ng dlagram which illustrate the routing of a
mobile orlglnated packet according to.the ;nventlon when
the mobile station is located in an extraneous GPRS
network which'supports the protoéol'of the mobile stationm,

Flgure 10 is a block diagram and Flgure 11 is a

signalling diagram which. 1llustrate the routlng of a

mobile orlglnated packet accordlng to the invention. when
the mobile station is located in an extraneous GPRS
network and the packet is forwarded via the home network,

: Figure 12 is a block dlagram and Figure 13 is a
signalling diagram which illustrate the routing of a:
mobile originated packet according to the invention when
the mobile station is located in an extraneous network,
and thé-packet is routed via a third network.

" Detailed -Description of the Preferred Embodiments

. The present invention can be used for routing

| data packets in packet radic systems of different types.

The invention is partlcularly well suited to be used for
1mp1ement1ng the general packet radio service GPRS in the
pan-European digital mobile communication system GSM
(Global System for ‘Mobile Communication) or in
corresponding mobile communication systemé, such as
DCS1800 and PCN:(Personal Communication Network). In the.
following, the preferred embodiments of the invention will
be described by means of a GPRS packet radio network
consisting of the GPRS service and the GSM system, without
restricting' the 'iniréntion to such a parﬁicu_lar__ packet

- radio system, however.

Figure 1 1llustrates a telecommunlcatlon system
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which includes GPRS packet radlo networks, local networks,

data - networks, etc. Flgure 1 shows two GPRS operators,

- operator 1 and operator 2, each of which has two GERS
-support nodes (GPRS SN}, one GPRS home support node (GPRS

HSN), a GPRS gateway support “node {GPRS GSN) and
interworking functions (IWF). These _different.'support'
nodes GPRS SN, GPRS HSN and GPRS GSN are interconnected by
the intra- -operator backbone network. )

‘Each support node GPRS SN controls a packet data
service within the area of one or more cells in a cellular
packet radio netwdrk._For'this,'each support node GPRS SN
is connected to a certain local part of the GSM mobile
SYStem. This eonnection is typically provided in almobile
exchange, but in some situations it may be advantageous to
provide the connection directly in the'base station system
BSS, i.e. in a base station controller BSC or one of the
base stations BTs; The mobile station Msplocated in a cell
communicates over the radio interface with a base station

- BTS and-further'through the mobile. communication network

with the support node GPRS SN to the service area of which
the cell belongs. In principle, the mobile communieatibn
network existing between the éupport node GPRS SN and the
mobile station MS merely delivers packets between these
two. In order to do this, the mobile commuhieation network -

may provide either a circuit switched connection or packet

switched data packet transmission between the mobile
station MS and the serving support node GPRS SN. An
example of a circuit switched connection between a mobile

- station MS and a support node (agent) is given in_Finnish.

Patent Application 934115. An example of packet switched
data transmission between a mobile station MS and a
support node (agent) is given in Finnish Patent
Application 940314} However, it should be noticed that the
mobile communication network-prOVides merely a physical
eopnection between the mobile station MS and the support
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node GPRS SN, and the exact operation and structure

 thereof do not have essential significance as regards the

invention. As for more detailed description of the GSM

'.sy_stem, ;r'eferencé .~ is made, however, to ETSI/GSM

specifications and _to' "The GSM System  for Mocbile
Communlcatlons“ M. Mouly . and M. Pautet, Palaiseau,

~ France, 1992 ISBN 2-9507190-07-7. .

‘A typical ' mobile station const:.tutlng a moblle'

data terminal equ:.pment consists of a mobile station 3
(MS) in a mobile communication _network, and a portable
computer 4 connected to the data interface of said mobile

"station MS. The mobile station 3 may be for instance a

Nokia 2110, which is rhanufactured by Nokia Mobile Phones

.' :Ltd., F:Lnland By means of a PCMCIA-type Nokia Cellular
' Datacard, which is manufactured by Nokia Mobile . Phones

Ltd., the mobile station can be connected to any portable

PC which . is provided with a PCMCIA card location. The

. PCMCIA card thus provldes the PC with an access point,
which supports the protocol of the telecommunication

application used in the PC 4, for ‘instance CCITT X.25 or
Internet Protocol IP. Alternatlvely, the mobile station

may dlrectly prov:.de an access point which - support:s the_-

protchl used by the application of the PC 4. Furthermore..

it is possible that the mobile station 3 and the PC 4 are
"integrated into one unit within which the application'

program is provided'ﬁrith_ an access point supporting the

protocol used by it.

A home support node GPRS HSN is used for storing’
the locatlon information of GPRS mob:.le stations and for

'authenta.catlng GPRS mobile stations. The GPRS HSN also
routes mobile terminated (MT) data packets. The GPRS HSN
also includes a database, which maps together the network

addréss of a mobile station, for instance in an IP
network, .X.25 network, CLNP network or in a number of
these_ gimultaneously, and the GPRS roaming number GPRS-
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MRNB of the mobile station. The GPRS roaming number may
cons1st of the 1dent1f1er of that GPRS support node GPRS
SN within the area of which' the mobile station. is

currently located, and of the temporary, link-level
identifier TLLI of the mobile station, which is received

;ifrom ‘said support node GPRS SN in connection with the

registration or 1ocation updating of the mobile station.

The mapping between the mobile station. network address
(for instance an IP address, X. 25 address and/or CLNP
address)  and the mobile station roaming number GPRS-MRNB

~ is dynamic, because the roaming number changes every time

the mobile station moves from the area of one support node

'GPRS ' SN into the area of another support node. When the

mobile station moves from one cell into another within thep

‘area of one support node GPRS SN, it is only necessary to .
- perform a location updating in the support node GPRS SN,

and there is no need to inform the home support node GBRS

"HSN of the change in 'location. When the mobile station
: moves from a cell of one support node - GPRS SN into a cell

of another GPRS SN within the area of the same cperator,
an updating is also performed in the home support. node -
GPRS HSN to store the identifier of the new visited
support node and the new roaming number GPRS-MRNB of the

" mobile station. When the mobile station moves from a cell .

located within the area of one operator into a cell -

- located within the area of another operator, the new
-roaming.number_GPRS-MRNB-of the mobile station and the new
identifier of the visited support node are updated in the =

home support node GPRS HSN of the mobile station. The .. =

registration process of the mobile station is thus in
pr1nc1ple the same as within the. area of one operator. '

The intra-operator backbone network, Whlch
interconnects the equipments GPRS HSN, GPRS SN and GPRS

'hGSN of the operator, may. be implemented for instance with
a local-network. It should be noticed that it is also
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possible to _im'plement a GPRS network of an operator
without an intra-operator backbone network, for instance
by implementing all aspects in a single computer, but this
modification does not cause any changes in the manner the
routing protocols of the invention behave. '

A GPRS gateway support node GPRS ‘@GSN connects the-
operator to the GPRS systems of the other operators of the

_GPRS network and to data networks, such -as an inter-

operator backbone network, IP network or X.25 network. An

. interworking function IWF is provided between the 'gat'eway

support node GPRS GSN and the other networks. It should be
notice'd_ that a GPRS network can be implemented without the
gateway support node GPRS GSN, but in such a case all

-s.uppo.r_t nodes GPRS SN and home 'support nodes: GPRS HSN

should use the same protocol towards the inter-operator
backbone network as the gateway support nodes GPRS GSN of

the other operatore
An 1nter—operator backbone network is a network

via wh_i.ch the gateway support nodes GPRS GSN of different

' operators = can communicate with one another. This
communication is required to support GPRS roaming between -

different GPRS networks. This inter- operator backbone
network can be 1mplemented by us:mg for instance X.25, IP,
CLNP or other networks, as long as  the gateway support_
nodes GPRS GSN of both parties use the same protocols

towards the inter-operator backbone network.
For instance, -if the inter-operator - backbone

network is an IP network, the operator 1 may -internally
‘use an X.25 network (in the intra-operator backbone. - ..

network of the operator 1},  and the .operator 2 may
internally use an CLNP network (1n the :Lntra operator
backbone network o‘f_ the operator 2). The gateway support
node GPRS GSN of:the' operator 1 should thus use the X.25
protocol locally and the IP protocol towards the inter- .
operator backbone network over ‘the interworking function
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IWF Correspondlngly, the gateway support node GPRS GSN of .

the operator 2 should use the CLNP protocol locally and

the IP protocol over the 1nterwork1ng function IWF.
) Figure 1 also shows a host computer Host, which
is connected to a 1lécal network, which is further

‘connected’ via a router to an IPX 'network._ A similar

connec;ion can also be constructed in other data networks,
such as an X.25 network. .

In the following, the present invention will be
described by means of an example, assuming that the host .
computer'HoSt desires to send mesaages to a GPRS mobile
statlon and recelve messages therefrom by using IPX
protocols. IPX protocol is used only as an example in this
context, and the routlng events described below are
implemented in the same manner-also when IP, X.25 or CLNP.

protocols are..ﬁsed' as end—to-end_'protocols. In ‘"this

example, it is also assumed _that;%the intra-operator
backbone network of the operator 1 is based on a X.25
network and that the intra—operator backbone network of

'the_operatdr_z is based on a CLNP network, whereas the

inter-operator backbone network is-_based on the 1IP
protocol. The”purpose of this configuration is merely to
1llustrate how the routlng of a message can be handled
despite-the fact that different network' protocols are used

1n dlfferent networks._

Routing packets within the GPRS network of one operator

‘This chapter describes the routing-procedureﬁqfu'
the invention when a mobile station is located in its GPRS
home network, and inter-operator routing is not required.
In the routing example presented below, IPX data packets
are used, but a similar routing mechanism can also be used
in ‘connection with other protocols, such as IP, X.25 and

CLNE.
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Mocbile terminated (MT) packets

Figure 2 . illustrates the routing of mobile

teminated (MT) packets when the host computer Host sends

an IPX packet to a m_ob"ile station of the operator 1 by
using an IPX . message. The routing event is also shown in
Figure 3 as a s:.gnall:.ng diagram. The numberlng ‘used 1n

~ the following descr:.ptlon corresponds to that used in

Fzgures 2 and 3. : :
1. The host computer Host sends a data packet,

-whlch conta:.ns the IPX address MS IPX of the mobile

station, the. IPx address Host-IPX of the host computer- and
data, by us:.ng normal . IPX message structures. The data
packet contains the IPX address of the mobile statlon The
data packet is fo_rward.ed via the local .network,_ router,
IPX data network and interworking function _IWF' to the
ga'teway support node GPRS GSN of ‘the operator 1 by using

-normal IPX routing" methods and the IpX address of the

mobJ.le station. :
2. The GPRS GSN encapsulates ‘the received IPX

packet in an X. 25 packet, which is used "in the intra-

‘operator backbone network of the operator . 1. The X.25
‘packet is provided with the address GPRS-HSN1-X.25 of the

home support node of the operator 1 and with the address

'GPRS-GSN1-X.25 of the gateway support node. The GPRS GSN

forwards the x.zls'packer__ to the _home' support node GPRS HSN
via the intra-operator backbone n_etv_zork of the operator 1.
The encapsulation format may be for instance the same as

the one used in Point-to-Point Protocol* PPP, which will’ bei—-'---'«?-“--' :

described in  more detall below._ PPP als_o contains an
identification field, which can be used for determining
the protocol type of the encapsulated data packet (IPX in
this case). The GPRS GSN forwards the X.25 packet to the.

home support node GPRS HSN via the 1ntra ~-operator backbone
network of the operator 1. :
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3. . The GPRS HSN receives the X.25 packet and
checks the actual receiver, i.e. the IPX address MS-IPX of
the -mobile station. The GPRS HSN finds the GPRS roaming
number GPRS-MRNB of the mobile station in its internal
database by means of the IPX address MS-IPX of the mobile -
station. It should be noticed that the home-support node
GPRS HSN does not necessarily have to use IPX protocols
itself or be.familiar with the IPX routing mechanism, but -
it only needs. to' know the asSOeiation. between  IPX
addresses and moblle stations. If the mobile station has
other network addresses (for instance an IP, X.25 and/or |

. CLNP address), ‘the roaming number is found in the same

manner by means of the mapplng of the database of the home
support node. Flnally, in the example of Figures 2 and 3,
the GPRS HSN encapsulates the IPX packet in an X.25

Ipacket, which also'contains the address GPRS-SN1-X.25 of .

the visited support node, the home support node's own

~ address GPRS-HSN1-X.25, the roaming number GPRS-MRNB1 of
- the mobile station, and the home roaming number GPRS-HRNB.

The home roaming number is the ‘roaming number of the home

'_locatlon reglster of the mobile station in a GPRS network.

The GPRS HSN then sends the encapsulated data packet -

'forward to said support node GPRS SN.

'4. _The support node GPRS SN receives the -IPX
data packet encapsulated in the X.25 packet, encapsulates -
the IPX data packet in a GPRS_radio;link'protocdl data
packet; and Sends it over the GPRS radio interface to the
mobile station.'The GPRS packet also contains the TLLI of .

_ the, moblle statlon.HThe eggegﬁnmplementatlon of the radio
'llnk protocol is not essential as regards the invention.

As an example of sendlng data packets over the GPRS
interface, a copending Finnish Patent“Application 950117
is referred to. The'sﬁpport_node-GPRs SN does not need to
understand the protocol (IPX in this'¢asel‘the mobile

station uses.
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5. The mobile station receives the GPRS packet
over the radio interface and forwards the IPX packet
provided therein to the application associated with the

mobile station.

Mobile originated.(MO) psckets

The follow1ng is a descrlptlon of MO  packet
routlng with reference to Flgure 4 ina 51tuatlon where a
mobile- statlon sends an IPX packet to the host computer

‘Host. The - same routing event is presented by means of a

signalling dlagram in Flgure 5. The numbering used in the
follow1ng corresponds to that used in Figures 4 and 5.

_ The moblle station receives, from the application
associated w1th it, an IPX packet, ‘which contalns the IPX

address Host-IPX of the host computer, the IPX address MS-
IPX of the moblle statlon, and data. '

1. The mobile station encapsulates the _IPX:
packet in a GPRS packet, which also contains the TLLI of.
the mobile station. The mobile station sends the GPRS.
packet over the radlo 1nterface to the serving support .

node GPRS SN. s _ . _
. 2. The GPRS SN receives the GPRS'packet over the
air interface;pand-encepsulates the IPX packet provided

therein in an X.25 packet without interpreting the

contents of the encapsulated IPX packet in more detail.

The support node GPRS SN does not thus need to understand
the protocol used by the mobile station (IPX). The GPRS SN
also -includes the X.28 address GPRS-GSN1-X.25 of the
gateway . support node, its own address GPRS-SN1-X.25, the
roaming number GPRS MRNB of the mobile station and the

home roaming number GPRS-HRNB in- the X.25 packet_

Thereafter, the GPRS. SN routes the X. 25 packet .to the

gateway support node GPRS GSN by uslng the X.25 backbone_

network

B .
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3. The GPRS GSN receives the X.25 data packet

_and checks the protocol of the encapsulated IPX packet.
Since the GPRS GSN supports the IPX protocol itself

(towards - the data mnetworks), it  strips the X.25

' encapsulation away and sends the .IPX packet via IPX remote

networks to the host computer Host by using normal IPX

routing mechanisms.
Inter-operator packet routing

_ This chapter describes the routing principle of
packet data when a mobile station is not located within
its GPRS home network, and inter-operator routing 'is

required.

| Mobile terminated (MT) packets

"The follow1ng is a descrlptlon of MT packet
routlng with reference to Figures 6 and 7 when a mobile

~ station is located out51de its home network and the host
- computer Host sends an IPX packet to the mobile station by

'u31ng an IPX message.

1 and 2. The sending of the IPX packet from the
host computer Host to the gateway support node of the
operator 1 and therefrom further to the home support node .

‘GPRS HSN is 1dent1ca1 with Figures 2 and 3.
3. The GPRS HSN receives the X.25 packet and

- checks the actual receiver by means of the IPX address MS-

IPX of the mobile station. By means of the IPX address MS- =
IPX, the GPRS HSN finds the GPRS roaming number GPRS MRNB
of the mobile station. In this case,_the_moblle station is
not located w;thln the same network, wherefore the GPRS
HSN encapsulates the IPX packet in an X.25 packet and

:'sends the XQZS packet to the'gateway support node'GPRsp'-
~ GSN. ' - o
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4. The GPRS GSN contains the addresses of the

gateway support nodes GPRS GSN of the other operators. The
'GPRS GSN checks the roaming number GPRS MRNB of the mobile

statlon and encapsulates the IPX packet in an IP packet,

which also contains the IP address GPRS GSNz IP of the

gateway support node. of the operator 2, its own IP address

‘GPRS-GSN1-IP, the roamlng number GPRS-MRNB of the mobile
'statlon and the home roamlng number GPRS-HRNB. Thereafter,'

the GPRS GSN sends the IP. packet to. the gateway support
node GPRS GSN of the_operator 2 via the inter-operator

backbone network. : _ |
5. The 'GPRS GSN of the operator 2 strlps the

-encapsulatlon of the orlglnal IPX packet away in the IP

packet and re- encapsulates it in & CLNP packet, whlch also-
contains the address GPRS-SN2-CLNP of that support node
GPRS SN where the mobile station is located, the. gateway
support node's own address GPRS-GSN2- -CLNP, and the roaming

number GPRS-MRNB of the mobile .station and the home

roaming number GPRS-HRNE. The GPRS GSN of the operator 2_.f
then forwards the CLNP packet . via the intra- operator

backbone network (CLNP) to the support node GPRS SN.
6. The GPRS SN strips the encapsulation of the

IPX packet away and re-encapsulates it in a GPRS packet,fﬂ;VE
‘which also contains the TLLI of the mobile station. The

GPRS SN sends the GPRS packet over the radio interface to

the mobile statzon
7. . The mobile-station receives the GPRS packet

over the radio interface and strips the encapsulatlon of .

the IPX packet away. Thereafter, the mobile station _
forwards the IPX packet to the application associated with .

- The roaming number GPRS-MRNB and the home roaming
numbexr ' GPRS-HRNB of the mobile station.areiforwarded with

‘the packets_all_the distance'betWeen the GPRS HSN and the

GPRS SN of the operator 2. On the basis of these numbers,



wWO%n1983 | o PCT/FI96/00019

15

-20

25

30

35.

‘packets:

18
each node provided along the route is able to route the
packet forward by the protocol and addressing used in each

network.

_ Mobile originated (MO) packets

There'.are three alternatives for handling MO_

- the visited GPRS system supports the.protocol-f

" of the mobile statlon,j

F_the visited GPRS system does not support the"

-protocol of the mobile statlon, and the data is routed via

the home GPRS GSN of the moblle statlon,
“the. v1s1ted GPRS system does not support the
protocol of the mobile statlon, and the ‘data is routed via

the GPRS GSN of a third party

' Vigsited operator. supports the protocol "of the. mobzle_

station
The follow1ng is a descrlptlon of MO packet -

'routing-w1th reference to Figures 8 and 9 when a mobile .

station is located outside its home network, and the
visited'network understands the protocol of the mobile .
station. In the example, the mobile station sends an IPX

packet to the host computer Host.

The mobile’ statlon receives an IPX packet from _

the appllcatlon assoc1ated wzth 1t

1.]_ ‘The mobile station encapsulates the IPX
packet in a GPRS packet, which also contains the TLLI of

the mobile station.. The mobile station sends the GPRS
- packet oVer -the radio 1nterface_to.the serving support .

- node GPRS SN of the operator 2.

2. - The GPRS SN recelves the GPRS packet and
encapsulates ‘the IPX packet in a CLNP packet w1thout-

plnterpretlng the contehts of . the IPX packet. Thereafter,
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the GPRS SN forwards the CLNP packet to the gateway
' support node GPRS GSN of the operator 2 by using the

intra-operator backbone network of the operator 2 (CLNP).
The visited support node GPRS SN of the operator 2 does

| not need to know if the systein supports the protocol used

by the mobile station, since the packet structure sent to

the gateway support node GPRS GSN is the same in all "
cases. . . '
3. The GPRS GSN receives the CLNP packet ‘and
str:l.ps the encapsulatlon of the IPX packet away. Since the
GPRS GSN supports the IPX protocol towards the data
networks itself, it sends the IPX_-packe_t v:La_ IPX networks_

to the host compnter'- Host by using normal IPX routing

mechanisms.

_Vis:.ted network does not support the protocol of the
- mobile station ' '

The follow:.ng is a descrlpt:.on of MO packet
rout:.ng with reference to Figures 10 and 11 when a mobile
station is located outside its own home network, and the
visited network does not .support ‘the protocol of the
mobile station, as a result of whlch the packet must be

‘routed via the operator 1. In ‘the example, the mobile -

station sends an IPX packet to the host computer.
1 and 2. These stages are identical with the -

stages 1 and 2 of Figures 8 and 9.

_ 3. The GPRS GSN rece:.ves the C’LNP packet and
checks the protocol of the IPX packet Since the GPRS GSN
does not support the IPX protocol towards the data

networks 1tself it encapsulates the or1g1na1 IPX packet

in an IpP packet,' which is sent to the gateway support nodej

GPRS GSN of the operator 1.
- 4. The GPRS GSN of the operator 1 receives the

" IPX packet encapsulated in the IP packet and checks its

protocol. Since the GPRS GSN of the operator 1 supports

the IPX protocol towards the data networks +itself, it
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strips_the encapsulation away and sends the original IPX

‘packet via IPX networks to the host computer Host.

- The packet can also be routed via the network of
the operator 1 in a forced manner, for instance for

'bllllng or securlty reasons.

_Visited'operator does not support the protocol of the

mobile station; routing via the gateway of a third party
The following 'is a description of MO packet.

routing with reference to Figures 12 and 13 when a

mobile station is located outside its home network, and

the visited network does not understand the protocol of

the mobile station, as a result'of which the packet is

-routed via the GPRS network of a thlrd party. In the

example, the mobile station sends an IPX packet to the

host computer. o _
1 and 2. These stages are identical with the

_stages 1 and 2 of Figures 8 and 9.

3. The GPRS GSN of the operator 2 recelves the
CLNP packet and. checks the protocol of the- encapsulated
IPX packet. Since the GPRS GSN does not support the IPX

. protocol towards the data networks ltself it

encapsulates the_orlglnal IPX packet in an IP packet and
sends the IpP: packet'to the gateway'support node GPRS GSN
of the operator 3, since the operator 2 has made an
agreement w1th the operator 3 to forward IPX packets

4. The GPRS GSN of the operator 3 receives the
IPX packet encapsulated in the 'IP packet via the inter-
operator backbone network and checks the protocol of the

- encapsulated IPX packet. Since this GPRS GSN .supports the
IPX protocol towards-the data networks itself, it strips
- the encapsulation away and”sends the original IPX packet =

via IPX networks to the host computer Host.
The method described above may simplify packet

routing for instance in the following situation. If a



WO 9621983 St ' R PCT/FIS6/00019

10

15

20

] 21 -

mobile. statzon of a Finnish operator is v1s1t1ng Germany

- and communlcatlng with a German host computer Host, and

the visited GPRS network does not support the protocol of
the mobile station, it is possible, by means of the
method of the_invention,ﬂto avoid back and forth traffic
between Germany-and Finland in the inter-operator '
backbone'network in"the case of mobile originated
packets, since the packets can be routed to the host -
computer via another German ‘GPRS. operator, whlch supports

the IPX protocol
- As stated above, a protocol suited for

'encapsulatlng data packets in GPRS networks is. P01nt to- ;
- Point Protocol (PPP) deflned in standards RFC 1661 and

1662 of Internet Architecture'Board (ihB) PPP uses the

_prlnclples, termlnology and frame structure of ISO-3309-

1979 High- level Data Link Control (HDLC) procedures. One

-solutlon for uslng the PPP protocol in GPRS networks and

for transferrlng packets by the GPRS protocol over the

‘radio interface is disclosed in a copend1ng Flnnlsh
' Patent Appllcatlon 950117.

~ The flgures and the descrlptlon relating thereto-
are merely intended to lllustrate the present invention.

In its details, the znventlon may vary within the scope

and spirit of the appended clalms
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'Claims

'_1. ‘A packet radio network compr151ng a

a-protocol 1ndependent routlng of data packets between a-

mob;le statlonaand.a party connected to an external
network, c haracteri z e d in that
o . in the 1nterna1 routlng of the packet radio

fnetwork a data packet received from a mobile statlon or

an external network is encapsulated accordlng to the

Tlnternal protocol ‘of the packet radio network.

2. A packet ‘radio system according to. claim 1,

. cha racterized in that the packet radio
_ network comprlses support nodes, which are interconnected
by an internal packet network, either within one computer'_

or ‘a plurallty of computers, and that all the support .

nodes use the_lnternal protocol of the packet network

towards the internal packet-network;_and that the nodes
serving the mobile stations use a radio link protocol

_towards the radiO'interface, and a gateway support node,

which connects the packet radio: network to at least one

-pexternal network uses the protocol of. the external

network towards the external network.
3. A packet radio system accordlng to claim 2,

cha r.a_c terized in that said at least one

external network is another packet radio network, a
network'interconnecting packet radio networks, and/or

data network.
' . 4.. A packet radlo system according to claim 2

"or 3, characterisz ‘e d in that the gateway

support node encapsulates a data packet to be sent to the
external network_in"a packet according to the protocol of
the external network if the data is sent to an external
backbone network, but does mot .encapsulate the data |

ppacket if it is sent to a data network.

5. A packet radio- system accordlng to claim 1,

AN T A |
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_c h a racter ized in that the home support node

of the mobile station maintains information which maps
the network address of the mobile station with the
roamlng number of the mobile statlon, said roaming number
allowzng a mobile terminated packet to be routed to the

'support node within the area of Wthh the moblle station

is located. o _ _
6. A method for a protocol-independent:routing

of packets in a'packet radio network between a mobile

station and a party connected to an external network,

'__c haracterized by

'encapsulatlng ‘data packets received from the.
mobile statlon or from the external network, accordlng to
the protocol of the packet radio network, '

routlng an encapsulated data packet in the
packet radio network according to the protocol of the'

packet radlo network,

strlpplng the encapsulation according to the
protocol of the packet radio network away when the data
packet is transferred from the packet radio network to

"the external network

7. A method for routlng a moblle termlnated

data packet from a sending party via an external network'
“when the mobile station is located within its home paéket

radio network, characterized by
.sendlng by the sendlng party a data packet
according to a first protocol said data packet )

_containing the network address according to the flrst
‘protocol for the mobile station,

routing the data packet via one or more external

networks to the gateWay support node of the home network

of the mobile stat;on by uslng a routing according to the

first protocol

encapsulatlng by the gateway support node the |

:data packet of the flrst protocol accoxrding to the .

* [ L M S *
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1nternal protocol of the home network, _
.sending by the gateway support node ‘the

fencapsulated data packet to the _home support node of the

mobile station, _ _
determlnlng by the home support ncde of the

mobile station the roaming number of the mobile station

by'means of'said mobile station network address of the

first protocol

routing by the home support node the"
encapsulated data packet to the support node 1nd1cated by
the roaming number in the home network,
. stripping by said support node the encapsulation.d

"_according to the internal protocol of the home network

away and sending the data packet over the radio interface
to the mobile station as encapsulated accordlng to a

-spec1al radlo link protocol

strlpplng by the mobile statlon ‘the

- encapsulatlon accordlng to the radio link protocol away.

8. A method for routing a mobile orlglnated
data packet via an external data network to a receiving

f.party when the mobile subscriber_is'located within his

home packet radio network or is visiting a packetzradio
network'which supports the protocol of the receiving .
party, c haracterizedby.

encapsulating by the mobile station a data
packet of a first protocol according to a special radio

~ 1link protocol; said data packet containing the network

address of thelfirst protocol for the receiving party,
sending by the mobile station the data packet

'encapsulated according to the radio llnk protocol over
‘the radio interface to a support node serV1ng the moblle

station in the packet radio network,
strlpplng by the serving node the encapsulatlon

~according to ‘the radio link protocol away and
'encapsulatlng the data packet of the flrst protocol

TR
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accordlng to the 1nternal protocol of the packet radlo'

network, _
.routlng by the serv1ng node the encapsulated o

‘data packet to the gateway support node of the packet

radio network, according to sdid internal protocol,
_ ' stripping'by,the gateway support node the
encapSulation'aWay_and forwarding the data packet
according to the first-protocol'to-an external data
network using the first protocol, e

forwardlng by the external data network the data
packet to the receiving party, accordlng to the flrst
protocol.' . '
- A method for’ routlng a moblle termlnated

- data packet when the mobile statlon is located out51de

its home. packet radlo_network, and" routing between packet
radio networks is required, c haracterized by
sending:by-the sending party a data packet
according to a first protocol, said data packet .
containing the network address accordlng to the first

protocol for the mobile station, -
' routing the data packet via one or more external

networks to the gateway support ‘node of the home network -
of the mobile statlon by uslng a routing accordlng to the

. first protocol,

encapsulating by the gateway support node the

~ data packet of the first protocol according to the
- intermal protocol of the: home network, ' C

sending by the gateway support node the
encapsulated data packet to the home ‘support node of the
mobile station, o :

determlnlng by the home support ‘node of the
mobile station the roamlng number of the moblle station -

by means of said. moblle statlon network address of the

flrst protocol, sald ‘roaming number 1nd1cat1ng a node of
an extraneous packet radlo network o

* c L M S *
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. routing by the home support node the

'_encapsulated data packet to the gateway support node of

he home network . .

' strlpplng by the gateway support node of the
home network the encapsulation’ accordlng to the 1nterna1
protocol of the home network away and encapsulatlng the
data packet of ‘the flrst protocol accordlng to that
protocol: which is used in the inter-network traffic
between the home’ network and the extraneous packet radic.

: routing'bY-the gateway support node of the home

network the encapsulated data packet to the gateway
support node of the extraneous network,

'strlpplng by the gateway support node of the
extraneous network the encapsulation according: to the
1nter-networklprotocol away and encapsulating the data

- packet of'the firSt'protocol'according to the internal

protocol of the extraneous network,
routlng ‘by the gateway support node of the
extraneous network the encapsulated data packet to the.

hsupport node 1nd1cated by - the roaming number in the

extraneous network .
strlpplng by said support node of the extraneous

‘network the encapsulation accordlng to the intermal

protocol of the'extraneous network away and sending the
data packet over the radio interface to the mobile
station as encapsulated accordlng to a special radio llnk
protocol,
strlpplng by the moblle statlon the _
encapsulatlon according to the radlo link protocol away.
- 10. A method for routing a mobile originated

© data packet v1a an external data network to the receiving
-party when the moblle station is located outside the home

packet radio network in an extraneous packet radio
network which does not support the flrst protocol used

* [ L .} S *
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by the moblle statlon, cha rac teriz e d. by
encapsulatlng by the moblle station a data
- packet -of the first protocol according to a special radio
1ink protocel, sald data packet: containing the network
5 address according to the first protocol for'the.receiving
party, : _
sendlng by the moblle statlon the data packet
'encapsulated accordlng to the radlo link protocol over f_
the radlo interface to a support node serving the mobile
10 ~ station in the extraneous packet radio network,

' ' stripping by the: serv1ng node the encapsulatlon'
accordlng to the radio link protocol away and '
encapsulatlng the data packet of the flrst protOcol'

) _'accordlng to the. 1nterna1 protocol of the extraneous
15 network, ' g _
: _ routrng by the serv1ng node the encapsulated
o data packet to the gateway support node of the extraneous
radio network, according to said lnternal protocol,
_ strlpplng by the gateway support node of the
- 20 extraneous network the encapsulatlon according to the
lnternal protocol of the extraneous network away and
encapsulating the data packet of the first protocol
acoording to-that-protocol'which is used in the inter-
network traffic between the extraneous network and the
25 ' home network of the mobile station,
routing by the gateway support node of the
'extraneous network the encapsulated data packet to the
gateway support node of the home network,
strlpplng by the gateway support node of the
30 home network the encapsulatlon according. to the inter-
ﬂ network protocol away, '
routing by ‘the gateway support. node of the home-
network supportlng said first protocol, the data packet
to an external data network of the first protocol by
35 - us1ng a routlng mechanlsm accordlng to the flrst-

* [ L L} s *
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11.. A method for routing a mobile originated

~data packet via a second packet radio network and an

external data network to a receiving party when the
mobile station is located outside the home packet radio
network in an extraneous packet radio network, which does -

not support the first protocol used by the mobile
" station, characte rized by

encapsulatlng by the moblle station a data

packet of the first protocol accordlng to a spec1a1 radio

llnk protocol, said data packet containing the network
address accordlng to the flrst protocol for the rece1v1ng
party, ' ' ' o

| - sending by the moblle ‘station the data packet
encapsulated accordlng to the radio link protocol over
the radlo interface to a support node serving the ‘mobile

 station in the ‘extraneous packet radio network

strlpplng by the serving node the encapsulatlon

.according to the radio link protocol away and
-_encapsulatlng the data packet of the first protocol

according to the internal protocol of the extraneous
network, .. - . JE o

- _routlng by the serving node the encapsulated
data packet to the gateway support node of the extraneous
radio network according to said internal protocol, '

-stripping'by the gateway support node of the

extraneous networkfthe encapsulation according to the
internal protocol of the extraneous_network away and
encapsulating the data packet of the first protocol
according to that protocol which is used in the inter-
network traffic between the extraneous network and the d
second extraneous packet radio network said second
network supportlng the first protocol
' ~ routing by the gateway support node of the

.. extraneous network the encapsulated data packet to the

* [ L M S *
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gateway support node of the second extraneous network
' strlpplng by the gateway support node of the.
second extraneous network the encapsulation accordlng to

o the 1nter network protocol away,

5 - ' routlng by the gateway support node of the
second extraneous network supportlng said first
‘protocol, the data packet to an external data network of
the first protocol by: u51ng a routlng mechanism accordlng

'i to the flrst protocol '
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