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“Hl DI NG AND EXTRACTI ON METHODS BACKGROUND OF THE
| NVENTI ON ' TECHNI CAL FI ELD The present invention

relates to a-data hiding nmethod for hiding nmessage data -into nedia data and
a data extracting nmethod for extracting hidden data. .
BACKGROUND ART Wth the devel opnment of nultinedia society, large quantities

8t digital video and audio | nf OppEF FPEakPPR been circul ated on internet
systens or as CD-ROM software. For digital video and audio information,

anybody can easily create a perfect copy w thout degradation, so the

i1l egal use and theparat arDI®G AND EXTRACTION IMETROI®CONM ng probl emati c.
I'n order to prevent a third party fromillegally copying nedia data such as
vi deo and audi o data, the technique of hiding additional information, such

as the signature of a CBREKGROUND!OBrTHE| INVENTIONnal nedia data is
becom ng the focus of attention. Wen digital video data-or other simlar

data is illegally copied, it can be known whether or not the copy is an
illegal one by confirm ng t heTECHNZCALeFAEBBen in the copy and specifying
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di spimgssage, datadaty madiardaty. ame‘a)a Wt ?%tﬁa%l?’g'i‘gawe
ness%amﬁgaﬁl@deﬂraataa river, kindergarten pupil, and birds, have
been hidden as shown in Fig. 1(b). Media data is obtai ned by segrrenti ng an
I mge (obtained, for exanple, froma photograph) into very fine parts and
nunerical ly expressing bright rBAECKGRQAUND RARTf or each part. At that tine,
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digital video and audio information have been circulated on
internet systems or as CD-ROM software. For digital video and
audio information, anybody can easily create a perfect copy
without degradation, so the illegal use and the protection of the ‘_
copyright are becoming problematic. In order to prevent a third
party frbm illegally copying media data such as video and audio
data, the technique of hiding additional information, such as the
signature of a creator (author), into original media data is
becoming the focus of attention. When digital video data or
other similar data is illegally copied, it can be known whether
or not the copy is an illegal one 'by confirming the signature

" hidden in the copy and specifying the source. A hiding technique
such as this is called data hiding.

Fig. 1 shows a half-tone image obtained when digital data is
displayed on a display. In the media data of Fig. 1(a) which is
a digital image, messages, such as a nurse, a river, kindergarten
pupil, and birds, have been hidden as shown in Fig. 1(b). Media
data is obtained by segmenting an image (obtained, for example,
from a photograph) into very fine parts and numerically
expressing brightness and a hue for each part. At that time, the
original numerical value of the image is slightiy changed
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|ntent|onally If there is a small change in the nunerical va t here
wi Il -be alnost no disturbance in the image and humans will not sense t he
di st ur bance. If this nature is skillfully utilized, entirely different

i nformati on (message data) can be hidden in original video. This nessage
data may be any information, for exanple, lattice patterns, rulers, or
signatures of video creators. The nessage data hidden in nmedi a data can be
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enbeddlng addi tional 1.nforma n"into a ndtion i mage conpressed

enpl oy ER§TRAOCEEH RASSPr 8B E‘B‘Fcﬁf‘tra%ﬁﬂ massgedatie 4t £aB B?eelmked

I nvent whather ¢hey eddie da® ek Wede deseedad | | be al nost .no degradation
in picture quality even if additional information is enbedded in a notion

I mage. Still another objective of the present invention is to nake it
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gggegg?ﬁgz RO R MEHE il Hilstream, a method of hiding additioral
information into a user data field has generally been employed.
In such a method, however, the field can be easily separated from
- the media data, so there is the problem that the detection and

removal of additional hidden information are easy.

DESCRIPTION OF THE PRIOR ART

In view of the aforementioned problem, an objective of the
present invention is to provide a novel method for embedding
additional information into a motion image compressed by
employing interframe prediction. Another objective of the
'presént-invention is to provide a method where there will be
almost no degradation in picture quality even if additional
information is embedded in a motion image. Still another
objective of the present invention is to make it difficult to
remove embedded information from a motion image.

Specifically, a first invention provides a data hiding method
which embeds information into a motion image constituted by a'
plurality of frames. The data hiding method comprises the steps
of: specifying at least one embedding region in the frame for



enbédding i nformati on; and determning a type of interfraﬁ%kpredlczlon of
t he enbeddi ng region in correspondence with. information to be enbedded by
referring to an enbedding rule where a content of data to be enbedded is
taused to correspond to the type of interframe prediction of the enbedding
region. It is desirable that the frame in which the enbedding region exi sts
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data embedding inhibition to correspond to the intraframe coding.

Also, when a prediction error in the type of interframe
prediction of the embedding region, determined based on the
embedding rule, exceeds a predetermined threshold value, it is

- desirable to inhibit embedding of data to the embedding region.
Since the prediction type of the embedding region is forcibly
decided based on the embedding rule, there is the possibility
that degradation of picture quality will occur.  Hence, a
threshold value is provided as a standard of judgment for picture
quality, and by employing the embedding rule, it is effective
that data is not embedded at a position where a prediction error
exceeds a threshold value.

In addition, when a number of references of the forward
. prediction or a number of references of the backward predictien
in the bidirectionally predictive-coded frame is less than a
predetermined number, embedding of data to the embedding region
of the bidirectionally predictive-coded frame may be inhibited.
For example, if scene change takes place, the number of



3 | JA9-96-074
references of forward prediction or the nunber of references of 9backward

predlctlon in the frame related to the change will be considerably reduced.
I np such a case, if the enbedding rule is applied and the prediction type is
forcibly determined, there will be the possibility that picture quality
wll. be con5|derably degraded. Therefore, if the nunber of references of
prediction in a frane is counted and |ess than a predeterm ned threshold
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caused to correspond to a characteristic of the embedding region,
when the number of references is greater than a predetermined
number; and inhibiting embedding of data to the embedding region
of the frame when the number of references is less than the
predetermined number.

A second invention relates to a data hiding method which embeds
information with redundancy into an image. First, a plurality
of embedding regions are specified in the image for embedding the-
same information. Then, the same data is embedded in respective
embedding regions in correspondence with information to be
embedded by referring to an embedding rule. For example,
consider the case where a data bit of 1 is embedded in three
embedding regions. - By referring to an embedding rule which
prescribes the value of a data bit and the characteristic (e.g.,
type of prediction) of an embedding region, three embedding
regions are determined so that they have the same characteristic
corresponding to the value of the data bit of 1.



< ' _ _ - JA9-96-074
A third invention relates to a data extraction nethod which extracts

.‘ i nformati on enbedded into an encoded notion image. At |east one enbeddi ng
region, is specified in a frame. Dat a, enbedded in the specified
enbedding region, is extracted by referring to an extraction rute where the
type of interframe prediction is caused to correspond to a content of data
to be extracted. It is desirable that the frame in which the enbedding
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i nt cexhragkgd. The data extraction nethod conprises the steps of specifying
in the image a plurality of enbeddi ng regi ons enbedded with certain data
(e.g., a data bit, of 1) and extracting the enbedded dat aforenepti oned
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For exanple, assune that the data bits, extracted fromthree enbeddi ng

regi alsod theansk€radtibnChrule may cause one of bit valu®s to
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value to correspond to the forward prediction or the backward

prediction. Furthermore, the extraction rule may cause the
intraframe coding to correspond to data embedding inhibition.

A fourth invention provides a data extraction method which.
extracts information with redundancy embedded into an image. The
data extraction method comprises the steps of SPecifying in the
image a plurality of embedding regions embedded with certain data
(e.g., ‘a data bit of 1) and extracting the embedded data
(aforementioned data bit of 1), based on characteristics of the
respective embedding regions, by referring to an extraction rule
where a characteristic of the embedding region is caused to
correspond to a data bit to be extracted. Here, when different
data bits are extracted from the respective embedding regions, -
the number of the embedding regions may be compared for each of
the extracted different data bits, and the data bit with a
greater number may be speeified as embedded information (so-
called decision by majority). For example, assume that the data
bits, extracted from three embedding regions A, B, and C in which



are a bit value of 1, a bit value of 1, and a bit val ue oflg.gqr9%%is
case, the nunber of the enbedding regions which extracted a bit value of 1
is 2, and the nunber of the enbedding regions which extracted a bit val ue
of 0 is 1. Since it can be said that a bit value, where the aforenentioned
nunber is greater, is nore accurate, it is recognized that a data bit of 1
has been enbedded. |If a data bit of 1 has been enbedded, the data bit
val ug, which i xtragted f t nped i,QRS However ,
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wi t h iavemtieon, dfs ieffEemiven to be enbedded by referring to an enbeddi ng

rul e which prescribes that when one data bit is enbedded in the -enbeddi ng
region, the type of interfrane prediction in. the
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© system compr:.ses an error calculator which calculates a first
prediction error, based on both an embedding region specified in

a first frame for embedding information and a reference region
in a second frame which is referred to by the embedding region,
by employing forward prediction, which also calculates a second
prediction error, based on both the embedding region and a
reference region in a third frame which is referred to by the
embedding region, by employing backward prediction, and which
furthermore calculates a third prediction error, based on the
embedding region and reference regibns in the second and third
frames which are referred to by the embedding region, by
employing bidirectional prediction. The system further comprises
_a decider. The decider decides a type of interframe predictiqn
in the embedding region in correspondence with a content of
information to be embedded by referring to an embedding rule
which prescribes that when one data bit is embedded in the
embedding region, the type of interframe prediction in the



deci der al so specifies any one of the first, the second, d%A?h%Gtﬂygd
prediction error in correspondence with the decided type of interfranme
predi ction. Here, the aforenentioned decider may include first inhibition
freans whi ch inhibits enbedding of data to a certain enbeddi ng regi on when a
prediction error in the type of interfrane prediction of the certain
enbeddi ng regi on, determ ned based on the enbedding rule, exceeds a
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references of the forward prediction or a number of references
of the backward prediction in the bidirectionally prediétive-

coded frame is less than a pfedetermined number.

A sixth invention relates to a motion image decoding system for
- extracting information embedded into a coded motion image. This
system comprises a specifier which specifies at least one region
in which information is embedded. Also, the system comprisés an
extractor which extracts the embedded information from a type of
the interframe prediction in the embedding region by referring
to an extraction rule where the typé of the interframe prediction
in the embedding region is caused to correspond to a contént of
information to be embedded. |

A seventh invention relates to a program storage medium for
executing a data hiding process, which embeds information into
a motion image constituted by a plurality of frames, by a
computer. The program' storage medium has the steps of:
specifying in a frame at least one embedding region into which
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glon An eighth invention relates to a program storage nedl

‘executing a data, extracting process, which extracts information enbedded
i npto an encoded notion inage, by a conputer. The program storage nedi um
has the steps of: specifying in a franme at | east one enbedding region in
which information is enbedded and extracting the enbedded information in
correspondence with a type of the interframe prediction in the enbeddi ng
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macr of5PER" Fig. 5is a diagramfor explaining reference inages in the
case when scene change takes place' - Fig. 6 is a block diagran1of a notion
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syst egxecuting a data extractlng process, which extracts lnformatlon
embedded into an encoded motion image, by a computer. The
program storage medium has the steps of: specifying in a frame
at least one embedding region in which information is embedded
and extracting the embedded information in cbrrespondence with
a type of the interframe prediction in the embedding region by'
referring to an extraction rule where the type of interframe
prediction in the embedding region is caused to correspond to a
content of data to be extracted.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a half-one image obtained when digital data is

displayed on a display;

Fig; 2 is a diagram showing an example of arrangement of type of
interframe prediction; '

Fig. 3 is a diagram showing an example of macroblocks in a B-
frame; '

Fig. 4 is a diagram for explaining the relationship between the’
prediction type and the prediction error of a macroblock;

Fig. 5 is a diagram for explaining reference images in the case
when scene change takes place; '

Fig. 6 is a block diagram of a motion image coding system; and



' BEST MODE FOR CARRYI NG OUT THE | NVENTI ON (1) Data Enbeddi ff1787%7¢y, a

* description will be made of the case where some additional information
(message data) is enbedded into an MPEG video bitstream (nedia data). The
MPEG enpl oys the forward prediction based on a reference frane in the.past, .
t he backward prediction based on a reference frame in the future, and the
bidirectional prediction based on reference franes both in the past and the

f ki ' : s 0, | ' , th
Cequids 01 O, 8, B10%% AIBERAN G ¥ ndOR sndle “S8iBaldy sl 2o and

B-frames, in order to realize bidirectional prediction. Here, the I-frame

i s an intracodegigmopRNeoR! EaARREIRE! 66%STikE! hivDeiiProy M ame are
conprfirised b nﬁ rgf rane coding (wthout 1 nterfrane prediction). The

i
P-frh iQaEX(F P%redictive- coded frame, and all macrobl ocks within
thij sThisimlaye @rméseﬁﬁﬁtguni winaf rseremaadi dE Ofhé loFa@éd vg{é@ gébﬂ(é
codi . er,nre, the B-frame is i di cection predi cte
integggfggﬁééﬁcé§§%ﬁﬂﬁﬁﬁ9n %f?ﬁﬁ?o%?gégslﬁﬁfﬂgﬁépﬁé B4 AN MREGe
basi vafieg dridsiatedy ¢meddp ndata) war dilpe eNPEG csmpbagswaheé pfethiatdon,
bi di k p k@t 1NN 206 J Falo -fr P-frames. are
encogggakﬁe'? hg %g%ebaoro er'-=1 z¥sé t (?q{)({rélagrﬁ nag(%dr%b itol}]é]?géasg%'. a’g%]q?%%k%?’ﬁ r hand,
t he BredafEdonr dasedrendapatakarenee frameadd dthet hutPreramesl the after

the bidapdcPibhaeprid d¥ e Sesed henBrékaiBacar ¢rate®d¥bth iMethe
I nf or mat i data)_. enb

P
Qn SsS ddin region is the macroblocks of the
Bﬁrgﬁﬁ% 3ﬁ9‘%g%tgﬁguFﬁfonﬁﬁ90n§c§h°%§ ERAIRRNGP t AL £L5EQS t 0 A8 :
" macr shownk inThbeefdgarejhaheressagm atatof | franeistddnt£ih byhfedupPpes of
bi t s, ¢t s the need. ta perfo e di,ng_process; Wi th respect to
t he ﬁgc%ﬁéci's I(:agt'r rgsggéﬁfaﬁg Ilgnf]gat}%% gg‘%?hg gf.gg'.gglfi gl.n3°|r§e§ d?ggram
Shompggllze bidirectional prediction. -09-

JA9- 96- 074 t he arrangenent of nacrobl ocks in a B-frane. The
macrgbl ock is the unit of predjction. The macroblock is the 16 x 16 unit of

mot | BRF€e A THAMGNEEh afordftieacaded qEsaea BRdr &dicimrcroklecks

within this frame are compressed by intraframe coding (without
interframe prediction). The P-frame is a (forward) predictive-
coded frame, and all macroblocks within this frame are compressed
by intraframe coding or forward predictive coding. Furthermore,
thg B-frame is a bidirectionally predicted, interpolative-coded
frame. The macroblocks within the B-frame can be baéically
encoded by employing forward prediction, backward prediction,
bidirectional prediction or intraframe coding. The I-frame and
P-frames are encoded in the same order as the original motion
image. On the pther hand, the B-frames are inserted between the
I-frame and the P-frames, and after the I- and P-frames are
processed the B-frames are encoded.

The information (message data) embedding region is the
macroblocks of the B-frame, and 1 bit of information can be
embedded with respect to 1 macroblock. Therefore, when message
data is constituted by a number of bits, there is the need to
perform the embedding process with respect to the macroblocks
corresponding in number to the bits. Fig. 3 is a diagram showing
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tenmporal redundancy. The macrobl ocks within the B-frame can be classified
into the follow ng four groups as prediction types. | nt racoded

Macr obl ock: The intracoded nmacrobl ock is a macroblock that is coded only by
the information in the macrobl ock itself without performing interfrane
prediction. Forwardly Predicted Macrobl ock: The forward predicted

"~ macrobl ock is a macroblock that is forwardly predicted and encoded by

ref er rineg éﬁd&idéhﬂinﬁ heg iﬁaéﬁ&@ﬂ@éké reWes (B-fF&i8) | DhéNRadR6blEEK! B8

f orwar red,uct P-frane) .in.the pec |cal. y

squar é‘q‘regd’}'b‘nt l%r?) &ﬁgt‘sql 16 TBPxBRSTOR RSk 18 %3‘5?[ ]sqs % prast

r ef er erodEl dir-soogperssateton ew&ﬁ,ckaadmphessesrnhﬂmdamgaﬁrpdadum bhedrr or
(AP) \4@ J#aﬁtflfhﬂéil‘g%fnce between it and the retrieved square regi on and
al so has or nat |

on t a spatial relative position (a notion vector).
Her e, the prediction error AP is expressed as the brightness difference or

the CGL‘HH rﬁﬁéf&'ﬁf@éﬁso%%h&ﬁd Y B PAn®| 8art B RIVERISS £idWt SntHatnbow a
simlar uare region is selecte ﬁgngﬁ?s upon encoders. Backwar dl'y

Pr edi cftoe]d'- BT R% : IHPRPH 2R VEBF Rt E¥PREcr obl ock is a macrobl ock
that. is backwardly predicted and encoded by referring to either the

intra ed fr in the future or the forward predictive-coded
frame Iﬁc%%@ b&a‘fﬂ%g?e%]ﬁ A region, which is nost simlar in the
futur a‘heefler@mdechmcrebleckl bveal, macob hoek nblabbisceotied aenpyebicti on

error
JA9- 96- 41}‘}’@b5‘:ﬂa§§]p er%arrl]ce}: eetr\gggﬁo%)%ockd Jftheejffet rwllé:\l/lg 't lg?’éﬁ°§‘rﬁ%“3| SO

has i dmerfirane prerdiatipatial relative position (a nmotion vector).

Porwardly Predicted Macroblock:

The forward predicted macroblbck is a macroblock that is
forwardly predicted and encoded by referring to either the
intracoded frame (I-frame) in the past or the forward predictive-
coded frame (P-frame) in the past. Specifically, a square region
of 16 pixels x 16 pixels, which is most similar in the past
reference frame, is retrieved, and the macroblock has a
prediction error (AP) which is the difference between it and the
retrieved square region and also has information about a spatial .
relative position (a motion vector). Here, the prediction error
AP is expres_sed as the brightness difference or the color
difference obtained for 16 pixels x 16 pixels. Note that how a
similar square region is selected depends upon encoders.

Backwardly Predicted Macroblock:

The backward predicted macroblock is a macroblock that is
backwardly predicted and ‘encoded by referring to either the
intracoded frame (I-frame) in the future or the forward
predictive-coded frame (P-frame) in the future. A region, which
is most similar in the future reference frame, is retrieved, and
this macroblock has a prediction error (AN) which is the

- 10 =~



Bidirectionally Predicted Macrobl ock: The bidirectionally &A&ﬁ%ﬁ?ﬂ?4
*macrobl ock is a macroblock that is bidirectionally predi-cted and encoded by
referring to the past reference frame and the future reference frane. Both
a region nost simlar in the past reference frane and a region nost simlar
in the future reference frame are retrieved, and this nacroblock has a
prediction error ((AN + AP)/2) which is the difference between it and the
aver age | xel f these [ S i nf.o Lon ut a
spati fé%?%&?%e%ﬁéﬁ Son® tﬁ%wﬁnf|%n9%%%$%$§%ibg géﬂ Eﬁg%rgihgol%%ged
messatpfoiatation akowt arepatticybirtelativhipdsition vien matiorbaseftar pbr ocess,
must first be specified in a B-frane. This may be defined, for exanple, as
t he respective macrobl ocks %enbeddin regi ons) which exist between the
firstBidieeghionadlynPradic @doNaFWEgﬂ@Fgﬁne, or it may be defined as the

al | nae ?iidéﬁ%@ctmﬂaIfytpfédiéaéﬁ;mé@r@ﬂﬂbbkoﬂsté)l:ﬁ&te%dmlidi@lmﬂ?é(t éﬁ ng
previou el ne as ormat 1nt S WwWa t, can sO.be et erm ne Yy

Pl AT RELPRBL AT R RE o At retoaded b rEeRaiBic 50 TR ARk! t ne
al gortréberéncegéramet ang aheoshitiure sesfenerceafiranpl. oy Both & goegidun

di scl ., J.r. €, n | jcation No. -8z159

Next_,lgémggh srlg‘gl&gggn?}& t%ljé&négkggbl o‘%&ggéprg%%f e Il{aes éﬁaolﬁ eg?g%%gaﬁ%gsn%eddi ng
procestmilapi inoftheat tuterensedeyencet frammorod| sekripyedd @ndartkideddi ng -
rul e. ndbi-sbe8bRIYRI 4 U*g’fe&ic@@%n"‘"@fz%lp' ggmf Qr rﬁij?) | 9h€8HS8S (ohe

correspond to the prediction type of macrobl ock. r" exanple, there is

t he fq,.}.fg%ﬁacFupg;ween it and the average (per pixel) of these two
JA9- 9Pe@idns and (Edwddiaz) Rulfe)malilon NhboNR! i N §Pabial IréEdtivee

predi ctiop.type,of macr.obl ock . emhedded Bit, .1

Bidir8é§fgﬁéﬁlgtﬁpeﬁﬁgégﬁ %gggﬂﬁgiiié%ween them. (represented by
B) Bit O _ Forwardly predicted macrobl ock (represented by

P) or mBagkwebding satll daith MRELE ODLOEK block, which ({£Pgesented by
N) Enbeddi ng 'Hﬁﬁﬁ%ﬁ%ﬂ] 't acoded nRcroblook ol WA "

an embedéing process, must first be specified in a B-frame. This
may be defined, for example, as the respective macroblocks
(embédding regions) which exist between the first line and the
third line of the B-frame, or it may be defined as the all
macroblocks in a certain frame, In addition to the macroblock
being previously defined as format in this way, it can also be
determined by employing an algorithm which generates a position
sequence. Note that the algorithm for generating a position
sequence can employ the algorithm disclosed, for example, in
Japanese Patent Application No. 8-159330.

Next, with respect to the macroblock specified as an object of
an embedding process, 1 bit of data is embedded into 1
macroblock, based on an embedding rule. This embedding rule is
one where bit information is caused to correspond to the
prediction type of macroblock. For example, there is the
following rule.

- 11 -



For exanpl e, consider the case where nessage data, 1010, arJggergoGe£d7e4d. The
‘4 bits of data are enbedded in sequence in 4 enbeddi ng regions .
(macrobl ocks) between the left first macroblock and the left fourth
macr obl ock of the first line shown in Fig. 3. First, the first data bit is
a 1l, so the prediction type of |eftnost macrobl ock (the first enbeddi ng
region) is determned to be bidirectional prediction (B) in accordance with
t he af ti oped enbedding rule. The prediction error in this case _
becone&g"igg‘?jé‘& g‘t‘f"o’n error which is the difference relative to the average
of a rkg anformaebon Tonbst siIntdrfirane prhdiqidsh tyglecofnmerdblar® and a region
whi ch embedded simlar in the future reference frane. The next data bit is

a 0. feyefore, the predi %Eﬁ}etcu) dﬁq%??&t%d%gge%gga%?&ggg%ock (the second

enbeddi'ng region) is either (nglgeggg r I on ward prediction
(N) in accordance with the enpbedding rufe.” In this case, in order to
suppr ek Ohe qual ity degradfprearddy rredietsfemagipblpeledireprenented & in the
forward prediction and the PBPeet daclprrdly drrepictademsryobhetll prediction are
conpared to sel ect the type (RpRiesentrst Byl ction error is smaller. In the
exanpl gnieba g 1nRibitliBhe t hepPrdhed iRRr6¥1cek i N the forward prediction is
smal l er than that in the backward prediction, the forward prediction (P) is
sel ected for the second macrobl ock. - - 12
- . JA9- 96- 074
Si m | Bprpexeamke i sonepdaredihe fa8¢ eyhese: measagal dabaddildd dre@®m and
':E? Béﬂbéhdgfibegdi'bﬁé I?legiagt!i% e : ?a%nlséﬁélegﬁbedhéa, jgﬂeéééhitaﬁaetﬁﬁg_@;the
ir Cr, oc econe i directio redi ctio . an e prediction
type. SRDBAALPG.F eRErRe: M orab Skl Batirmp thebebELkhar b TAGRIRLq (1)
becauandt hepieditc tioancteh rmaicrobldek baf kbhed fhredi dinen shownald eéfig. In
t he afore L.on he,_i.nt gr-f rnedi gt i . Qf L Lsteto the
fourt 'enggggrﬁg%ﬁgmﬁéﬁsstta?g%mé 3’%5‘2 ldatsa(g %s%%%ﬁ%’?&j%% én%ssage
dat a) leftmesbet@srabladiesethegf brst embaddingemegion )rdde dereamiaedat a
bits ¢B! p@ WidtecE{BRAY Mrediction (B) in accordance with the’

aforementioned embedding rule. The prediction error in this case

becomes a prediction error which is the difference relative to
the éverage of a region which is most similar in the past
reference frame and a region which is most similar in the future
reference frame. :

The next data bit is a 0. Therefore, the prediction type of the
second macroblock (the second embedding region) is either forward
prediction (P) or backward prediction (N) in accordance with the
embedding rule. In this case, in order to suppress the quality
degradation of an image, the prediction error in the forward
prediction and the prediction error in the backward prediction
are . compared to select the type where the prediction error is
smaller. 1In the example of Fig. 3, since the prediction error
in the forward prediction is smaller than that in the backward
prediction, the forward prediction (P) is selected for the second
macroblock. |
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regfon, there will be cases where inmage quality is considegﬁgr§sdgaﬁaded.
*In such cases, the enbedding of data bits into the enbeddi ng region is not
performed, and the prediction type of the enbedding region i's an intracoded
macr obl ock whi ch represents "enbedding inhibition." (2) Data Extraction A
description will be made of a nethod of extracting the nmessage data
enbedded in the aforenentioned procedure. In the case where nessage data is
extragted, information for _specifying a nacrobl ock in igh _the ssage
dat o S0 ok PROTRAEER 1. roPRRPaIY” AR reS ne M HT RS PESERERDN  my
be ginegyidyy amd othei fleurtht emblesldingt ¥egyipoesi bAs & oconsequeskce ertthed t he
speci f.yi ' r- Lond tankisel L. | ty | : . re . the
osi (1 et L0 EPbEORe WAG Ent bl acc bR plomed bIEARE MG
generpmedigctigns(B) oramgcplmmedsiq&im,tmsﬁg&h@atf@u@&h macavblasked.

For g JTesfAdorhitléd eXE6 aChe NObABkWREd USpPEdAcRISh! | gﬂ)se%%%%_e t Rge
techni que, di scl osed i n_the aforepentioned Japanese Pat'ent plication No.

8- 15PPRILGLIoR @XHPE iR akhBePaRFIBYFEd PrediStion dgmamad 18%edi ction type in

the specified enbedding region, the information enbedded in that region is

‘f’ljlt ;ﬁlgﬁxeeb%’lﬁé%%%ﬂa&{ﬁ%&e% YayS thacthel kb Ql%fg%éﬁaé%&é‘ J¢lhd S 2

JA9- dBixE to thepfedithi enbegddingf regionbl ecle BPBMausad todader dsigmsnd to

bit i i | | |4 a

it orToRS opd ufies S hegelige dRtd Pind piioided MF cHdbe by, (e

fol | G ritEemRt L6 madgoited embad data s pbntirng Feriaisn ephedding he

FL e?i%Q:IEIEhI ygei-e Mt:ljn Bgt éﬁgéigowhéybeliﬁagebglhaim&gr gt 'tlc]:@ﬂdiiiéﬂ‘hﬂolsﬁﬁfhas
a h orenenti gned_enbeddj ng r s sp, n cas re the

br eaitFtRES e 18 BHdHh FaRtRedhe PBReRaing (OF watd biter 3ite) e

enbe denlredd tgg a;eg'gonﬂaitsa nutt peaformedheandethedpeedictiént typeiah tha e)

| nt er &R PEEIelieh tPeall 1 nBirh dodled T4 L8Ok uhi¥bhaYeiiftesents

"embedding inhibition.* :

(2) Data Extraction

A description will be made of a method of extracting the message
data embedded in the aforementioned procedure. In the case where
message data is -extracted, information for specifying a
macroblock in which the message data has been embedded must first
be given. The specifying information may be given by' an outside
unit. Also, it is possible to previously embed the specifying
informafion in data itself. In addition, in the case where the
position of an embedding region is standardized or if an
algorithm for generating a pdsition sequence is known, message
data can be extracted. For a message data extracting method
using a position sequence, the technique disclosed in the
aforementioned Japanese Patent Application No. 8-159330, for
example, can be employed.

‘Next, from the prediction type in the specified émbedding region,

the information embedded in that region is extracted by referring
to an extraction rule. This extraction rule is a rule where the
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macr obl ock Bidirectionally predicted Bit 1 macrobl ock gﬁgpPgsggféd by
“B) Forwardly predicted macrobl ock Bit O (represented by P) or backwardly
predi cted macrobl ock (represented by N) Intracoded macrobl ock A data
bit has not been enbedded A description will be made of the case where
nmessage data has been enbedded as shown in Fig. 3. Assune that it has

al ready been knomn t hat nessage data bits have been embedded as a prenise

i n t horSaieddd Pg@ Qn.s ﬁae%iahscicl it é@&é@@l oK. cotrddpportdf tosiie to
t he fourth rracrob the first line of Fig. 3. Because the prediction

type Hrfempatien rmsétn‘f‘mé?ltitﬂ oBXGraghign e€f1|16naha§r ebP cthon iFen a a5 t
val uelzﬂfoﬁnaslmtméﬁ%kbyaéei@m ri8 pdf dfivedf OFYE RIXaMpAk £)8heatd iien rul e.

h d d b f d di_c :
o (AR (LA et At S TR DAt e CoREPRRETG e tetgn )+
r epedbetdrgemp thei rgre&ECBaan my@@edmetMSt hextyacbiomr nvder omdchst a bit
val ue 0f o ln A0foR .lb.éttiéél HE;BQf a8 gfi%teékréﬁéegfbﬂgﬁgﬂ'd%ﬁ%d enBed@in

_consequence, nessage data are extracte romthese region
- 14 rule. Also, in the case where the prediction type J:;A@ 9@_074

It hﬁl@f@é’é&éd Qﬁhéw@wék; hﬁ: wszﬁhaa:-a BREE 0D O icmbaditHg FeQEem,

macr obl ock accaording to the aforenentioned ext raction
rul et abﬂtiv‘%aﬁl Poﬁa?e%b‘t epbeddgAvedded in this macrobl ock. As a
consequence, the nessage data bits beconme 101. (3) Attention to
consideration of picture quality (Introduction of a threshold val ue)

An end&gsractifniRude)y sel ect the prediction type of macroblock in the range

al | onehtbpframaChrddiatfon €9perot |y, tHR Phfstmatid tbyRe ekt rdtreqobl ock where
t he pmadiebioer error is smallest is ,

Bidirectionally predicted Bit 1
macroblock (represented by B)

Forwardly predicted macroblock Bit 0
(represented by P) or backwardly
predicted macroblock (represented

by N)

Intracoded macroblock A data bit has not been embédded

A description will be made of the case where message data has
been embedded as shown in Fig. 3. Assume that it has already
been known that message data bits have been embedded as a premise
in the embedding regions from the first macroblock, on the left
side, to the fourth macroblock of the first line of Fig. 3.
Because the prediction type of the leftmost macroblock is
bidirectional prediction (B), a bit value of 1 is extracted by
referring to the aforementioned extraction rule. The prediction
type of the second macroblock is forward prediction (P), so a bit
value of 0 is extracted according to the extraction rule. By
repeatedly applying the same procedure to the two other
macroblocks, a bit value of 1 and a bit value of 0 are extracted
in sequence. As a consequence, message data bits 1010 are
‘extracted from these regions.

- 14 -



sel ected. However, the feature of this enbodinent is that ?ﬁg %?egygtion

* type of nacroblock is selected according to the aforenenti oned enbeddi ng
rule. Since the relationship between the prediction type and bit
information in the extraction rule is identical with that prescribed by the
enbeddi ng rul e, enbedded data can be accurately extracted by referring to
the extraction rule. However, if prediction type is determ ned according

dd h I
Fsgl teg?eggﬁﬁ % E'H fgﬂt{l@ &Mhéf q’?hé %1 |cté|:gotj'nI gliér%lsééggrﬁfr/m eht hat

“qual |m>tn§@gad@§3at menrphlm rmade c?ﬂnl-'bebﬂ siafgedr e RRFPTAENT FIFO t

pr edig r%@e%{t&%e& hek€r8Eei BRNAFSEStRAET @ (s UBL ef rﬁthsohytebwmes or
t he sum squares of prediction errors for each pi xel is enpl oy but
Sf’é’f@ to use

VPEGegheddast gy &bdss Becheblogkanddfda SOnseduelGean thRc BEEFAIE

any glqggdgéjzgn{g joediction errors. However, no matter what standard there
Is, if a prediction type where the prediction error is too large is

sel ected, the quality degradation of an image will occur. Hence, a certain’
thr eq30 d Attlereticn e vonsdldersdatidro cf pieduce gunaddtyr (Ihtrodactdon where

t he predi c}foa{'tﬁ{fé’éhéf%avéfﬁgft ed prediction type is greater than the-

t hreshol d Vvalue esirable that the enbedding of a data bit is not
per f mq!QﬂQJheCMCfQQPéYk seleck tiiies prediction pyRai efi spcmphd asgk

- 154n the range allowed for each frame. Generally, the predrb%ldﬁ5074

nacroblock n |ntracode nacr ob pck in accord
af or ¥R ﬁed‘a&?ﬁ’é’iﬂ Gy vhexe %Ilh PR Sgrdgséﬁ bgﬂaﬁﬂeﬁﬁr tlﬁer
det aléelébtféd er eﬂoeetrerl,zl ghe4f.eatlimg of ithis dembodimént désplthiati rithe he

rel agﬁoﬁo@;&@*n LR tB% %&ﬁm&tyﬁ; %@‘1&&%&“89&:85:&9 erwreﬁ{I 23

nmacr gure, of "ordinate regresents he pr
er r orafewrinent toned pmbeddangn radeor (Sineait thearpdpgdPngddPadativaenf

pi Ct\LAE,a'E‘Te aiatléhseg,a hhaemq! Ciﬁ@éﬂﬁ‘a@fénbfﬁntﬁet e%%ﬂafaﬂ;ﬂﬁﬂrﬁﬂ@f an

allo predi ctlon ror, is, .a standard of gnent wh
per celft |119Q!‘@é§ﬂf]adﬁiﬁ}bﬁh§ﬁ'— BFEFGFéb&GaPYtW%&“EF%d ’F‘-Fl II'** e “ﬁ??d:,‘pﬁﬂt

hor i Zpéal cdrrse (adcufatélyaéﬁtisabt)ed biyniked elryringsitieg lthey @it t dis ,

i ndi catles any of 3 prediction

However, if prediction type is determined according to the
embedding rule, there will be the possibility that there will be
selected the prediction type where the prediction error is so
‘large that quality degradation in an image can be visually
recognized. For the prediction error, there are many cases where
the sum of absolute values or the sum of squares of prediction
errors for each pixel is employed, but MPEG does not prescribe
what standard is used, so an encoder is free to use any standard
for prediction errors. However, no matter what standard there
is, if a prediction type where the prediction error is too large
is selected, the quality degradation of an image will occur.
Hence, a certain threshold value is previously set to a
predictibn error. In the case where the prediction error in a
'selected prediction type is greater than the threshold value, it
is desirable that the embedding of a data bit is not performed
in the macroblock. In this case, the prediction type of
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errors of the forward prediction, backward prediction, andlﬁ%ﬁ?%QEQ%%al
predi ction of a nmacroblock. Fromthe relationship between a threshold val ue
and 3 prediction errors, a macroblock can be classified into 4 types (a),
(b), (c), and (d). That is, the 4 types are the case (type (a)) where 3
prediction errors are all less than a threshold value, the case (type (b))
where any one of. prediction errors exceeds a threshold value, the case

(type X C shal d val t,he case
(type TaFFoRRERE Zef Bl T UREERE 306 CHELLROIORR, 38, SolRrfnd Vg Th
macr obthe kabtbrerypet(tQpedeemheddlagyrnyge oThjgs epvint orill beeldesexibed |
predic{}o g{gggsd Blleﬁﬁp%%féféﬂéﬁﬂEq‘¥ ye, and there will be a

consi dera Fe egradation 1 n picture qua |t§ji so it is undesirable to use
this type of macrobl ock as an enbeddi ng region. In this case, -this
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W |l edegededckhafis Aol dwadllee prefiditiich e&\m | ferity idat & 's%eﬁ[&)ﬁﬁiﬂ%jﬁ
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macr obfBOFNERE BHieRe g doaeataaRtiRns o Spidtust ipdltel
even | bcthrs.blImkFig. bed shoat holddontglr bgirsn{i)t (di), aamﬂaa(rliil)a;

degr adat;i f_pj | '
e no SLRBaTBY, S RIS e BHELALE 4P, L%éa?%%.‘zsﬁ"én%%%ecﬁ@& A9 among
three ﬁrsqrst ief the oforwand:. pretietdoni,s b“°kW9"§S'medigtmhat and
bi di resiaﬁealct%gguc .lcgai%rt 1% b% ﬁ%gf-’%% kar fiom: t“ﬁé FY1atbsh. %f 0

aforenentlone value of 1 an

can bePekyested FHFSS f"?ﬂé‘%]ﬁ“lﬂ Sc PEAGLCHION XN Sy & BaFRANRek
val ue. cé[hebef@wsswﬂeadt mﬁtafqreypahl @Q%C‘ epheddeng andie(ds. ermi@weﬂs dat a

bits ¢ ; enbedded HH1O the q%grobk Lrghg ngﬁicéfgn nd. r g%éhout

subst a |5ype

all less than a threshold value, the case (type (b)) where any

e case

one of prediction errors exceeds a threshold value, the case
(type (c¢)) where 2 prediction errors exceed a threshold value,
and the case (type (d)) where all prediction errors exceed a
threshold value.

For the macroblock of type (d), even if any type of prediction
is selected, all prediction errors will exceed a threshold value
and there will be a considerable degradation in picture quality,
so it is undesirable to use this type of macroblock as an
embedding region. In this case, this macroblock becomes an
intracoded macroblock in accordance with the embedding rule.
However, in MPEG, most macroblocks in a B-frame have interframe
prediction- (forward prediction, backward prediction, or
bidirectional prediction), and actually there is a low
probability that this type of macroblock appears. '
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cau§ing degradation of picture quality. For type (c), |tJA9 EJ glrable
*as arule to enploy this type of block as an enbedding region. In the case
where a bidirectional prediction error is horizontal bar (iii), a forward
prediction error and a backward prediction error both exceed a.threshold
val ue, and consequently, picture quality degradati.on will occur dependi ng
on a data bit to be enbedded. Fbmever even in this case, when the

d { by d bit t
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(rii) IS possi b st as an enb ng region.

In viespesde ed@%aéﬂfﬁeﬁﬁ%&fdpgsrc#@ qpﬁllésywbéé npt &%&P@ﬁmﬁ%r s are

obt aigtekHDE Byper bl MatRObLDCKCledm bihiwdedlods afn efibeddedg Hegyionh the

case vf'nere Eabr%npr odll:'CttI o e“’)?r %fvetnhelf this block is jl,ﬁﬁdgeaﬁnf‘n -

pr edienbexd 1ryp ereglibon deilt wasked appedre tdatie gpeinupptilbd e degprdiataon of

red e ng of
it o Bag e QU LEATRTAS Mo pethur. * GERATBY OOV id bl s 1O
macr drake la i bt divecehonad EﬁBéHGFhQnoﬁrEQﬂfabie§°m¢|$| Worst edong tdinege
codi rﬂ:‘éd‘l@@f@ﬁ daggpoykt heihe af orgapat i @gedngmbeddisi®hinuly, tH¥at e 4 hat

t he nlracoded macr obl ks of and (d) ome 1nvaI|d bi t mhlch
e P Ra ona S CE o e B oL shilradcPatech I o kst td
descrtdnedaetdnﬂomﬁxentmntad efbeddingerad.el, s bowk, asmmoila]ma/aiﬁ d Ernd can
be co r | i ion to
be en%% eg;l S'QI7 F dgfa%r?%ave reggjtﬁldd)g'r{g% ﬂlﬁé %3’8‘5 \tﬂc}q‘ﬂ(e er%{dc}ﬁ£ nt of
- the pene@,%mllmv@mhms,hc?h@ v§ee of rrek vdien dheef axement innedhedded
are conhsd@ing #i%e is employed, data bits can be embedded into the
macroblocks of the types (a) and (b) without substantially
causing degradation of picture quality.

For type (c), it is undesirable as a rule to employ this type of
block as an embedding region. In the case where a bidirectional
prediction error is horizontal bar (iii), a forward prediction
error and a backward prediction error both exceed a threshold
value, and consequently, picture quality degradation will occur
depending on a data bit to be embedded. However, even in this
case, when the prediction error in the prediction type
corresponding to a data bit to be actually embedded do not exceed
a threshold value (e.g., the case where the prediction error,
when a certain bit'value is embedded according to an embedding
rule, is less than a threshold value indicated by horizontal bar
(iii)), it is possible to use this type of block as an émbedding
region.

In view of the aforementioned points, three types of prediction

errors are obtained for a certain macroblock in which data is
embedded. Then, in the case where the prediction error of the
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deci ded in encoding a notion image. Therefore, nessage dat&%ﬁﬁ?QEpéﬁbedded
into a notion i nage W thout substantially having an influence on the
conpression efficiency of the notion inage and al so without substantially
causi ng degradation of picture quality. In addition, it is very difficult
to renove nessage data enbedded in this way froma notion imge.
Furthernore, since the quantity of information to be enbedded is al nost
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t he case when therg I S.NnQ scene ange, and Fig. 5(b) shows the case when

h
scene®EREAREntiRBed, PRbLAFdNG St i ame 2 and frame 3. In
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r ef er tnvalid| hiitsn Wdickecpannavebe used @ferae dataoenbeddingampgiongreat

nunbefoRbyBidi B8CHFEYRLLYE 1Y Lesed HERCT AOGT LRI TAIRS YK ddbdierdsd r ane.
However, jf scene change, Such as that shown in Fig. 5%2)8 occurs, the
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2 W | bobeectishdebdbhy,r cduehe dademphleref inforiadidh Ak baVidibdihisde
f orwag dl gﬁgr edi c{__ed macr oblocks so that prediction errors will becone

smal | &F WEHe tPhPRYROFENRIRED Fig. 4. Also, the number of forwardly
and bidirectionally predicted nmacrobl ocks in the frane 3 wll be

[ : ; { t | |
e e O L N A S i e e o e
the t9fcBAerablarke 28d @ glatm Hiertpobe, emberidednagsl aptelaratirad dat a

into éééhdeﬁrﬁﬁeéncodiﬁghéemotiaﬁ ifdgder THref OFeanlysads ath€d ashn

nacroggogggegggdtggtgua %Btggnb%%gg%r%& h%&%d%% %%an(géiléxﬁg§ing an

influence on the compression efficiéncy of the motion image and

v

also without substantially causing degradation of picture
quality. In addition, it is very difficult to remove message
data embedded in this way from a motion image. Furthermore,'
since the quantity of information to be embedded is almost
independent of the content of an image, it is possible to
efficiently enbed message data. |

(4) Attention to consideration of picture quality
(countermeasure to scene change)
When scene change takes place, it is known that most macroblocks
in the B-frames between the I-frame and the P-frame or between
the P-frames before and after the change are the tjpes (c) shown
'in Fig. 4. Fig. 5 is a diagram for explaining reference images -
in the case when scene change takes place. Fig. 5(a) shows the
case when there is no scene change, and Fig. 5(b) shows the case
when scene change takes place between frame 2 and frame 3. In
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ar‘e\rmnitored, and when these nunbers are |l ess than a certgﬁ‘?'t reos7ﬁlol d

value, it is judged that scene change has taken pl ace In such a case, it

i s desirable not to enbed data into such frames (i.e., according to the
énbedding rule, it is desirable that prediction type be made an intracoded
macr obl ock.) (5) Attention to consi deration of pi cture qual ity
(countermeasure to occlusion) GCcclusion rreans that, by noving a certain
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value, there will be no problem but in the case other than that,
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equi val ent to bit is expressed wth three macyob ﬁ In this case even

OfofidEi td to a
dat a Rlsof 0 tie expimbegedof t hzendﬁzau@ t apdul bideraceionaklly qmsdascsedde th
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prede'f'erm nea nu are n a certai i ch
expr e@f thejmagrobhocksawida, becemeabbpﬂcmndlmareﬁmamq»b]l@cme set

of magEophoE kﬁre@éﬂféﬁ Sb¥roks W¥P1 WBelBHE é’iﬁ&IQQkO@f&n aEl?e Oﬁhfé@ﬁ‘oi&)

shown 1n Fig I S necessary that sone of macr ob] ocks ECOHE

i nt r a¥34E4 %c‘?%ﬁbi cﬁ:‘ks Wr@f@dﬁ'y ltnél?c’éPGeFH&'Pb&&t songubadidatanintBedded.

This gashal geafesuti| i Zrshdd, t hehenbrdtlbeg and edormeirdly uspredicted
Stat'r%ét':%o locﬁhnl A th-léhar{mér of hbacﬂ%ardly predicted macroblocks
are monitored, and when these numbers are less than a certain
threshold value, it is judged that scene change has taken place.
In such a case, it is desirable not to embed data into such
frames (i.e., according to the embedding rule, it is desirable

that prediction type be made an intracoded macroblock.)

(5) Attention to consideration of picture quality
(countermeasure to occlusion) ' |
Occlusion means that,- by moving a certain object, 'something
hidden behind the object s'uddenly, appears or conversely is
hidden. When occlusion takes place, the macroblocks related to
the occlusion within the entire frame are type (c) shown in Fig.
4, In this case, as previously described, if the prediction
error of the prediction 'type c_letermined according to the
embedding rule is less than a threshold value, there will be no
problem, but in the case other than that, perceptible degradation
of picture quality will occur. When picture quality is of great
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‘statistical nature appears, a plurality of enbedding reglon9 ?6 974 100
regions) are prepared, and 1 bit of information may be expressed mnth a
Pplurality of regions. In that sense, the redundancy in the present
invention neans that 1 bit of information is not caused to correspond to a
single region to be processed with a relation of one-to-one, but rather it
1s caused to correspond to a plurality of regions When occl usi on takes
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tec%ﬂ”@xampi@ teahsia@i'e th@%aes'@%f@ iﬁﬁbﬂﬂatﬂoﬁhéqﬁﬁ.@ﬁﬁaht' Q\bent i on
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macroblocks. Conversely, if two or more macroblocks are of type
(c) shown in Fig. 4, it is necessary that some of the macroblocks
become intracoded macroblocks to clearly indicate that data has
not been embedded. This can also be utilized in the embedding
and extraction using a statistical technique. That is, each time
statistical nature appears, a plurality of embedding regions
(e.g., 100 regions) are prepared, and 1 bit of information may
be expressed with a plurality of regions. In that sense, the
redundancy in the present invention means that 1 bit of
information is not caused to correspond to a single region to be
processed with a relation of one-to-one, but rather it is caused
to correspond to a plurality of regions. |

When occlusion takes place, it is considered that a plurality of
mutually adjacent macroblocks existing in the portion related to
the occlusion are of the type (c) shown in Fig. 4. In view of
such a point, for a set of macroblocks which constitutes an error
correcting code,'it is desirable to utilize macroblocks which are
present at a positidn away from each other in the frame.
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- constituting the P-frame are forwardly predicted macrobl ocks and an
intracoded macrobl oek, bit val ues can be caused to correspond to these
macr obl ocks. However, from the viewpoint of suppressing degradation of
picture quality and an increase in a quantity of data, as previously
described, it is desirable to enbed data into the B-frame rather than into
the P-frame. The reason is that if -a macrobl ock which is an intracoded
macr otfhoicke i £hieor afbrementiéonetiorewbad iment dihas dbaenr alssekilyd t i th
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data i®PehPRHACE"as additional information. Therefore, at |east one region
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predi Gyl . : \ I Cl.l Welp's | |
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e enbedd] regi on, Qy oyi n ocrwar d,predicti.on. . The backwar
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r ef er evares ivgi arforwaikl ¥ (predi ¢tedd meamobYarie, whibalvckwa nddfye prediickedoy t he
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bi di rectronal prédiction error 1s calculated, froman enbeddi ng regi on and

r ef er ePREre2pPBAstPnbhst Nadhespest Oand /f @ngr & r alesRartdlvelfies which are

referred to by the enbeddi ng region, by enploying bidirectional prediction.

A decider 66 enbeds data to be enbedded into an enbeddi ng regqi on .by

cont r N ¥F HRCEMRTenar BRLAR sthe oRIQreBgn&AoRsd:H epdbodimenteddafy AN by

ref er rd@gectdbed eniattli ngefeencepectd i Céhy, BhEr&dpddithay ul Esprescri bes
(hat e 2slighe 2 a0 diprbedded 10 90 SARIU0% 18808 (e
data into the aforementioned P-frame. Since the macroblocks
constituting the P-frame are forwardly predicted macroblocks and
an intracoded macroblock, bit values can be caused to correspond
to these macroblocks. However, from the viewpoint'of suppressing
degradation of picture quality and an increase in a quantity of
data, as previously described, it is desirable to embed data into
the B-frame rather than into the P~frame. The reason is that if
a macroblock which is an intracoded macroblock is forcibly made
a forwardly predicted macroblock by the embedding rule, the
picture quality will be degraded and, in the opposite case, the
data quantity will be increased.

(6) Motion image coding system

Fig. 6 is a block diagram of a motion image coding system
employing the present invention. Memory 61 stores motion imagé
data consisting of a plurality of frames. Frame memory 62 stores
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eapl oys either forward prediction or backward prediction. Afso 98m8%4th

‘ot her data is enbedded, it prescribes that the prediction type enpl oys

bi directional prediction. The decider 66 decides the type of interfrane
pfediction in an enbedding region in correspondence with the content of
informati on to be enbedded, al so specifies a reference region which is
referred to by an enbeddlng region in correspondence with the decided type
of” | T pAEET AURLIGION £ AR TAA NELARE OROEY! O3 ChEBEBEOE Bhelbe
first e secon or the third predi.ction Thereafter, an encoder
67 engferanqe sifgame winchdhgplayt pRrdeEem t He G’@@ld%‘r gpecifier -

- 22 gpecifies a os:.tlon ‘at which data is embedded as addi69096.1074
Here, the decider 66 is dg gned sQ that, for a certain enb g ag regdon
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addi t ined rddd Q5L | ﬁfbdﬁc@ﬂ@ﬁdéﬁﬂoi: nig &éﬁ&ﬁlaﬁé&r aﬁkbﬁgaﬁeéﬁﬁeﬁ%ﬁ‘&t racts
additional] informati'ogn, enbedded.in an

reg| on, fr e type of.
i nt er AP @Rt F&#qrr?”tq?e é'ﬁﬁé&’a‘lsnglPegPBﬁi‘ ther. é?ar’?‘hgat‘{a &é‘ ure
ext r agtd firende. fdds whidrcager réfedeeades byethécedbéddahq wieigdloryas

out pmb”e?n%fo@eing bidirectional predJ.ctJ.on. A decider 66 embeds data
to be embedded into an embedding region by controlling the
characteristic of a region which is an embedding “region Dby
referring to an embedding rule. Specifically, the embedding rule
prescribes that when a single data bit is embedded in an
embedding region, the prediction type in the embedding region
employs either forward prediction or backward prediction. Also,
when the other data is embedded, it prescribes that:  the
prediction type employs bidirectional prediction. The decider
66 decides the type of interframe prediction in an embedding
region in correspondence with the content of information to be
embedded, also specifies a reference region which is referred to
by an embedding region in correspondence with the decided type
of interframe prediction, and furthermore specifies either one
of the first, the second, or the third prediction error.
Thereafter, an encoder 67 encodes the s:.gnal which was output
from the decider 66.
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extractor 73, thereby reconstructing a notion inage. (8) Eﬁ8633|834of
Fingerprint In MPEG B-frames are not referred to by other frames, so even
if the prediction type of. nmacroblock in the B-frame were changed, there
wéul d be no possibility that the change woul d have an influence on ot her
frames. By utilizing this fact, a fingerprint can be enbedded. The -
fingerprint is specific I nformation different for each owner. A typical
uty iz t| on exa | e t
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MPEG epgidbpd hhePSréd®Eng b2V RdeeNcHehd. em@mn%aré yibablig rakaebl ock

is sel ected |n corres ondence wth a third part s a receivi

st at i oh¥aRQehS| +n1abh§}3?ﬂ “t hP¥ %Wt%%‘ér'ét‘%\dg@%’é ‘?1%) FRRICES orls%?’ﬁ%r
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i nfl uegg % Lhe conpression efficiency of the notion image and al so
wi t hout substantially causing degradation of picture quality. In

(7) Motion image decoding system.
Fig. 7 is a block diagram of a motion image decoding system
employing the present invention. Memory 71 stores encoded motion
- image data into which additional information is embedded. A
region specifier 72 specifies at least one embedding region into
which additional information is embedded in a frame. Extracting
means 73 extracts additional informétion, embedded in an
embedding region, from the type of interframe prediction in the
. embedding region by referring to the extraction rule. Then, an
decoder 74 decodes the encoded data which was output from the
extractor 73, thereby reconstrﬁcting a motion image.

(8) Embedding of Fingerprint _

In MPEG, B-frames are not referred to by other frames, so even
if the prediction type of macroblock in the B-frame were changed,
there would be no possibility that the change would have an
influence on other frames. By utilizing this fact, a fingerprint
can be embedded. The fingerprint is specific information
different for each owner. A typical utilization example of the
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addi tion, since nessage data is enbedded in a part essentlaf fo the code of

the motion image, it is difficult to renove the nessage data fromthe
notion i mage w thout degrading picture quality. Furthernore, since the
guantity of information to be enbedded is al nost independent of the content
of the videodata, it is possible to efficiently enbed nessage data.

- 24 - JA9- 96- 074 CLAIM5S 1. A data

hi di ng g mﬁé@&i&e fgrba@élaasé n&ﬂéﬁat 'Qﬁehnﬁetﬂoﬁnifnaﬁe aaaaelsoagrsutew ed by
a plurality of frames, Eyw&ng e steps
(0}

|
Ieastqﬂm@eﬁﬁéaﬂlﬁfqﬁﬁy ?nl?ﬁ@ﬁﬁ%ﬂﬁ??kﬁ“s%mbﬁﬂﬁﬁﬂﬁ ﬁﬁ&%ﬁ%tlﬁ
det er fdtigh anha@@ Qdtanker thare tlhré%dﬂﬁlrd) alrft}sabldlclenbsddl l&gciae.mm@ | n

d f nmbed f t
cnbedd ST dhdre SPECRELAR- of L fipn; eﬁbﬁﬁ fo¥adedtls SaUEEs £f @
cor r esq:nmd dan thee spgue fiifed iwhesr fam il egadi @dton suichs aisd iddiegadi wgpyagi on.
t f h I
Whl ch sai 35 #%ﬁg@e%ﬁ%ﬁ?g%é ?éka Eﬂgfrg%&égg%’ﬁsr‘igpe | Ig%g\?lrl?g
frame. c1r<=131atethe therehtanhd het Aofeasfort anyr ihlpgadl grpy2, WSO @ sai d

type qéza};m P& £Qe St hLBaLELSE eejieenf 1@&&06%5@ spﬁsééh.%tt'r@.'?m.on
backmar redlc I on, bidirectional predic¢tion i.ntraframe cod |ng
ddi ng

4, trermahien nga%t"’l‘lcfd-'&ﬁ%"flmbr‘%‘w ine @F'Qeﬂd?d wHeFEFResRrgd
rule qmﬂestmer@élbtfavﬁbuemtomatﬁeapond to said

In the case where a fingerprint is embedded, basiéally both
"bidirectionally predicted macroblock" and "forwardly predicted
macroblock or backwardly predicted macroblock where the
prediction error is smaller," which are generated when MPEG
encoding is performed, have been held. Then, a suitable
macroblock is selected in correspondence with a third party which.
is a receiving station. Even if done in this way, there would
be no influence on other frames or a data layer (e.g., a slice
layer) which is higher than the macroblock layer of the
corresponding frame.

_ INDUSTRIAL APPLICABILITY _

According to the present invention, message data can be embedded
into a motion image without substantially having an influence on
the compression efficiency of the motion image and also without
substantially causing degradation of picture guality. In
addition, since message data is embedded in a part essential to
the code of the motion image, it is difficult to remove the
message data from the motion image without degrading picture
quality. Furthermore, since the quantity of information to be
embedded is almost independent of the content of the videodata,
it is possible to efficiently embed message data.
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defFecrrUnar—predfttfon and the other bit value to correspgﬁg-%ﬁ5q;£ d

f or Lot | - sai d backward prediction. 5. The data hiding _
netﬁ@@ BE "Eﬂ”ﬂi&ﬂmn claim4, wherein said enbedding rule further causes

dat a tion to correspond to said intrafranme codi ng. 6.
The data hiding nmethod as set forth in claim21, further conprising:
- 25 - _ : JA9-96- 074

a 'step of inhibiting enbeddi ng of Qﬁﬁgggﬁea certain enbeddi ng regi on when a
prediction error in the type of inter prediction of said certain
enbeddl ng riglats hdatinrgrimegthdshfod embedddngnbridingtioheint o dhtion

0l ot m BRI RAPEEERERH P A pLurd o W ey b O S et

to sai@fénbedding region of said bidirectionally predictive-coded frane
when a nunber of references of said forward prediction or a nunber of

references of said, backward prediction in,said bidirectrionall N
predictive-tTo® t _ r n : ; ta
di ct i ve- EBAEHTFARAG At AL (G SRhEHRS  FPALaRnARERe frgme sfor,
hi di ngembéddiln§oinéniraddiion ;i mhdr nati on into a notion i nage constituted by
a plurality of frames, conprising the steps of: counting a nunber of
references of forward prediction or a nunber of references of backward
predi ction AAtErMiRARGha@ n&YRR effeddniericgmeh Myedmidan nPf nferidti on;
embedding region in correspondence with information to be
embedded by referring to an embedding rule where a content of
data to be embedded is caused to correspond to the type of

interframe prediction of said embedding region.

2. The data hiding method as set forth in claim 1, wherein said
frame in which said embedding region exists is a bidirectionally
predictiVe—coded frame.

3. The data hiding method as set forth in claim 2, wherein said
type of interframe prediction is selected from forward
prediction, backward prediction, bidirectional prediction, and
intraframe coding.

4. The data hiding method as set forth in claim 3, wherein said
embedding rule causes one of bit values to correspond to said
bidirectional prediction and the other bit value to correspond
to said forward prediction or said backward prediction.

5. The data hiding method as set forth in claim 4, wherein said
embedding rule further causes data embedding inhibition ¢to

correspond to said intraframe coding.

6. The data hiding method as set forth in claim 1, further
comprising:
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deter i Istics of said respective enbeddi ng reglc%m?qrp74

Corr e Wth |nfornat|on to be enbedded by referring to an enbeddi ng
rul e m' Q&j mﬁgm of data to be enbedded is caused to correspond to a
char a€ d enbeddi ng regi on, when said nunber of references is

greater than a pred%tern1ned nunber; and I nhi biting enbeddi ng of
data to said enbeddi ng region of sald frame when said nunber of references

i s"less thap S8 PrEFCLGHINEA A "ifbedding of data to a gcertain

26 -
9. A embeddingngreginnd WbenendedptedichieRma®rEari nid abhengpe of

cowpr'ghearksasmét e@ﬁcé?:flctlon 02PeGiAfiY NGcdrPh i al bikedlbiagbedebaiton £gi ons
in said 1 mge for enbeddin same _| nf ornati on det erm ni ng

sai d r@%ﬁ%E@FV@dehﬁéaélﬂ@ ?%b¢dﬁ@b%@ﬂ%%91r? %y'?Eﬁ%@é%m?sﬂﬁﬁg%ﬁﬁﬁ%&ﬁ% istic

I n cortRgegRdedaceaMyel i nformation to be enbedded by referring to an _
enbeddi ng rule where a content of data to be enbedded is caused to
correspond to a characteristic of said enbeddi ng regi on, and enbeddi ng

t he safle darThei Marsadhidingpeethod amheddtndortdi cirs. claid. 64 déwnther
extracéb B Fﬁkggd for extracting information enbedded into a notion inmage,
conprisin teps of: specifying at | east one enbeddi ng region
enbedded with information; and

a step of inhibiting embeddlng of data to said embedding
region of said bidirectionally predictive-coded frame when a
number of references of said forward prediction or a number of
references of said backward prediction in said bidirectionally
predictive-coded frame is less than a predetermined number.

8. A data hiding method for embedding information into a motion
image constituted by a plurality of frames, comprising the steps

of:

counting a number of references of forward prediction or a
number of references of backward prediction in a frame having an
embedding region for embedding information;

determining characteristics of said respective embedding
regions in correspondence with information to be embedded by
referring to an embedding rule where a content of data to be
embedded is caused to correspond to a characteristic of said
embedding region, when said number of references is greater than
a predetermined number; and '

inhibiting embedding of data to said embedding region of

said frame when said number of'references is less than said
predetermined number.
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prediction in t ing region by referring to an extraction rule where
the ty m H{ﬂﬁgﬁ@ﬁmam& prediction in said enbedding region is caused
t g corridk WO nt of data to be extracted. 11. The data
extraction nethod as set forth in claim10, wherein said franme in which

sai d enbedding region exists is a bidirectionally predictive-coded frare.

127 The data hiding.method as set forth J Lajm,11,. r el ty of
said interf ar?gatrﬁ egi"??flgn T%ég% ecf‘PEd ??%%?ﬁﬁg%rld&por%%?%lt#gn?n%gc k%gr d
pr edi cimage , bcdmpedsiiagalthe edieps @f: and i ntrafranme codi ng.
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13. The data hiding method as set forth in claim12, wherein said
extraction PEPELENISG aprlwialbity of yeubedding: ¥egdeas: dnsfald image

bi di r egbk0BAbeRHHIC RN SRikb tiiF¥iidt{ assdue to correspond to said
forward prediction or said backward prediction. 14. The data hiding

met hod as set forth in claim13, wherein said extraction rule further
causes sai ddefterafindnyg cedidEdspexarings rmisbddi nt vegihdiesi dsogthabi théyon.
15. A dat r e} £ QL. .ext.r act i 1,0f.0 L Qn. i t y
enbeddglgvlgnt%géaggl rera%g ,g%c? oqrr%rr:(l(s)slrtﬁ'gg(tlﬁle%tsotrle?%sé 0 I}Jéﬁépe% %%gﬁ#\gggiggf:gﬁmge a
pl ur al koybef emhbddednhyr vgfenringhtddan embeddingsmndeduherei@;content

extrachigng gath bid s sgbe@%@dh@dsaii% r eSResdd Ve r8heddirad goi Ongo f ram

characteristics of said respective enbeddi ng regi ons

characteristic of said embedding region, and embedding the same
data into said respective embedding regions.

10. A data extraction method for extracting information embedded
into a motion image, comprising the steps of: '

specifying at least one embedding region embedded with
‘information; and

extracting the embedded information from a type of said
interframe prediction in the embedding region by referring to an
extraction rule where the type of said interframe prediction in -
said embedding region is caused to correspond to a content of
data to be extracted.

11. The data extraction method as set forth in claim 10, wherein
said frame in which said embedding region exists is a
bidirectionally predictive-coded frame.

12. The data hiding'method as set forth in claim 11, wherein the
type of said interframe prediction is selected from forward
prediction, backward prediction, bidirectional prediction, and
intraframe coding.
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by referring to an .extraction rule where a characteristic o\msalg 074
enbeﬂn aused to correspond to a data bit to be extracted;
when ,mmllmllﬂ"mﬁlnl ts are extracted from said respective enbeddi ng
r €gi ohs, ¢ cdpdri Aag- & nunber .of sai d enbeddi ng regions for each of the

e>gtracted different data bits, and specifying the data bit with a greater
nunber, - as enbedded information; and thereby extracting said

| nfor mad Ol | da t £ IHIAINGY & mw;a&o'@é 28rLHBGG &éfm 1 hdmrem

extracmnrre or ex rmati on enbedded 1nto a g
conpr issiigy extracinn orule Cause§p969f pindith wlurs nkgecarpeapan t9i°of

- enbeddgam rw&a&%cﬁmfmecbﬂé&ib@l&at At e Lot bit value to
28 extractjng qe‘I enbedded data bit of
r

char a@QsesRRd of tPhe Séﬁ-é’m ffr%’ﬁ""’b‘F aPFeJi6EieRhe RH ngs‘?’e‘él oﬁ U?r

ref er gl iash extraction rule where a characteristic of said enbeddl ng
region is caused to correspond to a data bit to be extracted. 17. A
notion i mage codi ng system for enbedding infornmation into an i nmage which is
const ildut edrlizy dapauhdbing ofethosiress aset Wibethedpl oykaimt 23§ r whrerein

predi ¢ijsq, | g r c ors I I rst
br odi A1 SFPEREEEERT ule SuVhe¥ ORuGas Wad e R BPUEAG )
franme mr@mum ‘ilﬁlﬁ%rﬁﬂb?@ﬁlaﬁdlahilbﬂaﬂ-@ﬁee region in a second frarre
which is referred to by said enbedding region, by enploying forward

redictjon,_ also calculati.n cond .
P lé. 'A data extractio meghog for extracting information with

redundancy embedded into an image, comprising the steps of:
specifying in said image a plurality of embedding regions
embedded with the same data bit;

extracting data bits embedded in said respective embedding
regions from charaéteristics of said respective embedding regions
by referring to an extraction rule where a characteristic of said
embedding region is caused to correspond to ‘a data bit to be
ext_:facted; '

when different data bits are extracted from said respective
embedding regions, comparing a number of said embedding regions
for each 'of_the extracted different data bits, and specifying the
data bit with a greater number, as embedded information; and

thereby extracting said information with redundancy embedded
into an image.

16. A data extraction method for extracting information embedded
into an image, comprising the steps of:

specifying in said image a plurality of embedding regions,
embedded with a data bit of 1; and
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pgeM' on both said enbedding regi on and a’ferdfafdé

Yegio mm which is referred to by the enbeddi ng regi on, by
enpl o ““\m sedi ction, and furthernore calculating a third

preedi Ct«| ofi etrot, ‘based on said enbeddi ng region and reference regions in
tie second and third frames which are referred to by sai d enbeddi ng region,
by enpl oyi ng bidirectional prediction; and a decider for deciding a type of

interframe predicti [ ai d kNg ion,dn cgErespon vvit a
content of é)x ]%‘%éjfr?@n ?’(})I%b n%@%éjdéj% b?gr%gf eﬁ?lpng % Sl errbd§§§§ng rule

whi ch qhaamt@essthtas aoh ethe mpeadsit ey @L@@rﬂiﬁddﬁd%@&h@gemb@j&m

regio f t e | [?@gé;_dj | oys
eit her% forl\ag 3:0 ?&dégﬁsgggérgh thé ‘glgii\f\gr%%#e I ctlon and%%hqg}gso
pr escremk%dcim mghoandtﬁ’le‘?a'él%@@ bPt qorraaRAkdte nas dafanptditAg Reegi on,
the typerdceahd i nterframe prediction enploys said bidirectional :
prediction, and for specifying any one of the first, the second, or the
third prediction error in correspondence with the decided type of

i nterframe mm&ﬁifti:cbzh Qrmage coding system for embedding inforn&::on into

JA9-96-0 e claim
17, whet eﬁ'ﬁa%%l CIJ(]seI’ rﬂ&{.l%été&']ﬂ?f & %dlh%f“%/é% ré? rreafzrr??evﬁ“nag{]& Wr{hL rED
errbeddd!ml@YS dinterframneepredicéioad dicogprdgiiong swhen a-prediction error i n
"the type of interfrane prediction of said certain enbeddi ng region,

determ ned based on sai d engbeddin ruI e, ‘éﬂeeds a prgfleterm negd, threshol d
val ue. 1080 ARFFot PBACHAEEE T obPR Hagep (HHFRE PradiGhion
wher ei @rgeéx ¢ daeederonl rmdﬂdeSnsembeddunlgl dgion nepesifbeédhinnia Eisst

oreai chrons. 54 ehladdifen USSP Rlrcangelegpics’Fedii dn 2

predicSéoondrfaamananqM u&#m&ﬁ&nrﬂdcﬁoshYdsa&dkeabedpdeglaﬁgmonxlhm|d

e SHPIELhY PRhR ® pRQRELIERTT endher CAlE A pEgIche) BeStha
predlctlon error, based on both said embedding reglon and a
reference region in a third frame which is referred to by the
embedding region, by employing backward prediction, and
furthermore calculating a third prediction error, based on said
embedding region and reference regions in the second and third
frames which are referred to by said embedding region, by
employing bidirectional prediction; and a decider for deciding
a type of interframe prediction in said embedding region in
correspondence with a content of information to be embedded by
referring to an embedding rule which prescribes that when one
data bit is embedded in said embedding region, said type of
interframe prediction in said embedding region employs either
said forward prediction or said backward prediction and which
also prescribes that when another data bit is embedded in said
embedding region, the type of said interframe prediction employs
said bidirectional prediction, and for specifying any one of the
first, the second, or the third prediction error in
correspondence with the decided type of interframe prediction. |
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e.nbeﬁmm!ulmlﬂtw" notion image, conprising: a specifier for
“spec ne enbeddi ng regi on enbedded with infornmation; and
an exfrattor f*r Sextracting said enbedded information froma type of said
ihterframe prediction in the enbedding region by referring to an extraction

rule where the type of said interfranme prediction in said enbeddi ng region
is caused to correspond to a content of.data to be enbedded. 21. A

pr ogrqm St@h@@nd@fﬁﬂ”lﬁ&éeeééaﬁhbn%y%ﬁbﬁ 3ad)i 968J FRRBESh o £l Qﬁbedé
|nfor ion into 8 qﬁég%n i mge constituted by a plurality of frames., by a
ra

corrpuf“' reme BRd dp5gel MRS h tH-é‘ Q@ . means  wRigh; fying

i nrTb adtmm:.a:rs lepddddingy enbeittaito &gl@ttd\il@ atbedding oregionnwhén a

enbe s

JAQ-Q%E%RE@%ion erroﬁeC|d|H§ §y%ﬁm9%flggeafrapgrﬁﬁﬁ%gﬁﬁﬁﬁPc?lon Fﬂ sai d

enbeddiemgadagi embeddingr m:mmen@etemhnednfhnm i on tsaisk embeddédgby

refernina t%@é&{p?ﬂ fg% ﬂmé'c?etﬁré 5§atvgfm§ata to be enbedded is
to the type o

caused to correspon |nte rane prediction in said enbeddi ng
regi on. 22. A program storage nmedium for executing a data extracting

process,. Wrheh wﬁimtﬁmagé%asatmqn_@ﬁm\de&si Bke ForBednoéloimi HBYE, by

a co ter the gtora e di um havi g:%@$ spgﬁ%%of: hi

Speci PYRREM, BaEHaRERIFRadR g SaBEaaPRY JdERTA + HbLGh

i nf or imhiidritsanembedding of data to said embedding region of said
bidirectionally predictive-coded frame when a number of
references of said forward prediction or a number of references
of said backward prediction in said bidirectionally predictiveQ
coded frame is less than a predetermined number.

20. A motion image decoding system for extracting information
embedded into a coded motion image, comprising: '

-a specifier for specifying at least one embedding region
embedded with information; and

an extractor for extracting said embedded information from
a type of said interframe prediction in the embedding region by
referring to an extraction rule where the type of said interframe
prediction in said embedding region is caused to correspond to
a content of data to be embedded.

21. A progfam storage medium for executing a data hiding
process, which embeds information into a motion image constituted
by a plurality of frames, by a computer, the program storage
medium having the steps of: '

specifying in a frémg at least one embedding region into
which information is embedded; and

- 30 -



-

s : : : JA%-%%—%?4 :
extracting the enmbedded i nformation in correspondence with said
“interf n said embedding region by referring to an
ext rac""m”mf lmal d type of interframe prediction in said enbeddi ng

regi on ms cause [ cerrespond to a content of data to be extracted.
,31 - :

b

deciding a type of said interframe prediction in said
embedding region in correspondence with information to be
embedded by referring to an embedding rule where a content of
data to be embedded is caused to correspond to the type of
interframe prediction in said embedding region.

22. A program storage medium for executing a data extracting
process, which extracts information embedded into a coded motion
image, by a computer, the program storage medium having the steps
of: '

specifying in a frame at least one embedding region embedded
with said information; and

extracting the embedded information in correspondence with

a type of said interframe prediction in said embedding region by

referring to an extraction rule where said type of interframe

'prediction in said embedding region is caused to correspond to
a content of data to be extracted.
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