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not assigned. A Calculation
block (206) calculates a hash
value in accordance with a part
of content data recorded on
an MD (209) and transmits the
hash value from an I/O block
(201) to a personal computer.
The personal computer
identifies the content recorded
on the MD (209) from the hash
value and in accordance with
this, manages check in and
check out of the content. This
invention can be applied to a
personal computer.
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| Technical Field |
S The present invention relates to informarion processing
apparatuses,?and in pérticular,.to an information.prpceésiﬁg
apparatus designed to'protgct copyright even for content

having no given identification information.

o 10 Background Art
'Recently,.MiriDiscs‘(hereinafter referred toAas MD
discs if nécessary) have becdme,widely'used_in place of
éassette tapes. éne of:the_reasons of the wiéespread'uée'is
thét, in the case qf-qasserre”tapes} itriS-impOSSiblé to .
15 pgrform random aééessing,'whrle inrthe3C§Se of MDs, it is
_possible to perform réndom éccésSing
In the MD system the functlon of 1dent1fy1ng centent
15 not deflned in Spec1f1cét10n As a result the system :
has a problem in that it is 1mp0531ble to determlne Whlch
720h piece .of content is'recordeq_and the gopyright_bf COntent_

' cannot be managed{-'

Disclosure of Invention-

Embodiments of the present invention seek to enable management




A. . END (57) Abstract: Managenent of copy right of a content to which
identification information is not assigned. A Cal cul ati gng r&%kmk%06)
- calcul ates a hash value in accordance with a part of cont
recorded on an MD (209) and transmts.the hash val ue fron1an I/ O bl ock
(201) to a personal conputer. The personal conputer . identifies the
content recorded on the MD (209) fromthe hash value and-in accordance
with this, manages check in and check out of the content. This invention
~can be applied to a personal conpufe?.‘G Sept enber 2005 - 1 DESCRI PTI ON
| NFORMATI ON PROCESSI NG "APPARATUS Techni cal Field The present invention
relates to information processing apparatuses,. and in particular, to an
i nf or mabFoBhpr 6p$sioRL @pp@éﬁtéﬁtdeévgﬂedftQd@ﬁ@ﬁ@@ba@@@ﬁrlght even for

content having no given identification information
informatlon for identifying the content is not found.
According to a first aspect of the invention, there is provided
an information pchessingfepparatus for performing
5 content,manegement, eomprisieg;
| .acquiring meensrwhice:acquites content to be
transferred to anether‘infor@ation‘processing apparatus;
enctyption.means whieﬁ‘enctypts the content acquired by--
Said acquiring heans}‘ -
10 | -transmitting means whieh transmits the encrypted
 content to the other infofmatipﬂ processing apparatus;
reeeiﬁing means which receives, from the other-
' infotmetion proeessing apparetus, a compﬁﬁatien Valﬁea
rcomputedcbased,en the-content=ttensmittediby said
15 transﬁittingAmeaﬁsj aqd.'- |
manAgementimeené which,: eaSee on the eomputatioh_value_
'reCeifed;by said'receieinéjmeene( ﬁene§es the centeet;
rAccording to a eecondrasbect of the ihﬁention, there is-brovided
an. information.p;ocessing‘methdd,for an information
20 j processing appanatﬁsfwhieh performe‘contentAmanagement,
including: |
an acqu1r1ng step which acqulres content to be
transferred to another 1nformatlon proceSSlng apparatus,

an encryptlon step whlch encrypts the content acqu1red

25 in eaid:acquirlng,step;.




10 Background Art Recently, MniD scs (hereinafter referred to as MD discs
i f necessary) have becone wi dely used in place of casset(% %E shne of

t he reasons of the wi despread use-is that, in the case o %etr?% t apes,
it is. inpossible to 15 performrandom accessing,-while in the case of MDs,
it is possible to performrandomaccessing. In the MD system, the function
of ‘identifying content is not defi ned in specification. As' a result, the'
system has a problemin that it is %%m ble to determ ne which 20 piece
-ofcontent is 'recorded and the copyrl ght. of .content cannot be nanaged-.
Di scl osure of Invention Enbodi ments' of the present invention seek to enable

management 6 SeptigiRemniddA%g sterPhiHiNg: COMdats ofncanienfprayen if
identification informationfor identifying the content is not “f ound.

Accor di ng ¢®ngefit red asPastnadf il imveshoprotbes endSappovhded; an
information processing apparatus for performng 10 content. managenent,

conprising: acquidddeg viteans; tedp mlaﬁqwerceﬁxﬁmm enfom ttthdbe>tigmnsferred to
anot her i nformation processing apparatus; encryption. neans which encrypts
t he cont ents Bogue it ieth: tg/rcs:aas:bzan;qm;mmgammnsa tompshat i omgrakaas which .
transmts the encrypted content to' the other information processing
-apparatus computed based on the content transmltted in said L
.'transmlttlng step,‘and_j | A
| a\management-stepewhieh,'Eesedron:the eom?utation value
regéivéd inysaid'feceiﬁingeetepf.maﬁegee the content..
Accordlng to a thlrd aspect of the invention, there is prov1ded
a program storage medium storlng a. computer readable
'proépamrfor an 1nformetlon,precess;ng apparatus wh;eh
_perﬁormsfednten£3maﬂege¢ehﬁf‘the'pfqdremquclqaing:
an.ecéuiring steﬁ-wﬁieh eedeirés eoetenéVﬁo'bef
'ﬁréneferred_to;anqthe; infbfmatibn,processiné-apparatUS;
aﬁ encryptibn step which-eﬁcrfpfslfhe content acduired
iﬁ‘eaid-aequirihgfstep;‘ J
a‘trensmitting step which trenSmits.tﬁe encrypted
content to the-otﬁer informetien precessing apparetus}'
a teceiving_step whichfreceives; frem the ofher
infermatioﬁ processing apparatus, a coﬁpuﬁation vqiue
coméﬁted based on ‘the eeﬁteﬁt'ﬁransmitted in said
trensmiftihg step; aﬁd'- |
a ﬁanage@ent éfep ﬁhiehf beeedlonetheecompufafion'vaiuer

- received in saild receiving step, manages-the content.




recei ving means which receives, fromthe other. information processing
~apparatus, a conputation val ue conput ed-based on the content transmtted by
said 15 transmtting ‘neans; and. managenent - means whi ch, : % BRSO Phe
conputation-value. received:. by said receiving, neans, nmanages the
content. According to a second aspect of the invention, there is provided
—an, information. processing, nethod. for an information 20 . processing

apparatus which perfornms content managenent, including: an acquiri-ng step
whi ch acquires content to be transferred?®o another information processing
apparatus.; an encryption step which encrypts the content acquired 25 in.

-said acquiri-ng. step; 6 Septenber 2005 - 2a a transmtting step which

transmts the encrypted -content to_the other. I | 0N RLOCESSI NG ded
apparatus; a B@@ﬁﬁ&%QHtht%p %ﬁﬁ%ﬂqaf888F¢€2%; réﬁ%%%gﬁ%%hgr ?nforﬁ%tiéne

processing'agpargkgarag_fg9npgggghgnav@Bﬂgu%@%pﬂhgéﬁb%&ﬁ&r@ustBﬁrpontent
transmtted in saidtransmtting-step'; and a. nanagenent-step 'vihich,

based on-_i!h%rﬁ.grﬁﬁaha{jkeeeg@hﬁ? Epai-uedsi Fosapdrifeeaiivigngositept Mmnages
the conterit_. According to a third aspect of the invention, -there is
provi ded panhRGegeam sbokagen@edi um storing a.. -conputer-readabl e program
for an information processing apparatus which perforns content -nanagenent;
' the pr09r3h1éﬂ0$¢@ﬁ1@ﬁng step whicb acQuireSmcontggt=?Q be ' .
a iraﬁéferred to andtherfihfo?mﬁtionfpquessipg_apparatus;
| "an.encryption‘step_whicﬁ éﬁcpypﬁs ﬁheiéénﬁevtLvauired
2Ain.said.acqui;ingﬂétep; | | | |
| é’ttaﬁsmittihg sgep whiéhgtraQSﬁiﬁs ;ﬁé'enCrypted
‘cqnfent To thé'bthei'inforﬁétién&p;p&égéiﬂ@_aﬁ?arétﬁs;."
1a\£et§iving'step-§ﬁi&h feééévgskvfrbﬁ;théJofhér
:infdrmétiqﬁ ﬁroceésing'apbéréﬁps,-5 ¢éﬁpﬁt§ti0ﬁ;va1ué‘
éompﬁted-baséd'dﬂJthé5égn£eﬁt ﬁragsmiiﬁéd?in ééid;:-
transmitting step; and |
a maha@eménf stéé which, baéed-qﬁ ﬁhe'épmpﬁtéﬁion'galue'
regeived-in said receiviﬁg step, managés‘ébé cqh£entﬂ'
According to a'fifth aspect of-the:inventidn, there .is provided
an ihfprmatiqh p;oceééing apparatus_gsing content, |
coﬁprisingf | | -
acquiring means which acqhiresrcénféﬁt‘traﬁsférred‘from:
another informétion proCessing apparatusﬁ 
computing'means-whi¢h,-based.on the;copténﬁ acgquired bj

said acquiring means, performs predetermined computatiorn;




an. acquiring step-which acquires content to' be. transferred to another

i nformat.i on, processing apparatus; an encryption step mhicg encrypts',the
content- acquired in said acquiring. step; a 'transnittind3 gﬁmﬁ%gtﬁ '
transmts. the encrypted content to the other information processing
apparatus; a receiving step which receives, fromthe other information
processi ng apparatus, a conputation vatue conputed based on the content
transmtted in- said transmtting step; and a managenent step which,
basedon the conputation value received in said receiving step, nanages the
content. 6 Septenber 2005 - 2b Accordlng to a fourth aspect of the

invention, there is provided a prqgr I NGy @& PR T whi ch
control s an i nf'GHEH Ont i L% §$n§%a§g2%a?%§'?a§ perform ng content

managenent o execut e: _ eR whigh A6HYLEEEi6ANTEDhet O be
transferr&d ?Bmﬁﬁﬁ?ﬁe?ro $ n% %ﬁa§%ro€e55|ng apparatus; ‘an encryption.

step which encrypt SONL&ERLL 8EgQUhESEsEnsai d. acquiring step; .a
-transmit FTH %8 By trangn$tsathe eﬁcrypted content to the other.

i.nf or mat i on, @&&ﬁﬂrﬂg r@@&% afiSeh , Bd SEEI o NEhs tapuwhichi oreceiMes, from
the. ot her ..inf.ormation processing 'apparatus, a conputation val ue '
comput ed. passdneitaliNBy CORL 8N r4hRRSHT kbadnEANSal doteans i nenagenerp; and.
. information for managing the content which is transmitted
from the other.infdrmation‘precessingfapparatns:_and‘
: managementﬁmeans.which,'based on“the’management
infbrmaticn receited byasaid receivingfmeans, manages the
: content.
According to a sixth aspect of the 1nventlon, there is provided
aﬁ‘ ' 1nformatlon proce531ng method for an. 1nformatlon
'processlng apparatus us;ng content 1nclud1ng'

an acqulrlng step whlch acqu1res content transferred

' from another 1nformatlon proce351ng apparatus-

a computlng step Wthh based on the content acqulred .

in said acquirlng step, performs predetermlned computatlon

a transmitting step which transmlts, to the other. : ks
information proceSSing apparatus; the cdmputation value
| computed in said computing step;

a receiving step whlch pased on the computatlon value

transmltted in said transmlttlng step, receives management

| information for managing the content which -is transmltted L

from the other. 1nf0rmat10n proce551ng apparatus and
a management step whlch based on the management
-manages the

information received in said receivinggstep,

content




provi ded anoin ornat
appar.g; usioeh%glg_ntent i ncl udi ng=-an acquiring step whi ch-acquires

a maenagement step whi ch, based-on the conmputation'value- received in said

‘recei ving step, nmanages the content According to a fifth ct
d%% £0Uﬁ‘-]smg

invention, there is provided an information processing
content, conprising: acquiring means which acquires content

transferred from another information processing apparatus; conputing neans

whi ch, based. on the.-content acquired by said acquiring nmeans, perforns
predet er mi ned. conputation; 6 Septenberd2005 transnmitting means which
transmts, to the other information processing apparatus, the conputation
val ue conputed by said conputing neans; receiving nmeans whi ch, based on

the conputation value transmtted by sai d trﬁnsn1tt|€1 ATegNSye HECRLYERded

managenent i nf &¢awidiow F@raWﬁhﬁﬁtﬁgafﬂ%F% & I's'transmtted from

the ot her |nfornat|on Bro%e55|ngmeaggﬁrgtg§lnsng pgggggﬁn@eg ggans whi ch,

based on' ' " REREG8Nent “infor mat 1 on. recei véd by. said receiving neans,,

franages thefC Pbn £EEELALIA! ApBathXhl aspggt cehtthe,i Bueat peogrimere is
on proce S|ng met hod. for _an.. i nformation: processing

content transferr from another. i nfornmati on processing apparatus; a
conput i ng stepamhggampgﬁgds@@pt‘hglgpn&@@mlﬁ@gmas:eﬂemn saqdls fegqueding st ep,
perfornms predeterm ned conputation; a transmtting step mhlch , to the

- Other from another information processing apparatus

- a computlng step which, based on the content acqu1red
. in said acqulrlng step, . performs predetermlned computatlon
26 | ) | a transﬁlttlng step whlch transmlts to the other
“informatlon'pr0ce551ng apparatus the computatlon value
'computed in said computlng step,,_
Ta rece1v1ng step Wthh baseo on- the computatlon value~
:transmltted in sald transmlttlng step, recelves ﬁanagementi
-25' vlnformatlon for managlng the. content Wthh is transmltted
3 fromrthe other information oroce351ng epparatue; end,
a managemeht step whieh,'basedhon the'mahagement
ihformation received'in said reeeiving etep, manages the

;,content.

Accordlng to an eighth aspect of the 1nventlon, there is provrded

Ve program for a computer which controls an 1nformat10n
T=proce551ng apparatus using content,. sald proqram cau51ng the
" computexr to execute:
“an acquiring step which acquires content trensferred

" from anotheér information processing apparatus;




i nformation processing apparatus, the conmputation value conputed in said
conputing step; a.receiving step which, based on the coqumﬂth%pzcglue
transmtted in said transmtting step, receives nanagenen ormation for
managi ng the content which Is transmtted fromthe other information
processi ng apparatus; and a nmanagenent step which, based on the .nmnagenent
information received in said receivigg}.e step, manages the content: 6

Sept enber 2005 - 2d According to a nt h ‘aspect of the invention, there
is provided a program storage nediumstoring a program for an information
processing apparatus using content, said-program 15 including: an

acquiring stepyWahehuREAY L8 canient branaf enr ele cohremtanothéred
i nformati on processing apparatus.; a computing. step which, based on the

cont ent aqgu%%q@,b@qgakqn@cgwb@ln@eememmsp@me@eme:ﬁpmedbtemmwneGlon‘
conmputation; 20 a transmtting step which transmts;, to the other .
information pracesahsgiappagasusp trhéchotrpahaniibA. vabuéheceﬁbared in said
conputing step; a receiving step which, based on-the conputatlon val ue
transm tt aeh fiornmeaiicdn- tpmmsamstlngngtppﬁtremusnect@lalwﬂﬂ%@atg&%ma ue 2 5
information for nanagi.ng the content which is transmtted from the other:
|nfornatl@mnmmaeebsmngaa@paﬁamw§lnahéte@ nanagenent step whi ch, based on

the managenent information recejved in said rece|V|ng Ee@ manages t he
.a receiving step which, based on the co pu iom .

'ttansmltted in said transmlttlng step, recelves management
'1nformatlon-for managlng the content Wthh 1s transmltted
from the other 1nformat10n proce531ng apparatus andi
a management step whlch based on the management
lnformatlon recelved 1n sald rece1v1ng step,-manages the.
content. :
“tAccordlng tora nineth aspect of the 1nvent10n, there is provmded |
an 1nformatlon proce531ng system comprlslng a flrst

1nformatlon proce351ng apparatus for managlng content and a

tsecond information proce351ng apparatus using the content
. wherein:
_said‘first:information processing apparatus comprises%
first,acquiring.means which acqguires content to_be
'tfansfetred toesaid'second infotmation processing appatatus;
encryption means which encrypts the contentj
acquired by_said acquiring means; |
fitst transmitting means which transmits the
encrypted content_torsaid second information processing‘
apnaratus; |
first receiving means which, from saidfsecond_

information processing apparatus, arcomputation valune




content According to an eighth aspect of the invention, there is provided
a programfor a.conputer which controls an information ..;processhng
apparatus using content,.- said.pro.gramcausing the. conputer to execute:
an acqui-ring step which acquires con ent transferred 'from another

i nformati on processing apparatus; 6 Séptenber 2005 - 2e a conputing step
whi ch, based on the content acquired in said acquiring step, perforns

predeterm ned conputation; a transnmitting step.which tr i.ts, to the
- ot her inf ﬁ%ﬁ‘@?&%ﬁ%&%%ﬁ & é‘sénol%ptu daﬁyor?a\aitglst?ét[%ctorrput edin
said conputing step,. .a receiving.step which,.based on the conputation
‘val ue transmAttedE HPEA T ansnitting . step; receives nanagenent

information. for managing.the conten LchybsptraRsit{gdefisom the other
i nf or mati on process'ﬁgsgp%%?% ﬁ@?ngn%eﬁﬁﬁanggenént'step whi ch, based- on the

managenent . i nfor.nat i received | I 4 g Tecel M NGB i pRRGES: [t he -
content. A&ﬁ%ui%ﬁf-%f%%%ﬁ%e‘ﬂggéﬁg%?ﬂtfEFhe invention:, there is provided

anilﬁ(Hrnﬁgégéég(¥ﬁgﬁ%ggkéy§1qﬁkfonprising a first. information processing
apparat us. - ToOr managi ng content and .a - second information processing

appar at us usi-ng thegeQpt-gtngWaghRk:Nwhishi dehbiatesnhanagementprocessing
apparatus conprises” first acquiring neans which acquires content to be
' informétion based on the computationrvalue_receivgd‘by saiqr,
first ;ééeiviné‘means and transmits the management
infbrmatioh tQ'éaid'secpnd.infofmatién prbceésing:appafgtus; _ :
énd;- |
| said second infbrmatioh_processihg_apparaﬁus compriseS&
, secénq a¢qui:ing;méans ﬁhich acquires_cohtent
t;angféfréd,fromAéaid:fLrSt igformétidnéprpéégéing
éppaﬁatus; . N |
Cémputing means which,‘baséd‘gn the contépt
acduired by said-sécond‘écquiring means, ﬁerforms
predetermined computation;
| second transmitting héans which transmits; to said .
first information proéessing apparatus, the‘compuﬁation
value computed by said computing means;
secen& receiving means_which,'based.on‘thé‘
computation value transmitted by said seCOnd-transmitting
_meaﬁs, management information for managing'the qqn;ent which
is tfaﬁémitted ffémnsaia firstlinfo;matign'p;oqegsing.
abpatatus; ana.
: second management means which,_based_9n the
.manégemeﬁtvinformation received by said.second reééivihg

means, .manages the content:




transferred to said second_infornation processi ng apparatus; encrypti-on

nmeans whi ch encrypts the content acquired by said acquiri n i rst
~transmitting neans which transmts the encr ypt ed contentgg?%gﬁ%fgoiecond
i'nformati on processing .apparatus; first receiving neans which, fromsaid
second. information processing apparatus,. a conputation value 6 Septenber
2005 - 2f conputed based on the content transmtted by said first
‘transmitting nmeans; first nmanagenent neans whi ch, based on the conputation
val ue- received by said first receiviﬁg3néans, manages. the. content; and
.gene:rating -neans whi ch generates managenent information based on the
conputation v alue.received by said -first receiving neans and transmts

" the managenent information to sard second i nformation

processi ng..appar a. us second i nformation processing apparatus
-_conprisegglegeggﬁﬁraE&ﬁPpl85 %Eﬁng *@iitH acquires, content transferred

appar at us; fr m_saj d, flrs i nf rnatlon rocessin 0 ut| ans whi ch,
based. on the c%nt%nf acqu%?eg & %ecoﬁ&gacqﬁﬁﬁ?qg q%é%fé?hlned

COWDUtathﬂgormatlon processing system according to the present
10 invention.
Fig. 2 is a perspective viéw showing. the exterior bf‘
the personal coﬁputer ahown in Fig. 1. |
Fig. 3 is a plan view of part of the exterior of the
parsbnal computer shown in Fig. 1.
15~ Fig. 4 is a plan viaw.of part of the exterior of the
personai computér shown in‘Fig. 1. |
. Fig. 5 is a side‘ﬁiew.ahowing the forﬁation of_the
:personal.damputer'shpwn in Fig. 1. |
Fig. 6 is‘a block diagram showing an exampie_of the
20,_internal structuré of the personal computer 1 shown in Fig.
- _ .
aFig.'T is an illustration of an exampielof usage
conditions.
Fig.78‘as,a biock diagram showing the internal

25 Structure of the MD deck shown in Fig. 1.




means, performs. second transnitting nmeans which transnits, to said first

i nformati-on processi ng apparatus, the conputation value uted & said

" conputing neans; second receiving means which, based on t i on
.val ue transmitted by said second transnmtting neans, nanagenent
informati on for managi ng the content which is transnitted fromsaid first .
i-nformation processing apparatus; and '' second managenent means whi ch,
based on the -managenent. information, received by said..secofd receiving
means,. manages the content: 6 Septenber 2005 -- 3 Brlef Description of the
Drawings Fig. 1 is a block diagram show ng an enbodi nent of an information
processing systenlaccordlng to the present 10- invention. Fig. 2 is a

per specti ve ¥iew $hbowind 1avtehaaxt eirlilors tofa titthe peosdralt chguk-erutshown in
"Fig. 1. Fig. 3 is a plan view of part.of the exterior of the personal
conput ePTSREWA PA Fipgergonakb ¢¢@P0ﬂers a plan view of part of the exterior
of the personal conputer shown in Fig. 1. Fig. 5 is a side view show ng

the formati ofhtdf thels %xﬁ%ﬁﬂﬁhaﬁﬁnﬁﬁkqﬁtﬁﬁﬂimg|%1QQ%§kTPUt process
of an MD deck. '

- 5 Fig. 11 is a flowchart illustrating a check-in proéess 
of a personal computer.
Fig. 12 is a flowéhart illustrating a checkwin-process
of an MD deck.
Fig. 13 is a flowchart illustrating another check~in
10 process of a personal computer.
Fig. 14 is a flowchart illustrating another check-in

process of an MD deck.

Best Mode for Carrying Out the Invention
15 Fig. 1 is a bléck diagram showing an embodihent of aﬁ
information processing system accorﬁing_to the present |
,invéntion. | |
- A personal computer 1 to which a-portabié déﬁi¢e_2 iéﬁ
connectéd by'é USB (Universal'Serial Bus) cable 3 Stores |
"20‘ content that is provided fréﬁ a server 5 through a péfwork'4 
such as_the Interpét or a local area networkL ‘Théléervér 5
is formed by; for example, an EMﬁ (Electricél ﬁusicﬁ ‘
‘Distribution) server or.the like.
Content recorded. in the éérsonal computer 1, éheék—out,

25  and check-in are.described.




Fig_ 6 is a block diagram showi ng an exanple of the 20 internal structure
- of the personal conputer 1 shown in Fig. 1. Fig. 7 is an jllustration of an
“exanpl e of usage conditions Fig. 8.is a block: di agram shRFHETREIRt er na
25 structure of the MD deck shown in Fig. 1. 6 Septenber 2005 - 4 .Fig. 9
~is a flowhart illustrating a content check-out process of a personal
. conputer. Fig. 10 is a flowhart illustrating a check-out process of an M
~deck. 5 Fig. 11 is a flowhart iIIU§t%aLing a check-in process of a
personal - conputer. Fig. 12 is a flowhart ilfustrating a check-in process.
of an MD deck. Fig. 13 is a flowhart illustrating another check-in 10
-process of a personal conputer. Fig. 14 is a flowhart illustrating another
check-i n pr obks sPefsarm MTeleekt e Bebt civbder forc@argnyi g Gusiheldtaenti on 15
Fig. 1 is a block diagram showi ng an enmbodi ment of an. information '
processPRgcBydfehraetvrdi AgomothRespresend 1ivkadi bn. the peetopnk €onputer 1
to which a portable device, 2 is connected by a USB (Universal Serial Bus)
cabl e 398t Bgéghzescﬁﬁ%%nfr%’fﬁa@ fB provracl Pidm ateed vRFeGetarmlitd a

network 4. . . | . '
‘compression format (e.g., ATRAC3 (trademark)), and records

5 thg content in an encrypted form based on an encryption
.1métﬁod such as the DES (Data Encryption Standard) .

For the recorded content in the encrypted fdrm, the
personal computer 1 records usége—candition data
representing conditions for using Contént.

10 i -ihe usage~condition déta represents, for.example, the
-puhbef (the number of PDs thaf can be,-so—called, checked
.but, which is described léter) of portabie devices (referred

'ito also as PDs) 2 that can simultaneoﬁslj'use content |
corresponding to the usagé¥COnditi0nrdata.i When éontent is

15 -checked out only tﬁe number ofrtimes which 'is repieéented-by,
the usage~condition data, the personal computer 1 éan play
_back the content. | | |

The usage—condition data‘also,indicates that.thé
contént‘can be copied7 The_number of timies the éonient can -

Zﬁ be_cbpied may be limited. The ﬁumber-of times fhe céﬁtent
dan be copied aoes'not increase; | |

The usage—conditioﬁ déta also.indiéafés that"fhé
contentléan be moved toréﬁother'pefsonal-computer 6r server.

After the content i$ moved to the éﬁher pérsonal.combuter-or'

"125' server, the content recorded in the personal computer 1




such as the Internet or a local area network. The server 5 is forned by,
for exanple, an EMD (Electrical Miusic Distribution) server or the |ike.
“Content recorded in the personal conmputer 1,, check-out, ©32pteagr¢d9ack-in
~are. described. 6 Septenber 2005 The personal conputer 1 converts content
as nmusic data which is received fromthe server 5 linked to the network 4
or which is read froma CD (Conpact Disc) to a predeterm ned conpression
format (e.g., ATRAC3 (tradenmark)), and records 5 the content in an
encrypted form based on an encryption’ . nethod such as the DES (Data

. Encryption. Standard). For-the.recorded content in the encrypted form the

personal conputer | records usage-condition data representing conditions
f.or usiognoonteatusdd Thee usageerconis tdohetad A ¢ eprasent he tdedexanpl e, the

. nunber (the nunber of PDs that can be, so-called, checked out, which is

descri bk | e en ) civdingorimbtlee dwagesccém@i‘emre)d to also as PDs) 2 that can
si nul taneousl y use content corresponding to the usage-condition data. Wen
content .i s IHhechwgleadiadutcoomyterhd mydsertesf a iswesailliech-cdheckepuésent ed by
t he usage-condition data, the personal conputer 1 can play .back the
contentprqfh%s%sﬂdgéﬂé?cﬁfdﬁth%rpfﬁaﬁ%bhﬂf eV chties admliralHed dont ent can be.
copied.. The number of tines the content can 20, be copied may be -

1i Pt ecB Lo TRADHCOIId AN cohtldin B abpiad dosshot i ncr ease.

The usaége condi tion dciata al so i ndi cates that the
ontent-related data (e.g., a music name, playback

“conditions, etc.), by using the USB cable 10, and in
association with.the storing by the portable device 2, the
usagefcondition data corresponding to the stored content is

10 updated.
- In more detail, when content is checked out, the number
of times check—out can be performed which is in the usage-—
'condition,data corteSpODding to the content and which is
recorded in‘the.personal computer 1 is reduced by 1. When
15 the number of timee checkfout can ne performed is 0, the-

. corresponding content'cannot‘be checked out.

' The }jetsonal'computer 2 .execn_teé'., ' a‘ so-called check-in
procees-in which, in dseociation with erasure by the

'lportable dev1ce 2 of the content checked out to the portable

20 - deV1ce 2, the usage—condltlon data correspondlng to the
- :

‘erased content 15 updated -In more detall, when content is
.checked,in,'the,number of times check—out-can be performed
nhich is in tne usagewcondition}ddta corresponding to the

'ocorre3ponding contEnt.andtwhich is recotded in the.personai

25 computer 1 is increased by 1.




content can be noved to another personal conputer or server. After the

content is noved to the other personal conputer or 25 sefyer gpg ont ent
. ; - te 0
‘recorded i.n the personal conputer 1 6 Septenber 2005 canno%a%énﬁgeéﬁ(the
content is deleted, or cannot be used due to a change in the usage.
condition). The personal conputer 1 executes a so-called check-out process
in which the portable device .2 is controlled to 5 store the received
contént in the encrypted form wth_ content-related data (e.g., a nusic
“nane, playback conditions, etc.), by using-the USB cable 10, and in
‘association with the storing by the portable device 2, the wusage-condition
data:corresponding to the stored content is 10 updated In nore detail,
when cont ent Whén ¢heekedubutime heeuibethe ofisd4geresondieckerouit can be
-~ performed which is in the usage- condition data corresponding to the
cont ent AT SRRCEHLNS Fecshgedonfienhecpersonal thenparérblei devidaced by 1.
When 15 the nurnber of tines check-out can be perforned is 0, the
corresp6idrRg EBRt 8RPrEEnfABRtBBteheERedPBaEesThef pehsonartebhput er 2
execute%.,.a Q- alled check-in process_in which, in association with
er asur e “fy *ffie .EBFtEBFElH@vFE% 2oBEeRhelRoRFBAEI2heRReWL Blut the t he
portgblghzgkgev%cg.Z t he usage-fondition data.corresponding to the erased
content PElipaatebi™FnifioPE BEPAf FOT whehcEbRt eht #45Cch@ck® in, the nunber
of tinmeg . ehecks: u% can_be perforned %ﬁiCh IS ipn the usage--condition.data
‘correspon Pné%%o %%gﬂcﬁ?rggﬁﬁﬁﬁ?nﬁfc T PP TS FCH$S Tecorded in the.
'-Persona' When check-out time set in the usage conditions
corresponding to the content checked. out to the portable
device 2 elapses, -the personal computer 1 increases the
10 number of times check-out can be performed by 1. The
process by the personal computer 1 of incrementing the
number of‘timés check—put can be performed, which is
associated with the chéck—ouﬁltime, is hereinafter referred
to also as the auﬁométic check-in process of the personal
15 computer 1.
Based on data representing the detail of the content
ffg;'which the check-out time is set, the persbnal‘computer_l
diSpléyS the detail of the content for which the check-out
time is set. The pérsbnal cbmpufer 1 executes check-out in
EZO' response to an Qperétion-of a user who selects, bésed on the
'detail of-the‘contépt ¢isp1ayed,~content‘to,be'chécked'out.
Fig.fz to Fig.'5_aré‘illu§trations'of the petsonal o
Cdmpntér 1 included in the information proéeSsing systen
_gcgording_to the,presentiinvention. The.personél computer 1

25 isfbasically‘constitdted by a main unit 21, and a display




25 conputer | is increased by 1. 6 Septenber 2005 - 7 - Wen check- out tinme
set in the usage conditions corresponding to the content | apses :
“portabl e device 2° erases the stored content. The process g?t'W§“B% abl e
“device 2 for erasing the content in association with the 5. check-out time
is hereinafter referred to also as the automatic check-in process of the
portabl e device 2. When check-out tine set in. the usage conditions
corresponding to the content checked out to the portable device 2 el apses,
the personal conputer | increases the® I0 nunber of times check-out can be
~perfornmed by 1. The process by the personal conmputer 1 of increnenting the
nunber of tines check-out can.be performed, which is associated with the
check- ouinitt 122, thstheei baf bepenealf ahtedibeecal %@tas rkBpeaut @pathe check-in
process- of the personal 15 conputer 1_ Based on data representing the
detail ofaitthendantdnt Ffigr. Bhiiehat berebeckiout ekiiBRibs sebw thewpegsonal
conputer 1 displays the detail of the content for which the check-out -

time isasettatfhdnpehdohaltheodpapéryluaiecabesschpek- omthlﬂesﬁéctreoponse to
an operation of a .user who selects, based on the detail of the content

di spl ayddre Sermnemn itto 2He' cHdgked dut .a IHiagy diter Rify. tI®: awag'ri |urtistt r2dt,i ons of
the personal .conputer | included in the information processing system

accor di #§qt §ighe ¢piesent ephveaeilonieThefper sohar dempuiked1jos dsabasical ly

:'constltuted by a main unit 21, and a dlsplay .
‘ 23 prov1ded to the maln unit 21. Also, Fig. 5 is a side

.view of the jog dial_23 provided to the main unit 21.
'The main uoit 21 has, oo.the top surface thereof, a
kevboard 24 that is operated when inputting various
10 oharacters ahd symbols, a touch pad 25 as a pointing device
‘fhat ls operated for a ease sucﬁ asamovihg a pointer (mouse
'fcﬁrso;) displayed on aniLCD tpiquidlcfystal'Display) 26, and
a power_supply.swltch 27;‘lit also.has, on one side thereof,
the jbg dial 23, a_slot 28,.an iEEE'(Institute_of Electrical
-l5 and Elect;onics,Engineers}_l394.port'101,.a_memory slot card
-llS,-etc. Instead of the touch pad 25, a pointingldevice of
a stlck type can be prov1ded 7 |
"In addition, Ca plcture dlsplaylng LCD 26 is provided on
the front surface of the dlsplay unit 22. In the upper
20. rlght portlon of the dlSplay unlt 22 lamps consisting of-a
lpower—supply lamp PL, a battery lamp BL, a message lamp ML
(not shown), and other lamps are prov1ded Armicrophone 66”
is prov1ded in the upper portion of the dlsplay unit 22
rlfherpower—supply,lamp PL,:a;battery lamp BL, a message

25 ‘lam?‘ML, etef; can be provided in the lower portion of the




~which the display unit 22 is open with respect to the main 'un

“and ot hey. | 5" i ded. . :
ggrﬁfongé?:gﬂ SagéSPg;gxﬁ?gt2?¢eﬁﬁécigmﬁ?-§ﬁ§p§ya$3nbe$L?.é?bﬁ?fgnglanp'

~ BL, .a age 25.. y M, etc., can be provided in the ] ower portion of
B 2 RS bR, Ml e SRR RIS g Rortion ¢

6 September 2005 unit 22 that can be opened_and closed-wi th respect to the
main unit 21. Fig. 2 is a perspective exterior V|em/shOWAggemgn@;%%&ik?g 2
is aplan view of the main unit 21, 5 and Fig. 4 is an enlarged view of a

| ater described jog dial .23 provided to the main unit 21.. Also, Fig. 5is

a side view of the jog dial 23 provided to the main unit 21. The main unit -
21 has, on. the top surface thereof, keyboard 24 that is operated when

i nputting various .10 characters and synbols, a touch pad 25 as a pointing

“device that is operated for a case such as noving a pointer (nouse

cursor) displayed on an LCD (Liquid Crystal Display) 26, and a power
supply giwspPéRy2®nitt 24l so. has, on one side thereof, the jog dial 23, a
slot. 28, an | EEE (Institute of Electrical 15 and El ectronics. Engi neers)
1394 port 108ext, ndMbrirs|dal a3 isL1 5 ortaxannist egd tobetveenokely pad- 25.

"~ a pointing device of a stick.type can be provided. In addition, a picture
~ di spl ayPngrechryeRi dippevedeen obhe t hkaht omtda ikt &l of3 tHe Wispl ay unit 22.
-In the Eggerzo right portion of the display unit 22, |anps consisting of a

Poardnp?pe? ghepirieryrtand! B0 Hideddiy M MEcq not shown) , .

power - s

rovided in the upper.

A _m crophone 66 s

screen sq;olling‘procésS)'in response .to the rotational
operation indicated bf the arrow a in Fig. 4, and executes a
- process (e.g., a process for determining selection of an
10 . icon) corresponding to the moving operation indicated by the
,arfdw b. - | |
The jog diél 23-ma§ be disposed oﬁ the 1ef£ side of the
main unif 2%, or may-be dispbsed on the right side or left
_side of the_display Unitiof the diSplay unit 22 having the
15 'LCD 26, or latérally.betwéen fhe GJkey_énd the H key of tﬁe
| ' keyboard.24 (i.e.,-so that‘the jog-dial 23 canrrotate in
;3either Y;keyzor ﬁ—key‘direction)T o
Also,'the;jpg &ial 23 may be dispoSédrin the central

- portion of,the-front‘surfacé of the main'unit 21 so as to be

. 20 operated by a thumb while operating the touch pad 6 with an

Iin&ex.fingérgl-Aiterpatiﬁelf, it may be longitudinally
jdisposéd a;ohg ﬁhe'uppér énd-line_ot lower end line of the
1touCh:pad~6; or ‘may be,laterally'disposed bétweéﬁ the right
'buttoé'andfleft,buttéﬁ éf"thé'toﬁCh_pad_e. _The.jog dial 23

25‘fmay be obliquely disposed at a predetermined angle so as to




Next, the jog dial 23 is, for exanple, set between key A and key B
- disposed on the right side in Fig. 3 of the keyboard 24 L8 tthn% 'dg uni t
* 21 so that the top surface.5 thereof can be al nost identi ca?pefoeﬁey A and
- key Bin height. The jog dial 23 executes a predetermned process (e.g., a
" screen scrolling .process) in response to the rotational operation :
indicated by .the arrowa in Fig. 4, and executes a "process (e.g., a
process for determning selection of.an 10 icon) corresponding to the
‘moving operation indicated by the arrow b. The jog dial 23 may be di sposed
on the l'eft side of the main. unit 21, or nmay be di sposed on the right
side or left side of the display unit of the display unit 22 having the 15.
LCD 26,beroparated |y batade anindse ,Gwidyrcartd beliengH Ikeni tofd tHee theyboard 24
(i.e., so that-the-jog dial 23 can rotate in either Y-key or B-key _
di rect i bateral sdiredeiqn gpdiitdle 2Pnwyrusd ndils gdgegd tiient-he I@entral  portion
of .the front surface of the main unit 21 so as to be 20 operated by a ..
. thunb v Bt bR r e | e 3%he tRSUSIPDEAGE Wit 138N BenddRrrissge i ‘Al t er nati vel y,
. it may be |ongitudinal |y di sposed along .the .upper. end line or |ower end -
“line ofP¢FEt1IeDth apa?tf%;, Gr aBPUFE 12gt & A tdiRgp§§Ed ChetRedhatthe ri ght
“button and | eft button of the touch pad6. The o (ii al 23 may be
obl Pquet TS o 6P 2 D P& ed &n&loé??t&&ng& Yo °8<88Ft"Enber 2005 - 10
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in Japanese‘Unexamined-Patént Application Publication No. 8-

203387 and which has been filed by the present Applicant and
a co—applicant can be used as a jog dial. | |

10 "A PC card,_as an expansion card based on a standard
défined in'the PCMIC (Persdnal Computer Memory Cafd‘

International Association), is loaded into the slot 28.

The IEEE_1394 port 101 has arstructUré based on a
standard defined in the_IEEEl1394, and a cable based on the
15 standard defined in the iEEE 1394_is connected thereto;-
- Thé memory card slot 115 has a built—in.semiconductor
-memonISUCh'as a flash mémbry,_aﬁd,the memoiy cérd‘S;fsuéh'
as;rfor gxample, a Mémoertiqk'(ﬁradémarkf, which stores
data such as-stiil pictﬁres, video;‘sound, and text, is
20 . loaded thereto. |
R Next, an éxémplerof the‘strﬁéture of-the_persﬁnal
co@putér l-iéraescribed with referénée“tb Fig.‘6f
.A ceﬁtréi-processing ﬁnitﬁ(CPU) 51 'is'f?:n:n_ied._b'y_-.r fpr
éxampleﬁ‘é Pentipm(tradémark)'proceséormadé by Intel

- 25 Cbrporation} etc., and is connected to a host bus 52. A



addition to these, the jog dial 23 can be disposed in a position of a side
of a nouse as a pointing device so that .t can he opera1§§ %ﬁ1a # nb. A
‘rotationally operable electronic conmponent with a push s PP RRh is

di scl osed in Japanese Unexani ned Patent Application Publication No. 8-
203387 and which has been filed by the present Applicant and a
co-applicant can be used as - a jog dial 10 A PC card, as an expansion card
based on a-st.andard defined in thQ_PQNLC (Personal Conputer Menory Card

I nt ernati onal Association), is | oaded’i Ato the slot 28. The | EEE 1394 port
101 has a structure based on a standard defined in the I'EEE 1394, and a
cabl e based on the 15 standard defined in the | EEE 1394 is connected

t her et obrThgemeAory eardaslet fotBhhhsidgbli ks- consentednductbe nenory such
as a flash nmenory, and the nmenory card 3, such as, for exanple, a

Menor y ShiPgk Ppﬁaéénarﬁy?'hhi@ﬂesﬁarbgsdanaAéﬁchAaseéerate@i@rﬂprQ vi deo, .

- sound, and text, is 20 |oaded thereto. Next, -an exanple of the structure of
‘the per §6R&) eBnpbfetsi Fendesteiibed @i PRIr éPerbpkerad Fpyroseni centra
processin% unit.(CPk% 51 is formed b%, for exanple, a Pentium (tradenark)
pr ocessOPtRAGRRBGCEA{RIeDE2 €8t pbrat Pbn, etc., and is connected to a :
enber 2005 - 11 bridge 53 (a so-called north bridge)

hos%;bus'SZ %EG Se
i s cbnnect ed 1o tﬁif&g%o?c st By hrity BT HE #h AEBH Aded er at ed
G aphi c, PortA ?0 and Is, connected to a PCl (.Peripheral Conponent

T . 1s an AGP Host érlg

ge Controller made by Intel Corporatlon{
and controls data transmission, etc., of,the‘CPU 51;ia RAM
(Random-Access Memory) 52 (so-called main memory), etc. The
‘bridge 53 uses the AGP 50 to control data transmiésion with
10. a video controller 57. The bridge 53 and a bridge (so-
"_.calléd-south bridgé (PCi—ISA Bridge) 58-¢onStitute‘a so-
called chip set. | o |
The bridge‘53 is connected to a cache memory 55. The .
cache memory 55pis formed'by'a mémofy that can exééﬁté a
15 -feading or writing operatioh faster théﬁ é RAM 54 such as a
SRAM {5tatiC RAM) o4, énd‘caches (temporariiy stores) a |
- program or data that_the CPU 51 usesQ  o
The CPU 5l:iﬁc1ﬁdes'an‘int9rnal, pfimary mémory {(memory '
- that can operate faStér thaﬁ thé cache méméry‘SS); i |
20 '7 r$he RAM 54 ié formed by;_fot'example, a DRAM (Dyﬁamic
' RAM), and storés{a piogfam that_thé CPU SIVQkébutgsNor-the,
data required-for the bpgratioﬁ.of the'CPUVSIi Specifi&aily;
vfo; example,_at fhe timé_actiﬁatibn isVC6mpleted, ﬁhe‘RAM 54
Storés an e;ectronic'ﬁail program_54Ai ah au£ppiiot program‘

‘25 54B, a jcgfdial?gtatus monitor‘prbgram'54c, a jog dial




i nterconnect/Interface) bus 56. 5 The bridge 53 is forned by, for exanple,

a 400BX that 1is an AGP Host Bridge Controller nmade by Intel corporatlon
and controls data transm ssion, etc_, of the CPU 51, a e%ﬁ%ﬁﬂﬁmﬂﬂmcess
Menory) 52 (so-called main nenory), etc. The bridge 53 uses the AGP 50 to
control data transm ssicon with 10, a video controller 57. The bridge 53 and
a bridge (so- called south bridge (PCl-1SA Bridge) 58 constitute a so-
called chip set. The bridge 53 is connected to a cache nmenory 55. The:

cache nmenory 55 is fornmed by a ﬁEﬁﬁ?Q‘ hat can execute a. 15 reading or
witing operation faster than a RAM'54 such as a SRAM (Statl C RAM 54,

and caches (tenporarily stores) a programor data that the CPU 51 uses. The
CPU. 51 dmélvedepragramt 8dhal anprpraEYimgnDEygtaRMOOY) bHhA{ agan operate

- faster than the cache nmenory 55). 20 The RAM 54 is forned by, for. exanple,
a DRAM ¢DgnzntéoRAMpCruntishopesgaapr bgf anehtiabthhe &Pl bdatkecutes. or the
‘data required for the operation of the CPU51. Specifically, .for exanple,
at the Pragraesi fakioko. ﬁéHeonwhecbdarehéoa@mﬁSﬂrgmoths BWPD eb&ct roni ¢ i |
program 54A, an autopilot program 25 54B, a jog-dial.-.status nonitor

~ program 54. CThea ?Jﬁfbc‘éﬁcml“a meht RITTOCHA 1D a mﬂmaﬂprwiam 54D, an

operatlng ram (0S) 54E, an encrgptlon/decryptlon program 541, and ot her
‘appld cat¥B an POGPEANEIGat (8 Sathe ml%%ta%lwa%h) f%mwe #DD 67. The

electronlc maj | 4A is.a programthat -
mmunica 1og fﬂ1 whlchplsgnot shown.

The autopilot program 54B is. a program rhat
sequentially activates and performs a plurality of
predetérmined processes (or programs}, etc.;‘in

10 _‘predetermined ordor.-
The.jog;dial—srarﬁs monitor program 54Crreceives, from
each of the abo#e applications, aanotification indicating
~whether the applicarion is adapted forathe jog_dial 23, aﬁd,
;7_rwhen the application is adapted, dis?lays,~on-the LCD 26, |
' 15 what Can'berporforﬁed by-operating the jog‘dial 23. |
| ~ The jog—dial—status monitor program 54C detects an’
event (an Oporation_such.as'rotatioas,offrhe jog,dial'23lih
the directions denoted by arrOW'a in fig. 4;'or prasaing of"‘
theijogrdial 23*inrtha directioh.denotéd bf-arrow-b)-by the
20 jog dial-23 and ‘executes the process correspondlng to the
'deteotéd event. - The jog dlal status monltor program 54C has
a llSt for recerv1ng notlflcatlons from the appllcatlon
"programs. The jog dial drlver program 54D executes varlous
functions 1n response-tO»theroperatlon of the Jog d;al 23.

‘ 25 _The'OSf(Operating'SYstem)‘54E is a program for




5 exchanges nessages (so-called electronic mail) through a conmmunication

- link, which is not shown. The autopilot program54B is.a programthat

" sequentially activates and perforns a plurality of prede %?ﬂ@ﬂ%ﬁzﬁﬁ%cesses
(or prograns), etc., in 10 predeterni-ned order. The jog-dial -status nonitor
program 54C recei ves, fromeach of the above applications, a notification

i ndicating - whether the application is adapted for the jog dial 23, and,
when the. application is adapted, - di_spl-ays, ‘on the LCD 26, 15 what can be
perfornmed by operating the jog dial 23. The jog-dial-status nonitor program
54C detects an event (an operation-. such as rotations of'the jog dial 23
in the directions denoted by arrow a in Fig. 4, or pressing of the jog
di al 23°PRtfRéldrBeErmBntaenst bdshby apreoatbpnby. whheh2ds| bgpdf &¢d23, and
executes the process. corresponding to the detected event. The

j 0g- di aPYst 4PEseHBRPLEr PPogrARPISHENAgYS Me| (sTagerarktebying -
notifications fromthe application prograns. The jog dial driver program
54D exetuf&8soysy FBHEOTH h@?i%ﬁsSPﬁC?ééﬁangéCt%Sth%r@%%m%fkbnbbf the jog
dial 23 2?'The OS, (Operating Systenm) 54E is.a programfor 6 Septenber 2005
13 confPBIfi F§™RBABht ef*S- basi c operations, which is typified by, for |

exarnpl e, so-zcal |l ed Wndows. Me (trademark) [ M crosoft Corporation or
so-cal | ed Mac 08t r%ndtennéaf%g%v%a%o.%ﬁ%lﬁ%ﬁ TAHES Y %%%nt g
”anagenﬁggg8r8g585£§é s”§98983119?§egs§8e coﬁdition file 76M, thei.
use, suph as playback, cheék%out,ror chéck—in, of cohteﬁt
stored in content files 67J reCofdedriﬁ the HDD 67. The
content management program 54F. sets check-out time in the
.lb user' area of the usage conditions stored in the usage .
‘conditibn file 67M. |
When being ;equested~by~aﬁother bersonql computéﬁrl to
check out content, the content management program 54F éhecké
Out-ﬁhe bontenf to the othéf‘persénal computer 1 fhrough the
715 network 4. | o .
‘Whén‘receiving the_bheckedfdut”contént'from'thé‘other
personal,cgmpufer l,'the content mahégément-progfam 54F
‘supplies the checked—but‘céﬁﬁéﬁt‘toifhe poftablé deviCé‘Z
'L through a USB;port-107} N | " |
 _20. . The browser progfam 54G'displays,_based on data
supplied frpm'the-serﬁér'S, picfufes orkchgracters'bnffheir"
LCD 26 by'using'the‘néth:k'4;Qand;feppbdﬁces soﬁnd frbm‘;
' speaker 65. 1In resbghselto the éperafionlof the'keyboa:d_é4
or the touch'pad 25{ £he‘br5w$er“program'54G.iransmiﬁslitd

- 25 the server 5“and-throﬁgh the network 4, aata réprésentiﬁg




‘recorded in the HDD 67. The content managenent program5

usage conditions stored in a usage condition file 76M the use, such as

pl ayback, check-out, or check-in, of content stored.in c gtent fil 67J
R e k- out

time in the .10 user' area of the usage conditions' stored in the usage
condition file 67M When bei ng requested by anot her personal conputer 1 to
check out content, the content nanagenent program 54F checks. out the

~content to the other personal conputey,1 through the 15 network 4. Wen
receiving the checked-out content fromthe. other personal conputer 1, the
- content nmanagenment program 54F supplies the checked-out content to the
portable device 2 through a USB port-107. 20 The browser program 54G

di spl aystheglsdd ign ofacandeppl iled wihiem the shegdrost iweuresset,characters

on th.e LCD 26 by usi ngf t he. network-4,."and reproduces sound froma

speaker 8% 9L dRs €T FhtheBp@aTH i 1oh. WiidheChasiouttd Pidneoris et ouch -
pad 25, the.browser program 54G transmts-, 25 the server 5 and through the
net wor k F4 §&t2 F@BF@§‘§%’FPH@ a $OSahLeRnELCTANT thescopkengelni|l of content
in which the chec -out. i.me i.s set, the content ID of the content in which
check. - ST T FESCE88E, HBfdigaP5 representing a | ocation storing the

contgnt i n whj,gh,ghegks oul/ALIR L5 S5 Sole STPTYBLESR,JecTyption program
performs : _ : , _

' ‘calculation, encryption, and de;ryption proceésing on an MAC
(Message Authentication Code) by, fo example, usihg CBC |
{Cipher Block Chaining) of the DES (Data Encryptién
Standard) .

10 A video controller 57 is connected to the bridge 53 by
the AGP 50. -It‘regeiﬁES déta (image data or text data,
etc.) supplied from a CPU 51 and,generatés iﬁége data |
.corfesponding to the received,déta,.qr diréctiy stores the
received data in a built—in'video memofy.. The video
157 controller 57 contfols the LCDl26 of'the display‘unit'ZZ'to
- display a pictufe.aCCOIQing to the image data s?orgd-in the
 video memqryL o |
A—sopﬁd.controllet 64 is‘éonnécted:to a PCI bus 56.
.Thé sound contr@ller‘GéUCaptu:és a signal cOrréspdnding to
 20 -Sound from the microphbné 66,'geneiates:data éo:reéanding
. to theﬁsound,‘and 0utpu£$ the détaltp'the‘RéM;s4} ‘Thelsound‘
Vcdntrdller 64 élsd‘driﬁés the-épeéker_GSsand-outpﬁté the_' :
soundrfrom the speéker 65.° o
B PC caid interfagerlll.isrcénnéctéd to the PCI bﬁs_56;

25 It supplies the CPU 51 or the RAM 54 with data supplied from




-cal cul ation, encryption, and decryption processing on an MAC (Message
~Aut hentication Code) by, for exanple, using CBC (C pher Block Chaining) of
the DES (Data Encryption Standard). 10 A video control | ef S8 cinect ed
to the bridge 53 by the AGP 50. It receives data (inage data or text data,
etc.) supplied froma CPU 51 and generates inmage data corresponding to the
received data, or directly stores the received data in a built-in video
‘menory. The video 15 controller 57 _cgoatrols the LCD 26 of the display unit
22 to display a picture according to the imge data stored in the video
menory. A sound controller 64 is -connected to a PCl bus 56. The sound
.controller 64 capture's a signal corresponding to 20 sound fromthe
" i crophBRelBberfenier a2 €d. 1 Hatwh ok r s pbiriied) 1t tHe Sound8 armhdut puts.
"the data to the RAM 54 The sound controller 64 also drives the speaker. 65
and out PUtEYHfe tQobhd 17 bed taee sprikel! 65, Ak Pl d achtferdmddalll is
connect to. the ?' ,bus 56..25 It supplies the-CPU 51. or the RAM 54 with
“dat a sug}gpi g?ﬂf rOM B Sept bkt 2O ASRd &P it AGc S P i ch is
| oaded Lpnto_the.s]ot 28 d outputs, to the interface card 112, data
suppl i e%gf,?%ﬁ?th%ke%%lﬂ]]ﬁx %‘ﬁlv 4 rPIE &ﬁré{j Y'¢the PCl bus 56 by

~the: PC card..jnter.face-.111 a the interface card 112. The driye 113 reads
d'ata5 recordcejrdiei r%ﬁ{e%v%aglr%t irgaglldssﬁlal 1,r.e§r?r§§§i cal “di"sR"t22° gl ghet oopt i cal

di sk 12?219raﬁ'optical disk 122, a magnetooptical disk 123, or a

.semicoﬁductor memory 124 which is loaded, and supplies the
read data to the RAM 54 through the:PC_card interface 111,_
the interface card 112, and the PCI bus 56.

.10 - A.meﬁory card interface 114 is connected to the PCI bus
56. it suppiies the CPU 51 or the RAM 54 with, for example,
content supplied from the memory cafd,3, wﬁich is loaded
into the memory card slot 115, and outpufs, for e#ampie,

-conténtlsupplied from the.CPU 51. |

' 15 o A modem 116 is.cognected to the PCI bus 56. The modemr
1116 transmits predetermined data fo the network 4 througﬁ”a
.pﬁblic'telephOne cirCﬁit 117 and an Interﬁet service

' providér 118.
jA bridge 58 (so~called south bridgé)_is also-cohﬁécted
Zd to therPCI'bus 56. The bridge 58 is formed by, for example,
-l PI;X4E_made by Intel Corporatibh,'of the like, and inciuaes”
 aﬁ iDE,(Iﬁteéfated'Drive‘ElectréniQS}_ | | .
_contioller/coﬁfiguration régister 5§;ra timer circuit 60,
‘and IDE interface 61, and a USB (Universal Seriéi”Bﬁs;-

25  interface 68.‘;The'bridge 58 perfbrms’various_ﬁypes_bf 1/O




seni conduct or menory 124 which is | oaded, and supplies the read data to
the RAM 54 through the PC. card interface 111, the interg ce n%iarrgo(%lz, and
the PCl bus 56. 10 A nenory card interface 114 is connecte h Cl bus

56. It supplies the CPU 51 or the RAM 54 with, for exanple, content

supplied fromthe nenory card 3, which is loaded into the nenory.card slot

115, and outputs, for exanple, content supplied fromthe CPU 51. 15 A

nodem 116 is connected to the PCl bus 56. The nodem . 116 transmts _
predeterm ned data to-the network 4 through.a public'tel eph6ne circuit 117
and an Internet service provider 118. A bridge 58 (so-called south bridge) -
is also connected 20 to the PCT bus 56. The bridge 58 is forned by, for

‘exanpl e.{InpukyRyEruhdechytratel s@ohpasatbonrobrof hdevikes emnéamddides’ an

IDE (Integrated Drive Electronics) controller/configuration register 59, a

timer citPciff EBE PHAdOPDETi Afedeutecsiconmelc ted)IBY (ani VRRARIO Seri al  Bus)

25 interface 68. The bridge 58 perforns various types of 1/O 6 Septenber

2005 - 16n¢rApLY/ @i&f‘b@%‘fﬁc%ﬁFFbE?CEEEﬁ/%%t%W¢ ol NIt dAWkels) dorhected to

t he | DE ?us 62 or ,of devices connected by an ISA/EIO (Industry Standard-

Ar chi t eBPuPE/ BRt LAdedPFRBERC®USPut) bus 63 or an I/Ointerface 69. 5 The -
er 59 is constituted by two |IDE ‘ :

| DE control ler/c iguratian regis
conts(r:ol lers,” es%a%%?%%ﬁ%nﬁwr%m F18%°> t&td >Jedéndary | DE

'_Contro'£8£St§tgggélg¥r€$éoPDE controllers, a so-called primary IDE

contrdller and secondary IDE controller, a configuration
' registér, etc (any one not shown).
| The HDD 67 is connected to the primary IDE controller
10 by the IDE bus 62. When a so-called IDE device, such as a
CD—ROM drive or an HDD which.is not shown, is joined to
another IDE bus, the joined IDE bus is éledtriéally
connected fo the sécondapy IDE coﬁtroller.
. In the HDD 67: an electronic méil pPrograr 673; an
15' auto?ilot program 678B; a.jogedial—status monitor prbgrém
67C; a jog dial driver 67D; an 0S5 67E; a. content management
program 67F, a bfbwser‘program 67G, and
enCryption/decryption progrém 67I'as:appiication'prograﬁs;'a

plurality of other application programs 67H1 to 67Hn, etc.,

C 20 are recorded. " The electroniﬁ mail.program767A, the

éufbpilot'prbgram 67B, the jog—dial—sfatUS‘monitbr'program )
67C, the jog dial driver 67D, the OS 67E, the content
rmahagemgnt program'67F, the‘bféwsér program 67G, the
:encrypfion/decryption program 671; the-application programs.

25 67H1 to 67Hn,‘etc7, recorded in the HDD 67, aré:sequentiaily




a CD-ROM drive or an HDD which is not shown, is joined't

jportablgoaeefgén% cORhsR

register, etc (any one not shown). The HDD 67 is connected to the primary
| DE controller 10 by the I'DE. bus 62. Wwen a so-called I%@;device such as

PleR 2398 pE

bus, the joined IDE bus is electrically connected to the secondary |IDE

~controller. In'the HDD 67: an electronic mail program 67A; an 15 autopil ot
program 67B.; a jog-dial-status nonitor program 67C, a jog dial driver 67D,
an OS 67E;, a content managenent program 67F.,.a browser program 67G and -
~encryption/decryption program 671 as application prograns; a plurality of

ot her application prograns 67H1L to 67Hn, etc., 20 are recorded. The

el ectronic mail..program 67A,, the autopilot program 67B, the

j 0g- di aP1®Pated rBHi terdplogram the7RAMt hé pogtHeabrdeeverob7Xothe OS
67. E, the content managenent program 67F, the browser program 67G the
encr ypt PEAFREEr yBELSHABLOGr ARPBYEP) t he application programs: 25 67HL to
67Hn, .etc., recorded in the HDD 67, are_sequen;iaILy 6 Septenber 2005 - 17
suppl i ed and™FosRE P ® t R EIISLIH I HE hriobes L Bf  carindpshpl e,

~activation bootgg%igln the HDD 67., a _usage condition file 67M contai ni ng

usage cBRaPti 6RE Bfit Bht COBREREontRAt CPRFERt 6731eS &6ht ai ni ng cont ent
arefgecordgd. The USB in%erface 68 transnits data or command, etc., to the
ed thereto°¢and receives data or command, etc.,

fromthe porfﬁgﬂﬁﬁékﬁgéé%f%ce 68 transmits data or command, etc.,
to the portable device 2 connected thereto, and receives
‘ dafa or command,‘etc.; from the portable device 2.
In response to a réquest from the content management

10 program 67F, the timer circuit 60 supplies present-time

representing'dafa to the CPU 51 through the PCI bus 56.
Basedlon the‘preéentftime representing‘data'supplied from
the timer circﬁit 60, the content manégement_program 67F can
know an elapse:time, etc. . :

15 - The I/0 inte;f#ce 69 is connected to the ISA/EIO bus 63.
 The I/0 interface 69 is formed by an embeddéd_ccntroller,
~and its inside, a ROM 70, a RAM 71, and a CPU 72 are

+ mutually connected. | N
The Roﬁ 70 stores beforehand_aﬁ IEEE'1394.intérface
: 202 prqgrém,?OA,-an.LED cpntrol program TOB; é touch-pad-input
_mpnitor program 70C, a keyéinput'moniﬁor pfogfam 70D, a
7 Wakeup prog£5m-7OE; and a'jbgédiai¥status-ﬁonitor'program-
70F. | o
.iThe-IEEE,l394 interface_program 70A t£ahsmits and

25 receives'data (data stored'in:packetS) in accordance with




In response to a request fromthe content managenent 10 program 67F, the
timer circuit 60 supplies present-tinme representing datq%%o t he &Q 51
~through thePCl bus 56. Based on the present-tine represe R
supplied from the timer circuit 60, the content managenent program 67F can
know an el apse tine, etc: 15 The I/Ointerface 69 is connected to the
I SA/EI O bus 63. The 1/0 interface 69 is forned by an enbedded controller,
.and its inside, a ROWO, a RAM 71, and a.CPU 72 are nutually connect ed.
The ROM 70 stores beforehand an. |EEE®1394. interface 20. program 70A, an
LED control program 70B, a touch-pad-input nonitor program 70C, a
key-input nonitor program 70D, a wakeup program 70E, and a jog-di al -status
-moni t or gheogrtamdZ@E. dEfénkeBEEn138-41EREenBadetproggAnaZ0AEEEansait s and
.25 receives data (data stored in packets) in accordance with 6 Septenber
2005 - peri {lRd.st ghdail@8Ddebnhedli probealhEFEB1884ttbl sufbhglani hdEEF 1394
~port 101. The LED control program 70B controls lighting of- the. lanps
consi st ithg dfmple cpowestinppby EhrppPrerthepbiyt baypl Bhp Bhe the nessage
lanp ML if necessary, or other 5 LEDs_ The touch-pad-input. nonitor program

1 70C i s Rapit6g¥asrPoBLmniheoreAgaan LapDt MEr b RheesdaTh, pad Gtli ch
corresponds to _an operation by a user. The key-input nonitor program 70D is
a progr&fiPfor TREntPBFPNEREANHBPYL] RO FAE REGHBAPA’ 22 b BteeTkay

."Smjtche%br monitorin i - i
_ . g an input from the tough pad 6 which
Acorresponds to an operatibn by a user.
The key-input monitor program 70D is a program for
monitoring inputs from,fhe keyboard 24 or other key switches.
10 The wakeup program 70E. is a program for managing power
supplies to chips constituting thé‘personal computer 1 in
‘drder td'actiyate'a predetermined‘prqcess-(or program} or
thé like af a preset time by, baséd on tﬁe preéent—time
representing data supplied from the timer circuit 60 in the
15 'bridgé 58, pé;forming checking about whether the preset time
has come. The jogmdial—status monitor program 70F is a
: program‘for'constantly‘mohito:ing thé'jog dial 23 abdut'
-ﬁhether or not it is pressed.
- In the ROM 7Q,ja BIbs (Bésié’inpﬁt/Ouﬁput Systeém) 706
20 is‘writtéﬁ; The BIOS 70G conﬁtolsfdatarexchange
".(inpﬁtféutpﬁt).between‘the.os or aﬁ épplication program andl'
'£h¢_peripherél uhit‘(theitoﬁch pad 6, the.kebeérd.24, or
' the HDD'é7f.etc-). l' | R
" The RAM_?i includes,gas régistérs 71A to 71F, registeré

25';fdr'LED control, the touch pad input stétus, the key input




- 10 The wakeup program 70E.is a program for managing power supplies to chips
constituting the personal conputer 1 in order to . activate_a, pred rm ned
" process (or program) or the like at a preset time by, béggﬂm%W”T%%g
present-tinme representing data supplied fromthe tinmer circuit 60 in the
15 bridge 58, perform ng checki ng about whether the preset tinme has cone.
The j.og-dial -status nonitor program 70F i's a program for constantly
nonitoring the jog dial 23 about whether or .not it is pressed. In the ROV
70,"a BI OS (Basic |Input/CQutput Syste 70G 20 is witten. The BI OGS 70G
control s data exchange (input/output) between the OS or an application
program and the peripheral unit (the touch pad 6, the keyboard 24, or the
HDD 67, SEBEVF. FHE RAM 7eti helades, readsteyi Seervoqiporongifheregisters 25
- for LED control, the touch pad ingut status,  the key input 6 Septenber 2005
- 19 sHaphsstakust héngeﬁmtgﬁ%? h3PegléFeregbstapni tBP ¥ neramel§ og di al
status, and an | EEE 1394 |/F register. For exanple, _when pressing the jog
di al 23¥HEPi DAfES i PHeTRPeEPFOAL el ndP | 2Chi ByFamn SR chepiedrt@rmhed val ue
is stored in the LED control register, and lighting of the nessage |anp M
is conPF8PFaY gﬁAac%o?HﬁﬂﬁE?rﬁigﬁdtﬁ%igfo+%dsg%fﬁ%.1%WERFt?ﬁp'jog dial 23

is Qress redetﬁrnined OPeration-k f is stored in the
' n

| key-lnpﬁgggfg uSSPEGFST eran? %%%té%g-?fxghéﬁgﬁ?i?%ﬁ,l%m%ﬁghéF%rnined time
I's Set. L0 L8P0 Cal 08 d0n QRS B O O s L e KoyDpaL d S By Ll user.
jog.dial 23 is pressed, a predetermined ¢peratioﬁ—key.flag
is'stored in the key-input-status register. In the set—time
-register, a predetermined time is set in résponse ﬁo the
10 opération of the keyboard 24 by the user.
| The codec unit 131 perfbrms coding or decoding bn audio
daﬁa in any of PCM (Pulsé Codé Modulafion), ATRAC - (Adaptive
rTransform Acoustic Cdding) 3, and MP3 (MPEG—I,Aﬁdio Layer—3) .
ﬂ_‘Alsb, Connectors;-whose illustration is oﬁitted; are
 15  u§ed to éonnect thé jog'dial 23, the touch pédré, the
'keybcsard_'zé,_the IEEE 1394 port 101, etc., to the I/0 -
 inté;faCe‘69;Vand‘i£ outpgté,-to.the-iSA/EIO PUS‘63, éach
_sighél cofréspbnding to the operation of the jog dial 23,
ﬁhe totch_pad 6; or the-keyb$ard-24. Tﬁe_I/O interface 69
20 - coﬁtiols datg_trahsmission and reception with thé connected
uﬁité. in add;tion, lamps-cgnsistiﬁg'bf é powér-éﬁpply lamp
'fi,fa‘batte;y lamp‘BL,.a message laﬁp'ML;-a-pQwer—Sﬁpply
léontrol circﬁit 73,fénd'otheriLEDé ére COpheéted to the I/O
_interface.69-.  |

25.'v " The pOWerfsuppiy controlrcircﬁit'?3,are'connected'to a




The codec unit 131 performnms coding-or decoding on audio data in any of PCM
(Pul se Code Modul ation), ATRAC (Adaptive TransfornlAcous%ic dein@} 3, and
MP3 . (MPEG- 1 Audio Layer-3)_ Also, connectors, whose ill us? PERFBIF FL5
omtted, are 15 used to connect the jog dial 23, the touch pad 6, the
keyboard 24, the | EEE 1394 port 101, etc., to the |I/O .interface 69, and
it outputs, to.the | SA/EI O bus 63, each signal corresponding to the :
operation of the jog dial 23, the touch pad 6, or the, keyboard 24. The 1/0O
interface 69 20 controls data transii'ssion and reception with the
connected units. In addition, |anmps consisting of a power-supply lamp 'PL,
a battery lanp BL, a nessage |lanp M., a power-supply control circuit
73, " andbotihéribhEDstaeeycofinect ad 20 pheetl/ Supplerface $IppREeThe
. power-supply control circuit 73.,are.connected toa . 6 Septenber 2005 - 20
“buil t-i nebassery Paver am AG:ponkeckupptlypenhdrsspppiesols ngegessary power
'to each block and perfornms controls for charging the built-in battery 74 or
- second bhefreingsthe bpéitpherbetierys74Toe secpndterthesied abnitors the
power - 5_supg|y switch 27, which i's operated when turning on or off the
heTpd WRELFnt eFRack/Bolekeslites ¢hePEEIS0ENE R TECe

power sHBHH
.program 70A to the jog-dial-status nonitor program 70F by using an

. inte 'naﬁpypbrowaéah{)% er3Lpp| §5 eReRetedt HRep oI AR sePpty ¢5Fin an 6ff
© state. 'ﬂ otherrmords Fhe | EEE 1394 .interface progran170A to the
- j og- di a8t BPlE MOWPRLY - progr am
R The 1/0 interfade 69 executes the IEEE 1394 interface
.pr¢gram 704 to thé'jog—dial—status monitor program‘YOF by
using an internally provided power supply, even if the power
10 supply is in an dff‘state.‘ In other words, the IEEE 1394
interface prbgrém 70A fb the jég—dialﬂstétus monitor program
.'7OF cohétantly operatés. o
| ACCordingly, even when the power—supply switch 27 is
turned off and thé_CPU Si_ddes not execute the 0S S54E, the
15 I/O inteffaéé'69 egeCutesrthe jog-dial-status moﬁifor
| prOgrém 70?. Thus; when the jog dial 23 is pressed under a
L powér—saving.stétejbr a power—éupplyvéff'state, the personal
_cgmpﬁter i éctivafeSppredétermined,software,Qr script file
‘ pfocessiﬁg that is‘setﬂbéforehand.
"7 ';20 .. The personal:goﬁputeril does not need:to.hafé a
aediéated key'beééuse,tﬁé.jog diai_23 has a'progfamﬁable
uaL.pb%ér.key_ifPK} funCtién;r |
.i:Fié; 7 is an illtétratibh of‘aﬁvexample df ﬁsage'
conditions sto;edjiﬁjthe ﬁsage condition fiie 67M. “The

- 25 ‘content ID ‘is data for specifying chtént storéd'in'each of




70F constantly operates. Accordingly, even when the power-supply switch 27
is turned off and the CPU 51 does not execute the OS 54E, the '151/0
interface 69 executes the jog-dial-status nonitor progran¢ Feember 0% when
the jog dial 23 is pressed under a power-saving state or a

“power -supply--off state, the personal conputer 1 activates-predeterm ned

- software or script file processing that is?et. beforehand. 20 The personal

- conput-erl does not need to have a geghcgted key because the jog dial 23 has
a programmabl e power key (PPK) funcfion.. .Fig. 7 is an illustration of an

-exanpl e of usage conditions stored in the usage condition file 67M The ~25
content IDis data for specifying content stored in each of 6 Septenber
2005 - 2he cheteohtEbiesi6é3. 670n tie ARE ABLEBH CHBEICHECKED O 4, el d,

- either value of "YES' and "NO' is set. Wen "YES" is set, the content

ranagenehther oge bne 5aF CURS theed BIR' 19 sde. pdtheb| BYRRYVI e S=tor anot her

personal conputer, content 5 specified by the content ID. Wen "NO' is set

“in the RBEECOTERBE GHESKEDFTURT @ 14 eontdmcheekigenentths ogr am 54F

does not check out, to the portable device 2 or another personal conputer,

cont entPepERP+E PHICE e RBMRMENSID. PR UHEL MOMNUN NUVBER €OFt  TI VES

- CHECK- OUT CAN BE . 10 PERFORMED fiel d, the Jraxi num nunber of times the
- content SRETAGERERY pragreen ot i cHBE® odlO't N 389 rids forliAfd-Eoont ent

7, fi.l'es _ 6'%8 ég él—?éCKE-IrDheOUqFX%.&rE,nutheer'coonflténitrr?nsan-a.gement program 54F
| .does not'éheck out, to the portable deyice 2 or another
personal computer, contentvspecifiea by‘the content ID.
In the MAXIMUM NUMBER OF TIMES CHECK—OUT CAN BE
10 | PERFORMED field, the maximum’nﬁmber of times the content
| management program 54J caﬁ-checkrpgt the_corrésponding .
cpntent files 67J is set. The maximum'ntmbér of times
VEheckh6ut cén be performed Cénno£'be‘changed. |
In the NUMBER OF TIMES CHECK-OUT CAN BE PERFORMED field,
iS A'thé nﬁmﬁer'of fimeé the conteﬁt,mAnagement program 54F .can
check Out:any éf the correspondiﬁg cqhteﬁf files 67J is set.
~When the content managémentrp;ogram'54F:éxeﬁutés che;k—out
. once, the numberrofjtimeé check;oﬁt-can be'peiformed is |
:dééreﬁented-‘ When the éqntéﬁt manégéﬁént program  54F
' 20 eXeputes:check—in oﬁce,‘tﬁe Qumber of times‘check—oﬁt‘can_be
"performed}is incremenfed.r | | | | |
| 'Whén.any‘of the contént fileé 67J is;ﬁot-checkéd'ou£ 
¢ven ﬁﬁce,'a value identiéal to‘thé maximum nuﬁber-of_times
_check4out1can be;perforﬁed is set a$ tﬁéicorrespondiﬂg

.25; hﬁmber_of'timés-check—out can be performed.




check-out can be performed cannot be changed. In the NUMBER OF TI MES

CHECK- OQUT CAN BE PERFORMED field, 15 the nunber of tines (#1 n_g)nt}eo
nmanagement - program 54F can check out any of the corresporﬁ5 6h t files
67J is set. Wen the content nanagenent program 54F. executes check- out
once, the nunber of times check-out can be perforned is decremented. Wen
t he content managenent program 54F. 20 executes check-in once, the nunber
of times.check-o.ut can be. perfornmed_is increnented. Wen. any of the
content files 67J is..not.checked ouf” even once, -a value identical to the
maxi mum nunber of times check-out. can be performed is set as the
correspondi ng .25 nunber of times check-out can..be perforned. 6 Septenber
2005 - 22 \Wiem ttee numerr off tiimes check-—out can be perfformed iis = changed
from™I" to "?" by changing check-out, "NO' is set in the ABLE TO BE

- CHECKED- g4 ef giom Whih the"%hritherclm‘nmms:hﬂwci@m ‘O bies pertf ormed i s
. changed from"0" to by changing.check-out, "YES' is set in the ABLE TO BE

CHECKED'®UTR ¢ | RBEE O t Bfer CRECKRD GIUT Y1 hind Wy Yl gammber tdfe ABLE TO BE

- MOVED field. When "YES" is set, the content managenent progran154F can ‘
nove th%lf&%%t%@ﬁclgp%#f%la beypeHeo B drit QBNIES SATEh “NOTG &'id%et in the
ABL BE I\/D\/ED field the content managenent progranb4F. does not nove
the co ErtPYHES | RSP he Ot n’-tS 19T 1R (e R@_ T8 BEE CoPI ED, either

val ue Oéﬁ % St field.

”Either-value of “YES“ and "NO" is:set ih the ABLE.TO BE
. MOVED field. When "YES" is set, the content management
program SQF'can move the content specified by the content ID.
iO Wheh-“NOF is set in-the'ABLE TO Bﬁ MOVED field, the content |
- mahagement program 54F_does.notAﬁove the cohﬁeh£ specified
by the contenf‘ID |
In the ABLE TO BE COPIED either ealue of "YES" and
'"NO" is set. When "YES" is set' the content-menagement
-15 - program 54F can cohy thercontent spec1f1ed by the content ID.
When "NO" is set in the ABLE TO-BE COPIED,_the content
r,;fmanagement program*Séf“doee not eopy the'cqhteht specified_
_by the content D.
in the NUMBER. OF TIMES COPYING CAN BE PERFORMED the
hZQ'Thﬁmberrof.t;mes that the,conteht managemenerprogram 54F can
”:eXechte:copying is'setf‘ | | . |
-Hrhin the LIMiT-OF ﬁSE,‘a peried-in-which the cohfent
 e§eeifiedhby_the contenttlD_Can'be’useﬁ (chetkéd.ohf, piayedr
,bach, etc.) is described. - o -

- 25 . In the PERMITTED AREA FOR USE, an area (e.g., Japan or




"NO' is set. Wien "YES' is set, the content managenent 15 program 54F can
copy the content. specified by the content ID. Wen "NO'_[s set in the

" ABLE TO BE CCPIED the content rmanagement program 54F doesSeHISEPEEIR t he

content. specified by the content ID. In.the NUMBER OF TI MES COPYI NG CAN BE
PERFORMED, the 20. nunber .of times that the content management program
54F. can execute. copying is set. In the LIMT OF USE,. a period in which

‘the content specified by the content jsD_can be' used (checked out, played.
‘back, etc.) is described 25 In the PERM TTED AREA FOR USE, an area (e.g.,

Japan or 6 Septenber 2005 - 23 all the world) in mhlch t he cont ent

‘specified. by the ¢ ent ' can be used (checked out, played back, etc.) is
'describ@gl ¥P ng

ﬁ FRE G%%Jﬂﬁ&?hsFBﬁaFBPEeﬂét%P?%hﬁﬁe%ybioﬁ%%t%ﬁm%ﬁphased on
fields f t he CONTENT ID to the PERM TTED AREA FOR USE i s
d&%ﬁnk§ uS¥d -t B1AFEEL3H s HiCedt iién WE EHEgsage |

data -se

stored: &?hg nat'df

" conditions. Be aus rithmfor erating 1t he si nature data is a
‘uni directi onat ?unc !@hﬁ? i 5t ?ﬂﬁéké% QtéqéiiiQﬁl QUtat3Ohne except

& gnat upe AN e %a”%\nlf%?ﬁf% (DtHie BERM TTED

AREA FORehEErTAD Alten UK SSAREA OLo1 8. USARe SENFL LIS, &, - Gheck- out

tlnE 1S set
.used to detect falsification of the usage condltlons

Becanse en algorlthm for generatlng the signature data is_a
unidirectional'function and is not opened,‘itris difficult.
for one except a supplier of the content, management program
10 54F to generate correct 51gnature data based on the data set
in the CONTENT ID to the PERMITTED AREA FOR USE. |
In the USER'S AREA of the usage condltlons a‘checkeout
tlme is set | |
The content manegement progtam 54F determines whether
15- or not the checkéoot time_corresponding:to the checked-out
content hasrﬁaesed When it is.determined that the check—_
out time. has passed the NUMBER OF TIMES CHECKuOUT CAN BE
) PERFORMED is 1ncremented similarly - to the case of executlng
check —-in once. | |
%Oh i When the content 13 checked out. the check out time is
.supplled to the portable dev1ce 2 w1th the content The-h
'portable dev1ce 2 stores the check out tlme as well.as.the
, content in the memory card ‘3. o
The_portablerdev1ce.2 detetmines whether‘the checkfout

t]25' time stored in the USER'S AREA in_the usage conditions




The content managenent program 54F determ nes whether 15 or not the

check-out time corresponding to the checked-out content ha asse When it
is determ ned that the check-- ..out tine has passed, the ﬁﬂﬁﬁﬁﬁ' 5TINES
CHECK- QUT. CAN BE PERFORMED is increnmented simlarly to the case of
executing check-in once. 20 When the content is checked out, .the check-out
time is- supplied to the portable.device.2 with the content. The portable
device-.2 stores the check-out tine well as the content "in the menory
card ; 3_ . The portable device .2 determ nes whether the check-out 25
~time-stored in the USER S AREA in the usage. conditions. 6 Septenber 2005 -
.2 4. corresponding to the-content has passed. Wen it is determ ned that
t he che€Rr68EPPPAENRALC pRkgedonttet basrespordi ngihomtentiss erased. Fig. 8
shows the structure of an MD deck 200 as an 5 exanple of the portable. ,
devi ce 2efarRiged1thah thpuehetkpeet tire Da3 papird/ othputs data - _
to/fromthe personal conmputer 1 through a USB cable 10, and inputs/outputs
‘data t of PFORTPEPdtMErcappaittis ehreddis not shown. For exanple, the
input/output_unit 201 outputs, from a speaker and an 10 ear phone, etc.,
whi ch are ndt*&hdmtlorssitdifals oppiusd 5 R A sesk @90 2%03%r an
encryption/decryption unit 202. Wien _.the data supplied .fromthe
Tnpat ) ottPURIETE . JA R GRS AR CR e Bk Vbt i bn At YT P HARE 202

'_;qecrypt§nige201 iﬁpﬁt$/optputs data to/from the personal computer 1
‘ throﬁghférUSB cable 10, and inputs/outputé déta'to/frqm-
énpthér apparatus‘ﬁhich is not shown. For example, the
input/output un@t 201 outputs, from a speaker'and_an
10 earphone; etc., which are not shown, a Signal supplied.ffom
a éodec,unit 203 or an en@ryption/decryptién‘ﬂnit 202. When
r‘fhe-data sppplied from the inpﬁt/éutput—uhit‘ZOI'is
enqrypted; the éncryption/deCryption ﬁnit:202 Qe&rypfs_the
| data'aﬁd,qutputs the data to the bodéb_unit 203. Alsq# when
;;5 if‘is'necessarj to éncrypt daté supplied,ffomxthe codecuunit‘
203 or a control unit 207, the enérjptibn/decryptiqn unit
‘éoz'ehcrypts the supplied‘data and outputs the dafa=£o'the
input/oﬁtput unit 201; | |
Ihé codec unit'éOé‘useS'either ATRACL(Adaptiver
H2O . TransférmlAcpusti§ Codihg} 1‘or'ATRAC 3 method té.perfdrm
‘codihg‘bn‘theVdata supplied from tﬁeienCryptidn}decryﬁfioh‘ :
_,unit:QOQ; énd'§utput$_£he data td a mbdeﬁ ﬁnit 2047and;5;
arithietical unit 206. The codec unit 203 decodes the data
‘suppliedrfrom thé'modem unit 204 andioutpufs,thé1daté td_the-

25. ”inpﬁt/OQtput unit 201. .




data and outputs the data to the coded unit 203. Also, when 15 it is
necessary to encrypt data supplied fromthe codec..unit 2 g»%%r a g trol .
~unit 207, the encryption/decryption unit .202 encrypts th %tfeir dat a
and outputs the data-to the "input/output unit 201. The coded unit 203 uses
ei t her. ATRAC (Adaptive 20 . Transform Acoustic Coding) 1 or ATRAC 3 nethod
~to performcoding on the data supplied fromthe encryption/decryption unit
202, and outputs the data-to a nodem,unit 204 and.a arithmetical unit 206.
- The coded unit 203 decodes the data Supplied.fromthe nodemunit 204 and
outputs the data to the 25 input/output unit 201. 6 Septenber 2005 -- 2 5
The nodem unit 204 nodul ates the data supplied fromthe codec unit 203 and
suppl i es t heftgatmedan anige i Mgl Iatizsc Kheudiatt a2 B prdiddddnodultaiees, dat a
- supplied fromthe recording .playback unit 205 and supplies the data to.
_the cod%%d%ﬁi¥n190%93ﬁféia$¢@mﬁﬁ$ celte iR ta 206 exteanding fwkmybrckdat a
supplied fromthe codec unit 203, a predetermined .portion which-is
‘speci f i ®¥ - betd? el APt RS drkh rkledt frRn g rereediimsttion, and
out put s {he conmput ational result to 10.the control unit 207_ The control

Cuni t 207 3T P he? V2 AR ptHRRY R P i Audia Pt SRdeF td hash val ue

sup Iie#i%' fromthe arithmetical. .unit 206, and controls it to encrypt the
hash vaf lié: and to out put the encrypted value to the personal conputer 1

:fron]the inH%&!%%EQ%%E%HE%lZ%%i%h5%%ggxtraCtS, from the data
supplied from:thé cddéé‘unit‘203, a predeterminéd portion
ﬁhich is specified béfo;ehand, computes a hash value of the
extracted portion, aﬁd outputs the computational result to

10 the control unit 20?.: The control unit 207 supplies the
éncryptiqn/decrypfion'uﬁit 202 with thé hésh valﬁe-éuppliéq
from the arithméticai ﬁnit_206; and controls it to encrypt
thé hashrvaluejand f@loutput the encrfpted Vélue to the
personal éomputer 1 from the:inpqt/Outpﬁ£ unit 201 through

l':15f ‘the USB cable 3. |

| The recording/pléYbacﬁ_unit 205 records the data 

 su§ﬁlied from the modemluni£l204.ih a:predetermineditréck.df
a MiniDisc (MD) 209. -Thelrecording/playback unit 205 also
.piays back fhé dafa“recdgded in'the Mb 209 and outputs ﬁhé‘
20” playéd~back data to thé ﬁodem gnit 204 . ‘In'éddition, ﬁhé 
L- Iecordihg/piaybaqk:ﬁnit'205 Qutpﬁts,.to the;édntrpl_unif‘zo?;‘
data whiéﬁ,i$”§léyeq baék from the TOC'(Table.of=Conféﬁt}_':
:fiéld'df‘fhe MD_2G9."BaSed On.the Técldata suﬁplied fréﬁ
fhefrecording/playback_unit 205, the confrol”ﬁnitiZb?

25 _controls pléyba¢k( and-récords, when predetermined content




" Fig5 . othedprarakien pr

15 the USB cable 3. The recordi ng/playback unit 205 records the data
~.supplied fromthe nodemunit 204 in a predeterm ned track_of |.Di sc
(MD) 20.9. The recording/playback unit, 205. also plays %ﬁﬂﬁagﬁggﬁgia
recorded in the MD 209 and out puts the 20 played-back data to the nbdem
unit 204. In-addition, the. recording/playback..unit 205 outputs, to the
control unit 207, -data which- isplayed-back fromthe TOC (Table. of
Content) field of the MD 209. Based gn the TOC data supplied from the
recordi ng/ pl ayback unit 205, the c6n?ﬁoFﬂunit;207 25 control s pl ayback, and
records, when predeterm ned content 6 Septenber 2005 - 26  is recorded on
‘the MD 209, TCOC data such as-its recording address in the TCC field. An
operatibs pacdbr368 o5 opermberioby The dses anch Ot pus sredordh|y control
unit 207, a signal corresponding to 5 the operation. By outputting the
control addgess tortiespdddi igetd. t he operation to each unit, the control
unit 207 controls.recording or playback of-the:content in the MD 209. Next,
referring taoint keddagustrarunin Figy.10  opeprtocedy t iusamshiaghi cont ent - _
recorded in the content files 67J in the HDD 67 in the personal conputer 1
is pl ayedtbaek, abel dheckedtroltunibt t1e7 M 200ona s descesiedivig g ef er ence
to the flowhart in Fig. 9 and the flowhart in Fig_ 10. The flowchart. in
o%lés%uﬁ?u’%%@?%eﬁhﬁ)r%ﬂ’nqlﬁokomﬁn@ 1, and the '

.. flowchart in Fig.: 10 indi cates a process - ,
, corresponding to the operation to each unit, the control

unif 207 controls recording or playback of*the:content in
the MD 209.
Next, referring to the flowchart in Fig. 9, a process
iO in which content régordéd:in the-content files 67Jlin fhe
lHDD 67 in the pérsonal computer 11is piayéd back and checked.
oﬁt.to'the MD 209 is deséfibed with‘referencé to the
_ flqwcha&t in Fig. 9iaﬁd'the f1owchart in Fig. 10. .The
flowchart in fig;.9 indiCatééra'proceés of the-personal
15;.cqmputér 1, and the fiéﬁchérf in Fig. ld indiqates.a process
of the MD deck 200. First,-a éhéck—oﬁt process of the_.r
.pérSOnai computerll is.desgribed with'referengeitﬁ,tﬁe-.
fldwéhart iﬁ.Eig; 9. -This‘p#ocess isibaSically based on the
cbntent_managemént.pfogram 54F;(67Fi and is executéd.by the
20 CPU 51. o | |
"In's£ep7811, when'thé user,opergtes the jog'diélt23;"':.;
the keyboard*zégtbr the.toughlpad'ZB tp'désignate.contenﬁ'fo
be cﬁecked oﬁf, the CPU.BI‘(cbntent‘maﬁagément program) |
‘aéquires data of}the:designated-content fromfthe‘contént

. 25 files 67J in the HDD 67.




of the MD deck 200. First, a check-out process of the personal conputer
is described with reference to the. flowhart in Fig. 9.._ This process
i s-basically based on the content nmanagenent progran154F§%@%7ﬁ%raﬁﬁ is
executed by the 20 CPUS5I In step 511, when the user-operates the jog dial
23 the keyboard 24, or the touch pad 23 to designate content to be checked
out, the CPU 51 (content managenment program acquires data of.the .
desi gnated content fromthe' content gg files 67J in the HDD 67 6 Septenber
200527 In step S12, the CPU 51 supflies the codec unit 131 with the
content data acquired in the process of step S11, and controls it to
encode the.data in a predeterm ned nethod. For exanple, content data .
encoded in tlhe VD fdthod-Hes FPleridodegnln dshee RCMaitchothitNaXd1, in step
513, the CPU 51 perforns a process that encrypts the content data encoded
in the pibeethe ofortept SIPta Fhisi eedrimt ting process ¢5 ped dsTiked by t he
encryption/decryption program 54l _The 10 encryption/decryption program
541. per#®f ngor Heo LBCGLF nte hencpis, thesdatahdnVACPredgdedmid ede piefyrodo
falsification. 1In step Sl4, the CPU 51 transfers the content data

encr ypt BeF | PRI 9r et Glep S1rders the Wi dEtk P000ANE executes a
process that regquests hash val ue conputation. 15 other words, the encrypted
content SRERET s riR iR diethdthe MD deck 200 as the portable device 2

t hrough the brid - ' : :
9 - Next,g%n step S13, the CPU 51 performs a process that

encrypts the content data encoded in the process of step S12.
,This encrypting process is pérformed.by the
encryption/decryption program 54I. The
 10 .enc;yption/decryption program354I_performs the CBC in the
._DES. Also, the MAC is used to ﬁe;ify no félsificatioﬂ_

- In step 514, the C?U 51‘tfansfers the content data
encrypted in the proéess of?step 513 to the‘Mﬁ déck 200, and
executes a process that'reqﬁests hash wvalue computation. In

i5 .other words, the eﬂcryptéa_éontent-data ié_transferred-to
the MD deck 200 as the portabie deﬁice 2 thrdugh thé‘bridge -
.58, the USB interface 68; the‘U$3 po£t 107, and the USB |
cablellb. o . o
| As described létér,'in the Mb-deck 200, a_hash value
'20  based ph contenf.data is‘compﬁfed, encfypted, and
' trahsmiﬁted (étép_SBS to stéﬁ_SS?-in‘Fig! 10 whichia#e
ldESCIibed laferi; Aécordiﬁgl?,:in sﬁep SlS,.the‘CPU 51 (theci
"gencryption/decryption'program 54I) determinesiwhether Qr'nﬁt ‘
it'haé_received the_enérypted:haéh value. When it has |

© 25 'received, it procéedsrtb step Sl6}rand'decrypts the




58, the USB interface 68, the.USB port 107, and the USB cable 10. . As
.described later,. in the MD .deck 200, a hash value 20 ,based.on content
data is conputed, encrypted, and transmtted (step S35 tQ§%ﬁ%ﬂ?e % n Fig.
10 which are described later). Accordingly, in step S15, the CPU 51 (the
encryption/ decryption program 541) determ nes whether or'not it has -

recei ved the encrypted. hash val ue- When it has . -25 received, it proceeds
~to step 516, and decrypts the 6 Septsﬁb 2005 - 28 "encrypted hash val ue.
In step S17, the CPUS51 records the ash val ue (HASH1) decrypted in
~the-process of step 516, as the content ID of the content, in the usage
condition file 67M(Fig. 7). 5 In step 518, the CPU 51 encrypts data for
per mi t témgr ypreed/Dhaigickv200: t 0 erdospn TheckeloutGPATEL tramsmid stide dat a.

As described with reference to the flowchart. in Fig. 10, n the M deck
200, baseeh ovaihe s(PeFHA I tdewrideted & prloc ez cgoherk- oiep Feessy for
writing the TOC data of the content 10 is perforned (step S39) _ The CPU. 51
al so de€hrenerrserhel unberhofcantasst chistkthousagm dendier¥ar nedleof the
content by 1. For_exanple, in the example in Fig. 7, the present nunber of
tinmes chE@Ek{DtE- cBn- be. performed is "3". Accordlngly, this value is

changed 15 11211 tn step 515, when it is deternined that the hash val ue
In step S18, the CPU 51 encrypts data for permitting

the MD deck 200 to perform check—out, and transmits the data.
As described.with,reference to the‘flowchart in Fig. 10, n
‘the MD deck 200, based on this permitting data, a process
(check—out process) for writing the TOC data of the content
10 is performed (step S39). |
The CPU 51 also decrements the number of times check-—
| out.caﬁ'be performed of the content by 1. For example, in
the example inoFig 7, the present number of times check- out
. can be performed is "3%". Accordingly, thlsrvelue is chenged
‘115' to "2"-- | o | -
In step S15, when it is determined that the hash value
-ﬁas'eot been received, the CPU 51:proceedelto érep SlQ,Land'
it execﬁtee error processing. In other‘eorde,;at this time,
rhercontent check-out process is nof.perforﬁed . |
ZOl“‘ Nekt.-a check- out process of the MD deck 200 is
| descrlbed w1th reference to the flowchart 1n F1g lb.
‘_Inestep 531, the~1nput/output unit 201 reCelves tﬁe
‘,encryptee data which is transferred'by fherpersonei computer
1 in the.orocessfof step‘814; The ihpuﬁ/outpcr unit 201 -

25'7supplies_the.recei#ed content -data to the




“has not been received, the CPU 51 proceeds-to step S19,.and it executes

error processing- In other words,.at this tine, the conte
process is not performed. .20 Next, a check-out process {# éﬁﬁ%ewﬁﬁgeck 200

is described with reference to the flowhart in Fig. 10. In step 531, the
i nput/output unit 201 receives the encrypted data which is transferred by
t he personal conputer 1 in the process of step 514. The input/ out put
~unit. 201 25 supplies the received confsent data to the 6 Septenber: 2005 29
encryption/decryption unit 202. In st p S32, the encryption/decryption
unit 202 decrypts the encrypted, .content data and outputs the data to the
codec unit 203 The codec unit 203 encodes, in step S33, the content 5
dat a deérgpvedirn/cherppbiessunitstep. S3Pnsetehat3t hetbent ent data is 7
adapted for a predeterm ned.nmethod permtted, in the MniDsc system I.n
the pre§BREYRAdEN/dharybhient uniht aOén@¢9pYeﬂs|hh@ herPoRphedhod i s B
encrypted in, for exanple, the ATRACI- nmet hod. 10 Next, proceeding to step
S34, thEOBBﬁPFoﬂaGﬂl%néqut@RE%utbg dapr obesthe aedeR | ¥est t A3 cont ent dat a
encrypted in_the rocess of step S33 into the MD_209. In other words, at
this time, tHee Gt 298 .eleeﬁﬁsﬁownecﬁw 5 cdlts slontait 207,

S data which js encr ted in the 15 ATRAG1 nethod and mhlch IS
supp |e§ F ﬁ??ﬁ%pt%%etnuh?? S%dﬂfoﬁtiﬁt%S%Hﬁ’ﬁﬁﬁ%taf%% data to the

[ cor O aghOLRYPaSks UL Lo dDced Mo SO LIS L BARRS o S0 ESELES 1T
in the MiniDisc system. In the present case, the content
data encrypted in the PCM method is encrypted in, for
example, the ATRAC1 method.

10 Next, proceeding to step 534, the control unit 207
executes a process that writes the content data encrypted in
the process of step 833 into the MD 209 In other words, at
this time, thermodem,unlt 204 is controlled'by the conttol’
unit.267, modulates thecdataewhich'is encrypted in the:

15 ATRACI method and ehich is supplied from the codec unit 203,
land outputs the modulated data to the recordlng/playback

Cunit 205. The. recordlng/playback unlt 205 records in the;;

'ﬂ_ MD 209, the content data supplled from the modem unit 204.

In thlS way, audlo data encoded in the method (ATRACl
20'-or ATRACB) permltted in the MlnlDlSC system is wrltten 1ntor,
| 'lthe MD 209' The MD 209 becomes able to be played back by

'another MD player o |
The arithmeticai:unit 206_egtracts,_in_etep S35,
"iextracts a-predetetmined portion from theccontent data .

25 supplied from the_codec unit 203;7and computes. its hash




MD 209, the content data supplied fromthe nodemunit 204. In this way,
audi o data encoded-in the nethod (ATRACI 20 or ATRAC3) peé'gi %@d %45 the
M ni D sc systemis witten into the MD 209. The MD 209 betd) *LHIR to be
pl ayed back' by another MD player_ The arithmetical unit 206 extracts, in-
step 535, extracts a predeterm ned portion fromthe content data. 25
supplied fromthe codec unit 203, and conputes its hash 6 Septenber 2005 -
30 ‘value. I'n this conputation, the %erall length of the content is
~divided into, for exanple, quarters, “the hash value of each of the 2/4
portion and 3/4 portion, for exanple, of data in the 0.5-second range from
the top, is 5 conputed. The 1/4 portion or the 4/4 portion is not used
si nce itahas. animngcotistdrgpuaangeon N e yowwasesl . I1dexth oh gtep 536, the
control unit 207 receives and supplies the hash value conputed by the
arit hnmetéohbnunis QDGided t hretenciyptexxaplery ypiaorews) ttIiROAassnd control s
it 10 to encrypt the hash value. The encryption/decryption unit 202
‘encryptsathe dbhstedal ek tie thed GBS tirn ndES 4 amicsuppl ifesr t he val ue to
the input/output unit 201. In step S37, the input/output unit 301
- transm €%2mphet hel pdytsonkl Ponpltersaconcheraints yigiaw HsH-arml deé suppl i ed
15 fromthe encryption/decryption unit 2.02 through the USB cable 10. As
descr i beeFRpBT; . T WA PR et Storkd B IR isdipE cstd tion file

67M in the HOD 67 in the personal i
: since 1t has an anacoustic range in many cases.

 Next, in step 536, the control unit 207 receives and
supplies the hash vaiue compﬁted by the arithmetical unit
206 to the encryption/decryption unit 202, and controls it
10 to encrypt the hash value. The enCryption/decryption unit
202 encrypts the hash value in the CBC iﬁ the DES, and
supplies the value to thé'input/output unit éOlQ
In step 837, the input/éutput uﬁit 361 transmits, to
the personal cbmputer 1, thé.encryptedrhash'value supplied
- 15 -from-the encryption/decrjption unit 202'£hr0ugh the USB
'cablg 10.
| As describéd.abéve; the hash value is:$t0red in the
'ﬁsage-qondition file 67M-iﬁ‘the HDD 6? in‘the‘persénal_
"cbmputé# 1 (Step_817); andibéséd oﬁ it, cﬂeck—out permitting
.20 dafa is‘encryPtéd.and transmitted f;om‘the‘pe;sonal,computer‘
1 (step S18). | |
| Accér&iﬁglfflin.étep'538, the cpntro; unitl207‘in the
MD deck 200’detefmines Whether Or-nét it has recéivéd check-
out permitting data froﬁ the personal-compﬁter:l.

25 ' In other words, whén data is,ttansmittéd from the




- the

conputer 1 (step S17)., and based on it, check-out permtting 20 data is.
encrypted and transmtted fromthe personal conputer 1 (s %’n%%
Accordingly,'in step S38., the control unit 207 in the ésg"‘ 6005
det erm nes whether or not it has received check out permtting data from
the . personal conputer 1. 25 In other words, when data is.transmitted from
the 6 Septenber 2005 - 31. personal conputer 1 through the USB cable 10,
the. input/output unit 201 receives and_supplies the data to the ‘
- encryption/decryption unit 202. The éncryption/decryption unit 202
decrypts the input, encoded data and outputs the decoded result to the
control unit 207. By reading the data supplied fromthe
encrypt PERFEBEIyFOMBHEAAI § POPoughethe cOBBrosblant®, 200e can det er i ne
whet her  or t the check-out permtting data has been received. Wen the
check- O&PPBE?ﬁPFPPﬁguHéFaZHhsr%%%hv?%c@m@e@uppllm%r@@%eéﬁlt@ t@ shep S39,
_the control wunit 2 enerat es the TOC data corresponding to the content
e tteneFﬁr¥HElB? ‘é‘ég YPhioRt @l 53402 syppn¢ e%n@wépgwé%@carm@qrhe '
~recordi ng gl %.gaé unjt 205,.and records the TOC data in the TOC fleld of

0 “re¥Bast %s”tllﬁ‘ét"l'cff“b%%d Ik RRF REERSES fE mat i on,-

i'n the proces of step S34. After the TCC i s

: (rategordeé %'8 OP%/%Q%B\S{I E)y ?e%%%o t2 11’ Cor 1% i cit Htdecones
' g?ggegg ?pPi@degrgﬁcgheIéhc}yptlonfékdrﬁgtfgﬁeéﬁ”%‘%gzI 3 recorded In the
- control unit 207 can determine whether or not the check-out |

permitting data has been received. |
Wﬁen the check—out permitting data has been received,
'10 proceeding to step $39, the control'unit 207'generates the
TOC data cor:espdnding to the'contenﬁ written in the process
of.step 534, supplies-the TOC data. to the-récbrding/playback'
unit 205, anqrpecords the TOC daté in thé TOC field of thé
MD 209. This records, as ‘the TOC data, the-address.
115_ information,:etc;, of the content wfifteh in the‘process'of
step S534. | |
After the TOC isjrécorded‘in'the.MD 209, by reading if,
the corfeépbnding cbhtent'beCOmes able_t§'be played back._
in other words ‘1f the content is- recorded in the process‘of
?0 step 34, when the correspondlng TOC data lS not wrltten an
“Mp deck or an MD p1aygr-1nto which the MD 209'15 loaded
cannot play Back'the COntent'ffom'the MD.: By writing the
 ‘TOC data correspondlng to the ‘TOC data in the process of

. step S39 the content becomes able to be-read.

‘-._2?_ . In $tep s$38, when-iﬁ is déﬁermined‘that the check-out




20 step 34, when the corresponding TOC data is.not witten, an ND deck or
~an MD..player.into which the MD 209 is |oaded cannot play: back the content
“fromthe MD... By witing the TOC data corresponding to t ' ain

the process of step 539,.the content beconmes able to be read. 25 I'n step

'S38, when it is determned that the check-out 6 Septenber 2005 32
- permtting data has not been received, the process of step 'S39 is skipped.

I'n other words, since no TCC data is3 witten in this case, the content
data witten in the process of.step €34 becores inability to. be played
back 5: (becomes a state simlar to a substantially unwitten state) After
~the content and the TOCdata corresponding thereto are witten in the MD
209 in phemabitvegnsthadhas heoVDoder kr200ivedcones mbbeetn @f aytdack t he
content. recorded in the MD 209. 10 In. other words, -when the operation

" unit 2083Psigpekapedd. byInhetmeerWQDd%onﬂam@Epm@yﬁaékdetathe content, the

control unit 207 controls the recording/playback unit 205 to play back

t he desW§ahtes ébntBhas @@%ﬁ1tﬁ@eNEPQD@nt1¢ﬁ¢§H%ER%¢e%a%% Wta is supplied
and denodul ated in the nbdemunit 204, '15 and is supplied to the codec
uni t 20BTOTREScBHeETBRI $3203eCcemes %?ﬁb#ﬁ?#X]tQmH¢1 F¥ed He2 P esent case to
- decrypt the data supplied fromthe nodemunit 204, and supplies the data
obt necﬁbﬁﬁj@?ﬁ@ 6e€F?EF| §A™E S2F hEOj ApGLPELABLE LAYt "DUTITERE iShStE) out put

unit 201 perf rns converS|on on the 20 data suppli ed- fron1the codec
~unit 203, a and the TOC data corresponding

thereto are wrltten in the MD 209 in the above method, the
MD deéck 200 becomes able to play back the content recorded
in the MD 209.:

- 10 '. In other words, when the operation nnit_208 is_operated
by the user to command-playback‘of rhe content,'the,oontrol
unit 207 controls the.recording/playback unit 205 to play
back the'designated content froﬁ the-MD1209. The played4
back data is supplled and demodulated in the modem unit 204,

11'15. and is supplled to the codec unit 203. The eodec unit 203

uses the ATRACl method-ln the present case to decrypt the

e:data supplied from the modem unit 204, and supplies the data
obtained‘by the decryotionzto_the input/output unit 201!'
The inpnt/output unit 261 performeﬁD/A'conversion-on the

20' data suppiied:from the‘oodec unit 203, and.outputs the -

‘connerted dara.from an.earphone or a speaker'wnioh is not

 $hOWn: o :
‘_ Nekt check 1n proce551ng 15 descrlbed with reference
"o the flowcharts in Flg 11 and Fig. 12.  Fig. 11 shows a

25 check-in process of'the personai oomputer,l;'and_Fig; 12




converted data from an earphone or a speaker which is not shown. Next,
check-in processing is described with reference to the fl%@&ﬂ&ﬁ&?z& Fig.

 11_and Fig. 12. Fig. 11 shows a 25 check-in process of the pérsona _
“conputer 1, and Fig. 12 6 Septenber 2005 33 shows a check-in process of
the MD deck 200: First, the check-in process in Fig. 11 of the personal
- conputer 1 is described. This process is executed basically based on the
- content nmanagenent program 54F by theRU 51 -5 . when check-in of o
- predeterm ned content is designated by operating, by the user, the jog.
.. dial 23, the keyboard 24, or the touch pad 25. In step S51, the CPU 51
requests.the MD ecg 200 to conpute a hash value of content to be checked
i n whi cFHC¥S £0CDEELT dRaPEACEY St RE GBErMDadeakséPPbed later with reference
to Fig. 12, aseg on this regﬁgst, t he MD deck 200 conputes -the hash val ue
of the desi ghaf Bl coht eflfSClEnt? Yt eCe e Walilid- Lhdk rdismetsdathe
~encrypted value (step,S/2 to step §75). Accordingly, in step S52, the CPU
__51_deternﬁ%gggﬁhétﬁ%rdeﬁgrlg?anotT f?hQEOFﬁﬁéi%%degﬁ%uh%ghbg%}%%llW%en it
has recegj,y g theyal HghekhcProceeds to step S53 d uses the
_ nt S
-encryptlon% ecryption progFaﬁggﬁge?%?gd%E?gﬁ mt%%ﬁgﬁ%r§$ﬁe gh%%h val ue. In
St eps S54nehnenCRU 51 {Fnds ubelhet, o8 DoLcLhe hash.. 20 vaLue obtained by
decryption in step 353 ?g.gtore _a%g hQQ%%% gn g] ?¥g%ft%éf%¥n t he
_databasgpékﬂﬁiﬁéggﬁyCQWQ'ﬁé@f; the jog dial 23, the keyboard 24, or '
. the touch pad 25. |
 In step $51, the CPU 51 requests the MD deck 200 to
compute a hash value of content to be checked in which is
10~ designated by the uéér.r As described later with reference
th Figr 12,-bas§d on this request, the MD deck 200 domputés
the hash value of the designated content, encrypfs'the value,
.and transmitted the_enc:ypted value {step S72 to step 575).
Accordingly, in sfep'SSQ, the CPU 51 determines whether
15 “or mot it has received the hash value.  When it has received
the value,'it'proceeds to step S53, and uses the
:énétition/decryption program 541 to decrypt the encrypted
) hash value. ' | | |
'  In step $54, ﬁheiCPU 51 fiﬁds whether or not .the hash
20 value‘obtained by decryption in step 553 is:stored'aS'the'
Content iDp (Fig. 7) in.thé databaSe {(the usageICOndition
file 57M) of the HDD 67. When he hash value obtained by
1decryption-ip-3tép §53'is Storéd as the'contenf ID, the CPU
j51 proceeds to step SSS,léhd‘réquests‘the MD deck‘ZQO to.

25‘rcheCk_in the designated'conteht.




file 57M of the HDD 67.. \Wen he hash val ue obtai ned by decryption in
_ step S 53 is stored as the content |'D, the CPU 51 procgﬁgf %% g%ﬁg'SSS,
~and requests.the MD deck .2.00 to 25 check in the designat¥8"CBRIENY. 6
“Sept ember 2005 - 34 Wen receiving this check-in request, the MD deck 200
“del.etes the corresponding content, as described later, and transmts a
.. content-del etion notification in an encrypted. form (steps S77 and S78).
. Accordingly, in step 556, the CPU 51 geternines whet her or not it has
recei ved the content-del etion notification. Wen it has recei ved,
proceeding to step. 557, it executes the check-in process- Specifically,
- for exanple, the nunber of times check-out can be perforned,. which is
- shown in. FiwherlOrégeisingcrienentrestf-riomr'e2fueisa ," 3hiey MD1 dehe it i s
.determned in step 552, that the hash value. -has not been received from
t he MD dedktegOtbespitecspomedbid nepthenthaste i amr dmarputatdgn,atwhen it is
~determined in step S54 the correspondi ng hash value is stored,. or when 15

it i s tHeeRPRihede i pesteptSisketien ndtel Tortteimn del et omaradtfaccat i on. has

- not been .received, the CPU 51 proceeds to step S58 and executes. error
processfAgn (AteRhe?’ woidd, ST these cases, it is found that the designated

content is not: content nanagfd by the personal conputer 1, or the other
2. 0 Jappar at fCT¥FHRIYautiforatred SV -dédk, C8F PRafetRemdRreek¥hAthBFocess

cannot be.executed. Next, the check-in process .of the MD deck 200 is.
.. . .or not it has received the content-deletion notification. - -

_lWhén it has received, préceeding‘to step 557, it executes
phe check—in process. Specifically, for example, the number
of times chéck~out can be performed, which is shown in Fig.

10 7} is incremeﬁted from "2" to "3" by 1.

:When it is deferﬁined in step 852, that the hash.value.
has.not been recéived from fhe MD déék 200 despite |
requesting tﬁé.hash value cpmputatién, when ‘it is determined
in step S54 the corréspondiﬁg hash value is stored, or when

- 15 it is detefmined iﬁ step S5é.that thé éontentfdeletién‘ |
ngtification has nqtrbEen received, the CPU 51 proceeds to
 step SSB and'execufes efrof-procgsS#ng; In other words, in
o  .thése7caSgs;'itlis‘foﬁna that the dgsigpatéd content-isznotr
éoﬁtent‘managed"by thelpersonal,éoméuterjlg or the other
.‘;720  apﬁarétﬁs-is‘an unauthorized‘MD;depk, so that the check—ih_
| process canﬁd£ be‘exécpfedi |
' :.Next,7tﬁe,ché¢k4in ﬁf%qess_oftﬁelMDdeCk 200 is .
desCribed with'réference-tb thé fldWchart in Fig. 12.
‘First; ih sﬁeprs7i;:the.céqtrol'uﬁit 207 receives, froﬁ_

.25 ;the persgpal computer 1, the réguest to compiite the hash




‘described with reference to the flowchart in Fig_ 12. 25 First, in step

S71, the control unit 207 receives, from the personal CQ§§%£§ﬁm42m%he
request to conpute the hash 6 Septenber 2005 - 35 value of the _
predeterm ned content. In other words, when the personal conputer 1 _
‘requests the hash value conputation in step S51, as described above, this

" request i1s decrypted " by'the encryption/decryption unit 202 and is supplied
‘to the  control "unit 207. When receiyi ng the request, the control unit.207
-controls the.'recordi ng/playback unit 200 in step S72 to play back the
“predeternined-portion of the requested content and to extract its data
_Instep S?ﬁ,‘th control unit 207 supplies the 10 arithnmetical unit 206 with

Vanteqdtath

‘the cont@r _Qtpﬁﬁgﬁaefﬁl?%%.C?%ﬁ%%%ss bt Sty sSeEdandm@ntrols it to
eneryptlPaBERYRt | SHIRREEE 2b2 SRR et HaH hl E CorBE T &t ep 573,
B N R R N T e T el
R e T I
Figﬁ 1100%@?81 ﬁﬁ&ﬁfﬁbﬁg tﬁﬁ%ﬁ?ﬁﬁhéﬁﬂfﬁb-tﬁé“%é&ﬂé%!?“tﬂé”@%ﬁ%%bl' requests
| unit 2Q7 cbntrols-the‘recording/playback unit 200 in steﬁ'
872 to play back the pfedétermined portion of the requeéted
content and to extract its data. |
In'step S73, the control unit 207 supplies the
10 arithmetical unit 206 with the content data extracted in the.
_process df'step-S?Z, and controls it to compﬁte the hash
Vvaluéu In step 874, the COnt;Oi unit 207 supplies the
.encryption/décryption_unitl202 witﬁ the‘hash value éomputed
in stéph573,7and controls it ‘to encrypt the value. In step
 157 1S75,,the input/outﬁut unit 201 transﬁits, to the pefsonal |
_computer 1 -and through.the USB caﬁle 10, the encrypted hash
Valﬁe.whichiis_éupplied fr§m fhe'énCryptibn/décryption.upit
l;3202.' ‘ - o
"As'deécribed_above with reféreﬁcé to Fig. 11, when
:20, 'r¢ceiving_the hash value,. thé peisghal computér 1 requests
the éheck—ih df_the éontenf,(stepiSBS);  Aécprdingly;*iﬁ-
sﬁﬁpf876“ tﬁé control-ﬁnit éOf.defefmineﬁ wheﬁheiﬁof'not it
:hés_receiVéd the confént‘check—ih fequest.r_Whén it has
'receiygd,'it‘proceeds to;stép'Sf7; ahd coﬁtrols the

25 recording/playback unit 205 to deletes the content recorded




t he check-in of the content (step S55). Accordingly, in step 576,, the
- control unit 207 determ nes whether or not it has received the content
check-in request. Wen it has received, it proceeds. to st erZita
~controls the 25 recording/playbac.k unit 205 to del etes the content
rTecorded 6 Septenber 2005 36 in the MD 209. The control unit 205 controls
~the ,recording/playback unit 205 to rewite the TOC data in response to
the content deletion. Next, in step S78, the control unit 207 controls the
5 encryption/decryption unit 202 to éﬁcrypt a notification representing
the content deletion, and to notify the personal conputer 1. As described
above, the personal conputer 1 executes the check-in process (step S57).
10 Wheniht the Mpt 209 nethéncstiepoB/6nibatoNo-soEy theheck-in request is
transmitted fromtheé personal conputer 1, the processes of step S77 and
S78: arerekop@edg/pnapbeek uMbEt d565 i to t hewr Caseshd D heade iim process i s not.
execut ed Although, in the foregoing, hash value is conputed 15 only for
cont ent rdepogaat ed tlse combeatt tdebettdrecked out” (the check-in process can
be conpleted in a short time by conputing only the hash value of.the
desi gnat ed. Neofit enitn istep t3¥% wde siomdedlasinivalié compubati oherel atively
needs tine),. is possible that hash val ues of all pieces of the content 20
be. %omﬁewewefmm sum*ecBOZFHe@rmt ian noHi i icagg on

representlng the content deletlon and to notify the
A‘personal computer 1. |
As_described apove, the personal computer 1 executes
the check-in process (step 357) .
10 | When it is determined in step'876 that no content
| '{check~in_request is transmitted from the personal computer 1,
'thé processes of Step S77Uand's78.are stipped. In other |
.words, in this:case,.the check—in process.is not executed.
Although, in the foregoing, a hash value is computed
uiSt only'for content designateo asrcoutentrto be checked out
_(the check in process can be completed in a short time by
-vcomputlng'only the hash value of the de31gnated content in
- this way since hash value computatlon relatlvely needs tlme)
“'1trls possmble-that hash valueS‘of all pleces of the ‘content
20;_be computed beforehand and stored ' The process 1n this case'
- llS descrlbed w1th reference to the flowcharts in Flg 13 and_
TFlg 14, | | | |
'Fig 13 1llustrates the. check in process of the
' personal computer 1. - |

:f25"p " In step 5917 the CPU 51 requests the MD deck 200 to




i s'described-with reference to. the flowharts.'in Fig. 13 and Fig. 14.
Fig..13 illustrates the.check-in process of the 25 persongg SRR b &5 1.. In
step 591, the CPU 51 requests. the MD. deck-200 to 6 Septen% r 2005 -- 3 7
conpute a hash val ue .of content in which order nunber (display . nunber),
is 1. As described later. with reference to the flowhart in Fig. 14, in
response to the request, the MD deck 200 computes the hash value of the
~designated content 5 and transnmits _the value.in an.encrypted form (step
5124 in Fig.- 14). Accordingly,. the CPU 51 determ nes whether or not it
‘has received the hash value. Wien it has received, it proceeds to step
594, ‘and decrypts the hash val ue (deciphers a code). 10. In step S95, the:
CPU 51 GEIBHAFnBsIGRBt KFUSr chofoRheNthis hwiyhtlueo WideY yptieeEs n the process
of step 3%4 Es stored as, content ID in the usage condition file 67Min the
HDD 67. ‘MERLEReUEREY bt &8 hashPFaReecTiPed oF&EET v iHe XRERERENOMW ti on
'file,67%%_t?g CPU S%hgrogeeds to step S96, and 15 controls.the LCD '26 to
di spl ay T Re  oPHEPAREDRI 0P - t he- cHRt ERTPPRSE Horthe SRS EhforPal forn) .

Conversol. WFTebgltedel ELMASE Lile L0 derripleg fesh valus |9
di S8} aYang 0 LAG LD B0 $0Fa 0" 8" R e UIREL £ LSS PRI G 11 e content
' Fig.'lﬁ}; ACQO£§ingly,,the CPﬁ,Sl'determiﬁes-whéther or not

'it has received the hash value. When it has feceivéd, it‘

proceeds to step 594,‘and decrypts the haéh value (deciphers

a code) .

10 - In step S95, the. CPU 51 deterﬁines whether or not the
hash ﬁalue deérthed in the proceés of step 594 is*stbred as
Content ID in the usage condition;file_67M in the HDD 67.
'When.the decrypted ha#h value is stored'in tﬁe,usaée
xéondiFion.file7§7M, the CPU 51 pfdceedé to step S96;,and

15 pontrols the'LijQG tordisplay the order number of the
content in a normal state {in_normai férm).

'-Conversely;fﬁhenuit is,detefmined that the~décrypted
hash value is not stored as thé-éoﬁfent‘ID, thé CPU 51
‘pféceeds to sté§ S97_énd dispiays, Qh thé'LcéfZG,,the-order
20 ‘npmbe?;édrreépquing-tq the contént ih'aﬁ‘inverﬁed form,‘
ItAméy n?t'be said_tﬁat coﬁtent'whésé hashtvalué is not.
storé& as;théréonfeﬁt iD is'mahagéd‘by the peféon%l‘computer
.; abddt chequihlana_check—out._ CdnvergéIQ; ﬁhen_{hé hash
 §élqe is sfofed,}it may:be said‘that thé-c6fresp6ﬁdihg, |

25 content is managed by-the pérsonal computer 1 about check—in




~Accordingly,

It may not be said that content whose hash value is not, stored as the
content ID is managed by the personal conputer | about CQ§§%]{&y§
check-out. Conversely, when the hash value is stored, it ndV%e sard that
t he correspondi ng 25. content is managed by the personal conputer 1 about
check-in 6 Septenber 2005 - 38 and check-out. Depending on the order nunber
di splayed in the normal formor the.inhverted form the user can deternine
whet her or not the content is nanagpqgiy_the'personal. conmputer 1, which
is presently linked b In step 592, wheh it is determ ned that the hash
val ue has not been received fromthe MD deck 200, the. CPU.51 proceeds to
step S93 and executes error processing. After the process of step S96, 597,
or step.239B chelgd~oCRY 5Degenerimignes ithesbepedd8uwbetrher spllaktad tequested 10
conput ati on of hash values of all the pieces of the content. Wen content -
for whi ditenaoregdeorims ogpddcr dmmiended fhemCPEhesiseet grnsdevesniépe S91. and
repeat edly executes the subsequent processes Wien it is deternined in step
S98 t hat'litéedbOFe oS fhec 6986 Er dsepapated byr thel pemeopiréces. of
content, the order nunbers of all the pieces of content recorded in the
MD 209 [COEBEFS nte ¥ReCADigebkes8Dt14r digksPlayed on the LCD  26. By
Vi ew ng the gisglaé, ége user can. designate content to be check-in. 20.
PnSEERpS 599, ViR £PU S 19e fetRinstethahet e rhash ¥kueont ent

to. be ghecksi! Bebfl 98L998LCE, 8Y LhE M3®heck 200, the cru s1

proceeds to step S93 and executes error processing.

After the process of step S96, 897, or step. 593, the
CPU 51 determines in step 598 whether it has réquested
10 computation of hash values,of all the pieces of the content.

‘When content for which no request is made remains, the CPU

51 returns to step SQl,énd'repéafedly ekecqtes tﬁe
subéequeﬁt processes.
When it is deterﬁined in step S98 that ﬁhe above’
15 - processes afe executed'for all tﬂe pieCeévof‘cohtént, the
'order-humbers'of all the piéces pf ¢ontént recorded in the
- MD 2'_09 . léaded info t-hevMi-)' rde'_c‘llc "2'00_‘. ar_er disp’layed- on- thé. LCD-
'26. By viewiﬁg the display, the:usér céﬁ deSignaté'cgntent
to be check-in. | |
_20 . ‘Acéofd#ﬁgly, in step SQQ}_?he;CPU 51"de£ermine$ whéthéri
. o;}not éontent’to;be chgck;in‘is;deéighated by £hé usér.
7 When the cbnfént,is ﬁof,deéigﬁated; tﬁé CPU 51 prbceédé tb.
step.8105,.and aetérmiﬁés-wheﬁhe£5of'n6t cheék—in_ef”all tﬁe.“
‘piéces of'coﬁteﬁt'is cémpietéd. VWﬁen chgék—in.of'ail_the

25"piecesj6ffcontent is_nqt Completéd; the C?U 51:réturns:tp



.When the content is not designated, the CPU 51 proceeds to step 5105, and
- determ nes whether or not check-in of all the .pieces of' %f e%mntmﬂﬁ‘
~conpl eted. When check-in :of all the 25 pieces of content “§CMYGt

~conpl eted, the CPU 51 returns to 6 Septenber 2005 - 39 " step S99, and
repeat edl y executes the subsequent processes. In step S99, when it is
determned that the content to be illustration is designated by the user,
the CPU 51 proceeds to step 5100, and deternines whether or.not the

desi gnated content can. be checked”i#? As descri bed above, the order
nunber of content nmanaged by the personal -conputer 1 is displayed in the
normal format, and the order nunber of content that is not managed is

di spl ayedepnsthe kndertpdatedvy exdcededi ogtysubasedent phetdeseor not the
designated 10 order nunber is displayed in the normal format, it is

det ermi ned whetdiesp 89 Nptwhidre icontente toambeditgpiayed: cofemtt ke cont ent
that can be check--in is designated, the CPU 51 proceeds to step 5101 and
encrypt bet hélhatshavabueisf dehegueseédriay echeontent dsecorifemt | D, and
transmits 15 the hash value to the MD deck 200 (alternatively, instead of
.t he- hashogakde, tohetepdstOfunded detrermsbondi wyetier her cort ete may be

encr pted and transmtted).. As described later with reference to Fig..14,.
whe destonrhgdt Aenherh val dee gthedeed ohi entAs t S Her BhrEk@ROVE ., t he 20 ‘MD
deck 200 del etes the content corresponding to the hash val ue,, . and

t r ansni t8aCHePEL FORCABL P | e oMt (f&qw@gz@; thARIFIRTRY YCORRI Kt

5102, the CPU, 51_det er mi nes : _
. 1 . is displayed in the normal format, and the order number of

'eontent that is not managed is displayed in the inverted .
form. Accordingly, based on whether-or not the designated
10  order number is displeYed in the nermal fOrmet,.it.is
determined whethe: or not the-cbntent can berdisplayed.
When the content that can be check-in ie'designated,
the CPU 51 proceeds toistep 5101, and encrypts the hash |
_ value of the designated centent as content.ID,eand transmits
1S.lthe hash velue to the Mﬁ‘deck 200 (aiternatively, instead of
| the hash value the order number Correspondlng to the
tcontent may be encrypted and transmitted) . B |
.As described latex with'reference to_Fig;ii4; when
receiving the hash value of the’cOntent tO'Be cheek—in the
20._MD deck 200 deletes the content correspondlng to ‘the hash
valne and transmlts a deletlon notlflcatlon (step 8129)
Accordlngly, in step SlO2,-the CPU 5176eterm1nes
‘ wnethef_er net it'hes-tecei#ed-the"content*deletidn-
'notificetion ftem.the'MD'deek 200.. When it-nae:;eceiVed,_it_,

‘25 proceéds to{step $103, and executes a checkfin process. on




whet her or not it has received the content deletion notification from the
MD deck 200_. When it has received,.it 25 proceeds to st SéO?B,-zo%gd
executes a check-in process on 6 Septenber 2005 40 the coO Jilaadd
‘Specifically, the nunber of tinmes check-out can be perforned is
increnented by -1. Wien it is determned in step S100 that the designated
--content cannot be check-in, or when it is determned in step 5 5102 that
the content deletion notification hag,not been received, the CPU 51

. proceeds to step 5104, and executes ‘error processing. After ‘the process of'
step S103 or step 5104, the CPU 51 proceeds to step 5105, and determ nes
whet her or not check-in of all the pieces of content is 10 conpl eted. Wen
cont ent tha whirthntheckpéai f 5¢ably cohpd erenbey epli hisnes heha@RAY-&Utreturns to -
~step 599., and repeatedl execut es the subsequent. processes. Wen it is .
det er m Aed Phaperhered@cksi inofementedebpi bees of content i s-conpleted, the
process is terminated. 15 Next, a check-in.process of- the MD deck 200 is
_descri bed When ricf ereriet araimtes firpvcieg S04 Aihgt te Wesd anedéding, in
step S121,' the' request to conpute .the hash val ue-of the content -

" correspBAAFABTt 6ARRRE RRSTMRE B or @R rRRRbEY | 15 ALt S 17 REont r ol

controls, based on the. re the arithnetic unit 206 to

207
.gglr’rt[?ute Jtﬁg HB’h Taf uePhfer hedehnt ko q%eSI%Js‘b%Wo‘?rftd’et% Itchfeabe%‘em gnat ed

order NUIElved! ShEPcry B pidCedS LS ) s AP, h Sed
error processing. After the process of step S103 or step
5104, the CPU 51 proceeds to step 5105, and -determines
whether or not check-in of all the pieces of content is
10 completed. When content on which check—~in is not COmpleted
remains, the.CPU 51 returns.to step 899, and repeatedly o
execntes the subseqnent proceéSeS; ‘When it is determined-
that the check-in of all the pieces ofuoontent is coﬁplered,
fthe‘prooess is terminétedt
tiS  . Next, a check—in,process of the MD'deck'ZOOIis
| . described w1th reference to the flowchart in F1g 14.
When recelvlng, in step 8121 the request to;compute
; tne hash valuerof the content chresanding to'the_r |
designated order_number, in step s122, theucontrol unit.207'l
20 eontrols based on the request, the arithmerioal'unit 206~tof
‘ rcompute the hash value of the content correspondlng to the‘
-?ude51gnated order number | |
| In step 8123, the conrrolrnnit{267'stores in an 
' internal memory the hash,valne.comnuted'by{the_arithmetioal-

25 unit 206 in ‘the process of step.S122. This memory is used,




internal nenory the hash value conputed by the arithnetical 25 unit 206 in
-~ the process of step 5122. This nenory is used, 6 Septenber 2005 41 in.the
- process of step S128 described later; to identify conteﬁ?s?m?mﬁﬁragﬁeted
Next, in step S124, the. control unlt 207 supplies the
encryptlon/decryptlon unit 202 with the hash value conputed 5 in the
process of step S122, and controls it to encrypt the val-ue. The encrypted
hash value is. controlled to be transmitted from the i nput/out put unit 201
to the personal .conputer 1_1In sfeé S125, the control unit 207 determ nes
. whether 10 or not the hash values of all the pieces of content have been
- conmput ed. When content for which conputation has not been perforned

remai nsint bRke PpOEESSs I €f Uk BiSp t ©1 38 effe SdZiHe @tk t&Lpead etionex@eut es the
subsequent processes. Wen it is determ ned that the hash values of all the
15 pi ecesnbéntond e dealetdden conputed by the above. processes a state
in which a specific check-in process can be executed is. activated. Thus,

t he process NmroOtedds stterstsdR 4S126ie . domstre 8026, 20 scpptiiels  whiet 206
~determ nes whether. or not the hash value of.'the content to be check-in
has beesnoOypoten{decrimt ottheyrnitoralyl wihen tthve fomit ertlue chwpwieatk-in is
desi gnated by the user, the personal conputer 1 encrypts the hash'value of
t he ScontenthE Prrceheckedtan Wk, tanthstantty alfe ialte TP ISHOE)

Accordlngly in step S126, when the control unit 207
valueé. The encrypted hash value is. controlled to be

txansmltted from the input/output unit 201 to the personal
.computer 1.
In step 8125, the controi untt 207 determines whether
i0 br'ﬁot the hash values of all;the pieces of conﬁehﬁ have
been computed. When content for which cbmpﬂtatibn has#not
' been perfbrmed femains, the process returns to‘Stép_Sl2l and
repeatedly exeqﬁtes the subsequent proéessés.'
ﬁhen itris'détgrmined that the hash values of all the
15 ﬁpieces.of content have been computed by the abové;prsceSSes,
a state_in‘which a specific check-in process can bé e§e¢uted
 iS_éctiVated. Thus, the pfocess pfoéééds tq‘Stép $126:-
. In step 5126, the cQﬁtrol unit 206 détermiﬁés'ﬁhefhér.
 ?# ﬁot the Hash value'qf'tﬁe content;to“be éheck—inihas been
,20 're¢eived; In otherfwords, when the contentsté be;chéckjin-
is aesignated'EY‘thé user' the perssnal‘coﬁputef‘l égcrypts
'the hash value of the content to be checked in, and -
transmlts the value (step S101) .
_Accordiﬁgly,.in step_8126, WEen ﬁhe sontroliuni£_207

‘ ?5: determines that the-hash value has received as.thé-cdntent




25 deterntnes that the hash val ue has received as- the content 6 Septenber
2005 - 42 ID of the content to be checked in, it proceeds to step 5127
and-controls the encryption/decryption unit..202 to decr ?e %@EFQEEIVGd
-encrypted hash value. In step 5128, the control unit 207 controls the
recordi ng/ pl ayback unit 205 to . 5 delete the content corresponding to the
~hash val ue obtained by decryption. Also, the control unit 207 rewites the
"TOC data of the MD 209 in association with the deletion. In step 5129, the
control unit 207 controls the encfyﬁtton/decryptlon unit 202 to encrypt_‘
the notification 10 representing the deletion of the content, and
transmts the notification to the personal conputer 1. As described above,
based onbt b& nbki fdoaaknan td e dhercsedalincoipuiefodesiteait esdhesigtveck-in
process on the deleted content (step 5103). 15 . Next, proceeding to step

. S130, IBnﬁsCdetephBnEHemhathgptlon/detrghﬁikn|ﬂnDt amz tbedpceges of .
~contént is conpleted. Wien content whose check-in .is not conpleted
renalnsth?heeCpPUeéssenerMphsdtbashepaBQQG Endstepealéﬁlythaecutes the
~subsequent processes. Wien it is determined that the check 20 in of all the
‘pi eces. ePDE§ﬁﬂthllFs2@6nepetceelstheepreees@lng/plt:ebmhamedt M5 to .
comuni cati ons between the personal conputer 1 and MD deck 200 t-hrough the
USB tabf&ltbcafbeefierprbédCoThe8PoBdbrevent sh¢ | hagal valeepyhtgined

nanagenen - o ) ,
by decryptlon Also,,the control unit 207 rewrltes,the'TOC

'data.of the MD'209 in aseociation_with the deletion.

In step 5129, the control unit 207 controls the

encryption/decryption unit 202 to encrypt the notification
10 representing the deletion of the content, and transmits the
notification to the personal computer 1.

-As described-above;.based on the'notification, the
personal computer 1 executes the check-in process on the
'deleted content (step S103).

15 7‘ ,Next proceeding to step 5130, it is oetermined whether‘
or not check in'of all the pieces of content is completed
.When content whose check in is not completed remalns the‘:
procese returns‘to step 5126, and_repeatedly executee the
subsequent processes. Wnen it is determined that the'cneck—‘
t20 in of all the pieces of content'is completed, the-prOCeSSQis
.:fterminated - | |
. All communlcatlons between the personal computer 1 ane
-MD deck 200 through ‘the USB cable 10 are encrypted ;Thls
':prevents 1llegal copyrlght management | |

25 . .i Altnough the abové sequential processes can be executed




Al t hough the. above sequential processes can be executed 6 Septenber 2005 -
- 43 by hardware, they can be executed by software. \Wen s@fimentrbgosised to
execute the sequential processes, by installing a programformng the
.software into a computer built into dedicated hardware, or installing
~various . programs, the installation is performed froma. program st or age
medi.umto, for exanple, a nultipurpose personal conputer, or the like,
whi ch can execute various functions. 4Ehe program storage medi um for storing:
a programthat is installed into a conputer and is controlled to be 10
‘execut abl e by the conputer is formed by, as shown in Fig. 6, the-magnetic .
, disk 121 (|nclud|n% floppy disk), the optical disk 122 (including a
CD- ROM PEohpReraBFsc P Re¥dCeR| heMerBryed ahY. aC DYDY Bk gi Wik Ver sati | e Disc),
the nagne oo tlcal dlsﬁ]123 including MD (M.ni-Disc)), package nedi a
- conposed® E% tfieVSBMHi EBnE ﬁFBFenﬁﬂ%r§e§9ﬁ”té?% PrOHeSTEM Y or the HDD

67, tl t th th ik
o sto%aasa%fnﬁﬁrea[)baé%ﬂﬁ SR Ly SOE L L Al
' t di h | I t K,
45Ln9 Yehed oLt sLasse OTTUDLGRLLEN 1otk SHER S, Bl ocel rea netwerk
t I S f ti th t '
Iuer BB oOe C Oegessary, 1% BLgsel, sl SRl pn (e st o

“only segygpgbglm@a%ﬁségs PSETOLIRGh &N é%ﬁﬂgﬁﬂfxep%é bersonal

computer or the llke, which can execute various functions.

not

The program storage medium for storing a program that
is installed into a computer and is-cootrolled to be
10 executable by the computer is formed by, as shown in Fig. 6,
| -the magnetlc disk 121 (including a floppy disk), the optical
disk 122 (including aVCD—ROM_(Compact‘DiSC—Read Only Memory)
and,a bVD (Digrtal Vorsatile Disc), the.magnetOOptical disk
. 123 {rnc;uding MD (Mini—Diso)}, package‘media composed of‘
r15_.thé'sémiconductor memory 124, etc., the ROM 70 or the HDD 67,
'whidh_temporarily or permanentiy stores the_program! or the
'"iiké.‘ The storage of the program to tho'program otoraoe:
,medium iorperformEd by using wirédtor wireléss commohioationw
'_‘ﬁédia‘sugh as -a local area hétwork, the Internet, and a
2Q _‘digital satéllite, through intérfaces.such-as a routertand o
.ﬁoaém if-neceosaryf | | |
rIn the‘oresent-Spécificatioﬁ the steps.constltutlno
“rfthe program stored in the program storage medlum 1ncluder
:,nqtzonly sequontlal processes_performed rn accordance with

'25*ftho doscribed order;“butralso processes which are not always




25 the described order, but also processes which are not always 6 Septenber
2005 - 44 sequentially perfornmed and which are executed §§§aratel%xgr, .in

~parallel. In addition, the program executing the above seq T processes
may be installed into the conputer by using wired or wreless
communi cation nedia such as a |local area network, .the Internet, and a

digital satellite, through interfaces .such as a router and a nmodem i f _
necessary. In the present Specificatupn, the systemrepresents the entirety
~of an apparatus constituted by a pFUrﬁIFty of 10 devices. I|ndustrial :
Applicability According to the first present invention, based on a
conput ati on val ue conputed by another arithnetical 15 processing unit,
content sequanhagetly pausorhbeé sopgywhghh afe thecubed eskpaamtdey nanaged,
even if identification information for identifying the content is not
found.  Ancpedahgelo the second present invention, a conputation val ue
conput ed based on content is transmitted 20 to another information
processing apparddiusionmndipageb aran exeonpin@dhalaiwve. Feammteml i s
managed based on management information transmitted fromthe other

i nf or nEPFrOASEPPAr ARYisPe Thgtathed contentheafoBeu teedonwhi$ €29 | ¥5redpyri ght
is. being protected, even_ if identification. 25 inforpmation for identifying
t he TonfenY1r§lRdE FEUMUNECBEHPRNBEFLIZ0EYCh as a 1QCal'arealnetw°rkr

*the Internet, and-a digital satellite; through interfaces
?éuch aé a router and a modem if necessary.
.In-the present Specification, the system represents the
entirety of an apparatus. constituted by a plurality of

10 devices.

,Ihdustrial~Applicability'
Accofding‘to»the first present inventién, based on a
.computétion-vaiﬁe cdmputed by another arithmeticél
15 procééSing unit, content is managed. Thus, the-copyright of
| thercontent‘caﬁ be maﬁaged{ even if identificatioﬁ
.infbrmatibn~foraidéﬁtifying the cohteﬁt iéwn0tifognd.
| :_Accérding,tb thersecqnd preseﬁt igveﬁtioﬁ; a_
'Cqmpﬁtation_ﬁalué_ddmputéd_baséd on cdntént isrtransmitted
7  20'_tb_another-information'proaessiﬁg apparatué,_and based on
theicoﬁputéq,§alue; the:éoﬁtent is managed béséd‘Qp
' management iﬁférmation-transmitted fro@ thé other
informéfioﬁ.aﬁparatﬁs. LThus, the conﬁent:caﬁ_be‘uséd while
ifs copyright iSubeing'pﬁotected, even if,identification_

_25__inféfﬁation'fbr'idenﬁifying the content is not found.




= 45 According to the third present invention, content is transmitted in

- an encrypted formfroma first information processing agggg tuys.. a
cecond | t ssing SRS

second i nformation processing apparatus, andthe.code is

~recorded on a 5 recordi ng-nedium by the second infornmation processing

. .apparatus, -and a conputation val ue conputed based on the -content is
transmtted to the first information processing apparatus. The first

i nformati on processing apparatus generates and transmts managenent

i nformati on based on the 10 conpute&5vélue to the second information

~ processing apparatus, and perforns managenent based on the conputed val ue
-of the content. Therefore, an information processing systemthat can nanage

the copyri ghtcadrdiont ent ,tievemida pcendnf i ioatdron omf aroretdran feor .

. identifying the content is 15 not found. 6 Septenber 2005 - 46 CLAIMS 1.
-An i nf otmatsoitpedces samgenpp@patdstbon Peothos nt hgs t ob Botma trbmagenent ,

conprising: acquiring neans whi-ch-acquires content to be transferred to

anotherprﬂtesﬁangomppan@EBS|n@ appaecatdsintncnyptoonpneanss iy ch encrypts

the content acquired by said acquiring nmeans; transmtting means which

transnlaspah@t@ﬁcr@@deﬂhe ot eht d@cr%@tﬁﬁhemdlr#@@h@@doﬂnp$oce55|ng

f-apparatus 10 receiving neans which receives, fromthe other

5 recordlng medlum by the second information processing
 ~apparatus,'and a'qqmputation value computed based on the
content is transmittedrto the fifst inférmation processing
apparatus. Vﬁhe first information proceSsing.apparatus
generates and tfansmits manégement information based oﬁ.the
10 computed Value'to-the second information processing
. apparatus, and performs management based on the computed
value of the coﬁtént.: Thefefore, an information processing
sYstem that can manage-the cbpyright of content, even if
3identifiéation infbrmatibﬁ fotsidentifying'the content is

.j‘ 15 fan'fouﬁdQ




i nformati on processing apparatus, a conputation value conputed based on
the content transmtted by said transmtting neans; and nanagenent. neans
~ which,.ba.sed on the conputation value. 15 recei ved. . by 63GPFMPBC Vi ng
neans, nenages the content. 2. An informati on processing apparatus
according to Claim1, further conprising storage neans which stores the
~ conput ation vaI ue received by said receiving nmeans, 20 wherein, when said..
storage neans 'stores the conmputation_value, said managenent neans
~transnits, to the other. informati oh® processi ng. apparatus, usage
information for. causing. the use of the content.by.,the other information
processi ng apparatus to be substantially pernmtted. 25 6 Septenber 2005 -
47 An information processing appatatigsaccording to Caim2, wherein the
usage information is information for checking out the content to the. other
i nf or nak i orirpriotessiatyg apparatass ingl. apha dathoy et grexprcowEssi ng appar at us
according to Caim?2, -wherein, after the conputation value is stored in
“sai d . SsTUrEgE mem smﬂdﬁlrl@@elgn ng nmeans receives the conputation
val ue fromthe other information processing 10. apparatus, if the received
conput at i on 2¢MGE iggr reapenbich- ﬁﬁauééﬁﬁupaﬂﬂ:@ﬁtvépuéestor ed. in said
'storage means, said nmnagement neans transmits, to the other information
rproéess rapsfsiaest e ST RGP FPOCRFS 1ingy W%@s

encryptlon means Wthh encrypts the content acqu1red by
said acquiring means,
| transmiﬁting means whiéh transmits the‘encrypted
content to the other infofmation processing apparatus;
10 . . reCeiving means which reéeives, from the other
' infofmation proéessing appaﬁétus, a'compufatién valﬁe:
rcomputédcbased on-the-cqnfent=ffansmitted by said
transmitting-meansj and.
'managementlmeans Which,'baséd on the Computation value,

15 received.by said receiving means, manages the content.-

.2f'iAﬁ-iﬁformatioﬁ proceSsing apparatus'accoiding tolClaim 1,
furtherrcémprising:gtoragé means which stores the |
- éomputatiénfva1Ue'recéiVed bj said iecgiving'means;

120_ | wherein; ﬁheﬁ_éaid;stqr&ée meénS‘stores thélqomputgtion
 value; séid méhagéméntlmeans‘tréhsmifs, to-the*othei |
.iﬁfﬁfmatiﬁn.brocéssépg.apparétﬁs} usagerinformafibn.for;‘r
-céusiﬁg‘tﬁe*usé,éf"fhe cdnfeﬁt byqthe othef inforﬁation
pfécessing ébﬁa&aﬁﬁs t§ 5é1subéﬁaﬁ£ial1y permitted.

25




of the content by the other information processing apparatus 15 not to be
~substantially permitted. .5 An information processing agfgrqt ordi ng
to daim4, wherein the’usage information is information TP Chec 11ng out
the content fromthe other information processing 20 apparatus. 6. An
i nformation processing apparatus according to Claim1, further conprising
encodi ng neans whi ch encodes the content acquired by said acquiring neans
into a different format, ,25. whereiys said encryption neans'en.crypts the
~content 6 Septenber 2005 - 48 encoded by said encoding nmeans. 7. An
i.nformation processing apparatus according to Claim1, wherein the
conputaélon val ue is.a _hash val ue conputed based on the data of a portion
of the cont &Rt 1 OTRA RN PARCIESS L0 GEPSIAY Ufe AIREE TEGRTark o FHlarimatd on

- processi ng g aratus which gerforns content managenment, including: 10 an
ach|r|H€ 5 8 ?cﬂsﬁgﬁut? grﬁﬁﬁf%%tlfoltﬁorttéh%te??%dct%c%ﬁ%gher

_|nfornat|8n roces .§$ 2 ratus; an encrg tion step which encrypts the
sard

cont ent " acquf read” Fﬁ %qﬂ?p?ﬁgl%f%ﬁm 1P ASAT ??h@gstep whi ch
"transnlggpgggtggprypted

&
4.  An infotmation~processiog'appératus aooordiﬁg to Claim 2,
wherein, after thé'computétion value is stored in saio
storage means, when said reCeiﬁing means recelves the
.coﬁputation Vaiue'fromuthe other information processing

_‘10_ apparatus, if the teceived‘computation value corresponds to
J:the computation.value stoted in said‘Storoge means, said
m;négement,means_traﬁsmits; to‘the:other inforMation
.processing apparatus, 'uéage'ihformation for'causing the use
of the content by the other 1nformatlon proce351ng apparatus

13 not to be substantlally permltted

. 5. 'An information processing apparatus according to Claim 4,
'whereih,the usage:infofmation is information for checking'
out the content from the othei-information procéssing

20 . -apparatus.

'.6._ An 1nformatlon proce551ng apparatus accordlng to Clalm 1,
:‘_further compr151ng encodlng means whlch encodes the content
aoqulred by sald,acqulrlng means lnto a different format,

25 f.; wherein said enoryption“meangfencrypts the content




15 content to the other. information processing apparatus; a receiving
step which receives, fromthe other information processiqg %P$aratus, a
conmput ation val ue -conputed based on the content transmt & 1’WP§§WH
transmitting step; and 20 a nanagenment step which, based' on the conputation
value received in said receiving step, manages the content-. 9. A program
storage. nediumstoring a. conputer- readable programfor an information. -
processi ng apparatus. which 25 , perfaqrns content managenent, the program
including: 6 Septenber 2005 49 an §C$& ring step which acquires content to
‘be transferred to another information, processing apparatus; an encryption
step which encrypts the content acquired in said acquiring step; 5 a

-t ransn ehicngesit g whidhethcadsnytsethe . encrypted content to the other
informati on processing apparatus; a receiving step which receives, fromthe
other information processing apparatus, a conputation value conputed based
‘on the content transmtted in said 10 transmtting step; and a nmanagenent
step whi’eh, Abadedcamathencprpueatiiong walpge atiusc gioged dinds dicd Gledel ving
step, manages the content. 10. A program for causing.a conputer which

cont rol ¥hgreis theorpEpPbatppBCESSIAgiappakashisvabre pePrRYhrAgeededent

managenent to execute: an acquiring step which acquires content to be
‘ on the data of a portion of the content. ' .

8.- An informatiéh‘procéSsing mefﬁod_for an information
processing apparatus whiéh performs‘content management,
including: | |
10 | an acqguiring steprwhich acquires content to be
fréhsferred to énbthef informationlproéessing-appa:atﬁs;
an enc&yptidn étep which encffpts-ﬁhe content acquired
in-said acquiring stép;4
a transmitting step‘whiCh traﬂsmits the ericrypted
15 ° content to the ofhér.infbrﬁétion procéséing-apbaratus;
alréceiﬁing step which.receiVeé;rfrdm the other
: infbrmatign §rdcéssing apparaﬁus;.é;ﬁompﬁtatiOn value
coﬁ@ﬁted based on the'cpntégt trénsmitted iﬁ Saidr' |
transmittiﬁg-step:_and_' o |
20 a management step whichfIEQSed.on,the computation value

received in- said receiving step, manages the content-

9. .A'program'storage-medium storiﬁg a“computer—réadéble'
program for an information‘proceSSing'épparatus which

25 _performs“thtentrmanageméntf'the'p;ogram inéluding:




transferred to another. information. processi ng apparatus; an encryption

step which encrypts the content acquired. 20 .in said. acquiring s
a-transmitting step which transnits the encrypted conten%s?%aﬁ%%aﬁﬁher

i'nformation processing apparatus; a receiving step which receives, fromthe
other  information processing apparatus, a conputation value 25 conputed
~based on. the content transmitted i.n said 6 Septenber 2005 50 transmtting

step; and a nanagenent step which, b ed on the conputation value received
in said receiving step, manages the c ntent. 11. An information proceSS|ng

‘apparatus. using. content, conprising: acquiring. means which acquires

- -content transferred fron1another i nformati on processi ng appar at us;

-conput i ng nmeansaed thinpasiedh omidle soments aoyuiared td®sai d acquiri ng
means, perforns predeternmined conputation; transmtting neans whi.ch
transm tgansdernedothepnbyhenf onfarinohipropeeseagiapparaetatushe :
conput ati on value conputed by said conputing neans; receiving means which,
based on thean conpUtREUh VeRITNEh repEREed-lsy R e ¥ A 19hg neans,
‘receives managenment information for managing the content which is
transnlﬂpeéaﬂ oﬁ?ﬁHérb?ﬁe?t?Pnfornatlon processi ng apparatus; and

5. a transmlttlng step which transmlts the encrypted
content to the other lnformatlan prpcesslng apparatus;'
| a receiving step which“receiveS;.from the other
1nformatlon processing apparatus a coﬁputation vaiue
computed based on the content transmltted in saldr
10 transmlttlng step; and
a ﬁanagemént step ﬁhich, basedlon'thé,compufation value_

- received in said receiving step, manages the content.

1b. A program for causing-alcbmbUteaiwaich contralsfaﬁ_
.15 information proaesaing appaiatus'fpr perfof@iﬁg cantent
management tolexecute;-
an acquiring step whica acquiraSmbontept-to be
traﬁSferred to anéther ihfoimafian;proceasing apparatus;
an encryption step,which eacrypts fheiéanfent:acquired
‘20j_in,said‘acquiring-atep; - | |
aatransmitting step ﬁhiah—piaa$mita‘tﬁé encr&bted ‘
content to the othéi'infqrmatignaproaéasiﬁg‘aﬁparaﬁﬁsf
La reCeiving'step‘ﬁhica reaaévas; f£bm_thefothér
infdrmatioﬁ proceasing apbaraﬁus,ra'éompﬁtatioh value‘

25 Computed baSéd'on theaéonteﬁt'transmitted'iﬁ said;




managenment neans whi ch, . based on t he nmanagenent |nfornat|on recei ved by
sai d receiving nmeans, manages the 20 content. 12'. An information _
processi ng apparatus. according to C aim 11, mhereln-saidaﬁﬂﬂﬂWF¥ﬁ$5neans
conput es .a, hash- value based on..the data of a portion of the content. 6
Sept ember 2005 - 51 13. An information processing appar atus according to
Claim.11, wherein: said acquiring nmeans acquires encrypted. content
transnitted fromthe other - |nfornat|%ﬁ processing -apparatus;. 5 said
information processing apparatus further conprises: decryptlon nmeans which
decrypts the encrypted content acquired by said acquiring neans; and
recordi ng means whi ch records, on a recording nedium 10 the content
.decryptédabymgatﬂndest?pti@ndneans; and based on ‘the nanagenent
information, said managenment: means records, on said recording medium

i nformati on 4 ghanagrRdy TIRP cont@nt hapdsd Q}s&*ﬁl% dgnpiatareri nfadnreat i on
processi ng apparatus according to Caim. 13, wherein the management

i nf or matPEAIVSTi AP oFAtfli BACEEY 1Rtetkeng BERATHR Blont epRtEROM the ot her
informati on processing apparatus. 20 15.. An information processi ng
apparatus according to Claim 13, wherein said-managenent neans records ‘the

TOCg nf?rnatlon of the content on said recording fedium
An 1nformat10n proce351ng apparatus u51ng content

cqmprlslng:
acquiring means which acquires'cdntént‘ﬁraﬁsférred'fromr
anothér_informétion processing apparatus;
computing means which, based on the content acguired by
10 said acquiring means, performs predéterminéd‘comPUtation;‘
transmittiﬁg_meéns which transmits;:tO'the other
_inforﬁation probessing apparatué, fﬁe ¢§mputatidn_va1ue‘
computed by said computinéuméanS'
rece1v1ng means whlch based on the computatlon value
ié transmltted by sald transmlttlng means, reéelves‘management
1nformatlon for managing the content_which.is trénsmittéd
'.froﬁ'fhe other:inférmationrprécessing'apbéiaﬁqé;_and
: mahagement'means_which,.based‘on“the;manégeﬁeht
informatién‘reéeiﬁed by said réééivingﬂméénsj manageé the

'20' éontent.

12, An information proce$$ing apparatu33accordingjt§ Claim
11, wherein said computing means computes a hash value based
on the data of'a,portion'bf-thé_cbntent.;,'

, 25




~said, recording medium and said man

16. ‘An information processing apparatus according to Claim 25 13, further
conpri sing encodi ng nmeans whi ch encodes the 6. Septenberﬁég ? %0 cont ent
decrypted by said decryption means into a different for pvﬂEF‘?R "sai d
recordi ng means. records the content: encoded by 5 said encodi ng neans; and
sai d conmputing neans perforns conputation for the content encoded by said
encodi ng nmeans. 17. An information processing apparatus according to C aim
1. 11, wherein: said acquiring means _acquires.the content recorded on
ggenent means del etes, based-on the.
- managenment information, the content recorded on said recordi ng medium 15
18. An information processing apparatus. according to Claim 17, wherein
t he managenment: information psoca$sinat appafatuscheckidagngnte-h@lgontent to
~the other information processing. apparatus. 20 19. An information '
processihg whehednfor an. information processing apparatus using content
including: an acquiring step which acquires content transferred from
_anot her i nf ovared | D PFOTES SR APt encrypted content . :

transmltted from the other 1nformatlon processing appgratusj;'
5- said information processing épparatus further |
comprises: | |
| decryptién means yhich_decryﬁis ﬁhe enc}ypted'confent' '
acquired by said acquiring meané;'and |
recording means which fegords;'on a recording medium,
.10  the content decrypted by said dECryption means; and
based oﬁ the management iﬁformation, said management
means reCords, on said recording médium; iﬁforﬁation for

causing the content to be usable.

15 14. An information processing apparatus.acCording_to Claim

13, wherein the management information is information for
. cheCking out the content'from the other iﬁférmatibnx

" processing apparatus. -

20 15. BAn information prbcessing apparatus.accofding-tQ'Claim
13, wherein saidﬁménagement meéns.recbxds'the TOC -

information of the content on said recording medium.

16. An:information processingrapparatus abcofding to Cléimt_i

25 13, further'comprising'encéding meahérwhich ehcodes‘the



2.5 a conmputing step which, based on the content'acquired 6 Septenber 2005
- 53 in said acquiring step, perfornms predeterm ned conputation; a
transmtting step which transmts, to the other infonnﬂiQﬁF%Wﬂﬁéggpng

- apparatus, the conputation value conputed in 'said conmputing step; 5 .
a. receiving step which, based on the conputation value. transmtted in said:
~transmtting stép, receives managenent information for managi ng the
content which is transmitted fromthe other infornmation processing
apparatus; and a managenent - Sstep whi ¢R, “based on t he. managenent 10 . ,
‘information received in said receiving step, manages the ‘~content. 20. A .
program st orage nedi um storing a programfor an information processing

. appar at usntishfigdeonyetéd Sai €hpd ofe @nydbi o ehettht M ginam ACAif Fengnist ep

whi ch, acquires content transferred from another information processing
“appar at isrmatconputi ng step which, based on the content acquired in-said
acquiring step,. performs predeterm ned conputation; 20 -a transmitting step
whi ch transmhtsreiro t he other information processing. apparatus, the
conputed in said conputing step; conputation value a receiving step which,.
based on. theabnmaediony wmHare necnrsh tithed doptesdi ¢nacaleshibvt i ng st ep,

- recei ves managenent 25 information for managi ng the content. which is
“transm Fgéd encoding means; and

said computing means performs computatidn fdr.fhé )

- content encoded by said encoding means.

17. An information processing épparatus according_tb Claim
10 i1, whereinf.
saidlacquiring means acquires the cbntént'recorded on
said recording medium; and
said managément means deletes?.baSed on,thé‘manégemenf

information, the content recorded on said recording medium.

;15
| 18. An information proceésing apparatus\acbprdinq to.Claimr
~i7, whérein the maﬂagement‘inforﬁation is infOrmétioh fo:‘
1checking in the content to the chef“information pioéeésiﬁg
apparatus. - | | | |

20

19. An information processihg;metﬁéd:for an_infbrméfion

'processing aépafétus using doﬁtent, iﬁélﬁding:
._ah“aéquiring step_whiéh—adquipeé cdnteﬁtrﬁfaﬁsfefred:f'

from another informatibnrproééSSing apparatus; |

25 a compttingrstep whiCh,fbaSéd on the conteht'aéquifed




6 Septenber 2005 54 fromthe other information processing apparatus;.and a
managenment step which, based on the managenent information recei ﬁg in

said receiving step, nanages the content. 21. A program f g‘ﬁr@ﬁﬁ% er

whi ch controls an information processi ng apparatus using content,.

" said..program causing the, conputer to -execute: an acquiring step which

‘acquires content transferred 10 from another information processing
apparatus; a conputing step which, based on the content acquired in said
acquiring step, perforns predeterm ned conputation; a transmtting step

-which transmts, to the other information processing apparatus, the

conput ation value 15 conputed in said conputing step; .a receiving step

~ which, Base@idnarheiréogpatabiopevébues pradshetmededncsmpdiaétansmitting.
step, receives nmanagenent information. for managi ng the content which is

S transnmitted frbhekdelothry $heprwai¢lont promeissi ng-appgsw attder and 20 a -

- managenent step which, based. on the managenment infornmation received in
sai d. r e¢ELPFAG tiPBpPRARGFESNThaPEaRRERE, Dhe ZpmpwEathaRi valpeocessing .
system conprising a first 25 information processi ng apparatus..for nanagi.ng

'contentcggguéeé sBpFeHBefoBBpB5isY §E8BAd i nformation processi ng appar at us
usrqg t he-content, . . . _ . '

-~ a receiving step which, based on the computation value
transmitted in said transmitting step, receives management
information for managing the content which is transmitted -

~from the other information processing apparatus; and
a management step which, based on the management
10 information received in said receiving step, manages the

content.

720. A program storage'medium:storing.a-program‘for an
‘information processing appafaﬁus using éonteht, éaid.prdgraml
.15 7 including: . | |
an acquiring step‘which‘acquiresrcontent_transferred_
.:from another information pfocéssing apparatus; |
S a computing_stépIWhich, baséd on the cdﬁtent a¢quired
in said acqui:ing stép,‘perforﬁs predetermined compﬁtétidn; :
_20 ‘ a transmittihg step which-transmits, to therother'
“information'processing épparatus;.thé éompuﬁétion‘valpe'
~computed in éaid COmputing'éfep;f
a receiving step which, based on‘ﬁhe computétibn'ﬁalﬁe=
ftransmitted'in said ﬁranémiffing'step, réceives:ﬁahageméﬁ£ll

25 ihfb;mation'for_managing_thefcbﬁtent‘which is‘transﬁitted




~wherein: said first informati on processi ng apparatus conprises: first
acquiring neans which acquires content to be transferred 0.S econd
information processing appar at us; encrypti on neans whi ch & %@h§2W%
content acquired by said acquiring neans; first transmitting neans which
transmts the- encrypted content to said second i'nfor mation processing 10
apparatus; first receiving neans which, fromsaid second information _

. processing apparatus, a conputation E lue conputed based on the content
transmtted by said first transmtti 3 means; 15 first managenment neans
whi ch, based on the conputation value received by said first receiving
means, manages. the content; and generating nmeans which generates .
managenmgmbm kthboomatiohnbasedt bon t heo cosplib@t 4ppa vatwe; recki ved by sai d
20 -first receiving nmeans and transmts the managenent information to said
second i nf oraatamagprecesstery wppdr atussedano e hagegmmentnf or mat i on
processi ng apparatus conprises: second acquiring means which acquires
cont ent ig5ormahsbar redeived sai gdaidrsece v rgrat tem. pravesss igid Septenber

2005 - 56 apparatus; conputing neans which, based on the content
content.

_21. A program for a computer which controls an informatiqn
" - processing apparatus using content,usaid,pregram‘causing the_
computer to execute:

"an acquiring step which acquires content transferred

10 frdmAanother information processing.apparetqs;
| a computing etep which, based on the contenf acquifed'
.iﬂ said acquiring step, perferms prédetermined.eomputatiohj
a transmitting step which transmits;”te the other
infermation proeéssing apparétus; the.compﬁtation'ﬁalue-
15' -computed in said computing step;. -

.a receiving etep which, based on the.computation valﬁe
'trahsmitted in said'transmitting etép; receives maﬁegement
-'informatioﬁ:for managing the content whieh ie‘transmifted -

froﬁrtﬁe other infermation precessiﬁg_apparatue; and
_20 1‘ a maﬁageﬁent step-ﬁhich, based Qnethe-ménagement
informationetéceiﬁed'iﬁ‘saidzreceiVing:sfeb;-maﬁegesjthe'

edntent;

22. An information processing system comprising a first

25 infbrﬁatien‘processing apparatus. for managing content and a




acquired by said second acquiring neans, perforns predeterm ned
conputation; 5 second transmtting neans which transnits,sggtga&gz &grst

i nformati on processi ng apparatus, the conputation . value CO ut ed y said
conputing means; second receiving nmeans which, based on the conputation
value transmtted by said second transmtting 10 neans, nmanagenent -
“information for managi ng the content which is transmtted fromsaid first
dinformation processing apparatus;wagg second nmanagenment neans which, based
on the managenent information received by said.second receiving 15
means, . manages the content. ' ' '

seCond information procéssing apparatus using the -content,
wherein: |
said first'information proceséing apparatus comprises:
first acquiring means‘which acquires content to-be

'5  transferred to said second information processing apparatus;

encryptipn means which en¢rypts the content
acqﬁired by.said acquiring means;

first transmitting means which transmits the
encrypted content to said second informatioh processing

10 apparatus; |

first receiving means.whichf from said'second‘
information processing apparatus, a‘CompUtatioﬁrvalue
computed based on the content transmitted'bylsaid firstl
transmitfing méans;

15 | - first ménagement means which, based"onlthe
'coﬁputation value received by saidffirst receiving means,
‘manéges,tﬁe.COnteﬁt; and |

| generating ‘means which'generates managemeﬁt
informéfion baéed oﬁ_the.coﬁﬁutétioﬁ vélue received_by said

2@ first receiving means and fransmiﬁs the @anagemenf

iﬁf@rmation tQ_Said second.infofmatibn'prbceS§ing:apparatus;
and | | o
said second inférmation processing apparéﬁué compriseS:
second acquiring méans which écqqireé_cohtent

25 transferred from said'first information ‘processing




10

15
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apparétus:
| computing means which, baséd,pn the content
acQuired by said‘second acquiring means, performs
predetermined computation;
éecohd transmitting means which transmits, to said
first information processing épparatus, the computation
value computed by =said éomputing means;
| second receiving means which, based on the
computation value transmitted by said second transﬁitting
means, management information for managing'the content which
is tranémitted from saia first infopmation processing
apparatus; ana

second management means which, based on the

management information received by said second receiving

means, manages the content:




