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FAILURE DETECTION IN AN AUTONOMOUS
VEHICLE
TECHNICAL FIELD

The presently disclosed subject matter relates to autonomous vehicles.

BACKGROUND

An autonomaous vehicle is essentially a mobile robot integrating sensory data
with intelligent computer-based decision making for the purpose of autonomously
driving the vehicle. Among its various tasks, an autonomous vebicle is many times
required to pavigate in unknown, continuously changing and sometimes busy and/or

dangemijs environments.

GENERAL DESCRIPTION

One of the challenges in the autonomous vehicle (AV) industry is providing
a dependable autonomous controf (including driving-control) system that would
ensure the safety of the passengers and the vehicle. This task is especially difficult as
it coincides with the efforts to reach a fully autonomous vehicle.

In a fully autonomous vehicle, a driver or operator is completely out of loop,
and, accordingly cannot be relied upon to take over in the event of a system faihure.
This dramatically increases the complexity of amtonomous control systems which
must account for every possible catastrophic incident that may occur. This is in
addition to the inberit complexity of such systems that are required to operate in non-
deterministic and dynamic enviromments.

A well-known problem in the autonomous vehicle industrty is the
impracticality of conclusively validating the safety of the operation of autonomous
vehicle control systems daoe to their complexity, and in view of the excessive amounnt
of testing that is required when applying such validation to a vehicle fleet.

While a more robust systent, having sirict safety rules and being simplified
with the intent of increasing autonomous vehicle safety, can be morve easily validated,
the use of such a system would result in an excessive amount of alerts and vehicle

stoppages, effectively degrading vehicle performance.
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The presently disclosed subject matter includes a failure detection sub-
system operatively mountable in an autonomous vebicle. The failure detection sub-
system is configured to obtain real-time sensory data from the arca surrounding the
vehicle and generate real-time mapping data that includes information with respect to
obstacles detected within the vicinity of the vehicle. To this end the failure detection
sub-system can comprise or be otherwise operatively connected to at least one
scanning device configured to scan the environment in the vicinity of the vehicle and
obtain reai-time ambicnt data of the environment surrounding the vehicle.

The faihwe detection sub-system is further configured to obtain additional
data that includes various vehicle driving parameters which characterize the behavior
of the vehicle {referred to herein also as "real-time (vehicle) behavioral-data”). To this
end the failure detection sub-system can further comprise or be otherwise operatively
connected to additional sensing devices for determining such real-time behavioral-
data. These may include, for example, an odometer for determining vehicle speed,
INS and/or GPS for determining vehicle's location, acceleration, heading and/or
orientation of the vehicle, etc.

The failure detection sub-system comprises a processing circuity configured
to process the received real-time bebavioral-data together with real-time mapping data
and determune, based on pre-stored logic, whether a safety rule violation has occurred.

The fatlure detection sub-system can further comprise a control unit
connected over a control link to one or more driving sub-systeros; the control unif is
configured, in the event of a safety rule violation, to generate one or more vehicle
control commands directed to one or more driving sub-systems, to thereby control the
vehicle and avoid an imminent mishap.

According to some examples the failure detection sub-system is directly
connected (o one or more driving control modules, each configired for countrolling a
respective driving control sub-system {e.g. breaking control module for controlling
breaking sub-system, steering control module for controlling steering sub-system,
throttle sub-system, gear control module for controfling gear sub-system, etc.) and
provides the vebicle control commands directly to the driving control modules and
thus directly controls the operations of these subsysteras {(and overrides any

commands issued by the autonomous control sub-system, as further explained below).



16

15

20

25

20

According to some exampies, the failure detection sub-system is configured
to continuously adapt the values of the safety rules (e.g. safety threshold values)
according to real-time behavioral-data.

In certain cxamples, some safety rules are implemented by a region of
interest defined within the entire area scanned by the scanning device (the entire area
is referred to herein as a "scanned area"). According to some examples of the
presently disclosed subject matter, the region of interest (also referred fo as a "danger
zone") is continuously adapted according fo the real-tirae behavioral-data. According
to a more specific example, the size and/or shape of the region of interest is
continuously adapted, based on the real-time behavioral-data that includes driving
pararoeters such as real-tuoe beading (vehicle steering direction), and speed of the
vehicle (obtained for example from an odometer), or a derivative thereof.

Thus, according to one aspect of the presently disclosed subject matter there
is provided a failure detection sub-system operatively connectable to an autonomous
vehicle that comprises an autonomous control sub-systemy the autonomous control
sub-systermn s configured to process real-time sensory data and generate, based on
sensory data processing output, commands for controlling the autonomous vchicle;
the failure detection sub-system cornprises at feast one processing circnitry configured
o

process real-time sensory data, inchuding scanned data output, and generate
real-time mapping data, the real-time mapping data comprising information with
respect to obstacles within a scanned area; receive real-tine behavioval-data that
inclades real-time driving parameters;

determine at feast one safety rule vakue of at least one safety rule according
to the real-time behavioral-data;

determine, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generate one or more vehicle control coramands for controlling at least one
driving sub-system in case a violation of the safety rules is detected;

wherein processing done by a failwe detection sub-systern is less
computationally intensive as compared to the processing done by the autonomous

control sub-systern.
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In addition to the above features, the failure detection sub-system according
to this aspect of the presently disclosed subject matter can optionally comprise one ot
more of features (i) to (xv) listed below, in any technically possible combination or
permutation:

i The failure detection sub-system is operatively connectable to at least
one scanning device mounted on-board the autonomous vehicle configured to scan the
environment in the vicinity of the vehicle and obtain the reai-tirae sensory data.

ii. The failure detection sub-systermn further comprises a confrol unit
connected over a control link to one or more driving sub-systems; the control unit is
configured, in the event of detection of violation of one or more safety mules, t©
transmit the one or more vehicle control commands to the one or more driving sub-
system to thereby control the autonomous vehicle in response to violation of the at
least one safety rule.

Hii. The failure detection sub-system, wherein one or more vehicle control
coromands are divected to execute a preventive action.

iv. The failure detection sub-system, wherein the at least one safety rule
includes information on a region of interest within the scanned area, and wherein the
processing circuitty is configured for determining the at least one safety rule value, to
change the size and/or shape of the region of interest according to the real-time
behavioral-data.

V. The fatlure detection sub-system, wherein the region of interest is
characterized by a distinctive shape.

Vi The failure detection sub-system, wherein the region of interest is
defined by a cornbination of more than one region defined in the scanned area and/or
a combination of one or more regions and one or more lines defined in the scanned
area, of a combination of distinct hnes defined in the scanned area; wherein each
region is characterized by a respective shape.

Vii, The failure detection sub-system, wherein the driving parameters
nclude one or more of: speed of the antonomous vehicle; acceleration of the
autonomous vehicle; heading of the autonomous vehicle; and yaw rate of the
autonomous vehicle.

Vil The fatlure detection sub-system, wherein the region of interest is
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characterized by a rectangular shape and wherein the processing circuitry is
configured for determining the at least one safety rule, to change the length of the
rectangular shape in the direction of travel according to the speed of the autonomous
vehicle and/or the heading of the autonomous vehicle,

ix. The failure detection sub-system, wherein the region of interest is
characterized by a parallelogram shape and wherein the processing circuitry is
configured for determining the at least one safety rule, to change the angles of the
parallelograrn shape according to the yaw rate of the autonomous vehicle.

X. The failure detection sub-systern, wherein the processing circuiiry is
configured to change the length of the parallelogram shape in the direction of travel
according to the speed of the autonorous vehicle.

Xi. The failure detection sub-system, wherein the region of interest is
characterized by a double arc shape and wherein the processing circuitry is configured
for determining the at least one safety rule, to adapt the double arc shape according to
the yaw rate of the autonomous vehicle.

Xii. The failure detection sub-system, wherein the region of interest is
defined as an intersection between the double arc shape and a paraliclogram shape,
wherein, while the vehicle is making a turn, the region of interest is defined by the
double arc shape at the external side of the turn, and by the parallelogram at the
mternal side of the tun.

Xiil. The {fature detection sub-system comprises a sensing device
configured to generate auxiliary sensory data, the auxiliary sensory data being
equivalent (0 main sensory data generated by a sensing device used by the
autonomous confrol sub-systern; wherein the processing circuitry is configured to
compare the auxiliary sensory data with the main sensory data and determine validity
of the sensory data in view of the real-time mapping data.

Xiv. The fatlure detection sub-system comprises a control unit connected
over a control link fo one or more driving sub-systems; the control unit is configured,
n the event of violation of the updated safety rule, to generate the one or more vehicle
control commands and transmit the one or motre vehicle control commands fo the one
or more driving sub-systems.,

XV. The failore detection sub-system wherein the at Jeast one processing
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circuitry is configured to generate the veal-time mapping data output independently of
data generated by the astonomous control sub-system.

According to another aspect of the presently disclosed subject matter there is
provided an autonomous system for controlfling an autonomous vehicle, comprising:

a failure detection sub-system operatively connectable to an autonomous
vehicle that comprises an autonomous control sub-system; the autonomous control
sub-systern is configured to process real-time sensory data and generate, based on
sensory data processing output, commands for controlling the autonomous vehicle;
the failure detection sub-system comprises at least one processing circuitry configured
to:

process real-time sensory datfa, including scanuned data output, and generate
real-titoe mapping data, the real-tioe mapping data comprising information with
respect to obstacles within a scanned area; receive real-time behavioral-data that
includes real-time driving parameters;

determine at least one safety rule value of at least one safety rule according
to the real-time behavioral-data;

determine, based on the real-timme behavioral-data and the real-time mapping
data, whether a violation of the at lcast one safety rule is occurring; and

generate one or more vehicle control commands for controlling at least one
driving sub-system in case a violation of the safety rules is detected;

wherein processing of real-tirae sensory data done by a failure detection sub-
system is less computationally intensive as compared to the processing of real-time
sensory data done by the autonomous control sub-systern.

According to another aspect of the presently disclosed subject matter there is
provided an autonomous vehicle comprising: an autonomous system for controlling
an autonomous vehicle, comprising:

a fatlure detection sub-system operatively connectable to an amtonomous
vehicle that comprises an autonomous control sub-system; the autonomous control
sub-systern is configured to process real-time sensory data and generate, based on
sensory data processing output, commands for controlling the amtonomous vehicle;
the failure detection sub-system coraprises at least one processing citcuitry configured

{0
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process real-time sensory data, inchiding scanned data output, and generate
real-time mapping data, the real-time mapping data comprising information with
respect to obstacles within a scanned area; receive real-time behavioral-data that
inchides real-time driving parameters;

determine at feast one safety rule vahue of at least one safety vule according
o the real-time behavioral-data;

determine, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generate one or more vehicle control commands for controlling at least one
driving sub-system in case a violation of the safety rules is detected;

wherein processing of real-time sensory data done by a failure detection sub-
system is less computationally intensive as compared to  the processing of real-time
sensory data done by the antonomous control sub-system.

According to another aspect there is provided a method of detection of a
failure of an autonomous control sub-system operating for controlling an autonomous
vehicle; the antonomous control sub-system is configured to process real-time sensory
data and generate, based on sensory data processing output, commands for controlling
the autonomous vehicle;

the method comprising:

wtilizing a processing circuitry separated from the control sub-system, for:

processing real-time sensory data, including scanned data output, and
gencrating real-time mapping data, the real-time mapping data comprising
information with respect to obstacles within a scanned area; receiving real-time
hehavioral-data that includes real-time driving parameters;

determining at least one safety rule value of at least one safety rule according
to the real-time behavicral-data;

determining, based on the real-time behavioral-data and the real-time
mapping data, whether a violation of the at least one safety rule is occurring; and

generating one or more vehicle control coramands for controlling at least one
driving sub-system in case a violation of the safety rules is detected;

wherein processing of real-time sensory data done by a failure detection sub-

system is less computationally intensive as compared to the processing of real-time
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sensory data done by the autonomous control sub-system.

According to yet another aspect there is provided a computer-readable non-
transitory memory device tangibly embodying a program of instructions cxecutabie
by the computer for performing the method disclosed above.

The autonomous system, the autonomous vehicle, the method and computer
memory device disclosed in accordance with the presently disclosed subject matter
can optionally comprise one or more of features (1) to (xv) listed above, mutatis

mutandis, in any fechnically possible combination or permutation.

BRIEF DESCRIPTION OF THE DRAWINGS

In order to understand the invention and to see how it can be carried out in
practice, ernbodiments will be described, by way of non-limiting examples, with
reference to the accompanying drawings, in which:

Fig. 1a is a schematic block diagram of an autonomous control system of an
autonomous vehicle, according to some examples of the presently disclosed subject
matter;

Fig. 1b is a schematic block diagram of a failure detection sub-system and
autonomous confrol sub-systern, according to some examples of the presently
disclosed subject matter;

Fig. 2a is a flowchart showing operations performed by system 104,
according to some examples of the presently disclosed subject matter;

Fig. 2b is another flowchart showing operations performed by systern 108,
according to some examples of the presently disclosed subject matter;

Fig. 3 arc schematic illustrations demonstrating the adaptation of the danger
rone, according to some examples of the presently disclosed subject matter;

Fig. 4 are schematic illostrations demonstrating the adaptation of the danger
zone, according to some exampies of the presently disclosed subject matter;

Fig. 5 is a schematic illustration demonstrating the adaptation of the danger
zone, according to some examples of the presently disclosed subject matter;

Fig. 6 is 2 flowchart of operations carried out for adapting the danger zone,
according to some examples of the presently disclosed subject matter;

Fig. 7 is another schematic illustration demonstrating the adaptation of the
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danger zone, according to some examples of the presently disclosed subject matter;

Fig. 8 is another flowchart of operations carvied out for adapting the danger
zone, according to some examples of the presently disclosed subject matter;

Fig. 9 is another schematic illustration demonstrating the adaptation of the
danger zone, according to some examples of the presently disclosed subject matter;
and

Fig. 10 is another schematic ilhustration demonstrating the adaptation of the
danger zone, according to some examples of the presently disclosed subject matter,

DETAILED DESCRIPTION

In the following detailed description, numerous specific details are set forth
in order to provide a thorough understanding of the invention. However, it will be
understood by those skilled in the art that the presently disclosed subject matter may
be practiced without these specific details. In other instances, well-known methods,
procedures, components and circuits have not been described in detail so as not to
obscure the presently disclosed subject matter.

Unless specifically stated otherwise, as apparent from the following
discussions, it is appreciated that throughout the specification discussions utilizing
terms such as "processing”, "adapting”, "determining”, "generating”, "receiving',
"transoitting” or the like, refer to the action(s) and/or process{es) of a computer that
manipulate and/or transform data into other data, said data represented as physical,
such as electronic, quantities and/or said data representing the physical objects.

The terms "sub-system" or variations thereof should be expansively
construed to include any kind of hardware device that comprises an electronic
circuitry with dafa processing capability, which includes a computer processor (e.g., a
Central Processing Unit (CPLY), a microprocessor, an electronic circuit, an Integrated
Circuit {IC), firmware written for or ported to a specific processor such as digital
signal processor (DSP), a microcontroller, a field programmable gate array (FPGA),
an application specific integrated circuit (ASIC), etc.) configured for executing
computer instructions readable for example from a computer memory, which can also
be part of the circuitry or operatively connected thereto.

Specifically, failure detection sub-systent 128 and auntonomous control suh-

system 110 can be tmplemented each on a device comprising one or mMore processing
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circuitries configured to provide all processing necessary for executing the relevant
operations as detailed below with reference to the accompanying figures. The
processing circuitries comprise, or are otherwise operatively connected to, one or
more computer processors. The processor{s} of the processing circuitry can be
configured to execute one or roore functional moduldes in accordance with coroputer-
readable instructions implemented on a non-transttory computer-readable memory
comprised in the processing circuitry. Such functional module(s) are referred to
bereinafter, by way of cxample, as comprised in the processing circuitry of sub-
system 124 and sub-system 116

Operations in accordance with the teachings disclosed herein may be
performed by a computer specially construcied for the desired purposes, or by a
general-purpose comaputer specially configured for the desired purpose by a computer
program stored in a computer readable storage medium. In the following detailed
description, numerous specific details are set forth in order to provide a thorough
understanding of the invention. However, it will be understood by those skilled in the
art that the presently disclosed subject matter can be practiced without these specific
details. In other instances, well-known methods, procedures, components and circuifs
have not been described in detail so as not to obscure the presently disclosed subject
matter.

it is appreciated that certain features of the claimed subject matter, which are,
for clarity, described in the context of separate erabodiments, may also be provided in
combination in a single embodiment. Conversely, various features of the invention,
which are, for brevity, described in the context of a single embodiment, may also be
provided separately or in any suitable sub-combination. While the invention has been
shown and described with respect to particalar embodiments, it is not thus limited.
Numerous modifications, changes and improvements within the scope of the claimed
subject matter will now eccur to the reader,

In embodiments of the claimed subject matter, fewer, more and/or different
stages than those shown in Fig. 2a, Fig. 2b, 6 and Fig. 8 may be executed. In
embodiments of the claimed subject matter, one or more stages itlustrated in Fig. 2a,
Fig. 2b, & and Fig. 8 moay be executed in a different order and/or one or more groups

of stages may be executed simuhtaneously.
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Fg. ia and Fig 1b are schematic illustrations of a general systern
architecture according to some examples of the presently disclosed subject matter.
Elements shown in Fig. 1a and Fig. 1b may be centralized in one location or dispersed
over raore than one location. The specific design of clements as shown in Fig. 1a and
Fig. Ib is merely a non-limiting example and should not be construed as lmiting.
Other designs which provide similar functionality should be considered within the
scope of the subject matter disclosed herein. For cxaraple data repository 127
illustrated in fig. 1b as part of failure detection sub-system 128 can be otherwise
located externally to faithwe detection sub-system 128. According to other examples,
the disciosed system may comprise fewer, more and/or different modules than those
shown in Fig. 1a and Fig. 1h.

Reference is now made to Fig. 1a, showing a schematic block diagram of an
autonomous system 1084 for controlling an autonomous vehicle, in accordance with
some examples of the presently disclosed subject matter. Notably, Fig. 1a as well as
Fig. 1b are used for demonstrating principles of the presently disclosed subject matter
and are provided as a non-himiting iHustrative aid only.

Autonomous system 138 is a system for autonomously controlling a vehicle
that includes an autonomaous confrol sub-systern 110 and a failure detection sub-
systemn 128, Autonomous control sub-system 118 is configured in general to control
the autonomous vehicle based on received sensory data. To this end, autonomous
control sub-system 116 can comprise various processing circuitries dedicated for
various tasks such as processing sensory data, planning a progression route and
generating control instractions for controlhing the vehicle along the progression route.

Failure detection sub-system 128 is a safety device that operates
independently of, and in parallel to, aotonomous control sub-system 110 for the
purpose of monitoring the operation of autonomous control sub-systemn 118 and
validating that its operation does not deviate from prescribed safety rules. Failure
detection sub-systern 128 can be designed as a device, physically distinct trom
autonomous control sub-system 11§ and in some examples, also physically distinct
from all other devices in the autonomous vehicle e.g. a removable standalone device
connectible to other devices/circuttries in the vebicle. In order to maintain the

independency of fatlure detection sub-system 128, failure detection sub-system 120
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and autonomous control sub-system 118 can be operationally isolated one from the
other where each sub-system individually obtains and processes sensory data in
parallel to produce respective mapping data such that the processing output of failure
detection sub-system is independent of avtonomous control sub-system 118, Due to
the independent and segregated operation of fathwe detection sub-system 120, the
overall safety of the autonomous vehicle can be validated by only validating the safety
rules applied by failure detection sub-system 124

As demonstrated below, the processing executed by fallure detection sub-
system 128 {e.g. processing of real-time sensory data to generate respective mapping
data) is specifically designed to be less complex and less intensive than the processing
executed by auvtonomous control sub-system 116 Due to the simplicity of the safety
rules implemented by failure detection sub-systerm 124, when executed independently,
validation of the operation of failure detection sub-system 126 is a mathematically
and computationally feasible task in 8 manner that provides results whose validity can
be proven statistically. By validating the safety of operation of failure detection sub-
system 120, the safety of operation of the entire autonomous system can be achieved,
and, accordingly, validation of even a large muraber of vehicles becomes possible.
Validation of failure detection sub-system 120 can be implemented for exarople hased
on the acceptable standards such as ISO-26262 and MIL-STD §82.

In addition, the configuration disclosed herein provides a dynamic system
which is being continuously adapted to real-time vehicle behaviorai-data (driving
parameters) and, accordingly, provides the needed flexibility for smoother systerm
operation and reduced likelihood of false alerts {e.g. unnecessary stoppage of the
vehicle).

Fig. 1b is a schematic ilthustration providing a more detaifed view of
components of autonomous control sub-system 118 and failure detection sub-system
12¢ according to some examples of the presently disclosed subject matter.

According to the illustrated example, control sub-system 118 comprises
autonomous vehicle-control module 111, driving control module 113, main mapping
module 115, and one or more computer data repositories 117

Sensory data is received, for exanple, from one or more sensing devices 156

(in some cases directly connected to autonomous control sub-system 118) including
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for example, GPS receiver, inertial navigation system  (INS), odometers,
accelerometers, one or more scanning devices, etc. The term "scanning device” as
used herein should be expansively construed to include any kind of device configured
to identify that an object is present at a specific distance and at a specific direction
relative to the device. Exaroples of scanning devices include, but are not limited to:
laser scanners (including LIDAR), RADARS, tmages sensors (cameras), sonar, etc. A
scanning device can scan for exarople, 360° on a plane surrounding the device, or in
some other smaller scanning angle {e.g. 180%.

Thus, astonomous system: 188 can comprise or be otherwise operatively
connected o one or more scanning devices configured and operable to project a beam
of radiation at a predetermined wavelength and which comprises a recetver for
receiving reflection of the beam of radiation from an object and directing it toward a
detector (e.g. CCD, CMOS) for receiving a signal. The signal is processed by
processing circuitry configured to determine a scanned data output including direction
and range between the vehicle and an identified object.

In some examples processing of real-time sensory data is performed by main
mapping module 115, which can be further configured to generate real-time mapping
data output indicative of the environment surrounding the vehicle. Generally, the real-
time mapping data output is relative to a real-time location of the vehicle and provides
a picture of the environment surrounding the vehicle including information on
obstacles that should be avoided and other objects and road conditions that should he
considered during navigation of the vehicle (e.g. objects, people, ammals (e.g.
livestock), curves in the road, steep slopes, boundaries of the road {e.g. road curbs or
road fencing, etc.) located along the vehicle's progression route, traffic signs, traffic
lights, etc.

Autonomous vehicle-control modide 111 can be configured for example, to
use the real-time mapping data together with additional information, such as the target
destination of the vehicle, to safely navigate the vehicle through the environment
towards s destnation. To this end, autonomous vebicle-controf module 131, as well
as main mapping module 115 can be configured to implement complex algorithms
(including for example algorithms which are based on artificial intelligence, machine

fearmng, deep learning, computer vision analysis, ete.) dedicated for processing
& 5 ) &
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received sensory data, obtaining real-time mapping data, and navigating the vehicle
accordingly.

Driving control module 113 is configwred to generate commands for
controlling various control sub-systems for leading the vehicle along a progression
route towards a desired destination, according to instructions provided by autonomous
vehicle-control module 111.

Autonomous control sub-system 116 is configured to operate according to
predefined safety rules (stored for example in a data storage device 117). According
to one example, the safety rules are considered as part of the vehicle navigation
process in order to avoid dangerous situations or catastrophes (including harm to
humans, vehicles and the environment). In case violation of a safety rule is detected,
an appropriate control commmand to one or more of the driving sub-systems 138 is
generated in order to initiate an appropriate preventive action directed for avoiding a
dangerous situation or catastrophe. Autonomous vehicle-control module 111 can be
further configured to receive behavioral-data from the vehicle and use this data along
with the real-time mapping data in order to ensure that the vehicle does not violate the
safety rules during operation. As mentioned above, behavioral-data can be received
from various sensors used for determining real-tirae vehicles driving parameters, for
example, an odometer for determining vehicle speed, INS and/or GPS for determining
vehicle's location and/or heading and/or orientation of the vehicle, etc.

The safety rules include various threshold values. For example, a safety rule
can define a moinimal allowed distance between the vehicle and a detected obstacle
which is dependent on the vehicle speed, where the greater the , the larger the
distance. Likewise, the minimal allowed distance from an obstacle can also depend on
the steepness of the road currently being traversed, as well how curvy it is. In addition
to speed, the safety rule can also depend on the type of obstacle, where some obstacles
require that the vehicle maintains a greater distance from them. For example, if a
buman or some other large amimal is detected, the required distance may be greater
than the distance from some other inanimate object.

Turning to failure detection sub-system 128, it can comprise for example,
auxiliary mapping module 121, safety processing module 123, and vehicle override

control unit 125, Failure detection sub-systern 128 is also cownnected to sensing
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devices (e.g. sensing devices 1588) for receiving real-time sensory data. Simular to
sensory data processing mentioned above, auxiliary mapping moduole 121 can be
configured to process sensory data received from sensing devices and generate
respective real-time mapping data (sensory data processing output), mapping the
environment  surrounding the vehicle. The mapping data includes information
indicative of obstacles (e.g. objects, people, antmals, etc.) located ahead in the
vehicle's progression route. To differentiate from previously mentioned real-time
mapping data generated by autonomous control sub-system 1314, real-time mapping
data generated and/or used by failare detection sub-system 128 is also referred to
herein as "auxiliary mapping data”.

As further explained with reference fo Fig. 2a below, according to some
examples, the processing of auxiliary mapping module 121 is considerably simplified
relative to that of main mapping module 115. The less computationally intensive
processing executed by auxiliary mapping module 121 (as compared to that of main
mapping module) siroplifies the overall operation of failure detection sub-systern and
thus helps to make validation of its operation a computationally feasible task.

Safety processing module 123 s configured to determine whether a violation
of a safety rule has occurred. As explained in more detail below, this is done based on
the auxiliary mapping data, real-time behavioral-data received from various sensors,
and the safety rules.

Similar to sub-systemn 110, real-time behavioral-data can be obtained from
various sensors used for determining real-time vehicles driving parameters, for
example, an odometer for determining vehicle speed, INS and/or GPS for determining
vehicle's location and/or heading and/or orientation of the vehicle, etc. Alternatively
or additionally, failure detection suob-system 128, can be operatively connected to
various vehicle control sub-systems 138 and obtain the data indicative of the control
data output by monitoring these sub-systems {(e.g. steering and throttie sub-systems).

Furthermore, in some examples, failure detoction sub-systemm 126 can
comprise or be otherwise operatively connected to one or more auxiliary sensing
devices 129, which can include for example, gyros, accelerometers, speedometers,
cte. In order to reduce costs as well as consuraption of space, these seasing devices

may be of smaller dimensions and are possibly degraded, relative to the vehicle
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sensors 158 which are the main sensing units onboard the vehicle.

As explained above with refercnce to sub-system 118, according to some
examples, faifure detection sub-system 128 is configured to continuously determine
real-tiroe safety rule values (e.g. by safety rules processing roodule 123) based on the
real-timne bebavioral-data, and the real-time values are used together with the real-tirne
mapping data for determining whether a violation of a safety rule has occurred. For
cxample, the munimal allowed distance fromn an obstacle detected along the
progression route of the vehicle can change, based on the vebicle speed and road
conditions.

Vehicle override control unit 125 is configured, responsive to detection of a
violation of a safety rule, to generate one or more vebicle control conunands for
controlling one or more of the vehicle control sub-systems e.g. breaking sub-syster,
steering sub-system, throttie sub-system (e.g. to disengage throttle}, gear sub-system
{e.g. to shift into neutral gear), etc. Such commands are generated and executed with
the intent to avoid, or at least reduce, the likelihood of a catastrophic event such as
collision with an object, a person, or driving off the road.

In some examples, the control commands are transmitted from failure
detection sub-systern 120 to the driving control modules (that control the driving
devices) to thereby control the operations of these subsystems {(and override any
commands issued by the autonomous control sub-system: 114). In other examples the
control conumands are transmitted from failure detection sub-system 128 directly to
the control devices to gain an even quicker response. To this end certain driving
control sub-systems can inclade a special overnding control circuifry to which failure
detection sub-systemn 128 is connected. Responsive to a command received at the
overriding control circuitry, processing of coromands received from the respective
driving control module is blocked and the overriding control circuitry takes command
over the respective driving device (e.g. breaking system or gas paddle).

Fig. Za is a tlowchart showing operations performed by autonomous systerm
168, according to some examples of the presently disclosed subject matter. While
operations disclosed with refercnce to Fig. 2a (and 2b below) are described with
reference to elements in Figs. 1a and 1b, this is done by way of exarople only and

should not be construed as limiting, and it is noted that alternative system designs
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preserving the same functional principles are likewise contemplated.

Operations performed by autonomous control sub-system 118 are shown on
the right side of the flowchart and operations performed by failure detection sub-
system 128 arc shown on the left side of the flowchart.

Sensing devices onboard the vehicle are operated in order to obtain sensory
data including scanning output data obtained by one or more scanning devices. As
mentioned above, according to some examples, each one of autonomous control sub-
systern 110 and auntonomous failure detection sub-systern 128 independently processes
sensory data received from one or more sensing devices (e.g. one or more cameras or
laser scanners assembled on-board the vehicle) and generates real-time mapping data
output hased on the sensory data (blocks 201, 203 and 221, 223, respectively).

The scanning output data s processed in order to identify objects located
within the scanned area and their real-time direction and distance with respect to the
vehicle. The scanned arca depends, inter alia, on the technical characteristics and
setting of the scanning device and in some degree also on the objective conditions
during scanning (e.g. geographical landscape, weather conditions, ete. ).

As mentioned above, the processing executed by failure detection sub-system
124 is less intensive in comparison 1o that of autonomous control sub-system 116 that
considers significantly more data of the sensory output during navigation of the
vehicle. For example, autonomous control sub-system 116 (e.g. by main mapping
module 118) can be configured to process the sensory output in order to extract, in
addition to data on obstacles that endanger the vehicle, s passengers or other
humans, other information, including for example, one or more of:

specific traffic signs, traffic lights and crossroads, small animals or objects
that do not endanger the safety of the vehicle or its passengers, traffic and voad
conditions for the purpose of blending in traffic and/or overtaking other vehicles and
pedestrians, traffic and road conditions, as well as weather, in order to adapt route
planning to traffic, road and weather conditions.

Furthermore, in some examples, autonomous control spb-system 138 1s
operatively connected to a greater number of sensors £.g. scanning devices {or more
powerful sensors) than those connected to failure detection sub-system 126, This

enables sub-system 11§ to collect more sensory data e.g. scanning avound the vehicle
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n a 360 angle, or close to that, or scanming a greater distance ahead of the vehicle
{e.g. around 100 meters), etc. and thus obtaining more detailed information on the
swrroundings.

The processing of failure detection sub-systern 120 {(e.g. by auxiliary
mapping module) on the other hand, may be lumited only to identifying clear obstacles
that may present an imminent danger (e.g. by collision or driving off the road) to the
vehicle, its passengers or other humans, while ignoring other details such as those
cxemplified above with respect to the main mapping module. In some cases, the
obstacles identified by failure detection sub-system are limited to positive obstacles
(i.e. located above ground).

Failure detection sub-system 128 can also collect data from a lesser number
of sensors (as compared to sub-systern 114, e.g. scanning only in front of the vehicle,
{in a smaller scanning ficld of view than 118) in order to detect possible incoming
hazards, scanuning a distance ahead of the vehicle that is limited by the breaking
distance of the vehicle, etc.

As mentioned above, autonomous control sub-system 118 is configured to
navigate the vehicle through the arca while maintaining the safety of the vehicle and
the surroundings. At block 207 navigation instructions are generated for controlling
the vehicle. This includes executing the detailed processing as mentioned above,
while considering objects identified in the mapping data in the vicinity of the vehicle
and directing the vehicle along a route ("progression route”) while avoiding collision
with the detected objects and complying with variouns safety rales. Safety rules are
processed and integrated as part of the execution of the navigation and control process
for determining a progression route and controlling the vebicle along the route, thus
striving to avoid dangervous situations (block 285). During the vehicle navigation
process executed by autonomous control sub-system 1318 additional factors and
constraints can be taken into account, including for example one or more of:
coraplying with traffic signs, traffic lights and the like, scarching for the shorter route,
scarching for the fastest route, striving to reduce energy resource consumption (e.g.
fuel or electric energy), considering location of energy refilling resources and current
cnergy resource levels, ete.

At block 211 control data output is generated (e.g. by driving control module
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113) responsive to the navigation instructions, for controlling the vehicle along the
selected route. The countrol data output inchides control commands transmitted and
executed at the respective vehicle conwrol sub-system for driving the vehicle through
the environment (block 246). Control data output includes coromands controlling the
direction of progress of the vehicle, e.g. steering commands executed for example by
a steering sub-systern and acceleration commands executed for example by a throttle
sub-systern and/or breaking comumands executed by breaking sub-systern, ete.

At block 227, in the parallel process (carried out by faihure detection sub-
system 120} safety rales values are adapted to the real-time behavior of the vehicle.
Examples of adaptation of safety rules values are provided above.

According to some examples, failure detection sub-systern 120 and
autonomous control sub-system 114 are both provided with similar, albeit different,
safety rules. Control sub-system 11 is configured to operate according to more strict
safety rules than those which are used by failure detection sub-system 128, such that
the latter effectively provides a safety envelope in case control sub-system 118
deviates for some reason from its allowed operating ranges. From the perspective of
the control sub-system 118} it executes more complex and computationally intense
algorithras that enable to maintain the oore strict safely rules, effectively striving to
avoid deviating from the allowed boundaries and entering into the operational ranges
of fatlure detection sub-system 128. If the control sub-system: 134 fails and enters the

operational ranges of failure detection sub-systemn 124, failure detection sub-syster

128 intervenes and generates appropriate preventive action(s).

The difference between the rules applied by sub-system 118 and failure
detection sub-system 120 can be set in order to provide sufficient time for failure
detection sub-system 126 to detect the problem, generate a proper control conunand,
and execute one or more preventive actions. Thus, this difference can be calculated
for example, based on the processing time needed for the above operations (detection
of failure and gencration of the control command) and taking into account comurnand
execution defays. For example, a safety rule applied by control sub-systern 11§ that
triggers a safety rule violation in case the distance between the vehicle and an obstacle
is less than 3 meters, may have a corresponding safety rule applied by fallure

detection sub-systero 120 that triggers a safety rule violation in case the distance
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between the vehicle and an obstacle is less than 2.5 meters.

Furthermore, according to some examples, in order to reduce likelthood of
undesired interference of failure detection sub-system 128 in the operation of control
sub-system 114}, the latter is configured to operate while taking into consideration the
operational constrains (resulting from the safely rules) of failure detection sub-system
128. For example, since failore detection sub-system 128 has more simplified
processing capabilities than control sub-system 118, ¥ may be unable to discrininate
between objects that endanger the safety of the vehicle and/or passengers (e.g. a solid
object such as a rock) and objects that do not {e.g. a basketball), given that the two
objects may have similar visual appearance. Thus, control sub-system 130 may be
configured to respond to an object that it identifies as a non-endangering object as it it
is an actual obstacle that endangers the vehicle and/or passengers and to generate
appropriate control commands, £.g. to circumvent the object or stop the vehicle. This
course of action prevents the intervention of failure detection sub-system 118, that
may recognize the object as an obstacle, and thus allowing it to have more simplified
operation.

According to some examples, the safety rules include a definition of a
specific region of interest within the scanned area that represcunts a danger zone which
is required to remain free of obstacles at all times. Entry of an obstacle into the region
of interest is considered a violation of a safety rule. According to one example,
detection of an object within the region of interest Unmediately triggers an erergency
response (by failure detection sub-system 128) ultimately resulting in the generation
of one or more control commands to one or more control sub-systems 138 intended to
avoid a catastrophic event. For example, a breaking command to the breaking sub-
system is intended to stop ot slow down the vehicle and/or a disengagement command
to the throttle sub-system.

In this context, adaptation of the safety rules values to real-time driving
parameters includes for example, adapting the size and/or shape of the region of
mterest according to the real-time behavioral-data output. According to some
examples, the region of interest can be adapted according to real-time heading (e.g.
vehicle steering direction), and/or speed and acceleration of the vehicle.

This is an ongoing process that continues as the vehicle travels along its
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route. Failure detection sub-system: 128 is configured to continuously receive real-
timne behavioral-data output and use this data for adapting the safety rules values (e.g.
by safety processing module 1233

Adaptation of the safely rules values can be executed based on mathematical
calculation performed in real-time. Additionally or alternatively, adaptation of the
safely rules values can be executed based on predefined data values stored in the
computer data storage of the system. For example, a lookup table mapping between
vehicle velocity or acceleration and respective allowed distance from an object can be
used, such that the safety rules values are adapted in real-time according to real-time
velocity or acceleration and the corresponding values in the look-up table. More
detailed examples of adaptation of the region of infercst are described below with
reference to Figs. 3-7.

The adapted safety rules values are then applied on the real-time mapping
data {auxiliary mapping data) for determining whether a violation of a safety rule has
occurred {block 228). According to some examples, violation of a safety rule occurs
when an object {obstacle) enters the adapted region of interest in the scanned area.

In response to violation of a safety rule, a control command is generated for
controtling one or more control sub-systems (e.g. by vehicle override control unit 125;
block 231). The control command can include commands for executing various
preventive actions e.g. dedicated for stopping the violation of the safety rule and
avoiding the consequence that roay result from the violation. For exaraple, a breaking
cormmand can be generated and transmitted to the breaking sub-system in order to
break or slow down the vehicle and avoid collision with the object. A steering
comronand can be generated and sent to the steering sub-system in order o steer the
vehicle away from an incoming object and/or steering the vebicle back onto the road
in case it has been identified that the vehicle has swerved off the road.

Turning to Fig. 2b, this is a flowchart showing operations performed by
autonomous systern 180, according to some examples of the presently disclosed
subject matter. Fig. 2b shows the operations described earfier with reference to Fig.
2a, which are not described again in detail. In addition, Fig. 2b shows additional
processing dedicated for validating the operation of autonomous control sub-system

116, At block 235 sensory data oustput is received from one or more sensors {(e.g.
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accelerometer) uvsed by autonomous control sub-system 1186 and a corresponding
sensor {(e.g. accelerometer) in failure detection sub-system 120 (e.g. in auxiliary
sensing devices 1292 mentioned above). The sensory data is compared to and at block
237 it 15 determoined whether the comparison output is indicative of an operational
failure of the sensor used by autonormous control sub-system 116, For example, it the
values measuwred by the sensor used by autonomous control sub-system 1318 and a
corresponding sensor in fadure detection sub-system 120 is greater than a certain
predefined threshold value, an operational failure event is triggered indicating that one
or more of the vehicle's sub-systems may have malfunctioned. Operational failure
event can include for example, complete failure (e.g. inoperable sensor) as well as
partial fathure (e.g. inaccuracy in roeasurernents). According to some examples, an
operational failure event is triggered after the same error is identified several times
{e.g. repeated a certain mumber of times within a certain time periond).

Varicus actions can be cxecuted in response to  detection of a suspected
operation failure. According to one example, a control commmand is generated for
controlling one or more control sub-systems as explained above with respect to block
231, Aleernatively or additionally, in case there is a redundancy of sensors providing
the same or equivalent data, the malfunctioning sensor can be shut down or s output
s ignored and the output data generated by the other functioning sensors is used
nstead.

Validation of the operation of autonomous control sub-system 168, executed
by failure detection suh-system 128 can inchude additional tests. For example, an
object such as a small rod can be fixedly positioned on the vehicle at a2 known
distance from 4 scanning device within s field of view, such that the scanning device
would repeatedly scan the object. The distance between the scanning device and the
object can be determined and compared (e.g. by operational monitoring unit 131) to
the known distance. A discrepancy between the measured distance and the known
distance may indicate an operational failure of the scanning device. This can be used
for validating the operation of failure detection sub-system 128 and also of
autonomous control sub-system 118 {c.g. in case both sub-systems use the same
scanning device). Likewise, in case a camera is used, specific image data (e.g. point of

color) can be placed on the vehicle a certain distance from the camera. The distance
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between the camera and the color point can be determined and compared (e.g. by
operational monitoring unit 131) to the known distance. The relevant processing can
be executed by failure detection sub-system 126 during the processing of the scanning
output data.

According to another example, failure detection sub-system 126 can be
configured to calculate expected vehicle response to vehicle control commands issued
by autonomous control sub-system 180 and compare the expecied response t© a
measured response. A discrepancy between the measured value and the expected
value may indicate an operational failure of one or more of the related driving sub-
systems. For example, given a certain acceleration command {e.g. 50% gas), a certain
slope {e.g. 20% slope) and a certain vehicle weight, the expected speed of the vehicle
responsive (o the acceleration command can be caleulated. If failure detection sub-
systemn 128 determines that the discrepancy between the measured speed and the
expected speed is greater than a certain threshold value, an operational failure event
can be triggered. To this end, failure detection sub-system 128 can connect for
example to the driving control modules and listen to incoming commands generated
by autonomous control sub-system 108, determine, based on the command, an
expected vehicle reaction, and compare the expected reaction to the sensed vehicle
behavioral data.

Turning to Fig. 3, these shows schematic illusirations demonstrating the
adaptation of the safety rules values, according to some examples of the presently
disclosed subject matter. Fig. 3 show examples of adaptation of the safety rules vahies
based on real-ume speed of the vehicle in order to provide a sufficient breaking
distance. Fig. 3 show an auvtonomous vehicle 301 in three differcnt states. The
autonomous vehicle is equipped with a scanning device mounted thercon configured
to scan an area (309) of a certain size. In each one of the illustrated states, the region
of interest is adapted to the respective speed of the vehicle.

Fig. 3 shows an cxample where the region of interest is defined by a
rectangle. In ilostration A vehicle 301 is driving at the highest speed of the three
illustrated states and, as shown, the region of interest {383) is adapted to have a more
clongated shape compared to the region of interest in the two other states, where the

vehicle is driving at lower speeds. Likewise, in itlustration € vehicle 381 is driving at



16

15

20

25

30

D e

the lowest speed of the three states and, as shown, the region of interest is adapted to
bave the shortest length of the three.

Notably, a rectangular shape should not be construed as limiting and in other
examples other shapes can be used. In some examples, the width of the rectangle can
have a constant value depending on the width of the vehicle (e.g. may be somewhat
bigger than the width of the vehicle). The length of the rectangle on the other hand is
dynamic and is continuously adapted based on the driving parameters such as the
current speed (obtained for example from an onboard odometer) and/or acceleration
{obtained for example from an onboard accelerometer) of the vehicle and the
corresponding breaking distance H, where H = breaking distance+4, 4 = 0).

The breaking distance can be calculated based on the cumrent speed and
weight of the vehicle (e.g. weight of vehicle + weight of cargo). It is comuoon in the
vehicle industry that each type of vehicle has a respective breaking distance function,
that can be used for calculating the breaking distance according to the vehicle's speed
and/or acceleration. Other roethods of calculating breaking distance can be based on a
lookup table. In addition to the speed of the vehicle, the breaking distance also takes
into account nternal system delays that influence the response time of the vehicles
breaking system to a breaking command. One example of such a formula is equation 1
used below in the example described with reference to Fig. 5.

Fig. 4 shows another schematic illustration demonstrating the adaptation of
the safety rules values, according to some examples of the presently disclosed subject
matter. Specifically, Fig. 4 shows an example of adaptation of the safety rules values
to the real-time vaw rate (turning rate, expressed for example by radians/angles per
seconds) of the vehicle. Yaw rate has a predicative quality as it is indicative of the
future location of the vehicle, which can be calculated based on the vehicle speed,
current direction and yaw rate. According to this example the region of interest is
defined by a parallelogram in which adjacent sides are of vnegual length. As
itlustrated in Fig. 4, while the opposite sides of the parallelogram are of equal length,
they are in offsct one with respect to the other. Due to this offset, one side has 2
further reach relative to the other side of the parallelogram.

The yaw rate can be determined for example, by a gyro being part of

auxiliary sensing devices 129 (e.g. MEMS gyro) or part of sensing unit 156, Based on
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the vaw rate, the orientation of the paraliclogram relative to the vehicle can be
determined {(e.g. by safety processing circuitry 123) accordingly.

In illustration A vehicle 481 is making a right twrn {as indicated by the
ditection of the front wheels) with a yaw rate of a certain value. Alternatively to the
vaw rate, in some examples the direction of the wheels (heading) can be used instead
as inn very slow velocity (e.g. at the beginning of driving) the yaw rate is less
applicable. In further examples, the yaw rate and wheels direction can be used
together. As shown, the region of interest (401) is adapted such that the paraliclogram
has an offset towards the internal part of the turn, to the right of line 48 indicating the
right side of the vehicle. In tllustration €, vehicle 481 is making a left turn (again, as
indicated by the direction of the front wheels) with a yaw rate of a certain value. As
before, the region of interest (483) is adapted such that the paralielogram has an offsct
towards the internal part of the turn {the parallelogram orientation is flipped relative to
illustration A), to the left of line 42 indicating the left side of the vehicle. In
tlustration B, vebicle 401 is advancing forward without making any turn, thus the
parallelogram is symmetrical, asseming a rectangular shape. The shape of the
parallelogram is adapted based on the real-time yaw rate of the vehicle. Using a
parallelogram can help to reduce false alarms as it reduces the arcas of the danger
zone which are located opposite from the turning direction, and are therefore less
likely to get hit.

A specific exarople of a method for real-tiroe adaptation of the safety rules is
described herein with reference to Fig. 8. The example below demonstrates how a
parallelogram shaped danger zone is calculated based on real-timne driving parameters,
and specifically how yaw rate of the vehicle is used for adapting the paralielogram.
The calculations described below can be execated for exarople by safety niles update
modole 124,

Fig. 6 is a flowchart showing operations carried out for calculating a
parallelograra as illustrated in Fig. 5, according to some examples of the presently
disclosed subject matter.

The following constant values are used in the calculation (block 681)

L - Distance between the front axle and back axle;

LA — Distance between front axle and vehicle front;
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LR — Distance between back axle and vehicle back;

d — distance between wheels in the axle;

W - width of vehicle;

All the above values can be uploaded and stored in a computer storage device
of systern 100 (e.g. in a data storage device of failure detection sub-system 126).

The vehicle speed (V —e.g. in meters per sec) and angular velocity (G0 —e.g.
in radians pet second (rad/sec)) are continvously determined in order to monitor
dynamics of the vehicle (block 63). As mentioned above, speed can be determined
by an onboard odometer and yaw rate can be determined by an onboard gyro. In some
examples, these values can be measured internally by failure detection sub-system
120 (o.g. using auxiliary sensing devices 129).

At block 685 the breaking distance is calculated, which also represents the
height of parallelogram (H). According to one example breaking distance is calculated
by:

Equation 1: H = 0.15 x (V x 3.6) + 22

Eqguation 1 is commonly accepted in the art for calculating breaking distance,
however, it is brought as an example and should not be construed as limiting. In some
examples, additional factors such as road conditions can be taken into consideration
for calculation of the breaking distance. Multiplication by 3.6 is for transforming
values to kilometers per hour.

Point € in Fig. 5 indicates the center of the turn. At block 687 R is calculated
by:

Fguation 2: R=V/w

R is the turning radius from point C to the center of the rear axle and is equal
to:

Rmin+w/2.

At block 689 a tirning radios (Rmin) extending from point C to the rear axie

at the internal side relative to the turn s calculated, by:



- T

Fquation 3: Bmin=R-~W /2
Where iﬁ;:-u is half the vehicle width (referred to as, W external or Wext).

At block 613 angle f between Rmin and Rmax is calculated by:

L+L4
Rmin+W

Equation 4: arcig
5 Where Rmax is the distance from point C to point (X1, Y1) external front
point of the vehilce (B). At block 615 angle § is calculated by: 90 — 8 based on
geometric principles e.g. as illustrated in Fig. S.where § is the angle of the
parallelogram at the external part of the turn and closer to the vehicle (near point B).
At block 617 angle a is calculated by:

10

. . LA+L
Eguation 5:  arcsin
: ¥

Rmin

At block 619 W internal (Wint) is calculated by:
oo 6 e -
15 Equation 6 tg (\(7) (LA + L)} L

As shown in Fig. 5 Wint represents the offset of the parallelogram from the
side of the vehicle toward the internal side of the tumn.
At block 621 parallelogram angles are calculated.

20 Angle v is calculated by:

i
+
i

Equation 7:

Where v is the angle of the paraliclogram at the internal part of the twrn and
25 closer to the vehicle.

Assuming the central point dividing the width of the vehicle into half, is the
origin ((,0), the four angles of the parallelogram can be calculated as follows (block
623y

o= (X1, Y1) =(Wext, 0);

30 (X2,Y 2y ={(Wext-Hig §, H)
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(X3, Y 3)={-Wmnt+H/tg(r- v),H)
v={(X4, Y 4)=(-Wint, O);

Fig. 8 is another flowchart showing operations carried out for calculating a
danger zone, as illustrated in Fig. 7, according to some examples of the presenily
disclosed subject matter. The example below demonstrates bow a double arc shaped
danger 7one is calculated based on real-time driving parameters, and specifically how
real-time measurements of a vehicle's yaw rate are used for adapting the arc. Some of
the operations described below overlap operations described above with reference fo
Fig. 6, and accordingly are not described again in detail. The calculations described
below can be executed for example by safety rules update module 124

The width of the vehicle "W is used in the calculation (block 801).

The vehicle speed (V —e.g. in meters per sec) and angular velocity (G0 —e.g.
in radians per second {(rad/sec)) are continuously determined in order to monitor
dynamics of the vehicle (block 803).

At block 885 the breaking distance is calculated, for example, using equation
1 described above.

Point C in Fig. 7 (as in Figs. % and 10) indicates the center of the turmn. At
block 807 R is calculated, where R =V /w

As demonstrated with reference to Fig. 5, R is the turning radius from point
C to the center of the rear axle and is equal to:

Rmin+w/2.

At block 309 a turning radius (Rmin) extending from point C to the end of
the rear axle at the internal side of the turn is calculated, e.g. using Equation 3,
disclosed above.

At block 811 Rmax s calenlated, e.g. by,

Equation 8: (Rmin + W)? + (L + LA)? = Rmax?

where Rmax is the distance from the center of the trn (point C) to the
external front point of the vehicle (point B).

At block 813 additional points along the external turning arc of the vehicle

are added. Each point is located at a distance from point C that is equal to the
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maximal turning radius (Rmax). At block 818 additional points along the internal
turning are of the vehicle are added. Each point is located at a distance from point C
that equals to the minimal turning radivs (Rmin). The points along the external and
internal furming arcs arc connected o obtain a double arc shape 71 delineating the
expected path of the vehicle during the tum (block 817). The double arc shape
represents the danger zone as defined by the safely rules and is required to remain free
of obstacles at all tiroes.

According to some examples of the presently disclosed subject matter, the
region of interest {(danger zone) is defined by a combination of one or more regions in
the scanned area (sub-regions) and one or more lines. Each sub-region is characterized
by a respective shape. For example, as illustrated in Fig. 9, the shape of the
parallelogram described above with reference to Figs. 5 and 6, can be intersected with
the external turning radius of the vehicle. The external turping radius delineates a
certain sub-region within the paraliclogram, where only the part of the parallelogram
focated at the internal side of the turn relative to the turning radius is considered as
part of the danger zone 93. The rest of the parallelogram 81 is excluded from the
danger zone. This removes parts of the parallelogram located at the exiernal side of
the twrn that are less likely to incur damage and thus helps to reduce false alerts.

According to some examples of the presently disclosed subject matter, the
region of inferest is defined by a combination of more than one region {sub-regions)
in the scanned arca, each sub-region being characterized by a respective shape. The
region of interest {danger rone) is determined based on a combination of overlapping
and/or non-overlapping parts of the multiple sub-regions.

For exaraple, both the parallelogram and the double arc shape (described
with reference to Figs. 7 and 8) can be calculated fo determine a danger 7one that
mchides overlapping and non-overlapping parts of the two shapes. In the example
illustrated in Fig. 18, the danger zone 185 includes the overlapping part of the
parallelograrn and double arc shape, the non-overlapping part covercd by the doubie
arc shape 181 at the internal side of the turn, and the non-overlapping part of the
parallelogram 103 at the cxternal side of the turn. This danger-zone that includes the
additional region of the paraliclogram provides a higher security threshold if such is

desired.
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The examples described above of a parallelogram and double arc shape
derponstrate the simplicity of the safety rules implemented by failure detection sub-
system 128 It can be further noted that in case both the parallelogram and the double
arc shape are calculated, some of the operations needed for calculating the
parallelogram are also needed for calculating the double arc shape, and can therefore
be calculated only once, to further increase efficiency and simplify the process.

it is noted that the specific examples of possible shapes of the region of
infcrest are provided berein by way of non-limiting exaropie only and should not be
construed as limiting in any way. The presentdy disclosed subject matter further
contemplates various other shapes as well, including round shapes, elliptic shapes,
rounded rectangle, rounded paralielogram, and so forth. It is to be understood that the
invention is not limited in its application to the details set forth in the description
contained herein or illustrated in the drawings. The invention is capable of other
embodiments and of being practiced and carried out in various ways. Hence, it is to be
understood that the phraseology and terminology employed hevein arve for the purpose
of description and should not be regarded as lmiting. As such, those skilled in the art
will appreciate that the conception upon which this disclosure is based may readily be
utiflized as a basis for designing other structures, methods, and systems for carrying
out the several purposes of the presently disclosed subject matter.

t will also be understood that the system according to the presently disclosed
subject matter may be a suitably programuoed coroputer. Likewise, the presently
disclosed subject matter contemplates a computer program being readable by a
computer for executing the method of the presently disclosed subject matter. The
presently disclosed subject matter further contemplates a computer-readable non-
transitory memory tangibly embodying a program of instructions executable by the
computer for performing the method of the presently disclosed subject matter. The
term "non-transitory” is used herein to exclude transitory, propagating signals, but {o
otherwise include any volatile or non-volatile computer memory technology suitable
to the application.

Those skilled in the art will readily appreciate that various modifications and
changes can be applied to the embodiments of the invention as hercinbefore described

without departing from its scope, defined in and by the appended claims.
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CLAIMS

1. A sub-system operatively connectable to an autonomous vehicle that
comprises an autonomous control sub-system; the autonomous control sub-system is
configured to process real-time sensory data and generate, based on sensory data
processing output, commands for controlling the autonomous vehicle;

the sub-system comprising or being otherwise operatively connected to at least
one scanning device on-board the autonomous vehicle configured to scan an
environment near the vehicle and obtain real-time sensory data;

the sub-system further comprising at least one processing circuitry configured
to:

process the real-time sensory data, including scanned data output, and generate
real-time mapping data, the real-time mapping data comprising information with
respect to obstacles within a scanned area; receive real-time behavioral-data that
includes real-time driving parameters;

adapt at least one safety rule value of at least one safety rule according to the
real-time behavioral-data; wherein the real-time driving parameters include real-time
yaw rate and speed of the autonomous vehicle and the at least one safety rule includes
information defining a region of interest within the scanned area;

wherein the at least one processing circuitry is configured for adapting the at
least one safety rule value to: adapt the shape of the region of interest to create an offset
toward a left side of the vehicle or right side of the vehicle according to the yaw rate to
thereby reduce the area of the region of interest in a direction opposite from a direction
of turning and increase the area of the region of interest in the direction of the turning;

determine, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generate one or more vehicle control commands for controlling at least one
driving sub-system in case a violation of the safety rules is detected to thereby avoid
the occurrence of an unwanted event resulting from the violation.

2. The sub-system of claim 1, wherein adapting the shape of the region of
interest to create an offset toward a left side or a right side of the vehicle according to
the yaw rate includes increasing width of the region of interest toward an internal part

of a turn, thereby increasing the size of the region of interest in the direction of turning.
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3. The sub-system of any one of claims 1 and 2 is configured to use the
yaw rate for calculating a minimal turning radius (Rmin) and a maximal turning radius
(Rmax) and use Rmin and Rmax for calculating the offset towards the internal side of
turning.

4. The sub-system of any one of claims 1 to 2, wherein the region of
interest is characterized by any one of the following:

(i) a parallelogram shape and wherein the at least one processing circuitry is
configured for adapting the at least one safety rule, to change the angles of the
parallelogram shape according to the yaw rate of the autonomous vehicle and changing
length of the parallelogram shape in the direction of travel according to the speed of the
autonomous vehicle, to thereby decrease the area of the region of interest opposite from
the direction of travel; or

ii) a double arc shape and wherein the at least one processing circuitry is
configured for adapting the at least one safety rule, to adapt the double arc shape
according to the yaw rate of the autonomous vehicle, to thereby decrease the area of the
region of interest opposite from the direction of travel.

5. The sub-system of any one of claims 1 to 4, wherein the region of
interest is defined as an intersection between a double arc shape and a parallelogram
shape, wherein while the vehicle is making a turn, the region of interest is defined by
the double arc shape at an external side of the turn, and by the parallelogram at an
internal side of the turn.

6. The sub-system of any one of the preceding claims, further comprising
or being other operatively connected to a sensing device configured to generate
auxiliary sensory data, the auxiliary sensory data being equivalent to main sensory data
generated by a sensing device used by the autonomous control sub-system; wherein the
at least one processing circuitry is configured to compare the auxiliary sensory data
with the main sensory data and determine validity of the sensory data in view of the
real-time mapping data.

7. The sub-system of any one of the preceding claims, further comprising
a control unit connected over a control link to one or more driving sub-systems; the
control unit is configured, in the event of violation of the safety rule, to generate the

one or more vehicle control commands and transmit the one or more vehicle control
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commands to the one or more driving sub-systems.

8. The sub-system of any one of the preceding claims, wherein the at least
one processing circuitry is configured to generate the real-time mapping data,
independently of data generated by the autonomous control sub-system.

9. A method of detection of a failure of an autonomous control sub-system
operating for controlling an autonomous vehicle; the autonomous control sub-system is
configured to process real-time sensory data and generate, based on sensory data
processing output, commands for controlling the autonomous vehicle;

the method comprising:

operating at least one scanning device on-board the autonomous vehicle for
scanning an environment near the vehicle and obtaining therefrom real-time sensory
data; utilizing processing circuitry separated from the control sub-system, for:

processing the real-time sensory data, including scanned data output, and
generating real-time mapping data, the real-time mapping data comprising information
with respect to obstacles within a scanned area;

receiving real-time behavioral-data that includes real-time driving parameters;

adapting at least one safety rule value of at least one safety rule according to the
real-time behavioral-data; wherein the real-time driving parameters include real-time
yaw rate and speed of the autonomous vehicle and the at least one safety rule includes
information on a region of interest within the scanned area;

wherein adapting the at least one safety rule value comprises: adapting the shape
of the region of interest to create an offset toward a left side of the vehicle or a right
side of the vehicle according to the yaw rate to thereby reduce the area of the region of
interest in a direction opposite from a direction of turning and increase the area of the
region of interest in the direction of the turning;

determining, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generating one or more vehicle control commands for controlling at least one
driving sub-system in case a violation of the safety rules is detected, to thereby avoid
the occurrence of an unwanted event resulting from the violation.

10.  The method of claim 9, wherein adapting the shape of the region of

interest to create an offset toward a left side or a right side of the vehicle according to



10

15

20

25

30

MCSLLP

—34—

the yaw rate includes increasing width of the region of interest toward an internal part
of a turn, thereby increasing the size of the region of interest in the direction of turning.

11. The method of claim 9 or 10, wherein the driving parameters further
include one or more of: acceleration of the autonomous vehicle; and heading of the
autonomous vehicle.

12. The method of any one of claims 9 to 11, wherein the region of interest
Is characterized by a rectangular shape and wherein determining the at least one safety
rule comprises: changing a length of the rectangular shape in the direction of travel
according to the speed of the autonomous vehicle and/or heading of the autonomous
vehicle.

13.  The method of any one of claims 9 to 11, wherein the region of interest
is characterized by a parallelogram shape and wherein adapting the at least one safety
rule comprises: changing the angles of the parallelogram shape according to the yaw
rate of the autonomous vehicle, to thereby decrease the area of the region of interest
opposite from the direction of travel.

14.  The method any one of claims 9 to 11, wherein the region of interest is
characterized by a double arc shape and wherein adapting the at least one safety rule
comprises: adapting the double arc shape according to the yaw rate of the autonomous
vehicle, to thereby decrease the area of the region of interest opposite from the direction
of travel.

15.  The method of claim 14 wherein the region of interest is defined as an
intersection between the double arc shape and a parallelogram shape, wherein, while
the vehicle is making a turn, the region of interest is defined by the double arc shape at
an external side of the turn, and by the parallelogram at an internal side of the turn.

16. The method of claim 9, wherein the generating of the real-time mapping
data output is executed independently of data generated by the autonomous control sub-

system.

17.  The method of any one of claims 9 to 16 comprising: use the yaw rate
for calculating a minimal turning radius (Rmin) and a maximal turning radius (Rmax)
and using Rmin and Rmax for calculating the offset towards the internal side of turning.

18.  Anautonomous vehicle comprising a system for controlling the vehicle,

the system comprising:
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a sub-system operatively connectable to an autonomous vehicle that comprises
an autonomous control sub-system; the autonomous control sub-system is configured
to process real-time sensory data, and generate, based on sensory data processing
output, commands for controlling the autonomous vehicle; the sub-system comprises
or being otherwise operatively connected to at least one scanning device on-board the
autonomous vehicle configured to scan an environment near the vehicle and obtain
sensory data;

the sub-system further comprising at least one processing circuitry configured
to:

process the real-time sensory data, including scanned data output, and generate
real-time mapping data, the real-time mapping data comprising information with
respect to obstacles within a scanned area; receive real-time behavioral-data that
includes real-time driving parameters;

adapt at least one safety rule value of at least one safety rule according to the
real-time behavioral-data; wherein the real-time driving parameters include real-time
yaw rate and speed of the autonomous vehicle and the at least one safety rule includes
information defining a region of interest within the scanned area;

wherein the at least one processing circuitry is configured for adapting the at
least one safety rule value to: adapt the shape of the region of interest while turning to
create an offset toward a left side of the vehicle or a right side of the vehicle according
to the yaw rate to thereby reduce the area of the region of interest in a direction opposite
from a direction of turning and increase the area of the region of interest in the direction
of the turning;

determine, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generate one or more vehicle control commands for controlling at least one
driving sub-system in case a violation of the safety rules is detected to thereby avoid
the occurrence of an unwanted event resulting from the violation.

19. The autonomous vehicle of claim 18, wherein adapting the shape of the
region of interest to create an offset toward a left side or a right side of the vehicle
according to the yaw rate includes increasing width of the region of interest toward an

internal part of a turn, thereby increasing the size of the region of interest in the direction
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of turning.

20.  The autonomous vehicle of any one of claims 18 and 19 wherein the at
least one processing circuitry configured to use the yaw rate for calculating a minimal
turning radius (Rmin) and a maximal turning radius (Rmax) and use Rmin and Rmax
for calculating an internal offset of the region of interest towards the internal side of

turning.

21. A computer-readable non-transitory memory device tangibly
embodying a program of instructions executable by a computer for performing a
method of detection of a failure of an autonomous control sub-system operating for
controlling an autonomous vehicle; the autonomous control sub-system is configured
to process real-time sensory data and generate, based on sensory data processing output,
commands for controlling the autonomous vehicle;

the method comprising:

processing real-time sensory data, including scanned data output, and
generating real-time mapping data, the real-time mapping data comprising information
with respect to obstacles within a scanned area;

receiving real-time behavioral-data that includes real-time driving parameters;

adapting at least one safety rule value of at least one safety rule according to the
real-time behavioral-data; wherein the real-time driving parameters include real-time
yaw rate and speed of the autonomous vehicle and the at least one safety rule includes
information on a region of interest within the scanned area;

wherein adapting the at least one safety rule value comprises: adapting
the shape of the region of interest to create an offset toward a left side of the
vehicle or a right side of the vehicle according to the yaw rate to thereby reduce
the area of the region of interest in a direction opposite from a direction of
turning and increase the area of the region of interest in the direction of the
turning;

determining, based on the real-time behavioral-data and the real-time mapping
data, whether a violation of the at least one safety rule is occurring; and

generating one or more vehicle control commands for controlling at least one

driving sub-system in case a violation of the safety rules is detected, to thereby avoid



10

MCSLLP

—-37—
the occurrence of an unwanted event resulting from the violation.

22.  The computer-readable non-transitory memory device, wherein the
adapting the shape of the region of interest to create an offset toward a left side or a
right side of the vehicle according to the yaw rate includes increasing width of the
region of interest toward an internal part of a turn, thereby increasing the size of the

region of interest in the direction of turning.

23.  The computer-readable non-transitory memory device of any one of
claims 21 to 22 comprising: using the yaw rate for calculating a minimal turning radius
(Rmin) and a maximal turning radius (Rmax) and using Rmin and Rmax for calculating

the offset towards the internal side of turning.





