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incorporated by reference in its entirety.
TECHNICAL FIELD

0002} The present jnvention is directed to the fields of election automation and

cryptographic techniques therefor.
BACKGROUND

10003] The problems of inaccuracy and inefficiency have long attended conventional
mamially-conducted elections. While it has been widely suggested that computers could be
used to make elections more accurate and efficient, computers bring with them their own
pitfalls. Since electronic data is so easily altered, many electronic voting systeins are pronie
to several types of failures that are far less likely to occur with conventional voting systems.

[0004] One class of such faifures relates to the uncertain integrity of the voter’s computer,
or other computing device. In today’s networked computing environment, it is extremely
difficult to keep any machine safe from malicious software. Such software is often able to
remain hidden on a computer for long periods of time before actually performing a
malicious action. In the meantime, it may replicate itself to other computers on the

network, or computers that have some minimal interaction with the network, It may evei

[32462-8D0BWOO1/SLO20510.441]




be transferred to conputers that are not networked by way of pernanent
media carried by users. [0005] In the context of el ectroni d5ETOBERR064
el ections, this kind of malicious software is especially dangerous, since
even when its malicious action is triggered, it my go undetected, and
hence left to disrupt nore elections in the future. Controlled | ogic and

accuracy testwozdydAytests”) nonitor the processing of tP%ﬁ‘}U %ﬁ'l | ots to
determ ne whether a voting systemis operating properly, R FP&?/ be used

in an attenpt to detect malicious software present in a voter's conputer.
L&A tests are extrenely difficult to conduct effectively, however, since
it is possible that the malicious software nay be able to differentiate

bet ween "real " . " | ots, .and leave.al] "test" ballots unaffected.
Since the requiat%gffaggnt %5?%"?65%&%%&5‘?@6?&% ECU”i VoY fhpeengt medigcamigdwct
"real" ballots fwers. conprom se, even exhaustive L&A testing nmay prove
futile. Th obl em i this threat.is kno s.the "Cient Trust
Probl em " F%Og%S] l\/bs?rI tggf?s %{rl%p%t{%%cd?“ﬂgb?ﬁg&e?fpﬂb QPS\;:@“%%“@R‘POHFF?&W&TWON em
have focused on espasialijo dangbrous ednae eevich evhuDlth NGaligtbt hdion is afgheledUS REOYRHde
certainty that ter'ss co er. is "clean,", or "uninfected," .

Unf or t unat el y, bﬁgetéécgegééﬂd}s%egceggﬂégooﬁ‘wtﬁﬁmﬁ Fiestann tF‘%B’S‘Fe't Fartrqlied logisand r ed
to achi eve an aceepcaldss (Nlwetests nouicdy taairboaisig \Of fe¥tbaldd foyefeRfifSShether a

el ectronic voti q,gf into the cont ronment of the poll

. e ol | ed enyi C
site, where the GIT e*?tgnéosnﬁ’fﬁr%l? g-gvgfrg’rrﬁndr anao e‘?réﬂ M dfematioatrtechimidar ed by
conput er and netsofowie prepat firs a Voless eongater. IR/ teM € BBrenCRNifShill o Qg Some

advant ages by way. of f conf.iguratjon, ease.of use,_ efficiency of
tabul ation, and c%cst‘?ﬁﬁ%\%g‘geé’r f’mctehl# 5?5*5"’183%% G melciqus sl dpavohe el tyyr eat
potential for diffsteniidieibetwieen Grentimidcasi’ dallotshaid 1BAs ADRGH XM Whlretdl Ridhe
worl d of e-commrce. [f0Q07E Accardingl a soluti.gn tq the Cjent Trust
Probl em that does ﬁeg? T gqtuéll‘c‘rr é’aﬁﬁese\%g’i ﬁ’&kes p'? SPRBIRE *0 PBed &t bpllaig st
mal i ci ous sof t wasepromisé, evenermbities LLAastingadylpyova fifileC TP ploBiEm oS3babAH: Gy Wher e
to be used as t lﬁgea\(% ' LAty I[f uh \ﬁgpl have significant utility. BRI EF
DESCRI PTI ON OF DRA %%6%8]% I gﬂlr r(lbqein% a high-level block diagram
showi ng a {99%§i cal enMpst eaistngt methodahforc koltite thef Gl Thist DRBkAt BSe fouded &CTOBER
2004 methods to secure the voting platform, and thus provide certainty that the voter’s computer
is “clean,” or “uninfected.” Unfortunately, the expertise and ongoing diligent labor that is
| required to achieve an acceptable level of such certainty typically forces electronic voting
+ systems into the controlled environment of the poll site, where the client computer systems
can be maintained and monitored by computer and network experts. These poll site gystems
can still offer some advantages by way of ease of configuration, ease of use, efficiency of
tabulation, and cost. However, this approach fails to deliver on the great potenial for
distributed communication that has been exploited in the world of e-commerce.
[ooo7} Accordingly, a solution to the Client Trust Problem that does not require the vofing
platform to be secured against malicious software, which enables praciically any computer

system anywhere to be used as the voting platform, would have significant utility,

BRIEF DESCRIPTION OF DRAWINGS

[0008] Figure 1 is a high-level block diagram showing a typical environment in which the
facility operates.




WO 02/ 077754 PCT/ US02/ 05969 [0009] Figure 2 is a block diagram show ng sone
of the conponents typically incorporated in at |east sone d6 @GFOBER2064
systens and ot her devices on which the facility executes. [0010] Figure 3
is a flow diagram showi ng steps typically perfornmed by the facility in
order to detect a conprom sed ballot. DETAILED DESCRI PTI ON [0011] A

sof tware faciyghyesd6f detecting ballots conprom sed by nmlicious prograns
("the facility") i's provided. The approach enpl oyed by H¥R&PLR ity
typically nakes no attenpt to elimnate, or prevent the exi stence of

mal i ci ous software on the voting conputer. Instead, it offers a
cryptographically secure nethod for the voter to verify the contents of the
voter's b t as it isAheceived at the vote | | ecti on center, wthout
reveal i ng ?Ihdp %r mat | o%lglérﬁ(%d aﬁﬁ% dga@%ﬁ’ts hvgs f%?fﬂ%g}e CRRBmeR's fypicelly ippgrporated

col | ection cent éuatiltasisbhe ofthatonipster dyktemamat @thedekiestonGhich SRiRLlity &adhtsONf i rm
to the vot 3501($xact |y i\/\/r}eagiché)i ces were received, W thout know aﬁqqymm t hose
choi ces aré" " Fhus, t HEXS 3¢t Iradiegra thowng Spyfypialy asriosmedfytheaaiity meordest er'
i nt ended choi cés deteshalcdarlipeoraieddiballot.choi ces received at the vote collection
center (as represented in the transmtted voted ballot digital data).
Further, each elmggiArof pRBcRIAASE froma flexible set of policy decisions
allowing a voter to re-cast the voter's ballot in the case that the
received choices differ fromthe intended choices. [0012] The facility is

descri bed " he cont&¥twase feslliy fpr dejectinghaliots eomenrempissddy malitiousmyogrseor(“base

of presentati onfacilifi} i plovide® CHIR ShHBachembBdtd Cel thd ng%ﬁk t e 1S
only one questi Oﬁ-ﬂg:]}l ?ﬁe bal | ot_?ﬁa?ld t%afedtbgereeﬁ%é}gﬁs_ t o%smlg(ag% oﬁgbl e
elipnte Q8 PSR Hie CHStRiey oh@aliciogpaftapie op the Yoting pdmphytsr. alogteadlci at ed

answers, a,,...,

by those of orditnéey asiplobrabfcallP@ci@t helhbdfor i vbiEr B veldty 'ri]}@i chpﬂJtét){]ﬂ@er\gte@t ter
a e

to generalize t sol ut1 on, ven in this situation to” han e vast
majority of reaP® Wbt BEFPE B8nee Geffesiansager, PiserrbTevestingsntarmatigmiboat the
crypt ographi ¢ f eatdatseBatiof cHoltes) @4 216 ebIRBrch &ehtbitel® ! Shat I, t@%{e%ﬂeg{?‘fﬁscteﬁtlélc tion:
A set of cryptogra Béc el ection paranmeters are agreed_ upon by election
of ficials in adfie A0 e MOLFE SR What GhaiGen Were i5SFeikpd aitheus snavana Whsh those ot her
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choices, and the actual choices received at the vote collection center (as represented in the

transmitted voted ballot digital data). Further, each election can choose from a flexible set
of policy decisions allowing a voter to re-cast the voter's ballot in the case that the received
choices differ from the intended choices.

[0012 The facility is described in the context of a fairly standard election setting. For ease
of presentation, initial discussion of the facility assumes that there is only one question on
the ballot, and that there are a set of K allowable answers, ay,...,d (one of which may be
“abstain”). It will be appreciated by those of ordinary skill in the art that it is a
straightforward matter to generalize the solution given in this situation to handle the vast
majority of real world ballot configurations.

[0013} Several typical cryptographic features of the election setting are:

1. Ballot Construction: A set of cryptographic election parameters are agreed
upon by election officials in advance, and made publicly known by wide

publication or other such means. Significant parameters are the encryption




15 OCTOBER 2004 PCT/ US02/ 05969 group, generator, election public key and
deci si on encodi ng scheme. More specifically, these are: (alSTeTOREREODIN
group, Gmay be Zp, with p a large prinme, or an elliptic curve group. (b)
The generator, gEG In the case G=Zp, g should generate a (nmultiplicative)
subgroup, (g), of G which has large prinme order g. In the elliptic curve
case we assunmo{@yrs<c and q=p, (c) The election public iﬁ%¥stJl/li:r§9%’3’ (d) The
deci si on encodi ng schenme: A partition of gg) into "answer
representatives.” That is, (g)=SO SIL..SK, where the Sk are pair w se
di sjoint subsets of (g). For each 1<k, any nessage nESK represents a vote
for ak. The renmai ning nessages, rESe are considered invalid. Typically,
each Sk, 1!9kc K, consi [71a0’ o [ S, not ,
fundamental ly, a requi rg? rrz%’n%?wr%%’? e{&%‘le(ﬁg g%%%?%/ndoc?aﬁ%‘g}égﬂngn%%&ﬁbmﬁgﬁ r, it
is generally required tpaticallidhesgargr e generated i ndependently at random
ei ther using sone public random source, or by an acceptabl e sharing schene.
[0014] While the fol(@pwhe gnaiimmbnsehg) Csgsbdal bidld £atdeBng! QUR kgt i on
for the sake of consistency, it should be cl'ear that all construcCtions can
be inpl enented equal | y"\%‘?ﬁ‘ﬁf‘si ng elliptic curves. 2. Vote Submi ssion:
Each voter, vi, encrypiiic feratd! £G.0h tkbeaiei=), ¢ ASuld Beneldle GAIBLPRESve)
(X1Y1l) =(gay, h"t,nm),where oc. Eég i%,i_chosen ranflomy by the voter, and nilESk
if v= wishes to chooseSZRERRr(EART OTvRick datiees depe walen g In hevillimtic pwve
“transmitted to the vot eass@bhgﬁﬁé@p:@@a%eﬁ (cast), usually with an attached
digital signature cr%a[rgd %v:. ]00151 |f the voter, v;, were conputing
these val ues hersel f° e§jectipn publis ke Fe@hd paper - this protocol woul d
essentially suffice (@D TheMleciBN tendodhfC s@ilenfed! | Ot pardiidh VO 38! o VeishEd abl e
el ection system (Dependi neg Qn t;,hi_ ta.buégglti on nethod to be used, sone
additional = informmati offPP&HEHVSs dM¥of e Podat ok VAP dhet 3 ghe el Wes
necessary.) However, siigoit subsets of (g). For each 1<k<K, any message meS), represents a

vote for @ The remaining messages, mesS, are considered invalid,

Typically, each S, 1<k<K, consists of a single element, 4, though this is

not, fundamentally, a requirement. For the security of the scheme, however,

. it is generally required that thé 1, ave generated independently at random

either using some public random source, or by an acceptable sharing scheme.

[0014] While the following discussion uses multiplicative group notation for the sake of
consisiency, it should be clear that all constructions can be implemented equally well using

elliptic curves.

2. Vote Submission: Bach voter, v,, encrypis her vote, or decision, as an

ElGamal pair, (X,,¥,)= (g“', i jm,) , where o€ Z, is chosen randomly by
the voter, and ny,eS if v; wishes to choose answer g, This encrypted value
is what is fransmitted to the vote collection center (cast), usually with an
attached digital signature created by v;.

[0015] If the voter, v;, were computing these values herself - say with pencil and paper -
this protocol would essentially suffice to implement a secret ballot, universally verifiable
election system. (Depending on the tabulation method to be used, some additional
information, such as a voter prdof of validity would be necessary.) However, since in

practice, v; only makes choices through some user interface, it is not realistic to expect her




practice, vi only nmakes choices through sone user interface, it is not
realistic to expect her 4 15 OCTOBER 2004 WO 02/ 077754 PCT/ USLTOBER 2604
observe the actual value of the bits sent and check them for consistency
with her intended choice. In short, the vote client can ignore voter
intent and submt a "pl vote" when the voter actually wi shed to submt a
",uk vote." [WOidfl73he voter typically needs sone way tgéﬁg#{@@%hat t he
encrypted vote which was received at the vote collection R/ i s
consistent with her choice. Sinply nmaking the ballot box data public does
not a reasonabl e solution, since the vote client, not the voter, chooses
cry. For reasons of vote secrecy, and coercion, this value should be

"l ost." So v1'!8obssive fhppetnd velot o theditasniopd gieek them e koBtehdy With htGnimg@ne

el se. A generigqeong, i he vote collegtion cegnter is obviously
not sufficient (ﬁ«f%ﬁ?x&?}ﬁ%@%ﬁéﬁ%ﬂ ctarb?o%rgrv FRleg a‘\%ﬁ%{ﬂi & A4 N8 qadenaiie

properties: 1.votphectualinwishadde submitstmivote," C, returned by the vote coll ection

center, ngeds to AR he data (enc ted vore) received. 2.
The vot e? ?rj:d vot eh%l ﬁé%#%ﬁ%&ég Sé:&nglovfa@%?(‘)’e@g’@wg e&"’r&fﬁ@td"%‘? Thich eyt st eps
that allow t h&eogisedest the vete eollgctimodtentsi iv ebosistent witehathhbice §implyigdkd), thd!k, t hat
was receivedyg, . ' sible for the vote client to behave in
such a way that %RJgE d@%@% &lgdtlpeg nktg%{%%sapa%l&lsﬂféﬁ% gnce;the, vip plispty netdhe yRter
convince the ¢kfosss q-hBar risonsmE vote ecriyy e, covrien) this YA shytid beliddk® WBS,'s

received. [00 1:S. S i vwe. present such a schene, which we shall
refer to as S\%%yﬁltér% vﬁéﬁ Sé:’??@e?(?%ef e F’ﬁo ?’%’P’Fo%ﬁe'n %&Wi"?}"@?ﬂ%ﬁWﬁ@r sone

i mprovenent s ¢t cellsptioncentenis gbviquelp i) suffiient feither, 0 WheGensialEPSpetics of Wik Al | Y
performed as panlq £Epdfoting process. CC-1. The vote client, M"operated
by" vl, creates an encrypted ballot on behalf of v, as before. Let us
denote this by (X_,VY,).= (ga', h"'. mé% , for some value rn E (g) and a,
EZq. CC-2. Mis allso r CRAACPERH stinadt, Feierneddy dhelvowicoYecimaettcr, #8s twhi ch i s a
zer oknow edge proof  thad fukdhibd stkhe data (erdbfhted bRGReRed” 0Of 1S easily
constructed fromthe basic Chaum

2. The voter and vote client should be able to execute a specific set of steps
that allow the voter to tie C exclusively to the choice (or vots), s, that was
received,

3. It should be impossible for the vote client to behave in such a way that the

voter “is fooled." That is, the client can not convince the voter that Ay, Was
received, when actually, s, was received.
[00173 In this section, we present such a schems, which we shall refer to as SVC, in its basic
form. In following sections, we offer some improvements and enhancements,

[0018] The following steps are typically performed as part of the voting process.

CC-1. The vote client, M, “operated by” v, creates an encrypted ballot on behalf of v, as
before. Let us denote this by (X% )=(g“',h“‘m,), for some value m,e(g) and
WEZ,

CC-2. M, is also required to construct a validity proof, P,, which is a zeroknowledge proof
that mye{uy,...4x}. (Such a proof is easily constructed from the basic Chaum-
Pederson proof for equality of discrete logarithms using the techniques of {CDS%4].
See [CGS97] for a specific example.)

CGC-3. M; then submits both P; and the (signed) encrypted vote, (X,J;) to the vote




Pederson proof for equality of discrete logarithns using the techni ques of
[ CDS94] . See [CGS97] for a specific exanple.) CCG3. M thdh QUHOBER 2004
Pl and the (signed) encrypted vote, (X, Y) to the vote 5 15 OCTOBER 2004 WO
02/ 077754 PCT/ US02/ 05969 col |l ection center. CC-4. Before accepting the
encrypted ballot, the vote collection center first checks the proof, P. If
verification ywhefdrkails, corruption has already been detected and he
vote collection center can either issue no confirmatiof CStrT %" or sone
default random one. CC-5. Assum ng then that verification of Pj succeeds,
the vote collection center conputes the values, Wand U, as, W= Kry@

=Ki h"1a,nf' (1) U, = ho' where Kr=G and (3,cZZ are generated randomy and
i ndependently (on a voter-by- voter basis). CC-6. The vote collection
center then retur nSCO(IQEﬂOHWl’feFo M. CC7. The client, M, conputes C, =V

[Ufc' = KM (3 (S this string (or, nore |likely, a hash of it,
H(C)) to the v&%gg 5 OIE* tierﬁ’é“x? drllgteth yolepollgrtion emtes first shecks it | on

string to | ook for.P" tionof Brfails) sosmatipnibas aligedy beanrdsteeted, apghijie votaThe
most st rai ght f or war@!f §°‘E ‘(’fnﬁ‘a?i’@ eFIP‘FéIS%t“% ponfigmation e, prsome defpf rendofoaen t he

vote col |l ection t ui.r very little data to be
transferred, éﬁ?g il %nh%iY @3) %%T@Wb ‘%Pﬁﬂ@l CePSTRAIRLES | 1y

ot her S|tuat|ons j 8" aﬂ Unattractlve approach because C, (or H(Cl))
nmust then be conputed Slnce asking Mto performthis conputation would
destroy the security of the scheme, v, ayakyhaM@yagpess to an additiona
conputing device, as well as access to 't he |ndependent conmmuni cat i
channel . [0020] An aIternatlve is to Have the vote col l ection cent ergy

conpute all possi bl fir strin d send what ampunts to
a confirmation dicth 8r Eb ”g\tP %I F‘f’f&m E@g@ﬂﬁé‘m independently (on a voter-by-

voter basm)
CC-6. The vote collection center then returss (U, ;) to M,.

CC-7. The client, M,, computes

C = VIUY = KmP 3)

I i

and display this string (or, more likely, a hash of it, H(C})) to the voter, V.

(0019] The voter needs to know which confirmation string to look for. This can be
accomplished in two different ways. The most straightforward is to have the voter, v,
obtain X; and B; from the vote collection center. This is workable, requires very little data
to be transferred, and may be well suited to some implementations. However, in other
situations, it may be an unatiractive approach because C; (or H(C ) must then be
computed. Since asking M; to perform this computation would destroy the security of the
scheme, v; must have access to an additional computing device, as well as access to the
independent communication channel,

[0020) An alternative is to have the vote collection center compute all possible confirmation
strings for v;, and send what amounts to a confirmation dictionary to v; via the independent
channel. In general, the confirmation dictionary for voter v; would consist of the following

table laid out in any reasonable format:




channel . In general, the confirmation dictionary for voter v, would consi st
of the following table laid out in any reasonable format: 65X3CTOBERER0ON4
2004 WO 02/ 077754 PCT/ US02/ 05969 Answer Confirmation String alH(Ctr) a2H(C&
aK HHC,K) where His the election's public (published) hash function
(possibly the identity function), and C=TK1p0O. [0021] O course care mnust
be used i n engbpegRtinNg the i ndependent channel to be sur T%pat it really
is independent. Ideally, it should be inaccessible to devi ¥ %8hnected to
the voting network. Solutions are avail able, however. Since the K; and O;
can be generated in advance of the election, even slow nethods of

delivery, such as surface mail, can be enployed to transmt the
dictionary. [0022] In order to—wore.-completely describe the facility, an
exanple illustrating the operation of sone of its enbodinents is

described. The following i s a de®¥el e &eafipratiopStedng Speret Val ue
Confirmati on exchange. [0023]{ In ordef to naxim ze thefclarity of the
exanpl e, several of the basic| parfanet ers usedCi) for exanpl e, the nunber of
guestions on the ballot, and [the sizejof the_cryptographic paraneters --

are nuch smaller than those that %woul g be tfﬁ |1y used in practice. Also,
whi l e aspects of the exanpl e lexchangefare di sgussed bejow in a particular
order, those skilled in thejart willlrecognize that they nay be perforned

in a variety of other orders.| [0024] Bone el &t oni c e|ection protocols

i ncl ude additional features, |sucfkas:| + voté& ﬂ%d authprity certificate
(public key) information for authentication and audit + ball ot page style
par aneters

where H is the election’s public (published) hash function (possibly the identity function),
and Cf—“K};ﬂﬂ.

[0021] Of course care must be used in engineering the independent channel] to be sure that
it really is independent. Ideally, it should be inaccessible to devices connected to the voting
network.  Solutions are available, however. Since the X; and B, can be generated in

.advance of the election, even slow methods of delivery, such as surface mail, can be -
employed to transmit the dictionary.

{0022] In order to more completely desciibe the facility, an example illustrating the
operation of some of its embodiments is described. The following is a detailed example of a
Secret Value Confirmation exchange,

[0023) In order to maximize the clarity of the example, several of the basic parameters used
— for example, the number of questions on the ballot, and the size of the cryptographic
parameters ~ are much smaller than those that would be typically used in practice. Also,
while aspects of the example exchange are discussed below in a particular order, those
skilled in the art will recognize that they may be performed in a variety of other orders.

[0024] Some electronic election protocols include additional features, such as:

. voter and authority certificate (public key) information for

authentication and audit
. ballot page style parameters

. data encoding standards
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t abul ati on protocol and paraneters [0025] As these feat ures 1ar@CTOMBER 2004t
of the Secret Value Confirmation inplenentation, a detailed description of
themis not included in this exanple. [0026] This exanple assunes an

el ection protocol that encodes voter responses (answers) as a single
ElGamal pair.wheweves, fromthe description found here, ﬂ(#/d | ;t,ri vi al
matter to also construct a Secret Value Confirmation exc aﬁgé $r ot her

el ection protocols using ElGamal encryption for the voted ballot. For
exanpl e, sone enbodi nents of the facility incorporate the hononorphic

el ection protocol described in U S. Patent Application No. 09/535,927. In
that protocol, a voter fesp sl by multiple El Ganal pairs,
The confirmation dicti oxnar y(?%g%%o%p?fﬁ%‘%%ngz’%g&r}% € s easil y nodified to

ei ther di B¥Play a deiesss tunes ynindépendeat of dePeatti Vabiedtonfitntatia impRmedtationgs, or
to display a h@&tgﬁ!-ll : . [ 002 The jurisdiction nust
-first agree ont gécéﬁtsg%%llé%%qffeﬁﬁﬁog |°1§g |’J(;)qr11us%§?md°.ﬂ‘Thi s at least includes:
t he basi cl'®flypt ogr dphictampleassimeabn geriompbcd than elvatidsabtef fesginses Fansigdrs)Of
guestions and | OioadRt £, tC. nd a.deci si,on encodi.ng schenme. (It
may al so incl uadsgl Sglgldl t ona4 ‘."%—%ﬁrgva?,e Gﬁg%ges?ngﬁ?%%mba}ﬁer ﬁﬂﬁ %P“aﬁ‘@g?ri Bn
protocol bei nglsgswetstinctCr PprradYaphtatfiRationetcdmnge for Gtied pledion tphstedolsCising Nt eger
mul tiplicativezandyl t +. Prime Modul us: =.47 u Q

Mbdul us: q = gE?} Ggﬁt{aryfglﬁ%?@q% ‘}:ogeﬁlb Uth1 FET RaPley some E‘b%‘?ﬂ& étﬁ‘gt[aggt@r et.
For the sake dfcoforate the dapbmorphi¢ electios pswoeot desdribiri=ny' 25 =FatenBapplizhtioh M€

Question 8 09/535,927. 1In that protocol, a voter response. is represented by multiple ElGamal pairs,

The confirmation dictionary used in this example is easily modified to either display a
concatenation of the respective confirmation strings, or to display a hash of the sequence of

them,

[0027] The jurisdiction must first agree on the election initialization data. This at least
includes: the basic cryptographic numerical parameters, a ballot (i.e., 2 set of questions and
allowable answers, etc.) and a decision encoding scheme. (I may also include additional

data relevant to the particular election protocol being used.)

Cryptographic Parameters

. Group Arithmetic: Integer muliiplicative modular arithmetic

. Prime Modulus: p =47
. Subgroup Modulus: g =23
) Generator: g =2

. Public Key: /= g” where s is secret. For the sake of this example,
letus saythat h=g" =7.

Ballot

. One Question




15 OCTOBER 2004 WO 02/ 077754 PCT/ US02/ 05969 Question 1 Text: Wich colors
should we nake our flag? (Select at nost |.) -- Nunmber of 46METOBHR2004:
4 Answer 1 Text: Blue * Answer 2 Text: Geen * Answer 3 Text: Red Answer
4 Text: | abstain Decision Encoding Schenme Choi ce- Response Val ue Bl ue9(A)
G een21(p2) Red36(A) | abstainl7(p,) [0028] At sone point, before issuing a
confirmation vanghpbeiore distributing the voter confir %}on dictionaries,
the ball ot collection center (or agency) generates rand “IQRﬂ@%endent 6i
and K, for each voter, V, If the confirmation dictionary is to be sent
after vote reception, t hese paraneters can be generated, on a voter by
voter basis, imediately after each voted ballot is accepted.

Al ternatively, they can_be | f t he eIe ti n this
exanpl e, the ballot collect ?%Eﬁglgieﬁg}% %gﬂ‘g@gﬁg t[dwt’ﬁ%kse pﬁ 5%@4‘2@{‘3 bot h
inmmedi ately after acceptlngﬁ@ﬁd)voted ball ot, and i medi ately before
sendi ng the respective voter's confirmation dictionary. [0029] Sonetine
during the official pollingnuinb®of §RGsMRIES 4 V. oObtains and authenticates
the election initialization data described above. It can be obtai ned by

submtting a "ballot requegt, all ot server. Alternatively, the
jurisdiction may have sone co‘?ﬂ?@?ﬁ@%ﬁ 9‘9%5 OCTOBER 2004 WO 02/ 077754

* Answer 2 Text: Green
* Answer 3 Text: Red

* Answer 4 Text: I abstain

Decision Encoding Scheme

Choice -Response Value

Blue 9(ﬂl )
Green 21(!‘2)
Red 36( )

Tabstain | 17(s4)

{00z2a) At some point, before issuing a confirmation and before distributing the voter
confirmation dictionaries, the ballot collection center (or agency) generates random,
independent £, and K, for each voter, ¥,. -Ifthe confirmation dictionary is to be sent after
vote reception, these parameters can be generaied, on a voter by voter basis, immediately
after each voted ballot is accepted. Alternatively, they can be generated in advance of the
election. In this example, the ballot collection agency has access to these parameters both
immediately after accepting the voted ballot, and immediately before sending the respective
voter’s confirmation dictionary.

[0029] Sometime during the official polling time, each voter, ¥, obtains and authenticates
the election initialization data described above. It can be obtained by submitting a “ballot

request” to some ballot server. Alternatively, the jurisdiction may have some convenient




PCT/ US02/ 05969 nmeans to "publish” the election initialization data - that
is, make it conveniently available to all voters. [0030] FA5rOCTHOBER 004N
initialization data, Vis able to determ ne that the expected response is
the standard encodi ng of a particular sequence of two distinct data

el ements. These are (in their precise order): Choice Encryption [00311 A

pair of integes&mnt?ss Y) Wwth 0:5 X, Y < 47 indicating (i r&/%gog}'o?g?ted form
the voter's choice, or answer. - For the answer to be vd [ nmust be of
the form (X Y)=(20,7"p),where 05a<23 and pE9, 27, 36,17. Proof of Validity
[0032] A proof of validity showing that (X, Y) is of the formdescribed in
the choice encryption step above. (In this exanple, we shall see that this
proof consi st smeans tpSpulbish]|thy election inifjgizgioa drta A dfetlis) maks freoivehientls @HIEHCR. )
[0033] For theysakg of this exanple, let us assune that V wishes to cast a
vote for "Geen. ti | . V generates a e Zn randomy. In this exanple, a =
5. Since e encoﬁmﬂgthgfeleb@Ieélitiaﬁzaéoeria,ta \W sis ahioi to eletenmingy fiat @R éxpectsdnput ed

25 (X 02 T9Gh4P 8 Sl fne PRl MR SHOH i SER o e Vot e

col l ection cent ote y to
alter these vaThﬁwfe@ﬂ@@ﬂmedmtoeder)v (or rmre precisely, Vs conput er) must
prove that one of the foll ovm ng conditions hold 1. (X, Y) _ (2", 7" x 9)
i.e. choice (v(? ast) is "Blue" 2. (X, Y) _ (2a, 7" x 21) i.e. choice
(vote cast) is "yption 15 OCTOBER 2004 WD 02/ 077754 PCT/ US02/ 05969 3.

(X, Y) = (2 7&x 36) e. choic (vote cast) is "Red" 4. (X ) (2R, 7 x
17) i.e & 8ice (vét@“@éé‘{te)geﬁséj ¥ )it QiSe¥, ¥ <47 indicating (in encrypted form) the

voter's choice, or answer. - For the answer to be valid, it must be of the form,
(X,¥)=(2°,7%1), where 0S @ <23 and z & {9,21,36,17}.

Proof of Validity

{0032} A proof of validity showing that (X 4 ) is of the form described in the choice
encryption step above. (In this example, we shall see that this proof consists of 15 modular
integers arranged in specific sequence.)

[0033] For the sake of this example, let us assume that ¥ wishes to cast a vote for
“Green." -

1. V' generates o€ Z, randomly. In this example, @ =5. Since the

encoding of “Green” is 21, Vs choice enctyption is computed as

(X, 7)=(2’, 7" x21)=(32, 24) ¢
This pair is what should be sent to the vote collection center. The potential
threat is that 7/ ’s computer may try to alter these values.

{00341 - Voter V' (or more precisely, ¥ ’s computer) must prove that one of the following

conditions hold

1. (X,¥)= (2"‘, 7% % 9) i.e. choice (vote cast) is “Blue”

2. (X,7)= ( 2, 7% % 21) i.e. choice (vote cast) is “Green”
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for some unspecified value of a w thout revealing which of themactually
does hold. [00351 There are a variety of standard nethods tHAatOGCROBRER 2664
to acconplish this. See, for exanple, R Craner, |. Dangard, B.
Schoenmakers, Proofs of partial know edge and si rrpl ified design of wtness
hi di ng protocols, Advances in Cryptology - CRYPTO '94, Lecture Notes in
Conput er Sci 174-187, Springer-Verlag, Berlin, 1994. The Secret
Val ue Confi rﬁlg‘fgﬁzoﬁﬂ?¢echnl que used by the facility works 8@{35‘]20??6%@ | with
any nethod that satisfies the abstract criteria of the previous paragraph.
Whil e details of one such validity proof nethod are provi ded bel ow,

enbodi nents of the facility may use validity proofs of types other than
this one. Validity3Pr oo(X,Cb)ws(ﬂ"u%“txiﬂ) i.e] dGIdEvolelemstyibrated? 0l | ows, each action
or conputation which Vis required to performis actually carried out by

V' ter. 1. t t 23, , r3, r4 ER
ZZCS%, cg,rrtausgrsszl eR ‘Zse )Faf)an@o;?xéhée %ene(%gcﬁg%ﬁtlﬁ @a’séb"? t[}i sr exa:rpl e we
take w2 4 i%ﬂs@me%nspéc?ﬁedrvﬁu@éf a %mtho%?eveagggwhzéh oﬁéégl a%ﬁxpl?gdoe%f?do mput es

correspondi ng Val ues a, (5) (6)
11 15 COCTeRBER 2004 T @zmv%nf fanyiard metftodsstby can peitied m sccamdish fhisedefjash

function H to GORRULE 1€ Gafedf Daﬁaséi'& {8 %Xh&’m}n&e}s) pibgls oé'g&r%?zl PloRfee Y

choi ces of the hash function” are possi b or t | ust
simplified design of witness hiding protocols, Advances in Cryptology CRYPTO ’94

Lectare Notes in Computer Science, pp. 174-187, Springer-Verlag, Berlin, 1994, The
Secret Value Confirmation technique used by the facility works equally well with any
method that satisfies the abstract criteria of the previous paragraph. While details of one
such validity proof method are provided below, embodiments of the facility may use validity
proofs of types other than this one.

Validity Proof Construction:

[0038] (In what follows, each action or computation which ¥ is required to perform is

actually carried out by V''s computer.)

L. V sets a, =a=35.

2. V' generates @, §; Z,,, 1, 1, ¥, €, Zy5, 5, 5;, 5, €, Z,, all randomly and

independently. For this example we take

w, =4 - ()

3. V" computes corresponding values
a=g"xX" = 2%x32"=4 ©

a,=g» = 2'=16




pi ck a random val ue, say ¢ =19. (9) (In practice, SHAI, or M5, or other
such standard secure hash function nmay be used to conpute #H)OGTOBER 2004
conputes the interpolating polynomal P (x) of degree 4 -1= 3, The

defining properties of P are P(0)=c= 19 P(1) =s, =12 P(3)=s3= 4

P(4) =s4=15 PCT/ US02/ 05969 a, = gr.X-1, =217 x 3219 = 6 a4 = gr4X-s4 =221 x
328 = 9 h' (si@Pwror#53o x (24/9) 11 =18 h2 = hwd =74 = 4 Q%T: @059 ér/36)
=717 X (24/36)19 =1 b4 = hr' (Y117)-' =721 x (24/17)8 = /F_SL { 5 15
OCTOBER 2004 WD 02/ 077754 PCT/ US02/ 05969 P(x) = Z;,,z1xf is conputed using
standard polynom al interpolation theory, to yield: P(x) =x'+ 20x" +18x+19
(11) or. zo =19 Z1=18 z=20 z3 =1 6. V conputes the values (12)

a,=g"X" = 2"x32°=¢6
a=g"'xX" = 2%x32°=9
b=H(Y)9)" = 7x(24/9)" =18
b=k = 7'=4
b=k (Y/36)° = 77x(24/36)" =1
b=h"(F17)* = 7"x(24/17) =7
™
4, V' uses a publicly specified hash function A to compute ce Z,, as
c=H({X,¥,a,b}) 1<i<4 ®)

Since many choices of the hash function are possible, for this example we can just

pick a random value, say
c=19. &)

' (In practice, SHAIL, or MDS5, or other such standard secure hash function may be
used to compute A .)

5, V' computes the interpolating polynomial P(x) of degree 4—1=3. The

defining properties of P are

P(0)=c=19 (10)
P()=s =12
P(3)=s,=4

P(4)=s5,=15
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s2 =P(2)=5 (13) 7' 2=w2+a2s2=4+5x5=6 7. V's validity proof consists of the
12 nunbers s s {ak, bk, rk)k=~ (14) and the three nunbers (39 CTOBER20684
sequence. (z0 need not be submtted since it is conputable from the other
data el enments submitted using the public hash function H') [00371 Havi ng
conputed the required choice encryption, (X, Y), and the correspondi ng
proof of val i biosr7yy encodes these el ements, in sequencs, T@ﬁ g)efi ned by the
standard encoding format. The resulting sequences f or mNAIHIEPEY bal | ot .
(I'n order to make the ballot unalterable, and indisputable, V may al so
digitally sign this voted ballot with his private signing key. The

resul ting conbination 3},@5__5 yoted ballot, and his digital si_%nat ure (nore
preci'sely, the standar Sotlifg” of® CHFEREd; NS fiEat BOPBiRhdnteipdation gned

voted ballot.) Finall %heoga%%eaot er transmts his (optionally signed) voted
ball ot back to the data cént'er collecting the votes, 13 15 OCTOBER 2004 WO

02/ 077754 PCT/ US02/ 05969 [ 0038] descrhj bed .ahqye, the voter specific
random paraneters for V (,Q andf@)afcegbg’\‘/aﬁlsﬁg??é at the vote colllidction
center. In this exanple, these are fl=18 K=37 (16) [0039] Wen the voter's
(optionally signed) voteed ballot is received at the vote collection

center, the follow ng steps are executed 1. The digital signature is
checked to determne the authenticity of =tlge pallkot, as well as the
eligibility of the voter. 2. If the si g;@_;%érez iy step 1 verifi es(@rrectly,
the vote collection center then verifi'és tThe?proof of validity. For the
particul ar type of validity proof we have chosen to use in this exanple,
this consists of ¢ Vcomputesthevaiues

s, =P(2)=5 (13)
h=0,+a,s, =4+5x5=6
7. Vs validity proof consists of the 12 numbers
{@ b n (14)
and the three numbers

{z }Z:l (13)

in precise sequence. (z,J need not be submitted since it is computable from

the other data elements submitted uéing the public hash function H )

[0037] - Having computed the required choice encryption, (X, ¥), and the corresponding

proof of validity, } encodes these elements, in sequence, as defined by the standard
encoding format. The resulting sequences form F’s voted ballot. (Tn order to make the
ballot unalterable, and indisputable, ¥ may also digitally sign this voted ballot with his
private signing key. The resulting combination of 7’s voted ballot, and his digital signature
(more precisely, the standard encoding of these two elements) forms his signed voted
ballot.) Finally, each voter transmits his (optionally signed) voted ballot back to the data

center collecting the votes,

13




(a) The public hash function His used to conpute the value of P(0) = zO0
z0=P(4)=H({X, Y, hi)41)=19 (17) (b) (Recall that the remai nl6DCOOBER 2604 s
of P, z1, z2, z3, are part of Vs (optionally signed) voted ball ot

submi ssion.) For each 1S |5 4 both sides of the equations r!xr-P(j) of =g
r hj=h"(yJl,af) P(iJ (18) are evaluated. (Here, as described above, the u.
are taken fr e Deci si on Encodi ng Schene.) If equali ils in any of
these, verifi ca'?'i@g?l4 fails. This ballot is not accept ed,PEiéIH%O%}g%?ﬁge arbitrary
rejection string (indication) is sent back to V. 3. Assum ng that the

previ ous steps have passed successfully, the reply string (W U is
conputed as 14 15 OCTOBER 2004 WO 02/077754 PCT/ US02/ 05969 WEKY' =37x2418
=9 (19) [03eh- 6=7 18 \sdesorippr sbove theentse spepifié randam paraudesifad {Peeaidf KQdirdy t he

publ i ¢ encoding. format, aafi returned to V, 4. V' s conmputer cal cul ates
C=W Ua=9/ (42) avg&”f%afng’ﬁ)w’tﬁﬁ cefiom 5PaST s 1 this exagwle; thesees v, (Al ternatively, the
protocol may specify that a public hash function is conputed on C and the
resul ting hash value displayed. In thFd8exakm¥® Citself is di€p)ayed.)

If Vs CBE@th € When the voter’s (optionally signed) voted ballot is received at the vote collection

center, the following steps are executed

L. The digital signature is checked to determine the authenticity of the ballot, as
well as the eligibility of the voter,

2. If the signature in step 1 verifies correctly, the vote collection center then
verifies the proof of {falidity. For the particular type of validity proof we

bhave chosen to use in this example, this consists of

(8  The public hash function H is used to compute the value of
P(0)=z

2,=P(0)=H({X.7,a,b},)=19 (17)
(Recall that the remaining coefficients of P, z,, z,, z,, are part of
Vs (optionally signed) voted ballot submission.)
{6}  Foreach 1< j <4 both sides of the equations
a, =gV (18)
b = hrj Wit
= (y,/ ﬂf)

arc evaluated. (Here, as described above, the 4, are taken from the

Decision Encoding Scheme) If equality fails in any of these,
verification fails. This ballot is not accepted, and some arbitrary

refection string (indication) is sent back to 7.

3. Assuming that the previous steps have passed successfully, the reply string
(W.U) is computed as
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attenpted to submt a choice other than "G een," the value of C conputed
above woul d be different. Mreover, the correct val ue of C ta@TOBER 2004
conputed froman incorrect one without solving the Diffiie-Hellnman problem
(For the small values of p and g we have used here, this is possible.
However, for "real" cryptographic paraneters, V' s conputer would be unable
to do this.) if Vs conmputer has submtted an encrypted ballot which
does not cor@%§%7&54to V's choice, there are only two tﬁﬁﬁﬁ%‘n’lﬂ?mcan do at
the point it is expected to display a confirmation. It can display
sonething, or it can display nothing. In the case that nothing is
di splayed, V nmay take-this as_an_indicatiqn that the ballot was corrupted.
In the case that something isWd’rggPa"ﬁd‘,z‘lvﬁa? i s displayed W) al nost
certainly be wong, and again, V nay take this as an indication that the
bal l ot was corrupted. S. V now conpas@s=t7#fe-4nl ue of C displayed to the
value found in Vs confirmation dictionary corresponding to the choice,
"Geen" (Vs intend i P b i i-pt. . V. may.have.al peady received
his confirnation d?@% fegﬁ%lﬁﬁaﬁladl\ggc{r%%%? Ep%‘lrnﬁ?(riab %%Palh?le%m%%@n?%r ough any
i ndependent channe#nd réiprneddanipl e of such a channel would be to use a fax
machine. If the displayed val ue does not nmatch the correspondi ng
confirmation suringpirficolputbrcafdidPER 2004 WO 02/ 077754 PCT/ US02/ 05969 t he
confirmation dictionary, corruption is detected, and the ballot can be
"recast" in accordance W th eheghi0n-, Wfig policy. [0040] ch voter
confirmation dictionary is codrjrpe—lcﬁlgg b?/p@%?e vfc;gte col I ection cefit’er, since,
as described above, it is the entity which has know edge of the voter
speci fic val ues of ad diaplayskbis fdng to e @iiematbkly} thepromiceiimay Wecifenftave been
considering, the digtio Yol conput as oi,ceConfirmation String
"Bl ue"C, ks :37-x91pwé° ﬁ%ﬁufgﬁcﬁ%.w&?ﬁgﬁe fon::éj):affj[l & 2agyting Bash valus
displayed. 1In this example, C iiself is displayed.) If V'’s computer

attempted to submit a choice other than “Green,” the value of C' computed
above would be different. Moreover, the correct value of (¢ cannot be
computed from an incorrect one without solving the Diffie-Hellman problem.
(For the small values of p and g we have used here, this is possible.
However, for “real” cryptographic parameters, V’s computer would be
unable to do this.) Thus, if ¥’s computer has submitted an encrypted ballot
which does not correspond to ¥’s choice, there are only two things it can
do at the point it is expected to display a confirmation. It can display
something, or it can display nothing. In the case that nothing is displayed, ¥
may take this as an indication that the ballot was corrupted. In the case that
something is displayed, what is displayed will almost certainty be wrong, and
again, V' may take this as an indication that the ballot was corrupted.

5. V' now compares the value of C displayed to the value found in Vs
confirmation dictionary corresponding to the choice, “Green” (¥ ’s intended
choice). At this point, V' may have already received his confirmation
dictionary in advance, or may obtain a copy through any independent
channel. An example of such a channel would be to use a fax machine, I

the displayed value does not match the corresponding confirmation string in.
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"Red"C3 =Kl e =37x36"" =36 "I abstain"Ca = Kfpf = 37 x 171" = 8 [0041] The
| evel of security provided by the facility when using the SVEQGCTHOBER 2004
descri bed hereafter: Let A be the vote client adversary, and let co be an
upper bound on the probability that Ais able to forge a validity proof
for any given (W know that co is negligible.) (00427 Theor em 1 Suppose
the SVC sche%62§]77g%<ecuted wth H=1d Fix 1 kl*k2 < K g) pose that for
some e> 0, A'Can Wth probability E, submit b f = (g", PREFSRAPS ) and

di splay C ks = K,,u, , Where the probability is taken uniformy over all
conbi nations of wvalues for ,aj,...,,UK g, h, 8 and K.. Tien A can solve
a randominstance of the D je- Hellman problemw th probability r=, and
with Q(K) additional waikcoh8@fhadn Be@iry, Mﬂ%@s&t&&eglaﬂ@&e&%t%&%g) A
can sinulate an el ectign and SVC exchanqe by picking Ck1l E (g) and pke(qg)
i ndependent |y at randonfs&t mfqeorggose ‘E‘ECF‘H‘QSPﬁc‘ﬁCB?w}hO =Y and pk2=pkl Z.

The resulidokgpg di St RichubieOdbnfthatiEdi@loR} is e&nﬁﬁédaosreﬁearo& RN oeher, 9&9&@ ously
identical to th dlsi“ bution that arises fromreal el ections.

Wt
probability r2 abfyve,df iy phe splity whysh bagknopledas of the voterspegifip V@*’Sﬂf pao k=1
|'s' = ZN (20) sdb B5 ERTEBER2208 02 07¢ Hadk BT cbiaRRA Q5 9oy i
| ogxC=l oghZ- -1 ogxYl ogxZ, and Cis the solution to the ffie-Hell man
probl em mstéﬂ‘&@‘t‘iﬁl&éed by the triple (X YZ). 100441 Corol lary 1 Suppose
again that the SVC-schene is executed with H=1d Fix | > ka > K Suppose

that for some E > 0, A can,f wih priobabiTity E_, choose ki # k, submt b,
(ge~, h'~ U ), and displ ays €hoice i Confirmationiving t he prjbabi lity is taken
uni formy over all conbinati gfgof Qaiﬁeeﬁ =faj?r>qah“t;16 .,,aK, g, h, Ii, and
K,. Then A can solve a ran Om NSt n g LI T]e Hel | man problemw th
probability and with 0(K) addBesn aof:| Fol | ow t he
argunents of theorem 1, butl ceggpar (E'O:Ktaém&ﬁﬁémm fijnding the solution
to at | east one of K-1 indef e- Hgi 1] gro . [0046] Corollary
2 Let eDx be an upper bound ‘&ebstaisd |prohahs|T r]t n solve a random

{0041) The level of security provided by the facility when using the SVC scheme is
described hereafter: Let 4 be the vote client adversary, and let €, be an upper bound on the _
probability that 4 is able to forge a validity proof for any given z,...,12. (We know that €p
is negligible.)

{0042] Theorem 1 Suppose the SVC scheme is executed with H = Id. Fix 1 < k#k, < K.
Suppose that for some >0, 4 can, with probability €, submit b, = (g"‘,h"‘ Hy ), and

display C,, =K, ;z,f:', Where the probability is taken uniformly aver all combinations of
values for py,...px, & b, f; and X, Then A can solve a random instance of the Diffie-
Hellman problem with probability €, and with O(K) additional work. .

foo43] Proef: Suppose 4 is given X,¥,Ze(g). A can simulate an election and SVC exchange by
picking Cy,e{(g) and u,e(g) independently at random jfor all &=k, setting h=X,4" =¥
and pn,=ry.Z. The resulting distribution on the election parameters and Cy, is obviously

identical to the distribution that arises from real elections. With probability &, 4 can display
Cy, » S0 can compute '

C = G /Cy = (miny)" = Z¥ (20)
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Die Hell man instance. Then, in the case that H = 1d, an upper bound on the
probability that A can submit a vote that differs fromthels@GTOBER2004,
and yet display the correct confirmation string is Q +(K -1) e,,j. [0047]
If the hash function His non trivial, we can not hope to make conpari sons
to the conputational Diffie-Hellmn problem w thout considerable specific
know edge of “';(5"(?2/0 ﬂ§4operti es of H Rather than consider the security of the
scheme with specific choices of H we assume only that PAMNERONEYI i gi bl e

collision probability, and instead conpare security wth the Decision D e
Hel | man Problem The variant of this problemwe consider is as follows. A
is given a sequence of tuples, (Xn,Yn,Zn,Cn), where Xn, Yn,n are generated

D1 1116 Fiol | s (PR G (R e Conaliethidy i PRyt IR 0 |

gener at ed r and@pace gesgd by heapple{ddi@l y. A is said to have an E-DDH advant age
if A can, ;oW h i e ; i J -G =.l.ogn Yn
E)U\hf Cgfoﬁmq Sﬂz%?ﬁse;c!ﬁéi’i gzat th[z ?g??%ém{' E%xegygc? ftﬁpﬁ %%’zxq > Ig, >

| ogXn Z. L0048] Theore oro an ave obvi ous dnalogs in
the case H -, e%‘@’pos(eafé‘g&]?ﬁ W@’eoﬁF@'@h"gf’* WEGOTRUY iSgi Brese bk st b =
probability). (391,!1;%;;);)3 aill AHIRIC,S =eRN@L DWRE the pPOLREIES ASiaker GlrFstmBh dvb) A nor
variation, so we only summarize with: "Corollary 3 Let eDDH be an upper
bound on A's DBbadvienstofigdues fanen,...id, gHh.ifb arad k). [Thashd cdnsalt i edudom ¥ldtance

negl i gi bl e col bisi OrtiahaRibtdbiehwidBrobbRss ORRAS AAMwiE &&E@JM Wy that A
can submt a \fot eﬁét'aﬁhat differs !fT?oBrﬁrt he %of@?'g chol ce(,Kpan yet olespI ay
t he cor r epe4skc oRfoiof: nEblloonthd ArghiberBCIIOBERNY 0081t \6Bnfk2é @7 Thé poblemTofURAiRgE G969

string is , +(Kqz: DA9 \/ of f any protection if the
adversary, A a uéagaé)oan%ggpisw ({fgée)fll\?%lﬁpgnd%o %’(%:%ili%ar?%%?ﬂn&. If this were the
case, A h¥elhctuelay g el amgbe amupperbpand pr de ababifyithaf 4 ansphayg randpmyval i d
confirmati on skl i i L t eEE nlikely that thi l d
happen, since }g{qgﬁgeé%%né%f@g%?? %nhg%]éen'lta‘éer lﬁwouI_é“lil’tfq‘!g uﬁfﬁedréﬂzfnggr f/he' ﬁ‘%ﬁ'%ét ed in
t he event t hatthatsdicdn wbwit wivose the diffescloone te doteleskeice, et ogisdispiap easereirt | s

unaccept abl e t@nﬁ,ﬁ,;&sgnyh@,y@t @(Kc.qjée(_:ti on center in this regard, the
" . . . . Q D " . .
confirmati on responsibility” can be distributed anong
[0047] If the hash function H is non-trivial, we can not hope to make comparisons to the

computaﬁonal Diffie-Hellman problem without considerable specific knowledge of the
properties of &, Rather than consider the security of the scheme with specific choices of A,
we assume only that H has negligible collision probability, and instead compare security

i wZ,Cp), Where XY, 7 are generated
independently at random. With probability 1/2, C, is the solution to the Diffie-Hellman
instance, (X,Y,.2.), and with probability 1-1/2=1/2, C, is generated randomly and

n?

with the Decision Diffie-Hellman Problem. The variant of this problem we consider is as
follows. A is given a sequence of tuples, (X

independently. A is said to have an €-DDH advantage if 4 can, with probability 1/2+e, .
answer the question logy,C, - logy, Y, logy, Z,.
jo048) Theorem 1, and corollaries 1 and 2 have obvious analogs in the case H =Id

(assuming only that A has negligible collision probability). Both the statements and proofs

ar¢ constructed with minor variation, so we only summarize with:

Corollary 3 Let €, be an upper bound on A's DDH advantage. Then, if H is any hash
Junction with negligible collision probability, an upper bound on the probability that A can

submit a vote that differs from the voter's choice, and yet display the correct confirmation
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arbitrarily many authorities. [0050] To distribute the confirmation
responsibility, each authority, AJ, | jSJ generates (for vts&CTOPBER 2004
i ndependent random K=~ and fi, The authorities can conbi ne these by two
general nethods. Concatenation. The voter's confirmation string is conputed
as a concatenation, in pre-specified order, of the individual confirmation
strings (co eparately as in the previous section) corresponding to
each of theW&%?’horltl es. In this case, confirmation FéT’gﬁpé’&‘é’ ful only
if all of the substrings verify correctly. 2, Trusted Server or Mnter. If
it is acceptable to trust a single central server, or printer, the
multiple confirmation strings can be conbined into one of the sanme size by
si nply conput i wgng &19, X2 1)Epi,s has the advantage of reducing the anount of
confirmation data that nust be transmtted to the voter, but at the cost
of creati H§®h cent riYC S0 ot Sfferafy rtestion if e adugrmre, FLoBTYols tthe wote way's
desirable to re&w&@ntd@ﬁeﬁlmmpfweﬁehﬁe @ﬁ&%h&%éﬁy%xb&d%%ﬁ&st&&e%ﬁ er via

t he i ndependent, channel described in section 3, thé confirmation

dictionary is 4FPl@agy Va&‘FTﬁ‘Pqﬁ“Ef”\}'lc”@ [§&ing Of it ghogsingof Eerssereswniilsobivthat tist wond
t echnol ogy, bUtagpén, RRYe 16 v6Q %Bﬂe@&n]ceﬁemr%g@éb Bmtpﬁ’o%{eggﬁé%vent szat

PCT/ US02/ 05969 advant ageous if even | ess data can ransmtted
ment i oned abov &k GRS 3 diseavered. miNgrerthsless & gen i i vaaceutablet to trust dhedvoltd |

directly to theom-saioﬁroent&qﬁ i egard) A% %&ﬁnﬁdﬁﬁ?%ﬁéﬁh 86 Ofn beRikidouRg &

corrputatlonal %rden on the voter that is too large'to be execute M hn the
voter's head, il gty agFities. The fol | owi ng variation on the SVC schene

achi eves heih goal spo-dilt@sise é@tcanﬁtﬁat%%'spamﬂ&w@sdﬁ%&%ﬁﬁ g9 'ééﬁérthé’
channel, and "npental conputation” voter. It cones at tost, nanely

that the probaPlyots vprndereadest Faadom %d\?@r Bar Therpipoties ) eonmbine these by two

general methods.

1 Concatenation. The voter's confirmation string is computed as a
concatenation, in pre-specified order, of the individual confirmation strings
(computed separately as in the previous section) corresponding to each of
the J authorities. In this case, confirmation is successful only if all of the

substrings verify correctly.

2, Trusted Server or Printer. If it is acceptable to trust a single central
server, or printer, the multiple confirmation strings can be combined into one

of the same size by simply computing

w, = 1% (21)

U,

il
—
=

(22)

This has the advantage of reducing the amount of confirmation data that must be
transmitted to the voter, but at the cost of creating a central point of attack for the
system.
[0051] It is always desirable to reduce the size of the data that must be sent to the voter via
the independent channel. As described in section 3, the confirmation dictionary is already

small by the standards of modemn communications technology, but it may be cost
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fool the voter is increased, however, this may be quite acceptable fromthe
overall election perspective. Even if the probability of thé QGQVESBER 2004
goi ng undetected is, say 1/2, in order for it to change a substanti al
fraction of votes, the probability that it will be detected by a
statistically significant fraction of voters wll be very high. As

di scussed invf&smm%‘troducti on, renedial neasures are possible. [0052] The
idea is to del1ver the entire set of confirmation strinS"FPHRE voter via
the suspect client, but in randomy pernuted order. The only additional

pi ece of information that the voter needs then is the pernutation that was
used. This isn't quite enough, in this scenario, since all the
confirmation i val | abl t he rsar an in saone advant age
S ol y by prodbbAguEltich Bl AR Sp pk RS S8 heSRP Rl IR SomrdEH U1 1
consi der.) | nnoghtibe totsend thescoms & tiiies, daetly id the vate, bunt citice theidishdvhdigge of -
dictionary, several random ,confirnation.strings at _are.al so per.,nmut ed.
053] " The st SHENEhoRREN BRRY' B RE ual 1 B e o Biesflbe TR IRARRE TN he
vot e col | ecti dead,"serfos paper.t The dlioeinp varddiomon tharsi@hsckant ahiedes bothrggals - D. Thi s
is created by, the vote collecti cent.er. as_fallows: 1., The K
(voter spect 1 13 S b B R, cnGEoElion cRand nd g opploagon 01 ©
(CX)) are conputeedt asnddef cost, ndfidly2hat Atkdirdtiabitiiglthay a clientcadivéramsingyi bagible &6 €
generated as e the.et.. ... ,el are .generated in epdent | randomin
T 5y (24 B 0% 45O e Bl IS Ve e BT RS REESIN f andom
pernut ati on, aeffekve. Bsemjéthe patbatdity Rhd adveisae peing hideSite] is, sho /2 lidkkidet , and
sets D, to be,the sequenc f.SLri.ngs 00541 | f. ends. S0 " hunman
readabl e’ r epﬁbers'ftgtﬁtcg%g%ﬁ s E?S'%%tfa?%r%m\c}‘??f ‘fokefs’o%&hrogﬁq%n%éﬁgm}ﬁ{ggte@ﬁ%n%I RVE
can now ver i f ytathetically sipfidayt feactinml of vétem elilhig vietydigho ik idiseradet drthsintroductionj t h t he
proper

remedial measures are possible,

[0052] The idea i3 to deliver the entire set of confirmation strings to the voter via the
suspect client, but in randomly permuted order. The only additional piece of information
that the voter needs then is the permutation that was used. This isn’t quite enough, in this
scenario, since all the confirmation strings are available, the adversary can gain some
advanté,ge simply by process of elimination. (The case K=2 is particularly useful to
consider.) In order to increase the security, we inciude with the dictionary, several random
confirmation strings, that are also permuted.

[0053] ' The steps in subsection 3.1 are executed as before. In addition, the vote collection .
sends fo the client, M;, a “randomized dictiopary," D;. This is created bjr the vote collection

center, C, as follows:

RD-1. The X (voter specific) confirmation strings

(SpsenSig) = (H(Cy),.. H(Cy)) (23)
are computed as before.

RD-2. Additionally, L extra strings are generated as

(Sqenp-oSgeay) = (H(g*)o-nH(8%)) (24)

where the ey,....¢ are generated independently at random in Z,,
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i ndex. We denote this schenme by SVCO [0055] Wth respect to the | evel of
security of SVCO, consider the following formof the D llelsd)dCTAOBER 2004
Decision Problem A is given a sequence of tuples, (X ,,Yn,Zn,Cn, D, ), where
X ,,Y,,,Z" are generated independently at random Let R' be generated

i ndependently at random and let O, be the solution to

| ogx" O, =l ogXpyp ;(IZ Wth probability 1/2, (Cn,D,)=(Q._.A), and with
probability I- 1f% . Ais said to have an E- DDHP advARTHYZ9P$A can, with
probability 112+E, answer the question |oggnC' = loggn Y* |oges, Z That
is, A nust answer the same question as in the original version of the

probl em but the problem nay be easier because nore information is

avai |l abl e. [0056] Theorem 2 Let c-DDHP be an upper bound on As DDHP

advant age, and®B-Rnyrahdeshperhutetivni @ay tslremeegddi gi bl e col i sion probability.
An upper bound_on the probability, under the SVCO schene, that A can
submt a vote RRt Q:llsf"tF HiEShupriet he<kth emdsseishBi de, beathd spqutencedp® piriags t he
correct confirmat i@ (K+Lp?g is ~K+L Eo + L CDD$P (25) [0057] Proof. As |n
the proof pgly t heor Qﬁ@&endﬁoﬁﬁﬂhuﬂaﬂ}ga@aﬁaﬁ” fbﬂreﬁe.'nﬁuéd Y fmd t@(&@mﬁﬁ %&n g5

this case, however, A nust also sinulate rmati ri ngs
that were not Shaysh pemnBOW Yeubther witdysimpbriading the Ckﬂ.ﬁmﬂt@ﬂmwth e p@perpi ck

C'k r=(g) at ﬁWWdaﬁ&@tﬁs%heﬁlebyS%@kz pi ck BkEZq |ndependent|y at
random A then sets [x = Xek . Akl, k2, A sets C. g kYe' -e' . A
sets la. B9 = and WErrerrattds the I%H@ftspc@ﬁm ofﬁaﬁ@omqsﬂerah@fomomnamwdmal G f
at random Fi Npighe/erelihad Bbsida Protfan -
As before, findin ethe r|SI ht r{g:oenfl rﬁa@%%gge%ﬁ&fﬂpmxg?%lcg “%{ﬁem di ng
which of the vkl arftﬁeileraﬂsd rlndm@ndep%atcrmdoelctmy&,lb@ aqemtwbmd@gmdmﬂm

Aver agi Nng oVverraadom, REd MItAL HOMS Mikdh 4N r | i result.
20 15 OCTOBER rzoé)lz'f’ VO 02/ G77754 PCT/ usogé Do qu%%" %%k?ﬁgﬁcfggg%ﬁ bed
one possi bl e alGEITE iR apd with probabilityel- 13701 7% ( T(Radlp)i dris %‘Gﬂ"ﬁelh?feaﬂ&'

DDHP advantage if 4 can, with probability 1/2+e, answer the question logy,C, = logy, ¥,

logy, Z,, That is, 4 must answer the same question as in the original version of the
problem, but the problem may be easier because more information is available.

fooss] Theorem 2 Let €., be an upper bound on A's DDHP advantage, and H any hash
Junction with negligible collision probability. An upper bound on the probability, under
the SVCO scheme, that A can submit a vote that differs from the voter's choice, and yet
display the correct confirmation string is

(I{ +LJ .
&+ Spprp (25)

L

[0057} Proof: As in the proof of theorem 1, 4 can simulate an election and SVCO exchange, In

this case, however, 4 must also simulate the list of confirmation strings that were not
available in the SVC scheme. For &y, &, fixed, 4 can pick Cy € (g) at random, and for ail

k#k), pick g,eZ, independently at random. A then sets p, =X%. For keky,k,, 4 sets
Ca=CpY % 4 sets Hy =W, Z, and generates [, additional random £4 and /-1 additional
Cj; at random. Finally, 4 sets Cy, =C,,C,, and the last remaining C, =C, D,. As before,

finding the right confirmation string is equivalent to deciding which of the values, C, D, is
the correct Diffie-Hellman solution. Averaging over all permutations with uniform

probability gives the result.
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descri bed above. The | evel of security between those two schenes is
essentially equivalent. 1. In addition to the el ection publ Hg G€YOBER 2be4
vote col |l ection publishes another public key of the formh hd, where dEZq
is a secret known only to the vote collection center. 2. The cllent M
submts a an encrypted ballot on behalf of v= as before, but redundantly
encrypted w W@%h h and h. W denote the second encr\t/.gtl on by (X=")
(gam h r'u) a, is selected independently of a; ?@W’“S\?@ M al so
constructs a sinple proof of validity (essentially a single Chaurn-
Pedersen proof) that the two are encryptions of the same value. 4. If the
proof of validity does not pass at the vote collection center, corrupti on
is detec as bef e, The .vgt e col ion C E(g)
AeZq, h} égl)rrpu t es]é) zs daslgnbe%@ﬁﬁ p(lSSLLI%%ft {% gecr?:ﬁ c%g Eo%xﬁ]'._t,t?a!agn %nh

=Ki h 6 The vdesmhad)hﬂoee;tTlarlevelexﬁB@unty bettweanshoﬁb tva:rsdhehﬁesmesswiaﬂykqmmlencorrput es
S| Kin(d+l A by the equation Si = KInm(d+l)R and displays this value (or,
H(S1)) to the votar, Vigadfidd o tedbiionRol ke3W) tdord SuEERERLOAGmUO

02/ 077754 PCT/ US02/ 05969
public key of the form k=%, where deZ, is a secret known only to the vote

collection ceqter.

2. The client, M,, submits a an encrypted ballot on behalf of v; as before, but
redundantly encrypted with both h and 2. We denote the second

encryption by
(X,7)=(g°,7"m) (26)

Where &, is selected independently of «;.

3. M also constructs a simple proof of validity (essentially a single Chaum-

Pedersen proof) that the two are encryptions of the same value,

4. If the proof of validity does not pass at the vote collection center, corruption

is detected as before.

5. The vote collection center selects random K;e4g); fieZ,, and computes
7= Yidﬁx = (h“-:) @By iy (27)
W, = Eﬂa - (h;") Brppgr (2%
V, = KW, = K RPE Sy (29)
6. The vote collection center returns 2% and ¥, to M,;.

7. M; computes S,=Kz-m(d+1)ﬁf by the equation

= (@ Dp= i (30)

and displays this value (or, H(S;)) to the voter, v;.
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8. The voter requests a confirmation dictionary as before, and checks
agai nst the displayed value. [0059] In the case. of detected5cCTOBERR004
corrective action is taken as before. [0060] The description of the
facility above describes using a single d (and therefore a single h=hd) for
all voters and publishing this value in advance of the el ection. [0061]
Alternativelxw)&%g7%pte collection center (or distributed set of
"confirmation authorities") issues an independent, rand&MUERF4Y t herefore
hli=hd) for each voter, vl. The value dl is always kept secret, but the
value hl is communicated to vl. [0062] In one enbodinent, the facility
communi cates hl to vl as follows: A-1 v= contacts the vote collection
center and aut hent gcat j A 2 ' ' Lon is
successful, the v oll:3 ec glﬁlle ggtﬁéﬁge%gﬁ%%?ga?él &%&%%@foﬁ%&%@% %?%/mnsb .
Conput es h1=) hd, 3. Searisplaped valyey1 A- 3The voter, v, then proceeds as
descri bedgghove W Hhndyaed &d%&&&oﬂ?ptilﬁ[c@)%&%é %ﬁ@l‘?ﬂ%zﬁ&%{ 2s5IRQdi ment, the

1 as follows: B-1v,

facility comunicates hl to v f contacts vote collection
center (aWelopti on&hd Yeserivtiemof datfelithphese Héstihes gehd ) sBgl2 il (andiktessfdiakl ot

chol ce. i, andug G Ry LRAENGIMNRAEAL\ Ble AUHRAIE R BeTpe Vot ©

collection center at this point erates . 3. Conputes
h=hdf Sdi¥éld h1 t oAljernagively, \Abe evote pdllettipancenter (or distributed set of “confirmation

authorities”) issues an independent, random d; (and therefore i_z;—-hd:) for each voter, v;. The
value d; is always kept secret, but the value %, is communicated to ;.
{0062) In one embodiment, the facility communicates Z,- to v; as follows:
A-1  v; contacts the vote collection center and authenticates himselfherself
A-2  Assuming authentication is successful, the vote collection center:
1. Generates &, randomly
2. Computes z,-=hdr
3. Sends Z‘- tovy;

A-3  The voter, v; then proceeds as described above with }z-i in place of h

{0083} In another embodiment, the facility communicates Zi to v, as follows:
B-1 v, contacts vote collection center (and optionally authenticates
himselfherself)

B2 v, makes ballot choice m;, and returns the encrypted ballot (g%, /m.)
B-3  The vote collection center af this point:
1. Generates d; randomly
2. Computes A=A
3. Sends Z,. tov,
B-4  Voter, v; then
1. Generates second encryption of m, as (gi,z,.&m,.)
2, Generates same proof of validity showing that first and second
encryptions are encryptions of the same ballot choice,
3. Sends both the second encryption, and the proof of validity to the
ballot collection agency

B-5  Therest of the confirmation process proceeds as described above
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1. Cenerates second encryption of m as (ga,,hlam) 2. Generates sane proof
of validity showi ng that first and second encryptions are 46CDQPOBER 2004
the sane ballot choice, mlL 3. Sends both the second encryption, and the
proof of validity to the ballot collection agency B-5 The rest of the
confirmation process proceeds as described above 22 15 OCTOBER 2004 WD

02/ 077754 P 969 [0064] Figures 1-3 illustrate certain aspects of

t he facilitgxhgﬁgﬁﬁgpl is a high-1evel block diagram sK&GMUAEH ypi cal
environment in which the facility operates. The bl ock di agram shows
several voter conputer systens 110, each of which may be used by a voter to
submt a ballot and verify its uncorrupted receipt. Each of the voter
conputer systemnms are caonnected via the Internet 120 to a vote collection

center colffft er syd#eus Isillusimigartain pppqieef thofacll. digursd is1e Hehdeghblod t hat

vot er conput er digyh SRFRirGOLystcd) enviORARE inBehidhOhd DN Upbrate OTheAidck Akt €F
conputer system by networks other than the Internet., however. The

facility transHioresyerl Vetes cqmmyier sriemy bilesack giitithapaydy ytcd b 2 vefertn subpdl o

col I ection ceni @kilot GRATREHLP fits SMSSRMed WIHR THALH 6P Shedfbid NGRYREEHsiAl Gre
confirmation. In each voter coqguter system the facility uses this

encrypt ed vot e®®BiFHH YialRe fierpd 14t wptR eolagiamespter sranputer Bisiery B8 &Pfeot has

been corr upt edskiiin 1Re i #11QE0BHzARH St RBDStery Rerflealdibd @shnkdled!t8 iiBoleN T he
envi ronment descri bed above, those skilled in"the art will appreciate that

the facility nedfectis cpyiss) comBpelotysipn b nelvorist Qhesrihas: the dutepl hevewesnt Ehe

including a sifglh raiBBevalldl Fo& ARPWET conp¥itt §RemB S0 WR! YorASollédioh QbtsterOt her
conbi nati ons of conputer systens or simlar devices connected in various

ways. [0065] FIORHEr &sted, Whigh SREDSHIHTERECTRRFRE e Breathheote spmptient s

g ypically i\?\ﬁ%y&@xﬁ,ﬁﬂﬂgfacﬂi @bs Iuﬂﬁsﬁctr@%ev@é cﬁrﬁﬁmﬁﬁmt i@efterr%ﬁﬁtxﬁﬁﬁlt elaﬁoot hgr
evli ces on | C t acCl |ty executes, sSucC as conputer systens y an
130. These con%‘g‘i”étf’g E%‘z'gftf@ﬁ’%ee&?ﬂff"a@@-i Wade &fefeﬁmbc"?lﬁeth@ egyip toonT I8

central procesgé Elﬁ'irbkﬂﬁehﬁdeééhm@e, 20k skifdd i@ﬂ@@ﬂtﬂﬂnﬂ)pfc@i%‘ﬂ{aﬁﬂae faHliRGhgE, a.
D T T nerud in & Vhric o Orhed S onoeentd incioding & Hogls, mobolitic campmer 0
system, as well as various ather combinations of computer systems or similar devices
connected in various ways.
[ooss) Figure 2 is a block diagram showing some of the components typically incorporated
in at least some of the computer systems and other devices on which the facility executes,
such as computer systems 110 and 130. These computer systems and devices 200 may
include one or more central processing units ("CPUs“) 201 for executing computer
programs; a computer memory 202 for storing programs and data while they are being
used; a persistent storage device 203, such as a hard drive for persistently storing programs
and data; a computer-readable media drive 204, such as a CD-ROM drive, for reading
programs and dafa stored on a computer-readable medium; and a network connection 205
for connecting the computer system to other computer systems, such as via the Internet.
While computer systems configured as described above are preferably used to support the
operation of the facility, those skilled in the art will appreciate that the facility may be
implemented using devices of various types and configurations, and having various
components.
{00686] Figure 3 is a flow diagram showing steps typically performed by the facility in order
to detect a compromised ballot, Those skilled in the art will appreciate that the facility may
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used; a persistent storage device 203, such as a hard drive for
persistently storing prograns and data; a conputer-readabl &5 QGTAQBER 2004
204, such as a CD-ROM drive, for reading progranms and data stored on a
conput er -r eadabl e nedi um and a network connection 205 for connecting the
conputer systemto other conputer systens, such as via the Internet. Wile
conput er systens figured as descri bed above are preferably used to
support the ope/r{)g’?%lon of the facility, those skilled i HCT’H@%&?@ will
appreciate that the facility may be inplenmented using devices of various
types and configurations, and having various conponents. [0066] Figure 3
is a flow diagram showi ng steps typically performed by the facility in

order to detect.a conproms bal | ot . Thpose skilled.Jn the art wll

appr eci ate. ¢ hatorPRE & e ey Yty R Eoms SRR oo R ied bt kst

PCT/ US02/ 0596 9subsatS aithesasteps treavferingsand thetelstrps, cind/ eepy @f sctwio mhich paforisdnoaof,

i ncl udi ng propgr, superse hserarg]guﬁnsucpsets of these steps, reorderings of

t hese steps, anatmgtseﬁs Mo i 32 i e A AT performance of certain steps by
ot her conpeoarj ng deVi ges .30],006h¢ vbtar sdn@pteB Gysiemp mhet fadlity @hendesc @ ot ehoisy st em

the facility encod bal .ot choi.ce .selected he voter in.order to
form o bal | ot SRy fe 48 RbrE B UER s PO TR bR Pt Bich R oo
enbodi nent s, theossemdinedtspiht bmiypied balot EliHiGatnalpaly gengetadusigad elesioag an
el ection public.key and a secret iptained on the voter ter..system
T st ep 305 (RS Byt p goire) Spmsiead 1, B Posd ot sifipn  gop R it RO K oy
bel ongi ng to t beiowdly eipns thabalidteybih 3 Pdvatd Keg bdl@pink itd e vaan Ii sepcId, the fhailitydi t y
proof that dempnstrates,.that encr ypt al | ot i e .encr ion of a
el ot o wh oA s i Ploot (4 (R EAeRY s PR ep ot gl BE SBligrz o
facility transmilbisintvidch ewadid yoplioe dhoii ignelebtddal Inatepaiid, thaducilgy trekistnits freoof t o
a vote collect inon t%t? r:]nt eegd b%ﬁ)or{gﬁjt{t évaﬁgiﬁrt ?orgf c{aov% eSJoﬂécgons tetel'Jer 030%11&’: 1:[ hs%exIx aci | ty
receives this Transm eaion 4 A e Vo cof eCtion cehter RSP E? 'system
In step 3@®pi t he f &cistep 13¢1,vibe fdciligySretdives e eansmiisivrain dhe twtepeoiation kenigt ep
323, if the validit roof | cessfull erified..then acility
ot nues it 1t HeBhC B sl AGCRSRY Yhonk MET L vid Bbel O S5 1Y
step 324, the ifdeivalidity pyedér sbessidin verifiod, yirnetle faitityf dontinaes with 834, thethe
encrypted bal | gy, TE fRShidale/in0G 55230 islefOS, A BMBS Jldait S BRELRE:

confirmation of the enctypted ballot. The facility does so without decrypting the ballot,

O

which is typically not possible in the vote collection center computer system, where the
secret used to encrypt the ballot is not available. In step 325, the facility transmits the
encrypted confirmation 331 to the voter computer system. |

| [0058] In step 341, the facility receives the encrypted vote confirmation in the voter
computer system. In step 342, the facility uses the secret maintained on the voter computer
system to decrypt the encrypted vote confirmation. In step 343, the facility displays the
decrypted vote confirmation for viewing by the user. In step 344, if the displayed vote
confirmation is translated to the ballot choice selected by the voter by a confirmation
dictionary in the voter's possession, then the facility continues in step 345, else the facility
continues in step 346. In step 345, the facility determines that the voter's ballot is not
corrupted, whereas, in step 346, the facility determines that the voter's ballot is corrupted.
In this event, embodiments of the facility assist the user in revoking and resubmitiing the
voter's ballot. *
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which is typically not possible in the vote collection center conputer
system where the secret used to encrypt the ballot is not 18\GCTOBER 2004
step 325, the facility transmts the encrypted confirmation 331 to the
voter conputer system [0069] In step 341, the facility receives the
encrypted vote confirmation in the voter conputer system In step 342, the
facility usegw;aﬁ,ﬁgcret mai nt ai ned on the voter conputer systemto
decrypt the encrypred vote confirmation. In step 343, tRSTHSROPRy displ ays
the decrypted vote confirmation for viewing by the user. In step 344, if
t he di splayed vote confirmation is translated to the ballot choice
sel ect ediotry; t he vatval bdyppreciaRi by hoR!skidd in the Gt it AE ¥bdvhdbddhel Blcfly Sy Iy t

ey

possession, t facility conti ues in step 345, else the“fac
continues in @t grﬁ‘g%tg’ ar ﬁa@éﬁoéﬁ%e“ R VErious Yivey Wide e frpaoips dnssriptione

voter's bal | ofakieSrefeence ﬁ%é’fét&ﬁ%ﬂlbodm&liseﬁl&scdpg oB 8 RuvaftBn id RendiaGid il Y
determ nes that .the vot is corrupted. In this event,

enmbodi ments o e@ﬂ@S@ﬂé? H§§#§?miﬁéwégﬁﬁm}n revoki ng and resubnlttlng
the voter's ballot. ' 24 15 OCTOBER 2004 WO 02/ 077754 PCT/ US02/ 05969
[0070] It will be appreciated by those skilled in the art that the
above-described facility may be straightforwardly adapted or extended in
vari ous ways. Wiile the foregoing description mnakes reference to preferred
enbodi nent's, the scope of the invention is defined solely by the clains
that follow and the elenments recited therein. 25 15 OCTOBER 2004 CLAI V5
/W claim 1. A nmethod in a data processing systemfor discerning
corruption of an electronic ballot, conprising: in a voter conputer
system receiving a ballot choice selected by a voter fromanong a set of
valid ballot choices; encoding the received ballot choice in a ballot;
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encrypting the ballot; constructing a validity proof proving that the
encrypted ball ot corresponds to a valid ballot choice; sendsiQCTOBER 2004
encrypted ballot and the validity proof to a vote collection center
conmputer systenm in the vote collection center conputer system receivVving
the encrypted ballot and validity proof; wverifying the validity proof; -
only if the validity proof is successfully verified: w thout decrypting the

encrypted bal |l ot, generating an encr% vote confirmation of the
encrypted ballot; sending the encrypt te confirmation to the voter
conputer . system in the voter conputer system receiving the encrypted

vote confirmation; decrypting the encrypted vote confirmation to obtain a
‘vote conflfWa&tden; di splaying the obtained vote confirmation; and if a
confirmation dictionary in the user's possession does not translate the
di spl ayed vote confirmation to the ballot choice selected by the voter,

determining tHat t e nmhdbin hadathqroceeingU¥eteh i diI&#nithGadaﬂngFﬁHn 6f ghm |

wherein i t he bal.l ot conprises generating an pair
f epr esenfé.?%%%ﬁﬁé’gﬂ%ﬁ FEPPISIR" 5 15 OCTOBER 2004 3. The nethod of cl aim |

wher ei n t he van e voter cermpitensysher conputer system sends the encrypted
vote confirmation to the V%‘ﬁ[’f %R?l uter systemvia a first comunication

channel, further. EBAPTISR s¢lseted i 3 apter diont amore acesiitvefid

system sending the conbaldtehbiess;di ctionary to the voter via a second
The method of ol ai AISIREIRIHER YRR WAIGLAIORedh R PRI T on i ot i onar | oe are sent

encrypting the ballot;

constructing a validity proof proving that the encrypted ballot corresponds
to a valid ballot choice;

sending the encrypted ballot and the validity proof to a vote collection
center computer system;

in the vote collection center computer system:

receiving the encrypted ballot and validity proof:

verifying the validity proof:

only if the validity proof is successfully verified:
without decrypting the encrypted ballot, generating an encrypted

vote confirmation of the encrypted baliot;
sending the encrypted vote confirmation to the voter computer .
system;
in the voter computer system:

receiving the encrypted vote confirmation:

decrypting the encrypted vote confirmation to obtain a vote confirmation;

displaying the obtained vote confirmation: and

if @ confirmation dictionary in the users possession does not translate the
displayed vote confirmation to the ballot choice selected by the
voter, determining that the ballot has been corrupted.

2. The method of claim 1 wherein encrypting the ballot comprises generating
an E/Gamal pair representing the ballot.
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to,each of a plurality of voters including the voter. 5. The nethod of
claim1, further conprising applying a hash function to the15d2CTORER 2004¢e
confirmation before it is displayed, and wherein it is determ ned that the
bal | ot has been corrupted if the confirmation dictionary in the user's
possessi on does not translate the displayed hashed decrypted vote _
confirmation tch bal | the voter. 6. A nmethod in a

t .chojce,selected b .
data processing sys %W@‘Pdd}?g'l@@ i r%Bﬁ?%‘ﬁ’@%Sﬂ’eﬁ??rh??”tﬁlfé’ﬁmutﬁﬁisﬁétﬁfal | ot ,
conpri si nggndsntha emwptlgd naﬂelzcmhgg%@ WQh@Evdlai @b&g&@é éty%ténhevié(oé 'tff? node
to encr ot val ue selecte _a voter; sendin e encrypte
bal | ot 52 °15®“P@%€'°{)o?'@“88!v |f§BF roﬁo'ﬁ'Bﬁsﬁ'f'Q- el ety collestion: sieptes ecamputerndi ng
t he encr ygystetn, bseintling, tha corMeiayibh ICHVAAE to AROVbIFRId 9Recdif E&n&nﬁifsﬁtﬁﬂset
' t the encrypted vote confirnation;

mai ntai ned in . the vatin ode to decry

and di spl ;?PH%’.C{']SE'BCQEO@? gﬁ[}&%‘ PaRUNGPNS FRANeh, such that the displ ayed
vote confirmation may be conpared to an expected vote confirmation for the
bal | ot value selected by the voter to determ ne whether the electronic

bal | ot has beeh corhggnethod ot clgine3 wheteitindividuglaionfitatibo didienarize ps s&itng:

bef ore ditgsRhaly bfWpiPfhitydF o ﬁglu%‘@%@n%{‘?&&jurrmtion, using a hash function to

transformthe decrypted vote con lon‘into a smaller hash output
val ue. 27 15 OCTOBER 2004 8. The nmethod of claim6 wherein encrypting the

bal | ot val ue npr i eperatin El Gama| . pair representing the ball ot

value. 9. The et naheareBPd o Paml o e Eechmpivinsia hash fupevier taticel by

eval uat i rgcryptedevote emﬁirmaﬁorghefaruﬂit.hm@ifﬂa{&tﬁraﬂd |cvv|1e$?nﬁ>r.tlt iﬁ‘%ﬁ%&t&m&edzﬁat tWoi ch

has pri ol ' r.der .th.the proper at g is a

mil ti pl {T‘gﬁa{lﬁats&%:b %@ﬁ’“% dg’t_e E?r%ﬁmg{_[ort aIf{I]OnaPY inthe uder's possession does not
translate the displayed hashed decrypted vote confirmation to the ballot choice selected

by the voter.

6. A method in a data processing system for discerning corruption of an
electronic ballot, comprising, in a voting node:
using a secret maintained in the voting node to encrypt a ballot value selected by
a voter;
sending the encrypted ballot value to a vote collection point;

receiving, in response to sending the encrypted ballot, an encrypted vote
confirmation;

using the secret maintained in the voting node to decrypt the encrypted vote
confirmation; and
displaying the decrypted vote confirmation,
such that the displayed vote confirmation may be compared to an expected vote
confirmation for the ballot value selected by the voter to determine whether the electronic
ballot has been corrupted.

7. The method of claim 6, further comprising:
before displaying the decrypted vote confirmation, using a hash function to

transform the decrypted vote confirmation into a smaller hash output
value.
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a E Zq.is chosen randomy at the voting node; and mis the ballot val ue.

10. The method of claim9 wherein the El Gamal pair is gener 45 @CPQBER 2004
eval uati ng the expressions ag and ah+m where g and h are both el enents of
an elliptic curve group, s, of prime order g and a e Z, is chosen randomy
at the voting node, and mis the ballot value. 11. The nethod of claim®6
wherein applyipg t secr taiped in the voting node to determ ne

et i | A :
whet her the endrypt Jst0%. 8h R véreraiaansopling deibgliotoyalye, gomprsesot

val ue sel garfeesting)antMIeanal Sdir RbrdsBAtingthe bafdthvarisi on poi nt conpri ses:
determ ning the ballot value corresponding to the encrypted ball ot val ue
received at the vote collection point by evaluating the expression W/UU "

e i, LNeTRE ShRhod BT %) rbrlil S OElnd) OB i@l IR Y

toget her conprise t encrypt ed vote confirmatromn,

. det er ni nezvahmlihgthe akpresdions e hied 1708  watiare {ﬁi@' eEhedg RyZ t ReniMPhes pridd. The

met hod -of claim 1 wherein the validity proof is a noninteractive. proof of

val i di ty.miBplic@tee edefB) WittC HRIIESStyREDE 125 nfiflpli@§t1 MiGkYr SANLai ) c-ng vot er
=

security data structure, the data structure containing one or no secrets

usabl e bogte Za)s dHosert Rty RIS RRGadIRAAD if B DallGialessi on to a bal | ot
col l ection poT nt, and (b) to decrypt an encrypted ballot confirmation

received fromthe ballot collection point, which indicates the contents of
the ballot as received at the ballot collection point. 28 o 15 OCTOBER 2004
14. One or nor'@ conhé: grethadef i daine @ miberain ehg EGemal rairy isa deapiatad dut a

¢ ¢ . i SLNng: | hoi
struct ur evafund @d @%prgﬁlﬁssk%lﬁhar&k-?wﬁe% 8ncggil f’gfﬂéﬂptefe(#né?ﬁé oPan ¢ 0! C€

formed by encrypting one of a uralit val’l chol ces select ed

by a vot elliptic carveogreupcangiyiritie Siths &vand P& 90T is Gho¥aH rdhdbbhly BBthe voting
denonstrates that the encrypted ballot choicé constitutes ‘an encryp?l on of

one of t medg]andcaniis thedfallotadalug. bal | ot choi ces wit hout i ndicating which of
the plurality of valid ballot choices the encrypted ballot choice
constitutes an encryption of, and

11.  The method of claim 6 wherein applying the secret maintained in the
voting node to determine whether the encrypted vote confirmation reflects receipt of the
ballot value selected by the voter at the vote collection point comprises:

determining the ballot value corresponding to the encrypted ballot value received

at the vote collection point by evaluating the expression W, /UM, where

o, is the secret maintained in the voting node, and i W, and U, , together

comprise the encrypted vote confirmation; and
comparing the determined ballot value to the ballot value selected by the voter.

12. The method of claim 1 wherein the validity proof is a noninteractive
proof of validity.

13. One or more computer memories collectively containing a voter security
data structure, the data structure containing one or more secrets usable both (a) to
encrypt an encoded ballot for transmission to a ballot collection point, and (b) to decrypt
an encrypted ballot confirmation received from the ballot collection point, which indicates
the contents of the ballot as received at the ballot collection point.
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an _encrypted ballot confirmation generated in response to the receipt in a
ballot collection center conputer system of the encrypted B&IQGTOBER 2604
and proof of validity. 15. The conputer nenories of claim 14 wherein the
encrypted ballot choice is an ElGamal pair. 16. A nmethod in a data
processi ng system for discerning corruption of an electronic ballot,
conprising, i n,a bahl ot _receivi ng ode: receivi n? an encrypted ball ot val ue
froma ballot sénding®ndd®os FRMEHEE JpeEanes, sPlestivanicataliiong leallet Wstaed
from a basthutureathadaliatsiath structury cb@prisieg:ecti on  using a secret not
available in t%ﬁgﬁal | ot

IVl de: ti f th ted
bal | of val ue afl' ENEYHEH FaT@:Sholse Toert b Snpvplng psnof & Riwalitnaf veldcaslioly
those in possessi oncalicesielesRetgta wiGdn tao/or CoMPlitet BRsterANCr ypt ed bal | ot
val ue the ball ot vzl ge ﬁﬁ'tc%gé he recejved encrypted ballot val ue
corresponds; an& M ivﬁ'tbé')ty atrapsrsirates Jbat Be epstvgiedmiet ehaigs ennstitashe
bal | ot sendi ng nodean suelyptishalr s ENGEYphiRsltyS 8€Valid IISE OB WBW” ey
a

be used in the ballot. sendi, de to_determne if the encrypte ot
val ue received at t/A&catyy, “?*8{‘1'9 P{;@@i RISREY 06 yalicckallobehnisrgShe enemipted dialleft

sel ection made by tdipicewohstituted &n ehBEptidH f0dn®f cl ai m 16 wherein the secret

val ue confirmation i eperated wi thout decrypting the encrypted ball ot
value. 29 15 W%gﬁﬂﬁfgn IfflpdiomgeRedtest indesRanse do direraseimt ira baletr ypt ed

secret val ue confi restédtion cefiter vaptRE SFtdm o?ﬂ\%fbn@wﬁ'ﬁaqﬁﬁlog fee C?tr&ﬂ
bal | ot sendi ng nodecgé{g@tgn the encrypted secret value contfirmation

corresponding to a ion other than the voter selection, it is
intractable to generate a decrypted secret value confirmation correspondi ng
to the voter selection. 19. One or nore generated data signals

col l ectively conveylihggFommyiarinmoriessyehain ldavherain thecencrgteaxbdliat chahge ian
encrypt egn@Gaaial sARf 1 rmation generated in

16. A method in a data processing system for discerning corruption of an
electronic ballot, comprising, in a ballot receiving node:
receiving an encrypted ballot value from a ballot sending node, the encrypted
ballot value being encrypted from a ballot value based on a voter selection
using a secret not available in the ballot receiving node;
generating from the encrypted ballot value an encrypted secret value confirmation
that indicates fo those in possession of the secret used to encrypt the
- encrypted ballot value the ballot value to which the received encrypted
ballot value corresponds; and
sending the encrypted secret value confirmation to the ballot sending node, such
that the encrypted secret value confirmation may be used in the baliot
sending node to determine if the encrypted baliot value received at the

ballot receiving node corresponds to the ballot selection made by the
voter.

17.  The method of claim 16 wherein the secret value confirmation is
generated without decrypting the encrypted ballot value.
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response to the receipt at a ballot collection point of a ballot cast by a
voter, the encrypted ballot confirmation, when decrypted oh5GOROBER 2004
voter, indicating a voting selection nmade by the voter in the cast ball ot
as received at the ballot collection point. 20. The data signals of claim
19 wherein the ballot received at the ballot collection point is
encrypted, and wherein the encrypted ballot confirmation is generated

wi t hout decr ypt& ng theenethed phelaim Hawherein the engrystedsearet vajuerenfismatiornism 19

wher ei n tdhern@reS iiRueR abahhrid 1eaNk th@%fah?lrbendﬁg@ﬁ]%dé,?gﬁééfptfhé%ncwgf‘édds?ec?etva' ue

that, if the ballot received at the ballot collection point o
uncor r uptéiye fHfEmation comespenfingt toga selastion ratherntean dhe diotari esteatipns #rist he

voting sehctduito gatfatlla ddWrypted @%crgﬁ\?alufcmmgﬁori %béﬁsgt?rﬁcﬁncggfooﬁ:@%{é?g

system for discerning corruption o el ectronic nprising:
sendi ng &R'esH¥typted ballot froma first conputer systemto a second
conputer system the encrypted ballot reflecting a ballot choice sel ected
by a voter; sending a confirmation fromthe second conputer systemto the
first conputerl9systma or heomokhenatdd aates elgnalg collzcthialy epnidyigdec bypited

t ent d ball.ot [ th econd co ter,
Svat om ~1fepondE odiR LRI, Aiifha 8 [TERRIT iillet BT TRITh Ryt cd
bﬁl | ot;] aespohaetthethéid res¢ipic atrpubaiot ﬁ:.xbﬁéceiﬁn %Uirﬁpd)faaitéwott bastcignki }ma:t] ithR@, SO
that the eL.er ne et her e aecr contenfs .of the
encrypt ed Hg'&ﬁ{egtcb%ggt ¢ @E’Eﬁ?@dw g tdﬁgwgggd%?db%ﬁ%?@ V‘g% f’E’f’ﬁaHﬁ@ @nvoling
bal | ot clseleciorsiehée bethe vagertit thewastballoBas rekbivelCHOBERBalA @4llssBon pbiat. met hod of

claim?22, further conprising sending fromthe first conputer systemto the
second computer systema validity proof proving that the encrypted ball ot

sent from the20j r strhgodasltsRinaky 6t Sfink Ot (R A bAIRIPES NS HS i Tballotf | ect's
chojce without identifying the reflected ballot choice. 24.

a valid ballat i

The met h8§'|'36ﬁ°'&Paﬁn S ANCR¥RLEch 2RO WHETSiB 19 §heEYRtem brlo! epfimefiesiio gRnesednd
conput er withstteisciyptitdthefdncsitediaiangt er systemonly if the validity proof
sent fromthe first

21.  The data signals of claim 19 wherein the encrypted ballot confirmation,
when decrypted, yields a value that, if the ballot received at the baliot collection point is

uncorrupted, matches a value listed in a confirmation dictionary for the voting selection
made by the voter.

22. A method in a data processing system for discerning corruption of an
electronic ballot, comprising: |

sending an encrypted ballot from a first computer system to a second computer
systen;l, the encrypted ballot reflecting a ballot choice selected by a voter:

sending a confirmation from the second computer system to the first computer
system, the confirmation serving to convey the decrypted contents of the
encrypted ballot as received at the second computer system, the
confirmation being generated without decrypting the encrypted ballot; and

in the first computer system, displaying the confirmation, so that the voter can
determine whether the decrypted contents of the encrypted ballot as
received at the second computer system match the ballot choice selected
by the voter.
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conputer systemto the second conputer is verified to prove that the
en'ir:nr)ypt ed %al lot sent fromthe first conputer systemto thd5s2COOBER 2004
conmputer systemreflects a valid ballot choice. 25. A conputer-readable
nmedi um whose contents cause a voting conputing systemto detect the
conprom se of an electronic ballot sent to a ballot collection point by:

i Vi f he pal l ot coll ectjon point an encrypted confirmation pf t he
Ezg(r:l?em gg 01[ ° ‘enc t"é?ih‘?fgquoﬁla'f‘b vBthge compripiag | srnding Ifreat ;hfn fppeli nt ; .
- and usi ngommRET SjsteThi Bt RleNSsboRl &dMpUte sPdeMORPHHIERy Yotk S5tblify GRS AL an

di spl ay gi he co e;its rg‘ation to the vdcif%r, sgécc:lh t hat Itlhyeivotgjr}brlnagl conpare the
di spl ayefnfgﬁfq$hﬁqq St Bom therfirst cempar gxgiemttedthe ppcen: competer sysfent on a
bal 1 ot . crefieuts 3 LREBA MideAHOR! RENTPIG Y roibalea YAk BRgicd Ne el ect roni ¢
bal | ot was conprom sed. 26. A nethod ina ballot collection conputer system

for detecting the conpronise of an electronic ballot, conprising:

I Vi h | ect | I . oni ¢ ballot containing an
cncr ypt oq bal 12t i nanodief Bkim 23 Byl e R R Vb asah Ty e oA ot
choi ce | $ORPUtaIGYSIameloithel fitsy camputat sybteraldnt)i if $hepratidity r?rbait st ]?%ﬁﬁthlbhi?éél FP;

t | 0, | he.encr.yption ne o ural i
of por m ST syFieR! EErertazbhd thiiBuch WSy GBRY8 a0, gt B st bl
det er ni niSABL fremithe fisst gemputer sydtet tosthe Isakorut cdrsutéresystenc RIMBELS i Vo ba®k.  The
nmet hod ofghgi@i m 26 wherein no validity proof is received for the encrypted

ball ot choice. 31 o 15 OCTOBER 2004 28. The nethod of claim 26 wherein a
validity proof is received along with the encrypted ballot choice, and the

oper at 1 on_per P31 mod: BN RSRagE aretbi oe SRpIsPE e tharRoreing
veri fi casystemdpetetédt dte comprontdy olChedictirdhit BalldtsehOtiS balldtiBfedBR iRt t he
by:
receiving from the ballot collection point an encrypted confirmation of the contents
of an encrypted baliot received at the ballot collection point; and
using a secret maintained on the voting computer system to decrypt and display
the confirmation to the voter,
such that the voter may compare the displayed confirmation to a confirmation expected
by the voter based on a ballot choice selected by the voter to determine whether the
electronic ballot was compromised.

26. A method in a ballot collection computer system for detecting the
compromise of an electronic ballot, comprising:

receiving the electronic ballot, the electronic bailiot containing an encrypted ballot
choice;

deteérmining that the received encrypted ballot choice is not accompanied by a
valid validity proof that proves that the encrypted ballot choice constitutes
the encryption of one of a plurality of permissible ballot choices; and

in response to so determining, determining that the generated first ballot has been
compromised.

27.  The method of claim 26 wherein no validity proof is received for the
encrypted ballot choice.
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encrypted ballot is an encryption of at |east one of the valid ball ot
responses. 29. A ballot collection conputer systemfor detedbi@GTOBER 2004
conprom se of an electronic ballot, conprising: neans for receiving the
el ectronic ballot, the electronic ballot containing an encrypted ball ot
choice; neans for determning that the received encrypted ballot choice is
not acconpanigd by_a valid validity proof that proves that the encrypted
bal | ot choi ce?®onslhe Wedwdigiclaim 26ywharein apvaliditiepropf is retaiveal along with the
per m ssi béreripéd Bhllot €RGICS Sn AR fHAS Aty | I_ni ng,
determnin _ﬁgt t he geﬁg?‘g}detgggiorst %ﬁaﬁf g?lidﬂgg?@ggﬂﬁgghﬁP%%}%@ét_egag]@_ A
met hod i nVEXficH OB APERICE perfaimeddy the Noterasileqfion somippter eystembal | ot choi ce

sel ect ed Wiyera et Qé&rifica lonSiaROn ik C&SiaM onf.] ign essage
rom a {11y opmey oAy Cpsiditn 15 RRisHl R olntERy 6 bR g 78
confi rm rifcipéedriitisyan eswryptipn of alfieash camof rptvelitl bajlat tesporsesi ce recei ved
for the voter by a vote collection authority; and receiving a second
confirmati on nmessage froma second party that is independent of the first

party, the corSent Abatistecatiectioncomputdrrsyatenoforn®Asaig thé REMPRMISS F ¥,

confirm ; 2d val ue of the encrypted ballot choice received
for the \%éél{&ﬁgwﬁtg%@ TN | ection aut hori ty, wherein the encrypted

bal | ot choéans fos reasvinte they pleetbdric bylidt,hihef éiecttonRAbAlbt chRQINFRCANncialy. of
t he votebc‘:ﬂ%lc%fcgon authority. 31. The nethod of claim 30, further

conpri sing ofi splaying the content of the first and second confirmation
messages, suchnednst férotdetariminirdj sthhtaytiesl felceivdd Comdryptemt haNBt NBSRA0% apd the

~di spl ayed second ' | pn_nessage. m onpared by the voter

t 0. expected vote c%%?%‘@%doﬁyar@ﬁ&%ggypép?mp ep Shat dhoerayried ballatd by
the voter to det er mhoieewhestiides te emoypriph of 0 of 2 PIURERT rAfidbiy oIt on of
a ballot choice ot QﬁBicéQaa'ﬂdt he bal |l ot choice selected by the voter has been

means for, in response to so determining, determining that the generated first
ballot has been compromised.

30. A method in a computing system for confirming receipt of a ballot choice
selected by a voter, comprising:

receiving a first confirmation message from a first party, the content of the first
confirmation message confirming the unencrypted value of an encrypted
ballot choice received for the voter by a vote collection authority; and

receiving a second confirmation message from a second party that is independent
of the first party, the content of the second confirmation message
independently confirming the unencrypted value of the encrypted ballot
choice received for the voter by the vote collection authority, wherein the
encrypted ballot choice is not decryptable by the first party, the second
party, or the vote collection authority.

31.  The method of claim 30, further comprising displaying the content of the
first and second confirmation messages,
such that both the displayed first confirmation message and the displayed second
confirmation message may be compared by the voter to expected vote confirmation
messages for the ballot choice selected by the voter to determine whether an encrypted
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received for the voter by the vote collection authority. 32. The nmethod of
claim 30, further conprising: conbining the content of the fiI6rfQETOBER 2004d
confirmati on nmessages to obtain a conbined confirmation nmessage; and

di spl ayi ng the conbi ned confirmati on nmessage, such that the displayed
conbi ned confirmati on nessage may be conpared by the voter to an expected

conbi ned vot.e confjrmatjon ssage for the ballot choice selected by the
voter to Hare? r‘ﬁ? ﬁebﬂﬁgtchgpe g’ﬁ‘eé%g’i‘ny Hiecbrllpt chpige, sglecirddy thetvatasdiasebesnner
than the teatived for twoiater naheebtedolctibhautetigt has been received for the

voter by the vote collection authority. 33. The nmethod of claim 32 wherein
the conbi ned confirmati on nessage is obtained using concatenating content

fromeach of tde fi-fhgmﬁ@fgd%@gﬁm?’@’qnﬁﬁér%mﬁggiggnessages. 34. The net hod of

claim 32 wherein the co ned confirmati on ge is obtained using a
t hreshol d secr@mhiring Hia eanientof theelilshar eecodd cofirenation Inessadesctb aibtai3 @

wherein each of th I J tion nessages contains a
%Jrﬁﬂlr%dvﬁﬁﬂrerﬁﬁ@ﬂ Qﬂes%g&%, dnd?

first value and a secon I ue, erern’t'’he conmbi ned confirmation mnessage
i s obtained bydisping thiersompinedeopfirotion mefsségee first val ues contained in

the first j j ; d rmning the product of
the second yal e B5pieRT iRty G0 fiss AR waT bE bRt B Vel cages.
36. A corp@nexpeded apnbinad dbtemonfiation ameseags for theskallat croidelsttedtysthem t o
confirmr itRt ' d ter by:. recejving.a
first con@ﬁ%&?g\mkﬁgg&fér}ﬂ%‘c‘gﬁtl&fgg&%g'r?f% b@ﬁg%&%?ﬁ &WEr &'\anﬁh% baligt s ¢

conf i r mataheise neeleriesk by dhe i votdrnbast heen nensivegpfoe dhey abtee hyf thenvete aoligdtied

bal | ot chpkssity eceived for the voter by a vote collection authority; and 33

15 OCTOBER 2004 receiving a second confirmati on nessage froma second party
that is independent

33. The method of claim 32 wherein the combined confirmation message is
obtained using concatenating content from each of the first and second confirmation
messages.

34.  The method of claim 32 wherein the combined confirmation message is
obtained using a threshold secret reconstruction technique.

35.  The method of claim 30 wherein each of the first and second confirmation
messages contains a first value and a second value, wherein the combined confirmation
 message is obtained by:
determining the product of the first values contained in the first and second
confirmation messages; and
determining the product of the second values contained in the first and second
confirmation messages.

36. A computer-readable medium whose contents cause a computing system
to confirm receipt of a ballot choice selected by a voter by: '
receiving a first confirmation message from a first party, the content of the first
confirmation message confirming the unencrypted value of an encrypted
ballot choice received for the voter by a vote collection authority; and
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of the.first party, the content of the second confirmati on nessage ,
i ndependently confirming the unencrypted val ue of “the encryp6«€CHABER 2004
choi ce received for the voter by the vote collection authority, wherein the
encrypted ball ot choice is not decryptable by the first party, the second
party, or the vote collection authority. 37. A conputer menory device under
the control of a voter containing. a data structure for confl_rm ng receipt
of a ballot ch&CRRINGA wecead coRfirmatien messagerfiom sisag?nda)r?ﬁygbat is:ndépeidpnﬁ 0{1_
nmessage received fr feirdtS I fh, captent I St nfirmation
rressage confirm ng ﬁ\%&uﬁéﬁc%@tﬁe@évg{,ﬂgmo Patﬁé]esrle%_f??/%t%g '}r@%ﬁopo&%é%atﬂece
recei ved for the vofdeprangestly, eerfirpiigl et insmcaptedovalts of el eacrgpted rizhllot

firmati on nmessa ' t | s L.ndependent  of
The f1rat party.  hociereeuFed Jorih FoBeEy e b bicatBh ookl RERITTH:
i ndependent |y conf i #M&¥Ried Rallai rbaice yipneti deerypiablef byt the firattpyrbt, itk baddnat

choi ce received f0rpérf}?oryﬂé%teb%)lléaﬁm‘éBLI-\%riﬁP' |l ection authority, wherein the

encrypted ball ot choice is not decryptable by the first party, the second
party, or the vote collection authority. 38. A nethod in a conputing system

f firm ' of , a ballot choic sel ected by a voter, conprising:
sending (o a 1t » Serprighmefor defics undes i ntil ef 8 Nolee KapiAbingea onta

conf i r matstrturelfor coufitaring feosiptoffd allot SRl sefaRcbyh Reted chinpiisifd: bal | ot
[ order; and sending to the

choice confir ' ssages ordered.in a first :
first recipi egh'&?goﬁﬁgﬁgﬁ@e&?mH?GEB(F?JW@ _@hfi{ﬁtn_ﬁ?rty_b g cprfewli %ftthﬁ%*ﬁt from
the first conmmuni caiohﬁnmftiohanmﬁgafooaﬁrfnliﬁgmfel !Ltqiend.;y@s/dadql mi di%g??ﬁogﬁ% gtigg e; hea
first voter indicatingng . for eac pl ural i 0 lc ,
position in the fi rdsap&o?ha'é? rg%erweélﬁ’ rltﬁﬁ VQ%BEY Iad%;t- WP@@“&‘HN"‘%&F‘# on nessage
correspondi ng & gecohe caﬁirrrﬂtidlname%a@m ceiged ﬁ?mlga s{)d&a?cri] gﬁuﬁ {hlsag @t,%c{)e?g?(p%rg 32 t g%/
use the identity of .t ot. chpice sele . A
with the confirmat iognmgi @t%k anagﬁny@%i%’gfet"h c%dg'ﬁ‘t |s¥§/°']dn CPRIEMEtPH iMeRSAPBN
di ctionary the bal limtepehdertly aofifningrahé anenegited aker sfehposdypied Balloie
bal l ot choice sel %ﬁ&i@g rgé/ei\}e@efoy %tee\;dter by the vote collection authority, wherein the
encrypted baliot choice is not decryptable by the first party, the second
party, or the vote collection authority.

38. A method in a computing system for confirming receipt of a ballot choice
selected by a voter, comprising:
sending to a first recipient via a first communications channel a confirmation
dictionary for a first voter containing a list of ballot choice confirmation
messages ordered in a first order; and
sending to the first recipient via a second communications channel! that is distinct
from the first communications channel a confirmation dictionary guide for
the first voter indicating, for each of a plurality of valid ballot choices, a
position in the first order containing a ballot choice confirmation message
corresponding to the valid ballot choice,
such that the first recipient may use the identity of the ballot choice selected by the first
voter together with the confirmation dictionary guide to identify in the confirmation
dictionary the ballot choice confirmation message corresponding to the ballot choice
selected by the voter.
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34 15 OCTOBER 2004 39. The nethod of claim 38, further conprising sending
to a second recipient via the first conmuni cations channel 18 GE@TORBER 2004
confirmation dictionary for a second voter containing a list of ballot
choice confirmati on messages ordered in a second order, the second voter
being distinct fromthe first voter, the second recipient being distinct

from the firsj, recipient, the second order being distinct fromthe first

order. 40. A c@mutT&%”@b@%qW %ﬂﬁﬂeﬁpﬁ'ﬁpﬂ%&ﬁﬁfﬂd'@ toga pegandiregipientc e

sel ect ed Viy i fireDésMmuAioaTINs Thalhel A Jecbid coRTRMEHHS SibMhaty fof ABEAIPIRS t0 a
that sends to ient ‘a confirmation

first communi.cation annel | S | a reci

dicti onar?f’rﬁ%'?ﬁ‘%iaﬂﬁig?gaﬁqqscpoﬁﬁ a9afirmstiog ﬁ@ﬁ%@ge%ew}érmta serord Psdgethe
order ed | sbodnd Wofef beigistindfifiof hE TRAdotdr AHRHe28h Feckirh YBLURIRE b 2
second co ni. cat i.ons channe distinct fromthe first

. | that is c )
comuni caf'f I regpieHetne srepnUHBLbeig diglingt Femghe fitst oelesont i r nat i on
dictionary guide indicating, for each of a plurality of valid ball ot
choices, a position in the first order containing a ballot choice
confirmation rssadecenpuiingmsysttinn fprtconfirhing/edckipt bod batiot cheite selectad by bhat

the recipjpit m@ﬂ the identity of the ballot choice selected by the
vot er toé)g%}h%r rls'E@ethe confirmation dictionary guide to identify in the

confirmation di tnst taranyissiom eydiernl cotipletido adirstanfiniurdddtions oksm@Dthat sends

corresponding to t : chqj d by the. .voter i (Jh .
conputi ng system OFSC;%DE.‘%JII‘F?%H é\)\%é&@ﬁ%%f@%@%ﬁ&%%ﬁﬂ%agﬁ 8ﬁ%a§ s&‘@'ﬁ‘?sends
the confirmati on diconfimriion mpssdgesrderadvma fiest ordesaarel. 42. The conputi ng
- system of clai WhshEd 0 r 1 ssion system sends the
confirmation dicti Sna.r rg%ﬁ?@ﬂ%ﬁ‘gﬁ‘a&gﬁéﬁd gﬁ%%l%ﬁh%g@gég{ca %“3&31"‘&%&'%04
43. One or nore gendigtinead froat the dirg) sainmunitationsatiaentlithvat] sgndotovhy retipient
random zed confirnptd gt L t.a .St ure, rislng a.sequence
of ballot confi rma{? on sgigﬁggﬁﬁ?\{%g@?ét'ﬁ%éﬁ@hehgaﬁal%ﬁﬁ &o lf"ﬁg%‘ffls‘@ﬂg
strings each corredgletdehnicaso aa pasifiérereribe \fiadti drder containing a ballot choice
confirmation message corresponding to the valid ballot choice,
such that the recipient may use the identity of the ballot choice selected by the voter
together with the confirmation dictionary guide to identify in the confirmation dictionary

the ballot choice confirmation message corresponding to the ballot choice selected by the
voter.

41, The computing system of claim 40 wherein the second transmission
system sends the confirmation dictionary guide via a voice message.

42. The computing system of claim 40 wherein the second fransmission
system sends the confirmation dictionary guide via a postal mail message. '
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bal | ot -choice, the order in which the ballot strings occur in the sequence
bei ng randonly selected, such that it cannot be determ ned16iQGTOBER 2004
separate confirmation dictionary guide which of the ballot confirmation
strings in the sequence correspond to which valid ballot choices. 44. A
method in a conputing systemfor delivering a ballot choice selected by a
voter, conpri si n a client computer system encrypting the ball ot

choice with a 1‘ rsth%EF Bore genalsH deta signatethat pellsetively copuines sandomizedr st

encr ypt ededrdirthationc GperReN tdate rmwmte '\ﬂ)lﬁﬂ}%mgah | QlqueRQl o bMIdthcehfinRsiIRd
secr et kn wn onI to t the second secret chosen | ndependent |y of

the firstSURS @t ubset OfB%E?'l?E gonfirgation striags. pIGh exirasaPIding @@rﬁlﬁﬁaﬁt valid

gener at i nialiat PHaX, HiGLEMBS I itk thd Pallot tihRgd bésk wﬁmé AR I %‘)%
bal | ot cor onecgts are encrypted fromthe Sane ball ot choi ce; an r¥d| ng

the first® econd bal | ot conponents and the proof to a vote collection

conput er Syttt canbiiGe YSteMIRBYH WRRbINGRFRY LB firLELE Bt ]E; b\@ h
whet her t em% 8@[%dem)nstrat es that the first and secon encrypte al | ot
e

conponent 1SPPHREAtioR o$HiRgRe I é‘Fl% sgauense carfesperd tarwhignlvalid fativte
proof denghasdesates that the first and second encrypted ballot conponents"
are encrypted fromthe sane ball ot choice, accepting the ballot choice.
45. The nethod of claim 44 wherein the first encrypted ball ot conmponent is

;g)rer]anreat anch ? ?/ple%gat ?%/e or er%”&n&kﬁ[fhg‘@ﬂ&e% fgﬁg‘?ﬁ'tvgr'Q%%Paﬁx Cgo'ﬁe ﬁﬁ'lev\qnﬂ pm ? ; I
di vi sor o vqier. campiisi®:(g); a G Zqg is chosen randonmly at the voting node;
and mis the t?ﬁlalcﬁént%ﬁmpﬁfer@{?ﬁewer ein 36 0 15 OCTOBER 2004
encrypting the ballot choice with a first secret known only to the client to
generate a first encrypted ballot component;
encrypting the ballot choice with a second secret known only to the client,
the second secret chosen independently of the first secret, to
generate a second encrypted ballot component;
generating a proof demonstrating that the first and second encrypted
ballot components are encrypted from the same ballot choice; and
sending the first and second ballot components and the proof to a vote
collection computer system;
in the vote collection computer system:
determining whether the proof demonstrates that the first and second
encrypted ballot components are encrypted from the same ballot
choice; and
only if the proof demonstrates that the first and second encrypted ballot
components are encrypted from the same ballot choice, accepting
the ballot choice.

45.  The method of claim 44 wherein the first encrypted ballot component is

generated by evaluating g” and A°m, where p is prime; g€ Z,, which has prime
multiplicative order g, with the property that q is a muitiplicity 1 divisor of p— 1; 1 e (g};

ae Zq is chosen randomly at the voting node; and m is the ballot choice and wherein
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t he second encrypted ball ot conponent is generated by eval uating the
expressions g" and h 'm where h E (g) ; d E Zg i s chosen rMarmaGriOBER2004
i ndependently at the voting node; and mis the ballot choice. 46. The
met hod of claim45, further conprising generating a ballot confirmation by
eval uating the expression Vi °~ KKm Were p is prine; g E Zr , which has
prime multiplicative order g, with the property that q is a nultiplicity I
di vi sor ofegecond engiypteqd ptiottcomposent is giesemtedobyt bvealymting rthel expriesdionss g°
mai nt ai ned as-.a secret; Zq and dc-4, are chosen randomy and
i ndependedftd ¢ 4t wheie h/@zg S'g dnede; isKhosarrantprafgndandepantisntiyng thabbidig
choice, and, b val uating the expression - and wherein these two eval uated
expr essi d?%deag'@?%fﬁth?gaégﬂéh@w-ent ‘conputer systemas the ball ot
confirmation. 47. The method of claim46 wherein the ballot confirmation is
decrypted by evaluating Y where p is prine; g e Zp, , which has prine
mul tiplicativettor defheq, methodl bhecigiropes, t yurthbat coimprising? dBietdtiRg i @i hinck

i's

di vi sor QfnBrmiatibn bgreg?'&%getnigxg ti raised to the power d which

mai Nt ai ned s A oee f3¥9"E zq are chosen random y and
i ndependently at the voting nodpe_;: iz kg shi "Zqg; and V,. is received as
part of the ballot confirmation.” “48.“°A conput er-readabl e nedi um whose

cont ent s Wh&e9 ie pRfPYt 70 | Sich itk gﬁﬂieﬁﬂlﬁi%licgﬁ’vfeb&h%ro% “ﬁtﬂ‘ﬁ?& §W§§h§@’{qf€ P X 2

voter by: encrypting the ballot choice w ITs ecre
the cliend ot Qul i Frst .en eq- bal I,ot .conpopent; a 37 15
OCTOBER 2004 Sngﬁ"%ﬁ ﬁ'é,"steiifé’t Bar o %i(%ic?%'w taiSERL 10, the ghsyes Wgt’y‘hﬁs only
to the clh@ftbinelX8 a S6GAF £r G [ ndently of .the first secret,
to generate a second e%{g%%@g@dg %I#Ig?fg%an%%%gﬁ{?n%mly and independently at

the voting node; K:0OgUO); D,-DZq; and m is the ballot choice,

and by evaluating the expression

Eﬁf

— and wherein these two evaluated expressions are sént to the client computer
system as the ballot confirmation.

47. The method of claim 46 wherein the ballot confirmation is decrypted by
evaluating

v

13

Ry
where pis prime; geZ »+ which has prime muitiplicative order g, with the property that g
is a multiplicity 1 divisor of p - 1; A e(g}; ke is h raised to the power d which is
maintained as a secret;, a e Z . and (TcrEZ"ir are chosen randomly and independently at

the voting node; KO0gO; E EJZq; and Vis received as part of the ballot confirmation.

48. A computer-readable medium whose contents cause a computing system
to submit a ballot choice selected by a voter by:
encrypting the ballot choice with a first secret known only to the client to generafe
a first encrypted ballot component;

o
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generating a proof denonstrating that the first and second encrypted ball ot
conponents are encryptions of the same ballot choice; and sdbddGFOBER 2004t
and second bal | ot components and the proof to a vote collection conputer
system 49. One or nore generated data signals together conveying an
encrypted ballot data structure, conprising: a first encrypted ball ot

choi ce encrypted w st secret. known only to a client conputer

th fi
systemto gene?'é‘fr%ptﬁ'gftﬁ? #‘@n@% WHh 3a$9c9nd ssRigbkaewn oalystecihadlientc fept ed

bal l ot choice encr ygsofld wiechst achoe60 MHepRaddy TOME B9 ¥edrdt tb *b’en%Ht@%t
conput er system the second se reﬁ chosen i ndependently of  the first

secret, and a proof Se°QAd cacRpted palotcAmpeaetot represented by the encrypted

bal | ot data stgersrating aeptoble demoHSERAGOMLY O &F8 ARE sBERRT oHSTRBS tHaAbES
that the first and second ., encrypted gal | ot- choi ces are encryptions of the

same bal | ot choi ce. “HERONRNTEARERCTYRiioRs O Heuranfpaliptensines erdr ecei vi ng a
bal | ot choi ce sekifgithd iRy an@ s¥E3RY ball6PERNbSHRR: adBEE ¥ddt % BC‘MBE%@JJQF!"?QE

conmputer system a first encrypted ball ot cholice enclypted

secret known only tPMRURI SYPteBht to generate a first encrypted ball ot
conponent, a second encrypted ball ot choice encrypted with a second secret
known only to the client, the second secret chosen independently of the
first secret, 4hd &g evfmorangenentyd whata eignble topeibtr demmiybigr & @Bciyprl t he

first and,sHeceis sENGHLPLEH r%?rkﬂ-()t choi ces are encryptions of the sane
' I hg the Bal | ot

bal | ot choice, acceptinh choi ce. 38
a first encrypted ballot choice encrypted with a first secret known only to a client

computer system to generate a first encrypted ballot component,
a second encrypted baliot choice encrypted with a second secret known oniy to

the client computer system, the second secret chosen independently of
the first secret, and

a proof; and

such that the ballot represented by the encrypted ballot data structure may be
counted only where the proof demonstrates that the first and second
encrypted ballot choices are encryptions of the same baliot choice.

50. A method in a computing system for receiving a ballot choice selected by
a voter, comprising:
receiving from a client computer system:

a first encrypted ballot choice encrypted with a first secret known only to
the client to generate a first encrypted ballot component,

a second encrypted ballot choice encrypted with a second secret known
only to the client, the second secret chosen independently of the
first secret, and

a proof; and

only where the proof demonstrates that the first and second encrypted ballot

choices are encryptions of the same ballot choice, accepting the ballot
choice. '




