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One of the most well known methods for providing data authentication generates an
authentication tag or Message Authentication Code (MAC) through the use of a key-
dependent one-way hash function. A one-way hash function is designed such that it is
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level of error-propagation, a one-bit modification to the transmitted ciphertext results in

some amount of randomization of subsequent bits in order to provide enhanced

manipulation detection. One such method, Propagating Cipher Block Chaining (PCBC)

was designed to fully propagate a one-bit modification to all subsequent bits. Since its
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[0011] The invention in question can be implemented in numerous ways
including as a method, a system, a process, a device, a stand-alone cryptographic

algorithm, or a mode of an existing cryptographic algorithm. ~ Several inventive

embodiments of the present invention are described below.

(5]



[0011] The invention in question can be inplenented in
numer ous ways including as a nethod, a system a
w@e@cesd72 a devi ce, a stand-al one crypt ographi BCT/US2006/029796
algorithm or a node of an existing cryptographic
algorithm Several inventive enbodinents of the
present invention are described bel ow. WO 2007/120172
PCY 6&@%%%@%&%@%&99@} pke@emﬁv&ﬁeﬁdd ABikbd %r hli-stage data
present invention, a nmethod for nulti-stage data
enme'p‘aow parido putettication eist d@@tﬂdo wheesin efach estagehds ed rpsewdsirandom

e i orandom_ pernutation
perBiRin o L hRbs SEMGRS L SERy bR gediinh aiftetatal, partitioning
the ﬁﬁﬁé}@t'lﬁ’t@' di@al di %l@ﬂn@éx'ﬂ'bﬁiéks | Jakeine Bliédach iphentBkibiBdkethkough a
| ocks, passing the each plaintext block through a

sequeagu @f ceseedorpsiont permaetianse madifyingoths sthtﬁswffyﬁhﬁgosw@random

v 5%, S RS PBECHISE SR SR 1k, NG RBEE e

crypibtaplagnankbles ¥ahi giblveieh eacke ofitpuhbbnd Stagehfn ehet @qﬁemfe and
one st age in the sequence, and w%ener at i n hert ext

gengrpiing cIRBereRt Siom e caRu ofleashnplaintexh black’ sclial i °es€1aﬁ1@uld be
note:jlg%lgf &b’éu%opﬁd%rg e“?ﬂu{a@l@}l RREH lg%ﬂﬁh&%ﬁ %t@lteésonsf h@r;ﬁ"esent

y consi at el ess. resent 1nvent
invsntlemtcmteelrmltat wiqlllbehefdrleﬂeto rag dtattes mstenmg eamkhyessﬂha:tramglsed to

riabl es that are_ use nodi fy éhe i nput t

h .
mod eliadriide ﬁﬁﬁ’e?%’?ﬁ@%ﬁa’ﬂ pgrwfétl%e Bpg i hterdhdasse variables
direc\é@g t§$h 91!1 B\‘ﬁc&{ dhchfp fs&ﬁfo?ahﬁgﬁx é@ﬂﬁlﬁ%ﬁttloﬁf th@%ﬁnutatlons can be

oran ermut ati on e pernutations can
seerszfsdmvagstbaiw ng states. [0013] In one further aspect of

h t t i npl
0B3RBT B o e B R uaton of cct
psedﬁ'&érﬂdﬁhle Sfmuthgon @4 B Bhicved BRI el BY malltipledf the following:
per nut atl on tables al so known as S-Boxes, using

genesling i shiftec r poymotptiaphiteblesl gdsa tinesvn i asc| UBP¥RS, bmln&o@msﬂng
e
crypg#%& hrlgn%dg a’ﬁﬁ%s’i r;R%? lé(}rl\}sgﬁ ngQgﬁhsnéllzr\(@g% NPo’r sgcf’og% IDEA,

TWORISHeorfeldctibgicaliysipgdémeoitidghdaspicalserys.i nvention, the
nodi fication of the states of each pseudarand

ped A4 tln e Brtherceinget ehle BS‘?S?%IIPYRM“H@ Ef}“remﬁg’{acé‘ii‘?? of the
statdrelch Welil IQI?dJn?{)ﬁ‘Fx{Lgﬂrotn% Qécohgﬁeps 1%y fo'fll)ﬁung tho ?)attern which

pattern Sut i nes [ 'ow ng e sta
willbheefeired to psthe ilZanbtd mTjhe patitratutimes therfoliowingdtdpy. t he

ou o) e . next | ast pseudor ando

Pertbisitr oh e heoddatdn pf o e huthe pphof the

pemEt BihOons [ﬁé@dd@ﬂbﬁi Fdmbatibhe output of previous

pseudor andom per nut ati on.

b. The states of the middle pseudorandom permutations are modified by the output
of previous pseudorandom permutation.

c. The state of the last pseudorandom permutation is modified by both the state and
output of the first pseudorandom permutation.
[0015] In one further aspect of the present invention, the method generates an

authentication tag using the final plaintext block’s state variables. The generation of the

authentication tag is accomplished by either concatenating the final state variables or
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encrypts message, server decrypts message.

[0020] In one further embodiment of the present invention, a data decryption
method that is the inverse of the multi-stage data encryption and authentication method is

defined. The method comprises the steps of: receiving ciphertext data, partitioning the
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Description of the Draw ngs i )

[0023] FIG. 1 is a first flowchart in accordance with a preferred embodiment of
the present invention;

[0024] FIG. 2 is a second flowchart in accordance with a preferred embodiment
of the present invention;

[0025] FIG. 3 illustrates an encryption system in accordance with a preferred

embodiment of the present invention;
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em%d&%@@?@%‘%%ﬁaﬁm %ust rates increnmenting counters

in accordance with a preferred enbodi ment of the
present jnvention, ai | ed Description of the

Detpiled Rescappt Mdpﬁ-gmferred Embodiment
[0034] FIGS. 1 and 2 represent two versions of the flow chart explaining the steps

of encryption for the present invention. FIG. 1 was the original diagram as can be found
in the provisional patent of the present invention. While maintaining the essential core of
the invention, FIG. 2 is the revised encryption diagram with a more clear representation
and the elimination of unneeded steps. Before explaining the details of the revised
diagram, it is good to note the difference between the fwo diagrams.

[0035] The original diagram uses the term Variable Exchange Table. (VET) which
is now referred to as the more generally used and understood term, pseudorandom
permutation. Furthermore, what was originally denoted as a VET Setting (VS) is now

referred to as a state variable (SV), and the Output of a VET is now referred to as an



[0034] FIGS. 1 and 2 represent two versions of the
flow chart explaining the steps of encryption for the
w@e@ganti7i nvention. FIG | was the original di BQrEs086029796
can be found in the provisional patent of the present
i nvention. Wile naln ai |ng he essenti a
mt%fﬁ)@aam@wm%ifﬁphm @rla@ (CYhe E\F?%T@dhaé/ﬁct?e)%tm?fﬁﬂe‘I for ease of
(g# Wwith a nore clear representation and the
I'mnation of unneeded steps. Before explaining the
det Ei0B6] BIG.t heountewmi sEldof e a;gnnarstep’s tasitbe goostdtdiagremesxcept the
di fference between the t ranB The
gen&rqt'@rlrpiﬂhedw& e ee Y fistigarign intie Veales 500
At QﬁéE’EQneMF éahmlgsfonn@ﬁ%hceeﬁr@w%qaﬁ &téﬁ %Haecrypcb ngﬁ@%@hét}i of the
used and understood term pseudorandom ~permutati on
preFamft tifnesntron ayas\ebidlt undetermitiedi nal drdern otrepenagte £olEE uncertainty,

ot St 228, A s e e fnR SRl PeliR®actie the
corﬂblﬂﬂﬁ&QQ?ﬁel&Qﬂlﬁ?of Wﬁﬁﬁ%@&@o%@gﬁfiermﬁ%ﬁ&f@ﬂh R AES keystream

pt ogr aphi c vari ab he terns have been
thr ianjegelusige ore@é@Rbﬁmcum@rm@m|cnglertp>oo§©]d gdditional Steps were

tai |1 te a
thoggrﬂ f% %?rﬁl% %8& ff‘ %}qm%}f‘t% hgr%glutaﬁé 'l{él c ulrtzlgr tc:§ns1 1on and
eva&mdoﬁ hﬁvdt @litnirakddz thel wed Gbr bdie aﬁﬂ@bﬁalvﬁépsalah@?eh&él@re th8y have
the tine of subm ssion of the_provisional patent, the

beeef}rr;@moagc} Aismn dhes rovasegt fiagmm: hdNotp rt%@ewreﬁmpéimg 8PSk the two
s hatingle I or the
dia n{élerh?al nt ;i/l%hmb | tPéo%n%r@?e%ég‘ﬂ%ggﬁwtzgﬁd 150 were
add@d3TjoFithe dlostryipd therstepatiredd védoinf ac eddrygton diriﬂmdlment of the

conblnat|02Fof he out put of the flnﬁ ﬁggoran
pressat P39 eéﬁ“‘%\ﬁ@‘%ﬁ &)d CPUHSh are 9361831 (. oraer {0 initialize
the %%Qd'é?dn&@m OferfotfidRbnd HNELe QI RDSPIHADBIGE EhdPRSE Siplinitializes the

addi tional steps were “thought to further protect
state N@rlahlwa@dtcexmtelfsr\mh at nenck $00 Whmqhhe desmibscﬂ dm”ruahemteahd FIG.

Fx‘ gqmtg e %lqglﬁeéfp ??ﬁg g]tegﬁ'ét el % 15 é)ﬁﬂbmed with the

1n1tfaﬁHé&/ Qs@atéf()mdbl@ ReYi sieppedi aBloagh é\bﬁe&?leb h@f four pseudorandom
correspondlng steps in the two diagranms have been

permytiened3914 sr&métv(lmn 1ths fast ﬁé&lplawasblp@k 275) . Bebwg7he next
plalﬁ]!r?gt gl%cfcl %H%%: ﬁz]rgfﬁte'ﬂh?nesgt Qlaﬁcrlb\{% Xl‘%q,l Qtean sﬁlgctﬁ%( %t%:r?&dlate

fesen i nvent1 on.
crygtofgrayphiavdrislen260. ﬁhs dyoRd@atiZeB 265 aﬂdtﬁﬁ foo all plaintext blocks.

lnl t he pseudorandom per myut ations if_ necessary
Optinyg I&ﬁg gl stiearapiables sepe FRMPIS o Gy Hpautheniication tag 270.

Thevc?é'télﬁlbchﬁge %% gied rgn@ i tl 4 gﬁ:gcrﬁ)gg &M‘ é:rlé%tbls extent in the

descr urther et ai
nexpdilagnanext I's acquired 225, the first plaintext block

's [88:%1 Iﬂ&d 3Wretpr}esents an encryption embodiment of the present invention
wherein m plaintext blocks P; 301 are each passed through a sequence of four
pseudorandom permutations 303 resulting in m ciphertext blocks 304. In this
embodiment each of the four permutations 303 are keyed with different keys k1, k2, k3,
and k4.The embodied method includes the step of initializing the state variables 302 by

passing an nonce 310 through a randomization function 500 that is discussed in detail



initialized state variables and stepped through a
series of four pseudorandom pernutations 230-245

wo emaliziimy in the first ciphertext bl ock 255. Bef/O8s®06/029796
the next plaintext bI ock can be encrypted, the state

vari abl es are updat usi n the i nt er medj at e )

belewyp?)a@? Abshistate, yasi Se§r62‘6‘ ializeq, sthéfifPTeP’@Hﬁ‘WnWQ%k Pez0la is

co@ﬂ (F%g’chftﬁ’é infid] swabéﬁa% sPh 0% Q5 Yor aﬁﬁ‘@ion where n
I nal state vari abl es can bec to form

is theishze tfiacplhingext théagk2 70he refie of emdldombalfatxbh as paﬂse@l irgd the first
on net hod_ar

pseﬁﬁ&%ﬁg&tpeamg@?%ﬁl[ g%gsr%&:l%?g g%l %étgyrg%dgeﬁ% gggﬁégrgp ic 'variable
Ccven C(ftB(eP&r'yﬁﬂ'(‘) ?eﬁSJHQd&}aﬁ%'lE b@fweteﬂ @h@ﬁﬁ? ?é’éhdbﬂaﬂ&’cﬂﬁ b&Mutation Fk; 303a

ein’1n plai ntext block are each passed .
andtthe wghd Hks o Ndmclnwllf bmﬁed ﬁpm@mjm mmmelemjplamam block P,

03 Lt bl 304.
0tFe GO B P PR P B2 Aocomig 81 dy gpoond
initiflibe diatd oar@ible K§YS 363D th%ugﬁgnodu%dznkéddltmeam%b&%to the

met hod includes the step of initializing the state

secqutt ipagHdesangom myrmtﬁafs@i Az S¥3horeseltigd Ont GV8agh Ahe encryption

corf A BB 30 WGkl 630 st BB Rt lbtations

Fis S03¢ andVR, Babd @deitie idduilt b, 308d idthe fitst ciphedid-ai lbmcex:tl 304a.
block P1 301la is conmbined with the initial sta
vari0989leFa\the enaypiiamelgihe Rerorlaniext block e ?’wmhméieevaﬁlables

305I Mu n%trb% uc‘ﬂd%?edoljsu% Pralib Zlc%)qne%gféﬁ ?ﬁl LETH I'lb@(ﬁ FRE Girst state

nation is asse into pseu dor aridom
varqahherﬁ).t’ ]at&OGa pFadhcaDddopimpthe engypiivn oftthe fimsdplatreext block P 301a

s aGAeF gt P SR S 1 PR SHAL Kl S 2B O RUBS Ep: rom the

prevFiBJ:s Blodres AR ﬂeﬁﬁutﬁﬁ&? g3k %hl%gglp)mdﬁmaﬁ:@ %Hﬂtmﬁ%ﬁ&g n is the

forward to encrypt the next plarntext block P2
sizeQrat plaigierigblack. h Thheecend stgistviaciable S V21 39@1& gemyrad biyyombmmg

the SB0So08 P ebgrs Vit 58 st D ol Bcare ik Rl s s

perfali@tios €602 (1S @LHR6 XMEOTN JAFt B aﬂlmﬂﬁrlfktﬁe 8fkdbstate variable SV3;
resulting in 231. The encryption _continues to

305¢ s pengrited bypembining dhe pregious [state weyisbdna VA ﬁch with the output

R e A e R e
fourth sGftaaridblO3VY, Bo3d ihgereraed }byldmmb(iﬁmg hlhb p:entous state vanable
al_nt ex |l ock P2 301b, the state variabl es
Sv%e?'%s‘d\gt éagfugwﬁgt Gomabaisatiowalasis Shdermrriopd V13 nd the
curidfS Bélpgﬁfst-grh@ e {drl8le SUR! 052V Afrb I?l (ﬁf\{%l% 30@ftion. It should be
pro uced ow ng the encryptiom of the first

notqel giah thexvalbllaicdn B S3015305a $hglddewcatuedefb§e dwndzalcmlzrt'g)nt bl SV4;
3055; \l/,lll‘t?lgl‘sm()sl‘te a4 while fhe Ic%scr%e% embo Pn%eantvc\;lf ttl?e It)rgseen 1 vpentlon Stores the
state variables SV1, SV2, SV3, and SV4, derived embodiments could entail the same
spirit of the present embodiments without actually storing the state variables. The step of
storing state variables is disclosed in the present invention for ease of understanding.

[0040] The encryption of all further plaintext blocks P, 301b through Py, 301¢c are

conducted in the same manner as the encryption of P; 301a. For example, the second



previ ous block's third permutati on Cv341 t hrough
nmodul ar 2" addition where n is the size of a
w@bk@rnz@xt bl ock. The second state vari abl e SVRAB0S1906/629796
generated by conmbining the previous state variable
us bl o

h t h tput f th i
priRop O, Sht s BneBkBh et SRRl RERn GRS Spene i
plaisteRi B18EK B, 301&%55&&&%@&%9@@& kR wriadRd 30885ahé Frewous state

generated by conbining the previous state variab
\mHSHESBGDZC with the output fromthe previous block's

atl on CV23 oug dul ar addi ti.0
TrdOBRyREGT RarBRo ¥ B PG PhBRIE e Bk vention
whe@&m BipRertd: Q)lcwkﬁ‘(}l Q0% afd @dcﬁ paasreuabll oigh 2\éQuche af vwr hnverse
the output fromthe previous bl ock's glrst pernut ati on

pseudguandomnperapyéations Fxe nd03preselking if; msnlalgte&f évlqﬂ;ﬁ iPai0& In this

emb%é{xt]ﬁile&l%?% ot{tﬁé Polt',lg hn lfxelqﬁut%? r%%?'llt %Eﬁ I'W'tﬂ B Rme keys

tiron o OU occur

usedBf e@ntiypticalic HigaBl Qihe @InbS¥RE m&0&dl 1ncEl¢Il‘e§ loter ﬁ'é{f ef initializing
whil e the descri bed enbodi nent of the present

the piaigevariablgs 402 Dyspassae agmenes ¢4P fthiprel 2 syadomgasiondiyaction 500
that %" gIS{?‘lY%B(% ﬂ?ﬁlé’c‘éﬁ q)eﬁﬂpo%ngg Q%@ st%&%aﬁil B &b L8 ?mﬁ?l[%d the first

resent ments w thout actua
c1ph:ette}rt| bikg;kt ©1e4091aa1s eassad iiatb tes{irsT hevesse gppewaforansibor pemglutatlon Fia™

1037 o T hE el oF S gt ST g gD AR Gy YA Srombed wih
the Rltlal Slafd \;h@irablél Sy Atk tHlofgk fdddla3 91 Ql&ﬁ&@é@@h@f@rﬁ@ e ?1ze of

are conducted in the sane manner as the encryption
a ciphedexiabloFlor proxasipg egn tihermetaind cryptogmpdfo Matizole 78V34: (the

ST RO AT r—

decriybt the neRl @pRérxt blRIcR & mbBCU@tﬁlumgtwmuthertgacfmon of C; 404a,
updated state variables 305 for the pr evi ous sta

CV3fais %s@smgot@e sp@0d 1pverie@suelorasiosadampeaMEBEPY Es.:su dtf3c. The
resuﬁrg}os% 'érs xE&ta%&? X%nt 403§ @bhﬁ’)ﬂledegﬁ %'\/%o 'u@:rr]lg modular 2"

Ci pher 4 are each passed thro
subtstjoe IpCc&infngf(OUEB i NYe¢ decrypoaudartiamsam fpﬂmwuhatsamm patEdtn for
1 403 resulting in in ai ntext plo

k
the EYREARARIAS TWEER RSPU merm%wglé%pgr mba%q mr-‘?&ga where
the A3 ¥, KeAGsh \M E(;}nfnlﬂgd %{TPSWQ’ %02%%@&%'@0&&% 2" subtraction to

encryption in Fig. 3. The enbodi ed od 1 ncludes the
procklbeﬁledirsupiatmieatblmck@l 4@1ae state vari abI es 402 by

410 h. Lo, fungt

P o8008 rB” e i Gatial ohe me o re RRENTE CLitlib. i Febles

405 Vrﬁvﬁdtaﬁél @ﬁdaf&&ﬁ ugh€ 4 Kedbald AR6haride afs,lmt be Gefdiiet €XThe state
bl ock C1 404a is passed into the first inverse

varighle S§dn éﬁﬁmmrpémwdtfaﬂmmgﬁha_decwg‘@@l offthe firsk giphergxt block C,
404%%%%@56”%{’(%& yhgorr?bl’{gfr)l[gatﬂg pre ousngfétat\}aggblg Wlod'éﬂ)%g \*/1§h the input
from the previous block’s second inverse permutation CV34; through modular 2"
addition where n is the size of a ciphertext block. The second state variable SV2; 405b is
the output of the previous block’s third inverse permutation Fio! 403D, Similarly, the
state variable SV3; 405¢ is the output of the previous block’s second inverse permutation

Fis' 403c. The state variable SV4, 405d is generated by combining the previous state

10



the initial state variable Sv40 402d through nodul ar

2" subtraction where n is the size of a ciphertext
whbk@ck2@roduci ng an i nternedi ate cryptographi CPOERUSED/E29796

Cv341 (the cryptographic variable between Fk31 403c

o B0 S B S S S Ko
CVEEGIMRhL AR blotk4QhRe var¥BAIVi Se0Basseshdhnhed e addition. It

second 1 nverse psuedorandorandom per nutation Fk3-1 .
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403¢ i mbi ned .wi t V30, Usi moduyl ' : :
svASBAL SoRBIRERE St AR BY B iFresen vnyin sors
the bt RrkhoMs E0e, SYMESPRLMAIIVS, @brivddnieniodimereseould Rgtail the same
I nver se pseudorandom pernutati ons Fk2 1 403b and Fkit-1

spirt @@ sheresent emhedimestgvithent mtually skmmg the stateariakIgs- wi ¢ step of

SV10 .402a . .usi-ng. nodul. " ' -
R R e
dequy43]i THe dkryiphion REX! faithdradiplexiextblodls G240 througheC., 404c
state variables 405 nust be updated usi n% a fee ba}(l:k d
are perchigied dmthesavieimanper adbe Argfioniidldne ofgrAR, g1 secon
i ' i f the fi
ety B30, B A Gttt g bR S REL MRS RLbASI the fir
ciplepiaki blobly (; ®4ar eibstautng thet epdatedi Sutk oagaliles 402 domihehprevious
the . input fromthe previous block's second inverse
state, Batialeft408n CV341 through nodul ar 2" addition where n

s ' ' h&¥dn dH R atidd18itRE N6k IS¢ AlhBomizing a
var@gﬁleFlg\e/%%ﬁlﬁ%rSa%S%%tﬁe noutggutagflé‘ﬁthe pr evi%}bs omeine

nonbé aciksed it FIGS 3,y 8rand iferThetpurpase sEl functign dpto initialize the state

Sjmlarly, the state variabl. V31 56m].S t
varighl% 88 sinidiie Gt CRRIG AL el S hi o me
ﬁm&i‘cﬁ%nﬁ%%@ -a rhho18 e in®el ahi indleRedibledtibe, bisagevauatetbng as it

by conbi ning the previous state 10 WO 2007/&?20172
has POT bR 0TS/ BATeIE the apnten| of asgiyen kow@- wit Hopldebs Apjgt that the

from¢th revio ck: s i t:

rort 3040 R0 P RS i Do L £ BaBE TR0 T o

N; 3005and pdaseagth bioduklabugt' a aethiendeosf. mIpseudshandbh pemnttieds S03

that the cal cul ati gn of SV1ll 405a ghgul#g occRLﬁ? bea%{?e "

resulfieg ayauAsAhatdRe Bied Imheriniiss setuiaf Dot MRt YRRIOR 0 eeryption
ri the it BduaPRi-BH BI6Eks. The

A A SV e e

nunsiveb odibieeks sn endi ke mmotzr lof tpsendosandomspeirmirtations ghgwst always be

present enbodi ments,.w th act ual |. tQrin h t
the gap?. a1 the prasgnt %t{lnl%%in&ent @t’{&? f%téal‘flgfl%(%/neél\l}gé?na%ﬁl issgquéf £ The
ran@d RGhRSER kbt 1S s BE@SEMhe FotY @Bl @itidne Fx &S &vitlf different keys k1,
under standi ng. [0043] The decryption of all further

k2, &B pirak ltde xThedmlddiedonethod pnalydes (qlgehst@ of iniphiging ghe state variables

5022‘[8212(;90%%%& Sié‘glh%ﬁgfeeéfs) .aﬁggglgggaﬁ%%iaﬁaﬁg 59? Gfey iﬂ}daﬂgecﬂ fthecﬁrst block
N; 501a is combined with the initial state variable SV1, 502a through modular 2"
addition where n is the size of a block. The result of said combination is passed into the
first pseudorandom permutation Fi; 503a producing an intermediate cryptographic
variable CV12; (the cryptographic variable between the first pseudorandom permutation

Fy; 503a and the second Fy, 503b) which will be fed forward to encrypt the next block N,
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ci phertext block C2 404b is conducted in the sane

manner as the decryption of the first ciphertext
whbk@eh20T12 404a substituting the updated state REF/UsINE829796

405 for the. previous state variables 402. [0044]

5015;&?&?”{5{9%:@% 3 cfggﬁagt%ﬁgﬁ%cglog Sof &\geg&ﬁ a(tl*ﬁ??gs rc‘:'g}n'bﬁﬁled with
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intoy e edeandalps@dpsandens. pwtﬁm@mrswhpmsumgt e CV231.  The
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perBfhao®s Fa SDBG af® FL4851Bd0®h@e ghe/ fRulk ©F F@)SOSHHS ﬂﬁOﬁlﬂsd Ch®. value
noted that the nonce need not be secret.
CTRIyi 3048/ lzshovlsiber nnited thahsqseg eaRodmenis fiag r\?&}lﬁfethﬁ gewpratpd CTR

5040L,R%ks N 501 and passes each bl ock through a
sequence of m pseudorandom pernutations 503 resulting
in [OMﬂ%rtthmﬁembmchMCSﬂlb theatata1variahles $685 wpusobe bpxtalned using

s elbagl S G 0] bF GoP bR | Ti B EHAN S0V NG produced
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per trons mnust a be he sarre In
prepows etate eariedtt 8L 5024 rveth thiet batbiriz Somothef pumrtousrbloqln s third

RN P .
secd?ﬂ’l statlé 2/ar1lﬂﬁe sand, kgsp iheneakadiyesbnmhing dhd Eﬁ‘e‘viéﬂ@%tatté?earlable

initializing the state vari abl es to a
SVZao ﬁ@lla mthstb@ lputpsit Fepothe@edowshelogl’atlisstwngraigies G321 through

i I | z ir b Kk 5
oyt hifit £ R b5, el e BRE apphe St SOSERT Befifthed by
conibidbit ake Brevicd dthte onrivblerSV 3y, 502t heitls tireowputafrbinothk . previous
The result of said conbination is passed into

blogi's secqnd ePRIBIUEIBNE N mikrabely @@@iﬁrsésadcb%lauc?a@ fopth state
vanhlSlE%f\FEPd's (FIS ShRL QG Eélﬁbl \{'%rﬂhﬁ(? ﬁxcga\élﬁéte(\;a fole S 4n1 502d

cryptogra ari a et we rst pseudoran
witlpthe routpat ﬁom thEptevﬁﬁ@ blowkth firsepesmotatidn ERVA 25 @ﬁbyhewhrrcﬂtt block’

firsg31o 0o 0} Fe MO USSUBET030v08 M. IEaRh A tha te

calcMatiBn t be gendosiszaathQid f siet | QForRf tﬁ\J c§l@111§t101@vc9¢238\14§2 5054.
conbi ned wt the second initialized state vari able

Furtefnire, $0ile thehderggbechombodiment ofithei pricssnt arvgnipers stoees the state

s 1S 5c00S RIS ARTBIL BRI S0 by i o

the pRE4R WnibbainseRiEwRBS It QEfallPEtoting the\Rate @BRAENJThe step of storing
pseudorandom pernutations Fly 503c and Fk4 503d where

statg ysiabkes s dlselpsqdkm thsormesans invRetian fos easepRugdgrsiendiegrR1 o

ﬁggﬁ%dét%h;:eﬂga;{g{;’mlgﬁ%&g%? it Ridfhes QIEnEAPAGLIERE S0TBYinARieh N,
501d are conducted in the same manner as the randomization of Ny 501a. For example,
the second plaintext block N, 501b is conducted in the same manner as the randomization
of the first plaintext block N; 501a substituting the updated state variables 505 for the
previous state variables 502. After the four blocks 501 are each randomized, the resulting

state variables SV1o, SV20, SV3, and SV4, 508 can be used as initial state variables for
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504 val ues. [0045] For the next block N2 501b, the

state vari abl es 505 nust be updated using a feedback
wore@hnaziizm as wil | be described. The first star@r/us2006/029796

vari abl e SvVin2 505a produced follow ng the

a hZag.| f dl [ r
FIG oS TD T SR and BulinE PhndBBRt Dhen BRI (I S50, and
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variabl e§S. The step of storing state variables is
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501 are each random zed, the resu st at.e

: | t.i.n ‘

previpasly asmeted\ashentvaiinn Byabl S4nin SUBOL bn Pl Bl Said
ichfid | iohak i ARkaRd Rk 899 islaQlded in FIG. 6.

auth%?%b%l@f%%gﬁyggﬁﬁgl% % 2 9,n%0. il arl y, the )
The fiasludeciypgion dimekoivn A6 $02d preduceCTRInaCFRRoyar@PRE $03 avtdch are

CTR40,504 can be used. as i ni.ti.al unters for, FLG,.
concgiegeiod (R BT SEREOTB O UaERAd Al 4o 10 ARt o dOleRtRRR t2e AT
805 TBLAPHs TRE SRS ahtRBe@Mat was encrypted, while the newly generated
authentication tag AT* 804 identifies the received message. With the two authentication
tags, an integrity check 806 is performed as follows. If the two authentication tags are
not equal, the message was modified between its encryption and decryption and should

be rejected. Conversely, if the authentication tags are equal, it can be assured with high

probability that the message has not been tampered with and can be accepted. It should
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aut hentication tag fromthe results of the previously
descri bed encryption enbodi nent. The diagram i ncl udes

w@pooabbneyi at ed version of the encryption net hedI/BS®0é/629796
whi ch each sequence of pseudorandom pernutations is

ve AL o e 58 e TR B BuBRR S ax B Doerne
autlfeh{‘@étloﬁt@é & MarTcab! eﬁhe@%@th‘&ﬁ'f‘éﬁger@fa@ing QR GatiRAAtA@dn 8 during
forman authentication tag 603. As expl ai ned

decqyptioi wigsldymatgh theaertchyption gaetherhin Big i7stollewed by apieogréRs check

i nteqr check on encrypted data. [0048] FIG 7
as “}@ﬁlpe%qgﬂtt%g%ﬁ al ternative enmbodi nent of the method for

geneosy]iFIg. oatprasnhen itk |a%§éci & resem nkenti@Swhérsinadounters
t he encrgptlon enmbodi nent . in the diagr

are pdvtedu de shesantmaendr 46 dlep vleb@dlm@nbm ]flﬁ}e 3eﬁbplﬂmxé ﬂ??ocks P; 901

are ?a}ch eﬁasseaqgrou% )2 Itsgciﬂen@%égfoﬂ?&)ke ra‘ﬁggdrﬁﬁ {Fﬁﬂﬁ?orﬁﬁmm resulting

in n@‘Q ﬁ:Qﬁn‘tﬂb&l@ €904, aEastt af ehe ﬂﬂl[‘lp@bhlﬁaﬁ(ﬁfk Fh9edugle I&Wed with
function 703 before bei ng concat enat(e r}%o f or el
dlff%rewem ikd a3, &d @@gk‘volhe Erlﬁbe 160 insthodiipgiudes g gte ﬂm’ﬂa izing

the JBRK Ak @? e§(¥f@r{d c%h?r{e?s er ﬁ%s@tﬁ]}%far&%e 5&j ﬂlgol%i’leﬁla}idomlzatlon

accessl 0 an a serve to I ncrease
fundtioa S00\thitdgs apdn revistisle rigfihedf Oncteethp sesevdriables end icomters are

TN O S
SVI{SRYRh R gh J&lﬁla‘i“?%rdﬁﬂidnn\%éfg §5is3le ADRIAVI BlaBflext block. The

version o decryption nethod 400 in which each
resudtefusundt eomblnlan&re isspaspskinto thnBomppardetandeinoprsmutation Fa 903a

o e SARRE Pl 35 05 Dh PR ot

betvAddh RO §sbiidrindenYerBfiPation U084 @Ad i $debnd Fi, 903b) which
ci phertext 801. Said authentication ta

will dcreefpdo@ewdgter@@epé dhedngxt ifeintgst Diock &n 3&')1 SCompuingeyith the
encrgptl dljtl gf Py OlaTE?fle {gat:lo%ngf erdyvglttﬂ s]ewﬁgdgﬁ\%%%ghstaat?ggx‘?able SV2

ces tTour fi e vari abl es
902b @maglemﬁeldr E‘badfdmcm @ pasdddentol thatécond psegddiind@Bpermutation
he recei ved _aut henticati on tag. AT S&ﬁ,id ntifies the
Fig %Qabgqeﬁdrmgrgs@é{a% t Hisrengetion cpitituss to {RfiPehe fame,Rffepn for the

two g@tﬁﬁhﬁlgggeu(ﬁ)%rﬁgﬁlt ]{)/é’}ﬂlhﬁa%ﬁﬁ fg 95 aﬁc@#%lﬂ 88a L Her&telrB& It of Fis

recei ved nmessage aut henti cation tags,
903dns11halﬁegrcnpthprte>tté)¢dck8©16904& perfor med as follows. If the

wadoRRIa R b Bieriilion TR b Bk ) RF BRC yagibis

905V b&updfed 1%11%%&1%@%@%%@%&1{ rhdchifism asthe b idestkibed The
t ags are equal , it can be assured with high

ﬁrstpmtbatanabheysvha?Oﬁaherodecsesia@élowag st ensBWHOR AP digst plaintext
blocgépﬁggggﬁg%gaég%gg 1n1ng %hte p%gx%l sdstat% %ar\{ng%Qfa/ $69444th the

output from the previous block’s third permutation CV34; and a counter CTR1o 906a
through modular 2" addition where n is the size of a plaintext block. The second state
variable SV2; 905b is generated by combining the previous state variable SV2o 902b
with the output from the previous block’s first permutation CV12; and a counter CTRZ2,
906b through modular 2" addition. Similarly, the third state variable SV3; 90Sc is
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be noted that an integrity check could al so be

perfornmed using a previously generated authentication
wo ag7axirn FI G 7. The nethod for generating aPCT/US2006/029796

authentication tag during decryption would match the

o GRGLAR! e L1 G LOBLOUEE B S0l M hbdhom v

pre%@f?é’ 58Pt Secdnkl lﬁ%}rﬂl@cﬁtlcﬂﬁQVQ érﬁled &fu%%& MTRIWBBE t19Bugh modular
wherein counters are added. In the sane manner as t he

2" addiviodi hetfounth sthig vagable r$V|§I1 90531t isgengrrisd by qombgung t?@rmekus

nESERBESSEL YR B S RGR e bR EREHS, PGP Bpin

cvt?z1 a&%the Bagbht HlodkhefifsPbtatcRAFABIE AV 19 rsesflan@@%oamer ®RERE§906d
different keys k1, k2, k3, and k4. The enbodi ed

thrqmshh@qdulml “aksiitiethe Theegouniers H06 pegl then fpcrempeted tusing function

llﬂpar gas%l u 905%10?13hactotﬂgtc§fc laggr? o?%@%éﬁiﬁﬁgih%ﬁﬁogﬁc%e%g%re the

ran zation unc I on

calcﬂIaQN)hQﬂS\Ml ®08d Nnadirthémese, t\hlﬁlesﬂhafdesdiﬁéd ahlbedinand of the present
counters are initialized, the f rst | ai ntegxt bl ock

invautiogoties Be SaiepiHEBenS Uk $Y5b S end SV derved rbagents could
entaﬁvilt% gfggéa % 'EQ)Lfgtlﬂe ln@rem%g?_%@r{%q {V?cpct) ?thagl?/ dét%nﬁ@ ®he state

alntext ock resu
vanakﬂﬁbl Thé stom of Sophas stetd viarittdes hdistloset inpbe pobsernufemtion for ease
pernmut ati on Fkl 903a producing an internediate
Ofué‘g?rﬁ%g‘ﬂéphi c variable CV121 (the cryptographic

var PAIvo1
LGP 0L SRR Ao gar i BhS ot

confwnted ithe cameonypier g élmmctypplloalqﬁtPeﬂﬂlbl disk epamplp1 e second

plaitign gk Pl oSl R bk Poale 808 <ol Pdy bFehe fr
pla1§t¥%9blo@l@?P9M’H @%Gﬁuﬂ?tﬂe%d&ed QAL Lariableands BAHe Previthug state

t he second pseudorandom perrnutati on Fk2 903b
varipldesP93.ng in CV231. The encryption continues to follow

th tte t 0

SR e 4 e B0 18, B R RO Mo
wherdid m Qﬁihdrw& blduvks i0; 1604 giephelr paxtd rach CGkqeta.of four inverse

[0051] For the encryption of the next pI ocC
psetiprasion, pewRaiop el Yy TeauiBs ingmspleitet o aﬁdgt 3O s

C |
e CARLELS &1 B ERGAITRE A RE)Lh e L

usegirothecedryptibh awFizg St hEheeendrogidi method ntdhgiefs ithes step of initializing

pl ai nt e ck P1. rated by conbin he
the Biafl, Vst les, P08 gy il &0l “BRB R, it SO LR fnfishgn
randdn®PAt RERRERM %(ﬁtlﬁlt Q&ﬂ‘b&ntﬂ?bﬁguég? HeBhG | ORcMRAstataRdriables
a counter CTRlo 906a throu ul 2" addition

and msn@rmarﬁsmmhbzesh e Bist &mbﬁ%@ﬁtbé@élk Gi d00da Frpassedcipiythe first

var | e
e G P ot mlibn il AR EBLE  INR et oo
perthiit@fibd Bg, 'Prodsd a4l soMbiask withf the sditiplestare tvatialda SO} znoah dhrough
a counter CTR20
modular 2" subtraction where n is the size of a ciphertext block producing an intermediate
cryptographic variable CV34; (the cryptographic variable between Fis” 1003¢ and Fig”'
1003d) which will be fed forward to decrypt the next ciphertext block C, 1004b.

Continuing with the decryption of C; 1004a, CV34; is passed into the second inverse
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906b t hrough nodul ar 2" addition. Simlarly, the third
state variable SV31 905c is 14 WO 2007/120172

weA/W8A0DN6/ 029796 generated by conbi ni ng t heP@r/E51006/629796
state vari able SVBO 9020 with the output fromthe

eV| us block tion
pufdRrndam G o RS e e Y 3 s Bormusgtion Fuo
! 10036 hoﬁlb@*e@ Wik B&’bl, Qs Arho @R subgRBRIRbR™AuEMe cvz31 The
conbi ning the previous state variable SV4o 902d with

decyption ueqptipugsr mnﬁDHeWpﬂl?\/lS@ms pattsek' fbrfﬁhcstwcperpmatnmg amverse

121, and the. .cur i st,at e vari
psei@ 4ROl E i e 1 B5 R Bag [0R5a SR I T e 1003
is c@dblintd Qith SNE 1@0@@&@&@ 28 shiirtibm e @fmﬁ&eﬂ@e fisdt Paintext
function 1100. It should be noted that the

bloc@aﬁ d&pé’!l on of SV 11 905a shoul d occur before the

'[85 FoP tnR " dceNBhiod Oty }ﬁFHé:)&hS FRtRe DU B, b the state

res |nvent| n stor

VarltlﬂileS SO0 Ru stebel vpldhed uSik, a ﬁvabacﬁ\(ﬁechamémﬁ‘d%ﬂldﬁf desa@bed The
enbodi nents could entail the sane SPI rit  of

statgya gt S Chodererduced iloutnathe sapmytiet of i g’lr%tr?@of@f@ft&bck
C; i’(ﬁﬂhqp égﬁ'erat-gﬁ ﬁsct,(ﬁl?mf?ifn Shon ago&téﬁg %ﬁ%l@%\eﬁ) i(ﬁ)Za with the

di sclo I'n the prese Invention for ease
inpud fichex gtegmeliiog. blpEk0S &coitdh énverserpephitanonC Vak| arﬁdm theter CTR1,

i nt ext bl oc P2. 901b t hrough. Pm_.901¢ are
1008 i Stod A Sai0n SHibrh s 8 rh ot 2 qup BT od B second
stateg%ﬁablg OSVEX AL is e SRPANFonP iRd 'Hr@%éusb bRl spgthp Iverse
i s conducted in the same manner as the encryption of

permuiatign lFszt 1903 andser coinserk COR29 0086k Ubroigh unpdujart e addition.

iR 4fF s@legtBiabRIDES, fRSEI5 Bughsh i B 5ot Blofics pecond

psexﬂmabmtma{aubﬂﬂ 8P BR80 tand ravmhte@ CTRYY ql()@G@tHrdSh%? modular 2°
phertext blocks G 1004 are each passed throu

add@éﬁué‘ﬂ@est%ﬁ vRghle iSfe AR5 s sensertech BB PPPEFYRE &tq Ryggous state
Varléletgng §y4 §bﬂid Qgh Iﬂ([lh ?ngh' ?1'(1)13?18 ﬁevmug %‘fcc‘ck?'fo &WCI]SQ R%%gﬁatlon

odi frent  eac nverse pernutations
CVian anﬂ&hedumn’:rttfbkbdkes stareevdcapk SUSeti005a rlea enmrtyxpCiaro 1006a

ied neth i ncl udes the st
thrové}} fr}ogma ?n&gg‘flﬂ’é gﬂa@%‘w ig%érel B INGIemefe .uaqng function

1106 YD LIRS R BQQl@telaytthaﬁﬁ'd&%u?atﬁﬁrkﬁesﬁﬂogoﬂsﬁrﬁ'égﬁ o&ur before the
random zati on function 500 that has been previously

caICdemmeﬂSV@wL(B)Sﬂh @usthamrv,awhlkbﬂhesiescmbdd cubndigrest aff the present

. inpitiali the.fi i It ext k,Cl OOa.is

invehfid ftes ook SSidt v £ s 3 nd 85 Sisid embBuieats could

entafl ethBWadlel Paritf-kf thel @36kt JrﬁBodiﬁi%Hﬂstwﬁﬁo@ adcelidlIpVaRbS: the state
pseudor an om pernut ati on Fk41 1003d is conbined wth

varighies.  Thietsteml ofstaaing stase variablesgydclosgida thenprgsryh invention for ease
of understanding.

[0055] The decryption of all further ciphertext blocks C, 1004b through Cp
1004c¢ are conducted in the same manner as the decryption of C; 1004a. For example, the
second ciphertext block C; 1004b is conducted in the same manner as the decryption of
the first ciphertext block C; 1004a substituting the updated state variables 1005 for the

previous state variables 1002.
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nmodul ar 2' subtraction where n is the size of a

ci phertext bl ock producing an internedi ate
w@eooptizigraphi ¢ vari abl e Cv341 (the crypt ogr aphPCT/US2006/029796

vari abl e between F-1 1003c and Fk4-1 1003d) which

b RSB 1E0 34 BoPTER Pt PHOPAGOLBER SRR Sl Shungeps from
ne i8d@en chtStoPRS SRk, | The nidiiddSRkeNss inpuersie cohbteWOCTR;

2007/ 120172 PCT/ US2006/ 029796 psuedor andor andom
thrqngh ERTA pochpiodaees foo0BunterHel Rbsuihtough CRei4i Abe pigps taken in

v B 520 SR RO R DR, ror

CTRPR the ltﬁﬁesi ordbobf Musitige SRNETRALS Bk hidlekt drier df\maomtude The
remai ni ng inverse pseudorandon1 er mut ati ons Fk2

embpg@eglomeihad pkvays begs dywherementieg the slewstcﬁfdﬁkwumtei&d“é%\l 1105
throu%% %90% ar gﬁ 1{15]11 y 2 Iilgqg@¥19(§ b{@le %Bgﬁ‘cle@ﬁl wisL 1f C RI has reset

trac uce ["ar ntext bl oc

1tselI Qﬁd&’s ec[u@D@Az]erd:DII(I, te dﬁﬂmﬂwﬂtm@hbééomlh&esﬁexhcrement CTR2 1115
i phertext bl ock 1004h, the st ate vari agl es

in the SemeEansa at @ERds.Iﬁ&TE\lfléém A thenedbd X 1130 and the
resu;lit Eoeds aﬁé1 ?care%lt R} G &l bx??*;ﬁm%v&lde%g@%ﬁo Rh& ﬂé‘}&qgock Each

OW Ng ecryption o first "ci pRertext bl ock
sub ﬁhuéa&%anﬂesxsgmemamteaﬂ irbihe sambinahmeg at hengmsenlli lower erdert eounters
vari abl e SV1o 1002a with the input fromthe previous
f“eﬁmﬁ%ﬂ3§“%econd i nverse pernutation Cv341 and a counter

t e 0 Z]Jlgocﬁé drhY Stskel B Yk b fi‘a?esgnt AdelitionOR MEBHE for éerypting a

e of a ciphertext block. The second state
plaivtexi abiseag8\Vedmutiesretavinaeatoleagiuend piamtetie messege.otderein the

plafist taess oA Eers D Gb S B ot ka SR B o lock by

app?hﬂ'g b B hbre phrBdsthAdEn paihddions &Vekkh bldrcandmbiyiogupuiput to
romthe previous block's second seudor and

eaclp @alﬁ@@g{qomdpmglqmg@gg@ by agleast cBg stk V@rphgowggh%modlﬁed for
eac}a%%lr, £ legﬁdgﬁé P :}Jre\;';gﬁﬁjtf%tngraf’e@r gé}ﬁ{u%at@{"'&utputs

I's gener ted conbi ‘orevi ouS st at
prexiausia @é&rﬁb@ﬁerﬂrﬁh‘f)ﬁdmmnﬁdﬁs, tchﬁentm,uzmdf;ﬂmmetch & hp meethoslmmprises

sengapeAl IR SPMTIREbIpaK b HhecRin iggash BHER block's fina
psetftBdom bdiRtiarbR0Baitibhhe el pﬁ‘i}gé&t%eﬁa eaﬁll% bigalithher equal

counters 1006 are then incremented using function
sizelplfiitext blosksy phdibe themwdtethessageetoc’“@b@ltﬂtgtheoﬁqu@lf sigpdiplaintext

005a shou r befo cal.cul at
blockBosahereiar thePROF B | 47 R BT BodC BRBRT: Redtope of
modlﬂﬁné’ﬂ%sﬁaﬁé Vaﬂuib‘l/@fﬂr'aq{}stsﬁs‘éﬁ&ﬁaﬁdbﬁq pérafueatioariyadil @8p \if.a next
SV3, and SV4, derived enbodi nents could entai

to thh ela@aw@ué@'andonn Ffermyfetipn éweh the REYHIUTENOE WpHSYipS the state
variale r a ¥1n§flt perr'mr}t%tlgg Sy 3h %hﬁ)ut of the first pseudorandom permutation from

the previous block and the state variable for the first pseudorandom permutation from the

current block, and modifying the state variables for all other pseudorandom permutations
by an output of the preceding pseudorandom permutation from the previous block,

wherein the state variables are modified using at least one of modular 2" addition and

17



vari ables. The step of storing state variables is

di scl osed in the present invention for ease of
wapaenstizandi ng. [ 0055] The decryption of all fRECT/82006/029796

ci phertext bl ocks C2 1004b through Cn 1004c are

onducted in the sane manner th ti f Cl
MOAHY44 . Sl)%glactg;pa grein yﬁ%pre%eggsotﬁg s&eg}fgareg@ ) %}%ggﬁer@? the state

: [ Ak TBOORY. as t he
vanl g%?gﬁtlﬁ%ﬁﬁgtgﬁéigbgﬁ%{e ﬁcéliﬁ%gg?t ext bl ock Cl1 1004a

sub@058]UT iemgethbe corppiagee this aleting thasiagbVarible dsforeenorypsing the

RSB S PSSy B BB FRSTE O v i
the $ATRRIU66n B HROH A QhariAMIEE fWidddn tRCiERiIEE ktatd TATIbRE &re unique
bl ock enci phernent to the next. The nethod takes as

from ropher ifitalized stabe eariablEFRLA contiexiafghsesam keva wcheprin hggwanber of

four counters CTRL: +i t.hrough 4; +%. .The g
e il G i R o0y S o, YRLERS, GAERA he
pse@ARIRIRI pérififatRdAs kY AMTekt bee vhaldk dpids, ikeyédaubstinest tables,
order of magni tude and CTR4 is the highest order of

S-Bm(gq;iw@ d@t:orsrh@ereélpr@@@] Bfudenrapdam @pm}tgti%gﬁ k@yeg)jay at least one
T L

e’size o
a pEMioAt & thee psbidosandbn faRlutdiRms mesebe subbssialtéd dordthiesnverses of a

equal to zero 1110, the enbodi ed nethod conti nues t
remp HRE REFIoN COFFe PEauorgNoR BOTaRALHS Ak WhETetsr e peppdorandom

per%?tip%&saﬂaqhvég &e&&&gnd&lhg?rggﬁil%% Gl hR afchOR iaRHy bRk

I'ng counters are st for usé in enérypting or
decjopp?]i Hig thethnéxtodposk. gEawhiings uds egibenticattamtteg fom a
incremented in the sane manner as long as.all.|lower ..
compeIOn D it S VaRlRbie U AT oo #PRerefbRSRify Ol gl Menating the
resuBHTRO A0 Rhridblest 18er AhE BB plibY VR thd FinalBp ARESHADIHE, wherein the
encrypting a plalntext message conprises receiving at

generation comsistpdBeancairnatingsharpsulting staés veriahtes affentheteasayption of a
ness fqr at. |l ea ne pl ai 2 [ .
chogeé} Bﬁgﬁ%{ggt{](g% vmegeéﬁsté% %e%eﬁgtlu% Q%n%i}{so?% %(gtlr%gte%%ﬁgy ! ulting
stat® At sEanfkethp endiibiadd oNtetfinatalintbttddéck, @bncanaaiifig theginitial

an input to each said pseudorandom pernutation by at
statp castablse aid ombining e cWehiseh ¢fs corsaiqupied Yarblesaibrough an

excf?;lsﬁjergreéfé)%)l 8&5;()12%63 Ahtalift Bl%egepuﬁleﬂticﬁfo%vtiagtﬂé Iaycliqphertext message,

gener at érnu I on out previ ousry gener at ed
whepeinndit abinbar dhgpates/ariablphdetbanines thedsizel el the exthentidaton tag, and

o SR S e S50 AL el 5254, 206 6L ALY B couer,

and ARRRA2HEREOB R HLRE Ay AL thS FRRipREnttRe1Btab Fadbmizing a
nessage into a plurality ‘of equal

nonce.

[0060] In another embodiment of the present invention, an apparatus for
encrypting a plaintext message comprises logic to form at least one nonce block from at
Jeast one nonce, memory to store at least one state variable, an initializer to set the at least
one state variable to at least one initial value, wherein the logic is coupled to the memory
and to the initializer, wherein the logic includes at least two pseudorandom permutations

to sequentially randomize each nonce block, wherein the logic combines the at least one
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si ze pl ai ntext bl ocks, padding the plaintext nessage

to facilitate the equal sized plaintext blocks,
wob@ren7t he nodi fication of the state vari abl BGI/US2006/029796

conprises at |least one of nodifying the state

varl. 4.0k tj.Qn n :
stace SRl Syt gl 1 Hho PRAUARLAN MREIMAS didlwhe e logic
gendra@itiehe lqasesticatie irtable ofmairfeyt manct biock fatneat least babbe state

for a final pernutati y an output qf the.first ,
varighley, d¥r &nBEFAHQYEr AORCA ggﬁgf rFRULE hfgorﬁr i BIRYIBIS0 BRAGE plock’s

t ' e,.f0 fi >
R
persitatiensy whehl #hs nfemiorgstores digputp slinkd paedionandom permutations as
. ..pernutations by an outpyt of.the, precedin
initigYAheRs L8 Hifo R BASTPHOP Gh OFGTRH Qo ® MRt g qReTpg sfpres finel sate
varijBl&d & iHititaI"@alﬁés‘sﬁ)?uééaih'aﬁkéh&%pﬁér?orrﬂé@gfp'tigﬂl Wisdr&id thd logic adds at

east one of nodular 2n addition and 17 WO ‘
leasR007bit 20 pARIIRCTY UB2006¢ 02 gFBBate wpehl|staed Rogehblogks ivdigrein the
erein represents the size.of bl ock, and r el
g o pikpBoraGRTT 3 baalps Rehin aat SRS o BER fnd he
nunf®¥E b Starey@able¥ AherelnOfe flseddogarndeinhpélneitions a&sSat least one of:
initializing the state variables before encrypting the
blocki ¢ipherp| keyad sxastibitiooktables,r SRases. 2 goigrs avieeein dgportion of the
ddi.ng t he nce_in,order. il . .
poeiRf O BT b Sl L PRk g poriion of the

pseddaidndami peedlusitiahsee vari abl es are unique from ot her
initialized state vari abl es té’g a context. of a session

key0064hdn & Furtiie cmivatigicnb O thes BIFITHARIBIIOBe AT Grigadable
mediith %gmp{qﬁg% 68BN GEr Yoo & 1¥z@f b lgﬁteﬂ\ﬂﬁﬁﬁké‘, Wiein the
pseudof andom pernutations are at | east one of block
plaiteph@esagk fyred o ldast otaiplamiext ;h»hick,sencrﬁ;tﬁg@d@, plfahmext block by
ool 1 b r i i BEGHEREED T BBTIRY. P AN e
pselRREHABHARAAM ARSI AUEQNoASstBXBEHWY, rRodiBiky the Yt least one state
wherein” a portion of the pseudor andqm permutations
varighdy affier sadds plaintexa dblgalr ist gnsryintefefos aiseon eacTyPER@iannerg plaintext
orti.on of. the eudor ando er mJtati on 0.
blocR R SR SPE AR CHERGL S BRI P dog Aont Belhdlon by
an oRGRY G0 5 IRLON RIPFEidrAdE payubeiof fian getetisusasiyck, modifying
order. [0059] The nethod conprises generating an
the #tlpasht oneasiabn veeePle righ & fingh PSFHEERRM byf ap heRiaPp the first
V : .
po AL RSO ol B FRRSL ARSI B s vl o
the B3¢ pyqidocindom pgeraufationlfropl dientuerent blook kandwinerdefymg the at least
generation_consists of concatenating the resulti .
one el WANARIG R IAU<OtATT RSPUGRRIOR PTBIEBIME PY 41 QiR & Preceding
pselRlofindbiJer BLAGEn HORENE :pﬂavw‘u@ pRper ati on consists of
concat ernat 1 ng the resulti ng state variables after the
end0862] iThe cofmputes réddable mddaim tooriprisésoipktructiont &ranisialinigg the

at 1éa|gte 0{1&? Is’galtealvariable before encrypting a first plaintext block by randomizing a

nonce, modifying the input to a pseudorandom permutation by an internal counter,
generating an authentication tag from a combination of the state variables, generating at

least one ciphertext block from an output of each plaintext block’s final pseudorandom
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state variables, and conbining the two sets of
concatenated vari abl es through an exclusive or (XOR),

w@oeowpneEes attaching the authentication tag toP@r/US2006/029796
ci phertext nmessage, wherein the nunber of state

L.abl t.ermn size t he authent i c n, .
per%{lgxga’tl%ghx%ﬁerg% t%? DICUL ?S%gg € taufaﬁgnsi ?{ISL# tl?ast Qne”of: lb%ck ciphers,
keyps eutshoitaiod @4bl R B IBU:RE i 200 rbtysrsat | east one counter, and

initializing the counters before encrypting the flrst

pl al0¥pStithpugaienisyemplabrmbadigent ofianessten] obbeprasent invention
hasg)'ra)gl]zij1 pg.{sggc@? ?Ig{hggigé?rg atlﬁé?iedrg&fﬁ%S I%? 'dg c%r%(li Pn the%gregomg detailed

dean‘ipfth stewill b@luﬁddrﬁtoﬁ@ it ahe irﬁ@ﬁﬂiorﬁ ilsencﬁoliftﬁ@ethcDﬂié dniytliments
(g ast on nonce, nenory to store at | east one
dis ?S&f‘e \iais icapable o Rumerqus dparﬁa@gemenféemogﬁ@amna aid gubstitutions

e N L i valu
R SokBlREhakey BF (ETNcrff denkdl Bhn B Bemen by
followingi dinze rFor wRenglienthi IMpaih@mes dfriné ud/eﬁtléﬁ cdrelBes perfosmed fully

seudor.an ermutatiq t.0 sequen y rando
andg’a‘icﬁ’ta yb‘? ck e r(g'nﬁ‘et Hlemesi ¢ n’di"?‘?@sca&’ﬁ@{nﬁ?s may be
perfofasd nPﬁfé cu%nmaggé}ar]igoala&rﬁggdqggﬁ‘% I8 DA96; vl Qﬁ device
variable with inputs to the pseudorandom perfutatio
ableatmwmeieeand/ arhrecdivgyiinforngasionr aFlGShet hategh eiaptcte(dnle a partlcular

maskLatg.yaria 1e ofla current nor g c‘bﬁ{]romar&tl ’?h
Bive VB0 By mPRICS, A ISP Fevre P THioR nSThoshLepapg o the scope
of tRUIbRYEnS ifvieidr. BB PREYED UBh QA GRpREAICK SparfSfMdas R Oé%reater
pernutations, and i npufs to the previ ous nonce bl ock
or 1%%%?13&?1 aﬁmdlﬁ@fr st connedions aarebeitilized evithethe messrtton‘ee@tlon in
ordé}L{Fuesg‘tP@fishf th8 %lrr]esgﬁp gl@gﬂt?cﬂx? %nlgpc% cﬁmg&{l{l&%af k%gwnlfn étéx'"e to the
presehie invermony, siddsreso fralal tigt @teeentvamatmxeSncaa efnbiehal Also the

val ues foL use in. an encryptlon or decryptlon wher ei
meflﬁ%ﬂcrno@% efy@en ¥arioysgpequleseantfe; segt ﬁa@sm ty madylpgpvia at least
one '699 Ghreldds BRNEL 3hFa %\gf'éﬁlso 2 66k DRMRGa Ry A PotolllEr €1 N
nunber of pseudorandom per tat| ns I's equal to
the nunber of nonce bl ocks and the nunber of state
vari abl es, wherein the pseudorandom pernutations are
at |least one of. block ciphers, keyed substitution
t abl es, S-Boxes, and rotors, wherein a portion of the
pseudor andom per nut ati ons nmay be substituted for
i nverses of a remaining portion of the pseudorandom
pernmutations. [0061] In a further enbodi nent of the
present invention, a conputer readable nedium
conprising instructions for: receiving at |east one
pl ai nt ext nmessage, wherein the plaintext nessage
forns at | east one plaintext block, encrypting said
pl ai nt ext bl ock by
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appl ying 2 or nore pseudorandom pernutations to each
bl ock, nodifying an input to the pseudorandom
w@eomtEri ons by at | east one state variabl e, POOUS20061029796
the at | east one state variable after each pl ai ntext
bl ock is encrypted for use in encrypting a next
Claypsi ntext bl ock, nodifying the at | east one state
variable for a first pseudorandom pernutation by an
out put of a next to | ast pseudorandom pernutation from
What IsiGsimedds:bl ock, nodifying the at |east one state
variable for a final pernutation by an output of the
first pseudorandom permutation fromthe previous
bl of et fobendypil@aspiaiaRet @Eﬁage,\é@fn?ﬁﬁhgz for the
first pseudqrand%n1pernutat|on romthe current bl ock,
and nodi®wingstahdeast ohe akntexgnwessags, evheaeinghe elainfextamessage
otherfrﬁg%gﬁkaq%gggﬁ§%ﬁ¥h§&4ons by an out put of a

precedi ng — pseu pefmutation fromthe previous
bl ock. [d¥efplind rtﬁidC?Imﬂé}@fbld‘)@@@zbd@lﬁﬁ%iiZU& GEITRI pseedorandom
instructions for initializing the at |east one state
var i aBsraseions & eashbjaski #d a first plaintext block by

random zj i fvi :
pseudor gggﬁgt;ﬁnp%%?rm%g% t|Oom!rgll %é%ﬁ%“ﬁ?‘g}l%‘g}q lﬁ%%%‘ﬁ?@?n by at least one
gener athtengarableavthiochns ingalificdnfor agcl phintextcidotk batat deasiobne of

the state variables, generating at |east one )
ci pheP’E%i@luSlBI FORTAIPRTHHIHOR P %%‘GPP%Y gehfralgd permutation
bl ockisfsl ghaggg%ggggmggg] 19 WO 2007/120172

PCT/ US2006/ 029796 ~ pernut ati on, wherein the
pseudor andom pernutati ons are at | east one of bl ock

i phers eyed. sybstitution tables, S Boxes,, and
F oL Paeipot 84 AT SR Sie BRSTRInG ) [ Bb M SR oot Ol fom
SY $h&butpht dftgciPpiament blddke MnhaPpsecudGandRe Pernlutatsdal at ed
in the acconpani ed drawi ngs and described in the
foregoing detailed description, it will be understood

hat, t i Qv i i's lim t: e [ .
i SoREHOR TR 1, SofiBhisb Rebfiiorb e R n MR e inco
nogilirelitgtifeqsal skeglsntbstblédksi ons w t hout departing
fromthe spirit of the invention as set forth and
defined by the followi ng clainms. For exanple, the
5 2PaRI hith! inf 90 i BloMitate th
S ehbEOE int o RR RA0AEIERRRY) Heige 1ioMitate the
t hegealcagpdpidintextddoadkay be performed in the current

manner or in a distributed manner and on, or via, any
device able to provide and/or receive information.

FurttRefiethéd bHQRGAD l,dﬁﬁéﬁf:t(ﬁge hddFdaabA bEtHeatate Uﬁ‘i‘ﬂ)@’e{]s’comprises

vari ous nodul es or bl ocks nmay be repositioned w thout
depakastrgefofom t he scope of the current invention.

ﬁ;lnlnlerf lﬁg&g@@& @1:9tstc]egg glgrieﬂ)?g %&rtae %rsit rf)sgld%rae{ntdgr%u;lae%ﬁmtation by an

output of a next to the last pseudorandom permutation from the previous
block;

modifying the state variable for a final permutation by an output of the

first pseudorandom permutation from the previous block and the state variable

for the first pseudorandom permutation from the current block; and
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or |l esser nunber of nodul es and connections can be

utilized with the present invention in order to
wa@ewonpilrsh t he present invention, to provide PCT/US2006/029796

addi ti onal known features to the present invention,

and/or g, DSt 9a?ﬁmes'fglv S0bineP %B&aﬁégﬂl ﬁ'eﬁ-ﬁﬁtations by

Al so, the Trnformation sent between Partous rodul es

can ban setput 't the gnedeimgnpatulieandina mrmbeten franehefprevious

wirel ess source, and a wired source and via plurality

of prUP@%ols 20 WD 2007/ 120172 PCT/ US2006/ 029796

Clains What Is Clained Is: 1. A nethod for encrypting

a pl ai ntext nessage, conprising: receiving at |east

Gne helnadtixdendt claress agereinier gita vehelel ae nmodidiedmspary éeast one

ol ekl B B R fier 2 Pl STl hemaraom e size of
permpisat i ons to each bl ock; and nodifying an input to

each sai d pseudorandom permnutation by at |east one
state vari abl e whi ch is nodi fied for each plaintext

BenietpShob G7H oSV igRin 18RS e oREa BT RLing g piowise
| NRKEIEsivE b{IEDREXT and plaintext. 2. The net hod of

claim11, conprising generating at |east one ciphertext
bl ock from the output of each plaintext block's final

@ S %9%%{11%8 mP e&e{mo gt ' c%rﬂm%%m Thrﬁngfz)ﬁého dch@ fsté?tg %Jﬂa%leg before

npri sing parti nessage |
pl lehérlypttuyg hé fes l{bﬁmtsxtzhiocﬂd Iai mahéothizhlgachkence4. The
nmet hod of claim 3, conprising paddi ng the plaintext
nessage to facilitate the equal sized pl aintext

®! 9K Snethod SPEIIR1NRIm gflslﬁ}g ?aﬂ&hﬁg MO BERdeNnter to facilitate the
modi fication of thé state Variables conprises at

| earstialgnsonbf thediatevangblehe state variable for a first
pseudor andom pernutati on by an output of a next to
the | ast pseudorandom permutation fromthe previous

10, ak méRed by cnein td) evisdraih &hy aditidbled stQE varidbl®dhre unique from
pernutati on by an out put of the
other initialized state variables in a context of a session key.

11. The method of claim 1, wherein the number of pseudorandom permutations

determines the number of state variables.

12. The method of claim 1, wherein the pseudorandom permutations are at least one

of: block ciphers, keyed substitution tables, S-Boxes, and rotors.

13. The method of claim 1, wherein each pseundorandom permutation is keyed by at

least one different key.

14. The method of claim 1, wherein each pseudorandom perinutation is keyed by a

same key.

22



first pseudorandom pernutation fromthe previous block

and the state variable for the first pseudorandom
w@eomat@Eri on fromthe current bl ock; and 21 WPCT/US2006/029796

2007/ 120172 PCT/ US2006/ 029796 nodi fying the state

vari ables for all other pseudorandom pernmnutations by

an output of the precedi ng pseudorandom pernutati on

fI50Thé hethpdefictig 1, bhek a fortibhef Brl fregd Rindoldpéniiations may

wherein the state varlables are npdified using at

| eaBt subiituted fapdhe drvepses fds tTeBANEIE PABIEDI @f Tl pseudorandom

sub wherein n represents the size of a bl ock.

7. rglgrtfié@ﬁ%d of claimb5, wherein the state variabl es

are nodified using a bitw se exclusive or (XOR). 8.

The thod of claim1, conprising. initializing.the

sltéa?g‘;emli‘%@ce@aﬁ’éflér whegsitt the)pIeHgorRpdom .negrflutﬁtlglilw&tnverse

bl o %u@araﬁ@d?ggglgglé&g)ng tnﬁgrb%%rraﬁged H%ng%}d'é?d of claim

8, conprising nonce I n order to facilitate
t he |n|t|aI|zat|on of the state variables. 10. The

thod of. c erein.the initialized state
32 Jfg h l‘a‘uﬁhﬁ?%’ils”& [REPSTRRG o4 quEhgticqtifng tag from a
Var&ﬁﬁhﬁﬁmbﬂﬁ@h&&&k%%ﬁmﬂésa session key. 11. The
met hod of claim 11, wherein the nunber of pseudorandom

pernmutati ons determ nes the nunber of st ate

bl e 12 The t hod.of, claim.l t he .
{BC bR PETind T iR A PR e ey, RES g oguaging the
Ci Pﬂ%aﬂﬁng kiedeadhrighlsiftdrihd &{&r}t;ﬁi@h%‘f the3i B0 $Rntexd mlock.
rotors. 13. The nmethod of claim1l, whereln each

pseudorandom pernmutation is keyed by at |east one

bf"fl? %&tggf Yas %éﬁ e-[ih n ”851‘119 dl?of gﬁ%l% n tﬁe agmﬂgrraﬁbﬂ gcgfsréts of

pSeudor andom errru ation s key

WO &ﬁ@ifbﬂﬁ&g?&eP@EﬁIUSQOQﬁ/eO%iégﬁss eif&r fﬁbeeﬂmi;iﬂm of a chosen
claim1, g@eﬂel n a portion of the pseudorandom

perR\lﬁ:‘P §<may be substituted for the inverses of a
remai ni ng portion of the pseudorandom

20. The method of claim 17, wherein the generation consists of concatenating the
resulting state variables after the encryption of the final plaintext block,
concatenating the initial state variables, and combining the two sets of

concatenated variables through an exclusive or (XOR).

21. The method of claim 17, comprising attaching the authentication tag to a

ciphertext message.

22. The method of claim 17, wherein the number of state variables determines the

size of the authentication tag.

23. The method of claim 1, comprising modifying the input to a pseudorandom

permutation by at least one counter.



pernmutations. 16. The nethod of claim15, wherein the

pseudor andom pernut ati ons and i nverse pseudorandom
w@esore@Er: ons may be arranged in any order. 17pPCT82006/029796

met hod of claim 1, conprising generating an

aut hentication tag froma conbination of the state

vari ables. 18. The nmethod of claim 17, wherein the

PRNBh etibdCOMEhist 93 Oforimiead RiXgdliME tHe€ouhRBLbdfbRTencrypting

state variables after the encryption of the fina

pl athatstplaniesiblodloby mndomsingrnensedef i ned in clai m

17, wherein the generation consists of concatenating

the resulting state variables after the encryption of

25CAn9pparatdl fdrmineXpting @pleint@l mekbsperedhgtsigd: clai m 17,

wherein the generation consists of concatenating the

resul t i niggisttaiermy al leash pagnegice Blockfeone Atleysh LRYROISE; t he

final plai ting the initial

Stace varrapDae P8GO SRR R0 cet s of

concat enat adtialaer ablsesthe it dergh oae sexe vagdble toat (XERYne initial

21. The nethod of claim 17, conprising attaching the

aut heW®l¥ation tag to a ciphertext nessage. 22. The

met hod o [ : i nﬁ%ﬂ?ﬁ =3 T—

variabIe&h%g?ggﬁg)é%ﬁ?ﬁg&égﬁggsof theagﬁgﬂgﬁ?ﬁgggfgn :

tag. 23.whtreinndehlogdicoinchidas mt lgast owprrssidogandooi perimugations to

the input 1q,a pseudorandom perputation by at | east
one. coveaRal a8 6%t Boekr) Us2006/ 020796  24.
The et h@ferefn b abgit 28mbaREREd & REsti dHet stab afise W inputs to

counters before encrypting the first plaintext block
by r atlopscrdargndennpergwitat®Bs; apd appar at us f or

encrypt i DerS p%h%i lggg)%eélg%?(%gtgg ot 994N roin 's?eg? vlalqgchg ootfgae current

format least one 0 fromat ['east one non

Menor yioh Blbek Eroat al Ragtonend shit €urliBlek dlflaepreddus nonce block,
initializer to set the at | east one state variable to

at | eQ8tPuBnEOTINthe; Beviopangace flesk ai peepferandagn pefrgutations, and
coupl ﬁgpu'i@tottf?@pfgggﬂg Mo%%l&c‘%’st&%uﬂ&laﬁdcﬁll béflutations.

26. The apparatus of claim 25, wherein the memory stores outputs of final
pseudorandom permutations as initial values to use in an encryption or

decryption.

27. The apparatus of claim 25, wherein the memory stores final state variables as

initial values for use in an encryption or decryption.

28. The apparatus of claim 25, wherein the logic adds at least one bit of padding to

the nonce to generate equal sized nonce blocks.

29. The apparatus of claim 25, wherein the number of pseudorandom permutations is

equal to the number of nonce blocks and the number of state variables.
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wherein the |logic includes at |east two pseudorandom

permutations to sequentially random ze each nonce
whbk@mch201vher ein the | ogi c conmbi nes the at | easPCDIR2006/029796

state variable with inputs to the pseudorandom

pernut ati ons; and wherein the | ogic generates the at

| east one state variable of a current nonce bl ock

B0 OMheadpphast ofodlgin0D5,, whdréihehy @E&Lﬂbf@éomfpemnpfaewn@m at least

nonce bl ock, . outputs fromthe greV|ous no(ﬁe bl ock' s

ps MG aﬂ@@ﬁl@@rmhemd wihgtitutioptablesdrBexeso 2 hOPFevi ous

nonce bl ock's pseudorandom pernutations. 26. The

apparatus of claim 25, wherein the nmenory stores

O Ut Pt appefatifsi ofadlaimps; wetereim d grorter nﬁjﬂlambmrd@reaﬁoirmarinatations

values to use in an encrypt on or tign, 27. The

ap Japabe csubstiteled; 1Gf SBVeTSgheRicE ﬁemﬂal%e%{ § g Pspdpypndom

les as initial values for use in an

en f%%yﬁb%ﬁgr decryption. 28. The apparatus of claim

25, wherein the logic adds at |east one bit of padding

to the nonce to generate equal sized nonce bl ocks.

29. The apparatus of claim25, wherein the nunber of

pseudor andom pernutations is equal to the nunber of

nonce bl ocks and the nunber of state variables. 24 WO

2007/ 120172 PCT/ US2006/ 029796 30. The apparat us of

cl ai m 25, wherein the pseudorandom pernutations are at

| east one of block ciphers, keyed substitution

tabl es, S-Boxes, and rotors. 31. The apparatus of

claim 25, wherein a portion of the pseudorandom

pernmutati ons may be substituted for inverses of a

remai ni ng portion of the pseudorandom pernutations.
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