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SYSTEMS AND METHODS FOR ADAPTI VE AUTHENTI CATI ON

BACKGROUND OF THE | NVENTI ON
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) g)d of the Invention This invention rel ates
genelS SLEMS ANPMETHOBRS FQBrADARTIVELA BTHENTI CATION

aut hentication in networking environnents. 2

Description of the Related Art As the val ue anrd—use—of —

i nformati on continues to increase, individuals a
~ busi nesses seek.addltlonal ways to process and swmmmmmmmmmmw

i nf or mati on. 2 o 1Ok A {§

i nformati on handllng systens An |nfornat|on handlln(y166166

system generally processes, conpiles,  stores, and/or

conﬂunlcémﬂg;,ﬁkdnwanxmn or data for business,

naI or. othl‘a purposes thereby allow ng users to

't ake Sd\]l%vr?flﬂﬁ% IgiRtes hgEngEallye (o mepwraks.i arfdo mmat imticularly to device
auﬁéﬁt@d&%@n‘irﬁﬁ&%l‘l@ﬂgeﬂ?%nh@frﬁr mation handling needs and

requi renents vary 15 between different users or

applications, information handling systens may also

var reoardlng mhat |nfornat|on i s handl ed, how t he

i nf or mat IPECHIoN0f dheRelats ch information is

proggsged 0 Ini i.cated, . and how quickly
andg\:sf I ci %lr?ltgl é/&f’useo Ofc %z}t}ogncwgwus% "Br Peedse dindividuals and

- bughensesdsecb nddicomal m@a&@@rocIthb@tlh%aﬂl& ' @B@ E)B%ﬂ hilable to

handl | stems allow for informati on ha
USEY of eWE&FH%B% kpodEpg) systemsonf Aguindetnfation ahemﬂhag ewyisfennt generally

pro¢8Qes, ObomPiRG! fdidreUSEnHUER, Jmca nsC Iéxﬁj{agb%?q?é g? oéﬁ‘%\ for business,

processing, alril ne reserva I ons,

per§t>mﬂd,ageothgr Pybotzal tharebyraiowiigi @Rss ol k@@ AnkRR. of the va%ue of the
systenms may include a vari et y o

inf rmag{ mati on hanohrwgq
War e SAeSEF %Y Enipberatition thapdlingageee and requirements vary
betoead | ditferetk user rd?cﬁﬁ)‘ﬁcat%n@r SnfoftAhi g0 FEA n%a%Eﬁnésr may also vary

i nformation and may i ncl ude one or nore
regaiing yghat d&fﬁ&mgtl@rr agehapyetier®ow alnd imfetiamide B0 ha¥@E€MRow much

1nfﬁri1ajéﬂ%n ds &%&é \(/}‘8 Ve%lc 2)2 %ﬁﬁgxtemir?gedavéﬁpa g}lﬁ)&s glallpg]gfo%g? Fgf:f;?entlv- the

mfemmss rhay betpmzrekseaesﬁesrsﬁe%rlc%nﬂﬁlﬁi%a%& e &
i s task, i nformation handling system glg% lafoma“o“_

n
hal} ng ﬁ%St?‘Bf* ﬁ‘ﬁ‘%‘f’ f%fnméﬁma@ﬁ@ herdlingrsystemseo be Igemirh]ledSr cohﬁgﬁred for a
e set.up 10 |

speificn@eeF gl.l)ééiﬁch@ er gﬁmaga\ﬁ r%%sgaty%yerﬁgﬁs‘ngaﬂrw reservations,

support a 1arge D WTe

enterprifo diotai stotage, borgiotal coatmuritationpder atdidd, SRk dAiBn handling
ess 30 information handling system '

iven wrel
SYStA m"lm‘ﬁyCHI(CF% a gvaziegy péﬁgar%vpjﬁz g% SQE WAL komponents that may be

corﬁ@hfh@ﬁb'ﬁ@éds@ Ntord, and communicate information and may include one or more

computer systems, data storage systems, and networking systems.

_ In a typical wireless network, wireless information handling system devicéé must
be authenticated before access to network services is granted. To accomplish this task, an
information handling system configured in the form of an authentication server or other
type of network authentication device may be set up to support a large number of wireless
authentication methods in the form of security modes and algorithms. A given. wireless

information handling system communicating as a client with the network authentication
1 T
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U A T T e e B
111111 1 1 1 *000002* device is typically
set up to use one of these wreless authentication
de\gﬁf{ %ﬂ?fcgg\psgln u gbﬂ%gt(#{ufégy ﬂg: %he\%sts au Se‘cl’ltxgltllogllngiethtolae When
auttxtrrtnragrhg dlel wotlethelianity &ieeeﬁﬁh@lmt:htﬁm dedtd @fﬁlSﬂ&ﬂd&Qﬂ@ time to cycle
k“ﬁ%%h it finds the correct wireless authentication
t 8 Yulisorrelsshpuihraticaioanmethgds ynghdt disds cthe jaomart wireless
auGiVRhbn AEHBERLYEALIS) EORE, edge authentication for
. wreless client 'devicées may be perfornmed by a wrel ess
access point (wireless switch or wreless access
point) that supports a number of different
aut Herfineceqriventionsi haedwordnduthehbosies sttenp; opize authentlcatlon for
cation nethod ven client prior
i Bk BT T gt Pl A lsToet RS el hetss switch or
wiralesh attese pbindN tHIRKuPSSH a oMiber oradifbRAN AL ABSIRRI $8hods and
for 10 granting network access and is defined in
chqoseseiha PIONEH gniheriiGargn Teaskod-fr @egiyerEqtiont RequEsgranting access to the
corSARTES} fines. a p dure f
r eques%(ls\%kée%zg%t %Zéﬁ%hﬂ%ugﬁ IMS gccélcr:céﬂgﬁ S ﬁtﬁngﬂd mechanism for

grapundhecthiodasdcoss adtibdefinad, mLIﬂtd:ﬁldt ¥nginkerifd Fask Force (IETF) Request
Servi ce (RADIUS) server.

t henti D al-1n User
for EENs (IR S Heingi it PoREd e fr SAIasiTs enberanting network
acc@sit NGRS iag aatu'tlféﬂtléa[?ﬁ)‘ﬁ' ;gdtﬁoc‘nt?r Gsifat al R d r}.i@-‘elr:'lﬁtcﬁlon Dial-In User

frames, EAP frames, in tufn, cmrum
SCHVEEE(Bﬁ@IUX)qus i BEAD Ilaydre anhamdmorfow agh@sisation, but the
re. 1 jllustrates nventi ona
w873 EE S Yt s B A RNET 8 e came

witRindIHEE 802.1X frirh@ R 4 hyednt whel WRepirdedl 0488, IQ? n@{uorl\ Figure 1
device and a wrel ess gﬁﬁemay access point fo ng

HIUERET PN BOHEXAKETAD (R BeCouErEebheSCeTwS® it it pracuced in
the 10Qtartc}é§wgeﬁs§rr v@ﬁgh&l{tr&e@f(:ﬁogﬁ a erg Conar\%%{vgf gﬁ(::cgss pom[ followmo

esire enfi cation nme

assattlatempbé thevictibnte de\hce 20itiatthe npdesk gRiaS eMsedelyYibad fEAR:r below,
uest/response p I.n quure 1, the access device
¢

conyELERoR it & ettt RPN UH AR TOBEH Mty b oBliDeaiappts, with cach
attelff r&iﬁf&ﬂte\ﬂ"br}ein%&P ?é u%mre%%q 1Py repeatedly

transmtting EAP ldentity uests, with each request
containing a dlfferent type of EAP aut hentication

method (TYPE). The wreless client responds to each ‘
EAPI lgahiei 1t (herusqess sle vige st iiguess the EAH autheReispidosmethod used by

et BROTLARD ISR MBI LAV RITTEDS (I R, i

each hequsst rcontintingme diffeloAP ot bemrcatmheﬂuéﬁﬁbho{ﬂetfhe& (r®E). The
W“g@%ha wreless client device., This process continues

1Pt ESSPRIGS 4Q eprdiclaAE ddgntiy ﬁeﬁuﬂm@(ﬂm\@i\@ ddengity Response that
con@eﬁﬁ‘é%sn ghtﬂ% ackﬂgw&%mb %Aﬁi q’rﬁelillethgl &b A BN ‘Iade%[}ty Request

the gateway devi part
does not contain the correct type of EAP authentication method for the given wireless

client device. This process continues as many times as necessary until EAP convergence
occurs (i.e., agreement between the client device and the gateway device on a particular
EAP authentication method), and the wireless client responds to a particular EAP Identity
Request with an EAP Identity Response that contains a positive acknowledgement (TYPE)

of the correct EAP authentication method used by the client. Because the EAP protocol

2



EAP aut hentication nmethod), and the wireless client
responds to a particular EAP ldentity 30 Request with

an EAP ldentity Response that contains a positive

acknow edgenent (TYPE) of the correct EAP

aut henti cati on nethod used. by the client. Because the

EAP protocol 2 supports up to 256 authentication

s tovi SehautRin@ichtiimePodd e Hor@iHaA S "Rt ation methods
currently known to be used with EAP) it can take a

cuireprlyf knoaa tocheousad vath EARREit fcan takaR significest gmnuet afgime for EAP

: e t rial .and .error thodol o oy
crthensSEonchion @ IR i Sl nBRS: Ribisss ruheguicain
cObRrgefcandingAadifisiiat re2lIXe atl EAN (Erandsisle Aithémiation Protocol)

based met hods may consune a rel atively | arge amount of
basedamethods, may £opsumera relatvely darge amouai ek §mecatthe same time that

[ [ : Lon.
"QRARI bR RO ReR O, SRk Y JERLUEANAT, e
present invention there is provided a nethod of
communi cati ng mﬁéggﬁgggikggﬁzihgﬁﬁggﬂﬁhgﬂg system the
nmet hod conpri sin henti cati on
nmet hod based on one or nore characteristics of at

| east one authentication nmethod previously used to
aut hierording do aneaspedt o the ipeasentainwntiog therstieprovided a method of

BB T8 SRATHP LS T8, B e g

netWook rmtheaticdtiandhethgd Dasddeon one PitanbieadtHayact@ls€6ed bN@t least one
atglt hent.i cati on net hods and sending identity requests
apigentiqation grethqdeprexiorHy Apsd i fuhentifate Rbriinfesmatian handlingesystem
HORG . af cbning o be Nt oraat i |
88 6 BBl L BRARRAY BE A5y G0 ) nevor
ahthsitidation amtthedt foc she ngfotthatidnnthendtbdgi systerhareduentjally selecting

syst.em.and the.aut henti catjon, netho sed nost oftepn . .
o RV e B i S eGP vaTeBee dRaeng syt efpegicaton
nitPoddBdnehatt h @infULipEH tdceipt iof inNRERAGE Glokd e RifdrAhtion handling

currently used by the information handling system

sydersrthptnghet autherication dngthed used dase for eydantidating rthe dnformation
WA sy B BB B8 AP A hippains e

infaseationnhamiéing rsysee do hat aniteli ithd laathenticatibn | Bé&kdd @akfiguration
aut hent i gsti on, net had re\{j ously wused to authenticate
currentivesed Pr sy %HO%EM NB§YLYBt em for network

conmuni cations; communicate the identity of the

sel ected network authentication nethod to the client .

i nf oAeaardiog toamudthergaspestt efritharplesseyirevention |there is provided an

TR Bl e el ORI ORI P A IO PRBBENGH R method

badedeort biiEotiROFe characteristics of at least one authentication method previously

used to authenticate a client information handling system for network communications;
communicate the identity of the selected network authentication method to the client
information handling system; and sequentially selecting authentication methods and
sending identity requests for the selected authentication methods one at a time upon
receipt of an indication from the client information handling system that the
authentication method used last for authenticating the information handling system and

the authentication method used most often for authenticating the information handling
3



recei pt of an indication fromthe client information

handl i ng systemthat the authentication nmethod used

| ast for authenticating the information handling

system and the authentication nmethod used nost often

for authenticating the information handling 3 system

do not match the authentication nethod configuration

w&ﬁe&& hyt HRRd By atdmeenueiticﬁnﬁletheﬁ%&{ﬁgm@ﬂomﬂ%hﬂnﬁ used by the
system Disclosed herein are systens and net hods f

chentheformatian andbng pystam.mat i on  handl i ng systens as

client devices within a network. Using the disclosed
systens and nethods, one or nore characteristics of

t he @isdiesetlilpaéinodre neyblend/ and( m.eglods doit hethentiatiomrof information
node/s and al g rlthnis) pr.evi ou

handlig; systes@s qigntydevicgs athin a Rkt Sa%&/%ee%lg%\éaggﬁﬁstems and

H)CL RYoricCortnorel RaGBE RS RIS dutihtiBatiti WOHKd/s (e.g., authentication
enhtication device (e.q. aut henti cati on server,

nmdeésl asisalgaritbuds) preGessy peidnby, ag!\cen)chfeot dexdes (nyg.t Wageless client

entication, , device.in the ect
EHerGREy BESOER o Hs&a?%rm%%?ﬁﬁ By Eeh A Rt fcasiop dpyise (e
atthefiidatids \tbRr, Wikdlébs Pd gtdcé?ésh ipetht,ne#é. h@st use by the authentication
characteristics |nclude ut are not limted to,

devientn the ssfectipe of sk atalmrwémqrb@@ﬁh@ﬁ foreeoemupisating,Vith e given
cﬂ%XteJ%vfcl ' %m:h fuﬁt rflL H%H&rﬁgtﬁﬁgw@?&clﬁ’ée HQParQ fot limited to,

ftéren on ne
1¢éﬂt1®3ﬂbf thp d4st atlﬂheﬁtﬁcaUSE nmfthodtwsed by tllimgleerdclﬁefm,rrelatlve frequency of

aut henti cati on thod n client, obi nat i ons

use of B or mepedif! %ﬁ?@ﬁ@ﬁ@&i’% 9]}? S&V@c&‘&%‘b 1l AR of use of

t% r'E&QQﬁFfex’éﬁb’axhﬁeﬂthﬁh@rFﬁM%@s by ©FiGen SHBRALSRBhatichs thereof,
uce the time needed to achi evé authenticati on

eecomoxdvgeagaeusiyethetdwloscd: sygerge aud ntethrsls meayube guplomented in one
nV;e n%ri} nz%\l%du e O{ZIIgll ﬁ n%e(f t%’aat%ﬁgge ”Ethgﬁ?cﬁg&é §g1%veeﬁ$ence over the

d@ﬁwgm&esln&eﬂeqafrmdﬂgy convehtidakmatholent i cat i on met hod
and communi cating the identity of the sel ected
net wor k aut hentication nethod to the i nformation

Ea ndl iAng;sSYSELMethbaCo ﬁh&nﬂﬁﬂﬁ&&ﬂ{ Rhth rE'?lt 1tﬁ?cqnia§10ﬁ R B system

ed on one or nore c aracterl Ics of l'east one
aothhrsesiseketiinga metwok apﬁxemlmms»hynalhcﬁﬂand)ccanmhamammgatm identity

t information handl.ing system for .network .
bhrRIccisHETk AN G N RbaDly SeimotnT i phandlipg system.
comuni cating with a first information handling

system configured as a client device and conprises

st ori mge |anthannnm’mnyn@h0dans setastaddbased on wae oo mdie abiaragigristics of

S%EtagtmOI?ﬁg ?étlhgﬁllcaglo E ¢ S 1&.1 yjhpeas t gﬁhéﬁ&ageeme ﬁlformatlon

alr ac er | S
asidigitsysain foRn nBﬁiditbdomhﬁmidaushsl used by

Another disclosed method relates to communicating with a first information
handling system configured as a client device and comprises storing in a memory of a
second information handling system configured as a network authentication device
one or more characteristics of at least one authentication method previously used by
the network authentication device to authenticate the client device for wired or

wireless network communications, receiving an authentication request in the network
' 4



the network authentication device to authenticate the

client device for wired or wreless network

comuni cations, receiving an authentication request in

the network 4 authentication device by wired or

W rel ess communi cation fromthe client device,

selecting a first network authentication nethod based

AMhdHR2GHE deVicBWyewirel Br avireleésStdhimuicatiie fikm [tR@Slient device,

one authentication nethod previously used by the

sedaohine k 2alfirsteneivaaki avihertiqatien t methodhdasadc Mhe thyeone or more
| fo e r

&lgrrﬁggérﬁsgg .%ﬁ%‘e i %ta agltr gnés) tagir@fgéﬁéa%%?hm@ﬁltoﬂoélléwo]psltyhused by the

neatvoEl kuthentivatibh davicemo adientietathd atmnnﬂmoafomglrédw er wireless

identity of the fi st sel ect ed net wor k thenticati
RRIPREEC Uy mHPIcatons thal HE PSS GOl RRTRAY 9D e BPRER authentication

?é\h@enﬁn(fj %Mﬂnﬁﬁxmc%ﬁng rifl@ fdekinP B RRNdd NGt iat I?éﬁvbﬂ( authentication
urther disclosed. The system configured to select as
methad by vein¢chemwirelasy mmmemh@t@brbtagb@clmnt dagicer nore
characteristics of at |east one authentication nethod
previously used to authenticate a client infornmation

handl ARdnforslation handligt sWefek Bofirtierl diséloswis B system configured
communi cate the identity of the selected network

WUtelRsh 5 BetNosk anthepidation matkod-based onjone oF Mmare sharacteristics of at
fea&déde%tﬁéfﬁfcag% kfb’aﬁ%r@%%gﬁg%é’d %Tpaﬂ iRt a iEAGHR rmation
mechani sm may be 1 nple n a mnre ess

hattdhieg tsiystetni fon nefswdirk eomensiicationt fred wostmmenieatt the identity of the

wi rel ssathetlcatlon t.ho aut hent i t|on
HRlcrac ERAMATIGBHNEHIRR O B e e Eingadrancn Handfing Sitem.
authentication device to authenticate a given

wireless client device. The next time the given

W| r eIIesmecdxuemmtary d¢mbiodignent.t 2pgehe meshanismenay batimplentented on a
w1r grﬁu f g’atl%% Vﬂ:tgg%%gdrg }écggl\@rstf {:er{t 1ré% gzlrugl’? Ttication method

(wlgf %hﬂ&ﬁtl&ﬂibh&ﬂdideczﬁidl alg‘oritﬁmm Qskd by the wmtlésr‘anthehﬁcatlon device to
shorten the authentication tine nore qui ckly

JUENEAtiEats iang VeTh AViEelsss bEnt deHidsend F% éﬂ“oﬂn‘i"réf‘ﬁc%l"%e}”i{@less client
%Vfc@%h%tsefﬂjla&ﬁ@ﬂll&i/e Wig @k W%?el érﬁitl?e?l%cé‘ﬁdneﬁéwce, the wireless

evl ce For exa , a W rel ess devi ce may cache, or
aitheaticdtiva devsdte may llefavitctat thestored matless hothentidayionmE&EAGd in an
exchange, and at . EAP ne d for the
SeRE P ePaen 156 AuREhichbp T (o ot ARk et Bite e, correct
a@lﬂ%nﬁemraﬂl HBihbd Hehfg Slirsitl9 S@kbIS YRl By Bhed Bl en RRAFIQASCIRBY device.

be inplenmented for use in wireless networks that are
s nexgepdes uas Wiieldss deeigarmay sachgt hersaye dhe dast muthestieation method

c?rl;?%g%); gn %%‘ilhgxc% e&@ﬁ}dn&seqﬁg @Klg ettl[io%agir tﬁ]eeﬁEAagempt at a future

conver gence" between a W reless device
z@itﬁdﬁﬁéﬁticﬁ&héthﬁd seleai@ssvenaulhend émbddiment]ehd dieclogdgsystems and

access point) in a mapner that confor t o stapdards.

methods mgy be 1r)np1emented or use in wireless netwgsi(s that are homogeneous with
regard to authentication methods in order to cache an EAP method and streamline EAP
method convergence between a wireless device and authentication wireless

authentication device (e.g., access point) in a manner that conforms to standards.

In a further exemplary embodiment, a wireless authentication device may

additionally or alternatively track (e.g., using a counter/s) the frequency or number of
5



In a further exenplary enbodi ment, a wreless

aut hentication device nay additionally or
alternatively track (e.g., using a counter/s) the
frequency or nunber of 5 tinmes that a given wrel ess
client uses a given wreless authentication nethod
(e.q. aut hentication node and algorithm relative to

uﬁiel@ QhatV leBlefSwiraldt Elidnt GRéd Bpivent BAdleSs authBntfddEibn dhethod (e.g.,
npl ementation the wirel ess authentication device my

au@enttqaéov mpdecand algorighmy gelptiveyigerther wirelgsseaythengicgiioremethod/s.
0] r e r

5 G AL 6 DR SRR kel s

rélhtévermequenqc ehtisenafst givert evirelessvauthéeation edvidi togirioditize two or

s no a, correc for the.cyrrent
TS 1P BT B heiis] S NBPPIe, i [Hel BOY repgng fpost recent
“ﬁFe‘i’ésﬁ eautHeHﬁEhtfoHemWhE)Q'l@%%t auddrret hﬁa@dﬁH £} #He\WueRnt F®Yentication
hen try the remai ning possible wreless
nannlmeﬁnpl@acd b1 anwirhlesss clignt daeicerttien thef wirgleag kethentication device
I r f i e C e
oS! BEL Y6 HCCANENNS BhediiE Wil ARRABOMRCheES BMthe order of
trakledlr Radtiveefigquencyi 6f2es sindlittie _bireat sidfent evirelessmathentication
st art by trying the possible wireless authenticatjon

oyrgl. : keraptinstly, éfwwlaiﬂ@élalemé?a&pp\ﬂsvw Hyetary by frying the
I, t
Pmr%a ﬁ.‘%ﬂ%’ﬂ%ﬂﬁﬁg%s@ TEbRGine S rof oL Ehdtatve frequency of
ust, i rethier thiinsloy diastodgowetl the varahess suthenitdtiod éthod last used by the
comuni cati with an informati on handling system
Y78 VHELES S PNl udi ng: sel ecting a networ k
aut henti cati on nmethod; and comunicating the identity
of the selected netvvork aut henti cation nmethod to the
i nf orXieq idaselosaddhareiy isystraethod wivgrinamunigating with an information
t
MR W b0 Gt g B RE  BAEH A PGiBH method; and
cnmtrﬂmﬁbapngvuhewslhmltys&fd tHeo selattédhaietwarkt suthdigication method to the
f or mat handl i ng. sy for netwq

%fgﬁﬂﬁm% PbAE SYsPBoiny 3@53@%&%&?@%% smethageisyislecisfl based on
o%@@?‘-iﬂbr‘éaéﬂa%téﬁsﬁ& 8f hi [e§§t o ARBHAon RRAR }5}9v10usly used to
system configured as a client device. The neth
authehticiésths timormagiamhaadling spsteyn ffr natveaks GMmunfqahqm i on
handl i ng system confi gured as a network
aut henti cati on device one or nore characteristics of

at | egsé dRsedihbRi icatm@Rodet bemupicaih® wilhya W&dinB¥mation
t he network authentication device to authenticate the

hapdling syséem configaied sy @ Flisht dpvies- ebke methady jocludes  storing in a
rﬁﬁﬂiﬁlﬁ”' of bl QEb%nﬁr Sirontadth g“ Llefiftdd glﬁg{ll%gu%§t a! Betwork
the network aut entlcatlon EVI wre r wirel ess
anthemicutioatdeoite fohe ror tniere mhamctbnstd:e\olf Qe leastedr&@tut}EQtlaatlon method
first net\qork aut henticati on et hod based on the

mEgVipyshe used by the network authentication device to authenticate the cllent device
for wired or wireless network communications; receiving an authentication request in
the network authentication device by wired or wireless communication from the client
device; selecting a first network authentication method based on the one or more
characteristics of the at least one authentication method previously used by the network
authentication device to authenticate the client device for wired or wireless network

communications that are stored in the memory of the network authentication device; and
6



characteristics of the at | east one authentication

nmet hod previously used by the network authentication

device to authenticate the client device for wired or

W rel ess network comruni cations that are stored in

the menory of the network authentication device; and

6 communicating the identity of the first selected

cHRMRIdatiag tHeaaEntRR bF e Yt JRdtelhetWdrR AuthRhtiddtibE nR$od by wired

comuni cation to the client device. Further disclosed

oR @itsjass femmynication todhe ket deiFe-ng system the

informati on handling system being configured to:

sel ect a network aut hentication nethod based on one

or mﬂuethethdtsakosm heteirc $s ah iaforinetist hmntﬁn@ut}hmm | that infotmation
revj ausl sed. to authentlagte a

hiaw%l liegh Hag gPn rgg,gq. éﬁl‘e?toar netwo 'fughentlcatllon method based on

0RO RS AlHa PR ErisBO of GOTEAMNbfedd RhdritiRati e Metor ﬁ%vﬁ)hﬁy used to
sel ected network aut hentication nethod to the client

apthentionta potichbirformaionybandhing BRNEF foESERVEYKI QItu@EniTa#ions; and

c%\q @e Jllge]]dgﬁtﬁ% thé n%’lg&&l 20wl WI Hﬁlenfj ica 18%%5?<£éo the client

exa erence

mibﬁmmgﬂxandnng\&yst‘dm Figure 1 ill ust rates a
conventional identity convergence schene between a
Wi reless client device and a W rel ess gateway access

poi nt. Figur %lﬁEESPESE‘SﬁIPfr'IéﬁJ 6Fﬁ$'ﬁﬂ%§g§mr ki ng
envi r onnent ment of

t he di scl osed systens and nethods. Figure 3 is

2o AR PR e Ao R B RS CBMERGith reference 1o the
aldonepd ?ﬁ%&mﬁ@gﬁnm}{mt hods Figure 4 is a

sinplified block diagramillustrating comunication
bet ween an authentication device and client deV| ce

accong X n
i scrokld £ RS TRRAXCR RELIR LolerdeiEe Sphops, dppeen
wikdless cliadtidegicauhd e Mifelsst gaewaghdvesiopaigty accor d| ng to

one exenplary enbodi nent of the discl osed systens and
nmet hods. Figure 6 illustrates an identity convergence

scheipg Lk}@tZV\ﬁe{' gld%d ala ﬁﬁn OF a&f¥kworki cj‘%ﬁé’ﬂ\&%nﬂﬁﬂt &ccording to one

wirel ess gateway access poi nt accor g to one
easeplahaecmbatiment ofghe disélosddssystdins ehd sethoglyst ens and
nmet hods.

Figure 3 is simplified diagram of a networking environment according to one

exemplary embodiment of the disclosed systems and methods.

Figure 4 is a simplified block diagram illustrating communication between an

authentication device and client device according to one exemplary embodiment of the



10

20

25

DESCRI PTI ON OF | LLUSTRATI VE EMBODI MENTS Figure 2 is a
sinplified diagramof a networking environnment 200
according to one 10 exenplary enbodi ment in which the
di scl osed systens and nmethods may be inplenmented to
disglesse sysieras andbwethods.r ed and wirel ess network devi ces.
As shown, networking environnment 200 includes a
nunber of exenplary wireless and wired devices that

By [8yreCP e Wth each other via
Wireleas OEg\%VI r éﬁ% con#ﬁsﬁraggts aélﬁ%emlc?té?p@éf hogelogy according to one
examphoyi ginbbditdennbf bk @8slosétts ysten@thidatiGEg. ar

illustrated, it will be 15 understood that the

di scl osed systens and nmet hods may be inplenented to

autﬁg Lcat V|ces for networking communications in

any of &1 t@'ﬂsér 5 At ik ﬁ@“%ﬁ?%nﬁ?@ﬁme ectyeen ai wireless client
denizt B KiviEE1R hieQRYBBLSs bhiat g el e

devices, or in net&gf SB e%%%%%ﬁﬁgh g %ﬁ@ﬁﬁ F%H@n“mtOfﬂw
I%MSWW%“@@F aevinetbgds. Furt hernore, the disclosed systens

and nethods may be inplemented to authenticate

network communications in a variety of 20 netmorklng

envi r onngyg

office nérm%$¥ S i -

exenplary enbodi nent of Flgure 2 netmorklng

envi n?nt 200 jncludes wreless client devices 210

and 21“2 St Suprlified diagramof @ f@éwﬁ@f&mgmivaonmﬁmrmmcaﬁrdmc to one
exdid SiEbodibehEBwhilh e o s Br o) boo

angld{)yer sonal data als&ﬂs%t%%c?&(yg )Stemﬁ@] EQ‘ICS Wlmplememed
to Né‘fhﬁ@?lkatﬂgbcéhVWlmdnHrd vafdlesal s&wionie ! dﬁﬁ:‘és a " §ﬁjown networkmo

£ 6 in the formof a desktop conput
erl‘/%s,d“ w?ﬁd é%?i‘ﬁ’%éfﬁ npIRRsT OF exepplanit wirelebcend wired dcmlcezjraat may be

cordigaired @ f dogrh @l c410 @ﬁﬁmgé@h Céth&r Wid th%lgs%r 01d e\élge eg%tg%)(umcatlons

netvvor ki % envi r onment via wireless dcc
respessivelyd rdlthengk bt G\hrei_HSQ andil méckdcibwitds dRVilnawaRE, 1if will be

un&éﬂﬁ%ﬁ BN TAOHTEA O BN ﬁﬁ‘%ﬁﬁ % fg? é{)&}{ Ié]ch ?Itgglgrrneggzg | tg i?lthentlcate

net wor kl ng envir

de‘a@ﬂSffennetwatkmglc@iﬁmuﬁftatZ&é ih Sn$ BEMA ¢ lb?' e s
r _conmuni cation with w ?ed K chers&g L&I_;l ment, e.g.,

in dlgg‘?' canYfé?%?rﬁ rffate il wdsn et \Q@ﬂcssl detibes, or in networkmc
endddnﬁ&hfsaﬁlﬁﬁlrﬁmdéﬂ? Wiredbeid %% ﬁ] g,#hggé lg,g?to%%ln gystems and

device 204 is shown” as an au
mefeps Wsys5be empkm)entddato amhenitpleetlettvorie QHH&HHnR%ESnsWH B variety of
net{%pgm networ k. devices vi 2 hardwi re connection to
Wor KSR 2L g hhorae) e erkinghenvisoemehtay yffice networking

enviroRfiegtdl @thon of Figure 2, it will be understood that
t he nunber and types of illustrated wired and wrel ess

client devices are exenplary only,

In the exemplary embodiment of Figure 2, networking environment 200 includes
wireless client devices 210 and 212 that are illustrated as portable information handling
systems in the form of a notebook computer and personal data assistant (PDA),
respectively. Networking environment 200 also includes a wired client device 206 in the
form of a desktop computer. As shown, each of wireless client devices 210 and 212 are
configured to communicate with other devices of networking environment 200 via wireless

access point 208 and network switch 202. Wired client device 206 is shown configured to



10

15

20

30

and that the disclosed systenms and nmet hods may be

practiced with any other nunber and/or 10 type/s of

i nformation handling systens suitably configured for

wired and/or wireless comunication within a given
CORRYHsats e the Athier Glavieer of marw erisingpewyirantmeni 20O béa switch 202. An

1. ' i1l d L . :
b LA T

ang ovirdlesR @Bemnitvivet bEndtiveekih® BnGiebMBEnt %@6 h?‘}hgliﬁﬁ’stréted embodiment

X l.ary only, and that any other sultab_
Of%xdﬁe}’fl}g &u?‘%/{P?fBH%%?H fraticrotd lééi/mwnia@amiagtheaumao? server (e.g., RADIUS
t; ' MInGE b 5 ayed, fo . ,
o et g A S R e Y BBt vig pscpteponection
to petwfosk awittle2@2asks of wirel ess access poi nt, network
router and authentication device. For exanple, Figure
3illustrates a sinplified diagran}of g net}/\orklngd
[ 300 in ich the disclosed systens an :
ot RO qgr%d Be gﬁerﬁS‘F@ﬁ@ﬁY e Fion ﬁfeFlg}l@xinp Pl pe understood that
theeniratierraltyp@ FrlibarReaged ahRERIES AN Rlos AE! MG lary only,
“devi ces.. As shown, 20 networking environnen _
an&l Hat theelischosed spsempandemetipia maywierneieissd with any oflRY he@Ser and/or
: - be. configured. to " .
ohPor 1itEvach Bt T B A0AEEdS Br i andror wirses
comoramirationt within tahigbiegh netvorkinde BhiiesHmpn dey Qm:f’&@, it will be
hat is also configured to operate as a wreless o
““@%’E@R&Jhﬁc@% Raryqtillugraied cgpBourxtierr ob sstwiok rswltcAs202& wireless
3 j L1 i 2.s coupled via wire
e By A el Blon YL P Rl Rl ply nd i any other
suiRkitl osn2&urgeny @f Jnetwdrki corhin@nizarien nal Weittkendefion device/s may be
Ayth ntication device 302 is configured to receive
emglﬂyﬁgn‘{"f S’é?rfl@ﬁ’ t MREeSONMILALVIFY BiabissonBgureé o BUomBER tasks of
wirhds 3dctsd peiht, dawoat rdutlghl faﬁtﬂeﬂﬁca}ti%ﬂtdg%gé.' cation
method in use by the requesting client device, and to
perform edge authentication by exchanging information
with the requesting client device in order to 3 o
conv & gEmgRie  Haure Sriesirates a sismtificd diagranmef inﬁet“mrkmg eh@ironment
lihow ' Le ss 30 to the core |
O e Y8 AReloEeE Stk Pilg 35638 el mpleitented in ancther
exeauplhenembatiment ®eparfarm3asei @Jthé}fiﬁﬁﬂ(icgﬂf&queh@orﬁedefv%@ As shown,
ntication tasks (e.g., user ' _
net R R e RO BE 20 S s 4 Taggn s kel viteiebodieBt Gevices 310,
' d h [ Igﬂﬁg ccess. 1o the core. :
31%2?&0?E¢g%% ﬁ%& %ﬁ%ﬁgﬁﬁﬁg%?#on e&@%%83§55 %&gdﬁgﬂb%W wireless
co {¢Atienst thrawghian inhesteation atewize 303 2Rat a¢ Blso VbR LSS to operate as
BRI d |

- L | 312 and 31 igh have been previous o
: Vgl%ééﬁ te(r gx}vé@/geécels% PSBH"ee-g-anﬁ 289%5S POIA t B B§AWDoBRhentication

devider B0 ToBPIE Wid RHedlEMirReSoRCad hﬁtHéﬁfcé‘ﬁcﬁfsegéer%hggg., RADIUS
resent in the networking environnents o Igure

serygry withig the,gqre npavagk 3 s tdostientivation devid 362 @sseéshfigured to receive

authentication requests from wireless devices 310, 312 and 314 that do not identify the

authentication method in use by the requesting client device, and to perform edge

authentication by exchanging information with the requesting client device in order to

converge on the correct authentication method prior to allowing the wireless client access

to the core network 320. In the illustrated embodiment, authentication server 304 is

- configured to perform core network authentication tasks (e.g., user validation, erc.) after a

9
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systens and net hods may be i apl enented to authenticate

devi ces for networking comunications in any other

types of networking environment, e.g., in networKking
.environnents _that include only. wireless devices, or in
1N Gk dRYCe AL sorfizeraughenticated @nd altdwietbacBbytoWhE @6re network 320

' : e,..t he di scl osed. syst ens and
by EMhER RauiCh A 3B AL Shdivg SORMURisAing 3ihin Spwopgrwork 320 are

S my I npl éenen
wigdessuclienatiedos 312 and/ 314 &bicRhaRebdRr KieDQusiS Ny Nt
ﬁ]%g e.g., hone networking envi ronrrérlﬁt S féflr%%tgg%cess to core
ng ing environnents, etc.). Figure 4 is a

sinplified block diagramillustrating communi cation

between an 15 aut hentication device 402 and client :
devi &khchel HBF Wikidi 48 i L ALy cqbod) et of .

the di sclosed s;st ens. andﬁﬁdetgﬁ‘gé'ls%. az}illpﬂsr(}b[fg‘ﬁ{ E%SF‘Bt%sf’rese“t in the

negporkgden2onmentsi ¢f Higurast 2chnds3, i OMILBE CatéR@od that the disclosed
be under st ood t hat

i el ly in Figure 4, it will | _ )
sy Qs A slethclisy R B, ImRlemehed dar mohemisaico devioa: domd networking
coditurieyions tier aat bRl Viyh& WF anatd C tion. In this :

regard, the aufhenti cg\’?i on caepagl I igggl?%}rhevﬁt’r Eifastf networking
CoXGPNeAR T dbali Bpludevande wiodessagehieest akan RAwbEifERAOSSents that
indlR& 68RARILd 1 of authentication server 204 of
lnFigureEgQg%aﬁffé %sgﬁﬁéf%Wﬁ§’8§c@§§8“ﬁoﬁﬁﬁn§0@KbﬂmﬂwdsHwytw
implegneneed3 to | authdneichte! ustwork e6oRmbRdhdmAt 10 4 Fi : -
o Wi rel ess authentication device 402 1s gﬁo%mwﬂﬁﬁﬁ(ﬁ networking
DESPRTGH P ERES v-§-h hemp mgbearkise enygonhents, offico uptwexdkib@ environments,
etdyenory 408 and that is configured to receive and

produce networ k comruni cations via a coupled wrel ess

25 network interface card (NI C), 404 and antenna 414.

Li kewi se, wireless client device 420 is shown

configie édisnk thmplified béskodiadzh tAtraiisg %@Hﬁﬁlﬁﬂcééi%n between an

B o 46y 4 s configured to receive an .
alfl produce. ﬁlg‘t”\;\eg ?ﬂ“ g@%ﬁ‘?tc T i%n‘%%\ﬁcﬁoréméot@w”éoewlebodlment
of thet divclksddntystefracmdcaedold Alidae asd an are |
annay.408_apd 426 may be any %uita%|e(%2%3%3%§§$ﬁ%ggﬂﬂﬂias
comgugicating, wirglessly i Fagtire dy it widk o eidekstowt tha) ca@hmunication between
aut@entianad igeRic011030 eyices. suitable for storing ‘

i nf or nat i on_Cnegesas[{aaE%)rfna eéllha ag’lvgg'f ¢ Vi QOTF6I GeREGHn. In this
regeol, tthreatherttigntésn edpabhiieslios oiRg®Rs aBhEARIER R MEvIE Y09 YSay be taken
K)%% gﬁg&ibed further Bfreln, Simlarly, processors
Ry B@a%ﬂ?y“ﬁﬁ SLEIeRYCAOR seeves 204 of Figure 2 or wireless gateway

acoIbLHAIRT 30T Fdure B1 Crocontrol ler, etc.) suitable for
retrieving and storing information to attached nenory

devi ces, and for executing algorithns or routines
necggsary.or desirable for acconplishing the features
of B0tReHstaedsamposimeningl’ BigurenbtwinelsssasutBas bl evice 402 is

shobHf Ebﬁﬁgd?&f itk a'\lgrgges%(())r4 486 dthgrtzigs ggl}/plgde tb memory 408 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 404 and antenna 414, Likewise, wireless client device 420 is
shown configured with a processor 424 that is coupled to memory 426 and that is
configured to receive and produce network communications via a coupled wireless
network interface card (NIC) 422 and antenna 428, Memory 408 and 426 may be any
suitable memory devices (e.g., solid state memory, hard disk, efc.) or combination of

memory devices suitable for storing information necessary or desirable for accomplishing
. o

10
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any network interface card or network adapter

conponents suitable for enabling wreless network

comuni cation between wrel ess authentication device
th 2 and rel.ess client device 420 via antennas 414

AR eBO! § hf;’ dé%il(?lsﬁd FHeiems epd anethngs as deserdebdrfettherterein. Similarly,
rggg@ y u3| n Nl C conponents
Dbl e oy oy P AR AT G W sttty bt pBtaHeg raler, erc)

suytable gfon urtthieminige and Csmrdgvmf@‘nﬁim@natowaftﬁ’éi)e@' meRbr Qﬁﬁlé*l‘éé‘s and for .
odi nent, processor 424 and nenory

eX\?\lcl:uruenlceaioor PR AF TORHASE MICOBSERTY 4 alesisatie é‘@n’@éomphﬂm%: tHeefeatures of
th@tlistIoast sy9e s Wnt §h&s t {et.ho

secur i t ysym)dé “andi o?dsg#gdgrﬁiqﬁga %%tﬁ&or “iep- g]&&bf‘g‘h ARGA28 may be
anédteﬁwku@tatffi@ncardfcm mearorbrdbptet corap ML @Bl Ser Efabling wireless

e evi ce 402 via NIC 428. Wreless
neauﬂ; ch |nc1:a ?aglr?nd%e\ﬂ”ﬁ@ Heslesss aE'(B‘ﬁF‘i“@@Pécﬂ@Eﬁ"@’pﬂdcwgsless client
devive 420t Rentantsanbom unhey BRI qp yoeei vad.f ooﬁ%&kglﬁ% network

connunlcatlon devi ce 420 t hrough “antenna
ALt T%aYI]WJ”@Plem@F‘@deYf dsareMICvdonedoessits suitable for wired network

ecurity nodes, and/ or
°°§ﬁ%"31?°fﬁ%hf? B SRR B Bion B a4 varsdatont device
referring to Figure 4 Wi rel ess aut hentication deV|ce

402 may be capable of supporting a plurality of
Wi r dh ¢lis embbhiemdnit C@bt@mrmm&nﬁﬁr ing ofemkﬁeahent evice 420
an

iSSP #g di fferent types and/ or br
? et e%&?/leég%ute ah red @R virdesiauiheptratsinemethed ¢e.g., secunty mode
an&/e€ Wigbtithnd )Y &ird & toV}S}Bqucgra‘ﬁ nHQAtJo%' 1%?c)m}a§r %%Eggéo‘?{l‘}numcawd to

wireless client devices an users
au!ihﬁ!lttqagp@ dewieeHe2 yiaNIU KRSy W\mlbssomwehﬁcm &Gm%twoqg configured
aut hentication device 402,

Ly | ess
o0 g%@%%s earﬁ‘Aheﬁ‘EF%}éoé’d‘ ImaHeR Jecsiyed: Bomywielsss eemmunication device
420 ifrbegteatiennai41a! RINTI I@NG
Cmgé?] . azn needed basi s SI%EW&GfISI@%AIZ%Eéﬁ?%1%legg%&henucanon
mef " EﬁcuWyr’@Pé%Ssané(ﬁrlﬂ@@flﬂam)mnwmglmctsoéélﬁ)rmbat

may be stored in. nenory 408 of wreless
aut henti cation device 402 and is not intended to

consiiBheRrsinewo FloPeingreod gﬁtﬁgrﬂ?c%ué n adtgit 0% uange be ?:];pabie of

stored mnreless aut henti cati on ne
SURPOEHiZe? plugity of mmlesaauim@mdahaﬁ mebtidde r4a B! for )éﬁﬁﬁpl@gcorr%pondmc

net.hads may al so be store :
© %%gérn?%i’ﬁg %r%‘ %0 clight ABYiEsse StiFapnimstrRIdpolicicsid. £.y security
levBitrvsik gFUnpblicies) Ho0dife R WaleRsNelidf Ity (BC G o T BS. ¢t These

ut henticati on Encry g{gl on Aut hentication
URIRGS W GieRs MeacHBtY NadthodSpélt Mhay \Ner edredqiti \adredty M of wireless

authentication device 402, and chosen and used as necessary to authenticate different

wireless client dévices and/or users on a dynamic as-needed basis. Table 1 is an exemplary

listing of wireless authentication methods 416 that may be stored in.memory 408 of

wireless authentication device 402 and is not intended to COIan‘ChCIlSiVC it being

s =3

understood that the number of stored wireless authentication methods 416 may be greater
c

or lesse_r, and/or that different types of wireless authentication methods may also be stored

in memory 408.

11



Basi ¢ Shared NV A None WEP N A 2 3
None 4 W-Fi Protected NA VP N A Access Pre-Shared
5 Key (WPA-PSK) Tenporal Key Integrity Protocol TKIP
6 Advanced Encryption Standard (AES) 7 Advanced

Digest VA 802.1 x Algorithm5 (MD5) WEP 8
G cenk ; Extensible NV A

Privacy (VEP 1

Cisco Key Integrity Lightweight

Cisco 9 Authentication

Prot ocol (CKIP) 802. 1x, enent ( GCKM
Centralized Key Prlg[,peCplA deatiEP %Hﬂ% M
10 802.1x, G sco Conpati fEng P CCX , CCK
11 W-Fi Protected TKI P Access (WPA). CCKM 12
nort laver WEP Security (TLS) 802.1 del g
Sec efno\Rpiecels Pr oetet ed Ext & mewhbrdk € Cache
Typ I Agnghéatl% 14 T-Fm 'In AN A E ryption Authentication Mode Entry ID
Genenrigaritoken Card (GIC AES WP ; 1 17
_Aut hentication TLS., Mcrosoft Chal I enge 80: X
None Open N/A Wired Equivalent N/A
Privacy (WEP) 1
None 2
Basic Shared N/A WEP N/A 3
None 4
Wi-Fi Protected N/A N/A
Access Pre-Shared Twe’rEanoral Key 5
Key (WPA-PSK) Integrity Protocol
TKIP) 6
Advanced
Encryption
Standard (AES)
Advanced | Message Digest N/A WEP 802.1x
Algorithm 5 (MD5) Cisco Key Integrity
Protocol (CKIP) 9
Lightweight Extensible | N/A 802.1x, Cisco
Authentication Centralized Key
Protocol (LEAP) WEP Management (CCKM) 10
802.1x, Cisco
Compatibie Extension
CKIP (CCX), CCKM 11
Wi-Fi Protected
TKIP Access (WPA). CCKM 12
Transport Layer N/A
Security (TLS) WEP B02.1x 13
CKIP 802.1x 14
_TKIP WPA 15
AES WPA 16
Protected Extensible Generic Token Card (GTC),
Authentication TLS, Microsoft Challenge WEP 802.1x 7
Protocol (PEAP) Handshake Authentication | CKIP 802.1x 18
Protocol (MS-CHAP) v2 TKIP WPA 19
AES WPA 20
Tunneied Transport Password Authentication
Layer Security (TTLS) | Protocol (PAP), Challenge WEP 802.1x 21
Handshake Authentication | CKIP 802.1x 22
Protocol (CHAP), MDS5, TKIP WPA 23
MS-CHAP, MS-CHAP v2
AES WPA 24

~As shown in Table 1, each wireless authentication method of this exémplary

wireless authentication embodiment may be selected to correspond to a particular

combination of authentlcatlon characteristics, ie., wireless WLAN security type (e.g.,

none, basic or advanced), network authentication algorithm, tunneling

protocol, data

encryption method and network authentication mode. However, it will be understood that

in other embodiments an individual

12

wired or wireless authentication method may
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Prot ocol (PEAP) Handshake Authentication CKIP 802.1 x

18 Protocol (Ms-CHAP) v2 TKIP WPA 19 AES WPA 20

Tunnel ed Transport Password Aut hentication WEP Layer

Security (TTLS) Protocol (PAP), Challenge 892:1 x 21 o
COESRRRa ke amyt t audlanitioaticPKE Rar8@2risticx o2 2omPmatioe @f authentication

- - AES WPA
cHB e B muak e Gl 08 i lreblag one of more Teatures of the
diselodeendyiseaisi ol mekivad @f a tdven fRIRS %Mvorﬁing' Effifthent. In one
aut henti cation enbodi ment may be'selgcted t
e’ﬁ@mplufaé’g poRkPdiment, she tinfopmation sonbinedt ino Ffablfel 1 _rna}\/N_ ngstored as an
R ' b riSti io€.... Wi reless _
a secgrgﬁd)}ﬁ?{:/%g&] %@RSJ;?&B% 6%2{1&1’@%&4@8 Sif vgbe‘}%‘sﬁ @dfpentication device 402.
Insgeine ckseaa thahatentatidennifiat gD inidybe imﬁ%r? t@gq@ﬁg;, @5 combination
_.en tion.nmethod and network authentication

0%3’39“%\%&5?‘%‘(’)%8%5|SPPm9éteé PaeYistlevduthsatication devie A02.

enbodi nents an individual wred or wrel ess

aut henti cati on met hod may 12 correspond to any other

aut henthoeat indigedal ahfiry 908 6f %re%@ﬁtﬂ%ﬁticqﬂoﬁ)ﬁ \iice 402 may also
. guthentication characteristics as may be suitable for - ™"
Ingiude pRtheRtqadae Rachegt ntor onaintainng edbunamnoéortc:ammg the identity of

i . hads in iven W reless . )

R Rb R TR A0S oG kel S P ireless clent
devives #20 Ovimatrirerengpag akniedng of Aabhi@erdkicaBYn BRIBHS bRIiARly used by
20, . 5 authentication nethod | ook-up table in nmenory ~ .
calB IR e AEaoaddth i AR SR Qe bed koo used|by epgh iwigeless client
de0ia® €20 20 EAMBRT AN taithehBERboh h&hods! ﬁéﬂ . l%f.%aecgp“l/ipé{eesg cliSnt device

identify each conbination of aut I cat’l on

A201eie. aMemary 408 may ainodnelade wyoptiorel esmtadtl DEo ki gQfe frequency

' : hown in Figure 4, nmenory 408 of _
of i of Sty BeaBl B8 ofr e el AR aied mihed Gete. algorithm
and otdehysed dlyicach wareless diedt desicd@d(nt ai ni ng i nformati on
concerning the identity of 10 authentication nethod/s

utilized by wireless client device 420 an? ot her

W T s, ¢lient devices 420 (when present), e.g., a

1 SR R, XA i bR O RIchepH e o pobhod Gcling table
as by magche Wnhial@ssl i 6Pﬁor§?%cﬁ§ntéf‘2glo t(ﬁkﬁ]en Besen) of a wireless

ut hentication method Iast used by each wreless
auf?xpptéc@pon devire 402 foy multiplestiraiessatient devias H2Mt As 3hdvamin Table 2,a
i i ent devi ce '

us:@étﬁggér ?éﬁfpgﬁéeegstbyys&:?ncgoovtm—u&)‘? In(leasysbecrlnlai(?ltained for each wireless client
device 420 (e.g.,. Client A, Client B, etc.) for each wireless authentication method
employed by the given wireless client device 420. In the illustrated embodiment, time
stamps may also be kept for the last date and time of use for each authentication method
utilized by each wireless client device 420, although this is not neéessary. As shown,
Table 2 includes a cache entry identifier (ID) that corresponds to the cache entry identifiers
of Table 1 to allow identification of each wireless authentication method included in Table

2.

13
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. 420, etc.

Menory 408 nay al so include an optiona

counter 410 for tracking the frequency 15 of use or
curmul ati ve usage count for each wirel ess
aut hentication nethod (e.qg.,
by each wreless client device 420. Table 2 shows an

exenpl ary embody

table as it

nmay

05 Ay

e maln

(mhen present) of a wireless

for

t éﬁtpcem I
al ne

aut henti cat

By e fFaek

i on devi ce

al gorithm and node) used

od tracking
®8unter 410

miltiple wireless client.devices 420. As shown

|gﬁ??aole 2,

a_ Xienidage countdr (e.g.

S| ncetierd Bl

Syt ef¥tsont -
client g?ﬂ€V|
for eagﬁtmﬁr

the of man W
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(TD) that corresponds—to—the-¢€
of Table 1 to allom1|dent|f|ca 0 f each W reless’

aut hentication method included in Table 2. 13 Table 2
-Aut hentication Method Tracking Cache Cient A dient

B @ﬂbﬁﬁy 3&@9&5 ara&tltheﬁtﬁﬁiltlmtﬁeth@&tcaé&agﬁowﬁhe{agfeaﬁ it may be

unter St sed p used Since Last
ma@?t%%e ik l%c eﬁnﬁE’QrWﬂﬁ%oﬁaféﬁel%ﬁ é‘ﬁﬁlegﬂ%ﬁtpn dBvist 402 hccording to one

&h 6o dk
ex6/ %%003 1%&%%0&%&3 élsélog dié’%%%f%f 8°dSTéA[§| sglog/ns"ﬁé'\),‘g 3 includes
a rgqpegtu‘fqﬂgmtpfmm tnZ e hDAC adtiress of hésuit@hle E&lﬁhﬁe@%ohtespondmg

ed in . cache nenory 412 of wre
® aut hent | elsty (glhem rélelﬁees 209 H%PHY%éeﬁtnd’féWéUSly authentlcated (or that -

may attempt authentlcatlon) by wireless authentication device 402.

é | dert/ 132098 15:30

s pla
S P TS

P D
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In this exemplary

embodiment, the authentication mode cache structure of Table 3 includes the cache entry
identifier for the last used (LU) authentication method for each wireless client device A to

Z, as well as the cache entry identifier for the most used (MU) authentication method for

each wireless client device A to Z.

_Table 3 — Authentication Method Cache

Client MAC Address

LU MU

Cache Entry ID Cache Entry ID
A 2 2
B 5 4
Z 6 2
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exenpl ary enbodi nent of the disclosed systems and

met hods. As shown, Table 3 includes a respective

identifier Ato Z (e.g., MAC address or other suitable

identifier) corresponding to each of wireless client

devices A to Z that have been previously authenticated

(or that nmay attenpt authentication) by wreless

aut henti cation device 402. In this exenﬁlar¥r$2t o of

j : I.cation node cache s i

Tabl ot et bk RO RO Py YD it may be

iniplemented cic¢ortdingaut beatdxemiplan REOEOb! SRS RiiwMdel &38tems and

BT £ ot PR oSk e oney eltReme criesie fient device and
wirelebwoghthéitica@RC e Wde! €INESBod1d eBO(%ﬁég%t% 1@8&??%%1&?%?% %@mple, by

3 - Authentication Method Cac

aythengsateen EYery2Q4pioCahenteater wirk® clignt2deiceB266 4nd/or waredess client
: [ s a flgwchart. il ]ustrating o :

d%bcteégrllg flg&'a? fzo%f ﬁéfﬂﬁ-o% oﬁ8§§ve§06 ! Fpnaeé§t08@ tl.lat similar methodology
miyrpé émpletnedicd B3 QstHNgpdsCo o< EARInA e REROML TBidie &f and/or wired

the discl osed systens and nethods, e.g., as-part of
COTURGYRHKE. dplr Vi Sieslaset swiemay agkese| pait GORenf Flgwiec® for edge
au@ﬁ%ﬁ@mﬁnllﬁﬁkg s authentication device.. Methodol ogy

500 may be 'nﬁ?enented, for exanple, by .

authentication. server 204 to authenticate wred

client device 206 and/or wireless client devices 210

S t hodol ogy .may be inpl enente y .ot her

ltBieloR L er At O LFT eRous [t Moo FiNea) ghient.  The
auttiendichtion aaqU4RH duak nbNide iy the RYth¥8liSS e BRHENEY b fGiPen client.

poi nt 302 of Figure 3 for edge 10 authentication o
In PEPPBEEY. thadutberigation trquesit theaauthsntication cenleo gycebegianthentication

' LE aut henti.cat.i on server )
e B e Rtemi e, dable ru B bRl s uGRle 412 of Figure 4
in gtep SA¢ and 1obke up shut lasinised AL W PEache dhtepideHO8S (MO} cor_resgonding to the
1 kden he authﬁntication nmet hod used by the given
ast us

cPe n%l{tﬂen};iﬁati,ogsrag e ferghe NeAG adress plcthe igbw_nrcelsiqq@t@at; has requested
autheatiedionentd GRp! SUB, IRE \aifheRRCARACSrAYt DROGEE AL H N ication method

information (e.g., Table 1 maintained in authentication method information 416 of Figure

4) and looks up thé last used authentication method corresponding to the LU cache entry
identifier obtained in step 504. In step 508, the authentication server sends an identity

request to the given client that contains the last used authentication method obtained in step
506.

Still referring to Figure 5, the requesting client device receives the identity request
sent in step 506 from the authentication server and determines in step 510 if the last used
authentication method contained in the identity request matches the current client
authentication method configuration. If the last used authentication method contained in
the identity request matches the current client authentication method configuration, then
the client device responds to the authentication server in step 512 with a positive identity

response, and the authentication server in turn selects the authentication method (e.g.,
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15 net hod cache information (e.g., Table 3 contained

in authentication cache 412 of Figure 4) in step 504

and | ooks up the last used (LU cache entry identifier

ID% corresponding to the last used authentication

a“\%‘ﬁ‘t“ ER}10P 0 MAdR e apCleRtihEg sfrom  wfbenficasinn ciethot! tieatory 416 and
RSt ' kQn.. I n step 506, the
aéutHgﬁ%ﬁggkﬁgﬂr@ﬂ%@%ﬂgg§%2%§§§'authentication met hod

information (e.g., Table 1 maintained in

~authentication nethod information 416 of Figure 20 4)

and IngbipsS Idp thehauthersicatioeskreartipdates ¢izd Loncaeké bagy identifier of the

B R Y YA A A ——

Fig@re Vi fwisiane sadte dnﬂ?ﬁﬂérﬁi}ﬁer ESRUBSHdibO S e i&ién\{i%?ﬁgﬂgle QQfhentication

that contains the [ast used authentication ne

mefRpd upREldin sters f b forghe givenidlient elnestep Ad4 1 the Rugengcalipn server also
I e [ Vi receives the identi _
orkis (RAURAIAAR BLLEAEYLER RSS! LRuMIER SRS Y and time
stagepsv epntained diet eiemiang@niicutish ePedd irhckiRg hRthati®Pde.g., Table 2
aut henti cation method contained in the identity '
‘?OP%‘&Wgéi‘ CWH{‘%‘E@ UHaseG A et cerespand tatherrathendeatioomethod used in

steped 120fdr afR i{/élﬂélaﬂatn:t.oﬂl st%[g 51d16nd ﬁﬁhed{ﬁﬁgoﬁgérogpl}éq%tgets ittl-??gMU cache

net hod cont ai ne n the identity request ma

engryiridentifiec pf @ntaughentientonaatthohcavht lofbraemdi @\ arddd3 contained in

e e, ) iept deyice respopds to.the _authentication
colRepb P £ LEPR AL B LB Bok Ry oot e mos
use apthagation thdthe atdheiHor®aideOd¥ §8p VAR foP thdlbfen client. At this
sel ect (%ge aut hentication nethod (e.g., 15
POttt H%?HS“P 9% Ao dermingiesnl ager utheytidatiom aervérerwdicatfororthe next
g . I Ga the .gi ven . .
b AT Ry &0 BeQRlelu Al DAL ARMERHEE ' 468 502, at which time
meshadedrgyi O8tstants cver agin tgptadess themex L Althaticati @nefiest.
identifier of the authentication nmethod cache
information (e.g., Table 3 contained in cache
ne . f [ .e 4. with the cache entry .
¥ dg[rg{te?/‘ﬁﬂ‘é‘g tégcs)trepe%slg)o(% "HYe© oy}dtt E‘e“’iSG'é i RAegficaijon method contained
in atht héfehiigatre@resimeide® dnats @ehtdhn thd €urRehe E1fnt t NBLGH¥85bn  method
clLient. In step 514, the authentication server also .
Coﬁfts%ﬁ?técgh then thenelieat idgeice sespendomither negtive idefitityaesponse that is
@t ke ] e L Ime tanps  contai ned . .
e LR fin NS20%h 300 LT Bt T Ree identy
respensg. ,inTatppe 38, cdrt aduiedticaionouster 4bMedficaibfUk&vd) accesses
e aut hentication nethod used in

%hq; orrespond to.t . A g
ipgiticalin st achp dnigrpgindieitentels A emenati, auratication cache
41206f BRiikd SRI Q8 S80 Y&T |J4RY .ﬁ%%%e. hB& d\éUg ggﬁ@gccaﬁgen%tYy identifier (ID)

~identifier of the authentication mnet
coirespendiag i@ the( @ogf. ysed abthenBation tuaitingh forrthe 0AAOEAITRROGY the given

. foFigure 4) wth the cache entry identifier
Cl‘%‘ér?“rlée}s%aér{g‘ﬂ‘hedtﬁﬁoa‘%eé“‘ﬁ%%‘%“- it Aden i rebantisaionesarer accesses

auttaﬁxiitgfati@ﬁrrﬁ&ﬁ&aﬁ‘ﬂ%nﬁﬁti&{ g SHablOT hiGcGidieh GhhEMcatidl method

- information 416 of Figure 4) and looks up the most used authentication method

corresponding to the MU cache entry identifier obtained in step 520. In step 524, the
authentication server sends an identity request to the given client that contains the most

used authentication method obtained in step 522.
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poi nt, nethodol ogy 500 term nates and aut hentication

server waits for the next 15 authentication request to

be received froma client device in step 502, at which

time_ et hodol o 500 starts over again to process the

next Sgutrﬁémqgctgtgl%gme PethegsquesReg wientripvice redetyes SHDidehtity request

[ okl the | ast.used authentication nethod
b B4 320 teop! (F o RERIAAREY skt B SGBRToR Sekeadh if e most used
aghententior mehbdd adohbemddl etth® NideRENOgeque QN a8 HEAt hO eurrent client
then the client device responds with a negative
Aythapicayon method ceafigyration. sif 2e mesk sedchubhentitesion method contained in

[ ' Y ' 18.. Upon. recei of .a .

R AR, STEO PR EE Bl cuiteRl BRem e BEionTRENBA cSntidhration, then
thaelibetrddviat iesponsie Lo tie aathicheodtichoder @it i Blep 912 aG1RES $BSitive identity
authenticati?n nmet hod cache information (e.g., Table 3

TSI i A9 FOMRICIER el & apd O RO dma manngnas ra¢vigusiudescriped.nHowever,
if St &Bp 326 : e .cache entr .

! i den? i fi él?éql?f)%?gg% g%?%fg%gtﬁ(g? Ef}éltltbgi c?ﬁléa%rﬁe)g Jf ?Ibeslgantlty rgquest sent in
stepi SRy that awhentigttiod séroer dbes MACractr &8 Scuefent BBerlli MBRentication

t hat has, reguested authentication. In step

:
B L 5t TR DR LEE i a8 response

stgufdgent i cati on nmethod information (e.g., Table |

mai ntai ned i n authentication nmethod information 416

of Figure 4) and | ooks up the nost used authentication

met hod corres ondin9 to the MJ cache entry identifier

obt ar R¥HT§CRIPE 105 3 Beralivg ilegtiprospansetseat inasiein&A8, that dutirentication
seBRF \defaus jodent | o..th iven.client .

LS I8 ey 04 bl e g P ghentication
meshedsi asliseindingt idpntBP 2equebts Soi tese eflected aghtmidatigh b tBods one at a
ﬁ&@ﬁnﬁﬁ@%ﬁ;fing client device receives the identity _

reques SR A5VACeTeapngs 4o the, Atthapiicatiom severic with gnpositive identity
respensee(nod Bigb vk trEFis . 1ot @Rei kfcht t;

aut henti cation ﬁgFﬁgg J@%tainggggah%ﬁéhﬁggﬁéfg§ﬁﬁ9requ“:ﬁmn
the gtigné devicat R eythendcation semver bl fuentselegtsttvemtthamichéon method (e.g.,

. confiqu i A f.the npst used aut hentication
B NOAEORIEN LAY My T BB bRl Bkt an
authentients tiei gintn sagubeingi diahi devioet Radhromkhe JUDat-RO entry ID, MU

hen tﬁﬁ g{ient devi ce responds to the authenticatio
SRR Thauq Bines £ountps #d-1pe stampsangyibnupdajed ingsmense similar to

CaE
S

thanis&riveal gt 1@fuish 89 Stepd 41200 a5%4%. | A 3 TBRNET 1:8S icati
previ ousl y descrjbeéé Fbmeveﬁﬁ%iiglﬁﬁggﬁgg’%ﬁém#ﬁgucm“m‘m“@r
wasder (s agx haithenticatiat lequestret bockceivad dored clight db&ice in step 502, at
i dent i reguest. sent in step 524 by the L -
wHAPE e SRR 0 5B ettt compest teestithentication request.
client authentication 10 nethod configuration, then
the client device responds with a negative identity
r espowdkebé nndesiteq thaBmeltpaslop$ 500 RE FRfurds ri‘se&étrﬂp,\fﬁg Qnéy, and that
he 9en |H¥ reﬁgonse sent in step 528, the authentication
the disclosed systems and methods may be implemented in other embodiments with

additional or fewer steps than included in methodology 500, and/or using an alternative

-sequence of steps. For example, it is possible to implement an authentication methodology

similar to methodology 500 that utilizes any one or more suitable authentication method
characteristics to select an authentication method for communicating with a given client
device, e.g., only using last used (LU) authentication information, only using most used

(MU) authentication information, or that uses most used (MU) authentication information
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server defaults in step 530 to a sequential process of
sel ecting individual authentication nethods and
sending identity requests for these sel ected
aut henti cation nethods one at a 15 tinme until the
toC palegtta pessitde antbepzaten troethdid paiot he niking Abitoused €I authentication

p ve |d nt.t onse (not shown in
inflebfhiBn B Irichfork o Btk Yo, h ERRO8 Tt 5 08 Mefshtiry yo default o a
seyaamn $@tHehQdRkiok hﬁctﬁod 8AECtHRY piResst ﬂedé%lgb%p%?eg&t Mo step 530
server in turn selects the authentication netho ’
r‘(déorgthat oRfPhEALe ethet ynhendigatiom medlcglaﬂhatdcrey1sf1cs3may be employed in
416 t t
th@léElla@tmd grfagdtﬁ)&ltl dﬁorgel:ﬁ%gg{ny (éoer{}ﬁngglrc]atﬁga\?h glngllchi{gcheﬁludewce e.g.

he given requesting ¢

, us(;@hexeno rigstl DyedVhlitBéntzadbe @Ririatibh) §ELH6328E FRUNbCost used
to

@%d tinme s%a nps rm%/c be updated in a manner simlar
Y UIPf BRI efel ati on to steps 514 and 516. At

this point, the authentication server waits for the

next authentication request to be received froma

cli emtwidlesss @e ivdsrs@Bd 382 mBhod¥f | t y

500 starts overu again to prrnocgss Fg%()b %% &%?%h?e% o use any
sulfablg e AHthentiqagan r @qﬁl@ét determysiattion bmeﬂraxdervsﬁemod:atlitat memory (e.g.,

S S exelp | ary only,  and
KR GE A B Pl 4 Seflalsd nAG RSP Ban ormation for a
gwmpdwlnmnmtmbm rRqedstieg cRem@diieens. 3., M\ic‘hrhs fﬁ‘QQixﬁé Qgﬁjgf%ﬁlent requests
Mﬁrtst§ ? than jncl uded in met hodol ogy 5

auJ;Se HERUAR)-af PrerAmpley nogt@algpewg@f igentéfies D)) lﬁﬁlrrr@taamm fepnd in steps
504tandfor BR8Pk Vel ! cat!

et hodol ogy %Il m Idzlalrgmt &oéwrr%f 0&%@8 Tﬁyatdglﬁttf’lslt?e?o for first

tirggh yselsakoro rof nibe eawhdntiakti @ amﬂth@chtfocame @iveRethest device. (After an
an aut hentication nethod fo

rerj s to, sel ect

au%%ﬁr{lrﬁaﬁllog d t?th%oc [5uspd o allltgngICélfq & Biven Wirplssp @bentefog the ﬁrst time, the
Lbodche gairpdD| BRI cadh€entcy- 1 afdlh
_only usin ,nostcuse # i au%%g%Pﬁggk?@%I?%E &%}beuPdmed
I Gy MAHIGE SU%‘éfg terdlaat d@@édnecil\vm)relaumemuepaﬁizmand r5f16r Metnk@Rsary, the
I t thentlcat on method prior to
¢ %rgtl &ﬁglég\ggeuadaﬁ%)%% B¢ § n'ﬂ’%gfl?réf ﬁ% NGURFGHAYY Brgsent.

Furthernore, it wll be understood that it is not

necessary to default to a sequential authentication

et Koghre 8| lélmtrams aor¥2ekX aad Bi%t&ehb@&dnneﬂg@h@:t dcBBmb Qccordmg to
nor e ot her

t t hat
Oné Hﬁﬁgrgaf: mg f%’trSFthc? gﬁa%b?&[‘@?‘i‘ stPEessnagd paethags dgedl may be
1mpl&rrﬁzntddebe$‘ﬁééi‘10£ loBRdn &ﬂleﬂﬂﬁgﬁeé @l Qe PR EQQW%)Q access lpﬂ]élt device

onmuni cating wwth a given client device
folfpwing agsociptipn g& ghe clienhdavice atithothe iandess paint.ofn this embodlment the

wi e C in d { : !
1_%?4 ?Tg rrﬂa 9{33%‘2 e@? 85 fﬁawa}c% cgl%geafl%guaa gplget%g)a:fggqhg{l information for

_ userrmt & datoteOBH P TAChANRY. DE GRMn EM‘H?E‘retCP th’esﬁ oc%@élwﬁoﬁy Héxﬂ%l Begins by

aut henticati on net hod determ nati on net en ca
et 90 (Ely authenigragign aathpd shdseth opactee o4 Ioref cHairgudristics of the

autﬂéntﬁ:‘aﬂol@' Hl%th'og/sp'i)?eW1&1L§§y ad’lsegll egt | %t Ig?\nenl ré 1glr1trm elvPcre]: f(e? 27, using
methodology similar to that illustrated and described in relation to Figure 5) and then
transmitting an EAP Identity Request containing the selected EAP authentication method
(TYPE). The wireless client responds to this first EAP Identity Request with an EAP

Identity Response that contains a positive acknowled.gement (TYPE) of the correct EAP
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gi ven aut henti cation-requesting client device (e.qg.,

such as first tinme a given client requests

aut hentication). For exanple, if no cache entry

identifier (1D information is found in steps 504
augiafigition ptiasiused iy emclidnt.ent  devi ce, met hodol ogy 500

may skip to step 530 for first time selection of the

aut henti cation nmethod for the gi ven client devi ce.

Af t n '

aut ﬁ!;hrll]t@ i én;?]eeag&aﬁefa}f \%l}ﬂrbgpess c Frﬁ%r?zéﬁ (iorﬁlgerfgf’?cﬁ o the correct
authiepracatioh enethdd mmahtageﬂsu'st}ytak& oxMJ onaahempntiky réfeAfd by a single

E#ga%e cgunter and ti stanps may be updated in a
dYSSEIERINSF P85t h lsdé%dflu %Hquﬁ"?e Oattherimglgplst afempts (and

| coﬁé oAbt g 2difei llafE/(le&Qﬁéﬁfr L.é}e/pan% r?g)néalls'ergh\ﬁ%dwqm conventional

ress ma e added to
m%h%@é@ﬁy ofFFiguree 1 60j zhdhusztercatmsrgamceS@Zth]:)@c&mdt E&Bentlcatlon method.
20 one

Altl%%ﬁ‘p Ptt%u%%”n%n%%%ﬁ%%f th%? 1hnte sg)gnegqcaggs{lgléggo§%§ B1eg 1tawid take more than
onaratterpis(i.as moke Y dbEnglt MNP EEsPEANERT) o Qéh\f&% convergence to

client device and a W rel ess gateway acceSs poin
theyeQfrecs au*’%’l‘th@W"ﬁ dnetBad pihae jusimg ghe mimshedalegyt Oﬁjél\ilchﬂ'losed systems

anWtﬁé@h&ﬁ Sit J4% eﬁg)cxgémré Rowleld aﬁﬁmgpscig%cﬂge S F%%?S&Tsume) to achieve

W rel eSS gate SS pol nt
coamrgmm mthtthmmeﬂﬂidbmtyl offthy dBtibsyd s‘y@femsth‘h@ théth&dsf tHidvBen using

convenn XC lAs shﬁ)vvn {gg Figure 6, the access point

e 6‘&3@9 95y sush apilistraty a‘&’ndW%lﬂlﬁéhﬂp@mlﬁenrel
met hod based on one or nore characteristics of the
authentication method/s previously used by the gi ven

cl i &ot paipwies of(t8isOdisclosiir@iCan HESHRAA6H BRI ﬁgr LR
that illustrated and described in relation to g Iy dnclude any

mséf}’m&ﬂ@ Ph¥na2arPeHe o tipstRgeatalidap opeeshte t(yC(Flem,te,Sd:lasmfy process,
trafsdii, Akdebing, }aﬁe\%e | @ﬁélﬁ?{l eEAR N BN | &1?%1' ?,ﬂ R s? detegl record,

(TYPE). The wireless ent responds
Tepreiige h%ﬂdhe@u asilizeviani famn EAHhtB&nht@tenhnﬁemgBﬁ&p@ﬂslgtat foatbusiness,

tive ack enent (TYPE) of the
scig R SRR by S Pk Foce s 189 infRgmation handling

systdm andy bd AUsersdnal ttbmpaiee P IPD A/ z?'&gﬁ’sq}nﬁ'@rgle&fonl:cj M@e % network
convergence to t he correct aUthent|cat|0n nmet h

storags Ahvicgevany othek syitahie ylevice aad trempivaryi inesize, shape performance,
r uest/res onse al r.
fuﬁcﬁ@ﬁaql?f 8D, e Hl%?n ation é’naﬂﬁlaq %élmﬂn(gy one or

I n-conpari son
mowpnoeasmg désogroekiidipdsea EdRar [ﬂ@b@f@itn/ ru%ﬁg@m opﬂbxrd%)are or, software

%/ i cal lX %eqw red by the conventional nethodol og
cont dg tjtigeaicemponems ef @én@f@fftl@ilqrhfear@bng eptem may mclude one

or M@%ﬁrhé&a&é@&sn%hgo& mofd 'i:&glll‘{'%:ﬂlcat ipns p0{ts &Hu Egz?léilg%atmg with

that in sone cases it Is pos
extepppledevices as ovedl et vaipts ifputeand cwgyue (1/03medicsd, %Géﬂaaﬁ@iﬁeyboard a

ohgaue t/res t 0 achi eve convergence to
mogsr A e§ @?‘ﬁ@ Eé’ata’k%“ﬁ%‘%&n wiRedling pyfiem Haay alSO mclude one or
mofRtHRE0l bRl thheradink! eSAthRYSlEN® between the various hardware

components.

While the invention may be adaptable to various modifications and alternative
forms, specific embodiments have been shown by way of example and described herein.

However, it should be understood that the invention is not intended to be limited to the
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10 and nethods, it wll typically require fewer

attenpts (and |l ess processing tine) to achieve

convergence with the nethodol ogy of the disclosed

aﬁﬁikggs and et hods than when using conventiona
P IS SLRReH- Aather, the tnvgnkien i@ weercall medifications, equivalents,

' [ a1, ..pyrpnoses of. thi.s di.scl osure,

g S Ve PUSAE NGB o SRR REDe R DO AT 8 eiFed by the
appersied whems.alMosgoodr, dgodiffgane agiectsnsit thd MBI Rbd £ ®Sms and methods
ﬁn%p§{a Ledto canpute, classify, process, 15 transmt,

PetelVired 1B varays combingiops asid/agipdensndentlyr elhugthplinention is not
liniesal fi@Sdénlyd t duce. dl. or .

] oy OB corbialcRs RS Hien, AR e gy dnglude other
compapors. ness, scientific, control, entertainment, or

ot her purposes. For exanple, an information handling

system may be a personal conputer, a PDA, a consumer

el ectronic device, a network storage device, or any

ot her suitable device and may vary in size, shape,

performance, 20 functionality, and price. The

i nformati on handling system may i nclude nenory, one or

nore processing resources such as a central processing

unit (CPU) or hardware or software control | ogic.

Addi ti onal conponents of the information handling

system may i nclude one or nore storage devices, one

or nore comuni cations ports for comunicating wth

external devices as well as various input and out put

(1/0) devices, such as a keyboard, a 25 nouse, and a

vi deo display. The information handling system may

al so include one or nore buses operable to transmt

conmuni cati ons between the various hardware

conponents. While the invention may be adaptable to

vari ous nodifications and alternative forms, specific

enbodi nents have been shown by way of exanple and

descri bed herein. 30 However, it should be understood

that the invention is not intended to be |limted to

the 19 particular forns disclosed. Rather, the

invention is to cover all nodifications, equivalents,

and alternatives falling within the spirit and scope

- of the invention as defined by the appended clains.

Mor eover, the different aspects of the disclosed

systens and nethods nay be utilized in various

conbi nations and/or independently. Thus the invention

is not 5limted to only those conbi nati ons shown

herein, but rather may include other conbinations. 20
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CLAIMS: 1. A nmethod of conmunicating with an

i nformati on handling system said nethod conprising:

5 (a) selecting a network authentication nethod based

on one or nore characteristics of at |east one LLOYDWISE
aut henti cati on nmethod previously used to authenticate
said i nformati on handling system for network

CIOATMSE cat i ons; 10 (b) communicating the identity of

sai d sel ected network authentication nethod to said

i nformati on handling system (c) sequentially

orm
R Lk G e T R

comerisinga ti me upon receipt of an indication fromthe
informati on handling systemthat the authentication
met hod used | ast for authenticating the infornmation

handlghy@leemss §ﬂbﬁ&lﬁk5@tﬁeﬂi€aﬁ&ﬂdeﬁ@ bad B (b r6ie

nost often for authenticatin i nformati on
handl i ng sysclemcmflstm ofattledst odeeauﬂ&nauatimnnethad preniously used

met hod confi n curre the in orrmtlon
handl i ng sys %6219 Caf Saigh i ﬂHﬁat %‘Pgﬁ N Systeghior aefyvork
sai d net hod émﬁﬁlbﬁfca@@ﬁprl ses communi cating said

identity of said selected network authentication
nmet hod to said informati on 25 handl i ng syst em by

Wi rel i hm 2, .
wher G ReerE Ry lanyid orH sPRLSA ReRlosh o BbRhifaan method
an Ext ensitbbaid Mfohestiondabding fseigecol (EAP). 30 4. The
nmet hod of any one of the preceding clains, further

conprising authenticating said information handling

S y St egy sfeeﬁelﬂﬁtll%@i%cﬁﬁggg@gbﬁﬁédtﬁﬂ%étﬁo&ad seé&inr;g{'i??rrggy

SE ‘sel' ect ed” net wor ntication net
t he aut hemequeatsi fonthtmemwdmlmthemm:htyon methogle ohy asatiche upon
| nformat | ?chrfp O an 1gd1cXt1on fom the information handling system that the
authentication method used last for authenticating the information
handling system and the authentication method used most often for
authenticating the information handling system do not match the
authentication method configuration currently used by the information

handling system.

2. The method of claim 1, wherein said method further comprises communicating
said identity of said selected network authentication method to said information

handling system by wireless communication.

3. The method of claim 2, wherein said network authentication method comprises

an Extensible Authentication Protocol (EAP).

4. The method of any one of the preceding claims, further comprising

authenticating said information handling system for network communications if said
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5. The method of any one of the preceding clains

performed in a network 5 authentication device, LLOYD WISE
wherein steps (a) and (b) are performed upon receipt

of an authentication request in the network

aut henti cation device by wired or wirel ess

communi cation fromthe information handling system 6.
stleetetimietvasik alithehtédatioh metkul BatBhdshBe huth&ti¥RlidPRethod currently in
handl i ng system conprises a 10 wireless information
é’??@‘é?ﬂhaé‘ﬁ ngAEEem.n t he networ k

aut henti cation device conprises a wreless network

aut henti cation device. 7. The nethod of claim 6,

Seher éfhe métbodf @lyeme afeheymebeding digintsi prafoied Hevagaork

C .1 ses W rel] ess gateway  access point configured
aﬂ‘ﬁ%ﬁ?ﬁ*’&f‘ﬂ%&‘&gaewhf‘é?% s 1 2t (it peraeTms. upgn regeept of an
AEHeRQEhtdh réquRbih Ihe RetRbri/autMGESITD dele %gtwgd%r. wireless

aut henti cati on device conprises an authéntication

copyaycation fiiogu thednfoompiderf andling systenet wor k
aut hentication. 20 9. An information handling system
configured to: (a) select a network authentication

aret hothelnahed ofcl@Res OxhdFeinehE B BREEA haldlBg sy8Em@bmprises a
| east .one authentjcation nethod previ ouslr% uSed to
witrless ppformationhandling pitstanyifasd wedeream theanetivork quthgstieatioh device

P]gysr}; i e ) nicate the
cpgli)ﬁtg#lt% y&g : saleg@égﬁo%u?%egﬁé%{gg \K‘gﬁ%@amut henti cati on
method to said client information handling system

nd ( seguential ly sel ecting, authentication nethods
72nd dnet OCF 8“Ie<‘rli‘lm W@ﬁ%}@é@%WIT%SSfWW?M%M%@e device

cBHpRSAtd WAL bARIAOLS R8I Lot '
anip i ndi cati %ﬂg fromthe ¢Iient f%{%%%&gﬁlﬁ%gg%ﬁ%t@h
agihenbeatidmat the aut hentication method used |ast for
authenticating the information 22 LLOYD WSE handling

system and the authentication nethod used nost often

8l or dehenhod et dlaith §,eor 7) et it MehiAdiR labifhenB4sibe ALvice
not match the  authentication nethod configuration -

cemprigsftanautheaticalipnispiyep pondigured; ta perfom ceom nktwatk iantentication.
system 5

9. An information handling system configured to:

() select a network authentication method based on one or more characteristics
of at least one authentication method previously used to authenticate a

client information handling system for network communications;

(b) communicate the identity of said selected network authentication method to

said client information handling system; and

(c) sequentially selecting authentication methods and sending identity requests
for the selected authentication methods one at a time upon receipt of an
indication from the client information handling system that the

authentication method used last for authenticating the information
22
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10. The information handling systemof claim?9, _
wherein said client device conprises a wireless LOYD
client device; and wherein said network authenticati o|’1 WISE
device conprises a wireless network authentication

device. 10 11. The information handling system of

claim9 or 10, wherein said information handling

system i s Handlifesyseanhnde adthasticativh hiRkRAusedhR\BYften for

access point configured to perform edge network

aut hent i cauthsaticating the informtagiophendiingrsastami degnas yeatenthe

claim9 or . ' L g o s ' 15 ngj i
Syatem i o PUTHEIREGh ISR St TRt Ao
server conhfogmatoh bandhieg kgstem. cor e net wor k

aut hentication. 23

10.  The information handling system of claim 9, wherein said client device
comprises a wireless client device; and wherein said network authentication device

comprises a wireless network authentication device.

11.  The information handling system of claim 9 or 10, wherein said information

~ handling system is further configured as a wireless gateway access point configured to

perform edge network authentication.
12. The information handling system of claim 9 or 10, wherein said information -

handling system is further configured as an authentication server configured to perform

core network authentication.
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