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Field of the ['nvention 5 - Thi's invention relates in genera

sel ective call signalling systens and nore particularly to a selectlve
call signalling systemthat facilitates secure financi al transacti ons
over a mﬁrele§g OUNT, PORTHPLE, WEIBBRESS FINANCIALMESFALING PNATNCI al

messagi ng unit. 10 Background of the Invention

I n conventional selective call Sj [ stens, A user or orlglnator
may send a nessage to a subscri%jee(f]f‘i5°€%’l?g(’§“§°nt’s‘§? ective call receiver),

t he nmessage conprising an address associated with the subscri ber

unit, and gata. Thepdal aupuneie Deddted! sAEEEILIOo soBURDi08 BUFE! I ©

dIgItS represen a phone n nuneric char
representing 519@§g&bmg syEteng ﬁé@s@@@e §ﬁr§é§§lé¥9Yatﬂu&tSﬁ%écalwessage
conpri si ng caqu'sqgm(h%@p@ye%m RhatmehbeNird¥BL5CakbYrel ?%I & g

nessagi ng was Sufficient ‘o convey information berween s or
services rel attARSEELLORS, ONESi AcWirel esssﬁ@&WﬁFklﬁPeFe§%§$1ﬁhéF€83§Gts

general schedgortable wirelede €ihhnedklappesayiBgt anitiowever, because of
society's increased need for information when a person is nobile, a

sol ution fist be found that allows an i ndi vidual to perform personal or
busi ness transacti ons, asackpgroandkefpithe Tatrentkdnof personal events,
contacts, 30 and business information. Consi dering conventiona

W rel ess systens including both cellular and paging applications, there
are si gni fi canffnpcopivensional sgdecbéveoradd Bégpréing| py¥skems. aand

private persopalerObyPid3iid8satbraRagctieffSaChBsl8ge to a subscriber

15 unit (e.g., selective call receiver), the message
comprising an address associated with the subscriber
unit, and data. The data may be in one or more forms
such as numeric digits representing a phone number,
alphanumeric characters representing a readable text -

20 message, or possibly a hultimedia message comprising
audio and graphical information. Typically, this form of
messaging was sufficient to convey information between
individuals or services relating to their business,
special interests, whereabouts, general scheduling, or

25 time critical appointments. However, because of
society’s increased need for information when a person is
mobile, a solution must be found that allows an
individual to perform personal or business transactions,
as well as keeping informed of personal events, contacts,

30 and business information.

Considering conventional wireless systems including
both cellular and paging applications, there are
significant problems that must be solved before reliable
and private personal or business transactions can be

35 implemented. Because of the advancement of the
engineering sciences, particularly in the areas of
wireless communications and computer science, it has
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35 inpl enented. Because of the advancenent of the engi neering sciences,
particularly in the areas of W rel ess communi cati ons and conput er
science, it R99/33035 becone rel atively easy for a "haPREUSISNRE731
nmoni tor both the address and data broadcast to the selective cal
receiver. This unwanted nonitoring or eavesdroppi ng poses a problemto

potential user$eebmd FRI1833ve2yCREEBYNESAL &Oﬂhéﬁﬁéfmst& Md Mt o NG En REISONal

data nmay be exposed to unauthorized indivjduals, thus creating an
unnecessary ri S8FESSHAPR Farei bEopfcashi FackheafelectiveFfaddion is

broadcast. Mureeediver.f tThési nheafBed0RonitoLdNG abHSesvesdrdgpinglat a
representing a_personal _a resgH 10, se Personal Identification

Lal nunber
Nunber (PIN) of° oSS En&FPkE™ 8358P5b3#05§e5§r?§ ¥bhFtBFF ng the data
st ream coul 8 g@iommupdessivn aysieusviduthats pheipnpérsonahodatmtmayrbei rat e
the address to u ' . A cat | deyi t heft of
service or 15 g%%??%ﬁﬁ?ﬁapﬁﬁﬁggpﬁgg?gnl?ﬁg?ﬂagg%%hngga?sg%é%ﬁggqgs%he
nmost daunting USNeSesserygraskninrchetbnpaytiesehf confidential urers and

service provi dghgchaddyodNdsi BrbBfcast . f UibF8ovdPE { Pl ERESInEHmRACEA NI
data contained in bzﬁadcasts Is especially keen in the area of

. y
el ectroni c 20 FOREAIRS CteansSeKFofHataTEeRRPRREIRY 2 PeIFFal rrRAQress !

text data aqont gerd@dl mumbernaperabnklandéstipicabioheSumber ePTNW et sSurely
result, in a thgft&p&;funds or i ndi vi.dua
|

Thus, what is eSddd’ s & 8?88%{‘%388&R%ggiigf“téﬂf‘g%r’r‘h%tt%ﬁ%%a an
originator to stmeam cauddagsévunecaesstigean indeviveal os spdssondler unit
and the origi nglebyuntRd or i’i‘H‘cQ_eEﬁiaC?Elﬁ LOE 86CU 5nOBS% A%Cauthd It
exposi ng the conpent.oP meani ng o tﬁe nessage. ]
communication device. The theft of service or
15 confidential information in this manner is probably the
most daunting issue facing communication equipment
manufacturers and service providers today and in the
future. The interest in securing data contained in
broadcasts is especially keen in the area of electronic . ..,
20 financial transactions. To expose for capture, the clear ‘
text data contained in a financial transaction invites,
and will surely result, in a theft of funds or fraud
against an individual.
Thus, what is needed is wireless messaging system
25 that allows an originator to communicate a secure message
between a subscriber unit and the originator, and
authenticate the secure message, without exposing the

content or meaning of the message.

30 Sunmary of the Invention

Briefly, according to the invention, there is
provided a method and apparatus for sending data
comprising secure financial transactions over existing

35 paging infrastructure equipment, using paging protocols
such as FLEX™, a trademark of Motorola, Inc., POCSAG



30 Summary of the Invention Briefly, according

to the |nveﬁ%¢gg? here S provi ded a net hod and appar at ys.. Qplng
i B

dat a

secure financial transactions over eX|st|ng pagi ng
I nfrastructure equi pnent, u3|ng paglng prot ocol s such as FLEX[ err], a
trademar k of thorola I nc -2-
(Post Office GE@sts tgﬁﬁﬂﬁQjQQﬁq %ﬁﬁﬁngéﬁﬁtepﬁuﬁ§V1§Pr¥h§r°up)LlR§ the
A first aspectligde the invention involves realizing har dwar e- t hat

I npl ements a netho for verla re_5 ssag n_an_existing paging
i nfrastructure. tirs 3%5%%6 R 3P8033989¥8ﬁpr?§g%2én agi ng

t er m nal thathkn@huﬁ&stﬂupaghmglemunnwea h@mhpdofexsovgrlayingcsedaﬂe
nessages apd EB% Fq:q The gi ng

t er m nal ggne%gies a ssagln %gg% ngégggﬁégﬁrenesggges

conpri sing th@mmmmaglnge%mmm Powmégpondpﬁglsel ective call
address(es), x‘?fﬁlrﬁlmt‘}féﬂ: flrrwmd& (‘aob%@ﬁlﬂgn@hﬁgder dest ppgbbRBih§aUest s.

Di stri buti on of the sel ecti ve cal nessages 1 n ngssagl n queue 1S
handl ed by t h&SSEHYRS PESSagSH ﬁé’ld Foedr &PgE&FBHEQIHEs%@EsanlaP | east
one base Hejuerit g .. Ql?he ipafisy tdeminant ganaraaad aeﬁesseginéor

connunlcatbon betme t se staHJon and the su h & a or
bager s. G Rt B hediagka: cBE TG sPgLEheEE0RLY8
i ncl usi on of aunm%qgagyaqﬂnuhemquuxnespbhdlpggsa@ectlveecaimal for

sel ectively. C'a@aﬁfe JWeAeCi RN iglir%@ﬂf%m the BBY-¥EHLEYIAYG the

authenticity o ’ssages recelvecr Y )
destination requests. Distribution of the selective call

messages in the messaging queue is handled by the paging

15 terminal which dispatches messages to at least one base
station (e.g., transmitter, antenna, and receiver) for
communication between the base station and the subscriber
unit (s) or pagers.

A second aspect of the invention 1nvolves the

20 inclusion of a cryptographic englne in the paglng "
terminal for selectively ciphering, deciphering, signing,
and verifying the authenticity of messages received from
both an originator and from the subscriber unit or pager.

_ A third aspect of the invention involwves the

25 subscriber unit or pager that is equipped with a special
security module that can process cryptographic
information contained in the selective call messages to
verify their authenticity extract the ciphered data, and
return ciphered responses or acknowledgments as

30 necessary, to authenticate and confirm reception of the
secure message.

A fourth aspect of the invention involves the
subscriber unit or pager being equipped with a primary
and possibly a secondary apparatus for communicating both

35 inbound and outbound messages. The primary apparatus
comprises a conventional radio frequency receiver and

" optionally a conventional radio frequency transmitter.
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both an originator and fromthe subscriber unit or pager. A third
aspect of the invention involves the 25 subscriber unit or g er that is
equi pped wi MO W33PSci al security nodul e that can process E? A8 Hphi c
i nformati on contained in the selective call nessages to verify their
authenticity extract the ciphered data, and return ciphered responses
or acknow edgrieat se@ondfry neppasatys ¢tompnibsestanadpt boall coateiver eamdt i on

of the SCEHLLRPPG%n optical t@mf,gﬂi%@eéspeﬁt&{n%@ﬁ,%gyeneﬁgn

i nvol ves t he el ng equi a primary
and possibly aesen@ﬁdﬁr?pngpétusu@aYofu€§hﬁﬁn¢@@§¥h§eb@@ﬁ &5 mex$ound and

out bound nESSé&&éstléhsrpatﬂafye@eeafa&a netlccefaﬁéa@@e§56£ﬂaentIonal

radi o frequency recelver tiona X a conventlongb radi o frequency
transnittdr. asSsociated c1rcu1try 1mplemen ing_ g uni- or bi- e secondary

apparatus congiir&€€ichalptbfminieativar 18k betwgéh othe | yubscoiberal
transmtter. Alternative secondaéﬁgapparatus may further conprise

|y, the
one or nore UBLtogEiPRY 8¥ %Pﬁth8|8E%?6ﬂa tic transducers and 5
associ ated circui thyfifipheaspechgofi the- invehtion imlvobvesothe

o ginator.  subSSrBLY R CHISEE PRETuaL & BlogBOPl I

ori gi nat or. aspe vol ves the
subscr.beﬂ:unpredetpageneﬂne¢gqung idsphrgfier 100preseerdingicdi bl cdtint

| dentifier Coié§§903Hé”9f“ﬁﬁheﬁéctroh@éSEaQHGOQff@ﬁd@'§§6£§@éccéﬂéh or
funds storage _card, debi redit cakd or bank account. A

si xth aspect @gb %HecﬁﬁgenFFﬁﬁanGBFée ofnkank acGeuBFiper unit or pager
i ncludi ng mul tipl eapsedeheaspeed 3% gheolifivehteohni iheoivesrtkepondi ng with

at least two ofy o $B& " Ght "R95a8LECLhRThE: 655 PL 1 Y05 8h8EEER: §8RY:

15 account identifiers corresponding with at least two of
the following: electronic cash or funds storage card,
debit card, credit card, or bank account.

A seventh aspect of the invention involves the

cryptographic engine in the paging terminal and the

20 security module in the subscriber unit or pager
accommodating a plurality of cryptographic procedures.
These cryptographic procedures comprise both private and
public key systems, as appropriate. One such private key
system is the Data Encryption Standard (DES) using the

25 ANSI X3.92 DES algorithm in CBC mode. Similarly, a first
public key system is RSA (invented by Rivest, Shamir, and
Adleman), a cryptographic procedure based on sub-
exponential one-way functions implemented using modulo n
integer multiplication and exponentation. A second

30 public key system uses elliptic curve technology, a
cryptographic procedure based on highly non-linear
exponential one-way functions implemented over finite
fields.

An eight aspect of the invention involves initiating

35 a wireless transaction from the subscriber unit or pager,

the wireless transaction relating to at least one of the



debit card, credit card, or bank account. A seventh aspect of the

I nvention involves_ the crypt ographic engine in the pagin 5%5 ] and
t he 20 secupv?ymﬁﬁﬂhle in the subscriber unit or pager agkonéggggékg a
plurality of cryptographic procedures. These cryptographi c procedures
conprise both private and public key systems, as appropriate. One such
private key elesyrosici sashe oBatfan@sc sporiage SeaddadebibESandsi rredis 25
ANSI X3. 92 DEga2hgobit Bahikn scBeurde. Simlarly, a first public key
systemis RSA (invented by R vest, Shamr, and, Adl eman), a
cryptographi ¢ proc®dBidthagspest Qfpthe inyensdent LaVodNesway YSERct i ons

i mpl e(rjfent ed glﬁbﬂ.ﬁﬁ:mub@r@onal iiaefﬁqrfir@adttiiow h@\ﬂ\bie%n tfmad; e¢gponentation. A
second 30 public key system uses el lLipti,c curve technol ogy,. a

crypt ogr ap icpﬁPgEgéﬂﬁé &§§8d%§ﬁ I¥i ?f#%ﬁ?-“Pﬁ&aPr pPager &9 ti al one- way
functions i nppeoeeceédngy finkbneiied accounelsdor funds loafedeiightthaspect of
the invention | | al.ti.atl w rel ess transaction fromthe
subscri ber unFPB§%E§§%§LQh&£ %#ﬂga%%Fgless transaction relating to at | east
one of the A tenth aspect of the inventign involves a ais€atronic

cash or fundsgsgh@k3ed pREdondebhaer®iticatd@n’ numbed’ ¢ha®r jkank account.
A ninth as&ect of the i.nvention involves a %ﬁen s%%gfted per sonal
5 kBes

i denti fi cd?i oRTREFEEMeLhANtRs they SakimEdrchvdat SEERSETL NP tor
pager for pi-obagier g thusaddisabldero wiiceser thuady Ifeatetesn dfh&he
subscri ber unit nth _aspect t he invengion I nvol ves

. f
a user sePE@?%&Q%g$§gﬁ§F F&gﬁtéphggfi5H&%Sﬁﬁggtgﬁéﬁcffsﬁ§ Sfbgranned
into the SnarepCagdavmad: by thies subserilpeirt unit or pager.

An eleventh aspect of the invention involves

15 authenticating the an authorized subscriber unit or pager
as a communication agent for the wireless financial
transaction, and selectively disallowing any financial
transactions directed to accounts belonging to or
controlled by the authorized subscriber unit or pager

20 when an inbound or outﬁound financial transaction is
communicated between an issuer and an unauthorized
subscriber unit or pager, and in the alternative,
preventing fund transfers or credit transactions that
exceed a predetermined limit set either by an authorized

25 user or a regulator such as a bank, a credit card issuer
or the like. |

Brief Description of the Drawings

30 FIG. 1 is an electrical block diagram of a data
transmission system for use in accordance with the
preferred embodiment of the present invention.

FIG. 2 is an electrical block diagram of a terminal
for processing and transmitting message information in

35 accordance with the preferred embodiment of the present
invention.



or pager, thus disabling access to any features of the protected Smart
Card unl ess subsequently accessed or reprogrammed by the subscri ber
unit or pag®0 99/33035 An el eventh aspect of the invention iPHHP§SEESEE
aut henticating the an authorized subscriber unit or pager as a
comuni cati on agent for the wirel ess financial transacti on, and
Ee:ect!vely di sal | ewigag @nf %g@amﬁhahg diﬁbkaﬁsgsliggﬁrggiﬁgtgget0 account s
el onging to qr .controlle t aut horized subscriber unif or pager
20 when an | nEGAREFTHEATLATER S e SLPBRLLO, BROFeeot utbhest i oq
bet ween an i ssweoratachcan wirthutther preferreds elnbodihent uoft tive wegment and in
t he alternati&gventr%vaenting fund transfers or credit transactions that
exceed a predetermned limt set either by an authorized 25 user or a
regul ator Such as FAWGEnk 6 and ddiarec &imingsdépgramsoilipatraking the

Brief Descri plypRn¥fordin® doiiigighals30tilized i adcbsaafic€woth i@ bl ock
di agram of a data transm,ssion systemfor use,in acgcordance with the
aﬁ‘!@é’éhpﬁ

preferred enbBFeheFrest Qe pPrgfent inventigRg 2 js an

el ectrical block dirggr.am dfs an @lEctalical bieekpadegsamngs aadfinamsialti ng

nmessage i nformatiaon.in 35.%gcordancethr1tgghp%ﬁferreg enbodi ment of the

pr esent i MPSTESFAY untt 1n accorcance-jiign 508 RIGLEThT g di agrans

i |l ustratitag embodimentandhnitds @resentatinylenthensi gnal i ng protocol utilized

in accordance w r.efgr, e [ f e .

i nvention. 5 wg%gs%hgsgﬁddgarre t?%?%gggggﬁgaﬁég$?§%§€r%%?%%nfﬁé
accordance with the present invention.

FIG. 10 is a high level block diagram of a financial
messaging unit in accordance with the preferred

15 embodiment of the present invention.

FIG. 11 is a block diagram of the message
composition and encryption equipment that could be used
on the premises of a financial institution to send secure
electronic funds transfer authorizations to financial .

20 messaging units via a paging channel.

FIG. 12 is a functional diagram of a wireless
selective call signaling system controller that
implements a combined l-way and 2-way secure messaging
system capable of signalling the financial messaging

25 units.

FIG. 13 depicts the various layers of a messaging
system in a format that is similar to the Organization
Standards International (0SI) stack diagram that is well
known in the electronics industry.

30 FIG. 14 is a flow diagram depicting typical
operation of a financial messaging unit in accordance
with the preferred embodiment of the present invention.

FIG. 15 illustrates a typical sequence associated
with requesting and authorizing the electronic transfer

35 of funds or debit of funds by and from a wireless
financial messaging unit.



synchroni zation signals utilized in accordance wth the preferred

enbodi nent : he present invention. FIG 8 is an i bl ock

di agr am of "2619%%?3 i al nmessagi ng unit in accordance wt he‘%(%péﬁ%lsé?}ghed

10 enbodi nent of the present invention. FIG 9 is a diagramof a

secure nessagi ng systemin accordance with the present invention.

FIG 10 is a hi gh Hl&ellbhliddushizafemmaftpidalamsaience aasonigited unit in

accordance WiyiftH hhPhefrdTest kafHERd Bntaiad i Hasantld d’}i‘(ﬁﬁé ‘Bglt _
encryption

FIG 11 is a block diagramqf the nessage conposi tion an
equi pnent t hARERAP B ess fGhantal ARSSRGINT At dneiRath @it uti on

to send secumay ancdleed-way Gdauxrts donaiidiathldhenistin.ons to financial .
20 nessaging units via a pagi ng channel. FIG 12 is a functional

di agram of a wirel ess selective call signaling systemcontroller that
i mpl enents a conbi ned Desoriptidch wify = nefiermst Eyboflimentsyst em capabl e
of signalling the financial nessaging 25 units. FIG 13 depicts

the various |ayers of a nmessagi nIgﬁ lnsystemin a format that is simlar to
erfa

the Organi zati on Refegtzimehrts § @ relleqtagioals dkdacklidiganam hat - i s

wel | known ik A0 &d & tdei OfrdriiitisSd don Hystem 100, Gsubh ias & fl ow
di agram depi cting typical operation of a financial nessaging unjt in

p
accordand@ PagFith SHREH T P ifb ATRAAICS e 5 s Ph §%bn.
FIG 15 il usdnimictisnent gt aile SRpssite assatdiiadred In tMd Rataquesting and

aut hori zing the e xgic% %'igog G A0S R0 3%@%%4g$e'nsdsor%gi%% lanOfejftlflr%s é)xyofgnd

froma wrel ess ci"al “hessadi ng .
illustrates & tohpral aeduerk systaeiptadiding wiunenite deteel ess transfer of

funds or_debivy e UMY or £ 4 BN SHETS ddVIRE] FudPIRUI UNi ¢

15 alphanumeric data terminal, are routed through the public
switched telephone network (PSTN) to a paging terminal
102 which processes the numeric or alphanumeric message
information for transmission by one or more transmitters
104 provided within the system. When multiple

20 transmitters are utilized, the transmitters 104
preferably simulcast transmit the message information to
financial messaging units 106. Processing of the numeric
and alphanumeric information by the paging terminal 102,
and the protocol utilized for the transmission of the

25 messages 1is described below.

Referring to FIG. 2, an electrical block diagram
illustrates the paging terminal 102 utilized for
processing and controlling the transmission of the
message information in accordance with the preferred

30 embodiment of the present invention. Short messages,
such as tone-only and numeric messages which can be
readily entered using a Touch-Tone™ telephone are coupled
to the paging terminal 102 through a telephone interface
202 in a manner well known in the art. Longer messages,

35 such as alphanumeric messages which require the use of a
data entry device are coupled to the paging terminal 102
through a modem 206 using any of a number of well known

-7-



way and a 2-way secure communi cation system 5 Description of
a Preferred_Enbodi nent Referring to FIG 1, an electrical block
di agram WP BPates a data transmi ssion system 100, suchP@EEUSPS2E3pagi ng
system for use in accordance with the preferred enbodi ment of the
present invention. In the data transm ssi on system 100, nessages
ori ginating ehedem framsmissiprphorgomds.n Wheyskeraflotodplaceugeri c data
transm ssi on, S engr '_ h n 15, al phanuneric
O A T yn 1 reerfiRier 206 panaiae’ P

data termnal, are route roug ephone networ k
(PSTN) to a pJXEPFRSEHIFi%hithe mespagshi c/Ther contzroed letre20dndsi ¢ or

al phanuneri c pRss&EEbly a!ﬂﬁd¥533ﬁéﬂfé&9rshkﬁnigiﬁakﬁﬁsgiPoBg or nore
transmtters .104I?rOV|de within the system en nul'tiple 20
transmittérs SPERIFIe PR 45 Amiacturedoby Motpredar By, shndl cast
transmt the wieksageuns fermiaiuso bries-progrhmmedc rabtiRegagheg units 106.
Processi ng of | G .al_phanuneri.c i nfornation by the pagi ng
term nal 102,c<'51tﬂ@r ang {g#]esu&hottie%gql ue"l CPrERTLOPS AE VPAREPEEMBLSoFOt he 25
nessages i s ddkxet¢hetheddadder to enterRéher mesgage, Fbf tRe an el ectrical

bl ock di agr amandgshdk HRDIIe ' erni 102 wtili fo
processin and\;%osrﬁgr' O#Fél n%%rhtﬁir %%hs%gﬁltgngg}%?h%g’g ?Engéééégefnﬁﬁ?%t I on
i n accor d@nce® M1 tIREDF deiiced 3Whembadicadit isf reneipedsethei nventi on.

Sho(rj _tI rressag&Sontrcz_»l]Séinz_lt_ﬂS ﬁ;@%&e@ﬁe‘é ?aéo?maﬁabﬁ %é§@ge§ll‘lwghgh can bﬁ
readily entered usi a Jquch-Tonelerr] .tel ephone, are couple to the
pagi ng termi nsaqosfﬁle &?3‘@%8%%2’ h&fe SehPEMiREehow theomegsagfanner wel |

known i n t he bering Longsiverbisages be3provelsad . al phangupsteiBegsages which
(eaul e e Ol nclih o AoNGo1is SR LR LB RRILIG,
- 7- 15 as addresses assigned to the financial messaging unit,

message type associated with the address, and information

related to the status of the financial messaging unit,

such as active or inactive for failure to pay the bill.

A data entry terminal 240 is .provided which couples to

20 the controller 204, and which is used for such purposéé
as entry, updating and deleting of information stored in
the subscriber data base 208, for monitoring system

performance, and for obtaining such information as
billing information.

25 The subscriber database 208 also includes such
information as to what transmission frame and to what
transmission phase the financial messaging unit is
assigned, as will be described in further detail below.
The received message is stored in an active page file 210

30 which stores the messages in queues according to the
transmission phase assigned to the financial messaging
unit. In the preferred gmbodiment of the present
invention, four phase queues are provided in the active
page file 210. The active page file 210 is preferably a

85 dual port, first in first out random access memory,
although it will be appreciated that other random access
memory devices, such as hard disk drives, can be utilized

-8-



nodem transm ssi on protocols. Wien a call to place a nmessage i s

recei ved, aﬁg%lgggg er 204 handl es the processi ng of the@égagggﬂmg

controller preferably a mcroconputer, such as a
equi val ent, which is manufactured by Mdtorola Inc., and whi ch runs

various pre-programed routines for controlling such term nal

operati ons as2oFeélproffrsotdcallyrhechessrge sinformation estorrd massage,
gr t he gaédehabifnghar phalelel qhéué@abéeﬁé@@\ﬁ@fé@%ﬁm n(@ﬁél a&?@]l -2%4 om 10 a
ata entry deyice. en ca IS receiye t he con er 4

ref erences i nPSﬁr}%a?i{\gﬁ é’?&‘é’adﬁﬁ tRR Zol %ﬁb%%’??%%]rl%%t%%s‘és% to

det er mi ne howttihéngednfigematiohesnughraseprevided tioy e Pl ests. c ildek
subscri berg; da b 08,,k e | ligted to suc

i nfor mation 1 igé gﬁd?ggggsgggg%ggdé%mop#%eé(fﬁlpncglén'ci aﬂ ST Uni ¢,
message type BS56aPgt dBfprpating fxemesach phasaf@rens iim sortedimted to

the siatus of fibRel hIABEL3knAPESA6hEN SRbinized BHAULARAL! sk Blod Nactive

for failure to A data entry term nal 240 is provided

ay the bill. |
whi ch coupl esng%@aFFancoﬂ?ﬁio?P%r" r intoipatirn Fe@siredriefich pur poses
as entry, updatrangmasgidal ¢albhgodfwhidler ta@tieofestad ath ids mesééﬁ subscri ber

dat a base, 208 pitoring. tem erf ormance, and. for ohtainjng
such i nf o1r°r2mt f‘g%géggolnkgﬁn??nﬁéﬁﬁhf%rl;%ﬂ%rh_ba%c%e& 1n'al‘?ﬁ}r§ﬁ'fﬁ%
dat abase 208 wben inpgbadessimehby framé doatathiony asorttoraiiadr t2ENS M T ON

frame and to SHL $54 S ' | al | N 1t.1S
assi gned, as %?%hﬁg g%é@?l g%gé#ﬁ%%rﬁ?hg?} 2%‘?%14" {}ﬁgagér%ﬁﬁf esa%]e r%crle?d\‘/ed
nessage i s st BPefrpReamessrgecbphifers 26 auvidy temparanidnestire mdssages

in queues accpa@tREdt 8xrbl€ infoihafSsh SEhON RasEne Sl INae kot he financial
nmessagi ng the_preferred enbodi nent of

_ ing, uglt. Lg refer _ thsgfresenh _
i nventi on'® f cBFCHREEETGuBESSTERRSPIOFIRY iFFAMRS Ag \Ratcheddge il e 210.
The active pagemérie 2&Quesceresertldy whilbe duadupadit fitdnd id Ydifg out
andom access.UBABsYcres, EAETAMSD Hiplh o e MLGRAEG L £ e v andom
-8- frame message buffer 216, and the next frame thereafter
‘ is being retrieved and batched. At the appropriate time,
20 the batched frame infofmation‘stored in the frame messagg
buffer 216 is transferred to the frame encoder 218, again
maintaining the phase queue relationship. The frame
encoder 218 encodes the address and message information
into address and-message codewords required for
25 transmission, as will be described below. The encoded
address and message codewords are ordered into blocks and
then coupled to a block interleaver 220 which interleaves
preferably eight codewords at a time to form interleaved
information blocks for transmission in a manner well
30 known in the art. The interleaved codewords contained in
the interleaved information blocks produced by each block
interleaver 220 are then serially transferred to a phase
multiplexer 221, which multiplexes the message
information on a bit by bit basis into a serial data
3 stream by transmission phase. The controller 204 next
enables a frame sync generator 222 which generates the
synchronization code which is transmitted at the start of
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as well. Periodically the nessage information stored in each of the
phase queues is recovered fromthe active page file 210 under eontro]

of control | &°YE4%%si ng timng i nformation such as proviPF§@@B2H31 eal
time clock 5 214, or other suitable timng source. The recovered

message i nformation from each phase queue is sorted by frame nunber and
is then organeaed bPyamddteassmiesiamge The isymorhvadniontivil code dlsher

information r ' R | LSS ahd .S referred to as

nmessage 10 re g?‘é%ﬁ?ﬁ%g{rirr‘gﬁ% n§é¢§?€%@d§ tséfae)&n 'é)%écﬁ% ]':Mr?toggf\&rtéﬁé’s UhgeZ

upon message Sheecoptrednef haerbretlenmtb herse2ial Aata spliiaech@@4f,r ame

i nformati on f ghdeagceRePhass EHEHEFTE ge buffers
g &nc&%%gfe sttx%a%r{ B I

216 whi ch tengorarig ?tore t.h& bat ched Trane information until a tine
for furthet 1BTPPEELEsTATRAREEE r S nf ARt ssHofe s The MesS@ge Stream
nuneric sequebsenext tbapledite a trunsmittdmBortrdiaidrd 226, Whaksm tted,
the next fra b r ifted.is i.n the frane nessa buffer 216,
and t he nextn§?§%% %rggﬁ %éi of ?%P?ﬁﬁikf§(§Q4(ﬁﬁﬁ?%mﬁisb B§SSATSt he
appropri ate t#&heearoveheabdistetbution dhemreintdasn sthecdistribatioane
message behhhe? 1828 mdy A8 &Ly SOk 1 hibdd Y (RAGOKEwAL S, 20ai N

nshi p. e frame

mai ntai ni ng the phase queue relatio ' . encoder 218 encodes
the addrels af§SkEsRBEBion ¢lamael ofvpes, isnah asdmige dideneawag® ovdewor ds

rggui red fgr ﬁﬁcibﬁaemaéﬁé@ﬂﬁb@ﬁiml%hé}ﬁhéi_e,sgﬂ %F%atkt‘éllqw&eﬁe teﬂcoded ' ed
aaaress an $S cogewo are_oraered || nto OCKS ah len coupl e
to a block i ﬁé?gggvé?"% W‘Sﬁ‘ch Thit SisipiRuted nessege,StyeamyAe codewor ds

at a tinme to toansferredetweshe or indws ratanemiiitesk s theionsaned,ssion in a
'ho i nter eavas RTTRIatPal Bhé e of i, YR RmsR o ol SvE e, cibgye
220 are tHen Bessageystraaniis ritrsb tragtmfered imilot iapldwadr pR2t, whi ch
mul tipl exes tHEEFBSSHYE which EERHBEAN PR thEe Hes<BRR Stcilbf a serial
data prior to transmission, At an appropriate time determined
by timing and control circuit 232, the message stream is
y recovered from the dual port buffgr 230 and coupled. to IR
20 the input of preferably a 4-level FSK modulator 234 “The "
modulated message stream is then coupled to the

transmitter 236 for transmission via antenna 238.
Referring to PFIGs. 3, 4 and 5, the timing diagrams

illustrate the transmission format of the signaling

25 protocol utilized in accordance with the preferred
embodiment of the present invention. This signalling
protocol is commonly referred to as Motorola’s™ FLEX™
selective call signalling protocol. As shown in FIG. 3,
the signaling protocol enables message transmission to

30 financiai messaging units, such as pagers, assigned to
one or more of 128 frames which are labeled frame 0
through frame 127. It then will be appreciated that the
actual number of frames provided within the signaling
protocol can be greater or less than described above.

8 The greater the number of frames utilized, the greater
the battery life that may be provided to the financial
messaging units operating within the system. The fewer
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35 stream by transm ssi on phase. The controller 204 next enabl es a
frame .sync ;y 222 which generates t he synchroni za Qﬂﬁ whi ch
i's transn1t9§g§g€%¥he start of . each frane transklgg{gn e
synchroni zation code is mul ti pl exed with address and nessage

I nformati on under the control of controller 204 by serial data spllcer
224, and §baenumber: lodr fragwsa wkiddgge. stthearrii ofiten Begsapes! y

formatted forchhapeNgeeud aﬂaea&i%&edsttbe% finkBcRgxt m@QBQbQH?t 0 a
transmtter controller 226, th contr ol cont r.ol 204

transnits theuﬁé§§a§§519nQQ:F@éﬁP@VEPr§1&| GEMEn EH&ﬁﬁPV Qféuc?ﬂg

di stribution the Qb&meﬂy 22% miynebeeq&yreﬁ &ondléth&ﬁre&f muekslagbeom 10

di stri bution chann u mn m cr owave
dlstrlbutlﬁn channér, %%; %Eﬁgte thie Q%PB%UF "rﬁfﬁk The distributed
message streaﬁynshronlwﬁ$n9heCDQ@WDGGOHGYUE)nﬁpélbwadspreﬁerabﬂxtbEns 104,

dependi ng UDOE%g%nS WS cHs %g]% A ‘iﬁtfiogﬂﬁ%&%heggnmﬁ%né@l%sﬁﬁ%kﬁt)ream

is first transferred into a

orarl
stores the meybagh agecdmbeledphleck § thasyshsblesk AQ. anAﬁpggeﬁﬁlape time

det er m ned FIBY B'”‘@Qc&ﬂ%l@%&?b&'m%b%@%bt1%§3rmhﬂgoﬁeééﬁ glgggean1|s
uffer 230 and cqup

recovered fromt b to 20 _the inpu
preferabl §? a Engﬁéﬁgggkeﬂﬁ§GiE@gFef§4 cpp&rol °ﬁDgGF3t€8 ﬁﬂ?§§§e giFgan1|s
t hen coupl ed aget labeled warsiniOt thiroddh Wword radsm sachnphiageant enna 238.
Referring to FEl d_5, .t fimi O strate the
transm ssi on og%gﬁiepigﬁg S%ﬁ#agiase proF%%thg}lPlzeghgn accordance

wi th the prefsraagnissiomodi M@nfcmfewhemeeg&nm aiddvessi ogon¥tipd shgdnal | i ng
protocol s CagmAnkbdeslottised et adhbabd! Fotlkeol] ahliEdhear bodewotaective

cal l 5|gnaII|ng pr ot ocol shown 1 n e signaling protoco
enabl es nﬁ%sa§€e§F§ﬁ§%W§§P®Prﬂ§GBGWH ﬁ&ﬁ@va? ﬁ§§s§§Fﬁ§ gRLaSinguER as

pagers, assigfedtb® field comprising a short address vector, a long
address vector, a first message word, and a null word,

u;U

and a second set relating to a message field comprising a
message word and a null word.

Lo
R S et

" 20 The address, control, and data or message codewords '
are preferably 31,21 BCH codewords with an added thirty-
second even parity bit which provides an extra bit of
distance to the codeword set. It will be appreciated
that other codewords, such as a 23,12 Golay codeword

25 could be utilized as well. Unlike the well known POCSAG
signaling protocol which provides address and data
codewords which utilize the first codeword bit to define
the codeword type, as either address or data, no such
distinction is provided for the address and data

30 codewords in the FLEX™ gignaling protocol utilized with
the preferred embodiment of the present invention.
Rather, address and data codewords are defined by their
position within the individual frames.

FIGS. 6 and 7 are timing diagrams illustrating the

35 synchronization code utilized in accordance with the
preferred embodiment of the present invention. 1In
particular, as shown in FIG. 6, the synchronization code

-11-



one or nore of 128 franes which are | abeled franme O t hrough frame 127.

It then will be appreciated that the actual nunber of frames provided
wi t hi n t he WO §%308ng protocol can be greater or |ess thgﬁTﬁLsg@?ﬁ"B‘ed
above. 35 The greater the nunmber of franmes utilized, the greater t he
battery life that may be provided to the financial nmessagi ng units

operating w ibmprilkessysieferally ftéivele parts, a first synchronization - 10-

the number of JHeTaYmil il 260l THe-LL9BTES8AY80a (e 6RR BB edyeUed

and dellvereg TS t Aci al”messa %
particul ar feadea tsle@aoel@yswmmomgzatlomezoriswewdy(smcmm r 3guishewnt o

del i ver nessagesrcd 7 l}}rﬁh@gﬁlzétxbﬂecf:fi@%.s.dcg biriSe

synchroni zati on codemor refera even %Iocks of

nessage i hf offdsito®nG W%E%ﬁ%kéﬁbeleméhsﬂé LapBAeBShl ock 0
th}gought bl ocknk@h Axes ;aqwéﬁﬁaftmg 1Flon1%t a@d%@&nal aa&cataf plﬁassaae bit

i nf or mati on conprlses refer addr es ro

codewor ds whiS¥RrChTo %I d?ﬁpgu H“ﬁﬁﬁdp 6Pn§acﬁa§ﬁ3§8
Cpnsequently“AEe@hﬁbh&seaampidheuuaWN baws ,t waich prowhdei £same of up to
ei ghty-ei ght és&gx?él%%z%%t ol %ﬁ% secoqg % %O%W?EﬂspoIggoﬁgdﬁgés contr ol

and data cod refera PG st set rst rel ating
to a viect @réﬁemablomrﬁ;m@méza?@h(ﬁqﬂ Mle@%dveyhéﬂh areong addr ess

vector, a fi ‘Pilec %t@ﬂvoﬁ% YN leotRifdea co%E@th%.%ﬁond set relating

to a nessage conpri si a message word and a null word. 20

The address, ﬁﬂ%ﬁﬁhﬂ11§Mhd Fgchmare, @d SCodsRer 49 indigageptbeeAakpy
31,21 BCH COdﬁ\wrﬁa‘téMatdﬂ m&ﬂmsfés)"and me$@agRe aventpanktny tRiel.whi ch

provi des an ex it ce cod d set. It will be
appreciated T gtéggi%ﬁe (ﬁkﬁmégh? Qgi: £33 T 2851 ¥7°0dBword 25

could be1BtHcdnahnﬂtmnﬂIw1thJﬁhd«sngnalmng ﬁmm@wnoROCSAG

Bit Rate “A” Value
1600 bps Al and Al bar
3200 bps A2 and A2 bar
6400 bps A3 and A3 bar
Not defined . Ad an@ Ad bar : S
Table 1
20 As shown in Table 1, three data bit rates are

predefined for address and message transmission, although
it will be appreciated that more or less data bit rates
can be predefined as well, depending upon the system
requirements.

25 The frame information codeword is preferably a
single 32,21 BCH codeword which includes within the data
portion a predetermined number of bits reserved to
identify the frame number, such as 7 bits encoded to
define frame number 0 to frame number 127.

30 The structure of the second synchronization code is
preferably similar to that of the first synchrbnization
code described above. However, unlike the first
synchronization code which is preferably transmitted at a
fixed data symbol rate, such as 1600 bps (bits per

35 second), the second synchronization code is transmitted

=12«



sigraling prot ocol which provides address and data codewor ds whi ch
utilize the first codeword bit to define the codeword typerygsrnsisiher
address or Y2P¥>%% such distinction is provided for the a(ﬂ'j]ress and
data 30 codewords in the FLEX[err] signaling protocol utilized with

the preferred enbodi nent of the present invention. Rat her, address and

data codewor @& dhe @Etanaymipk Hate at whigh ithe addness mnd MeSTIALST
frames. are td B t@éiﬂi\ﬁ:tfhfd? ir rdiyg ofivagt afvmrid J usddraéedpgertttmy,%

synchroni zat| code | I | i n. accor dan >, Wi t r ef
embodi ment of® 37Eiqn, <o ]ﬁ"ﬁﬁ?ﬂ fafs)n % | n FIG 6,
t he synchronlrﬂeﬁsmr@dﬁnt to obtain ctﬁm're'se:mmraﬁérﬁtamethree parts, a

first syn hron| 23_81 zat{ ‘}9 4 é;\e%aq,gg;? égférgﬁaa&i‘ &(ﬁ@%g (frame

i nf o) sync ron| on cod
FIG 7, the first kyrmmmahe)rsmmm mﬁm@lega@l#m%twram therd

portions, %ﬁé row%degéﬁgio&n?élﬂ: B% the ﬁ!ﬂé‘éh@rﬁn?éﬂﬁ&@téé‘r?é é)eé)l t

patt erns vvh| synchroni zat] on, and secon ourt
portions, |ab@®dramesywhih i inclufn| 2 mrrdeteppined 97 ane

synchroni Zat I&;ae Tf&ﬁ@ﬁémdoyarmlémtihwmm BXodKs vvlﬂ:eciler@dsxhg'ri‘se\gl e
32,21 BCH code) I ch are ined to Vi d::ed n@&g&

correl atin ©i¢ T95S,, SARF C‘FF aﬂ’%s%ﬁ%% cg%cg il %[%e dat a
bit rate at v&tﬂe:ks;mbhmtamh rmo@agmalale&str@smmﬁx@@ltmn qhbtke 1
defines the aald, i Laf@hess bl Fudl @ 2§ hdldes COPAMEL O LoD by

signaling pro coI A

1600 bps the flnanc:m,l MrREIATIRgG un:r.t with bl cﬁﬁ)ga codewords A2 and

Qi gﬁg v bar traf4RPl- P8BS at the various ABr@éh#Bsiéd rates. Not defi ned
18 FIG. 8 is an electrical block diagram of the

financial messaging unit 106 in accordance with the
preferred embodiment of the present invention. The heart
of the financial messaging unit 106 is a controller 816,
which is preferably 1mplemented uSLng a low power

26' MC68HCOx microcomputer, such as manufactured by Motorola,
Inc., or the like. The microcomputer controller,
hereinafter call the controller 816, receives and
processes inputs from a number of peripheral circuits, as
shown in FIG. 8, and controls the operation and

25 interaction of the peripheral circuits using software
subroutines. The use of a microcomputer controller for
processing and control functions (e.g., as a function
controller) is well known to one of ordinary skill in the
art. '

30 The financial messaging unit 106 is capable of
receiving address, control and message information,
hereafter called'“data”.which is modulated using
preferably 2-level and 4-level frequency modulation
techniques. The transmitted data is intercepted by an

35 antenna 802 which couples to the input of a receiver
section B804. Receiver section 804 processes the received
data in a manner well known in the art, providing at the
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Table 1 20 As shown in Table 1, three data bit rates are

predefined for address and nmessage transm ssion, although it will be.
appreci at edyd\@faspgar € or less data bit rates - can be predpéipsssasivel |,
dependi ng upon e system requi renents. 25 The franme information
codeword is preferably a single 32,21 BCH codemord whi ch includes

within the data ortlog a ﬁrzdet rm ned nugbga bits,r erve

i dentify the PREREBENARLEPEEGcH2EVE b BSO¥RES t3 Slgnﬁ%f| BrPRLhET
nunber 0 to feralRedusbeiecbréredldata sidhalst rThéurecofetéd datand
synchroni zati Qn_code.is eterahly o] t r st
synchronizati%l’igna &gd ogglggi%gdgg lﬁbﬁkbgk e tﬁPQ%hgid ﬂgv%i
synchroni zat i extredtinhi ciriceifgr 808r abhg tpaQSninpeu of a 4- leveked dat a

symbol ratg, 8%8@&%% $3@0 bps (bItS per 35 second), the second
synchroni zation code is transnmtte -12-
at the data synbolOPGFét&inﬁﬁcﬁhﬁhéhﬁééhééé &ﬁHeﬁE§§Eﬁ§§tlonaFér?Blﬁe

transmitted I@o@ny 491 ese1f a@&deeolaaequgphbm syn&hgoﬁgﬁeﬂdaszncmnom zation

code allows the |nanckﬁé nessag %1534 to tain "fine" bit and frame

5 synchroni z&EV&t &P ALY A ROV EA OnSHQF TRPL2phtRD codeword

sunmary t he sb@a&buhgomrmnmcobndtphasedtwmnhgtgenerapoefédaéd eebodenent of

t he prese |nvent|on S anes erm ned
70, | BRIROR 1) 5826 dab;%tga 9BS 14! €0nLAEL H¥CnBsDLGERL

synchronl Iome el’even’in
conprise 10 elught @ddﬁ§§b 8coﬁth@StoNnﬂ§§§&géché§hoF€§eﬁéncﬁh§§e The
SynChron'Zat'%Bl%%@?s%%@@se%akﬁﬁ&tNB'Cth@Q Qbstgﬁtltléat&DEEanS”1SS'On

rate, and insures synchr,oni zatiqQ y g |nanc|g& nessaghnﬂ unit with
t he dat a Code@@m@§n1catlon Termlna Providing Vari e Leng egsage

Carry-On And Method Therefor,” issued to Kuznicki et al.,
15 assigned to Motorola, Inc., the teachings of which are
incorporated herein by reference thereto.
Again referring to FIG. 8, the threshold level
extraction circuit 808 comprises two clocked level
.detector circuits (not shown) which have as inputs the
20 recovered data signal. Preferably, signal states of 17%,
50% and 83%, are utilized to enable decoding the 4-level
data signals presented to the threshold level extraction
circuit 808.
When power is initially applied to the receiver
25 portion, as when the financial messaging unit is first
turned on, a clock rate selector is preset through a
control input (center sample) to select a 128X clock,
i.e. a clock having a frequency equivalent to 128 times
the slowest data bit rate, which as described above is
30 1600 bps. The 128X clock is generated by 128X clock
generator 844, as shown in FIG. 8, which is preferably a
crystal controlled oscillator operating at 204.8 KHz
(kilohertz). The output of the 128X clock generator 844
couples to an input of frequency divider 846 which
35 divides the output fregquency by two to generate a 64X
clock at 102.4 KHz. The 128X clock allows the level
detectors to asynchronously detect in a very short period

14-



transmtted at the various transm ssion rates. 15 FIG 8 is an

el ectrical block diagramof the financial messaging unit 106 in
accor dance wo hoss3ess preferred embodi nent of the present PaOvassssm1 The
heart of the financial nmessaging unit 106 is a controller 816,

which is preferably inplenmented using a | ow power 20 MC68HCOx
m croconput er ,esygh %h@%wh_u@e@a&gt g%agg%& phwae giuégs Aﬁée The

m croconput er “control | RePcontrol recei ves
and pr ocesSeshierafiorer gonexatentae éPWpéPtheFHﬁréGFc&A¥g) and shown

in FIG 8, angigantial)s th&@smaabu%u@nélgﬁaaniranaééI paqairtaesper i pheral
circuits usin 0oCcoO ug er

0 t Th
controller fo odd Eaﬁﬂﬁ@béfpﬁ ggbgucé%ppa|sygpgiegxgcggoBlzasgo +8inction
C(r)]nt][_ol lery : achdlevedh ot bt dzh?nsynfchmbdmzalt;ioakshbnam tas willabé. 30
The financia S I I V|n e s
control and n€§§§%§gF%?§%ﬁn |o(r?1:g %ogﬁgggggfegl a?ﬁ%%ggg g%? &
modul at ed usi ng»ntrolprsefg@laé,bl(ycezrtlee\/samaﬁe)4tbeeaabieeqeéﬁc;zlmd@faau on
t echni ich
echni ques. %{%@ ‘chelilgha s sknbeheeRted By 8hmis) ABLALRRCADZeNN C

couples to the [ a recelver section 8 ecel veT section
804. processesaﬂ e ase&OMEd in FIat &-in a manner well known in the art,

provi fll nﬁu&t ]Ehe The 4 level @'éfcléldﬂ'eraglfanﬁb:éﬁeﬂ'abiye%])éeﬁﬁégrﬁdng@é a
signal, herea a_recoyere @ si e.recovered data
signal is couﬁﬁ‘&?et (Yogﬁ'@qenﬁﬁf“ DS 3% O fr ggﬁof"dswgg&ll deCBQ?Factﬁ)ﬁ circuit
808, and to ameicowetredt daté- lsdgalals isdeocogd@ed8to. an input ofptheat threef the

threshol d | evel @Al OnGi el iroanddt, b:leughylengdprello. synbol

synchroni zer inary converte sync ronlzatlon
codeword normalized signal states of 17%, 50% and 83%. Th

15 resulting system effectively recovers the demodulated 2-
or 4- level FSK information signal by coupling the
recovered data signal to the second input of an 83%
comparator, the second input of a 50% comparator, and the
second input of a 17% comparator. The outputs of the

20 three comparators corresponding with the low (Lo),
average (Avg) and high {Hi) threshold output signal
‘values are coupled to inputs of a symbol decodexr. The
symbol decoder then decodes the inputs according to Table
2.
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correlator 818, and phase timng generator (data recovery 10 tim ng
circuit) 826 depicted in the financial nmessaging unit of FIG 8- s best
under st ood wd $v/a3aefser ence to United States Patent No. 5, Z8A/0982¥Atitl ed
"Dat a Communi cation Term nal Providing Variabl e Length Message

Carry-On And Method Therefor," issued to Kuznicki et al., 15 assigned to
Motorola, Inc., the teachings of which are I ncor porated herein by
reference theret|Gppyeshold Adaln rererring to Higgegue t e threshold |evel
extraction circyrgi 8U8 COMPfAgBS (WO C neked IEVQMSB defegBor cifcuits

(not shown) whi gITTREWE. &5 ||p 0 f erably,
Sl gnal st at es Of 1 »in CN0L oanQO/ ornlnf 7QH taoonhhlao docn Ing the

O CTIeOoT \.; \ZATAva vy

4-| evel dat su%‘?]m 599%(:1:@ ?o hgcflﬁrﬁs ald Bevel [ext dact i n
circuit 808. Rclﬂ%én howBEins>i nf tREEhy>appl i ed to the feceiler 25
portion, as when theC{jranci al R@pgsagi NgRAERKt >i s firdt tudned pn, a

clock rate sel ector s preset through a control 1 nput (center sanple)

to select a 128X cl ock, i.e. a clopdievea ng a frequency equivalent to
128 times the slowest data bit rate, which as described above is 30

1600 b The 128 | { b | ock t 4
shown P?\ M Ge 8, %gc%ﬁf)gn ?Ig?'g%g eﬁj vyhe Btl’ Ct Ca)?c'::o“foer%:trol (r?’agsgl'%iat o?s
operating at #BZif)Kie 1ess(RW6h‘E}-¥z§ hree,Lhyg Q)f"aclr\?sﬂé:%ecl ock

gener at or 844 o] an,i RPU dreayeiey gjyvi dey é%g;g@@&ch 35
di vi des the ofi ?E §B£E§aE8d Es @@ EMg%ene‘?ate a 64 'ock at '102. 4

KHz. The 128Xxas| Qékhapgoﬁbet TﬁbrﬁévéhreSho%t‘&:lﬂtﬁ% =) Qi%%ﬁ%’fﬁdon@usl y detect

in a very shogtfpetkfAfl symbol is generated, as shown in th&table of
time the geak and val | ey signal anplitude val ues, and to therefore

generate the PB&VELo), average (Avg) and
The MSB output from the 4-level decoder 810 is

coupled to an input of the symbol synchronizer 812 and

provides a recovered data input generated by detecting
the zero crossings in the 4-level recovered data signal.
15 The positive level of the recovered data énput represents
the two positive deviation excursions of the analog 4-
level recovered data signal above the average threshold
output signal, and the negative level represents the two
negative deviation excursions of the analog 4-level
20 recovered data signal below the average threshold output
signal.
The symbol synchronizer 812 uses a 64X clock at
102.4 KHz which is generated by frequency divider 846,
that is coupled to an input of a 32X rate selector (not
25 shown). The 32X rate selector is preferably a divider
which provides selective division by 1 or 2 to generate a
sample clock which is thirty-two times the symbol
transmission rate. A control signal (1600/3200) is
coupled to a second input of the 32X rate selector, and
30 is used to select the sample clock rate for symbol
transmission rates of 1600 and 3200 symbols per second.
The selected sample clock is coupled to an input of 32X
data oversampler (not shown) which samples the recovered
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high (H ) threshold output signal
decodi ng. After synbol
synchr oni zatW@A%330ghal ,

val ues required for nmodul ati on
synchroni zation is 5 achieved with the

as wWill be- described bel ow, the cdf¥BIBRFI3816
generates a second control signal (center sanple) to enable selection of
a 1X synmbol clock which is generated by synbol synchronizer 812 as
shown in FlI G a8talBignal (ﬁba)4atethﬁrdyea¢ersaﬁﬁlpsetetabymbeneramﬁ& usi ng

t hree vol tage_co rators_an | ,dec d dat
Slonal s cousPRHBEaRbisR fr8, 2EIBeA ER 4R pflE o, 5f BERAEAGe"™

t hr eshol ds codeteptndi igoti shown) whinhlggeerstgaaansoatpstopulﬁa;wﬁe%)and
83% The 15 resubhbeg a&a&e%egaeg&w Y BREOUSH1LNE18eR0IY! gbed 2- or

4- level FSK In tionsi cou gﬁ recovered data signa
to the sedbndCPﬁpaﬁdot°aﬁn83¢put °5oﬁp§#&? ~bynd6488oRdTFHAG (BPEa 50@6

conpar ator, agHoih¢ whlcﬁeigndthm&ubdotoagéﬁ%tﬁﬁﬁpmxahﬁﬂ szBgmguuputs of

the 20 three c ntrators corresgp dlng d { % 1 srage (Avg) .
and high (H ) StAFESHSVBCBEPRAES al-ie reﬁgvﬁgg aPBtBotpPBAlr 0 TPfiput s of a
synbol decoded;vIEed—by—iﬁWBBlcdecuderlshpme&emaﬂéy aheupiifowa according to
Tabl e 2. o]

Avg Lo counter. ghen thESE3§g Egge dﬁ&FctoguhgghﬁFs a syHBe}n <

0 10 edge, a ROlge<is geperated whichpnis gatedQby an AND|gate

58 2 : FK%Etﬁ thBCbﬂrfent couht of divide- by—16/32R€h9c31t5 RG n Zs

shown in Tabl§°2cuﬁﬁéﬁtﬂﬁe RePYLELcdSdgERSSRGRY by the data edge
detector which is also coupled to an input of the divide-

by-16/32 circuit.
the AND gate arrives before the generation of a count of
thirty-two by the divide-by-16/32 circuit, the output

generated by the AND gate causes the count of divide-by-

When the pulse coupled to the input of
15

16/32 circuit to be advanced by one count in response to
the pulse which is coupled to the input of divide-by-

16/32 circﬁit from the data edge detector, ahd.when the
pulse coupled to the input of the AND gate arrives after

20

the generation of a count of thirty-two by the divide-by-
16/32 circuit,
causes the count of divide-by-16/32 circuit to be

the output generated by the AND gate

25 retarded by one count in response to the pulse which is
coupled to the input of divide-by-16/32 circuit from the

~data edge detector, thereby enabling the synchronization
of the 1X and 2X symbol clocks with the recovered data
signal. The symbol clock rates generated are best

30 understood from Table 3 below.

Input
Clock

(Relative

)

Control
Input

(SPS)

Rate
Selector
Divide
Ratio

Rate
Selecto
r
Output

2X
Symbol
Clock
{BPS)

1X
Symbol
Clock
{BPS)

64X

1600

by 2

32X

3200

1600

64X

3200

by 1

64X

6400

3200

Table 3
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(RCin) is less than all three threshold val ues, the synbol generated

iIs 00 (MsB = 0, LSB = 0). Thereafter, as each of the three threshold
val ues is a di fferent synbol is generated, as poue

table 10 gﬁgﬁgsﬁgs The MSB out put fromthe 4-1evel decoder %%6
coupled to an input of the synmbol synchronizer 812 and provides a

recovered data input generated_ by detecting the zero crossings in the
4-1evel recover ed?§afRo¥RgAR thestabphe ﬁBQV?rth?e¥§laB@ 2Xesymboler ed data

:npUF represeabags arbhgehw&a§@51usue dszoataﬁahexoursiQQSpef &Eeoﬁaa|09|4-
evel recover ata_ s abowe t erage thre out put signa

and t he negaPF%eaFEVEVnggﬁngéﬁ Eg 3&8 gcoﬁ@§§§ 8%tae§?§F? n excursi ons
of the anal og 4-| &hel 420evedcbivmey dahwertgnaBlbetouplés therage t hreshol d

t put h 64X clock at
10278 K" whPErE SaoSKat8a Dy ThEgisey arbiaest saes otR Fale 'S Cotpl od

to an input §P1&C§2X r(BoE §§P@@@or Aneék spmbehoskyck imeceopndedt tosal ect or
is preferabl geosiavicdeck 1npth@E RheVEUBekSBhEE ¥ PelidLSi OBy 1 or 2 to

generate a l e cl his thirt t

transm ssion® Qipﬂuég ngﬁéﬁaﬂm§§6obfékoﬁfel§°“Ple€oﬁﬁl%HPFEsa°§econd
i nput of theaﬁZan&medaﬁbe@babctamd(ﬁGt ERowfipd tA seleectotheignapl e cl ock
rate for ra ijon r at 1600 _and 3200, symbol er _second.
The sel ed gé&éﬁ% élo%%gkéacogo 3dgglgéﬁ n%ﬂ?ugf°§2gpe g?a%?aPaEG
oversanpler 6@@&C§h@wnpdwmhehsgé#ptes LhButeoﬁvehedinput data

- 16- selectala %h@ﬂi&ob@ﬁ@h ébn&??itMgtEHeSéBHbS§598£ S¥mepl- The
synbol sanples are coupled™to an 1 nput o
symbol output signals as either 2-level FSK data, or 4-

level FSK data. When the 2-level FSK data conversion

15 (2L) 1is selected, only the MSB output is selected which
is coupled to the input of a conventional parallel to
serial converter (not shown). . The 1X clock input is
selected by clock rate selector which results in a single
bit binary data stream to be;géherated-at the -output of

20 the parallel to serial converter. When the 4-level FSK
data conversion (4L) is selected, both the LSB and MSB
outputs are selected which are coupled to the inputs of
the parallel to serial converter. The 2X clock input is
selected by clock rate selector which results in a serial

25 two bit binary data stream to be generated at 2X the
symbol rate, which is provided at the output of the
parallel to serial converter.

Referring again to FIG. 8, the serial binary data

stream generated by the 4-level to binary converter 814

30 is coupled to inputs of a synchronization codeword
correlator 818 and a demultiplexer 820. Predetermined
“A" codeword synchronization patterns are recovered by
the controller 816 from a code memory 822 and are coupled
to an “A” codeword correlator (not shown). When the

35 - synchronization pattern recéived matches one of the
predetermined “A* codeword synchronization patterns
within an acceptable margin of error, an “A” or “A-bar”

~18-



detector (not shown) which generates an output pul se when a synbol edge
I s detected. The sanple clock is also 5 coupled to an input of a

di vi de- by- 1§@3orsde£ui t (not shown) which is utilized to pgansostsrsiX
and 2X synbol cl ocks synchronized to the recovered data signal. The
di vi ded-by-16/32 circuit is preferably an up/down counter. Wen the

dat a edge detec detects o 1 edge ul se ner d which is
gated by an AREﬁB&Pe s gﬁPFﬁagégb rgﬁt gﬁﬁ?go?°dF$Ph£°g§eie ‘circuit.
Concurrently, TheppasglcslggnéAAteu Bh-bar”dapdewdyd syndbrenipatibich is
al so coupl ed QtEth”BPEerLaEEQ %&:Maes fr%elégﬁghfbﬁﬁﬁéhoé{‘h% the pul se

coupled to th ate arrives ore eneration of a
count of §ﬁﬁFEy°tfw§h§y framedIp; eeds‘yozé; 3angi aéﬁmde{‘-h@esut:bat data
generated py phe AhPegarethaumesshhe €6URb1Rbwl asd@abyprevloﬁstfﬂ circuit
to be advanceg bé ge count in response to the pul se which is coupled
to the input BESHFY ge- by- 20 16/32.circuit fromthe data edge detector,
and when the pufrhe semphédbﬁnaryedanaustnéahhﬂsAéIsgacempleavea aft er
the generatio o] b I Vide- by- circuit,
t he out put gegeghFeag EHE QQRh% Egﬁe%ggdc§ﬁ§§§eghgh %gow?)dlv gé by- 16/32
circuit to bedesodesat 6df§9m§n90@9hmtdl nndeppgﬁsdesoanhenéyt:gtélml efi is
coupl ed tgt hE‘hé”E&‘Bme nqh%églecwrlﬁ@% Bétﬁgltetzémahsy thedata edge
detector, thereby ena t he_synchroni zat i1 on he 1X and 2X synbo
clocks with tﬁ€n¥§€é@§Fe§ ataDurlnglﬁﬁaF a¢ﬁ31§§H%BP'cFB€k #8tes generated
are best 30 updelsiwondg finogiiablrecdibekovwurn-on,| ppuer is s@ppliell toRate

g;hgol 2X the re%éiver S%%%goEigyd%gggng sa§gée%§§%ﬁ §e5§§OC§hS%EbO|
(Relative (SP8) FIG. Rat wbich e@abpetl theBP&repti¢BPSE the “BAX 1600
6400 ,32§5oosyncﬁ%881zat1$ﬁogodewo§éx as de?cggggg abony dnd whiffX

-17- continues to be supplied to enable processing of the

remainder of the synchronization code. The controller
816 compares the frame number currently being received
with a list of assigned frame numbers stored in code,

20 memory 822. Should the currently receiﬁed frame number
differ from an assigned frame numbers, the controller 816
generates a battery saving signal which is coupled to an
input of battery saver circuit 848, suspending the supply
of power to the receiver portion. The supply of power

26 will be suspended until the next frame assigned to the
receiver, at which time a battery saver signal is
generated by the controller 816 which is coupled to the
battery saving circuit 848 to enable the supply of power
to the receiver portion to enable reception of the

30 assigned frame.

A predetermined “C% codeword synchronization pattern
is recovered by the controller 816 from a code memory 822
and is coupled to a “C” codeword correlator (not shown).
When the synchronization pattern received matches the

35 predetermined “C” codeword synchronization pattern with
an acceptable margin of erroxr, a “C” or “C-bar” output is
generated which is coupled to controller 816. The

«10-



As shown in the table above, the 1X and 2X synbol cl ocks are generated
1600, 3200 and 6400 bits per second and are synchroni zed wth the .
recover ed dwoesssesal . The 4-1evel binary convert er PELUSIB@IfAleS
the 1X 5 synmbol clock to a first clock input of a clock rate sel ect or
(not shown). A 2X synbol clock is coupled to a second cl ock input of

the clock raiRr4qleqlaar »cw%r “c:wﬂaols 19243JrS dIRodSB) are

coupled to in uts of ata sel ecto ot shovvn) A sel ector
Sohal 10° (SRRt srrds ﬁgfeﬁ: S itq e
sel ect or and sitfaer ts el fe ather dat;wtpazft:ldme dfnpﬂie Gatame . sel ector, and

provi des control &f t@q:a&%n\g? STNelY a'%ftué}qeléglg ?6 9.\%12%50%3 evléﬂ%aé

ei ther 2-1Ievel ata n the
dat a convér sikah t_’rsz c(ozu;rqléesrelsécﬁ @enexgabingha mqhnsmtrn §1w|aéct ed whl ch

I's coupled tqg '1‘396%&‘5) Q;hlfétﬁqrhv%?}dﬂ%ﬁ A QJ;Ju‘i‘:'s oF a codhicga eraverter

(not shown). . The . 1X clock Irnput is sel ected by ,cl ock rate sel ector

whi ch resul t énterdeausy $24 and @ Klake FaFaveTst tainNG BEYteBRed at the
out put of 20a tdtRalaldignalo (Par l/al4mor1\serdo@p1ed/\k@1 anhdnpdesd FSK.

data conversiqn (4L) is s I ted bt h.the LS out put s e

sel ect ed whi °§|9‘e1) 1% Qﬁ1e(mf Lﬁ?"ﬁ’f) %’ﬁ%’é %{;%flq Sel®Y e§er]%l
converterio The 2X dyedol rqilsttckl sinputsel edhed set edtedk syatwelseleckoriswhi ch
results in a ' I par, d at 2X

t he synbcﬁ%%?lt%d Z%N lmﬂm%vﬁ% pq}aasaehét n(tjet%tﬁo(}o%%e%()%gar allel to
serial convemdch is preferﬁé:f]gr & 18} steich niggricqungen Whisdy il bi nary

dat a St I QAMIRIE R fbrerddee fhure\aded RIthRItY éi%‘éqrst p18p4)30 A s

coupt ed 10,1 BLS, o 3 SUC A AR oMol o et Aol e o0 2
are recover ed)HH)Se geridratoant repld drs Riked rwn}ml@dme"r&rmrgy diAtand iar e
coupl ed ﬁygdé%éfﬁ¥$ 'ﬂiéggwﬁﬂéﬁfnﬁﬁé éﬂ%%“@ac&@%ﬂ& J?Bthe
message information is to begin. When the block start
signal releases the phase generator, it begins generating
_ clocked phase signals which are synchronized with the
20 incoming message symbols. .

The clocked phase signal outputs are then coupled to
inputs of a phase selector 828. During operation, the
controller 816 recovers from the code memory 822, the
transmission phase number to which the financial

25 messaging unit is assigned. The phase number is
transferred to the phase select output (@ Select) of the
controller 816 and is coupled to an input of phase
selectoxr 828. A phase clock, corresponding to the
transmission phase assigned, is provided at the output of

30 the phase'selector 828 and is coupled to clock inputs of
the demultiplexer 820, block de-interleaver 824, and
address and data decoders 830 and 832, respectively. The
demultiplexer 820 is used to select the binary bits
associated with the assigned transmission phase which are

35 then coupled to the input of block de-interleaver 824,
and clocked into the de-interleaver array on each
corresponding phase clock. In a first embodiment, the

-20-



35 synchroni zation pattern recei ved nmatches one of the pr edet er m ned

"A" codeword synchroni zation patterns wi thin an acceptabl e nargin of
error, an " AWOR9/3385har " - 18-PCT/US98/25731
output is generated and is coupled to controller 816. The particular "A"
or "A-bar" codeword synchronization pattern correl ated provides franme

sKncgr oni zat)i C&‘elm&é'nfleahv@i aideofar I s FREWMitDaceagwWwahdchad@-al so defi nes
the data 5 bit, rate of the f. A i o
inter eﬁ%e% eerzjlfg'?tsafgf ﬁ:’pc &g{ég(}\gftea%d\’\@%d@e@é, %L’])éé'&lt 8ran

descri bed. bi'hary reamis also‘coup
i nput of the fmessagedeydewbribts.odrierporgting toneneh transghdesdgds t he frame

codevor d and Pyl fSe Al IAR! | A dlaeinddi AP JadHRRE Sty Dei ng

i
recei ved by the control 816. Duri n? sync acqui sition, such as

fol | owing i5ni taee ¢eer}edrtq e HPPo RS 3 cosFelgtor 830 .r edBPver
portion by batdshyrSBVEF #16 Gtédovehs tHWWHdreds) galtGerbs Wiisinedaloed t he

reception of the "A' 15 , synchronization codeword s descrilb above, and
which " Cont Mt iaePEIAL AT B Sy Goupdes, B PR tetns Eo
remai nder of thessyowdrimpuatodnchsdeidrides comredlaterr. Wheht angmpdr es. t he
frame nunber current!| i el ' ' f ASS) rane
number s storedgklmh @%d%ng%f&n%%réya/%s Cﬁ?o%ﬂghg&é&?ﬁasnt yg%gg(‘a:?’l\?qd
frame nunbwr adddésscpattemsirassiangdd e finmwelal messagingoMndt 816

generates a bafi ey, SAYi A ShiHiR] e WHARIA DL YR (R AN the HuRWerObs
battery saver circuit 848, suspendjng the S'lﬁ)qpl of power_to the

recei ver porti]Bh‘.'- STHEOLR pFRXE ¥ LRhR raceprd ‘%‘e% Téhtil the next
frame assignedstpuébere sel&EERAES , tld médLdpd iIFEoxntaalilony \argver signal is
generated by the controlLler 816 which is cou‘pilaei_'deé %.t he rery savi ng

circuit 848 t CRRRBPROPHEIS L F I Hnet==C ith the addres

15 (e.g., the information representing the broadcast and
received selective call signalling message, which was
previously defined as message related information) is
then decoded by the data decoder 832 and stored in a
message memory 850. . )

20 Following the detection'of an address associated
with the financial messaging unit, the message
information is coupled to the input of data decoder 832
which decodes the encoded message information into
preferably a BCD or ASCII format suitable for storage and

25 subsequent display.

Alternatively, the software based signal processor
may be replaced with a hardware equivalent signal
processor that recovers the address patterns assigned to
the financial messaging unit, and the message related

30 information. Following, or prior to detection of an
address associated with the financial messaging unit, the
message information and corresponding information
associated with the address may be stored directly in the
message memory 850. Operation in this manner allows

35 later decoding of the actual message information, e.g.,
that encoded message information that decodes into a BCD,
ASCII, or multimedia format suitable for subsequent

«21-



to the receiver portion to enable reception of the 30 assigned frane.

A predeterm ned "C' synchronization pattern Is recovered by the
control l er 8%6hmm3sa code nenory 822 and is coupled to actASesasword
correlator (not shown). When the synchroni zation pattern received

mat ches the 35 predeterm ned "C' codeword synchroni zation pattern with

an accept abl e TRGtadls Bl 1 Ofronye®, O pErRBEmiRY Bikel® scordfleraled

which is couplfed to controll g@
"C bar" synchMeHCorat F‘b‘r‘?tc&?emc‘iur@& A8l at BanpeBVEERE aflews frane

synchroni zat i @Ffiieildi, hl@fkﬁrstpééfd bll%.c@ﬁ\hﬁt:p@Et tRa ﬁéséig?ef rane.
The start of the actual da ortion .establ_i shed by the, controll er 816

generating a BPGOFMGtHAR rresp ing &#?%Féﬂnl s%%‘il’pﬁ%‘%ﬁt‘ﬁ?%puts
of a codewsr dtte addrdsst.er Mieuo&&@.mndta datalieaowetlye tditek Circuit

826. A t | ock
rate sel ect g? ?zngjtag%h %m\%%%{% k"l)fec sq:glB Sq‘il?(o%e%g&%&lg%nbol gl ggk
i nputs. The semé@tre@tsm@ssaceemadsmthc@bpl eddress hin i thpaitmessagehase
generat or (nopehlsynleso, Whicdaehd A Glehehly o2 5596&5 %é&? goaint er whi ch

S cl ocked to generate four. phase qutput signals bl ock
start signal F?%W@dc&%eé’@rldob&nalsﬁ&gp 8f tYBé ige%ﬁlhgbe]@e?%rtét%r and is

used to hebd chdeword deltesponte toatheedeaewaweﬂep&a@ﬁagméIoﬂdﬂ%@ct ual
decodi ng of the nessage. .inforpation i.s he. b ock start

si gnal rel eas&s SEife STRRES 5486 Pat’SF oMt fﬁségn?n eﬁe?éx ?\‘B“pn%’rr&lfed phase
signal s whi chmssaspn(ﬂnaim z edfivierh delterf@ningc the ngype skdert Sfidn| s

The cl ocked pt}%]ﬁxr VoAl R 35" BpBABEOUB BE0EQ the LRULS OF a phase

sel ector 828. .operation, contro ers fromthe
code nenory 8z2de ier ltnrmm%mepﬁayerﬁQMrmehm.%hetm@nqrmancu al

15 corresponding with the codeword. The above memory

structure and operation of the de-interleaved information
memory storage device comprising the message memory 850,
the codeword identifier 852, and the memory controller
854, are more fully discussed in the patents incorporgted N
20 below. ’ '
Following the storage of the message related
information, a sensible alert signal is generated by the
controller 816. The sensible alert signal is preferably
an audible alert signal, although it will be appreciated
25 that other sensible alert signals, such as tactile alert
signals, and visual alert signals can be generated as
well. The audible alert signal is coupled by the
controller 816 to an alert driver 834 which is used to
drive an audible alerting device, such as a speaker or a
30 transducer 836. The user can override the alert signal
generation through the use of user input controls 838 in
a manner well known in the art.
The stored message information can be recalled by
the user using the user input controls 838 whereupon the
35 controller 816 recovers the message information from
memory, and provides the message information to a display



25 messaging unit is assigned. The phase nunber is transferred to the
phase. select out ut ([err] Select) of the controller 816 _and is_coupl ed
to an |nput gﬂi sel ector 828. A phase cl ock, corres%ﬁﬁ?% B3 the
transm ssi on phase assigned, is provided at the output of 30 the phase

sel ector 828 and is coupled to clock inputs of the denul ti pl exer 820,

bl ock de-int éxrliawetsmztoxarpresentatiroes&rarad diatpd agre @dRer sudd) azn@n332,
respectivelyy, e% emul tiplexer 820 is used to select the binary bits
associ at ed Wlt the Fase ned transm ssi on(;)hase whi ch are 35 then coupl ed
to the input of bII@cladﬂé— isretiedhe mateding Sescsliptiion.i the t he

de-interl eaV%Ers%reﬁésV PRt ly QiGUSRIRONY %f@i‘zé%%edt%c'ﬁ‘lclsn g,fhrst

enbodi nent

de-i nter | 2avdr 39ge8 a@nsl PreXagal Rrewiqnslyh diecussed,iar refeeenseght 32
bit interl eaved Fadd. ess, mmﬁdcﬂ nmy be Hﬂ%&%agfﬁlQQdﬁmlé&%,to@@f A@SReRd ng to

one transmtt natlo |nt rIea dqgres odewor ds
5 are coupl & &%ﬂﬁ§#¥? d$§ s830 3 qS%Cgﬁ rol | er
816 recover sem:etd@rsﬂr mnmmmﬁ@taqbllemed Sefiecftiiven adll rressagi- ng
unit, and co N sgqltetder ond .nput

correl ator. &ﬁgﬁiﬁﬂ % tﬁib%% |nteff2§VédE%Hdgéggaegggw%%' natches any
of the 140 addﬁ@é@cﬁameemslla%c@w@rt Famh &elceiariagap A%ld;a@hﬁgeumt

Wi thin an aceeni-abiexed %1@1@]‘1"9&@?5&4& b Nd1RRnhwben .Of o, bit errors

AR SR AN S I NS AT RO A IR St
(e.g., the |nnfemumt|e¢n a’.!epr esﬂlmmgam@ﬂ)m@dmtxtaed “swoeﬁemed
iggg;;evfefg%% orna %§§Eﬁ§§%Sy e%n g%i&ﬁ&&a%ye o%gagaggeln graSSZ
and st or &g |Wha.ch aneegggg@n@m;py MB®prola, Inc., and the teachings

of which are incorporated herein by reference thereto.

. Referring to FIG. 9, a diagram shows a secure
messaging system 900 in accordance with the present
1nventlon- _

20 The paglng ‘terminal 102 or wireless selective call
signalling system controller, receives information
comprising a selective call message request including a
destination identifier and a secure financial transaction
message. The information is typically coupled to the

25 paging terminal 102 via a Public Switched Telephone
Network (PSTN) 9212 which serves to transport the
information from a regulator 914 such as a bank, credit
card issuer or the like. The PSTN 912 may be coupled to
the paging terminal 102 and the regulator 914 using

30 conventional phone lines 910 or possibly a high speed
digital network, depending on the information bandwidth
required for communicating financial transactions between
the regulator 914 and a plurality of one financial
messaging unit 906. Once coupled to the paging terminal

35 102, the information is formatted as one or more
selective call messages and transferred 922 to at least
one radio frequency transmitter 904 for broadcast to at

.23-



20 Fol l owi ng the detection of an address associ at ed with the
financial nmessaging unit, the nessage I nformation is coupled to the

i nput of daW® WSsWFer 832 whi ch decodes the encoded nessBQBUBIH2573tat i on
into preferably a BCD or ASCI| format suitable for storage and 25
subsequent di spl ay. Alternatively, the software based signal

processor  1dEit Rnd eplmaRd AN e DAYRES £ BHeval éﬁ!&tte?i gnlan

processor that recovers tﬂg addresscapa,tterns assi gne the f| nanC| al
messagi'ng uni¢ r’l’ﬂ"‘ﬁ?fer PR ETFD - ofherdfiinaRci@l or prior
to detection m:éssai’glng L&d:d:rasos momm:tl&rﬂemaﬁh it rifacn ahlt Wsng
unit, the | Hf hnformatio

associ ated wi %gg&(#od]e%gr%%ﬂ%’@qdol%? ec'g’\ fgﬂcrl? t‘-"ﬁer{:"%1 sr?é’é‘srfge
menory 856. d@aandimi mratnaay:m@re%aagw\mea doaventdenadi Spaaft t he
actual Message diefd bt fedking 5 FiiEnANA0Aed IERRAGR, [ nTOrmali on € hat

decodes into a ASCl |, or ormat sui t abl’'e for subsequent
-21- Al terrmfets‘@itsat itde smefrmquelrftg@ﬁaa@t@%@tewmge t he

rr:ermr y rr;Jst f %}ﬁtﬂélcdét!ﬂbd fari ][Bﬂﬁ:%{d udagatthga,l |ﬂ‘£ﬁnc1a1§fnfés¢sla@1tmg ft-tlrﬁft speed
pl acement o i nf.or.mati on and cor.r espondi n ormati on
associ at ed V\A#(ﬂse‘@la cﬁ"é)sasnc"‘ﬁ&dms@rﬁﬂﬁ gg’qn ’t"&aé“fq?e di r ect
storage ab n&:;amjn]urﬁmsmta Q. ,arutsdnr]rm)(amﬁ ngeload iandyoratdrediassoci at ed
with the addrseag, |&é hes rﬁlmg%m%@__ A rd identifier 852

exam nes the rec€i ved co ewor o assign a type i entlfler to the 10
codeword in resporfotwRY Rarakiehidiv %IWW@Q dogndhsf finangiadt

conpri sing ard@%ﬁé&nf ahith b @ BEinF UMHY R B red JESSRG U, After
determ ni ng the t cLent |Bt | eral af nerioeryt%ont roller f854no|tierlat es to
storethetyﬂ:@u y way of example, e secure financia
15 transaction message is received by the financial
messaging unit 906 which decodes and decrypts a content
of the secure financial transaction messaée that may
represent a cash value token, credit, or debit amount.
This message content is then stored by the flnanc1al
20 messaging unit 906 pending confirmation of recelpt and a
subsequent release of funds or authorization of credit by
the regulator. If the financial transaction value is
high, the regulator will typically require an
acknowledgment from the financial messaging unit 906
25 Dbefore the received token based funds are activated, or
before a credit or debit transaction is allowed.
However, if the financial transaction value is low, the
regulator may not require an acknowledgment from the
financial messaging unit 906 before the received token
30 based funds are activated, or before a credit or debit
transaction is allowed. In case of a low value
transaction, the financial messaging unit 906 may only be
required to reconcile its fund or credit capacity one a
day, or week.
35 The secure messaging systém jllustrated in FIG. 9
' allows wireless return or origination of secure financial
transaction messages using a reverse or inbound channel
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identifier in a second nenory region within the nmenory 15 correspondi ng

with the codeword. The above nenory structure and operation of tngg
de-i nt er| eav¥@ %PA¥Bf mat i on menory storage device conprisi RV R® A sage
menory 850, the codeword identifier 852, and the nmenory controller

854, are nore fully discussed in the patents incorporated 20 bel ow.

Fol | owi ng t he refceriagd Oy HeumEdsagel nadadigtkr sitddd @0®E | Thege sehsédl e
alert signal is ner.at by the cantrol l.er 816. T ensi{ bl e alert

2 gnal 1 o pr e el 1y densd FHAC e, SUhoi FYERAGHSS “be
appreci at ed 2sittest Sddherimendilisd & raremittignadaiers woid anteotd | e al ert
signals, and I rty S he r 11&’193” n udi bl e
alert signal %%%%ﬁﬁ%gg%f%tsﬁe%% %h%gorfn%[ i eré?" %&%c%%%anr? al'er 9dDr5| \%5834
whi ch is uSedsignificgmitdy dmferiian Lalthat mf dedadicahadh radip speaker or

a 30 transducefrr@%c@%&ers%&wﬂa qfi dd QL raHGd ter sidgheration
t hrough the use of useér input controls 838 .in Jranner well known in

the art. 904. TPUS .o HEEGET WOrdhh it a PP FRMeRFAFART  the
user using thenitewoepd ket rd s Gdith ser eypel diiey 35 e rexdtdoaionild .

recovers the 1R3Ra98 d WA \A MR va1JPRidea WbV U5 Adie meosage

i nformation t &%

driver 8400f oreguuesdmantad Ghvsicaldigpingctia? wudffctarfinandgG@ldi spl ay.

In addition t ' A : y LV QU 1

di scussed in %é%gl%ea%rctg%?% I%Igléie%% %%d]g%légr%?alqu% ot olgzﬁe' prew%tusl y

di scussed i n cefrst @FyEents, @F R CIRses gandB-srA iyl e Fhe |SeQHtRer st ood

in view OhmddiRfield AWst@nnid iPrde PR Ynioddie TowhS Yilder

financial messaging unit 906 devices that might include

15 additional means for implementing the return or
origination of secure financial transaction messages
using a reverse or inbound channel that is accessed at a
point of sale 8916 or at a bank 914. In these cases, the
lower power financial messaging unit 906 could include an

20 infrared or laser optical port, low powéi proximate
magnetic inductive or electric capacitive port, or
possibly an ultrasonic or audio band acoustic transducer
port, all of which could couple signals between the lower
power financial messaging unit 906 and a device such as a

25 point of sale terminal, automated teller machine, or the
like.

Several cryptographic methods are suitable for use
with the present invention. The following definitions
are useful in understanding the terminology associated

30 with cryptography as applied to wired or wireless
communications.

Certificate - Certificates are digital documents
attesting to the binding of a public key to an individual
or other entity. Cerxrtificates are issued by a

35 Certification Authority (CA), which can be any trusted
central administration willing to vouch for the
identities of those to whom it issues certificates. A

25-



entitled "Tinme Division Miltiplexed Selective Call Systent issued to
Nel son et al., No. 5,371,737 entitled 10 "Sel ective Call Receiver For )
Recei vi ng Awkidstssgasase Mul ti pl exed Signal" issued to Nel PEA/USHSZHT3L  No.
5,128,665 entitled "Selective Call Signalling Systent to DeLuca et al.,
and No. 5,325,088 entitled "Synchronous Sel ective Signalling Systen to

Wilard et algg @imii]i £ 5 SN b B E ARl WY, 3 gat ar Qbér'kn?ublﬁad the
t eachi ngs 011; I ch are incorporated herein hy re&gr sr,lce

ereto.
Referring to ¥eXs Phus 08hel iRRhdwel g Jafipraatiopssbig F@gsfrgﬁewgéo in
accordance wi¢d theipressiic key hvaridr prilent theilrecpagifigcheentoal 102
or wireless selective cal

I signall i syst.em.¢cont .0 A kyes
information OCREHIAFEET ntP SLRTHRE E:%e? r?’esls@é% %éfqh;iélg 5 %gﬁg%ﬁ\éng a
destinati@n iXlewsifier and a secure financial transaction nmessage. The

information is typbggkk%?ﬁmgﬁi to ,fﬁs}gle 2129'\-;3(]1}_3_3@ic,tfg Ke@pihBaknkBem4t@oa Public

Swi t ched Tel ephone TN) I ch serves tQ transport the
i nformati on fsewratriyemabl bty Ghese sha g ruthegdzed tocgeg iksuer or

the Iike. ThecHSFN1&ALi APV Pei € MRS dferred @ RAYIDIIVRRKTI Nal 102 and the
regul ator 914 usin

30 conveptional . phope |jings 91 r jpossibl.y,a high
speed digital &mla?z?a LS RS %Pt'heA ﬁfs&rﬁ&"'l%@ﬂ B‘ZH&#%PW
required foor g@fimBACHY i 80séduamnecs £ tgzesngremisdigt wperifyinghéheegul at or

914 and a plurality_ of one finaaci @?sg&gg'- ni : ce coupl ed
to the pagi nga?!é?'ﬂi{ﬁafe%%lr%zsgt%"g&i%’? ot i on llrtg#ortrr?at%tgg&egs% %ne or nore
sel ective cal speeifageseawdity apleierticr 022 to at | east one radio

frequency transm tpge,994e585 10y 020PRStad Qirince that information has

-23- east _one financial nessagi ngr uniit 906 | ocated in any one
not been altered by unauthorized or unknown means.

15 Decryption - The process of transforming encrypted

information (cipher text) into plain text.
DES (Data Encryption Standard) - A symmetric
encryption cipher defined and endorsed by the U.S.
_ government as an official standard. It ._,i's the most well—' )
20 known and widely used cryptosystem in thé world.
Diffie-Hellman - The Diffie-Hellman key_ agreement
protocol provided the first practical solution to the key
distribution problem by allowing parties to securely
establish a shared secret key over an open channel. The

25 security is based on the discrete log problem.

Digital Signature - A data string which associations
a message (in digital form) with the originating entity.
This cryptographic primitive is used to provide
authentication, data integrity and non-repudiation.

30 Discrete Log Problem - The requirement to find the
exponent x in the formula y=¢" mod p. The discrete log
problem is believed to be difficult and the hard
direction of a one-way function.

Elliptic Curve Cryptosystem (ECC) - A public-key

35 cryptosystem based on the discrete logarithm problem over

elliptic curves. ECC provides the highest strength-per-
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of a nunber of comuni cation zones 902. The financi al messagi ng unit

906 may include an interface that couples unencrypted or_encr ted

i nf or mati on"% 30% the secure 5 financial transaction ness

conventional Smart Card 920 for effecting a financial transaction.
Alternatively, the secure financial transaction nessage may be decoded

and stored bypitheof i ammnapabliedseyisystan,t allowidg6 tieeusehoff muahci al
nmessagi ng unlg b4 %ﬁﬁdﬁéd q._% o‘i':h%r s?%%além oad and rel oad
mar

and/or credit serw ces, sucﬁ as found '920.
Two-way capabil i tyzﬂgr-}ﬂ?%-'\‘r?%leﬂ The R#R?qﬁ‘-’na#c itaans Loxpdagg Pdg itntexso6

usi ng e:cther ﬁu}% [ €LolRér ar &kt ef&SSconflr&EdHl%]ﬁ% orB rmhcqf. exanpl e the
messagi ng tun t - o0cBALER AECATRLIEEER rei%?r%% i35 5" Secure
financial tradaetion @ﬁs&agmtthzy Gm.)g., argmssmr)t fanaaslialal ue token,
credit, or t T en I_S.. t e e

di ORLLs 2B unt s TS A RORNC ool BEBSS 93000 K e

financial 20 g unrt endi ng confti’ r FRETon récei’pt” an
subsequent rel easefwttm-ﬁm 'orTlaQJt&FdI iofatsipdi téfingr e tmb;yger inte a

regulator. Ifgdhesfigpatidt id Y ot %énsmultlB'lg.Qd ttB%eﬁ:ﬁQ'f' at or

will typically require an acknow edg nent fromthe financial nmessagi ng

unit 906 15 B LR OF G I AL REAIET baM figndrasede °§ctt|h\?atfé6’t°6llng

]lco_ef ore aI credyt mr@@%f:i_ﬁé&ﬂml tg)n is allowed. I However, if the

i nanci al transact va is_.|l ow J equ a not ire an
acknow edgnent fro‘JFﬁ"E |'ﬁ%?1'@f"atfy k’g’s"a{: ﬁ% uni ?‘3935%6@5&65 g

recei ved t okesn&byibaten amdlc&lgaxmh(ﬁmgzmtettesom}he&nmoarldle_edl t or debit
transaction 'ﬁ%éﬂ%ﬁon'%%@@fg%ﬁ%&a' Y8 so knb ”%%Cts'e%ﬁrli}tgei ‘s fund

financi al nessaglng uni t required to reconc
or credi tiscapReimytoyes a day, or week. 35 The secure messagi ng

systemillustrat edﬂ,fo%zgn Secitd eV iFS MRl purPosd o nation of

secure financial gactlon nessages using a reverse or, i nbound
channel utlllzlng information security, functions. Services

include privacy or confidentiality, authentication, data
integrity and non-repudiation. -

20 RKey - A value in the form 6f a data string used by
information security functions to perform cryptographic
computations.

Key Agreement - A key establlshment technique in
which a shared secret is derived by two or more parties

25 as a function or information contributed by, or
associated with, each of these such that no party can
predetermine the resulting value.

Rey Establisbment - Any process whereby a shared
secret key becomes available to two or more parties, for

30 subsequent cryptographic use.

Key Management - The set of processes and mechanisms
which support key establishment and the maintenance of
ongoing keying relationships between parties.

Key Pair - The public key and private key of a user

3 or entity in a public-key cryptosystem. Keys in a key
pair are mathematically related by a hard one-way
function.
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received by distributed receiver sites 908. These sites are typically
nore dense that the outbound broadcast sites 904 since the transmtter
power and aWPMAM35 characteristics of the financial messadiGigUsBRE3d06
are 5 significantly inferior to that of a dedicated radio frequency
base station and w de area transmtter site 904. Thus, the size and

wei ght of a finan®egt Teesagiztg - A kiey kest@blishkent technlignenwhergi el di ng
a nore ergonqQu.c - Vi | Lt e.a u |.Qn not
10 requiringg%!5ﬁ§§?€g%k%§%%%gﬁiSﬁ%F%Mégﬁeggt%ghgn%iggggeL pggkgaﬁglons
such as bank sgicurglandiransfesssiitts toc kg pther pardypaynpartiesr purchases.

Alternatively, thssude auchdRaTatidh SYTheTbsragaphedohOogcepanodat e

| ower power financi,al_ nessagi ng uynit_906 devices that U]ght I ncl ude 15
addi ti onaP mEMNE G PT ARTATEREGINR it R SPekPHNopS datg, PELEAPRIN of secure
financi al tr aEARntdradEisIages using a reverse or inbound channel that

I s accessed at a oi nt, qQf, sal.e 6 or k 914. _| hese.cases,

t he | ower pom&aﬁﬁpﬂ? n&"%"ﬁ?}s’ﬁ%ﬁ& SﬁI%tF gﬁéiﬁoﬁl Pﬁiﬁugg‘n‘éﬁlgﬁ
infrared or hisieth dptvicdatesper tsedrew eyer apdoprrputides damgnerigihaductive
or electric AR t p i nu a | €40 di o band
acoustic tra%% u%@?f@%ﬁ%ﬁh:?@g}dagﬁ.%%?g%&%ggrd g%%bﬁgasganéﬁgabetmeen t he
| ower 1Bowéﬁfﬁnﬁﬂﬂﬂﬁﬂ a@e@ségﬁ@@a@ﬁnpng9@taﬁ§taca§vp§ecgéeh abeﬁeza

poi nt of sal @ LRIYHEARR maUicRIaaeh bRl hehswaehbnerafkabbgons. |ike.

Several cryptographic nethpds are sujtable for use th the_present
i nvention. The foﬂmﬂ%q‘ﬁ%ﬁ o'n?he L S °ifntgnﬁdgF§'E"§ﬁdP g the

t er mi nol ogy gEesdicaisedoRfhi twicnitscioppegiapsy Nenapppbuddatdoni ded or
W rel ess Ty icati. ad ot . rtificate - Certificates are
HEVES U ils? giegeed tsﬁé’g%tgﬁl 5

di gi tal docuffe I'ng of a public key to an

i ndi vi dudp or Ruidvate ey y. IDe&t pubddcekeyr systenedibyis 8Bat key
Certification Ayl R ik 16Chhi cthiiGh Heal B S hH eheftyahng
adninistration:ﬁlling%?b vodbh fbr t he v %?éen?i??ggug% those&?onwhomit

i ssues certi fi&Vsegevgaled. It is preferable to embed the private
key in a hardware platform as a measure to keep it hidden
from unauthorized parties. .

20 Public Key - In a public key system, it is that key}”
in a key pair which is made public.

Public-Key Cryptography- A cryptographic system that
uses different keys for encryption (e) and decryption
(d), where (e) and (d) are mathematically linked. It is

25 computationally infeasible to determine (d) from (e).
Therefore, this system allows the distribution of the
public key while keeping the private key secret. Public-
key cryptography is the most important advancement in the
field of cryptography in the last 2000 years.

30 RSA - A widely used public-key cryptosystem, named
after its inventors R. Rivest, A. Shamir, and L. Adleman.
The security of RSA is based on the intractability of the
integer factorization problemn. '

Symmetric-Key Encryption - A cryptosystem in which

35 for each associated encryption/decryption key pair,

(e,d), it is computationally easy to determine d knowing
only e, and to determine e from 4. In most bractical
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- 25- certificate is created when a CA signs a user's public
key plus other identifying information, binding the user bl hﬂ§$%wg¥bllc

key. Users heir certificate to ot her users to denonst

validity of their public 5 keys. Confidentiality - The result of
keepi ng i nfornmation secret fromall but those who are authorized to see
it. Conf i deyminekiig-keyapneryptapnegchemgs gridyadythough symmetric

Cryptographic gy, PEQ&Q' areAeét%&baut edrabgeki Eﬂ&}ﬁtﬂ@ﬁ' afddauaa €gayence
of steps precisely specif two_or re

X actions regg#
entities to acRPEResSignifig ElFF¥ DBPEEFIGRELPECPL GRS - onsequegﬁ_g
Integrity - Thgyﬁﬁx&umackeyhahdl phbliet-key bgstems ape béeenabbmbﬁﬂediy

th d t f
ranstor iy oiBr fpedqeen iinzﬁs%ﬁaedganzc?ﬁéhé? FBS, pen ?§t§{§¥ﬁ ceix?f h
DES (Data Encrypti oAsmmedtxid);-KeyABngayptdop - A enypypsysheni phewhiichi ned
and endor sed bén&h%auhsparggl QB!&%”E?;'&E—H?&B ataugbekoﬁtﬁegabgnétwiéht he

nost wel | - own and Hglused cry osys emin the wor
Diffie-Hell rranvarynegosfcre@g | fa 6 -ke} SHPEERENKEY mayrBeowsedpiByi ded t he

first practi Calsﬁ%'étlbaa E:@qﬁbﬂemgy less %&hﬁsubyt,l wmméoal BBhE¥raképWi B9
pal’tl es to securel est a

a shar.ed secrg k%é E an Rgfn c annel
The 25 secﬂ?ltysﬁg B8s &4 YR CERBSIF EGHe T DO §TFREBF effRCUT Lty -
Signature - A d?hﬁet&ﬁbngeyhenhrgp$d©ma@w@mems, agynmesaje syatdmglpahe

form with the e Inating ographlc primtive is used
to provide gpﬁgﬁfafﬁth mgéFgemﬁP9gbgf§&§ﬁ non-repudiation. 30
Di screte Log ProbIeWbriﬁwymhaym reffivet proceissdofheonfirmipgnthatxain the

formula y-glergk ARd 1P 1 [AGtHAr3C @@ t@Qrefore an entity or a message,
15 is authentic.

The following examples illustrate systems that may
be used to implement a secure messaging system in
accordance with the present invention.

Using ECC Algorithms, a secure signature with hash

'20 is generated based on the following information:

P is a generating point on the curve and has order n.
H is a secure hash algorithm such as SHA-1.
M is a bit string to be signed by an entity A

25 A has a private key a and a public key Y,= aP.
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problemis believed to be difficult and the hard direction of a one-way
function. Elliptic Curve Ctyptosystem (ECC) - A public-key 35
crypt osyst emydomsgsson the discrete | ogarithm probl em over PCEUSHLSTH
curves. ECC provides the highest strength-per-

- 26- bit of any public-key system allow ng the use of much

smal | er publ i 0r4§eé‘én&:9£@érﬁ@et§1§ﬂ§@&ré)’sﬁﬁ£'§ty A does rﬁ’&i Jhe

process of transforn1ng pl aln text I nto C|pher t ext confld%ntlallty

or privacy. 5 t@“%he“h!Qﬁb'Q% sl qgkggggratlon of the
denti Ly of an enijLy b et A TR

conputer term nal, . v)
splitting an |nte T of, Il er integers which, when

nul tiplied togeth . fﬁmW@Fﬁlﬁhé o PPy iRkegekreger . RSA is based on the

factoring of 1% g€oFmkhe Fuber &. & mod n | nformation Security
Functions - The prioceSsapudle s = &mceypmoghBand di gital signatures which
provi de i nf or At | dhes edgniattpreeds des.s)Al so known as security 15
primtivesto I nformation Security Services - The purpose of

utilizing |nfornat|$£%§QCQrLt%%fygcééﬁgéteékiﬂagééndentiyc&yd@hgr|vacy or

confidentiality, nticati and "hon-repudi ation. 20
Key - A val ue mﬁs$®@efﬁrh¥0¢°%l@abﬁ.B??Tﬁ@mﬁ%%ﬂdbgrlor Fof kRIS M security

functions to pﬁﬁ{@ﬁ”bééﬂﬁéoﬂﬁaﬁhéﬁs (S)Cﬁﬁautéilonﬁn this procéaurégreenent
- A key establjshnept techla q]BI $ ch a s gred secret, t%Ilgrlved by
two or nore patffeki®s 5Q Bash.ap o%e%?r?ﬁ?o?nﬁf? ?Eu%%d

15 be negligible in comparison with other operations
performed. Finally, pre-computation of certain functions
may be performed to speed up the computation of kP in
step (3). '

Any entity B can verify A’s signature (r,s) on M by

20 performing the following steps:

1. Obtain A’s public key Y, = aP.

2. Compute u = sP
3. Compute V= rYa
25 4. Compute u+v = (x',y’)
5. Convert x’ to an integer.
6. Compute e’ = r - x’ mod n.
7. Compute e = H(M) and verify that e’ = e.
30 The following example illustrates encryption using
an elliptic curve encryption scheme. Assume that Entity
A has a private key a and public key Ya = aP where P is a
generating point. Entity B encrypts bit string M to
entity A using the following procedure:
35
1. B obtains A’s public key Y,
2. B generates random integer k.
3. B computes R = kP.
4., B computes S = kY, = (x,¥y)
40 5. B computes c; = m; ¢ £;(x).
6. B sends (R,cy .. C) to A.

Where f£,(x) = SHA-1 (x||0) and £;(x) = SHA-1(f;.
1(x) | x| 1)
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associated wth, each of these such that no party can predeterm ne the

resulting v . Key Establishnment - Any process whe red
secret key g’&@%?@ioﬁvai | able to two or nore parties, for 30 s%%@éﬁ%’ezﬁfﬁ
crypt ogr aphi ¢ use. Key Managenent - The set of processes and
mechani sns whi ch support key establishment and the mai ntenance of
ongoi ng keyi ng rel ablopzhapivedyvwedfi BSAt ceyptography ikewsed,r theThe
public key andeghh¥ghgk@usrohi®iung’ ade Bexfdhiht.! N 2 publi c-key
cryptosystem Keys in a key pair are mathematically related by a hard
one- way functiQnis the -27-

odulus, :
Key Transport - A key e bz nt, techniq wh . Qne r creates
or ot herw sge obt ai ns¥§d g%gr Jﬁ@%?ﬁek%d nd E@%c%ﬁéf%t?’éﬂ%?@ﬁ@ %rto t he
other party or parErestY A- Message, Aut hentication - The corroboration
of the 5 source ofMihfoRnatFoRETINEoERNBENSEEREGt a or i gi nal
aut henti cati on. Message Aut hentication Code (MAC) - A hash function
whi ch invol ves a seaneRskegigaadupeoisdgendthéedr bgi BAkity auklgenti cation

and data in eg%i %.W;I;he MAC is also 10 referred to as a transaction
goue

aut henti catlon , Wherein a nessage may contain at |east one
transacti ons. n- r.epudi at i - The, preventjon of the denial of
previ ous commit nents oé\gl?aﬁ:‘ﬁ%ﬁ’é."' !%ﬁ'?)r'e i HHEFET stesSS SRR usi ng
digital signatures?-15ompute §igqpe D |n a public-key system it is
t hat key in a key The rsignature Iml=l- by the individual entity and
never reveded. It is preferable to enbed the private key in a

hardware platform agsa BBgathg he KeeBriibehi dB60e crehtad® WRgYkheri zed
parties. signatures with appendix. In contrast to the ECC signing
discussed previously, no pre-computation is possible when
using RSA. Note that the signing requires one
20 exponentation by the private exponent 4.
Entity B can verify A’'s signature S on M using the

following procedure:

Obtain A‘s public exponent e and modulus n.
Compute m* = s° mod n.

Compute m = H(M).

Verify that m* = m

25

B W R

In RSA verification, one exponentation by the public

30 exponent e is required. e is preferably selected to be
64 random bits. Similarly, for RSA encryption, one
exponentation is required with a public exponent and the
public exponent should be at least 64 bits long for
minimum security. '

35 In view of the preceding discussion, the remainder
of the secure messaging system is described with
reference to FIGs. 10-16.

Referring to FIG. 10, the illustration shows a high
level block diagram of a financial messaging unit 906 in

40 accordance with the preferred embodiment of the present
invention.

-31-



20 Public Key - In a public key system it is that key in a key
pair which is made publi c. Publ i c- Key Cryptography-
crypt ogr aphit0 88/30%m t hat uses different keys for encryptﬂ%ﬁ“@@?sﬁﬁd
decryption (d), where (e) and (d) are mathematically linked. It is 25
conmputationally infeasible to determne (d) from(e). Therefore, this
system al | ows t he dbsérpbssibbe oémbddiment patbld cﬁkﬁ)ﬂcﬁhﬂl aaésee@img t he

private key s blLc aphy: np nt
advancenent ﬁ&%ﬁé 96¥ #é ?dco?v5§¥1 ogré%%% q%ji%: %P%gg%ﬁl§e§ d

RSA - A w deI ﬁ%%e@omhbnﬁelqz@ya%r@mmym éRG nal:ﬁed Hereaf taemelcmnnnaént ors
R Rivest, A §i@£n ind28€ahdaPd! SHRPe Card BhmRAYY ta\f m%%pb%a'eeaed on

t he |ntractab|| of the Lnteger factorization
Symetri c- Bey twe ypie opag Wc%ﬁeey%twswwww ﬁors“@é'é'—hcéé@oa?at ed
encryption/ dec&a@tb@nlheer@edrmto the, Khusidg iin epmamnetﬁ emakl y easy to

S?;g: |mcg? d knOV\{:ar}gllshes ei/ectrlca tc:(:)on eégt';g;e ween "the %’ara,nﬁ.ﬁgts&p& key

encrypti on scheagsrestiecttohbogh siboetrnativelysysthenmelactrehficsi ent for
o K Sner YPUT P 1085 o L Y1 eS8 SRON LA 'a P L P RRGRAPAL, Pr oD oS,

Consequent |y, synmet r ey systens are ten conbi ned 5
in a systeth tolme«@reﬁ%n%wg@ ‘ehetWMeﬁwsze)fSOeatéw pager functions
Asymmetri c- Keyaérezw&é%refegéy@a&ﬁﬁ/%@faldk WRirdiess am@f. each party

hol ds encryptlon/decrégglpn palrs varylngégtrength e.g., a
shorter key may be ©R ;+pnal 1tEEﬁ|%ﬁEPW¥Rﬁuﬁﬁ9ﬂ?% captiretybyuhil e a

| onger keyki S tiRe ameenha 802 uabuphed I esUild r}gaﬁleﬁzersoaeﬁmlchydet_élepw th
symmet ri c-key encryption e S tric. s se si.gni ficant
key managenent ﬁ?o %%%églgyéé Ee %%gh;f ?%ﬁy-l$ﬁ%a% oé@ggrgPtg8ﬁfFFning

that a 15 previously discussed with reference to FIG. 8.

l

Alternatively, the financial messaging unit 906 contains
a low power reverse channel transmitter 1034, power
switch 1032, and transmit antenna 1030 for either
responding to an outbounq channel gquery or generating an

20 inbound channel requeet. Instead of the portable ’
transmitter 1034 (e.g., a low power radio frequency
device) and its associated components, the alternative
transmission block 1036 may contain either uni- or bi-
directional communication transducers. Examples of such

25 transducers are optical devices like lasers or light
emitting diodes (LED), extremely low power magnetic field
inductive or electric field capacitive structures (e.g.,
coils, transmission lines), or possibly acoustic
transducers in the audio or ultrasonic range.

30 An input/output (I/0) switch 1002 serves to direct
the incoming or outgoing radio frequency (RF) energy
between the RF receiver 804, RF transmitter 1030 and a
selective call decoder 1004. The selective call decoder
1004 comprises a processing unit 1006, and its associated

36 random access memory (RAM) 1008, read-only memory (ROM)
1010, and universal input/output (I/0) module 1012. The.
primary function of the selective call decoder 1004 is to
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digital signature, and therefore an entity or a nessage, 15 is authentic.

The foll ow - les illustrate systens that may be usg enent
ﬁ . . §9s 1
a secure ne systemin accordance with the present i on

Usi ng ECC Al gorithnms, a secure signature with hash 20 is generated based
on the follow ng infornmation: P is a generating point on the curve
and has order detect and dedodiey ig¥mumatiash caingerinedmisu st gna1SHRg] .

M Ids a biut it rkieﬂ@eg&ecgef&é R iPt By @Hd BirArtial meRAR8ndy RiHitRiodekey 2
and a publi
-20- P Alternatively, in a 2-way implementation that includes

the optional reverse channel transmitter block 1036, the

5 selective call decoder 1004 may also function as an
encoder to generate and deliver requests or messages to
the regulator 914, a user, or other on-line system (not
shown) .

In this particular implementation, the ROM 1010 may

10 operate as a Programmable Read Only Memory (PROM) or an
Electrically Erasable Programmable Read Only Memory
(EEPROM) oxr the like. This allows programming of either
a single unique selective call address corresponding with
a predetermined financial transaction type or multiple

15 unique selective call addresses corresponding with a
plurality of predetermined financial transaction types
into the financial messaging unit 906. These addresses
can be conventional selective call addresses, or they can
be specialized secure sglective call addresses. In any

20 case, each unique address may repiesent financial
transaction types like a cash load request, a fund
transfer request, a credit request, or the like. This
flexibility allows an issuer, reguiator, bank, or user to
easily configure the characteristics associated with one

25 or more selective call addresses activated in the
financial meséaging unit 906 using such wvehicles as
conventional contact based or over the air programming of
the ROM 1010. Moreover, as one or more addresses are
selected and programmed for financial transaction

30 capability, the financial messaging unit 906
automatically configures its associated RAM 1008 and I/O
1012 capability to accommodate the features needed to
support functions historically associated with cash,
debit, and credit transactioms.

35 Additionally, the financial messaging unit 906
comprises a secure decoding or Smart Card function module
1014 that serves as a second financial transaction
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To generate the signature, Entity A does the foll ow ng: 1. Conpute

e =H((M (e is an integer) 2. CGenerate a randominteger k 5. 3.
Conmput e R =W0P9933035 ) 4. Convert x to an integer. PCT/US$s25anput e
r=x +emnodn 6. Conmpute s = k- ar nod n. 7. The signature
s (rs). 10 Since R = kp is conputed independently of the

message Mit o Jaée?@ofre @HﬂE%@duPé'éHmﬁﬂs?ééJ'Bd?&Ml 104U R PEEUTS

steps (5) and zy; n this procedure the tine to hash  and generate a
random nunber ?3?8ne¥15r¥5dﬁ‘élﬁ%gw’gqfolae ﬁ?F%Fé’aﬂ%%?n REQGeSHIFer

oper ati ons 1p20f oamedcure nnd)Mylozu,e a:Qsmhﬁ.xeé ipHd Hanteiblal &ééﬁ"@ril@f‘s

Ay ot iy B cinesy; PoRaePebaR. a1 Bagt Rag] febmesentnh /ot

foll ow ng ﬁepmodule 1026.1. Obtain A's public key Y[err] = aP.

Conpute u = sP Certain CPIRALEL T %::Yc%é%;’ have é:ropgyga"taetalhdéras( for )

5. Convert x' to an | nteger.
7. Conpute e & Feﬁ/flaadevéﬂ:?yewaweusacfewn et?curity e the 1 1amidy

exanpl e I||USt1ilﬁ§SwQﬂ§ﬂyehv9ﬂoM§éﬂﬂ Theélls Rl datdsC pRepEs RN FoPt | on |
schene. Assune that

fivate ke a,an ubI|c key Ya:aP
where Pis a Sec‘é’éﬁ@?a?f"%ﬁtf)%?ﬁ? '?p te‘?‘?é'ﬁ%’t hased o5 2
entity A usi ngpéée- tol-pemrnglosedemusp? sy%tem in whikh E:msbts@nmﬁ s publ i c

(/0 o SRS Ul sucn g % RACRL S R
nferr] f[err]YX§A™ generates R seeeird Rujngadtion uﬁaawqqmpn;ses a
value amount and an authentication code. The secure
transaction is communicated to a requesting party via a
15 device such as an Automatic Teller Machine (ATM). 1In
order to establish and complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,
enters an identification code, and requests a value to be
placed in the Smart Card 920. .The transaction processing
20 system authenticates the Smart Card 920, the requesting
party’s financial status (e.g., account balance, credit
availability, etc.) and either completes or denies the
transaction. |
Accordingly, in view of the above requirements, the
25 control logic 1016 operates to govern operation of the
components associated with the Smart Card function module
1014 to implement and maintain end-to-end security in a
secure financial transaction message. The control logic
1016 insures that any contents associated with the secure
80 financial transaction message are kept in their encrypted
state from a regulator 914 until they are actually
decrypted by the Smart Card function module 1014 or an
associated Smart Card 920. Therefore, sensitive
information such as a private encryption key, cash load
385 values, credit or bank account numbers, or the like, are
stored in the secure PROM 1024. Similarly, the secure
ROM 1022 may store processing routines that decrypt and
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VWhere flerr](x) = SHA-1 (x[err]) and f[err](x) = SHA-1(f[err]
1(x)l[err]) - - 30-

Al ter nati vePO99330KESA crypt ography is used, the fol | owi ngcggjﬁgsrﬁsﬁlons
are pertinent: nis the nmodulus. 5 dis the private key and
the public exponent for entity A Mis a bit string to be

si gned. encrynt RBAL stgmi om eexshamaped dbativesn Brite tSmavytadCand f ol | ows:

1. Conpute m gf_&ig%%ig&r&n&&ﬁf&eioies&%hgnrggulat%Asﬁ PR SrET err]

nod n Ignature 1s s, si'gni ng as descr'i bed
above creates @F grnather SBaxhaFa¥F@s99Pth appendix. In contrast to the ECC
S gning di scussefe Phe¥sYE! dntFP REGIEEMOLSLADIowsS Passedlty when

using RSA, Note that the S|§QE£8 %eQU|res one_ 20 exponent ation by.the
private exfonehlflate a ca Py BINERT v eTRT W&%ﬁ‘&ﬁ?’b‘r ec%él F M usi ng
t he f ol | owt FgnpaeELEN| eor the likel. Thphcally s pubdér mbdghneiter and

PO T2 calupg OIS I kpyBohfal | Wi actiyaidh s R
exponent at i on dgvide, pabtoech-sensitive device (e.g., screen or pad), -
or other convenient data entry device. In the present
10 invention, a user may request transaction based
information be communicated with the financial messaging
unit 906, stored in the financial messaging unit 906 for
later transfer to the Smart Card 920, or passed directly
to the Smart Card 920. In this way, the financial
15 messaging unit 906 acts like a portable Automatic Teller
Machine (ATM), allowing a user to effect financial
transactions without actually visiting a physical ATM.
In the case where the financial messaging unit 906
acts like a portable ATM with origination capability, the
20 Smart Card function module 1014 operates as a sécond
secure message generator coupled to the financial
messaging unit to create a financial transaction request.
Once created, a portable transmitter 1034 coupled to the
secure message generator operates to broadcast the
25 financial transaction regquest to a selective call message
processor 1104. A receiver 1204 coupled to the selective
call message processor 1104 operates to receive and
couple the financial transaction request to the selective
call message processor 1104. In this way, the financial
30 messaging unit 906 can perform financial transactions
without requiring a physical connection to a land-line
hard wired network or PSTN. _
With regard to the implementation of a radio
frequency enabled reverse channel financial messaging
35 unit 906 as discussed herein, the invention preferably
operates using the Motorola ReFlex™ 2-way wireless paging
system infrastructure and protocol which is described in
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30 exponent e is required. e is preferably selected to be 64 random
bits. Simlarly, for RSA encryption, one exponentation is required with
a public exmonesmdsomnd t he publ i c exponent shoul d be at | eaTiussd2378t S

| ong for m ni mum security. 35 In view of the preceding

di scussi on, the remnai nder of the secure nessaging systemis described

ith f . 4 0: Fl o i 10, th
}MI Tust r at irgne;‘ﬁé(;&milgoﬁlggﬁﬁe é.g}ﬂer\gl‘&n%l%%iu%&gsrﬁ‘lélgaé#)?‘%lﬁci al n;[asgagi ng

_ ) _ _ I agr am O
unit 906 in 4(RERLifaeieR BPeX @8 AkEE 24%d Siardli Grtaber 4 hel 992 skowt

i nventi on. Simpson et al. and titled “Method-And Apparatus for €
possi bl e enbodj a financial , nessagi .unit 906, 1s a Conventi onal

nt, of, n .
pagi ng devi ce %ﬁ%ﬁ% }n%a?drrms%ﬁﬁt%ﬁn%tlﬁﬁﬁ%scW?ﬁtW’G 10. Here,
a nmechanica Systsémt; ands stpadentl Goplicdiatsh anmilest 008 3 %8 | ITH| pPiné@d 5
Into the pagi ice' i h Smar r e
I nserted i nto%%%o%’si%%%?%%%ﬁ%ﬁ %a‘.’tﬁ’ an%s’%rbf?cgﬁ%ge%?%‘gfﬁgal
contact bet weckppdeates diemnptinizing RecevectSwniluonidationtineay, the
el ectroni Cs  gad£4UtSiiful fod TPbE TR £ &nSa [ Cal b G20 %é@‘é%fi%?%,r%%s

integrated intpo the evi ce so the pager functions

aging d
wirel ess Snartlm%d(%ﬁgw 3?%4 s NTHP Averst et @er ARl tled 1 Wethedni ng
Zi tgna{ i's maptMchhﬁYanlra%ué %ﬁﬁ@ﬁ@f&@&d@@éﬁ&@&é&ﬁﬁ&é e&@i?{_em,%&é ‘f@i ch
etects and denodul at gs e signal, recovering any infarmtion as
previ ously di s%é%%‘ﬂ%‘f%l‘fﬁe’re v (RAERRE @?pil“ga%%/rérlh Sely, the
financial mess@Egy 428212, Qﬂﬂ@rﬁwlymss, 1995 |low pevest retvease amannel
transmtter 1034 ) 09Weforward EA&hdD3%ro A0 T MADSHldL ADLROPS 030 for

ei t her
Channel Aloha Transmissions”; and U.S. patent application

15 number 08/502,399, filed July 14, 1995 by Wang et al. and
titled “A System and Method for Allocating Frequency
Channels in a Two-way Messaging Network”, all of which
are assigned to the assignee of the present invention,
and all of yhich are incorporated by reference herein. i

20 It should be appreciated that the use of the instant
invention in other 2-way communication systems such as
cellular and radio packet data systems is contemplated.

Certain financial groups have proposed standards for
effecting end-to-end transaction security in the land-

25 line wired environment. The standards proposed for
securing electronic financial transactions are based on a
peer-to-peer closed loop system in which the sending
party (e.g., a regulator or issuer such as a bank, or
VISA™) generates a secure transaction that comprises a

30 value amount and an authentication code. The secure
transaction is communicated to a requesting party wvia a
device such as an Automatic Teller Machine (ATM). 1In
order to establish an complete a transaction, the
requesting party inserts a Smart Card 920 into the ATM,

35 enters an identification code, and requests a value to be
placed in the Smart Card 920. The transaction processing
system authenticates the Smart Card 920, the requesting
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respondi ng to an out bound channel query or generating an 20 i nbound
channel request. Instead of the portable transmtter 1031§£ alo
pover radi o P &YRRBTy device) and its associated conponenk 9%@5
alternative transm ssion bl ock 1036 may contain either uni- or bi-

di rectional conmunication transducers. Exanples of such 25 transducers are
optical devi cepakkires| &derpcanll sgattus {(eegi.t,t Bagodntdbal@bER) crexditene! y

| ow power ”Bgn§§h§lgb§59t?s eh@d9C%hB¢e9% keea§bie£eglercg|%3e%'% e

structures (e ransnlsS|on i nes y acous
t ransducers |ntFﬁ§S§GGF9ner ul trasoni c range. 30 An |nput/output

(110 switch 1002 SQhVSSb&@a&b&eabpllcaEHinn%ﬁ&‘Eﬂn&hc@d&gﬁbﬁﬁabaﬁbo
frequency - (RF) ener RF recei ver 804, RF transmtter 1030

and a §%IeBPF§eg§§IWa§é§8désa?56§'t?h€°§@P8&FF§8'céPPs&géaﬁbr 1004
conpri ses a prmessageg ualaatao6asam¢1utasaeaectabﬁchSunaBd&maa&@e&s

nmenory (RAM 1 nl n u er,

I nput / out put (?g%?rﬁ)%gg 3 éfg%gﬁédﬁ% tﬁaaflég ? @%l\ét g‘ glde(c:}t ive
call decoder 1pegipsens deV1ce via a paging channel or thg2like.

detect and decode 'RE?EE%&hQ“tSO%&é'”QQ '%hélgmebk'agagram'&hq%g%@akgg

recei pt by the financial meSsaging unit ternatively, in a 2-way
i npl ement at® onMEEERIPNEPHERES tlontﬁ@doGFFSH&FIPEVSQEéP@ﬁ&ﬁnEPaFr&ﬁ&%qteﬂ

bl ocg 1036, thBe5u§éBe§h| ‘t‘.ﬁecﬁlrbmd%%@d@f aoQinaamath@nfsua«c:utqrama&oan
encoder to generate an ver ts .or ness regul at or
o14, & user . oPeBEnEEURSI PAECTRAn EHAES tTaBRbgR, authorizativyslitd
parti cul ar inpEenanbaalomgsshglﬁcwhbﬂt@ vap a0pegéngt ehasnalPoayitiearabl e

Read Only Nb”“iX%EPFKmO or an El ectrically Erasabl e Programmabl e Read

Onl Menor EPRCN) or the like. This allows programm ng of either
Y ¥5 Specifically, both direct brancg 2 2

and customer calls
are received by a first financial transaction processor
1100 comprising a transaction processing computer 1102, a
message processing and encryption computer 1104 or
selective call messagé processor that operates as a first

20 secure message generator, a first sécure message.decoder}
and a selective call message distributor, all being
functions of the selective call message processor 1104, a
subscriber database 1106, and a security code database
1108. The transaction processing computer 1102 receives

25 financial transaction requests and communicates with the
message and encryption processor 1104 to generate and
encrypt secure financial transaction message based on
information contained in the security code database 1108
corresponding with the requester and the transaction

30 type. The message processing and encryption computer
1104 also determines a destination identifier from
information contained in the subscriber database 1106,
which allows the selective call message distributor to
communicate the destination identifier and its

35 corresponding secure financial transaction message to a
selective call transmission service 904. The destination
identifier may correspond with a conventional paging
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a single unique selective call address corresponding with a
predeterm ned financial transaction type or nmultiple 15 uni que sel ective
cal | addres3e@9wsnosesponding with a plurality of predetepcrme2sizt
financial transaction types into the financial nmessaging unit 906.
These addresses can be conventional selective call addresses, or they

can be speghakiezad aeeeuquae&e%u\éeheﬁhf a8ddE8sSeSr aﬂya&\fhép case,
each uni que address nma represent financia transaction types |like a

cash | oad requBgfiress; that unlﬂP&ﬁKféﬂeP§&§é§F aade?Eﬂ??t¥%ﬁu%§§°c%ﬁt¢%e
like. This wh kixithiel iseguzlel @\A&aamaasueansaegubﬁtméssagek or user to
easily configure

th h L3 €3 3% soci ated w
sel ective call addrggéeg'a§%§ ?gprﬁl ren anngﬂﬁﬁ%Pg °ﬂe§§%meEP%n|t 906
usi ng such ¥ehidlestzxated 100E¢§ntlénubuddntEDRCbhkpdberuseéromhémalr

programiing of premite BEVL11Aaneedoyfc18acBR 0 JOLE Bgdiesses are

sel ected and progranne |nanC|a transaction Ity, the
financi al mess&4PRGTERAC Sypds tr&ﬂ?§ﬁ§t?é§hpylééﬁ193ﬁr @ finaneiaki at ed

RAM 1008 and | h@ssagik@lincapabiolei t(¥ .40, a@sﬂmegsezaﬁ@e éeawé@ﬁ weeged to
support functions_ histori alléﬁasso |ate Wi debit, and credit

transactions. S80™VeR loﬂﬂ RQ ¢RaPRe fPﬁaﬁEFailhﬁssa TRngtnit 906
conpri ses aJsecuﬁéod&ngdexgmp&eSUatheCa&dnéaﬁc&bﬁnlﬁﬁdnhatlon 1914 that

serves as a seggniloLAngial LEANSACH Pnantia) compurers pud datag o

SSOf . 'S ND nmprise
message entry §§VM§§U$§§8 aadsebérmﬁységeelgrenesxpted ug g, thesa&mz;rxmﬂ

1022, a secur eaRROGHAERE! Re aQsQE‘.é%ed t@eeaweépmcé%! and a Smart
Card i nput/out /0, 5 no tarn flnanC|aI groups

have proposed ggaﬁagpggoporrespectlvely. The keys assigned to each
16 device, along with their paging addresses, are stored in

the user database associated with the processing
computer. After each message is encrypted, it is sent
like a normal paging message to the paging system via the
public telephone system. . ‘

20 The first financial transaction processor 1100 will
be more fully discussed with reference to FIG. 12 which
integrates the first financial transaction processor 1100
with a wireless selective call signaling system
controller.

25 Referring to FIG. 12, the illustration shows a
functional diagram of a wireless selective call signaling
system controller that implements a combined l-way and 2-
way secure messaging system capable of signalling the
financial messaging units.

30 The wireless selective call signaling system
controller 1200 comprises the first financial transaction
processor 1100 along with a transmitter 104 and
associated antenna 904, and in 2-way RF systems, at least
one receiver 1202 system comprising a received signal

36 processor and at least one receive antenna 908.
Preferably, several of at least one receiver 1202 systems
may be distributed over a wide geographical area to
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effecting end- to end transaction security in the | and- line wred
envi r onmentyq odAfy3st andar ds proposed for securing el ect iy cia
transactlons are Based on a 10 peer-to-peer closed |oop systgﬁ?%%&aﬂsgh t he
sendi ng party (e.g., a regulator or issuer such as a bank, or

VI SA[err]) generajes secure transaction that c rises a val ue anount
and an aut heﬁ?%%%?ﬁngla% °wm%w§§cﬁ%nsml§$%ﬁ%%3??‘tﬁ§?%s‘%:d?bfnﬁﬁ"t%xed to a
requesti ng pafiryaucﬁah nésseying snibs 806N Ao miniser et efeddiiémne (ATM .

| d d t t th ti
party i noert s A0EnBr P EaE (L2 s o bt cah Mred G spd ¥R a f on
code, and requesissureaadequatdecoveradackolriall hienk®mmd Card 920. The
transactign pﬁP&ﬁéﬁﬁ.Eg%gﬂs sy§ e&é‘%f'e%dﬁ?éﬁ? i Sr%ttr@réjrt?%&dl]% he

requesting part I nanci al status accoun | ance, cre
avai | abi | i ty,an%ec;laﬁe' eFRBE MEBReT JPaY ALYl armant ki dependinis &1 | on.

Accordingly, t8r¥sew, Oﬁuii‘élﬁ?QVefélﬂ%éer@&isotﬂéle SRy ittt a 00 ¢ 1016

operates to govern operation of the conponents associated with the
Smart Card fuhR¢F8RSmodul e 1014 to inplement and nai ntai n end-to-end
security in a $ﬁéuw9réléﬁﬁcééleétﬁ?éa@éiprbw shhec@ont rol 1 ogic

1016 insu £ t ha g any_go % ts associ at ed t he se ure 30 financial
transacti on nE8 58 g?ﬁ £ €€ ¥?P{?§$?t%ﬁ%r€i)%ﬁ}y cougy ‘g froma regul ator
914 unti |l theymalemantaaibly of thlecoyertall byedure msagjargi gysitog.on nodul e
1014 or an = 1,as3QcaLed §”Pé%w.r1]fé‘£8'r 9¢0. Theéa"zﬁ@ﬁroétg.’lgsé issuer,

informati on such as a rlvate cryptlon cas ues, credit
or bank accouﬁtcnhnﬁéstoérWQ%% Fhﬁere%@Q951blkﬁQ¥eﬁf|Wﬁ%ﬂﬁ?¥ﬁ&ﬁ9(¥h¥%)w

1024. Simi | arky, ihPeageeuEure, KM 10dte MB¥aridnitcd¥ QRF My routines that
decrypt and ) - 34- )
: 16 associated antenna 904, and the at least one receiver
1202 system. Consequently, a conventional wireless
messaging service provider or the like would provide and
maintain the RF infrastructure, and the regulator would
utilize that RF infrastructure in a conventlonal manner
20 to communicate secure financial transactlon messages
between the regulator and the financial messaging units
906.
As a first alternative to the preceding operation,
the selective call signaling system controller 1200 may
25 operate to encrypt, encode, and transmit secure financial
transaction messages received from a regulator, where the
first financial transaction processor 1100 has generated
and encrypted the secure financial transaction message,
and the selective call signaling system controller 1200
30 further encrypts the secure financial transaction
message, for a second time. This increases the level of
security of an associated secure financial transaction
message by encapsulating it using a second, unrelated
encryption. Subsequently, the financial messaging unit
3 906 decodes and decrypts the doubly encrypted message,
revealing the secure financial transaction message in its
encrypted state, and thus maintaining the end-to-end
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encrypt information exchanged between the Smart Card function nodul e

1014 and a regul ator 914, nerchant 916, or another Smart Card 920.

The messagewonewasoztevi ce 1018 allows a user to 5 initiate PCTISRFTIY
request, cash transaction, credit transaction, or the like. Typically,
a user mght enter a request using a keyboard, a voice activated

recogni tion se&?i’i%‘?’réqﬁﬂ&i"ﬁ?ﬁ%tﬂi\(‘f‘arfi‘i\éilc%rﬁﬁsgctiéﬁr.een or pad),
or other convenjent data éntry device. | theggéisent 10 |nvent|on1 a_user
may request trEHRBEATbA, pEke elec?*ﬁ%n?%i¥(ﬁ% B S¥FEEPegORFERILRE
financi al nmessp@dMoreceivdd iméddnged wreidyinating Eromnchal fimasadaig unit
906 for later transfer,to e rt rq,920 p Lhectly to
the Smart Car PRIHHI  Wrst v%élg| afrfféemsfafsnsaceﬂsci%ae f?cﬁe&gsggﬁﬁgcgﬁ:’it 906 acts
like a portsabl eransaceion Metsage in s MnneYPAEN) stateotiPng Hegydptes
effect financi {*ﬁ@ tl jddthpctual ly visiting a physical ATM
In the case m%%"é ?%% ngﬁrgiéﬁkﬁéagmé@ﬁnit 906 acts like a portable
ATM wi th ori gi nati obs capaeeond alternativeda the BreGRELPEnORBTAE P14

operates as a SREOPE1ectivECEEEL @%ﬁmmﬁw@w ceatrbedero12bo faganci al
nmessaging unit to create a f |€ancr:¥£ transacti on re&uest . Once creat ed,

a portable traPREFREGrtQ0S0Code ARG HEAFL seclize raDAREdRde gener at or
oper ates t breggdsssttibe més$adesn cahminiangaed betweequtbe tegalsatbective
call nmessage processor_1 . | . oupl.eds.t: se tive
call nmessage ﬁ?% eé%%rEi&%ﬁg%%gfg$§%%f§k¥§%gﬁsgﬁgﬁd i q%%%nggfﬁekﬁ%
financial tranficstofiinagobsl transmctidrmyogessor 300 AEsslge processor
1104. 10 thi'S 841 LB6 1 hAAGLAL: HedCasd Uriyiiida 906 cluRd form

S

financial transacCtions w t hout requiring a physical connecti to a

| and-1i ne hapanciabdtFRRFRF K1 7 mesfege, an %Wﬁjref:édéfﬁd Cﬁgrit he

i mpl ement ajg ong pfna1iAgi Systemf ¢ SEUESTYe® NEdl & bpedatiese tohassek ifiteanci al
nmessagi ng 35 uni ' erably

i f 906 as djscussed hergei.n, .the inventd.on pret
oper at es usings?i%CRbYSr8?¥fF@§$E&T%fW}EE-5Qﬁ/%ﬁ?%ﬁeé 205, %ﬁ%& system
i nfrastruct uretaafdsacoionchesbaghd basedsomiderkdaived destination
- 35-

identifier, then transmit a resulting selective call
message for receipt by the financial messaging uqi; 906.

20 Subsequently, the financial messaging unit 906 decodes
the selective call message, revealing the secure
financial transaction message in its encrypted state, and
thus maintaining the end-to-end security required for a
financial transaction. As with the prior operation, the

25 selective call signaling system controller 1200 further
operates to receive messages originating from the
financial messaging unit 906 and passes the secure
financial transaction message in its encrypted state to a
regulator for decryption and processing.

30 Referring to FIG. 13, the illustration shows the
various layers of a messaging system in a format that is
similar to the Organization Standards International (OSI)
stack diagram that is well known in the electronics
industry.

35 With respect to the present invention, the network
layer 1302 is a point at which financial transactions are
created. These financial transactions are then
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detail in the follow ng docunents: U S. patent appl i cation nunber

08/ 131, 243, filed Cctober 4, 1993 by Si npson et al. and tlﬂ/ﬁg %\ﬁ)hod
And Appar at UWOF8B3035 | dentifying a Transnmitter in a Radio %
Systeni; U.S. patent application nunber 08/398, 274, filed March 3, 1995
by Ayerst et al. and titled "Method And Appar atus for Optim zing

Recei ver Synchegpimgalicetedntd a mBsdhgifgniupecalios WysrendppibSripte ent

nb 5,521, 926 1996t A t "thh d.
10 And Appar at AELAGE Ve FONIAMRRSRSEE REopPERALFoh Fholgafoh! Loy IELNO
Recei ver"; U. Straaisgotr tapriotogbilosughber Motoro8a 4 PREX™ px eBO %Mi 5,

1995 by Ayerst gl %bﬁpi%ﬂ f%gnéﬂﬁhﬁg iE&%WaiQthaPn€£a£E€69€01a&erEnable

Rever se Channel m Ssions at en [ication 15
nunber 08/ 592, mrefﬂelr@d; Shiey peant yberey thendowt lavelaﬁaan P°¥Ft|ed "A

ﬁésteﬁlanngftB,k ﬂ%@ hgﬁ%&b%Qthﬁﬁﬂénﬁfe 1mpi§ﬁ?ﬂﬁéa lnFﬁnimmYWﬂUh?h
ssagi ng WOr all .o ne ne e
present invent &&n cll"a”-"l"‘e‘é-n(5‘s’aItllheo’F’l"9G§|l(,3l"i1 C8Pp ﬁ%{?gdtﬁé #gyeig}%%

herein. 20 tra'ris;ﬁﬁﬂillpi:oltec@npmmdzatbat thhesalectfivehealhst ant -
i nvention in other - Ay, ¢ n n S el lul ar and
radi o packet d&‘[efsfsgﬁ r?soni% lcorlﬁ% lhI% ﬁ%ﬁh@:ﬁl EE‘Qm%%ctlongf| nanci al

groups havaopr oposedles&exrrda:lgdstbf G‘rIG 14of et EagwediiagsaBnahowans¥RiFak

security in the | an < Cd:r P Jf e Pl 1§ 'lvHe%@%ﬁ'ﬂlgaaﬁ§tsEﬁ”QéEQ&iHﬁ@BOSed for

securing electr I hanci a transactions are on a eer -t o-peer

cl osed | oop systidm ithevynxafenred epipoggment gf theprgseny F'EEJ’GF&'E‘B‘F or

i ssuer such as a baRherPlactivadedA1ao0,) tiRNELabasialsnessagtingnaadti on

that conprises a 30 val ue rmunt and an. aut hent.i cati.on secure
transaction is 3@ miaarek oSt n&qﬁﬂ‘t"‘ 9ta egﬁ?gﬁagg\t}?x e such as

an Aut onmt ii6 Te;lpléafad\&:hlnmr(aqw," Itt’nat isqr dér whdtestiabhi shandbyosphtee a
transaction, the

920 th
ATM 36 enters ﬁgc&éﬁqqkfo?aﬁr%n% ecﬂlqrgeerctaﬁlaagﬁﬁ‘égscﬁﬁ@'t I'fmtﬂe e

nd requests a val ue be
pl aced i n the Shmandkal GEsaging tmrfsaiﬁqe&?-sprl@éeégﬁﬁﬁssr and in

particular it detects a security address 1406, e.g., a
specific selective call address associated with a single

20 unique account, or one of several unique accounts, the
financial messaging unit 906 recovers the secure
financial transaction message to effect a financial
transaction. Once the financial messaging unit 906
determines that a secure financial transaction message is

25 received, the Smart Card function module 1014 is
activated 1408 and the secure financial transaction
message may be decoded 1410. Decoding as mentioned here
can represent the recovery of the secure financial
transaction message from the native selective call

30 protocol, e.g., from a FLEX™ or POCSAG data or
information word, or decoding can include the step of
decrypting the secure financial transaction message to
recover its contents representing an electronic cash
token value, a credit value, a debit value, or other

35 information relating to a secure financial transaction
such as cryptographic message or session keys. According
to the content of the secure financial transaction
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system aut henticates the Smart Card 920, the requesting

- 36- party's financial status (e.g., account bal ance credit

avai | abi | i t ywoatv@3gzsand eit her conpl etes or denies the t r 2CTAISHI/2ET31

In a broader application, the financial nessaging 5 unit 906 nay be adapted
to communi cate, sensitive nmessages or data, as well as electronic funds

transfer | nfagl §J N 82N B3t %%i“iﬁ&!ctiﬂ%f%&&e&éé’eég& :ﬂé ded

reci pient device via a pagi ng channel —or t erring to
FIG 11, the bloperafieadraderuts AnsEsucdionssibl rerpent e tihe

encryptlon equEgmg&bl@hakrgg@b@tlonbgegﬁgdeﬁgcﬁagapren1ses of a financi al
institution to send. seqgure eI g ron gﬁnds ransfey authorizations to
financial messagi ng RFHEE R0 B8 % éln& ehERfet L st rtion | shows &

Specifically, h@bﬁcﬁﬂr@@hubm&&chs&bdlaﬂ&ﬁOﬂEthCﬂéﬁmestlngﬂandECEIVed by a
e e nancl Al e 3I390Y P b QIE8R0bn s cII00eLOTRE AL Bl ' AUSACIdE

pI’OCGSSI ng CO rocessi ng an encry tIO ut er
1104 or selfaadsy Hyc and rfm@agewmgéesmfmammben@ﬁwm auutrst 20

secure nessage genemalihangibil traf8dLCsBEIEA0E HECOM N tated

félﬂof’b
selective call nessage distributqor, all berng functlons of ¥ a
sel ective cal | cweomeE saddéagohis1ox, hr bangu%%%?qtkﬁ Rfek BHERE 1106, and

a securitgg@onH@M§a¥vag 15041348, aTbiNtﬁaﬂﬁéﬁtbﬁﬁbﬁﬁéﬁeﬁéddﬁhﬁoﬂpuher 1102
recei ves i,nanci al_,tra tion.request conmmu cates wi.th the
nmessage and en&F%%F 3%? or 214o% gBeﬁgﬁﬁga?etﬁﬁﬁFé Fn SRR secure
financi al tranfamhm@nadesxa@sabaaed as08 fornéommmmlmmtxmnnﬁnrmhblrlthe
security code QQ%%H%%% %%%%nc1alCﬁEE§§§9ﬂ | §Q; Wi 4t he requester and the

transaction 30 e nessage processing and encrypti on conputer
After verlfylng the 1dent1ty of the customer 1510

15 and the appropriate account information 1512, the bank or
regulator initiates a sequence of events to effect the
electronic transfer of the funds, granting of credit, or
the like. In a first case, a financial transaction is
approved when the financial transaction request is

20 authenticated as originating from an authorized party and
the financial transaction is permitted by a regulator
1514. Typically, regulators permit financial
transactions when a party has sufficient funds as in a
cash load or debit request, or when a party has

25 sufficient credit available to complete a transaction.
Preferably, upon approval, the financial messaging unit
906 prompts the user to wait for the transaction 1520 and
the system begins completion of the financial tranmsaction
1522.

30 In a second case, the first financial transaction
processor denies completion of the financial transaction
based on the financial transaction request when at least
one of the financial transaction request is not
authenticated as originating from an authorized party and

35 the financial transaction is not permitted by a regulator
1516. Typically, regulators deny financial transactions
when a party has insufficient funds in the cash load or
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1104 al so determ nes a destination identifier from I nformation
contained in _the subscriber database 1106, which allows the selective
cal | nmessag¥0dPRIBfpbutor to comuni cate the destination PEEHBIHEN and
its 35 correspondi ng secure financial transaction nmessage to a

selective call transm ssion service 904. The destination i dentifier may
correspond w tebitcaegueisitonalr pdgm@ party has insufficient credit -37-
address, a ce L%L whel eph : €SS ,...Qr .Qt her d

Uni quel y i den%i kg'gb%%dg:%t‘i(yr%a |%(r¥eas%sgcr%§%3§h%hw tIhf t‘%% gre? u?gtt?’?tnanci al
transacti on néepdgs. the financiid Heesge tdompodine gre@estedesr yption

equi prent 5 kb igthaaleRl 151 8 laEa Ehe VRl dARIIC #ld 96 9 rids $6h 130 golshe

prem ses of a financial institution tg send secure el ectroni c funds
transfer alit hERLHERSo® PeMadafBeation .npssaging units 906 (e.g.,
"wirel ess ATM' deviregERrring ao FIGOMGNiHHNA] IpaGiraG iohaiiwsOoa t he | i ke.

In the 10 follow ng exanples, .the t.ransact.i.qn infor.mation i.S co sed
usi ng standar &IPS cisﬁqu&?ﬁ?u grsgca'l.r?%e twalt% tlhset PSS, tgr?ﬁ‘stfﬁé: ssage
is encrypted fisindg thre delilt ©of funssd byr ianst €doay o adgicdess ta jetl .

devi ce and I LR Iy | \zelqy. S ,ASS| Jy each 15

devi ce, aIongmﬁ%Fﬁgéﬁgf%%gggﬁﬁgﬁg’ ré%gégfgggg&§¥bggﬁébgg%% the user

dat abase a%so@P@@@@JWﬁ¢h°mh§YEK@@bssing ~conputer. After each nessage is
e_ncr%/ﬁt ed, it Ibls S@Umt Pleti'dﬂ(%iattﬂﬁf rﬂ%.'élaﬁﬁg.'dlg_rtmh = titdf?l_ tﬂnzowgtml sSystem
via the p | el ephone system ., The firs i nanci g
transaction pgéfc i Pg@t\ﬂrl or isgyer,dooking yoyithe, S&5F WMt OPef er ence

to FIG 12 whiidentifiient egidatseurdiayf idgele flenangi guliliansactpordvaencessor
1100 WEERL A W TR eSS P it e 0% WAL WRPh ar QO

15 financial messaging unit 906. The secure messaging
system then generates the secure financial transaction
message which is communicated to the wireless selective
call signaling system controller where the selective call
message processor 1104 executes a control program that

20 receives selective call message requests comprising a
destination identifier and the secure financial
transaction message and encapsulates the secure
financial transaction message in a selective call message
that includes a selective call address corresponding with

25 the destination identifier. This selective call message
is then distributed to a selective call transmission
service in response to the destination identifier. The
selective call transmission service broadcasts the
selective call message to the financial messaging unit

30 906 that receives the selective call message.
Optionally, the financial messaging unit 906 may send a
first message prompting the user to insert a Smart Card
920 for funds transfer or the like. The bank would then
wait 1606 an appropriate time period 1608, then send a

35 data transmission comprising information with the account
number of the Smart Card 920 to be credited, the amount
of the transaction, and coded information to verify that
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25 Referring to FIG 12, the illustration shows a functional

diagram of a wireless selective call signaling system control |l er that

i npl ement s YR Fed 1-way and 2- way secure nessagi ng W@%@abl e
of signalling the financial nessaging units. 30 The wirel ess
selective call signaling system controller 1200 conprises the first

financi al trardsetSmart Camt A2G e Mo ek ted) 6 Maldd madsmdtt er 104 and

associ ated antenna Sfei @nkid, 280 O ﬁ,vstleﬂmcheatsda%s rd oAIF fFCel ver
1202 system conpri sing a recei ved sjgna processor and at ‘east one

recei ve ant enrditrgrated "P"rt'é'feq’hfbl@n%]almﬁsagtmgea’ﬂltor?@snec%% 1202
sggtems mw dieds ) %@d%mrn@edwrfﬁw ea:@axﬁféldb argﬁﬁa?xkbwn_zll

- 38- |ve e quer transnissiqns._broadcast by 2-way
fi nanci al ﬁess%@?’rfba Wn%eﬁu%eﬁsefg &g‘rl lure PfnR systenms in
any given geogrm‘tsamtlcm e.apons Sted eodngsil et 1ort aamure adequat e coverage for

all inbound 5 ftrana#%sy% S P& %E@:‘_g% %é &law&i%_%%ty Wi |

appreciate, this n dvk&vary grea I Nng on
bui | di ngs, fol¢arphiky ok ¢he reandeman walt ffam meseipt of an The-

wirel ess sel e%l&?ov@éd rﬂf‘aiﬁwn&ﬁ?g;ﬁrgl% UL ARl kel dLpresents a

closely coupl ed rrent atio the overall secure messz‘i-&{ ng syst em
In practic¥, af:‘r%?ﬁ%ﬂ tl(aé’sgﬁc“tﬂfhlé“e%fa&ﬁ tthaly gonddgas, execudion qfay not
want the respailse bf indec il nedarisidtivh § hathen dife ifiadgdiucture, i.e., the

transmtter 104 a 5. associ ated a n the at I.eas one
receiver O?E?Z’%%/% ¥t Jéor%%cq%%ﬁﬁ#w% %oﬁwe%t %O

messagi ng ser \nessggownaierboprtdeentidd 1G24 dprihe almescn(at themsu nt ain the
RF infrastructgyg,, Ak e LOHALH; YYY ¢ before the finanéial

15 messaging unit 906 returns to an idle state 1626.

Alternatively, if no acknowledgment is received after a
predetermined delay period 1620, the bank may re-initiate
the prior financial transaction 1622.
In a variation of the operation discussed in

20 reference to FIGs. 14-16, the user may remain in
communication during the financial transaction, and the
bank may receive a non-real time écknowledgment that the
transaction was completed successfully using an alternate
path, i.e., one other than the RF reverse channel. This

25 can be accomplished by either using a l-way or 2-way
paging device in a wired ATM machine, or by having the
user remain on a phone or other communication device
during the entire transaction. Additionally, a
distinctive audio alert pattern can be generated by the

30 financial messaging unit 906 to signal that the financial
transaction has been completed without error.

"Additionally, if an address is detected that is

associated with a normal messaging function, the
financial messaging unit 906 will operate as a normal

35 paging device. However, if the detected address is
associated with a secure data transmission address, the
secure decoder module may be activated, the received
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utilize that RF infrastructure in a conventional manner 20 to communi cate

secure- fina nsacti on nessages bet ween the regul at
fi nanci al rrqués)gglgnééum ts 906. As a first alterna i’@%g?%ﬁfh
precedi ng operation, the selective call signaling systemcontroller

1200 may 25 operate to, encrypt, encode, and transmt secure financi al
transacti on neiRGeR FiRanciri fm%ﬁ%’?éw&%rde@m%e@heand ther st

financi ?' ”aitﬁﬁﬁél nmm?w@ﬁwlﬂé@onha&@md féh&i wciul?r!% %Eél cl&’é’éé‘élit Ihe
secure financia ansaction S n e se ive ca signal i ng
syst em cont r ol }r39 ‘ﬁ?)’f)&%%c math @ﬁyﬁ% R %rgf?%ﬁﬁ?%ﬁage or
transacti on w1tiestslageru1ex as seciakced iwikth Tthe ﬁéméﬁm$dd1:aeé£vel of
security of an asso&lé@lt d&%nér%e tt{}@s&q |V9 1 ap by

encapsul atl ng it using a secon encryp ron. ebse tent | Yy,
the financial FhasdhaPIeredty ghiserevts regrnitiog e tdhkaidrad| v

encrypt ed mess?,g@entlon 8y afdd NReddle &8 CHe 'tﬁ?en(‘éy%tézﬁ gosagtion nessage

inits encrgllpte state, and thus maintaini ng the end-to-end

- 39- Whax yt#aew?%% BERtRLe) nafeless adiai on.

Sinmilarly, tha:mwgra@wlécmm,awﬁ@wcﬁm W\.ﬁilﬁtlgo(;%%gld@(:e' ves
messages ofji ginatin it and passes

t he secure‘rfl na%sf%ﬁ%h t-Ejﬁ]fan %tcfr%% is’éﬁ’ee &&r&rfﬁre&’as’f’aﬁ%lqrbg a
regul at or freadel qeospitiblon kindehpr dossshings herem spriessanorshiat teer nat i ve

to the precedigg, opeyati Qhhys e éeéeﬁ.&ﬁ %“?C&A,% %gr%%acure s]} em

controller 1200 may operate to enco | nanci al 10

transaction ne¥EYE cirRmi bnanr ik vietfomiat iayWan e implmmerited

financial nessagify tHe turbQfue I;;riﬁufpwecadé}& in ftHSpoAdMICi al
transacti on processor 1100 at the
invention.
It is in the preceding spirit that we claim the

following as our invention:
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-
regul at or has generated and encrypted the secure financial transaction
nessage, and the sel ectlve ﬂﬂmwﬂﬂmum‘ g systemcontroller 1200
oper at es t oWAE®B3ISt € a ’, address with the peTwses25731
financi al transaction nessage bdsedl oh a received destination
identifier, then transmt a resulting selective call nmessage for
recei pt by the financial nessaging unitcpRGes20 Subsequently, the financial

nmessagi ng unit 906 decodes t he selectlve call nessage, revealing the
secure financial transaction nessage in its encrypted state, and

thus mai ntaining the endpbatabdeseé&n&byfliﬁanbfiad feksaging tLinAanci al

transacti on. %ﬁ@g%g Qf prior operation, the 25 selective call signaling
system contr ol urt her operates to receive nmessages originating

fromthe 5 financia& nﬁnﬁxxﬁrm unit 906 and passes the secure
financial transactio ' or for
Ny ERSISRES Jd) dél%e]ﬁ(}gol‘é%re%o%é 2t tltg, tne = %qw ¢y

decryption and processrng 30 USti4tion
shows t he the isfleqtays cadil deaederyiasppristiag:in a fornat that is

simlar to the Or gani zaln@m&ﬁr&ﬁtdizﬂdlhﬂéga@ e&ebleoﬁh)lque sH1@ek idleagr am

that is well the eIectronlc I ndustr th res ect
to the present® ﬁqméﬁ:{a m ng with & pf)éﬁlfq%m&nﬁé :%

flnanC|aI10rammansamtiqnwrypeu arght ed. These financi al transactlons are

t hen ed a
nmessagi ng | ayer 1304 V\/neredapr)ersosprcrogtrgléq-'osrelce) cé’l I%?1 sag% é%

formed for |n@ﬂ@maﬂ$|QP£¥elaQQQmﬂﬂﬁﬂatH@Qbﬁ@cdbtgamhnasSNbﬁ@ﬁ@taad[err]
FLEX[err] or mdenceT%mﬁ@hé'ﬁQ@ﬂé Qﬂn %338 1Qfe (Jadnsport

| ayer 5 represents the(gornt where the l'ow | evel _transport pr ot ocol s
ment i oned aboRdEESS AR RedfisSEiveEhaAslpctiye call address

15 corresponding with the predetermined financial
transaction type;
a financial transaction processor coupled to the
selective call decoder; and
a main processor coupled to the financial
20 transaction ﬁrocessor and the selective call decoder.

2. The portable secure financial messaging unit
according to claim 1 comprising:
a transmitter coupled to the main processor.
25
3. The portable secure financial messaging unit
according to claim 1 wherein the financial transaction
processor decrypts a secure financial transaction message
coupled from the selective call decoder when the address
30 correlator determines substantial coincidence between the
single unique selective call address and a received
selective call address.
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RF channel is the physical media on which t{mg ow | evel transport

pr ot ocol tes the sel mn‘ ssages cont ai%'.r%;js
fi nanci al &r ans%‘g3 i ons. ﬂm‘mm H FIG 14, the ow%?%élr am
shows typi cal oper at | on of *a firfandi al messaging unit in accordance
with the preferred enbodi nent of the present invention. VWhen
activated 1400, tHe f |%@O&1»aﬂﬁé§s§gpngeuﬁmanC1aboee$stmgduasta pager

for clarity Qfccowdfiati®nolain Epﬁﬁfétéi% %@@M sEBﬁEe' §1nb.ﬁc¥."§!|.t5 in a

standby state searching for its se ectlve Cﬁe dress 1404, If the
Fﬁ e

financi al nedEARSRFHAR RRIRGS is decodieds ctiygr epddil ar it
detects a Se@&dddeﬁcbi{&%ias"s‘&ﬁ dlece@tlya to th&pmnanalazl &Q’hhb‘.&cﬁﬂbh
address asgsociated with a si n ccount or 8% ?everal

uni que aclouMTCCTHOT °fl?zhea W?é‘tség‘é% S%URFFG%G PecBvBFR2ERRRsecur e
financial trasasimed mes Sdue sazcuzfef dinaacfielatrhabactionr mesasgeon. Once
the financial nmessaging unit 906 determ nes that a secure financial
transaction nessage is 25 received, the Smart Card function nodule 1014 is
activated 1408 and t h&hecPor&ableaseruret finapeiabrmessaging gRitay be

decoded 1410. &%5&& s dBNH AGhJIYIA the ea_ee&eeaeggehrbhe recovery of
t he secure financi a) transacti on messaqge fromthe ng i Vﬁﬁsel ective call

30 prot dfol ,FiRPCIF SRANFAGHGT MESSAS; Aéeﬂai’ﬁtﬁii f or mati on
word, or decczdﬂmm | trrd ik i dvm iirmesfsor andeebypledgtbhe secire

el cctroni ¢ AR THE TR PP BRt Chn e EYE AL Er UaFhE, SaPUbPher 35

i nformati on rislrmnaipl dmasErrien imsasaig®l. transacti on such as
cryptographi c nessage or session keys. According to the content of the
secure financial transaction : . , ) -41-

15 The portable secure financial messaging unit

according to claim 4 wherein the secure financial
transaction message comprises a financial transaction
session key.

20 7. The portable secure financial messaging unit
according to claim 6 wherein the secure financial
transaction message comprises a returned cash value:

8. The portable secure financial messaging unit
25 according to claim 6 wherein the secure financial
transaction message comprises a returned fund transfer
value.

9. The portable secure financial messaging unit

30 according to claim 6 wherein the secure financial
transaction message comprises a returned credit value.
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nmessage, the control |ogic 1016 a.ad—pr—eeessof——rﬁ%’ operate to execute

i nstructions 1412 pertinent to the ansactlon bei ng execut ed.
Referring tovebems3odH, the ill ustr !!HH ‘ﬂﬂiﬁl‘ﬁ‘ {‘. ypi cal secRETU$98/25731
associated wth requesting and e electronic transfer of
funds or debit of f unds by and froma wrel ess financi al rressagl ng

uni t. ' - A figaned do; W%nhﬁchﬁlthééggg ?

custoner calling hi s or her :P vg} | denti f % éd t hense 04 via a
PI N nunber or ¥FRFARY SemtclaimhiskRitvi? FSEEIVE SP&HE@SFP’H@nﬁlﬂansfer
or olt her f fttmmal et idn ansseidoni sl ddcddyd Wfl@&ﬁbﬁlﬁl?ré their

w reless finangial .nessa unit . .906. Af t erifving_tRhe

Mdent i Ty of |t HERATE T BARF I SHRESTAY A ATSPE SR, BIRES ARRER1 on
1512, the Bankpoevent umauthumizédidderss @ sefoemetion evetained ahf ect

t he el ect rgni cg éé@péf naﬂ'icfé‘:? f AUHSS S ANl 28 gfe credit, or t he
like. In a first case, | nancial transaction Is approved when t he
financial transaction request is 20 authenticated as originating from an

authori zed party anth Thd MofidARCistcureaFsaahthli Rebsagihgestndy a .
regul at or 1514. %I'%/gl cal | ul at or s, er mt financial transactions

when a party HECREHF Enec ngascql?P%P Ing:cash 1 oad or debit request,
or when a party has 2% sefireimedsagediénencstidraldonpledcaopkbee a
transaction. F'B? n uni t
906 pronpts thfel%%é?{%%a@v\%ag?s f?’?%ér)éa%saocl{ ragxr?f f@%oﬁ{aig g%aéaggagw em
begi ns conpletion of the financial transaction 1522. 30 In a

second case, the fifs! jHIPUH ALY YAl %nanc1aﬁ.0ﬁ€§§9?lﬂ§nhﬁ§t
conpl etion of the fipanci aI t.ransacti_on based on t@ﬁ I nanci al

transaction redEe¥dip@ntarciamll wherpinithe, fimangialatrAR§ASEPRON
request i sisNOtprocedgbhesntendesl maormalg@dumnfers@ag@wganbhatbzed party

and 35 the financial K transaction LS not. rmtted.h I at 1516.
Topi cal Iy, 1 eqiPSFBrEchion, T anct s il Rdnsre c2on’ geHagd Bhet g
i nsufficient fecousled thethashmingraressor for transmission by a -42-
transmitter.
20 13. The portable secure financial messaging unit

according to claim 12 wherein the secure financial
transaction message comprises a financial transaction
request.

25 14. The portable secure financial messaging unit
according to claim 12 wherein the secure financial
transaction message comprises a cash load request.

15. The portable secure financial messaging unit
30 according to claim 12 wherein the secure financial
transaction message comprises a fund transfer request.

16. The portable secure financial messaging unit

according to claim 12 wherein the secure financial
35 transaction message comprises a credit request.
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debit request, or when a party has ff|C|ent credit available to
conplete a transaction. If the regﬁ“@ﬂﬂﬂ‘":ﬂﬂﬁﬂﬂﬁﬂl he financi al

transacti on,WQA¥30duest is ter he f i nancRG/UIBRERYi ng
unit 906 q returns to normal operation. *Reéferring to FIG 16, the
il lustration shows . a typi cal sequence associated with the wrel ess
transfer of f untid. dt plettidbld $eruise bfimtcfiabmessagibhgsenit nanci al .
messagi ng unitg ?ﬁb? .1-way and a 2-way secure 10 conmuni cati on system
Conpl etion of t Fhanti al transaction 1522 begi ns by the regul ator or
i ssuer | ooking up the2dE8EEHEEF bn identifier and security code (e.g.,

public or prlvate J{e:\iélé@ﬁlﬁeUééﬂ.la&éééaérlégﬁpﬁéaoﬁba{:ﬁé ybb8idbr! east

one 15 financi ing unit.9 he secure pessagi ng systen1then
gener at es the g@% f?gﬁﬁﬁ% i} gﬁ%ﬁ%??oﬁ°mprlﬁé§gage which is
conmuni cated to the w r&l memosel ehatvéncludeal & sigghélnglquatEGIGOﬁivélIer

whore i he sel SEAi¥Cabilles cofPSSAURAPLACRTER’ o 10LCHRER] SRa%FERNLL LT
program that 2 recelves Se cartInssage Peglssts co

destination i devansactiondtype; sandre flnanC|aI transactlon nessage and
encapsul ates the securegn adékéé‘&Cbékréié@éﬁcﬂﬂﬂﬁgﬁséégéhé”méméﬂrec{:héée

call nessage that includes a selective ca dress corresponding wth
25 the desWi nard@resaecReFrebrtorhPResaringi te earerriagagubstantialpen

di stri but ed toc:@xﬁ@i@éﬁcéebéadvéehr aﬂéﬁbiﬁg% umqaeryemectmvéeaammse to the
destination ide &éreler Si on service

br oadcasts the® 83 30 % %ﬁ?%v s§8¥8cgbv?h8a$£nghéfﬁﬁ nessagi ng unit

30 906 t hat rec@rnespbhélnglwrthVEheabtedeseagEned fiftphedadl |y, the

fi nanci al nessggé@?aggié%Qggpgay send a first nessage pronpting the
mar

user to insert a 920 for funds transfer or the like. The

bank woul dist hen wai fingoeiah tppreprtacs prasepserogownded thehheend a
35 data transr@éﬁé@@l&@”@élﬁ'HGcb&EQr MeheORiNhhB i h0CLAERGHBEion NUMDer of
the Smart Card 920 to be credited, the anount of the transaction, and

coded i nf or matPEACLBSQEr FPPPTREEDS :

a security code processor;
a secure non volatile read only memory coupled
20 to the security code processor;
a secure erasable read only memory coupled to
the secure non volatile read only memory;
an input/output interface coupled to the secure
erasable read only memory; and
25 control logic coupled to the security code
processor, the secure non volatile read only memory, the
secure erasable read only memory, and the input/output
interface; and
a main processor coupled'to the financial
30 transaction processor and the selective call decoder.

18. The portable secure financial messaging unit
according to claim 17, comprising:
a smart card coupled to the financial transaction
35 processor via the input/output interface.
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-43- the Smart Card 920-to—bedebited is valid and not a

counterfeit 1610. Cbviously, if th h 1 el ﬂ S Integrated with
t he financi aVOR®830agi ng unit 906, ;5 MN\ H’ “06, and 1BOBUR¥&33ot be
perfornmed. A bank will 5 typically rdirlod?2 the success or failure of a

transaction upon its conpletion 1614. In a financial nessaging
unit 906 having 2-way, Thé ghebidhley sértifre tfifabanklcaBsvayingouniecei pt of
an acknomﬁedgnené.lGlg co$$risi2g a returned secure 10 financi al
transaction neBS5GEtHE: “Roht FHits" ExcTWR O BT the financi al
transaction. Wien theaf tnanshiatter toupbedttiorthes matioc prolesisprconpl et ed,
an opti onal nmessage nmay be presented 1624 to the user at the

financial nmessaging unit 906 before the financial 15 nmessaging unit 906
returns to fn idl e 8PatEhagprtable sequns ifidepcipl mesaanABdl BB&Rent is
received afteraacoraphgdebesrangdldel sympeidgg 1620, the bank may
re-initiate the prior finpancial trapsaction 1622. . In a,
variation of the operat FBATH g@ﬁ@s@ﬁ“’%ﬁe‘got? etatﬁ’ éﬁf’@ntc&alg“l EFANERCHEOM he
user may renai prodessoeotdanthat inputivetput himtfenfara.al transaction, . and
t he bank may receive a non-real tinme acknow edgnent that the
transacti on was conpl eted successfully using an alternate path, i.e.
one ot her tthan the RE.rBherperitiimaecults £ingncialbmessagapli vhdld by
ei ther using a;lz¥eyiRG €oV8Yaim PALRErIEYiGf iflrAndinad AEMsRENIRe, o
by having the user remain on a phone or other conmunicatign _device
during the entPFecepaAsatereivVeRdand dperyRts £ sequrs ifiswngdadudi o al ert

pattern can berggAshatednbietB8gOcbupBadi oS EAGd1@ative G 1t 0 si gnal
that the flnanggggder transaction has been conpleted w thout error.

16
22. The portable secure financial messaging unit
according to claim 21 wherein a received secure financial
transaction message is decoded by the selective call
decoder and passed directly to the financial transaction
20 processor to prevent unauthorized access to information
contained in the secure financial transaction message.

23. The portable secure financial messaging unit
according to claim 22 wherein the received secure
25 financial transaction message is decrypted by the
financial transaction processor and coupled to a secure
memory that retains information decrypted from the secure
financial transaction message.

30 24. The portable secure financial messaging unit
according to claim 21 wherein the secure financial
transaction message comprises a financial transaction
session key.

35 25. The portable secure financial messaging unit
according to claim 24 wherein the secure financial
transaction message comprises a returned cash value.
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Additionally, if an address is detected that is associ at ed mrth a
nor mal nessagi ng function, the —finanretal—ressaging unit 906 w
operate as aM@o¥9fPaP3535 pagi ng devi cemmﬁﬁ\l mi [m‘ det ect e‘ff%ﬁég’gll s

associated with a secure data trans secur e decoder
nodul e may be activated, the receiv -44-
secure financial nessage nay be decrypted and the I nformati on
contained in the nmessage, woul d b rocesse L n..accordance w ei t her
the contents of theiﬁgsg&&ep8ftaglgmffﬁufﬁeftﬁ?ﬁgl%ggﬂ%?%ﬁ%&F%u?éfﬁ

recei ved addr escdrding tdOedadin @ddiwhareiskithe sactihe ﬁmnancialappre0|ate
that the prece S ar I e not
moant to |1t TR pal et (a8 & pRREnca, FBMPELARRECE OO
medi a, érypﬁdgﬁaphlc schene, or physical comuni cation device. 10
Consequently, the clainmed invention and other variations made possi bl e
by the teachings herein represent only a few sel t hat atsecure
nmessagi ng system ford’7. T8EnRE é?@?n@eFPﬁﬁngt%?n?tﬁ rWﬁﬁ?%#F

i npl enented  adidr@itdee wncltaanprzlmwreint &h@hbebﬁréhﬁlnaneéal 15

tgrfgargg as OﬁFQQﬁﬁﬁﬁ'é%#ﬁéggg%é”ggﬁg%f} °B bebuligh ¥E.6:2' Puide

10

28. The portable secure financial messaging unit
according to claim 21 wherein a received secure financial
transaction message is decoded by the selective call
decoder and passed directly to an attached smart card to

15 prevent unauthorized access to information contained in
the secure financial transaction message.

29. The portable secure financial messaging unit
according to claim 17, comprising: o
20 a secure message generator coupled to the
financial transaction processor and the main processor.

30. The portable secure financial messaging unit
according to claim 29 wherein the financial transaction
25 processor encrypts and the secure message generator
generates a secure financial transaction message that is
coupled to the main processor for transmission by a
transmitter.

30 31. The portable secure financial messaging unit
according to claim 30 wherein the secure financial
transaction message comprises a financial transaction
request.

35 32. The portable secure financial messaging unit
according to claim 30 wherein the secure financial

transaction message comprises a cash load request.
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- 45- : 1. A portable
secure financial nessaging unit, *ﬂ””bonprls a receiver;

a sel ecti vav@89330%fecoder coupl ed t mﬁu\iﬁ ﬁ) the sBCEUSPYBTIL |
decoder conpri sing: m udes a single unique
sel ective cal |l address correspondlhg with a predet erm ned fi nanci al

33. The portable secure financial messaging unit
according to claim 30 wherein the secure financial-
transaction message comprises a fund transfer request.

34. The portable secure financial messaging unit

according to claim 30 wherein the secure financial
transaction message comprises a credit request.
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10 transaction type; and an address correlator coupled to the

menory, the . address correl ator operating to determ ne substanti al

coi nci dence WBO©M3035t he singl e uni que sel ective call addr REBUSIRSEL
recei ved selective call address 15 corresponding with the predeterm ned
financi al transaction type; a financial transaction
processor coupled to the sel ective call df&oder; and a main
processor coupled to the financial 20 transaction processor and the

sel ective call decoder. : Pt abl e secure financial

messagi ng unit according to clai a
transmtter coupled to the fin proeessor. 3. &Mhe portable
secure financial messaging tmit accor dijng NQ 1 wherein the
financi al transacti ' cial transaction
message coupl ed j§y 1 he addr§§ 30
correl ator determnm n¢id ' ; Si ngkle uni que
sel ective call addr |} address.

-46-
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4. The portable secure financial nessaging unit according to claim3
wherein a received secure financi al transacti on nessage i s decoded by
t he sel ect i WO 293035 decoder and passed directly to the fipcrosshks?iar
transaction 5 processor to prevent unauthorized access to information

contained in the secure financial transaction nessage. 5. The
portabl e secure financial nmessaging unit 2/8according to claim4 wherein
the received secure 10 financial transaction nessage is decrypted by the

financi al .transacti on processor and coupled to a secure menory that
retains informati on decrypted fromthe secure financial transaction
nmessage. 15 6. The portable secure financial nessaging unit
according to claim4 wherein the secure financial transacti on nessage
conprises a financial transaction ____. session _key. __20_ 7. The
portabl e secure financial nessaging unit according to claim6 wherein
the secure financial transacﬂngn e pprises @ returned cash
val ue; 8. The portabl d Sefuaewf iingnci aly saging unit 25
according to claim6 wherein the;sqc r%ﬁi ar 2 Nt ransaction message
conprises a returned fund transfér lye o m + 9. The portable
secure financial nessaging unit QOaac%ggi g 6»wherein the secure
fi nanci al transaction message co 8ge 3 l.gr hed ¢redit val ue.
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-47- 10. The portable secure financial nessaging unit

according t.o claim3 wherein a received secure financi al transaction
message i s WMRAYRII by the sel ective call decoder and pasPQ&’SaW%é{ ly to
an attached smart card to 5 prevent unauthorized access to information
contained in t he secure financial transaction nessage. 11
The portable secure financial nessagi ng udst. according to claim1,
conprising: 10 a secure nmessage generator coupled to the

financial transaction processor and the main processor. 12. The
portabl e secure financial nmessaging unit according to claim 11l wherein
the financial transaction 15 processor encrypts and the secure nessage
gener at or generates a secure financial transaction nessage that is
coupl'ed to the main processor for transm ssion by a transmtter. 20
13. The portable secure financial nessaging unit according to claim12
wherein the secure \i napci al \Lizgﬁaction nessage conprises a financi al
transaction requ
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25 14. The portable secure financial nessaging unit according to
claim 12 wherein the secure financial transacti on nessage conpsises .a
cash | oad rwQues3i03s 15. The portabl e secure finanPCEHUSHRSE]gi ng
unit 30 according to claim 12 wherein the secure financi al transaction
message conprises a fund transfer request. 16. The portable
secure financial nessaging unit accor di H@Sto claim 12 wherein the
secure financial 35 transaction nessage conprises a credit request.

- 48- 17. A portable secure financial nmessaging unit,
conpri si ng: -1 a receiver; a selective call,gegpder
coupled to the recei ﬁer 5 the selective call dqp onpri st,gng

a nmenory that incl ud@sE;a si ngl e uni que sel ective m ocal I addr
corresponding with agoce eterm ned financi al a-nsact ion ty efﬁ and

an address correl atoE pbupPd to the nenory, the g? tor
operating to deter m@eusubst nti al coi ngpdencey BBt wee L &yl e

uni que sel ective calj © ess andga recegwed sefe ddr ess
rm ned inanciaIS transact{i on type; .15
t

corresponding with tie predet
a financial transactionyprocessor-ctoupted;to-the----- sel-ectirve-cqkt---;
decoder, the financial {ransaction 3
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processor conpri sing: a security code processor;
a secure non volatlle read only nmenory coupled 20 to the segg&h%%%gqge
to

processor; WO 99/330 a secure erasable read only nenory

t he secure non volatlle read only nenory; an i nput/ out put

i nterface coupled to the secure erasable read only nenory; and 25
control logic coupled to the security cod 8 processor, the secure non
volatile read only nenory, the secure erasable read only nenory, and

t he i nput/out put i nterface; and a mai n processor coupled to

the financial 30 transaction processor and the selective call decoder.
18. The portable secure financial nessaging unit ° according to claim 17,

conpri si ng: a snmart card coupled to the financial transaction 35
processor via the ijnput/output interface.

- 49- ~19. The portable secure financial nessaging unit
according to claimjl7} conprising: a transmtter coupled to the

mai n processor. 20. The portabl ef secure financial messagi ng unift
according to claim19j conprising: a smart card coupled to thg

financi al ransactiyn
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processor via the input/output interface. 10 21. The portable

secure financial nessaging unit according to claim 17 wherein the
financi al tywensassson processor receives and decrypts aPCaafo#n25731
financi al transacti on nessage coupled fromthe sel ective call
decoder. 15 22. The portable secure financial nessaging unit
according to claim 21 wherein a recei veds/8ecure financi al transaction
nmessage i s decoded by the selective call decoder and passed directly to
the financial transaction 20 processor to prevent unauthorized access to
I nformation contained in the secure financial transaction nessage.
23. The portable secure financial nessaging unit according to claim22
wherein the received secure 25 financial transaction nessage is decrypted
by the financial transaction processor and coupled to a secure
menory that retains énformatiorkdecrypt ed fromthe secure = financial
transacti on nmessage.g 30 ©24. The portablegecure fin@ncial nessaging
uni t according tig claim21 mherein the securé=financi aIB transaction
message conprises a i nanci al tiansaction sespion key. & 35 . 25.
The portabl e secure ¥%i nanci al messagi ng unit waccording ¥o claim 24
wherein the secure fgnanci al % transaction mes@ge corrpri§es a returned
cash val ue. ) -50m
2 -
O k)
cdul |33
<O Z—> S
DO iy o
g9 Jouw
ars f zZw
o LE -
= 0 o 2
a2 > Z i
20O O we T
<Q =l Sow -
> o ow = — o o
< _—’%88‘_'» o, 2P 2
Z o Ws< 7
S N ol gz n
© b 'd o< g=r
3 rle
© (]
&
o
i - '~
7 E LLi .
-4 fan L
Z 20 u A= E
oo O; ) W0
= C i Ok =2 <u R
LY o 3 p £ n Vil g 151
w w
7 Z0 £o E il
D T8 —
i Ez w =
o i o
<
84 rlo | 4 é
Y 3 8 S
© . & © ©
=z P Z =
o Qo o o
= = = =
O O &)
g < < <
o o 19 o
ud L w w
0] 77} w0 75}
- D D >



26. The portabl e secure financial nessaging unit according to claim 24

wherein the secure financi al transacti on nessage conpris cBusfh yped
fund transf¥P 9338538 ye. 27. The portabl e secure ?llsnanm aiﬁ
messagi ng unit according to claim 24 wherein the secure financi al
transacti on nmessage conprises a returned ﬁg,edit val ue. 10 28. The
portabl e secure financial nessaging unit according to claim21 wherein
a received secure financial transacti on nessage i s decoded by the
sel ective call decoder and passed directly to an attached smart card to
15 prevent unauthorized access to informatjion contained in t he secure
financial transaction nes§age. % @ The portabl e secure financial
messagi ng unit accordeng to clgEm 17, ponprising: 20 a secure
message generator coupl ed{(bto the © finan§ al transaction processor and
t he mai n processor. v 30. jhe por {abl e secure financial nmessaging
uni t according to clam 29 wher2in thezZ i nancial transaction 25
processor encrypts and tlﬁ secure @ssage éenerator generates a secure
financial transaction nessage that is coupled to the main processor for
transm ssion by a & fransmjXef- 40 31. The portable secure
financi al nmessagi ng t cprding t® claim 30 wherein the secure
fi nanci al t ransagt g%mass agomri ses a financial transaction
request . < L. =
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34. The

according to
according to claim30 wherein

L I A I R I R R N N )

rises a credit request.

request .

-

messagi ng unit
transacti on nessage conprises a

33. The portabl e secur eATVURBRT73I

according to claim30 wherein the secure financi al

messagi ng udi&
transaction message co

32. The portabl e secure financi al

claim 30 wherein the secure financi al

cash | oad rwQQ®33io3s

messagi ng unit
transacti on nessage conprises a fund transfer

portabl e secure financial
t he secure financi al
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