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AN! 1 MPROVED WEO#818 APPARATUS FOR EVBEDDI NG RCREAPS Y33
MULTI - TASKI NG KERNEL | N A NON- REAL- TI ME

OPERATI NG SYSTEM BACKGROUND OF THE | NVENTI ON

The following is a rel ated co-pendi ng patent application: uU. S.
Pat ent Application Serial Number 08/323,044, titled "Enbeddi ng A
Real - Time Multi-Tasking Kernel In A Non-Real -JTi me- Operating Systent.
FI ELD OF THE | NVENTI ON The present invention relates to the

nvent fon rel ates to an i AN JMPROVED WETHOR B ABEARKTYS FORECoCH g
a real-tinme multi-taski ng EMBEDDING A REAL-TIME MULTIFBEASKING i ng
system _ KERNEL IN. A NON-REAL-TIME
- OPERATING SYSTEM
BACKGROUND OF THE INVENTION
The following is a reiated co-pending patent application:
U.S. Patent Application Serial Number 08/323,044, titled
"Embedding A Real-Time Multi-Tasking Kernel In A Non-Real-Time
Operating System™.

EIELD OF THE INVENTION

The present invention relates to the field of real-time multi-
tasking. More particularly, the present invention relates to an im'proved
method and apparatus for embedding a real-time multi-tasking kernel in
a non-real-time operating system.

BACKGROUND OF THE INVENTION |

Video conferencing and personal computer (PC) applications
which deal with communications and natural data types, i.e., audio and
video data, require real-time interrupt handling and task scheduling.
The user will hear clicks and pops from audio data output and see
modulating or jerky video output, if there is a delay in the capture or
playback of audio or video data. Furthermore, playback of audio and
video data must be synchronized with each other to appear natural.

Figure 1 illustrates the real-time processing of natural data types.
Natural data types require real-time response for presentation and
capture. The audio and video data must be transmitted to and from
external output devices in a timely manner. in step 10, data from an
audio/video file on disk is read to a memory buffer. The memory buffer
is then transferred to a playback device by an interrupt service routine in
step 12, in response to hardware interrupts by the playback device.

In step 14, the interrupt service routine signals the task to refill the
memory-buffer, as data in the memory are transferred to the piayback
device. In step 16, the task reads more data from the audio/video file on
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In many graphic user interface environments, e.g. Windows®
{Windows® is a registered trademark of Microsoft Corporation of (
Redmond, Washington), if audio or video playback alone is being
executed, a system processing the natural data types will produce a .
smooth playback output. However, othe_r operations being performed
on a system processing the natural data types, such as spreadshest and
networking activities, as well as transmission of electronic mail (E-mail),
can disrupt the scheduling of the audio and video playback. Such
disruptions may cause the audio and video playback to manifest pops,
clicks and/or jerky video output. In addition, playback of both audio as
well as video data may produce an unnatural output due to Iack of
synchronization of the natural data types. ' :
It is desirable to have a method and apparatus for allowing real-
time programming with support for'the presentation of natural data
types, without allowing other operations to dlsrupt the dehvery and
playback of the audio and video data. '
The above referenced patent application describes a method and
apparatus for embedding a real-time mutti-tasking kernel into a non-
real-time operating system. In the described embodiment, all tasks
under the real-time kernel run at virtual machine manager (VMM)'évent
time. Whenever an interrupt handler wakes up a blocked task, actual
execution of the task is delayed until the VMM schedules an event. The
task then executes at VMM event time. '
The embodiment described in the above-referenced patent
application may experience unnecessary delays in the execution of
real-time tasks in some circumstances. Because real-time tasks are
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have a met hod andaaggg{t é‘f'gr rﬂﬁe&lillngva\{ re%l-tlmeI multi-tasking kernel into a non-
real-time operating system. Through encapsulating a real-time kemel
into the interrupt handling environment of a non-real-time graphical user
interface, such as Windows®, the method of the present invention
allows for an entire real-time environment to be supported within the
graphical user interface. The scheduler of the real-time kernel supports
multiple threads of execution all running at higher priority than the
graphical user interface tasks. By using synchronization mechanisms of =
the graphical user interface, e.g. V x D events in enhanced mode
Windows®, the real-time tasks are able to make use of system services
of the graphical user interface.

The method and apparatus of the present invention allows real-
time programming with support for the presentation of natural data
types, without allowing other operations to disrupt the delivery and
playback of the audio and video data. The method and apparatus of the
present invention is aiso applicable in communications.

The present invention further provides a method and apparatus
for executing real-time tasks at interrupt time rather than aiways
delaying execution to event time. In the preferred embodiment, real-
time tasks are executed as soon as a signaling interrupt handler
completes, rather than waiting for an event to be scheduled. This
embodiment improves real-time response. In situations where real-time
tasks must use VxD services, the present invention provides a method
and apparatus for ensuring that the execution environment is safe for
VxD service execution.




time programm ng with support for the presentation of natural data
types, w thout allow ng other operations to disrupt the delivery and

pl aybackwofeeases2z audi o and vi deo data The abovepcwisssassazd pat ents
application describes a nmethod and apparatus for enbedding a real -tine
mul ti-tasking kernel into a non- real -tinme operating system In the
descri bed enbodi nent, all tasks under the real -tinme kernel run at
virtual machi ne manager (VMV) event ti me. Whenever an interrupt handl er
wakes up a bl ocked task, actual execution of the task is delayed until
the VMM schedul es an event. The ta¥k then executes at VMM event ti me.
The enbodi nent described in the above-referenced patent . application may

experi ence unnecetbBeagdvaaiages af the peessnt daventionowill becomesapparent 88sks in
sone ¢l 1 cuTsAiaaeaRd iARa WgeréPahd deBBrbés IF 1 llowing deidfedd! 16152

PCT/ US95/ 153gdscription of the preferred embodlment

Figure 1 ilustrates real-time processlng of natural data types.

Figure 2 programming environments in Windows®.

Figure 3 illustrates real-time interrupt handlmg and task
scheduling in a VxD environment. : '

Figures 4 - 8 are flowcharts |I|ustrat|ng the processmg flow of the «
preferred embodiment.

Frgure 9 illustrates the execution modes of an RT task

An |mproved method and apparatus for embedding a real-time
muiti-tasking kernel in a non-real-time operating system is disclosed.
The present invention utilizes the VxD environment in Windows® to
provide real-time interrupt handling and task scheduling for personal
computer applications dealing with communications and natural data
types. : L
‘Figure 2 illustrates a Windows® V x D programming ‘environment

as a preferred embodiment of the present invention. CPU 19 of
computer 18 controls the operations of: system virtual machine 20, a set
- of DOS virtual machines 24, virtual machine manager (VMM) 26, and a
set of virtual device drivers (VxDs) 28. Windows® applications 22,
including dynamic link libraries execute in system virtual machine 20. in
the system virtual machine environment, applications are scheduled in a
cooperative multi-tasking manner. . Because of the cooperative nature of
the scheduling mechanism, real-time response cannot be guaranteed
for any given application.
in contrast, DOS virtual machines 24, and system vnrtual machine
20 in it's entirety, are scheduled preemptwely by enhanced mode VMM
26. Although thie scheduling of virtual machines is preemptive, VMM 26
emphasizes user responsiveness, rather than the real-time response
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and appar at us CPU 19. The VxD environment, however, is totally interrupt-driven.
There is no notion of tasks or task scheduling in this environment.
Because of this, the standard VxD environment is very difficult to use for
communications or natural data type processing. The present invention
presents a method for embedding a real-time scheduler into a VxD, in
order to provide real-time muilti-tasking for communication and natural
data type applications.

The method of the present invention for supporting real-tlme
multi-tasking consists of VxD 28, containing real-time scheduler (RT
scheduler) 30, application specific interrupt handlers 32, real-time tasks
(RT Tasks) 34, event 36, and VxD initialization code 38. One of the
real-time tasks, referred to as an idle task, is dedicated to context
switching between Windows® and real-time VxD, and has the lowest
priority of any task scheduled by real-time scheduler 30.

A real-time scheduler 30 for use in the present invention has
three capabilities. First, it is capable of scheduling tasks preemptively
by priority. Secondly, the real-time scheduler 30 allows interrupt
handiers 32 to make real-time tasks 34 ready for execution without
preemption occurring (i.e., it supports a scheduling lock). Thirdly, the .
real-time scheduler 30 allows the scheduling lock to be released
causing any high priority, ready real-time tasks to prempt the current
process.

Initialization of this environment proceeds as follows: VxD
initialization code 38 is invoked by VMM 26 during system initialization.
This initialization code 38 invokes the initialization entry point of RT
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descri pti on cissobiates theccontelxteofithelicalling thread with the idle task. RT
scheduler 30 then returns to VxD initialization code 38. At this point
there is a single task, the idle task, within the real-time environment.

Initialization code 38 may then create other, application-specific
tasks. For example, initialization code 38 may create a task to perform
capture or playback of audio/video. Because such application-specific
tasks are higher priority than the idle task, scheduler 30 will prempt the
idle task in order to execute another task as soon as it is created. Each
application-specific task performs initialization of its application when it
starts. The example task might initialize iits audio/video device,
including installing RT interrupt handler 32, to service the device. The
example task might aiso install another RT interrupt handier to service
software interrupts, generated by Windows® applications wishirig to
communicate with the application-specific task. Eventually, each’
application specific task will complete initialization, and block. For
instance, the example application would block waiting for the
audio/video device to complete an operation or for a Windows®
application to communicate with the task. When all application-specific
tasks complete execution and block, the idle task will again be
executed. The idle task executes VxD initialization code 38, which then
returns to VMM 26. At this point the entire real-time environment 28,
including all its tasks has initialized. VMM:26 may now complete
initialization of the rest of the system, allowmg the oomputer to begin
normal operation. :

Figure 3 illustrates the sequence of events for the present
invention during normal system operation. References will be made to
elements described in Figure 2. Virtual Machine (VM) mode 40
represents the phase of system operation when virtual machines are
executing. VM mode 40 includes the execution of both DOS virtual
machines 24 and system virtual machine 22, in which Windows®
applications execute. VxD event mode 50 represents the phase of
system operation when the VMM 26 ‘executes events. In particular, VxD
event mode 50 represents the time when RT event 36 is executing. VxD
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' At some point, an interrupt occurs which causes the processor to
switch to VxD interrupt mode 60 and execute RT interrupt handler 32.
For the example application it is assumed that the hardware interrupt
handler servicing the audio/video device is invoked. (Operation is
identical for the case of a software interrupt from a Windows®
application.) As part of servicing the interrupt, RT interrupt handler 32
may need to wake up its associated real-time task. For example, the
audio/video device may have completed filling a buffer with data which
- the task needs to process.
As shown in Figure 3, RT interrupt handier 32, once activated by
a hardware interrupt, stops RT scheduler 30 to prevent RT scheduler 30
from switching tasks while the real-time interrupt is being handied. RT
interrupt handler 32 wakes up the RT task associated with the hardware
interrupt. RT interrupt handler 32 then starts RT scheduler 30. As a
result, the previously awakened RT task starts execution.
Figure 3 illustrates two basic types of RT tasks supported by the
present invention. The first type of RT task 34 represents an RT task
which does not require calls to VM services as part of the RT task
execution. Because these types of RT tasks do not employ VM setvices,
there is no danger in executing these types of tasks solely in interrupt
mode 60 as shown in Figure 3. Thus, once RT interrupt handier 32
starts RT scheduler 30, RT task 34 immediately begins execution and
continues execution to completion in interrupt mode 60. Once
completed, RT task 34 returns, RT interrupt handler 32 returns, and
servicing for the hardware interrupt is complete.
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requi renents of particular virtual nachines. As a result, the DOS virtual
machi ne environment 24 does not provigﬁ satisfactory real -tine
response for natural data type processtng, although it does provide

better response than the cooperative environnent in which Wndows
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however, | sybPkabwi tb Md¥e ofbrafiiary 8Kl in the ant, it is not safe to execute a
VM call from interrupt mode 60. VM calls may fail if recursively called
- from interrupt mode 60. For this reason, it is necessary to be in event
mode 50 when the VM service call is executed. In the present invention,
therefore, the RT task 2 is split into an interrupt mode processing portion
35 and an event mode processing portion 37 as illustrated in Figure 3. (
- When RT interrupt handler 32 starts RT scheduler 30, RT task
portion 35 immediately begins execution in interrupt mode 60. Any
portion of RT task 2 not requiring VM service calls may be executed in
RT task portion 35 in interrupt mode. When it is necessary to execute a
VM call, RT task portion 35 schedules execution of RT event 36 with the
virtual machine manager. RT task portion 35 then blocks on a
semaphore and waits for the execution of RT event 36. After a small
delay, RT event 38 begins execution in event mode 50.  RT event 36
signals the semaphore and returns thereby enabling RT task portion 37
to continue execution in event mode 50. Because the execution
environment for RT task 2 has been made safe by the execution of RT
event 36, RT task portion 37 may now execute a VM service call in event
mode 50. RT task portion 37 may execute one.or more VM calls. Other
event mode processing for RT task 2 may be performed by RT task
portion 37. Upon completion, RT task portion 37 returns thereby
completing processing for the hardware interrupt.
Referring now to Figure 4, the processing logic for RT task 1
begins a bubble 410. This processing logic corresponds to RT task 34
illustrated in Figure 3. Because RT task 1 does not perform VM calls, the
hardware interrupt is handled completely in interrupt mode in
processing block 412. Once the interrupt is handled, the RT 1 interrupt
mode task goes to sleep at decision block 413 waiting for the next
interrupt signal to occur. T
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the VM call from the event mode execution environment. In the

. preferred embodiment, a procedure called Make_Safe is called to
create a safe execution environment for the VM call {processing block
514). The processmg logic for the Make_Safe procedure is illustrated in
Figure 6.

Referring now to Figure 6, processing logic for the Make_Safe
procedure is illustrated starting at bubble 610. The Make_Safe
procedure first schedules RT event 36 to signal a semaphore when the
execution environment is safe (processing block 612). The processing
logic for the RT event is illustrated in Figure 7.

Referring now to Figure 7, RT event processing is shown starting
at bubble 710. Because the RT event 36 is scheduled with the virtual
machine manager, the RT event executes in event mode 50. Once VMM
26 activates RT event 36, no recursive call problems exist and the '
execution environment for the RT task is safe. Thus, RT event 36 simply
signals a semaphore in processing block 712 to enable the remaining
portion 37 of RT task 2. RT event mode processing then returns through
bubble 714 illustrated in Figure 7. '

Referring again to Figure 6, Make_Safe processing waits for the
completion of RT event 36 by waiting for the semaphore to be signaled
in decision block 614. Once this occurs, processing path 618 is taken to
processing block 620. In this case, the RT task portion 37 is executed
from event mode. Until the semaphore is signalled (decision biock 614),
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associates the context of the calling thread with the idle task. RT
schedul er 30 then returns to VxD initialization code 38. At this point
there is a single task, the idle task, within the real-tine environnent.
Initialization code 38 may then create other, application-specific
tasks. For exanple, initialization code 38 may create a task to perform
capture or playback of audi o/ vi deo. Betlise such application-specific

tasks are hi g?;hgprl ority than the idle task, scheduler 30 wll prenpt the
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determined that the execution environment is safe, a VM call (or calls) is

executed in processing block 812. Other portions of the processing for

the RT task are performed in event mode in processing block 814. Once

the event mode processing for the interrupt is.complete, the RT task (

goes to sieep in decision block 818 waiting for the next interrupt. When

the interrupt occurs (processing path 822), the process starts over again

- at bubble 510 shown in Figure 5 and described below.
Referring now to Figure 9, the RT task execution environments

are illustrated. For an RT task requiring use of VM service calls, the RT

task comprises an interrupt mode environment and an.event mode

environment. The interrupt mode e_nvironment is initially entered -

through RT interrupt handier 32. When it is necessary to execute-a VM

-call, an RT event is.scheduled by Make_Safe through the virtual

machine manager. Once this RT event bégins execution, the event

mode environment of the RT task is entered by means of the semaphore

signalled by Make_Safe as shown by arrow 910 illustrated in Figure 9.

From event mode, the VM call is executed along with any additional

event mode processing required by the RT task. The RT task then

blocks waiting for another interrupt signal.

RT tasks will perform whatever processing is appropriate for a

particular interrupt. In the example, RT task 34, 35, or 37 would process

the audio/video data captured by the audio/video device. As part of its

execution, RT tasks may awaken other RT tasks causing them to

execute in tum. Eventually, all RT tasks complete their processing, and

block waiting for another signal to triggér their execution. At this point, -

the idle task regains control. ‘The idie task retumns the system to VM

mode 40 to resume normal system operation.



application specific task will conplete initialization, and block. For

i nstance, the application would block waiting for the

audi o/ vi deo dew‘?gaiﬁ%onpl ete an operation or for a Wndows [e?F]rmswm”’
application to communicate with the task. Wen all application-specific

t asks conpl ete execution and bl ock, the idle task will again be

executed. The idle task executes WxD initialization code 38, which then
returns to VWM 26. At this point.the entire real-time environment 28,
including all its tasks has initialized. VMM£R may now conpl ete
initialization of the rest of the system allow ng the conputer to begin
nor mal operati on. : | | S s@ﬂgc @9 K
for the present [ nve1;1'}'|sgﬁmgﬁu?{lé§6ﬁbrlg%% tvgi?)gj?@m operat L on. F?%er engc

hS
Wil be made to  controhalt BT dasks amdiockedsiant BT schedyleraP bolieves e ol
mode 40 represqaskig Mﬁg.e Ahbtmfﬁﬁt@mﬂpsfaﬂsi thé cybleralmbvdrwaiman i nes

mmchi nes- 24 and oy 44 DRF e melatmanFRioh et i tHechly wPhaliil fo 2 shifed A
appl i cations executtbe avibasad:upomthiedstailed anekeparationa! dasesiption hereinsyst em
operation when the VMV %%ﬂﬁ%@tgé%@%ﬁt'i%ﬁbn iY¥hdt RT taQ

nt
VWO

node 50 represents the ting \ L 3G 1 ﬁ execut | n% V)iD
96/ 18152 execute with less delays in primarily the interrupt mode. In some
PCT/ US95/ 15337 circumstances (i.e. when VM services are not_raquired), the RT task

executes very quickly from purely the interrupt mode. In other
circumstances when VM services are required, the RT task can execute
partially in interrupt mode and partially in VxD event mode. Because
event mode has precedence over all Windows® applications and DOS
virtual machines, RT tasks are free of the scheduling problems caused
by them. On the other hand, RT tasks executing in event mode are free
to take advantage of all services provided by the VMM. Thus, RT tasks
in this invention execute with less delay in the interrupt mode; yet, they
are not subject to the substantial restrictions placed on VxD interrupt
mode. In effect, the present invention improves real-time response by
delaying the scheduling of events until necessary. In the invention of
the above-referenced co-pending patent application, the invention
always scheduled an event before a real-time task executed. The
present invention schedules an event only when it is needed to safely
use a VxD service. It should be noted, however, that the preferred
embodiment does not support time slicing schedulers or functions which
dynamically re-arrange task priorities. -

What has been described is an improved method and apparatus
for embedding a real-time multi-tasking kernel in a non-real-time
operating system. Through use of the VxD programming environment,
the present invention supports real time scheduling of real-time tasks
involving the processing of communications and naturai data types.

While certain exemplary embodiments have been described in
detail and shown in the accompanying drawings, it is to be understood
that such embodiments are merely illustrative of and not restrictive on
the broad invention, and that this invention not be limited to the specific



-7- i nterrupt node 60 represents the phase of system operation when *

VMM 26 or WD interrupt handlers are executing. In particular,
interruwoosnsisz - 60 represents the time when RT int ergcipisosagpdyers 32
are executing. Normal |y, the systemw || be executing within a.
virtual machi ne, either a DOS VM or the systemvirtual nmachi ne. VMM 26
schedul es virtual nmachines, and the Wndows[err] kernel schedul es '
W ndows|[ err] applications within the systemVM all w thout any

know edge of RT schedul er 30. RT scheduler 30 remmins inactive, with
its state indicating ‘that the idil@-task is running and all other RT
tasks 34 and 35 are asl eep. At sone point, an |nterrupt occurs

whi ch causearramementsemm)constructnonssshwaham desribed, ssimeepvarious: 60 and

exeout & RT_oihaf iddMedtang iy déour tp thodeby Sy RIS 6B 2 Ton 1€ 1

assuned tha war e | erru servicing the audi o/ vi deo
device is invoked. (Cperatlon i's identical for the case of a software
interrupt froma Wndows[err] . application.) As part of servicing the
interrupt, RT interrupt handler 32 may need to wake up its associ ated
real -tinme task. For exanple, the audi o/ vi deo devi ce may have conpl et ed
filling a buffer wwth data which the task needs to process.

As shown in Figure 3, RT interrupt handler 32, once activated by a

hardware interrupt, stops RT scheduler 30 to prevent RT. schedul er 30
fromsw tching tasks while the real-tinme interrupt is being handled. RT

(



|nterrupt handl er 32 wakes up the RT task associ at ed with the hardware
| nterrupt. RT i nterrupt handl er chedul er 30. As a
redult, the pMOA6HBERy awakened RT task starts ﬁiecut PCT/USIS/IS3 ur e

3 illustrates two basic types of ‘m‘“ﬁﬂl MB & d by t he pr esent
invention. The first type of RT t an RT task el

does not require calls to VM servi ‘ce$ as part of the RT task THIQ &HRET S BEE“
Because these types of RT tasks do not enploy VM services, t her eRESLHED
danger in executing these types of tasks solgly in interrupt node 60 as
shown in Figure 3. Thus, once RT interrupt hahdl er 32 starts RT

schedul er 30, RT task 34 imedi ately begi ns execution and conti nues
execution to conpletion in interrupt node 60. Once conpl eted, RT task

34 returns, RT intGLAMS handl er 32 returns, and servicing for the

rar e | DL P wha €Ul V0 00116152

1. A method for using events in a non-real time operating
system to support real-time programming, said method comprising the
steps of: |

running real-time tasks in a VxD environment;

using VxD events to make VxD services available for use by said
real-time tasks;

providing multi-tasking using a real-time scheduler in said VxD
environment; and _

executing real-time tasks partially in an interrupt mode and
partially in an event mode.

2. The method of claim 1 further comprising the steps of:

creating real-time tasks to handle communication or natural data
types captured or processed for a playback; and

scheduling said real-time tasks, said scheduling performed by
said real-time scheduler in said VxD environment.

3. The method of claim 1 further comprising the step of
causing a processor to switch from executing in a virtual machine to a
VxD interrupt mode, said step performed by a virtual machine manager.

4, The method of claim 3 further cbmprising the step of
performing a hardware interrupt to indicate an audio/video capture.

5.  The method of claim 3 further comprising the step of
performing an application call to indicate an audio/video playback.

6. The method of claim 3 further comprising the steps of:

entering said VxD environment;

executing a real-time interrupt handler in said VxD environment
in a VxD interrupt mode;

N
U -
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The second type of RT task supported by the present invention is
illustrated in Figure 3 as RT task portion 35 and RT task portion 37. RT

t ask poryé9Ensisr and RT task portion 37 together repr esentp gy -§3§§k 2 ¥
which requires the use of VM services as part of RT task execﬁ?llon As

wel | known to those of ordinary skill in the art, it is not safe to execute

cal | ed VM\WIH[\I\\WUIIM\H P s 60, el sy (el Ll s vely

in event * de 80 Wheh the VWM service call i Té-R%&!rtE&ﬁ present
i nvention, theref ore, the RT taskqd-is split]int oRERLAGRDer r upd mode
processi ng portion 35 and an event nopde proceSSIAg portion 37 as

illustrated in Fi g32 starts RT
schedul er 30, RT ?g'lrseﬁiné VxD peovrenltg?]o emﬁxgguﬁrg %'EW%?QQ%??}E ion in
interrupt node 6ofetming to VH&‘I‘Q”'B?P'HFGW’?%%Q( F"@ﬂﬂ"l"i"ﬁ'g VM servi ce
cal I s may beoperatiohdn safd virtual Machimg portion 35 in interrupt node. \Wen it
IS necessary to execute a’ VM cal |, RT task portion 35 schedul es
execution of RT event 36 with the virtual machi ne manager. RT task
portion 35 then blfocksAdystem for usingrapertsdn aaonweal dime pperaingxecut i on of

RT event 36.systémr t@sémdﬁ real-timé!pragtamitiing V' €dldl syStdn @bAfprigiREut i on in

t de 5 t h t th b
cuent ol S0, I gt oottt i IR S 5,
Because the execld real-time schedulemexDenwmhmastldoﬂmtﬂn—taﬂmg ande safe by
the exeCUt'%r%m§T xD eveﬁté%dnﬁg%ﬁé é%ﬁi&g@‘HvE IQﬂe?@sU?é(b?@élc?xecme a W

service call i |on execute one or
nore VM cal I8 p@ﬂ?e’? ks; a“‘-‘svent mode processing for RT task 2 may be (

performed by RT tme&ns for exeeuting saiti’reabtine taek® ipattially.inf@h intsrluptor ti on 37
returns ther,ﬁgae and P&ﬂm ﬁté’ggvgﬁto,ﬁsaal ng for the hardware interrupt.

8. The system of claim 7 further comprising:
real-time tasks to handle commumcatxon or natural data types
" captured or processed for a playback, said real-time scheduler
scheduling said real-time tasks in said VxD environment. '

9.  The system of claim 7 further comprising
a virtual machine manager for causing a processor to switch from
executing in a virtual machine to a VxD interrupt mode.

10. The system of claim 9 further compnsmg a hardware
interrupt to indicate an audio/video capture

11.  The system of claim 9 further comprising means for
performing an application call to indicate an audio/video playback.

12. The system of claim 9 further comprising:

means for entering said VxD environment;

a real-time interrupt handler executing in sald VxD environment
in a VxD interrupt mode; : '

means for entering VxD event mode and executmg said VxD

event; and
_ 1ac/ed
Th'\\s K\



Referring now to Figure 4, the processing logic for RT task 1 begi ns a
bubbl e 410. T r&gesm ng | ogic corresponds to RT task 34
ilFustrated i qﬂ‘g‘ﬂ 3. Because RT task 1 does not performvmwls?:ﬂe

hardware interrupt is handl ed® corrpl etely in interrupt - node in

pr oce55| ng bI ock upt | s handl ed, the RT pg—rmtesrupt

node t ask mﬁ at deci sion blo iting for tfl el HIS )@REET HAS BEEN
|nterru t si naI to 6/ 18152 EPLA
terrupt srgnal ] A A R L= CED
Figures 5 - 8 |Ilustrate the" proce55| ng Ioglc for an RT task that

requires VMcalls durin ask. execytion an, RT 1

represented in Figure ﬁﬁ%"?&gf’rtrgg%mf ‘Fé"rﬁ‘&?ﬂaﬁc{hmr'%@?gkgﬁ"QS and

RT task portion BTesmmgaaarrwrope:vatldlsupsalde\ﬂﬂualgnaot;me is illustrated in

Fi gure 5. Referring now to Figure 5 RT task portion 35
processing logic in interrupt node is shown starting at bubble 510. RT

task interrupt node

—_—
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processing continues until a VMcall is necessary as part of RT task

execution (processing block 512).. Because it is not safe to execute_ the
VM call fn MW r upt node, separate processing is requir Brm
the VM call fromthe event nbde execution environment. In the '
preferred enbodi nent, a procedure called MakeSafe is called to Create
a safe execution environment for the VMcall (processing block 514).

The processing logic for the MakeSafe procedure is illustrated in
Referring now to Fiigfire 6, processing logic for the

procedure is illustrated starting at bubble 610. The MakeSafe

procedure first schedul es RT event 36 to signa

Fi gure 6.
MakeSaf e

executi on envi ronnent
| ogic for the RT event

is safe (processing block 612).
is illustrated in Figure 7.

a semaphore when the
The processing
Referring now

to Figure 7, RT event pr
Because the RT event 36
the RT event executes if
36, no recursive call pr
the RT task is safe. Tht
processing block 712 to

ocessing IS shoyn starting

is scheduled wt

Hona ata froce disl

RT event 36 S

S,
enabl e the rema

at bubbl e 710.
machi ne manager,
26 activates RT event.
execution environnment for

h the virtua
Once. VWM
~Tel0

RT event nobde processin

cnen rquurns t

i nmply signals a semaphore in
ni ng portion 37 of RT task 2.
rough bubble 714 illustrated in

Figure 7. Referring dgain to Figure 6, MakeSafe processing waits
for the conpl etion of RT evgnt 36 by waiting for the semaphore to be
si gnal ed in decisio : this occurs, processing path 618
is taken to processifng bl ock 620. I this case, the RT task portion 37
i s executed fromevgn er memoary tjhe semaphore is signalled (decision
bl ock 614), buffer to playback
device — 12

Signal tasktorefill | 14

the memoy buffer

Readmoredata | __ ..

from disk |

Figure 1
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PCT/ US95/ 15337 -10- the RT
task is acM@A61$183s| eep in a dormant node. No pol | ing of thBCT/USIS/ISITaphor e
I S necessary. ~ Referring now to Figure 8, processing logic for
the RT task portion 37 is illustrated starting at bubble 810. This:
processing logic is a continuation fromblock 514 illustrated in
Figure 5. The RT task portion 37 executes fromevent node. Because it
has been previously determ ned t hat9ype execution environnent is safe,
a VWcall (or calls) is executed in processing block 812. O her
portions of the processing for the RT task are perfornmed in event nobde
in processing block 814. Once t he event node processing for the
interrupt is conplete, the RT task goes to sleep in decision block 818
waiting for the next interrupt. Wen the interrupt occurs (processing

path 822), the process starts over again at bubble 510 shown in Figure
5 and descri bed bel ow. t 18

20 1 —
Windows
Applications DOS
Virtual Clg
( Machines -
. 22
i CPU
LM
I'l
RT_ | [RT Interrapt 2
eduler[®® | Handler |82
RT Ttialization
Tasks |34 | 0000 1ag] | |
RT B
Event |36
\
28
Enhanced Mode Kernel (VMM)
L26

Figure 2
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Referring now to Figure 9, the RT task execution environnents are
illustrated. For an RT task requiring use of VM service calls, the RT
t ask conpMWG£18E2 | nt err upt node environment and an event RCDES9S/15337
environment. The interrupt node environnent is initially entered

t hrough RT interrupt handler 32. When it is necessary to execute a VM

call, an RT event is schedul ed by MakeSafe through the virtual ' machi ne
manager. Once this RT event begins execution, the event node
environment of the RT task is entered bje/geans of the semaphore
signall ed by Make_Safe as shown by arrow 910 illustrated in Figure 9.
From event node, the VMcall is executed along wth any additional
event node processing required by the RT task. The RT task then bl ocks
waiting for another interrupt signal. RT tasks will perform
what ever processing is appropriate for a particular interrupt. In the
exanpl e, RT task 34, 35, qr 37 woul d process t he audi o/ vi deo data
captured by the audio/ideq device. As part] of its €®ecution, RT tasks
may awaken ot her RT tasks jcausfgng themto execute in turn. Eventually,
all RT tasks conpl ete theijr preacessing, and bl ock waiting for another
signal to trigger their-e ecutgon. At thisgl point, m idle task
regains control. The idle taskEreturs y Fie systemto \,E node 40 to
resunme normal system oper gt p=6A—— %
o

i

3

=

Oy

AT Intemupt

Hardware Interrupt 44/
Windows ® Call 46

Windows®
task
' 42

Windows®
Scheduler 41

Mode 60

VM Mode 40
VxD
Event

VxD
Interrupt

Mode 50
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Thi s conpwetssastske cycle. Wndows[err] schedulers 41 are RACHUF9y18337
control, all RT tasks are bl ocked, and RT schedul er 30 believes the idle
task is executing. Another interrupt starts the cycle all over again. It is
clear that the inplenmentation detail is readily apparent to one skilled in
the art based upon the detail ed and operational description herein.
An inportant property of the present inggption is that RT tasks
execute with less delays in primarily the interrupt node. In sone
circunstances (i.e. when VM services are not required), the RT task
executes very quickly frompurely the interrupt node. In other
ci rcunst ances when VM services are required, the RT task can execute
partially in interrupt node and partially in VxD event node. Because
event node has precedence ov€r all Wndows]err] applications and DOS
~virtual machines, RT taskKs are RT@askof the hedul i ng probl enms caused-
by them On the other ha g in event node are free
to take advantage of all py the VMM Thus, RT tasks
in this invention execute w getdy in the interrupt node; yet, they
are not subject tq the substantralyrestrictions placed on VxD interrupt
node. In effect, tlhe present 1nvention 1nprovey real-tine response by
del ayi ng t he schequl i hg Hahdle \the irgerrupt 'pkocaaaingssqry. In the invention of.
' without VM calis.
-412-

FIGURE 4

interrupt Signal?
(Task is actually
asleep)
-413-

No - 414

Yes - 416

" RT Task 2a
interrupt Mode Processing
-510-

Process interrupt up to the point
where a VM call is necessary.
-512-

v

Call Make_Safe to create a safe
execution environment for the VM
call.

s FIGURE 5

' To Figure 8
block 812




* the above-referenced co-pending patent application, the invention
al ways schedul ed an event before a real-tinme task executed. The

, present iY@9s#A2schedul es an event only when it is neededPGHUSIHAIBY
use a VxD service. It should be noted, however, that the preferred
enbodi ment does not support tinme slicing schedulers or functions which

dynam cally re-arrange task priorities. What has been descri bed
is an inproved nmethod and apparat us for enbedding a real-tine

mul ti-tasking kernel in a non-real-tine §/7 operating system Through use
of the VxD progranmm ng environnent, t he present invention supports
real time scheduling of real-tinme tasks i nvol ving the processing of
comuni cati ons and natural data types. Wil e certain exenplary
enbodi nents have been described in detail and shown in the
acconpanying drawings, it is to be understood ~that such enbodi nents
are nerely illustrative of and not restrictive on t he broad invention,
and that this invention not be limted to the specific WO 96/ 18152

PCT/ US95/ 15337

Make_Safe
Processing Logic
-610-

Schedule RT Event to signal a
semaphore when the execution
environment is safe.
-612-

Semaphore
signalled?
(Task is actually
asleep)
-614-

Yes - 618

Execute RT Task 2b
1 (the continuation of interrupt mode

RT Task 2a) from event mode. ’ '
 620- Figure 6

Return
-622-



- 12- arrangenments and constructions shown and descri bed, since

vari ous ‘other nodifications may occur to those of ordlna%g Skl|| in
,the art. Wo096/18152 -13- A
nmet hod for using events in a non-real time operating systemto support

real -time programm ng, sai'd method conprising the steps of: ~running
real -time tasks in a VxD environnent; using VxD events within the
non-real tine operating systemto nmake VxD services available for use by
said real -tine tasks,; enbedding a ggal -tine scheduler in said VxD
envi ronnent ; enabling multi-tasking using said real-tinme scheduler in

said VxD environnent, said real-tine scheduler scheduling said real-tine
events to execute

RT Event
Event Mode Processing
-710-

Signal Semaphore to enable
remaining RT task processing.
-712-

Figure 7

RT Task 2b
(Continuation of processing from
Figure 5 (block 514)
-810-

. 2

Execute the VM Call(s)
-812-

v

Perform remaining processing for
interrupt from event mode.
-814-

Interrupt Signal?
(Task is actually

asleep) .
-818- No - 820

Figure 8

To Figure 5
(bubble 510)
-816-



“when needed; and execut i ng real-time tasks partially in an interrupt
node and partl all¥ in an event node, based on when said real-tinme tasks are

sneeded. The nethod of claim1 further conprisi FEHFESABID of :
creating real-tinme tasks to handl e comruni cati on or natural data types
captured or processed for a playback. 3. The nethod of claim1
further conprising the step of: causing a processor to switch from
executing in a virtual nmachine to executing in a VxD interrupt node, said
step performed by a virtual nmachi ne managéf? 4. The net hod of
claim3 further conprising the step of performng a hardware interrupt to
i ndi cate an audi o/ vi deo capture. 5. The method of claim 3 further
conprising the step of performng an application call to indicate an
audi o/ vi deo pl ayback. 6. The met hod of claim3 further conprisi ng
t he steps of: entering said VxD environnent;
RTTASK
Interrupt Event
Mode Mode
Interrupt
Processing €
®
°
[
°
* 910
Execute
Make_Safe (’ VM Cell
)
°
®
Event Mode
Processing
°
°
°
Wait for
next interrupt
signal




exeputi

I nt.grrupt node; ent ering
andt r et urni ng toPG;TuaI machi’

said vi
time op
conpris
environ
said re
t he nont
by said
real -ti

RTMPs Lopy.

ng a real-tinme interrupt handler in said VxD environnent
VxD event nobde and executing sai

R e A TR a s ORIANEATISY mal  opeR o0 in

' RGOS ApPICATION oyl f T BARNF UBRpERATIOR gk e

(ﬁghumuommmmﬁexecutl g . r |qat) nitériiSonkhlPabisation Nainbets D WO 96/18152
"ENiGo6F 13/00, 700 €2l -ti me schedulje enbedded in a VxD environmen

bl -ti me schedul er enabling nul §i - t &R Mtggations! Pyblication Dage:) eved?é"“‘vﬁ‘ﬁp#%’

real trne operating systemto make |VxD services avallable tor use

@B Jnternational Applichtion Number} | o o PCRUSIE158TH é‘ﬂ g;%gﬁMT (% g‘w odel), AU, BB,
/ Ubes: ty model), DE,

&2) SolSeiblichal Fing HREU! e29"i43€eﬂbe'??§}¢ 19819 DE'(Utility model), DK, DK (Utility model), EE, EE (Utility
| model), ES, FL, Fl (Utility model), GB, GE, HU, IS, JP, KE, |

KG, KP, KR, KZ, LK, LR, LS, LT, LU, LV, MD, MG,
(30) Priority Data: : MN, MW, MX, NO, NZ, PL, PT, RO, U. SD, S
081350415 6 December 1994406.1294)  US SI, SK, SK (Utility model), TJ, T™, TT, UA, UG, UZ, VN,
European patent (AT, BE, CH, DE, DK, ES, FR, GB, GR,
IE, IT, LU, MC, NL, PT, SE), OAPI patent (BF, BJ, CF.
(71) Applicant: INTEL CORPORATION [US/US}; 2200 Mission CG, C1, CM, GA, GN, ML, MR, NE, SN, TD, TG), ARIPO

College Boulevard, Santa Clara, CA 95052 (US). patent (KE, LS, MW, SD, SZ, UG).

(72) Inventors: DINGWALL, Thomas, J.; 2211 N.E. 25th Avenue,
Hillsboro, OR 97124 (US). KUMAR, Narasimha; 5154 | Published
N.W. 177th Avenue, Portland, OR 97229 (US). With international search report.

(74) Agents: SALTER, James, H. et al.; Blakely, Sokoloff, Taylor &
Zafman, 7th floor, 12400 Wilshire Boulevard, Los Angeles,
CA 90025-1026 (US).

(54) Title: AN IMPROVED METHOD AND APPARATUS FOR EMBEDDING A REAL-TIME MULTI-TASKING KERNEL IN A
NON-REAL-TIME OPERATING SYSTEM

=8, &P

Gl 48
neew h.

vzD 2) FETUNS T Bt 38

[ ]
Mode 80

a7

v¥xD
morrupt
Wode 80

(57) Abstract

An improved method and apparatus for embedding a real-time (34) multi-tasking kemnel (26) in a non-real-time operating system is
disclosed. Through encapsulating a real-time kemel into the interrupte handling environment of a non-real-time operating system, such as
Windows®, the method of the present invention allows for an entire real-time environment to be supported within the operating system.
The scheduler of the real-time kemel supports multiple threads of execution all running at higher priority than the application tasks. By
using synchronization mechanisms of the operating system, e.g. V x D events in enhanced mode Windows® (figure 3), the real-time tasks
are able to make use of system services of the operating system. Real-time tasks not requiring system services execute more quickly from
interrupt mode. Real-time tasks (34) requiring system services execute partially from interrupt mode and partially from event mode (figure
9).




nmeans for executing said real-time tasks partially in an |nterrupt node and
partially in an event node, based on when said real-tine e-eeded-
8. The systemof claim7 further conprising: r eal REPIJACEW SHEET
handl e comruni cation or natural data types captured or pjo¢€sSed Tor a
pl ayback, said real-tinme schedul er sched@®4 ng said real -§i fe 6%@@8561 d

VxD envi ronnment. 9. TW furt heri

a virtual machine manager for causing a processor to sw §ch—remexeet-+ng
inavirty EIQBE gAlMseXecut | ng mmluimmﬂm‘lrmde 10. The
syst em of r corrprl S EH terrupt” to rnarcare am
audi o/ vi deo capt ure. etsystem of claim9 further corrprl si ng

reans o ert 41 R, AR08 o ISP b 1o RS SRAP i Bk

ing syé)tem to
support real-time programming, said method comprising the steps of:

running real-time tasks in a VxD environment;

using VxD events within the non-real time operating system to make VxD
services available for use by said real-time tasks;

embedding a real-time scheduler in said VxD environment; _

enabling muiti-tasking using said real-time scheduler in said VxD
environment, said real-time scheduler scheduling said real-time events fo execute
when needed; and

executing real-time tasks partially in an interrupt mode and partially in an
event mode, based on when said real-time tasks are needed.

2. The method of claim 1 further comprising the step of:
creating real-time tasks to handle communication or natural data types
captured or processed for a playback.

3. The method of claim 1 further comprising the step of:

causing a processor to switch from executing in a virtual machine to
executing in a VxD interrupt mode, said step performed by a virtual machine
manager. |

-4 The method of claim 3 further comprising the step of performing a
hardware interrupt to indicate an audio/video capture.

5. The method of claim 3 further comprising the step of performing an
application call to indicate an audio/video playback.

6. The method of claim 3 further comprising the steps of:
entering said VxD environment; '

| AMENDED  SHEET




12. The systemof claim9 further conprising: mean

sai‘'d VxD enwi+ennent; a real-tinme interrupt handl er WOMWM

VxD environnment _in said VxD intérrupt node; means for

e; _ '

event node an ﬁ ﬂﬂ" t!”' VxD event; and means flor| rgturnj 0
sai d virtual m ’q y #8nd resum_ng nornmal operation in gﬁjﬁﬂé}ﬁg‘?é‘lal
machi ne. ' 3. A nmethod for using events in a non-rle ' ‘
operating systemto support real-tinme programm ng conpri sijng:

i vi h i pt 1 el . L5t} ' gt
machi ne mode;  exS8ting & rEBF4ife JhfEriet fndiet, b 3id, Y ehBfemPer I SR D Lot
node of ainwrustmodennent to process the interrupt; det er m ni ng
whet her the interrupt requires virtual nmachi ne services; processi ng

interrupt handeNsing4r2 evert medeand exaguting saidkVbevest: angchi ne ser vi ces

in the in [ f I T - [ :
I nterrupt F‘??QW ;'f?é ﬁgplﬂ.g"s{y %%g?é/ﬁ%ﬁbr\gé Wﬁﬁ‘m'ﬁ@?‘%‘@ h Pﬁgfag@ﬁ\s/i ﬁcstragsid ivhrtual
machine.
7. A system for using events in a non-real time operating system to

support real-time programming, said system comprising:

a processor executing real-time tasks in a VxD environment;

a realtime scheduler embedded in a VxD environment, said real-time
scheduler enabling muiti-tasking and using VxD events within the non-real time
operating system to make VxD services available for use by said real-time tasks,
said real-time scheduler also scheduling said real-time events to execute when
needed; and

means for executing said real-time tasks partially in an inferrupt mode and
partially in an event mode, based on when said real-time tasks are needed.

8. The system of claim 7 further comprising:

real-time tasks to handle communication or natural data types captured or
processed for a playback, said real-time scheduler scheduling said real-time tasks in
said VxD environment.

9. The system of claim 7 further comprising:
a virtual machine manager for causing a processor to switch from executing
in a virtual machine to executing a VxD interrupt mode.

10. The system of claim 9 further comprising a hardware interrupt to
indicate an audio/video capture.

11. The system of claim 9 further comprising means for performing an
application call to indicate an audio/video playback.

i .
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an event node of the VxD environment with a virtual nachi ne _nmanager.

14> The nmethod of claim 13, further conprising: ret '
|nterrupt node—ef—{—he——\#x—D—enw_Loment and returning to thw,‘gfy @SHEEJ
node. "

Hllllll LT —— | | OB

12. The system of claim 9 further comprising:

means for entering said VxD environment;

a real-time interrupt handler executing in said VxD environment in said VxD
interrupt mode; '

means for entering VxD event mode and executing said VxD event; and

means for returning to said virtual machine manager and resuming normal
operation in said virtual machine.

13. A method for using events in a non-real time operating system to
support real-time programming comprising:

receiving a hardware interrupt related to a real-time task in virtual machine
mode;

executing a real-time interrupt handler in an interrupt mode of a VxD
environment to process the interrupt;

determining whether the interrupt requires viﬂual machine services;

processing interrupt handling tasks that do not require the virtual machme
services in the interrupt mode of the VxD envnronment and

processing interrupt handhng tasks that requu'e the virtual machine setrvices in
an event mode of the VxD environment with a virtual machine manager.

14. The method of claim 13, further comprising:
returning to the interrupt mode of the VxD environment; and returning to the
virtual machine mode.
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