PERFORMANCE DASHBOARD MONI TORI NG FOR THE KNOW.EDGE MANAGEMENT SYSTEM

Thi's invention relates generally to the field of know edge nanagenent, and
nore particularly enbodi nents of the invention relate to systens, nethods,
and conput er . program products for providing a conprehensive system for
production support information. BACKGROUND Busi nesses store
applications, information, and data across various |lines of business
("LOB") in a decentralized fashion. Typically, specific departnents within
each LOB are responsible for compiling, sorting, storing, and accessing the
know edge of the associates working within each departnent in the nost
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associ at Bropugds far proriding g,conprehsngive syster) o1 productien suppart formatign  know edge
base, the associate nakes inquires through calls or e-mails to a business's
own call center or other support BASKGROUNDoOrder to find the appropriate
answer or contact reference. Inquires are typically forwarded on to a group
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systens are personally based, in that they are dependent upon the know edge
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upstream and downstream system and customer impacts. When the incidents relate to small
issues, the personnel necessary to troubleshoot and fix the issue may only be tied up for a short
period of time, however this time could be avoided with a more efficient system. When the
incidents are significant, the process can take weeks to resolve and involve personnel being sent
on-site or communicating on the phone with associates for a considerable amount of time in
order to resolve the incidents. This time intensive process removes key associates from their
day-to-day responsibilities on a long term basis.

Each time an incident is escalafed to a higher support level it costs valuable time and
negatively impacts a business’s customers. Typical knowledge management systems are
personally based, in that they are dependent upon the knowledge levels of certain associates in

various groups. Therefore, contaciing the specific associates whenever an incident occurs is
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Furthernore, when audit reviews take place within a business, a significant
manual undertaki ng must occur to collect the data and organi7e it in a
meani ngful way. This data collection and organi zation is followed by

| engt hy face-to-face neetings to review and anal yze individual data in
detail. Audit teans nust do this on a LOB-by-LOB and

depart nent - bydepart nent basis since nost LOBs and departnents orgAni 7e and
store their data and docunents in different manners. Thus, it becones
particularly expensive and tine consumng to audit different departnents
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execute %EénﬁgHE&&ﬁ&sIfm%ﬁb'e program code to track the status of at |east
one incident between the occurrence and the resolution of the incident. The
processor is further configured to execute the conputer-readabl e program
code to display on the user interface the information related to the

i nci dent on a channel, sub-channel, application, or individual incident

| evel . In further accord with an enbodi ment of the invention, the user
interface displays information associated with the two or - nore incidents,
such as the nunmber of open incident tickets, incidents open |onger then a
specific response tinme, the nunber of incidents per channel, sub-channel,
and application per hour, day, and week, the nunber of failed custoner
interactions resulting fromthe incidents, the root cause of the incidents,
or the nunmber of failed custoner interactions in the channels,
sub-channel s, or applications as they relate to other channels,

sub- channel s, or applications.
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I n anot her enbodi nent of the invention, the processor is operable to
execute conputer-readable instructions stored in the conputer-readabl e
mediumto display on the user interface the nunber of incidents associated
wi th each busi ness channel, sub-channel, or application. In yet

anot her enbodi nent of the invention, the processor is operable to execute
conput er-readabl e instructions stored in the conputer-readable nediumto
di splay on the user interface a perfornmance score associated with each
busi ness channel, sub-channel, or application. I n anot her enbodi nent
of the invention, the processor is operable to execute conputer-readable
instructions stored in the conputer-readable nmediumto display on the user
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execute the computer-readable program code to track the status of at least one incident between

the occurrence and the resolution of the incident. The processor is further configured to execute
the computer-readable program code to display on the user interface the information related to
the incident on a channel, sub-channel, application, or individual incident level.

In further accord with an embodiment of the invention, the user interface displays
information associated with the two or more incidents, such as the number of open incident
tickets, incidents open longer then a specific response time, the number of incidents per channel,
sub-channel, and application per hour, day, and week, the number of failed customer interactions
resulting from the incidents, the root cause of the incidents, or the number of failed customer
interactions in the channels, sub-channels, or applications as they relate to other channels, sub-

channels, or applications.



information related to the one or nore incidents on a channel, sub-channel,
application, or individual incident |evel. In yet anot her enbodi nent
of the invention, the processor is operable to execute conputer-readable
i.nstructions stored in the conputer readable nediumto track the status of
at | east one incident between the occurrence and the resolution of the

I nci dent . I n anot her enbodi nent of the invention, the user interface
di splays information associated with the one or nore incidents, such as the
nunber of open incident tickets, incidents open |onger then a specific
response tine, the number of incidents per channel, sub-channel, and
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One embodiment of the invention is a monitoring system for use in tracking and

resolving incidents occurring in a business comprising a user interface, a memory device, a
communication device, and a processor. The processor is operatively coupled to the
communication device, the user interface, and the memory device. The processor is configured
to execute the computer-readable program code to receive information related to one or more
incidents associated with two or more of a business channel, sub-channel, or application. The
processor is configured to execute the computer-readable program code to store the information
in the memory device. The processor is configured to execute the computer-readable program
code to display on the user interface the two or more business channels, sub-channels, or
applicationis along with information about the one or more incidents associated with each
business channel, sub-channel, or application.

In another embodiment of the invention, the processor is operable to execute computer-

readable instructions stored in the computer-readable medium to display on the user interface



code portions conprise executable portions. One executable portion is

; configured for receiving, through the use of a processor, information
‘related to two or nore incidents, where each incident is associated with

: one or nore of a business channel, sub-channel, or application, and wherein
‘ the processor is operatively coupled to a nenory device, a communication

. device, a user interface, and the conputer-readabl e program code. Mot her
execut abl e portion is configured for storing the information on the nenory
devi ce. Mt her executable portion is further configured for tracking,

t hrough the use of the processer, the status of at |east one incident

bet ween the occurrence and the resolution of the incident. Another
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on the user. interface, a performance score associated with each business

channel , RIS M¥nnel , or application. I n anot her enbodi nent of the
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i nci dents %‘f%ﬂ r otf blt he incidents or failed custoner interactions, root
causes of’hatcﬁ c‘?&(‘fﬂ’g Sr failure to resolve the inci dents, or ratios of
t he i nci dent smaanothas émtsbdimnemit ofribe invettama thei poovssspeis opkrabln &d ?Xesﬂbcmhmel , or

applicatio not her. enb

conput er r??fgﬂ’é QWPBWW&B Compytery eagigc u%aguf)r?& Cﬁ%ﬁ?’ |°§X1€eg}3%\r1%ﬁ% gn? or

~di spl ayi Bgmotngrupteical skaits] r‘ﬁlergi'@hfeal <ﬂ:art$ éﬁmommomtoéﬁlm:ﬁllmgtfmrs
resulted from he | ci dent Jt9fl e @

conput er 3P T ‘%? lgdkldm%m AN tﬁ% ,éé}@cn{sn\(m he’ conput er

ge nanagenen
program m{cﬁféuﬁtor Gﬂ@rmemtemﬁam Ecmmpoﬁthc ance’anlabt dailwedioumsohenthe g

corrputer-r dabl e m_c. ns, enbo her the

conput er ¥ Bfﬁ’o‘?rera %‘8 rﬁgefﬁ]‘élgﬁug %%T&W‘gtogl gﬁlﬁl(ra?r%go}ésx %{I&Bflég%ocr Sh™ one

execut ablagpljeetidnl on is configured for receiving, through the use of a pro

cesser, inforpation relat d to on nore i nci dent two or

more of a busﬂﬁ@?sari?ﬂﬁﬁ OdIE’SBt 8§§ﬁng’l"mﬁ8?’ SpP P eaT] |rolf§’i %%mﬁf V\ﬁerel Nt he
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each busisie&s, m&\aﬁ[pa{er poghnCiiaduetompeisesadd astoat canputer-readable medium having
computer-readable program code portions embodied therein, the computer-readable program
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In further accord with an enbodi ment of the invention the conputer program
product conprises an executable portion configured for displaying, on the
user interface, information related to the incident on a channel,
sub-channel , application, or individual incident |evel. I n anot her
enbodi mrent of the invention, the conputer program product conprises an
execut abl e portion configured for tracking, through the use of the
processor, the status of at |east one incident between the occurrence and
the resolution of the incident. In yet anot her enbodi ment of the

I nvention, the user interface displays information associated with the one

or nore incidents, such as the nunber of open incident tickets, incidents
open | onepse PeTHERs SR SxEFHableRgsinS e Opp Frscutphle Portiamis copigured doreraidng, o
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i dent gunh Gt BIRGRSE of bR Rk AciddpICT dent s, i ntensi ty of the

incidents or faile oner interactions, root causes of the incidents or
failure to réscﬂlvhertaﬁeorﬁ wifhy an tembodimentaof the igFentine the) ases dnfeefacs disniavs ed

CUST OMET 3l gﬁ&%&&@m th FRANCY mord B GRARNGlch 2" thARRhtef 3F b incident | N

anot her enbodi nent o e invention, the co ut er gro ram product conprises

an executicketssingidents qpan mmrutlgqmaeanem@ regiongs] @9@ thg n ancifeats pprhapehce,
links to db%gg@ﬂeem ﬁ&hﬂ&ﬁ&%&gﬁ g/@éw&q, BOAH: St B QSbAL ifteftlibed to

the indiVi I'ncl tures, tunctions, and advantages that
have beeresultisg fremdite nsiylertss thectonbraver ditie fnsideatn orythe pumber iob fpiled pestameient s of

the pr esgpe& mﬁ@ﬁ@%ﬂ%& el B éﬂ&reﬁn&l ﬂcahansya%tmﬁ%g{e tﬁmeﬂémsS syt ur t her

details I ch can seen wth re ence to t OW ng description
and dr awchagsels, or apphcatxons

In another embodiment of the invention, the computer program product comprises an

executable portion configured for displaying, on the user interface, the mumber of incidents
associated with each business channel, sub-channel, or application.

In yet another embodiment of the invention, the computer program product comprises an
executable portion configured for displaying, on the user interface, a performance score
associated with each business channel, sub-channel, or application.

' In another embodiment of the invention, the computer program product comprises an
exccutable portion configured for displaying, on the user interface, one or more graphical charts.
The graphical charts illustrate one or more of the following factors associated with the incidents,
including response times for the incidents, intensity of the incidents or failed customer
interactions, root causes of the incidents or failure to resolve the incidents, or ratios of the

incidents or failed customer interactions per channel, sub-channel, or application.



BRI EF DESCRI PTI ON OF THE SEVERAL VI EWs OF THE DRAW NGS Havi ng t hus
descri bed enbodi nents of the invention in general terns, reference will now
be made to the acconpanyi ng drawi ngs, which are not necessarily drawn to
scal e, and wherein: Figure 1 provides an overview of the interaction
bet ween t he know edge managenent system and the channels w thin a business,
I n accordance with an enbodi nent of the invention; Figure 2 provides
a systemdiagramillustrating the interaction of the systens in the
know edge managenent system in accordance with an enbodi nent of the
I nventi on; Figure 3 provides a hone page for the know edge nanagenent
systemillustrating an overview of the incidents within production support,
i n accor danceTlwi yeh anpthes misbetlimeritof §fe invratipm Jaampptcr program prpdict OISR ovi des
a proces féx%tJbPeL phitBn f%ﬁﬁ & ‘&*oﬁﬂ?s%;ﬁ%@,f oh e ki@ RE8Re, TRIIRA CHBIBReS Y ST EM
I n accordance W th an enbodl nent of the rnvention; Figure 4b provi des
a dashboimeadtions thitgesalies\ fran the inpidea§enent systemillustrating a channel
summary of gyl BeLAGALE o hbiieREGIHCS 1BRpRUPPREm bRAAEIBY HaRGRIMd N an
enmbodi nent of e I nvention;

management system, the computer program product comprises at least one computer-readable

medivm having computer-readable program code portions embodied therein, the computer-
readable program code portions comprise executable portions. One executable portion is
configured for réceiving, through the use of a processer, information related to one or more
incidents associated with two or more of a business channel, sub-chammel, or application, and
wherein the processor is operatively coupled to a memory device, a communication device, a
user interface, and the computer-readable program code. Another executable portion is
configured for storing the information on the memory device. Another executable portion is
configured for displaying, on the user interface, the two or more business channels, sub-
channels, or applications along with the information about the incidents associated with each
business channel, sub-channel, or application.

In further accord with an embodiment of the invention the computer program product
comprises an executable porti.on configured for displaying, on the user interface, information
related to the incident on a channel, sub-channel, application, or individual incident level.

In another embodiment of the invention, the computer program product comprises an
executable portion configured for tracking, through the use of the processor, the status of at least
one incident between the occurrence and the resolution of the incident.

In yet another embodiment of the invention, the user inferface displays information
‘associated with the one or more incidents, such as the number of open incident tickets, incidents
open longer then a specific response time, the number of incidents per channel, sub-channel, and
application per hour, day, and week, the number of failed customer interactions resulting from
the incidents, the root cause of the incidents, or the number of failed customer interactions in the
channels, sub-channels, or applications as they relate to other channels, sub-channels, or

applications.



Figure 5 provides anot her dashboard for the know edge nmanagenent system
illustrating a sub-channel summary of the incidents within production
support, in accordance with an enbodi nent of the invention; Figure 6
provi des anot her dashboard for the knowl edge managenent systemillustrating
an incident |evel summary of the incidents within production support, in
accordance with an enbodi nent of the invention; Figure 7 provides
anot her dashboard for the know edge nmanagenent systemillustrating an

i ncident sunmary of a specific incident within production support, in
accordance wth an enbodi nent of the invention; Figure 8 provides a
pl aybook interface for the know edge managenent systemil|ustrating the
sear chi ng andndingtperagmbodiment ehefipyentions jth pRMIFUEE IREFAM PFAEE LOWPrifes an
respondi 0G..§i0h18 Refoh! Confifrbd € Gisplhyind CHOHAREL itbrtdle 2AfRMPRAI FRAING! t he
I nvention; Figure 9 provides a |cnow edgebase interface for the
know edgwhetheyspeneefanmangasaseaeiaiad vit andnqidegtstisnacceplablp prageentabledi spl ay
functions 10 yRenb @S UntRlinle s nvdrtioh hSoonipflicR o RAARGRN drlpriSd an
enbodi ment of the I nvention; Figure 10 providesS a process mp

i nt er f acexebwable n@ﬁm@m@agbfonﬂhdgﬁa@%p taguserdpterfpqe @neroa pioFreremivcak gt hi ng
and di spigy %%4;1%&1 Lifs ﬂi‘uﬁ&até 8k r‘r)g gﬁ)&l Sfthe fo]ileﬂfng ctor@RehciAtAnNFirthe %?ﬁlentﬁ}r ocess

maps, in ac ance w th an enbodi nent of the invention, . ure 11
provi desinglugingcresponsea fimes pr By ineidentheinfend ebidhe mﬂa@térﬁénfa{lg%/ﬂ-gqﬁmr

|| ustr ajdgan, SRTREs Of 4R RENSHEB! filhd0bGRlolveOthe ARIACH ABA oPlRCSSS
map, in accordahce wth an enbodi nent of the invention; Figure 12
provi desinsidehtoor feitrdroustomenintasactions perisbarplosibechguelaranplivalion. syst em _
|1 ustrati ng @ 6haBlilathent of 8RR 4 Bifufhud: IR rodBl YRRBHN G | 1

accordance with an I ment e I nvention;
executable portion configured for displaying, on the user interface, links to individual incidents

for viewing analysis and details related to the individual incident.

The features, functions, and advantages that have been discussed may be achieved
independently in various embodiments of the present invention or may be combined in yet other
embodiments, further details of which can be seen with reference to the following description

and drawings.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

Having thus described embodiments of the invention in general terms, reference will now
be made to the accompanying drawings, which are not necessarily drawn to scale, and wherein:

Figure 1 provides an overview of the interaction between the knowledge management
system and the channels within a business, in accordance with an embodiment of the invention;

Figure 2 provides a system diagram illustrating the interaction of the systems in the
knowledge management system, in accordance with an embodiment of the invention;

Figure 3 provides a home page for the knowledge management system illustrating an
overview of the incidents within production support, in accordance with an embodiment of the
inveniion;

Figure 4a provides a process flow for the dashboard system of the knowledge

management system, in accordance with an embodiment of the invention;
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Figure 13a provides a process flow for the operational reliability index
system of the know edge managenent system in accordance wth an enbodi nent

of the invention; Figure 13b provides a operational reliability index
hone page for the know edge managenent systemillustrating the reliability
scores for each channel, in accordance with an enbodi nent of the invention;
Fi gure 14a provides an operational reliability index scoring interface for
t he know edge managenent systemillustrating the reliability scores for
each sub-channel, application, and category within a channel, in accordance
wi th an enbodi nent of the invention; Figure 14b provides an

operational reliability index scoring tenplate for the know edge |
nonri gement  skigeierfib prpvidesr & dashbpard &orsthe kheifedas: managemey sysigm dhsEgBeies, in

accor dangﬁ:anmltsnmaﬁ?ﬁm%% s Mg@dﬁmﬁ gﬁﬂ'ﬁgﬁ;mmm@ B & chitfadieay i des

anot her operational reliability intex scoring tenplate for the know edge
managenerftheysertton] | | ustrating the scoring netrics for two categories, in

accor dance W {3,813 ARRJ RN dBhpdde fr ﬁié%&%ﬁﬁ%ee%agemﬂ Gdtcfn ihhaia0l | dOS

anot her opera Ity 1 ndex scoring ate for the know edge
manage e sitb-shasned reuinimars of 4hd inpidents witloni predusBen iserpoftoin aggerdageegoihi &, in
accordang&bm- 2Pperhagkgent of the invention; Fi gure 14e provides
anot her operatl ona}h relTability index scoring tenplate for the know edge

managenent syEigem6 priddesraasthergdashheard dor tha dmemeledgegnanpgamentgysicay illawieting . i n
accor dan%g ngiJegt ﬁoelesmme %ciﬁegﬁ WAE B}dd%ﬁon support, in accordance with an
embodiment of the invention;

Figure 7 provides another dashboard for the knowledge management system illustrating
an incident summary of a specific incident within production support, in accordance with an
embodiment of the invention;

Figure 8 provides a playbook interface for the knowledge management system illustrating
the searching and display functions for incident recovery processes for responding to specific
incidents, in accordance with an embodiment of the invention;

Figure 9 provides a knowledgebase interface for the knowledge management system
illustrating the searching and display functions for the resolved incident tickets, in accordance
with an embodiment of the invention;

' Figure 10 provides a process map interface for the knowledge management system
illustrating the searching and display functions for the physical, logical, and transactional process
maps, in accordance with an embodiment of the invention;

Figure 11 provides a process map display for the knowledge management system
ilfustrating an example of a physical, logical, or transactional process map, in accordance with an
embodiment of the invention; ‘

Figure 12 provides a flow chart display for the knowledge management system
iltustrating an example of a flow chart from a customer perspective, in accordance with an
embodiment of the invention;

Figure 13a provides a process flow for the operational reliability index system of the

knowledge management system, in accordance with an embodiment of the invention;



Figure 15 provides a contacts interface for the know edge nmanagenent system
illustrating the searching and display interface for the hierarchy and
contacts related to one section of the know edge nanagenment system in
accordance with an enbodi nent of the invention; Figure 16 provides an
I ncident report request interface for the know edge managenent system
illustrating a request formfor reporting the incidents in the system in
accordance with an enbodi nent of the invention; Figure 17 provides an
i ncident report for the know edge managenent systemillustrating a report
summary of a particular incident, in accordance with an enbodi nent of the

I nventi on; Figure 18 provides a process flow for the know edge
managenment s yEgusen 13b| previdest ¢ mgeretienal seliabidifit indst | home apags rop thyc kaawledssw, in
accor danﬁ,ﬁn%ﬁ Rt i | QMR EdrPach channel, ifil D&t @ndd withQMi des an
I nci dent ho %héggﬂ?g?ﬁghe ntgew;eggggtyr%nagerrent systemillustrating the

| i st of eopeadimentptfbpingention; accor dance with an enbodi ment of the invention;
Figure 20 pr %glg@ﬂé)ﬁ%{rid&fanadhe{aﬁ%ag%ﬁﬁbiﬁ&' THALR| s6 @i o Qhtedtitl 85 86 BndwAkdgehe

know edge managenent” system il lustrating part of the informatiqgn |ocated
wi t hi n amahageings raystes dlestrating, theciebisbility ceored fo5 cash aydanieh rmppligatipn eand

I nventi op; -af : .agc%%vi iRRstorffe ibRBrdnACI dent

comuni cg??ggﬂ’?]ﬁt}{é?%a%%%]%rg&?ﬁe _ no%%&ﬁg&énlglﬁgtgoengrﬁt s;/snt emillustrating
anot her part Tgure héb provideman onsratipest selisbiliy infaxrsoering traplgi fer e dpestledeen
accor dange. W b0y A0st & AR thO Sookils nlef¥E Mr! (M3 categories, in accordance with an

embodiment of the invention;
Figure 14c provides another operational reliability index scoring template for the

knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14d provides another operational reliability index scoring template for the
knowledge management system iltustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention;

Figure 14e provides another operational reliability index scoring template for the
knowledge management system illustrating the scoring metrics for two categories, in accordance
with an embodiment of the invention; .

Figure 15 provides a contacts interface for the knowledge management system
illustrating the searching and display interface for the hierarchy and contacts related to one
section of the knowledge management system, in accordance with an embodiment of the
invention;

Figure 16 provides an incident report request interface for the knowledge management
system illustrating a request form for reporting the incidents in the system, in accordance with an
embodiment of the invention;

Figure 17 provides an incident report for the knowledge management system illustrating
a report summary of a particular incident, in accordance with an embodiment of the invention;

Figure 18 provides a process flow for the knowledge management system illustrating the

incident notification process flow, in accordance with an embodiment of the invention;
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Fi gure 22 provides another part of the incident comunication interface for

the know edge managenent systemillustrating another part of the
information |ocated within an incident ticket, in accordance with an
enbodi nent of the invention; Fi gure 23 provi des another part of the

I nci dent conmuni cation interface for the know edge nmanagenent system
filushating another part of the information | ocated within an incident
ticket, in accordance with an enbodi nent of the invention; Figure 24
provi des another part of the incident conmunication interface for the
know edge management systemillustrating another part of the information

| ocated within an incident ticket, in accordance with an enbodi nent of the
invention;  FigwriGupevides pr dudidrat hametniee ffate lgowledge mappgeaisat system

communi ¢ ﬁfdsﬁ)ﬂmk Bl &%ﬁeé RALidbde M@&Wﬁﬁg it B B 6HAdnt SYHE BivbddonySt r at i ng

anot her part he I1nformation |ocated wthin an incident ticket
accordance w Flﬁularﬂ‘)emwdﬁ&mm of fant ineideni\cemmpugication interfapg, foreth zémawmgedes a

Process |k “RBH0 FarlTRP HECRBaAYSIoBMRA il ndlnbidthliRer] BT dent

response pr ow, In cc rdance with an enbodi nent of the invention;

Fi gure 2mmmm&mmmgnfm@a@fe interface for the know edge
mnagenent SygLem 44 'rlln&’cﬁﬁdeé‘tdﬁﬂﬁle} g%tcrﬁ*ﬁlbf inGifkrd: O ehi ARG RS fRY ot al) € tOo

t he user, in accor ce wt nbodi ment of the invention; . Fi gure 28

provi des keewledgsanhegeraat dysteyn Hivteating graothen rarts efcthe infprmagian eaigd Sithin an
”a“age”e?ﬁcm%xts& Eéﬂrl!crj,akééé&ahéé\hﬂgautéﬁ?o ﬁgﬂéntéftﬁ@:hv&ﬁo@nd modul es avail able to

t he user, accordance wth an enb ment of the invention.

Figure 22 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 23 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 24 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
incident ticket, in accordance with an embodiment of the invention;

Figure 25 provides another part of the incident communication interface for the
knowledge management system illustrating another part of the information located within an
.incident ticket, in accordance with an embodiment of the invention, '

Figure 26 provides a process flow for the knowledge management system illustrating the
incident response process flow, in accordance with an embodiment of the invention;

Figure 27 provides an academy home page interface for the knowledge management
system illustrating the certification and modules available to the user, in accordance with an
embodiment of the invention;

Figure 28 provides an expanded academy home page interface for the knowledge
management system illustrating the certification and modules available to the user, in accordance

with an embodiment of the invention.
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Figure 29 provides an acadeny nodule interface for the know edge nmanagenent
systemillustrating the nodule display for a user, in accordance with an
enbodi mrent of the invention; and Figure 30 provides a process flow for
t he acadeny system of the know edge managenent system in accordance with
an enbodi nrent of the invention. DETAILED DESCRI PTI ON OF EMBODI MENTS OF THE

| NVENTI ON Enbodi nents of the present invention will now be-descri bed
nore fully hereinafter with reference to the acconpanyi ng draw ngs, in
whi ch sonme, but not all, enbodinents of the invention are shown. | ndeed,

t he invention may be enbodied in many different fornms and shoul d not be
construed as limted to the enbodinments set forth herein; rather, these
enbodi ment s digurpRdpiotides woacadeaty medule igiedfageden the kygwledes mepaEEeRSHittR abl e
legal re .t[»ﬁﬂg . ﬂl%y%‘:’:ﬁ &Sk Skcdr@nbd ¥Rk 8h eMBATiSert bF GleahRtion;
Nthoughﬂt&%e e mc? |‘ﬁdegineiﬂ§so tﬁeafn’vent(i:on descri bed herein are generally
descri beendas i nvol ving a "bank," one of ordinary skill in the art wll
appreci ate t Qaggs&m R toiEade Y Skdop Sftﬂ@hdwmag' L ¥8n kRS
busi nesses op%%?%ga@ngo‘éﬁl ![)I tugcl’%‘(l)ns th|a% t.gke the place of or a‘\?\;/ork in
conj unct syeemyindscardrucdwithk an emipdintent of thpdaventionor e of the processes or steps
descri bed herein as being performed by a bank. O her enbodi nents of the
i nvention may invol ve other businesses outside of the financial industry

al t oget her. As will be appreciated by one of skill in the art in view
of this di sclBBIABEDPESGRIEE OFWPWSEMM%OB% a nethod or an
apparatus (system conputer program product, devjice, etc ), ofr i

conbi nati on ofmbadanengyef g presentapvantion WHI 80w ke dssrivad o %}]Y P‘F?E‘n‘ﬁ%éé"étht :
inventio t ; FheS Nl ¥BILY sbias Mt anbadbodndnts andentirely
softwarepeg%glit?rektﬁ? %ﬁ%ﬁ%ﬁgﬁ&afl rgrfware, rgsi de_nt software, m cro-cqde,
etc.), ofnventionrasoshavant Indendp i inyension mgirhe arRedivd e Ran¥ %tf‘émts_ may
gener al |y Jaes G6f 66 r@lsthia B! finfledSo Ghe Hibb@iients R O Mefefh; AfHBQULERN S Of

the present 1nvention may take the formof a conputer program product
conpr i si rgbedisenpare providedssl thatdhis disgesurrauillsAiRawpHepbled sl cBRITRSaB! &146r ogr am
code/ comput ple '}&‘éldﬂzblllg 'eﬁﬁfeﬁﬂécﬁlfo(ﬂgﬁmﬁ nbzﬂgioggl e tABodiREHdBF the inventdRY

a er-rea

sui t abl e conput er - us e or conputer: dabl e medi um may be utilized. The
conput er dessalrddiersin 2o gpreraly e peinFeiving & hepk e of il & Bigartnot

[Tmted Loy Bk hitOfthdt: criBRARRhsCor BB ibdkion o CL ARG IisindsE TGy ed, of
sem conduct of™'s

ystem apparatus, or device. Mre specific exanples (a
non- exhatistticiabinsfitstions dat take thealgse oEer wark drm paninngion with the bk tp perfergeonene

fol | owi ng, a0 6 8E0 frbéifles CPUBE L @ALOPHLER RNBIrRI pefBffed/by Sane! Gtbdrangi bl €
st orage rumsuchr as a portabl e conputer diskette, a hard disk, a random
access membediméiRAM) the dnveptieh way ynvelvemtier brengsses pitside o5 kg Bngoeigyindvatab| e
r ead- onl )‘(dtér%{ﬁg{y (EPROM or Fl ash nenory), a conpact disc read-only nenory
(CD- ROV, ot Gt her tangi bl e optical or nagnetic storage device.
Conput er pr ogAsmilt belappresinpadt hor onecd kil is thart inudew of i disclesires herigessnit
operations of the pr [ ' Y, (v, domrter BRIBST poficgnt ed,
scripted et Jas il%t e %B%%ga?é%ﬂn%(gl?rﬁgaﬁﬂgg%sﬁag’s Jc}lj\?angert , pSnacF’I tallc,
Ct++ or t ldevitd, ket.), boaeembinatidneobefontegoing r dgeerdinglyd embedipenteet the auessnte
instructions.for carryihngeout raf: |oRNSRE | N fBYy AR atie
witten i%v%tboﬁvgﬂ%{’ﬁ%kr%heptr‘og%eo u?‘g.leﬁ%llrc%rﬁ%ﬁm%‘lmﬁ_g Hzi)ngua%es, esuc?"n as the "C
pr ogr anmiemtjodimaguéigiuding Sirmwirer residenyr softwiareg thigrocpodeyegic.), or an embodiment
combining software and hardware aspects that may generally be referred to herein as a "system.”
Furthermore, embodiments of the present invention may take the form of a computer program
product comprising a computer-usable storage medium having computer-usable program

code/computer-readable instructions embodied in the medium,
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Enbodi ments of the present invention are described below with reference to

- flowchart illustrations and/or block diagranms of nethods or apparatus

. (systens, conputer program products, devices, etc.). It will be understood

“ that each block of the flowhart illustrations and/or bl ock diagranms, and

- conbi nations of blocks in the flowhart illustrations and/ or bl ock

di agrams, can be inplenmented by conputer programinstructions. These

conput er programinstructions may be provided to a processor of a general

pur pose conputer, special purpose conputer, or other programabl e data

processi ng apparatus to produce a particular machi ne, such that the

i nstructions, which execute via the processor of the conmputer or other

progr anmabl e 4Any suisblsccompiistusiblsgratamputesreagable medinmnmayderwilized | Bifent i ng

the functionslaghiie SPLbipitsidrehdibic Bedib@WaRAbS, 8P etipldback: dini@has) & ock or

bl ocks. These conputer program instructions may also be stored in a

conput er cleetemhics magrriporpfical helectiommensiie.cafrargd, 05 ﬁgrmrrd{@tpr DEIEEY 2pReEgsatabl e

data progessl mﬁo@%@{ﬁéwﬁn&& %Bﬁ.aﬂaﬂsﬁv@ Ii@t? Bftht ESihdr-rdRIE hedifMGhbuld1at t he

instructions stored In the conputer readable nmenory produce an article of

manuf act incdg tiesl fobiewine:i anslactrisali eonaection hesing oRS| & ¥eai¢ WirR% of aigibinyierage

speci Ti ed lifind fiEn & Qpﬁ%@fe?coﬁ@q{epﬁisﬂtt@,%hgﬁ Ak MBI KocBls M%RAM) a The
ruc o) u

comput er “program i1 ns tions may a be | oaded onto a conE er of other

pr ogr amedaiientyameney JROM); ay ezsiile aragmmreableategdonly Jaemary (BPRGMepiFlrghal
steps toniaﬁmg?g,ré Stk 8 EREAP TR (5 REOMCEr RHAALAMIB BT PRARIALLS ! O

produce a comput er " npl enent ed” process such ‘that the 1nstructions which
execut e ewrgghdevienput er or ot her progranmabl e apparatus provi de steps for

P ST 0, RS RO L

ern ' conput er prodgram i nplenmented steps
or acts peyeubanvsolidsi mey beiviritted v rant abjech pri¢nieda Scrints emmense pPROpBMEENgICt s | N
order to [ felber VER | e the dohRDHEE prb
illust ratlaglgﬁ"{géesg ngﬁﬁagg’gg&??anage n sg?/)gttem 1, 1 nwg‘éeé’organg% Wi Phgraiaﬁn

enbodi nenededbmpiter-readablet ingructidiycfok payningtiow aramtepsradibe Hyentiommayj alsoabsyst em

confi gured. . : gﬁglf g: | 1ine® Ukcad | -4 he
channel sv%lg%%s@sﬂgggg%@g%&% e 5‘8%0 an eralslg}\fng%sgi%ﬁéht ogﬂee C(E’lahltr?e S. nllgtn t he
i |1 ust r alaaguambosinienrograreing leagvagies | ncl ude, for exanple, an e-conmerce
channel 2, a I [ I I?W%| " bad BERAD QRded
tell er machi ngﬁ?%tscﬁgﬁﬁgf&%? a rrtgc?l%lzgég, l())Qr‘rie equ%,rgfgﬁ itﬁéﬁl.cl)l’ ance

t echnol odijustitideElald/pr blvekndidgréns af guetlibds corvipperatus higystess, Gompuige progians

contact center " ¥ I {5 ; s 8.
Fonever , FRUedkvcas il TN upfep o U cactfbioll e gl AGlaialANREL 2 |
syst em 1 bhkak dizgrems,cad cdebisatives of bledksin te flowphadrilustrationd ahd/entdork diz@Rens,

departnment s r.ch ) Ofs. PHSd Is H{,gi
provi des ‘@ E%/g?pelgﬁl |e§§ryacr%%’%8%§§f %us% %1%1 Fr?éﬁ% he |S€?§%té?i%?g%[§u% e g)l?;sst ens
i n the kmnmwbedgevidetageprecessos pf B egendral pumpase compiderc speeiat purpese epippaénrent  of

oper at | vaIy* Bisasrble Rl SORE D spettth o podey STk AR HbBinG Kok U O 2
120, one isfrugtions Jdck exkatiabds ¢l #®0¢ssanel the eomputen oe othan progommpuebler daty st ens

140. In this way, a user 104 of .t he_user { ; ive
el ect ronipEACFWPg?/aﬁ%??tgﬁﬂ G enﬁn?%gnﬁrﬁ%\yﬁ%églgle&%ng@ @?ren caé%m%%%gfgﬁb%ﬁﬁgl '
dat abas e o3k aaddr blbek diggndm blnfoottdocksyst ens 140. The networlc 102 nay be a

gl obal area ngtwork such as the |nt t,q:a W [ LR PR (WAN) ,
a local area ﬁtéets% TR%E‘,%V]S ﬁyo%st’ﬁ@?aqﬁo%g?oé?dlﬁg\t@ﬁ%ﬁtggr CO%bI naty on of
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the term "processing device" generally includes circuitry used for

i npl enmenting the conmuni cation and/or logic functions of a particul ar
system For exanple, a processing device may include a digital signa
processor device, a mcroprocessor device, and various anal og-todigital
converters, digital-to-analog converters, and other support circuits and/or
conbi nations of the foregoing. Control and signal processing functions of
the system are all ocated between these processing devices according to
their respective capabilities. The processing device may include
functionality to operate one or nore software prograns based on

conput er-readabl e instructions thereof, which may be stored in a nenory

devi ce 113. The copimateprnsessen|ingrugiaps caayl gbo dre lopded @ue acepmRieE orsYfitem 110

is opera 'ggli%,a ' SAEWLnad 4 SicslS bfetutibhdl steB ' He ry

devi ce 1&{’? eggkugéag‘g%%e%éﬁ%ﬁ’é?i ce 112 uses lthe c%rmuni g_g?simgn evice 111 to

comuni cet thewompuieher dtkw wrogyanabla RIjaARR to Bedise arpmputBLiplansried $E0ess130,

and the BaRRnG D GRS WEtE KAQuOUR ind Biinglid W dihel Goprain e Hopaldhd
atton device 1 a C

conmmuni ¢ ) gener onprises a nodem server, or other
devi ce f providlenstapai fonfmplgmenting the Hunctiorsiacsewpeeified e thee flgmehart 19md/or derka

di spl ay, eblo&eagboq&kg,b 2@&&&@%@@@&% frar RGAKRErted Qéps%?%@'ﬁ%a‘g%i ng

W th one Or nore users I I"Tustrated in Figure 1, the user
conput er ceyshaiwitidperate oybiorandopioueripd wens @ ptsinjordsr fo ferry Byign embodipgited in
t he rrerro[%thglell\{,ie]ﬁ% 113, which include the conputer-readable instructions 114
of a web®hPOReer 115 or other sinilar application that allows the user
conput er systRigeré 10 ilustrdenthen kededzei menagereend rsysieik el oithagcodansecwidh g t he
network 102...Th . er [ .

drgimen? o?ﬁ? iR Tﬁe@o?%eéé%"%a%a%%nﬁ ShstehD 1 i L5, REREIARLRE to

know edgtgm agene application

oW edge nanagenent server
120. The nknayel ladykdgafvaghnemdit leashi pludit of ikschgenelsegeross nfhan%mnci tha sub-

[opr o enthdfit M ke 4RSnal LACHE SHARLANSRRHRNE & ufihell RIGRAMIC! S
into one flF U FOR DS es e T hTor et ) on Tor, armn% ot her things,
r esol vi ngxamphe Lamt &-oominerce athannelp2.ob| banking lanterotechnolagy t (BT Dhehapag! | Ay

channel s. User 04 %SE‘I I :

nanageneﬁ?to%tﬁ'ﬁ feilgrt?%c\r‘:'é}‘%ég&gg%gl el r‘gglg4§ ?@gg,ohg%ﬁggea%}gﬁﬁ%ﬁﬁ%ﬂgg“ on of all
busi ness (*NMHAITEYIclianded 6 rrataidomervice$ drapnat 653 depesiis sordiaos cantes EPGE) ghannpgidy asdet ai |
bel ow. As illustrated in Fig h NOYY, &R server 120
gener al | )}”ego%‘p?tél%eaéaléo% r?’gr%nrlﬂa(szgfi %ﬁgﬁfi %‘e%%l, aﬁ%‘%§t€e55| n%%?nég{elzz,
and a neraswledieuhmagchRBt syflem prancmeddnthe damé oesimilar suppaspler diffevant LOBsupl ed
to the c nication device 121 and.t nory device 123. The processing
device 1 %—'I%E'«Sgts’toﬁgga@ﬁ ﬁ"i’sé%‘%%*]‘ eoé’\’?‘%]gcesgﬁﬂ to communicate with the user
conput er syst Bigurk PGyrotides alzgstbm dizgmiraH¥s1id3atingthe intdractiom nkthe eystamsdn they st ens

140 over th etwork 102. As such, t i i iCe: . ge ally
conpr i se$2%Y ergﬁnag&gpqyglsysteg} ib%nh%cf 0%%{??3@@%# grg{())drﬁﬁrﬁ%n??gtﬂ%n}g%w £ ﬂ gﬁer
devi ces Gifustrited mertiguae R, ali3er coAputerisyistony 1101i4 opptatizely douptedvig a metwork 102eto

know ed t 120Q,.i ncl ud - i ' 124
Stored | ERBEGBRpetY saver 230, fifiot s ERTaHpRe’ B AR G JHdUBHOnS
i nstruct icemputdr’Ystehs 14® fohis edge usariad et vsappinmir ispatend 250 call tebrinegh

Figure 2 jllustrates.the kpow e managenent sewar, 1 S m it
i s inpor teifﬁtl"ont“bm %ﬂqnﬂaqm &hﬁg’%ﬁg@ﬁ W%ngoslpwﬁﬁWi %ﬂlngggi ?/%atggsggo %lgc Wi th
csimlar eeapaRpiiessishak 180 MHemetmirk 802t mayche asgloiral argn nedwatk (GAND, isbektdsiilge t he

“information for the know ed nagepent st The . b ases
130 gener&ifmgt g ?@GQVO%B%%&Q%%%G%@%% r&% A an&%t{éeg‘stgq% nq}g n%géﬁége 132,
and ﬁ e PRI dbnBRMtiGE of Idtwolkee The Qﬁ:ﬁ;gﬁi: E@4dmty7 @eovid?2 for swinglime,atvireledsy oc aupl ed
.to the comuni cation device. 131 and the. r evice 133 The processing
devi ce 1@%@@@%%@’“&@%‘?& ol S&ﬁ%“ﬁ@%%’&g%‘%cw %’é%or% th the user
conput er Systﬁmmﬁngteﬁhﬁ Fiiggw pdge ﬁmlzﬂagﬁpﬁzts swwhdnogl@ﬁcral@”ldomhﬂsebmk
conput er systens, over, the network : suc t he ni.cati.on

devi ce 1C§fm§’é‘H’€Pt§1“I‘%9"‘E‘bHdr?E’@%esﬂﬂ%ﬁ'écﬁjl%’e@géﬁmgﬁ %etvﬁgtlfsge ‘cil(l:sg‘? gﬁre r
comuni cating with other devices on the network 102. As further illustrated
in Figure 2, the bank databases 130 coftai n conput er - r eadabl e program
instructions 134 stored in the nenory device 133, which includes the

conput er-readabl e instructions 134 of data storage applications 135. The
data storage applications 135 are used to capture and store information
fromthe various bank conputer systens 140, and know edge managenent server
120, for the know edge managenent application 125. For exanple, in one
enbodi ment, the bank dat abases 130 store the data related to the playbooks,
-know edgebases, maps, flows, operational reliability indexes, contacts,
reports, incident conmuni cation interfaces, and academ es of the know edge




142 uses the conmmuni cation device 141 to communicate with the user conputer
system 110, the know edge nmanagenent server 120, and the bank databases 130
over the network 102. As such, the comrunication device 141 generally
conprises a nodem server, or other device(s) for comrunicating wth other
devices on the network 102, and a display, nouse, keyboard, m crophone,
and/ or speakers for communicating with one or nore users 104. As further
illustrated in Figure 1, the bank conputer systens 140 contain

conput er -readabl e programinstructions 144 stored in the nenory device 143,
whi ch includes the conputer-readabl e instructions 144 for bank applications
145. The bank applications 145 are used, in part, to capture the necessary
i nf or mat thentémmr “ploeeskinpwlesidge geasralije rineitdesppirquitat jvsed o5 implemgntiyst mhe

provi ding_su ; 0 ' L al es the
bank corr%% e‘r?tﬁ‘ga;t}é? fggn%mcl%ggug Q@(%E 02%?%@%&% s?Ltlglg' ?Lgrrg%’!rgmglrﬁ EP%G%S%# a%‘{llgc{ t here
can be omeay dnclulelatdigitab sigyad perressoredayive,v micrefiredersar devinep ankyarious malogtend| e
capturing. i i i i i nt

yot om 1ot SofRbly ARG cbleREl eh‘%ﬁ%‘mﬁ@a‘%@&féﬁﬁ?gﬁ?ﬁ?ﬁaﬁﬁ?ﬁpp Heot 1 on
home pagtheFregoiig. Cangrok dnd sigaglerackssing finetionscof Shesystemrere allogatadrhstwosy thesd on, a
user 104_is _brouyght to _whe [ ani i i : : 1y,
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managenmept system |  .Th now nt honme page 50 contains tabs
for the Bﬁeﬁeﬁ%g’g‘kcgnla@&?sOﬁ%'ﬁﬁg\?ﬁg%gdégg%gg%o, the maps 300, the flows 400,
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i nvention, the know ed nagement, syste be r Lnci dents
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detai | s gfanddemehtinGirete e, ViEecksindedgd mmdzenmpt epdiestione125epahbrd rfornmtonient s

on an as denmande asi s.. Furt hermare, syst i,nf or i.on rel at.ed. to_t he
i nci dent @ﬁ@%%@ﬁb@ogfe@ggpé%{e aﬁp‘ﬂﬁfﬁim\ﬁgﬁs é'ﬁ %kheecg?né]n%]l;iugﬂgae P ﬁaaloﬁta%é ned in
a cent r akio#s the inforhitRR forTirdmgfofee thin go alesbeving prafiuceon invidewpebbldnmhat oy ees

woul d get .to the next .incjdent i h ueu r ,when nmanage i hed for
resol uti Eﬂﬁtﬁ’{ﬁ‘f‘&‘é VBEPYSi @ﬂ’?‘ﬁ"s |ﬁ§‘ﬁjg?f{’ hn eé’ﬁﬁ‘? g@‘&‘e@m '%%?ﬁeﬂlﬁ}?\%&] At
process @iigietehtOaplitdting t 1250as! B8 | goetot fmrdenfor dienlaeatiohhofs alinbtidings oélatbd acki ng
and resolution takes | onger, tha .necessglqr% t?ﬂrevi ew the inpacts of the

i nci dent STGFRFIPRTEETHTIER a1 SIS STCAPRIF LR

ces to resolve the incidents.

Such a syst emaywiukeatél inGugireD, heRioitdge rhdnagenentsetvee 120 geneitally conmprizes #asons
over and over agai i

ain. . Enmbodi nent s of..t he know edge agenent system 1
ver e desCga@gniction ggyice 1%?3@%@%8& ‘°°01f22r§§@c‘f'?{5°r¥ﬁ%"‘§@§i q‘ﬁﬁprﬁgﬁ 8l , the
nunber agekisir@tik eftr@ivelyReuglani sSheimampatissdatice 421 hnd thomeeryrieniber230f
FCl's. As such, enbodinengi of the knomﬁeggﬁ manggenent s s%enmé_hocus on
r educi ng TORETETHHEAcKAS L8 PIFE iR ORmEmiERaT AFECe {4 R FORMUpGHR WRINE BET ( he
negative inmpact to customeré& The jncidents can be assigned different
| evel s of severity in order to organiZESThe incidents by levels of priority
or other categories. In one enbodinent, the incidents are organized into
three severity levels as the incidents occur in the bank conputer systens
140. Severity one (1) incidents are high inpact significant events that
cause full disruption of service or outages to custoners and/or associ ates.
These types of incidents represent the highest rating. Typically there are
no wor karounds in severity one (1) incidents, and they are addressed
imedi ately to prevent further disruption of service or outages to
custoners and/ or associates. Severity two (2) incidents are nmedi um i npact




These types of events are fixed by the bank on an as needed basis. In sone
enbodi nents of the invention only severity one (1) and two (2) incidents
are tracked by the know edge managenent system|. Fi gure 4a R
illustrates a dashboard process flow 1500 used by the know edge nanagenent
system 1l to track and display the incidents that occur at the bank on and
trough the dashboards 500. As illustrated by bl ock 1502, the know edge
managenent application 125 receives, by either pulling or being pushed,
information related to the incidents that occur throughout the various bank
conput er systens 140 and associ ated bank applications 145 fromthe bank
conputer systens 140, as the incidents occur. Thereafter, as illustrated by
bl ock 156enputerfysiem d 10, the frenkk dasabiased JSO.nndatle hank coxpyler s¥tamsnl4P2yep gani zes
t he inci S L 0L : 5 coaipisdial dr 083
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A user 104 navigates to additional tools in the know edge nmanagenent
application 125 by selecting the dashboard 500 tab. As illustrated in
Figure 4b, selecting the dashboard 500 tab presents a dashboard 500 t hat,
| i ke the hone page 50, displays the daily performance section 70 and

i ncludes the total nunber of incidents 72 and the scale 74 illustrating if
the nunber of incidents is normal or abnormal. However, the dashboard 500
also illustrates a channel status section 502. The channel status section

502 provides a view of the inpact of the incidents across each channel in a
nunber of charts. The user 104 may view the separate channel information by
sel ecting a channel nanme link or icon in the daily performance section 70.
For exanplEusesihgdo:emdticdtioh deticealda so téremudicatd with the aiser dompuiertsystem d &inther ce

channel 2. The channel status,.sectij o 2.4 r o] nd
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list 530 (+an incident status section 540 and a custoner |ogin volune
532. The 1'ncident status section 540 lists_ the incident ticket nunher 541,
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user 104 can view the incidents by nonth, week, and d%X’ gzﬁmg#l as change
t he numbdimesf theéiciflerit o aj jadaleripeint igrfing. i Msidews cappalsmlgad to de RSt t oner
l ogin view 532 illustrated in Figure 6, allows the user to view the nunber
of custoners who have |ogged into the-tétated channels, sub-channels, and
applications at the bank. For exanple, the custonmer |ogin view 532
illustrated in Figure 6, provides the nunber of custoners who have | ogged
into the online banking sub-channel of the e-commerce channel 2. The chart
provi des a general neasurenent of the nunber of custoner to |logged into a
channel , sub-channel, or application so it can be conpared against the
amount of incidents that have occurred in that channel, sub-channel, or
application. In many cases the nunber of incidents is proportional to the
nunber of custoner |ogins, but that is not always the case. The custoner




The dashboard 500 al so allows the user 104 to view the specifics about each
individual incident, as illustrated in Figure 7. The user 104 may sel ect
the incident ticket nunber 541 in the MOD incident list 530 to view the
detail report 560. The detail report 560 contains a sumrmary of i nportant
information contained in the incident ticket, which is discussed in detail
bel ow. The detail report 560 has four sections, the general information
section 562, the causal information section 564, the inpact information
section 570, and the summary information section 580. The general
information section 562 lists the description, start date, end date,
duration, root cause owner, incident ticket nunmber, problemticket nunber,
sever i t yintegiictionsh@DEES,opagplechourselest (PREL'Depng agentsapiantey lpse Edik”) fomeache| at ed
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pl aybook “BHHFSab is illustrated in Figure 8. The playbook 100 dat abase
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gui des 18everifcivgedd) RRAEIHRAE A HEGRtS et frepRARal & PEBIFSE and
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150 is illustrated in Figure 8, The |ncident recaover ui de 150 has an
over v ewtasdassr gtecwhich 0 bEanlatthy &0 ko erver et s85hG & BRIE ! o
causes 133aeds & tROSHE iy &hil £ pérBnb R Rahplehfedtedt Beverigmiied @) inolichteader 155,
the initial triage paging groups 156, and, aw associ ated notes 157 for the

i nci dent 1oveEwRErQF nERWRSSPEERS. eves thal haye RRaR; 10 £BSHOmMAre and/qr AsSogatey . ¢ hat
produced the incident, such as for exanple, if an online banking nonitor
was showing a login failure, or the i-d€rdent itself. The possi bl e causes
153 of the synptomincident 152 indicate the commbn causes that have
produced the error in the past or that could produce the error. The
possi bl e affected channels 154 indicate to the user 104 the different
channel s, or sub-channels that the error may affect. The renedi ation | eader
155, lists the MOD and the infrastructure domain generalist ("IDG'). The
MOD provi des senior |evel accountability over the production support
environments, while the IDG partners with the MOD on critical events to
focus on service restoral and follows established root cause anal ysis. The




The incident recovery guide 150 al so has an incident recovery guide display
section 160. This section lists all of the process steps 162 for each

i nci dent recovery guide 150. The process steps 162 include |links and notes
164 that further define the incident recovery guide 150 process and provide
-cross-linked references to other areas and data within the know edge
managenent application 125. The links and notes 164 can take the user 104
to other tabs within the knowl edge managenent application 125. Therefore,
during specific steps in the recovery process a user 104 can click on a
link to a "process map" and the user is taken to the correspondi ng process
map in the maps 300 section. Additionally, the user 104 may have a probl em
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tab, the infddepts mepghghanpelning the history of an incident ticket may sel ect
the incident recovery guides 150 related to the particular incidents being
viewed and are taken to the associ at ed!§nci dent recovery guide 150 in the
pl aybook 100 tab Different versions of the incident ticket may be stored in
order to allow the users 104 to see how incident reports were anended over
time. As described later in greater detail with regard to the 1Cl 800 tab,
the users 104 have the ability to | ook at the changes in the ticket over

time to exam ne the process, failures, and successes in resolving the
i nci dents.




Figure 10 illustrates the maps 300 tab, which includes the three primary
types of process maps that are used for troubl eshooting incidents: the
physi cal 310, the logical 320, and the transactional 330 process maps. A
user 104 can select (click-on) any of the nanmes of the maps 300 in Figure
10 to access that particular map 300. The user 104 may al so search the maps
300 through a keyword search function 340. In other enbodi nents of the
invention, the left side of the interface for the maps 300 lists the
avai | abl e process maps of each channel and sub-channel. Wen the process
map nane is selected on the left side, the process map is displayed in a

w ndow on the right side of the maps 300 interface. In one enbodi nent, al
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The tabs for the MSD information provide |inks to docunents and data

t hroughout the know edge managenent application 125, such as, but not
limted to the incidents in the | nowl edgebase 200 that are associated with
that particular server. The server may also contain links to specific

i ncident recovery guides 150, which are used in fixes of incidents
associated with the server. Links to the dashboard 500 may al so be i ncl uded
in the MSD tab. The user can quickly evaluate how the server is performng
usi ng the dashboard 500 to view the open incidents associated with that
server or application. The tabs for change record i nformation provide
a list of all the changes nade to the server, such as, changes in the host
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h.

viewed at one time on the page.
The customer login view 532 illusirated in Figure 6, allows the user to view the number

of customers who have logged into the related channels, sub-channels, and applications atf the
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The transactional map 330 shows how a particular transaction is flow ng
into and out of the applications and systens. This process map captures
end-to-end transaction flow comruni cating or interacting with different
interfaces, including both applications and hardware. The transactional map
330 captures information, such as, interaction flow between different
applications, input and output from each application, process systemfl ow,
busi ness finttion, sequencing different business functions, and inpacts on
transactions to other processes. A user 104 views information about a
particul ar transactional map 330 by scrolling over an icon or selecting an
icon in the map. A wi ndow pops up on the screen show ng a nunber of tabs
wi th at t badkutFescxafpichthe tadtorherdoginl viow S5dilluptaied infigiee 6.ipsevides e number of
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factor |evel ¥},&W8aif Rport 560 allows a user 104 to examine and track the incident progress of
particular incidents of interest to that user 104. By examining open incident tickets or completed

incident tickets, a user 104 with a similar or the same issue may reduce the work load on

himselffherself, or others involved with a particular incident. If the same or similar problem has
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evaluate the reliability and stability of the applications as they relate
to each category, sub-channel, and channel. Each predictability factor,
category, application, sub-channel, and channel is assigned a wei ghted
average related to how inportant each is in scoring the reliability of the
| evel above. Therefore, the scores fromthe predictability factor |evel can
be rolled-up into a score for each of the category, application,

sub- channel , and channel | evels. Figure 13A illustrates an OM process
fl ow 1600 used by the know edge managenent system 1 to track and display
the rel | Y, i , qﬂﬂn hank
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Figure 14a illustrates part of the OM 600 for the e-conmerce channel 2. The
OR! 600 for each channel 602 includes the all of the 'sub-channels 604
within a channel 602, each application 606 that inpacts the sub-channels
604, and the categories 608 that score the inpact of each application 606.
Not shown are the predictability factors 610 for each category 608, which
are discussed in detail below A drill-down button 605 is used to
drill-down in the index fromthe sub-channel 604 |evel, to the inpacting
application 606 level, to the category 608 | evel, and down to the
predictability factor 610 | evel. The scores are cal cul ated based on the
predictability factor score 612 and the wei ghted averages are then used to
cal cul at i adist af thg@ropps thet maysneed tahe iﬂnbd@tliﬂrt@e mpigent #ec0VBY PEPSEH & OrE tog

sub- chan r. f | peets ﬁﬁ,ﬁ-%l‘ cores
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pr edi ct abicldeityredorery guizic 6 30 is linked torspeafic innidertdicketenli the htmwlftdgybaﬂfamOdnb,col um

624. The red tabi,l | f.act or 1 I, ion ta. v Onell;]{l cs, or
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parti cul gger (134 @GP evb B3, inddnh iticketsalixtked dnt ﬁ@angldcﬁnﬂ&covdnye gpide dPE inadxidén toy

factors 6 e ht ed. a to ho tab factor 610
cont ri but g“‘?%‘*"éfa’fﬁg’%’ Y’ﬁrgttes c‘,’%'l']smv%ﬁﬁ mc:ﬁ e €a %%‘%%808 for the
applicati ons ®Qae eaﬂbo(ﬁdnlentsﬂfeaﬂ@ﬁoomlmohﬂm meimt?,cmwggm@d 1pefarevtixges are
based on historic ta anal predi. CL A it t causi ng
PO o i prEqRagc ey JpaRRn AR bl TR SRR ot g S hR PS5 3
W t hi n eaghk @dahadat yecotdy gaide 150, e war-aksigndd m:lﬁpdrmndem a:@a%anmcldm
illustrated in 14 genent 651 category's FCl

pr edi ct amcwcrx/gw@&8ﬂ§ga¥épm§ﬂ§ﬁ%?ﬂﬁ”§% Are the procedures for initiating,
approvi ng, verna‘mbwudgdbdsesz@hm& sea@dablaingmmwwzsmmmnmameanohszf here a
clear distinctio en a ¢ han uest rad i on,

change réﬁldEFusé?Sﬂ:FF I?eﬁﬂ %P'etaﬁ“%edﬁgﬂ’ec‘%g@ e‘gfh(? Bg%@a% P vice
request Ggudddtd &5 Blitah ﬂﬂi&ntﬂﬁﬁavmtﬂ:} fhe incident is resolved, the completed ticket is stored

in the knowledgebase 200, Therefore, associates that have problems with resolving incidents

may search the knowledgebase 200 for resolutions of similar incidents.

Figure 9 illustrates one exemplary embodiment of the interface for the knowledgebase
200 tab, which includes the search section 210 and the results section 220. In the knowledgebase
search section 210, a user 104 can search any of the available tickets by keyword 212,
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Are there regular reviews (i.e. at least quarterly) on performance of
changes i npl enent ed agai nst docunented key perfornmance indicators ("KPIs")
for this application? Are multiple related changes grouped and then
properly schedul ed and communi cated to mnimze the inpact to the business
users including | ast m nute schedul e changes (e.g. unforseen del ays during
I npl enment ati on) ? As illustrated in FIG 14b, the availability
managenent 652 category's FCl predictability factors 610 nmay include: Are
there any single points of failure ("SPOF") (If not known, please answer
yes)? |If yes, criticality to environnent of SPOF? Are availability inpact
I nformation (including the detail of the inpact of proposed changes

conmuni caipéichtion 2{ dické angber X farndrfisierrapgedd s sTherapplicatipn, 2 1 hargh fn %@%’I ar

§ gdgi r 2Ldig@%|§fa§gﬁ%lﬁ%f§/ Qa0 NS hpdo @ SWicfio Ueel SR tprddaEicRSTupptit. UTRe ASdtsNSt
section 220 lists each incident found in the search and lists the ticket number 222, start date 224,
end date 226, issue description 228, cause of the incident 230, and resolution 232.

Users 104 of the knowledge management application 125 researching particular incidents
may search for related incidents and find resolutions to the related incidents before the users 104
have to escalate the incidents to other associates for resolution. This prevents other associates at
the bank from having to put aside their everyday workload to troubleshoot incidents that they
have already taken care of in the past. The users 104 can utilize the knowiedge of other
associates to froubleshoot the incident on their own without having to contract those specific
associates.

The users 104‘ of the knowledge management application 125 click on the selectable
incident ticket number 222 link fo open up the full incident report outlining the history of the
incident ticket. The contents of the incident ticket is described below when describing the ICI
800 tab. Links within the incident ticket allow the users 104 to be sent directly to other tabs
throughout the knowledge management application 125, such as the playbook 100 tab. For
example, as described later in greater detail with regard to the ICI 800 tab, the users 104
examining the history of an incident ticket may select the incident recovery guides 150 related to
the particular incidents being viewed and are taken to the associated incident recovery guide 150
in the playbook 100 tab. Different versions of the incident ticket may be stored in order to allow
the users 104 to see how incident reports were amended over time. As described later in greater
detail with regard to the ICI 800 tab, the users 104 have the ability to look at the changes in the
ticket over time to examine the process, failures, and successes in resolving the incidents.

Figure 10 illustrates the maps 300 tab, which includes the three primary types of process
maps that are used for troubleshooting incidents: the physical 310, the logical 320, and the
transactional 330 process maps. A user 104 can select (click-on) any of the names of the maps
300 in Figure 10 to access that particular map 300. The user 104 may also search the maps 300
through a keyword search function 340. In other embodiments of the invention, the left side of
the interface for the maps 300 lists the available process maps of each channel and sub-channel.

When the process map name is selected on the left side, the process map is displayed in a
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wth aviewto identify SPOF? with a view to optim zing equi pnent
(lowering cost)? Do you have procedures for nonitoring, analyzing, and
forecasting service availability? Are there audit procedures in place to
val i date the ongoi ng accuracy and appropri ateness of the nonitoring and
forecasting procedures? Do you have defined targets for the availability,
reliability and maintainability of IT infrastructure conponents (i ncluding
3rd party vendors) relied upon by the application? Do you carry out
nmonitoring and trend analysis of the availability, reliability and

mai ntainability of IT infrastructure conmponents (including 3rd party

vendors) to help identify potential future bottlenecks?
window on the right side of the maps 300 inferface. In one embodiment, all of the procedures

and systems in the process maps are cross-linked to other process maps and directly accessible
through the other tab sections in the knowledge management application 125.

Figure 11 illustrates an example of a physical process map from the maps 300 tab. In one
embodiment of the invention, the maps 300 section has a roll over feature that displays more
information whenever the curser is over an clement in the process map. When an element in the
process map is rolled over, the objects are drilled down to a lower level providing more
information related to the element, such as additional pictures or text explaining the element of
the process map. _

In one embodiment when an icon in a particular map is clicked on or scrolled over, a pop-
up window 350 appears on the interface display. The window 350 has tabs and lists associated
attributes of the element. The tabs relate to different aspects of the icon and the attributes list
information for each of the tabs. In some embodiments, each tab may have a search function, a
hierarchy drilldown tree, and/or lists of information for organizational purposes. The attributes
in each tab relate to information, including but not limited to, documentation, performance
meirics, links to other process maps, data in the knowledge management application 125, as well
as system requirements for the elements in the process map with which the window 350 is
associated. The navigation icons 360 at the top of the page of each map arc used, in one
embodiment, for linking to other areas of the knowledge management system 1 and for creating
and editing the data located in the pop-up window 350.

The physical maps 310 display the hardware and physical details about a system. They
include the hardware components, location of the components, databases, servers, etc. of the
system being investigated. The physical maps 310 capture information related to the box (or the
physical hardware in the bank), transport protocol (standardized format for delivering audio &
video data over the internet), network devices, databases, service providers, location of the box,
IP Address, capacity on demand for the system, server role identification (such as primary,
failover, active vs. inactive status), box owner (organization that is responsible for physical
hardware), object orchestration services (OOS”) (used for tying different types of hardware

together), and interaction information with other systems, applications, and/or clements.
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As illustrated in FIG 14c, the service continuity managenent 653
category's FCl predictability factors 610 may include: |s the business
continuity plan in standard format? o What is the date of the last test?
Have all outstanding issues identified as a result of testing been resol ved
or is an approved business continuity renmedi ation plan in place? 1Is there
a docunented and known recovery plan in place for each service area, in the
event of an unforeseen issue? Are there regular backups of critical data
taken and stored securely? Are critical backups of information tested on a
regul ar basis? |Is testing perforned for quality attributes such as

reliability, usability, and maintainability? |
The information for a specific element in the physical map 310 can be accessed by

scrolling over or clicking on an icon in the map. For example, when a server is included in a
process map a user may click on or scroll over the server icon and a window 350 pops up
showing a number of tabs and the attributes for the server listed beloﬁv the tabs. In some
embodiments, the physical maps 310 can have tabs with information, including but not limited to
monitoring summary documents (“MSDs”), change records, server information, and
performance & capacity information.

The tabs for the MSD information provide links to documents and data throughout the
knowledge management application 125, such as, but not limited fo the incidents in the
knowledgebase 200 that are associated with that particular server. The server may also contain
links to specific incident recovery guides 150, which are used in fixes of incidents associated
with the server. Links to the dashboard 500 may also be inclnded in the MSD tab. The user can
quickly evaluate how the server is performing using the dashboard 500 to view the open
incidents associated with that server or application.

The tabs for change record information provide a list of all the changes made to the
server, such as, changes in the host name, as well as the service provided to the server over a
specified time period.

The tabs for server information can include operating system information, service level
agreement data, as well as other system information for the server, such as an application
inventory tool (“AIT”), which is used to track inventory related fo applications, host name, box
owner, box availability time, and IP address. These tabs may alsc include links to contacts
responsible for maintaining the server, and by clicking the link the user 104 is taken to the
contacts 700 tab see the contact information for the contacts.

The tabs for the performance & capacity information illustrate real time performance
metrics indicating how well the server is working and the capacity indicating how much more
information the server can conirol and store, such as the outage time of the server and any up or
down time.

The logical maps 320 display all the interacting applications, the application structures
and interfaces, and the linkage between them. The logical maps 320 capture the application
information without any hardware details, including front end applications, helper applications,
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As illustrated in FIG 14c, the know edge transfer managenent 654
category's FCl predictability factors 610 may include: Has

handover/t akeover neeting conducted with initial teanf? Has necessary
docunent ati on been conpleted? Rate the quality of on-boardi ng new
resources (bank and strategic partner) Rate the quality of training
docunent ati on and schedul es Are workarounds docunent ed/ new changes tested
wi th workarounds in place? As illustrated in FIG 14d, the
infrastructure and ri sk nmanagenent 655 category's FCl predictability
factors 610 may i ncl ude:

web servers information, including, simple object access protocol (“SOAP”) (a protocol
specification or exchange structure information in the implementation of web services in
computer networks), web logic, web sphere (sets-up, operates, and integrates electronic business
applications across multiple computing platforms), middleware tools, web methods, and online
support systems (“OSS”) interaction.

In one embodiment, the logical maps 320 interface is set up in much the same way as the
physical maps 310 interface. A user 104 views information about a particular application or part
of an application by scrolling over the icon or selecting the icon. A window pops up on the
screen showing a number of tabs with attributes of the tab listed below. The tab sections can
have some of the same tabs of the physical maps 310 and/or different tabs. The tabs can include
information for change control, tools, and process map review information. The change control
information lists all the change records, such as updates to the application, for a particular
application over a specified time period. The tools information captures tools, such as the
monitoring tool, log file, routing tool, and any other kind of tool lannched from the application.
The map review information shows whether a map was flagged as reviewed, when it was done,
who has reviewed it, and when it was created. In some embodiments the tabs provide a facility
for search functionality allowing the user 104 to search for information in the knowledge
management application 125 related to a particular application, system, or fransaction depending
on what process maps are being reviewed.

The transactional map 330 shows how a particular transaction is flowing into and out of
the applications and systems. This process map captures end-to-end transaction flow
communicating or interacting with different interfaces, including both applications and hardware.
The transactional map 330 captures information, such as, interaction flow between different
applications, input and output from each application, process system flow, business function,
sequencing different business functions, and impacts on transactions to other processes. A user
104 views information about a particular transactional map 330 by scrolling over an icon or
selecting an icon in the map. A window pops up on the screen showing a number of tabs with
atiributes of the tab listed below. The tab sections for the transactional maps 330 can have some
of the same tabs of the physical maps 310 and logical maps 320, and/or different tabs.
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Does the application use any non-permtted ("NP") technol ogi es? (consider
software level: non permtted score by enterprise technol ogy and delivery
("ET&D') (can be nore than 1 per application)) |If yes, how nmany instances
of NP technol ogy exist? Does application have renedi ati on plan for any
non-permtted technol ogi es? Does application have a control plan? Was the
control plan updated wi thin past cal endar year? Does the business inpact
anal ysis exist? As illustrated in FIG 14d, the capacity nanagenent
656 category's FCl predictability factors 610 may include: On average how
cl ose are current processing volunes to the volune ceiling of the
application?
: In general, the process maps further include support team information indicating who is

responsible for maintaining the process maps. In one embodiment the user 104 is able to point-
out the changes required in the process map to the support team, who receives notification for the
requested change from the user 104 through the maps 300 interface.

In one embodiment the flow 400 tab provides flow charts 402 from a customer interface
perspective, as illustrated in Figure 12. It is understood that in other embodiments the flow 400
tab can provide charts from the bank or business perspective. The flow charts 402 provide a high
level overview of the applications that the customer interfaces with throughout the bank. A user
104 can also drill down to lower level flow charts 402 that provide more detail related to the
customer interface applications and systems or view other flow charts 402 for other applications
and systems, by searching in the search field 404, using the drop-down menu 406, or in some
cases selecting icons within the flow charts 402,

There can be multiple flow charts 402 per channel and sub-channel within the bank. The
flow charts 402 are cross-linked with other customer flow charts 402 and the physical 310,
logical 320, and transactional 330 process maps, as well as with other sections within the tabs of
the knowledge management application 125, as described for the maps 300 section. As
described in regard to the process maps, the user 104 scrolls over or select an icon in the flow
charts 402 to receive more information about that element in the flow chart 402. Again, the
information is displayed in a pop-up window with tabs and attributes within each tab.

Elements and information related to each of the process maps and the flow charts 402 can
be updated in the knowledge management application 125, Changes made to the elements and
information in the process maps and flow charts 402 automatically update any other process
maps and flow charts 402 or other information that is cross-linked to the clements and
information changed. For example, an upgrade to a server may be implemented at the bank. A
user 104 updates the information related to the server in one of the process maps in order to
display the new server capacity information. As a result, if the server appears in any other
process map, the information related to that server is automatically updated to include the new
capacity information.

The ORI 600 tab is a multi-level corporate performance scoreboard. It allows a user to
drill down to channel, sub-channel, application, category, and predictability factor level views to
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Are there any known initiatives that wll increase rate of growth?
(Initiative, Sales canpaigns, etc.) Are threshold alarns in place for

i ndi vidual services that alert staff about approachi ng naxi mrum capacity
limts? Are key conmponents (resources) nonitored for capacity |oad? (e.g..
Hard di sk, nenory, CPU, etc.). |s capacity data constantly analyzed to
help in resolution of incidents and probl ens? Are changes to the capacity
of the application handled through a formal change nmanagenent process?

As illustrated in FIG 14e, the service |evel managenent 657 category's FC
predictability factors 610 may include: Do service |evel agreenents

("SLA") exist between LOB and consuner and smal |l business bank technol ogy
and oper aalugtystite reliability and stability of the applications as they relate to each category, sub-

channel, and channel. Each predictability factor, category, application, sub-channel, and channel
is assigned a weighted average related to how important each is in scoring the reliability of the
level above. Therefore, the scores from the predictability factor level can be rolled-up into a
score for each of the category, application, sub-channel, and channel levels.

Figure 13A illustrates an ORI process flow 1600 used by the knowledge management
system 1 to track and display the reliability of the applications, sub-channels, and chanmels. As
illustrated by block 1602, the knowledge management application 125 receives weighed values
for how each of the predictability factors affects each of the categories. The weighed values may
be assigned manually by a user 104 through the user computer systems 110 or they may be
determined automatically based on data gathered by the knowledge management application 125

 through the bank computer systems 140. The user 104 assigning the weighted averages may be
an application manager, MOD, or other bank employee in charge of determining the how each
predictability factor affects each of the categories for specific applications within the bank.

As illustrated by block 1604 the knowledge management application also receives
weighted values for how each of the categories affect each of the applications, sub-channels, or
channels, how each of the applications affect each of the sub-channels and channels, and/or how
each of the sub-channels affects each of the channels, Again, the weighted values may be
assigned manually by a user 104 through the user computer systems 110, or they may be
determined automatically based on data gathered by the knowledge management application 125
through the bank computet systems 140,

As illustrated by block 1606 the knowledge management application 125 receives
reliability data for the predictability factors for each of the bank appliéations 145. As illustrated
by block 1608 the knowledge management application 125 then transfers the reliability data into
a score for each predictability factor. For example, for the predictability factor of “if an
application has a control plan” the reliability data received is either yes or no. In some
embodiments, if the answer is yes the knowledge management application 125 transfers the yes
into a score of 100% and if the answer is no it is transferred to 50%. In other embodiments,
different reliability data is received and transferred into different scores, as discussed in further
detail later. Again, the reliabilify data and scores may be assigned manually by a user 104
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I's risk rating assigned by LOB? Does the current application design
support the LOB risk rating/ SLA? Are agreenents with vendors docunented
and reflected in the SLA s? Does the SLA structure include features such
as reliability, security, service hours, support, response tines,
turnaround tinmes, performance criteria? Are there nmechanisns in place to

nonitor and neasure all itens in existing SLAs? Do SLAs have clearly
identified key targets for service hours, availability, reliability,
support, response times and change handling? As illustrated in FIG

1l4e, the system managenent 658 category's FCl predictability factors 610
may include: Are tools and processes in place to automate or quickly react
t 0 cust othrsugh teueset compptec systegpsdi@ ot they onay be dietganingseavianraginally j q@f data

gathered by the knowledge management application 125 through the bank computer systems
140.

As illustrated by block 1610 the knowledge management application 125 takes the scores
for each predictability factor in each category and calculates a category score, an application
score, a sub-channel score, and a channel score based on the weighted values of the predictability
factors, categories, applications, and sub-channels within each channel.

Figure 13b illustrates one embodiment of the ORI 600 home page. Figure 13b illustrates
the top level ORI score for each major channel 602; the e-commerce channel 2, the BCT channel
3, the DCC channel 7, the card channel 6, the MHEIT channel 5, and the ATM channel 4. Each
channel 602 has an icon 601, and the icons 601 list the channel score 603 for each channel 602.
A user 104 can view the ORI 600 scores for each of the sub-channels 604 within the channels
602 by clicking on one of the channel icons 601. In other embodiments, the user 104 can view
the ORI 600 score for each of the sub-channels 604 by clicking on the channel name, or using
the search function 640, or drop-down menu 642. 7

Figure 14a illustrates part of the ORI 600 for the e-commerce channel 2. The ORI 600
for each channel 602 inciudes the all of the “sub-channels 604 within a channel 602, each
application 606 that impacts the sub-channels 604, and the categories 608 that score the impact
of each application 606. Not shown are the predictability factors 610 for each category 608,
which are discussed in detail below. A drill-down button 605 is used to drill-down in the index
from the sub-channel 604 level, to the impacting application 606 level, to the category 608 level,
and down to the predictability factor 610 level. The scores are calculated based on the
predictability factor score 612 and the weighted averages are then used to calculate a category
score 614, an impacting application score 616, a sub-channel score 618, and finally the channel
score 603.

The scores are calculated for each application 606 by using an ORI score-sheet 620, as
illustrated in Figures 14b through 14e. The score-sheet has a category column 622, a FCI
predictability factor column 624, an answer column 626, a sub-category weighting column 628, a
source column 630, a format column 632, a scale column 634, and a channel category weighting

column 636.
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Are conponent based technol ogy nonitoring tools avail able? (e.g.

| ntroscope, PerfMn, NetScout, SiteScope, Mjueue Comrand Center, etc.) l's
t he operating system (on which the application conponents are installed)
nmoni tored on sewer and client machines? (Paging, File 1/O Network |10,
Local Disk I1/0, Renote Disk 1/0) Are application performance trends

noni tored and projected forward to indicate when thresholds wll break and
projected breaks that are alerted with sufficient tinme to alter the
application/systemto avoid service breaks from happening? Are

conponent / Agibid ?fé%b{?eg% SRR H@CHE I oA LEA hler SUTRNSNnaRRUREAY kb in

Framework | nter Are custo experience nonitoring tools avail abl e?
(e.qg. 'ﬁaplhlzf;lmosuppne ‘Bayldrethevbaipt managenwplsatazeriettidahat &g eddieesed Witbranyor i ng
(I\/basuretr n res nsetl transac ) cfy gl the
pr edi ctaBB]llﬁ a@gct?‘gtr § 8 gﬁoggefg éapglr%egg‘(é}gl éﬁ“%ﬂgg 006118 5P %r% {v%el ght in
t he SU%satﬁg@rmaWM|mlxmioum5638 ths siegisadedachi bh tﬂm)\oategnh:s 608. The
predictability rodu0| n FCl scores of, each

f 610 contriputes t s. . Th
pr edi ctcakeerias 018} Qﬁb N eFFé‘ﬁH&Fﬁ%? i a&gflst Heihg B@F@e whegand

col umm 1830ne ?Ul'be&ccﬁl‘?m AY¥&RRoutQhe frodd&ionk@fipdripobas I8 diﬁte chidbiRynf 9hd MBst
scoring. Alternatively, the scores may be automatically popul at ed b

recei vilmgoitant sategeries 008 rwere ddandified pp Change inemggement 96 Likaveupliyempnasegentent
syste m6é% Oger{[flh & o a}nuitg Or%n%grégljyﬁ?ﬁ ﬂﬁo&ég ﬁ%ns'férl xﬂir%l drﬂo 5 étnﬂﬁas{rﬁétfﬂ%t o

col um € Scor s may be
responsad r&ksmah@emamc 6551t capatitie maﬂegammt aigés sersiicaUetbadr mamggms:ntpéﬁs and

fail, a high, nmedium _ and | ow respo sane ot he rafi.n
st eyt En AR Howerer & Riarined ity forizt Sqbadhintols e ool hay

associ %fe%gmt]ﬁeétans,maﬁlb&eaﬂdrﬁéreﬁtf&ﬁteg&%s gogactices for scoring the
predictability factor . I'n sone enbodi nents, the score-sheet 620 may

have note fiFethiofdhe cﬁmeﬁgﬂﬁs 60% have: a pupbgsU T pesoviRipd apredietebilith Aictars cﬁrIQ was
?:ﬁ/.ezgf ff%r%teﬁa}n ttl'l ra&%ﬁ?fl@# ?gbiuw %54?8’1‘1%; %rgélgtaairl] gffrc%% 61{?) %ﬂet{ﬁlgétfs&cﬁ%ﬁ he
acr 0ss dataevablesunetries, or other factors which relate to how FCls occur within the bank for each
particulai' category 608. Within each category 608, the predictability factors 610 are weighted as
to how much each predictability factor 610 contributes to causing FCIs that occur within the
category 608 for the applications 606, as illustrated in column 628. The weighted percentages
are based on historical data analysis of the predictability factors 610 causing FClIs in the past.
The total percentages of the predictability factors 610 within each category 608 add up to one-
hundred percent (100%).
As illustrated in FIG. 14b, the change management 651 category's FCI predictability factors
610 may include:

e Are the procedures for initiating, approving, verifying and scheduling changes always

adhered to?
o Is there a clear distinction between a change request (e.g. upgrade application, change

router configuration, update firewall policies, etc) and a service request (e.g. resetting a

password)?
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Dependi ng on the answer to the predictability factors 610, in one

enbodi nent, the predictability factors receive a score in the answer colum
626 of zero (0) to one-hundred (100) percent. The score of a particular
category 608 for an application 606 is based on the sum of the scores for
each of the predictability factors 610 in that category nmultiplied by the
factor weight listed in the sub-category weighting colum 628. In sone
enbodi ments of the invention, other scores are used along with the
predictability factors 610 for each category when determ ning the

application | j i | : e the
SUb- chanriel /35l AAaP RYRSE (L% RN oAk dnt bR UEBRNER (FRI G

appl i cat i on apaisksloaneriatieyqlerfassess irelidatdro SIKACARGATHIS application? zed to
determ ne an ARCAT risk score and an ARCAT control score. The ARCAT ri sk
score is related to inherent application risks. The ARCAT risk score is
determ negd Dy halfife rd RE@ RGO Boupd¥eandl tR&Sproferh) &bedifled A @RRhbfakdDR,

such as business inpact anal ysis, downstream applications, upstream

appl i cat i onsninimizn $wcitipest toghe busingsa ugess inpduding it/ minpte pehedyle ghanesing s,

rel ated hardwar 0 r. iwacy data. The ARCAT control score is
a neasure o#$?ﬁ§”§§%?§%@ﬁ§%‘%%Eﬁ?@???%ﬁ has over various other systens or
applications. The ARCAT control score is cal cul ated based on how t he

application js_rel ated si_ness..caqptinuit t echnol ogy, hi t ect.ur.e,

pl at f orm or WP?t@FﬁﬁlelﬁtF&&p%Hﬁlﬁqvﬁﬂg@Etéﬁpﬂag ne téégpat[eg% S?&ﬁﬂ?‘ﬁﬁ%@{“y

busi ness.i1His @36 SSw iRdlehe: Nformati on security. The ORI score for each
application may ge reduced to a percentage of the total score, and the
ARCAT ri sk duetleramy shieBAoinsef falursCEPEFRHS 1ot kaetda dleage ansevef yesd! ORI
score. For exanpke the. ORIl re f jocul ar application in one

enbodi nent mayobéﬁfﬁ% (fr?tlpfilltggg rf/‘ﬁréjl g eflgc’fip%g{(%:ﬁént (80% . The resulting score
may be added to the ARCAT risk score, neasured on a zero (0) to ten (10)
basi s, and the ARCAT control i score, neasured on a zero (0) to tﬁn &1%?
basis. The tAmaAvadehility impagt infprgajionofinciysing s fetath ol e ipagt ot groposed

addi tional f : Haffe PaleBmeRhrofdshdegont rol score.

Furt her nDre,Cﬂgaﬂsgglg)lsﬁogg?&r@%éé? I'n e‘t‘%g %eat eggrgr;} vveirghti na colum 636 each
channel, and in sonme cases each sub-channel, is assigned a category wei ght
related to how the category 608 for each applicatipn affects the occurrence
of Fels ih %ﬂf?r%ﬂé?ﬁlﬂiq"g(ﬁﬁd ats@ﬁs-tc?ﬁﬁlﬁrn@fmpﬁlsfé‘ﬁvéeﬁ Sﬁc%e Hﬁ%ﬁ%\’recagl@atori es
608 within thsiRBRVAiReHiteN. For exanple, as illustrated in Figure 14b, the

change managenent wei ght for the e-commerce channel 2 is twenty-five
percent (25% , owhithe Yip touidegtify SEGF?% he BC channel 3 is twenty percent

(209, etc. Al so,.: . I i dl €ategory, the category
wei ght for e-c%nﬁ%&%gwkgi?ﬁ%?ggﬁ@ggpﬁﬁﬁ? ;15&3? mﬁ?le t he wei ght for the

BCT channel is twenty percent (20% . The sum of each wei ghted average for
each category in one channel . equals.a total. of e- hundr ed .per cent...( 1009 .
Thor of or of Q3R MILRYS BECRGEC P TOBHE: ATGlgfine o ROFCITE SENIES BRTBUY t he
wei ght ed average for each sub-channel and channel and then sunmed, so each
application has a score as to how it inpacts each sub-channel and channel.
Ther ef or es aisrephae pulisprpcatiusesis plage ta walidetet the ongoingencuragy and sppropuAieisssed
average of t redjctabi Lty factor scores 610 |isted in answer colum
626. The ap&t}%be?fp?'g rlgggpfi%(g%@s?%&gcegglﬁe-sthannel or channel is a weighted
average of the category scores 614 for that application for each

sub-channel or channel . I n other enbodi nents, the sub-chanpel, s¢core 618 may
be a wei ght 2P a0 haye definadnigrastipfar dhe iaﬁgi?@éﬁ}’ae’éehé@atyf #nd Wéﬁta@%’b’-‘t&tﬁnﬁel .

Finally, th % ﬁ%d@%j ion?

sub- channel qg@%@ggﬁ el%ﬁgj;oﬁ?%tgag%gf’i?% gitedl on"s g g%@qg%%ﬁ%? q)ty ﬁgﬁ é@ﬁgﬁﬁg I .

The score-sheets 620 for each application can be updated in real-tine,
during periodic intervals, or on an as needed basis to exam ne the
confidence scores of the channels, sub-channels, and applications. In sone
enbodi ments, the scores for a particular application or category are
e-mailed to a subject matter expert or_application nmanager at various
intervals, in order to remnd the perﬁ%%'tasked with populating that field
to do so in atinely fashion. In other enbodi nents of the invention, the
nmeasure tinme is tracked, and alarns and requests for updates to the
predictability factor 610 scores are sent to the proper enpl oyees to nake
sure the scoring of each application is kept up to date. Access to nake
changes to the predictability factors 610, the associated scores, or the
wei ght ed avenges nay be restricted to only those who have been granted

cl earance. I n one enbodi nent, col or-coded scoring is applied to each



Scores bel ow 50% are assigned a red col or code indicating that the

associ ated netric has failed and needs i medi ate analysis to determ ne a
fix. The contacts 700 section, as illustrated in Figure 15, is a
reference tab for finding the necessary information for the teans,
partners, points of contract, hierarchy |levels, notification contacts, as
wel | as other contact references. As with other tabs throughout the

knowl edge managenent application 125, in one enbodi nent, a user 104 can
drill-down fromthe channel |evel, to the sub-channel level, to the
applicatignd e . 4 Q. I eyl s 1 i £ or i
enployees? {%%yﬁéé?hgdﬁﬁggﬁnﬁrF¥|¥§§§%&?%B?E%Sfgdgﬁ§R%§82%%éé?#%ghfﬁ§dnanes
or title of nuintaioatsliengl By édmstractofeecodifohents fincimdangndd spartyinendbrah e hslp or
application.levels. Alfternatiyvel he user 104 may use the contact search
feature 7021‘iﬁ“t‘§?%9“&‘8{/\ﬁ‘t%hﬁt\ﬁ%%kf'% find a specific contact. Fi gure
15 illustrates an exanple of a contact display interface 704 in the

contacts 700 tab for the online banking sub-channel of the _e-comerce
channel 2. Tweilbswiedin 6|y, it SpvisE ecoptiBuiby MAARPALHE 1 §ogngategopes FCI |
execut i -&9@- Q itdigggmenager contacts 720. The executive contacts
710 seé%%%n %@?%ﬁ?%g %?@'érc y point 712 (or the title) and the point of
cont act 744 I{ the besindss hoeimaitg planpostahdard formbt? one enbodi nent t he hi erarchy
point 712 in the _executive contacts 710 section lists the technol ogy
executive, prdﬂu@@?ﬁﬁ”&% BP?ﬂﬁiﬁiﬁ?éve, e- commer ce production support
executive, and the technol ogy architecture and operati ons executive.

The manager contacts 720 section in this exanple displays the contacts for
shared ser vitawe allwitstanding lissges identifipch tae ran ssulb anfkiegingd beeni waolseheoris an
partners. Th Qﬁg [ .CO : an-lists the sane information as
the executi ¢ 1§§% acFS&V%%ﬁ§é H%%%d%ﬁ§ﬁgﬁng@%%%r hi erarchy | evel. The
manager contact 720 section also has the hierarchy point 722 and the point
of contact 724 for each hierarchy point 722. | n one_enbadi nent of th

manager cbndy Hersa Aoenmened s kadyal Freayery olaR Woplate fop sath sqrvice g BVERE one,

two, and th@g&u?fggMggkg&mggﬂgprt.nanagers, the websphere, the unix, the
di stributed perfornmance and capacity support nanagers, the domai n manager

center of excellence nanagers, test partners, as well as a nunber of other
managers and the enpl.oyees wh rk bel gw t hese nagers. The inci dent
recovery 'gu%ﬁ%g’ei%%gmf‘% CF('T'Rsl %@ﬁﬁcgtiidaﬁ?é@?fl aB&“(?f%%FCLg? ng of the know edge
managenent application 125, indicate that a specific hierarchy point 722 is
contacted in order to resolve a particular incident. Alink is provided to
send t he uséyre enitical backlps ¢frinfpematewrieded en o@ular bpsis?’For exanple, if an

i nci dent recovery guide 150 indicates that the incident should be brought
to the attention of the | evel 3 production support manager for shared
services,e ald i Rkidy i pegformée fivekudldd toriblies nachens odiabilict, W2biligctdndn
illustrated in Eigﬁbe 15. The user 104 can then send the incident ticket to

the proper AR IJuction support manager listed in the point of
contact 724 col umm.

As illustrated in FIG. 14c, the knowledge transfer management 654 category's FCI
predictability factors 610 may include:
+ Has handover/takeover meeting conducted with initial team?
¢ Has necessary documentation been completed?
e Rate the quality of on-boarding new resources (bank and strategic partner)
* Rate the quality of training documentation and schedules

¢ Are workarounds documented/new changes tested with workarounds in place?
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In sonme enbodi ments a hierarchy point |link may be provided so a user 104
can view a hierarchy map by selecting on the hierarchy point link. In other
enbodi ments, the user 104 may vi ew t he phone nunber and email of the
contact point by clicking on the nane listed in the point of contact 724
col um. The reports 750 tab, as illustrated in Figure 16, allows the
user the capability of extracting reports fromthe incidents that are
tracked within the know edge managenent application 125. A user 104 can
create, receive, and send a canned or customreport through the reports 750
tab. As illuyst ' cour, i [ Tl il j " rat or
751 can be fi ] s P, A e B Ry g 250
t ab i npredisabilifydhaers6d0 mggmededet ng reports on specific tickets by entering
the title 752, the start date 754, or t.he,end.date 756.0f the.jncigent
ket o ubies 1 sRlFeters B anX, paverniaed Savkd e SnoREit” (betbide Sebv g

probl em ti ch&lel: RefABeimiéPscoRby éli@privexathndldgs Rad teldvery ISR ) @éandeiméres 0
create reports based on the severity rating level 763 one, two, or three,
the status ¥ lgtergpplicatigiYent s, the root cause owner 766 of the incidents,
and the consuner VR I Q@y and operations assignee
768, to nane g?fg%%g E@gﬁ@%ﬁ%%?fﬁ?ﬁﬁg%ggﬁggkﬁﬁat the custom or canned
report 770 | ooks Dokekappditatem have supedétion plaprfoeanychontpetrhisted ¢gsbnaelegi?s0 t ab.
The report contains the information entered in the incident information
report generator 751 in the overview section 772 of the report 770. The
causal i nf olygRt hslicdR 96 hicOmrdl lplaast r at es the how the incident occurred
including the origination system 781, the causal event 782, and the failure
i mpact 783. The Mgsdke cantrpbplamupdaiedreithis pasticalandagyeardut t he i npact ed

channel 791, inpacted technical executive 792, the inpacted sub-channel

793, the geographic location 794 of the inpact and the nunber of FCls 795,
DCl s 796, « PiHiogs it busiaesd ikiphes anflsis Blisg? r eport 770 al so lists the i ssue 784,
the custoner 785 inpacted, the restoral 786 information, the cause 787, and
the resolution 788 of the incident. The reports 770 are typically generated
for senior exeuita& FRPRESIENhe’ RPNty ManABet 656 EMéRRH FON pRediiability
basis. The reports 770 can also be used for metrics collection and

anal ysifacters 40 may inpludgt ng t he strategic goal s of the bank. The 1C
800 tab, as 4{llustrated in Figure 19  is wher e.inci Le t ed
from when® t IQ P ?‘gtd(?sae ?icflfrslé. b Fésalrng YL‘@“'%I% hos reatgtgl{s}ﬁlté h%ﬂﬁ]& ‘F]?fhléat i on
process to dpplicabih an incident when it is first found. The first step in
the process when a production incident occurs during a production process
or on a production systemis that an error record with information of the
incident |s S 0 t n : 130,
as iIIust#afggq;?£gP c 181§?ﬁ#ﬂ%%g%%agﬁggg?%gﬁ?gézﬁdggva%ogngggggégfﬁa
noti fi cati omampdigmsgie.)e- mai | or sone ot her conmunication that an error has
occurred. After receiving a notification or while perform ng proactive
nonitoring the user 104 searches the database for a new incident, as
i1lustrated QY dhk@okd dBds i P& fdrNBdivimal debAcdsant dlék e ffPabdaiappicdciimat t he
user 104 identifies the i ssue associated with the incident by exam ning the
error repor Mmaximyneappsitabase? as illustrated in block 1814. Once the issue
with the incident is identified the user 104 searches the | nowl edgebase 200
for any related incidents that have resolved the sane issue in the past, as
i Il ustratedAra key asmpshedB Y fesonrted) onitersd fbdapiacindBathélg.t Herdtdisk, enensory,n

fact a relakﬁﬁjingident, the user 104 drills-down into the incident report
to see if t o icular related incident is resolved, as illustrated in
di anrond 1818. If the incident ticket is resolved and cl osed-out then the
user follows the procedure outlined in the | now edgebase 200 i nci dent
ticket toer dscipaeitytduta canstapthy anahyzied énbelp #sresoliinn ofanedenithangd wellend20. The
user 104 may cl ose out the issue when the incident is resolved, as
illustrated in the term nation bl ock 1840. Furthernore, as previously
descri bed the user 104 can update the incident ticket found in the

know edgebase 200 with any additional jnformation found during the process
of closing the current incident reporﬁﬁ'in order to hel p subsequent users
facing the same or simlar incident. As illustrated by dianonds 1816
and 1818, if the user 104 cannot find a related incident ticket or the
incident is not resolved, the user 104 |logs a new incident ticket into the
I Cl 800, as illustrated by block 1822. Figure 19 illustrates the incident
hone page for the incident tickets. A user 104 can enter an incident by
selecting the "new incident” button 801 in the 1Cl 800 honme page, as
illustrated by block 1822. After opening a new incident the user 104 is



in the error report stored in the bank databases 130, such as the problem
ti cket nunber 811, severity 812, or start tine 813, as well as any ot her
information that can be found in the error report. However, a user 104 al so
has the ability to edit or delete any information in the incident ticket.
Therefore, after a user 104 creates a new ticket he/she can enter in or
change the problemticket 811, the severity 812, the nmaster ticket nunber
814 (the nunber of the first error report for identifying the production
incident when it is first identified), the client inpact 815, and the
status 809 of .t icke E r , : te inci dent
ticket th?ay Anggyagdg ‘%asct%0 3}?3.?’ icgéj%ngu(%?gﬁs aﬁglcﬁ? ﬁ{e%glgrgér%a?lﬁgé}?nacif%%% dtﬂ?l?: et
when it is reampsmehtpyoctds8m or when it reaches certain mlestones in the
process by selecting the start lime 813, L2 awareness 816, MOD engaged 817,
restored 818, and finished 819 buttons. After the user 104 | ogs the
new ticket iAYifubtheed iRFIG0Ne, thBGeiviRevkhahehRWS6I7ThRatepad ST Ipédiabbiligs for
escal ation, as illustrated by block 1824. The paging guidelines tell the
user 10actorsfdBanayrinelpds: type of incident occurs, who needs to be inforned
of the ingi t ' tor ARe ' uj dal | t i n

t he incidgnﬁﬁ$5gg&§r§0§u§%§§ f&%@é?i}ﬂéf6?%%@%§%SL?§05?§%9 f%?ﬁ§ﬁ§gﬂger
104 al erts tbaeink®\bahk teaknolddy que@pagtibns®t for the incident, as illustrated
by bl ock 1826. hi one enbodi nent, the |level one (1) paging list is the
group of people who are first notified of an incident. The |evel one (1)
pagi ng |i gt [DaSE L&hh Ysshkd 85 LaBot he first hel p desk |evel used to

t roubl eshoot any basic problens. In one enbodinment, the level tw (2)
paging list is the next group of people that are nade aware of the

i nci dent d |y tasked to deternine t d fix th
nai dent 5 e DTGP leAPRURE PrRg T L OR s BT o) Thagi ng 1 st

is the group of people that are contacted when software code needs changi ng
to fix a particular incident. After the level two &é) pqging is conplete,
the user %0AgaTesmantk it vendas desumsated pnd pefiegtedin s Ld¥Sphonel i ne) with
the enpl oyees on the paging lists, in order to begin use the know edge
managenent application 104 to resolve the incident, as illustrated by bl ock
1828. o [Ides ths SLAlG#uitbeninthge nfeaties r esp aisdreligbilifye seoutity] esetviteo hawses
the problemas illustrated in blocg_1850 of the respo se process provided
in Figure 26UPHHEL reseeRse {ies, tpaEpad fimes MRHECHST3S wel | as the upstream
and downstream systens and custoners affected through the flow charts 400,
as illustrated in block 1852. Furthernore, as illustrated in block 1854 the
user al soeexnitives metlenisosanplade ttonerit? @0d medsurhiall iterns existingSbd6? y gui des
150 in the playboolcs 100 tab for processes that help resolve the
incidents, as well as existing data and history of related incident

tickets. ¥hagse SLABhaRE cRatNGdensiEes kED4arkbiodot BaviepPOOR] hadiRbiligs abliabdittyf r om
each group, and determ ne the custoner‘iqpact for the current incident
ticket. supRort, rgspense dimeg apdchange k 8 the user assigns a severity

| evel to the incident ticket. The severity level 812 hel ps determ ne the
process taken to resolve the incident, as well as the proper individuals to
make aware ofs flhstratediindiG. 144, thbh sygsemenanageinemedS88eRegondn diéd predictallitut

the res uuti Q roc$5@yof the incident ticket, the user may enter in the
severit Cﬁﬁéﬁ ﬁ&g’ﬁ U¥owngr ades 820, if any, over the life of the incident

ticket. The AveStoBIsYarl pRG¥ss&LHEDldcY t6NARGRRe AreqiGaPreRe th tubldthed ¢Vaeht Y
upgrade or downgrade history field 821. The user 104 also enters a brief
descri pti on iBpactigdvprsis prayide sparpianabielis?1l into the incident ticket, as
illustrated in Figure 21. The brief description 822 is a title or short
sentence outlining the general problem and the problem description 823 is
a nore dewaiAredofgstdnt phiednechholoe nmitbtisgnools availéile®efe.d. hereeaer PeyyMoey el
812 is determ ned t§¢ MOD H?kes deterg?natio on who the incident should
be connunic&?%gxpﬁ rPcapraMqueyetommagd CenehE%%he i ncident ticket to, as
illustrated by block 1858. Thereafter the MID escal ates the incident ticket
to those levels, as illustrated by bl ock 1859. At the sane tinme the
MOD is determ ning the escal ation, t heoQUser 104 and anyone that the MOD has
al ready escalated the ticket to, begin the step of analyzing and
researching the issues associated with the incident ticket by using the
resources contained in the know edge managenent application 125, as
illustrated by bl ock 1860. The user 104, and anyone notified of the
incident ticket, may fill out the fields describing the problens, tracking
the progress of the incident ticket resolution, identifying the source of
the error, etc. The ICl 800 has the ability to store the history of changes



As the users 104 are analyzing the incident they nmay add information to the
incident ticket. Wthin the incident inpact section 830, illustrated in
Figure 21, a user 104 selects the affected channels 831 and drills-down to
t he specific sub-channels using the sub-channel inpact button 832. Wthin
each of these channels 831 the user 104 nmay enter in the nunber of FC's, .
DCl's, AM.s, and PHLs for each channel and sub-channel. The FCI and DCl
breakout 833 further illustrates howthe FCls and DCls are broken down
wi t hi n each channel and sub-channel. The user 104 also fills in the
affected application and functionality section 834, outlining in greater
detail how the incident is affecting the applications in each channel and
sub- channels. ISt operstingwystomXprevhicin the applicatiosrroggendnts agsptiplled beropiforgd on
information r . 4 e r.nel ty/eh ' o&E pDignd what
i npact that isgk%{a%?r‘fg&é%ﬁt eg(:t%a?%%’edgﬁb%%?ﬁrﬁg@%g%dlggkgﬁg i ndiD(i:%t es the
geogr aphi cal ¥@cation 836 that the incident is inpacting, which may help to
identify the root cause as a particular systemor server. The total
incident inmpact 837 is tallied at the end of the inpact section 830, and
lists the teotAte dpflicatioD@irformadvk Srendsuioditdral dndrproigeed Srarnddp indicste when

sub- channel . The.,descri pl. i =Rl 1 t keeps
a running tabﬂ'{??hoédgﬁ?rﬁr?feg’g Idgﬁrge%@%l\?@%%t%a@g%é&fgéw%tg%fﬁg@%t%ﬂ%ggo é\%iﬁt he
ticket. A usesppli@iomsystemso avdid sdracabrdals éwortiappanmg?i n t he Cot nnDetails 841
section, indicating information related to resolving the incident ticket. A
running tab of the conmunications 842 is kept in the description section
840 and nay bgreedomponept/Apiticationd iagrfadee neitcledit (Al Compatenty aBawhdarisso
available in I;L;he dels(%i?ﬁ)ti 9n section 840 is a work around 843 secti on,

whi ch al | ows FAEEK ¥%)descri be how the probl emcan be tenporality
fixed until the root cause is identified and fixed. There are al so restoral

and resol ution 844, and ropt causg descrjpti 45 section ha .user 104
popul at es Wi t4rej FHSIMER {KBTHCPE MOREEs E?lolﬁgavéﬁa’l?%i fﬁ-%gf‘t% éB%‘le %ﬁ%‘é‘g of the
i nci dent ti cK@bnitor, Compuare Vanthgé AgttdsdModiofit® (Mealid6 Fansadtiohiespodotimeause i s
not identified at the_ initial level the incident is escalated to a higher

| evel for mor&ugsehed YO"Bdn the incident team as illustrated by bl ock
1864. Thereafter, the team anal yzes and researches the incident ticket
again until the root cause_ is_identifjed., K Ariel the root.cause,|s.

i dentified tHéachet heardigadiliy fW%éﬂ@ﬂ’cs?géb?‘feﬁﬁf ?Fé‘gn%‘;"dﬁ’ wteWth‘f‘cslbet cause
failure, g@scatdabds Weahsh RYluBhO6I8 h8GGiatel f withitowl iedchi priledsiing ficdueRt f or
change ("RFC') form_ which is used for r&ki n .S g_gﬁem Hard re,

process epmiRyies to pENueing FRESC Hhsriseres gl ga §’r‘?‘ﬁ‘i§$’ﬁ‘(}é 197 &1 H &gy e %icket .
Fur t her Npk6red toyeihk N6HdS Msted Uh Abiugih 83b] ottfer cAPRIFLE] 6f ai wieh 004 i ghdrfieof | me i t
t ook from when the user |ogged the incident into th k{;&\é\d eegg% managenent
appl i cat Feyiswinssthe geqring; Hilterfagively the peores fanglmpuipmaically populafeg OYPeq0amE A
link t0 {inBRG thosk 8iheB 4fblicafonah | the knbWRIMOBaEHEMaE! systehOl oAt thebails al SO
provided for followon inquires by the user ?]104' @&%er thgé\;l i's

i mpl emencewpesyseEs 140 arsdllastien ty Hp forgat ¢ E“Wiaﬂ‘aﬁ UG- e t eam
resol vedgt & hAoledRld dnl £SKRE ordfo’ febpontd, @k, bRoki 9lkie, 1RREntagth & midfder 104

fills out the other details_section 850 and the root cause section 860 of
the inci g Pessek &il, a Irigh, raeditan, apd loy Tegpogss: pT WSS Himdlaaing FRy *ehbas f or

a probl CuidURN B vilcEKfich 355 QARCHey Bade OB (XBUNUCRRS thatbdson 853.
The probl em sunmary 1 section is populated with information indicating

how t he pratines feroeering el pregiciabilith &ctps 19 dy semepbadimsniss fsorcoetlesh Pehl em
and the g;lﬁgq{a aQtb fﬁf&% AbRBhRSH A0k ikh Gosial m‘glsa- palticld 5648 twad $5ic TSNt 852
e e

section cribes the technrcal tean1[esg9n5|, for the pernmanent

resol ut i perticutpreprestiatahilifs factor 656 inerderio gsiydbe tahing thedeyt prbaotesieldsihplgto

out come sof Lo T b DG The other details section 850
al so i deg{e?t%:ﬂglgéﬁ 1t oﬁ%gﬁgﬁﬁhﬁg’ve the incident. The
identification of the tools utilized includes, but is not limted to, the
pl aybook used 855, whether the user 104 consulted the krtow edgebase 856,
and an attachnent area for any files 7 that were created or used to fix
the incident. Also, in sone enbodinents links are included in the incident
ticket, which take the user 104 to the tools utilized, including but not
limted to, the incident recovery guides 150 used fromthe playbooks 100,
the incident tickets used fromthe | cnowl edgebase 200, etc.




The root cause section 860 is also popul ated by the user 104 after the
incident fix is determned. In the root cause section 860, the user 104
descri bes the causal/failure details 861 by answering the follow ng
guestions: where did the failure originate 862; what event caused the
failure 866; and what issues conpounded the inpact of the initial failure
8707 Under the question, where did the failure originate 862, the user
popul ates the fields describing the initial point of failure 863, the
second point of failure 864, and the final point of failure 865. Under the
guestion, what event caused the failure 866, the user popul ates the cause
867, the event 888, and the description 869 sections. Under 0duznlgllgijestlon

what issues cownsadingien thenswep de theopregigiability foptars 610 i oae gmb thser 104
g?rgrl ate {eﬁgggfhﬁp@%)rsggcjaveta@@oré RPfhe afsHdS Sl 636 &Fro @R dnbButRASUO®r and

technol ogy and ogﬁer ations assi nee 873. he user
104 al soptme»rzltsThmconenéaamudmmemé for popPHETion Y4 isbased oRHBSUNOERS to be

done to coml@t &4 BemE g}&dﬁ{abﬁﬁﬁfabﬂa&'ﬁ@nﬁ that MEdeBST HRHiBlied 1) Shd AEhORAER | Cket

al so has a conmuni cat Istory section 890 thnt keeps a list and tine
st anps ahSterﬁlthmbﬁeﬁﬂgoremﬂlgh@gcah@n&élBet ed information in the i nci dent

ticket ggﬁg @haggs 130,
alscl FI ustrat lg By EIJPOC T&g@%ﬁ\ féelr&\;\s%tro Pséﬁg%\géﬂ?@e{l%@ he 1 nci Zent
has in f &storbEdrforf ¢agle datégery Weengietarmininggbe spplication esmjar@)bem&lka ghion
Thereaf t el GNQUSH chBfaEofle Suf SR add Erdnid URoRS. | b&#%&&%ﬁ@%%ﬂ&' ock

1874. Thé&™fT nal" cormuinr cati on regarding the incident Is sen
with an bmbmdiemts sonapplisatiom gisks |and topnira daspessiprng kol 1EAB.CARRR is wulizeROD

approves %U&ﬁc,&'f' %sll\%resaﬂ&) 1) %ﬁdﬂecohﬁl& IR0t THSD0E }“h& B is related

| mow edge ase e 1ncident report Is store future searching
and troulxd mbéremtapplirafior riskel The ARGAT dekntcere is determipeg bYsﬁelﬂna@m adeeunt Frgs

access tgﬁ%“%za%%sth& Upfiftidiond, Wl 12 Lﬁsﬂﬁngﬁn&ﬁap st Uimshrbdik ShpifedibnBl! | UP

the 1C Tidme page e user 4 may ’sear ch
for ti ckapmemtipphcwomrtransaatlm raiat daiz avolpmegd Fecovery n@n@eﬂqlwdmaﬂs rebgeder ity

804, or g L Cke%%o Xl mgrgfﬁc {h%a, WA}ﬁ@ﬂfeéﬂtﬁ eoehLaeieroMﬁaomt

ticket ndAbEFS € search criteria, as we
associ at en aplﬂsumﬂdmsmverptamus 8bet, syauants sae‘amﬂlcat}onsog'hﬁ dRGEE Iqonﬁlfol sdeee Isnci dent

R T
. colum. platform Bhenkrwxzﬂemtdgmdnﬁmagﬂminy, sgdatery edngdiatrss b‘eameeéc am’ewy erdo t ab,
as illustrate n_Fi f ' rai ni ng
forumfo ?R:f 1 Wsﬁ%@ﬁs Ssoci aﬁe’g911 %%gcl)# g?rengﬁo%%%éﬂ%gk%adew
900 can bcﬂa]lst&ﬁél ahd it AR@ARIrisk dcomaid ARICAGT contrel sbmramayﬂxg added taafhk fipdl QRie
enployees at Qyees S adeny
900 pr ovi*tE% yﬁ]f F’fﬁg‘pﬁerg’l é’ﬁf o@%gger%ﬂ@%:%?fﬁﬁ%ﬁ% V\lﬁ% %1'{}630%%1&%% efe ao%

appl i cat intultipliddby exglaypekbm(am%)kmefwdm@coremmeaédeﬂhtethpm@d]ﬂnskmcaqpport
enpl oyees and t he access to tion

ot ogr A PEARFA PR 4 P O R e Ay ERRerFRE Bebier S AP T he
bank. I n t®ich€10) ®adx0 dlhmhblsscoﬁehestnmim b£B00PR putiewsinclgdds dlre additicha $actond of

associ at ed ecifi | catl on progranms. Figure 27 illushates the
Aacaderry @&r-'e‘ Q&S@Bfeaflﬁg?‘gt& ¥A5OFor the academy home 902, view al |

| ear ni ng 904, Frtth@fnadie,| 28 allustringd Qﬂﬁe camgbry ineightiigoshon 36 e8B8hannel, and in
some cases each sub-channel, is assigned a category weight related to how the category 608 for

each application affects the occurrence of FCIs in each channel and sub-channel in relation to the
other categories 608 within the application. For example, as illustrated in Figure 14b, the change
management weight for the e-commerce channel 2 is twenty-five percent (25%), while the

weight for the BCT channel 3 is twenty percent (20%), etc. Also, for the availability
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sections. The training nodul es may be provided to the user 104 in a nunber
of different formats. The nodul es nay be slide presentations, videos, pure
audi o, or an interactive display, to nane a few. The acadeny honme 902
tab includes any required certifications 912 that are deened necessary by
t he bank, LOB, departnent, or group in which the user 104 works. A status
i ndicator 914 notes if the certificate programis available to take, if it
is in process, or if it has been conpleted. A note icon 916 is also
provi ded to make notes related to the certification, and a bookmark 918 is
provided to take the user to specific |inks associated with the
certification program The acadeny home 902 tab also has a drill-down
butt on 92@nagomant| categerbicthe sefpgornweight fop sicommery dhiiBeeninerentfds%e), ivdiladhul es
and requi i i i igatad 1 J rated
" gur eBHF RSP hathBlls Wl paber B0, R sl bRt Shte B ot s
requi r ed ezhdatagrey freme ghanneftequdiea fetrl of enethyndrodipiredst d00%0h Fhesglows eategory

conpl ete r = ) .t@ﬂiieﬁ t WsTatarell ot her
modul es g%’{%rﬁéh?(gié E‘gldﬂ%ﬁ%cﬁ%?%&dé me g%gﬁlﬁ%@gef.ab%%%ﬁﬂo%%b may hg%ﬁ a
nunber ofhasedzhdthen sunamed, beeagh epplitatipndespioorass tobew itdmpastsrgelpsubwhamel nmove
onto thw%ﬁﬁnefecti on or nodule. Test or quizzes may al so be required at
the end o e nodul es to deternmine the user's 104 proficiency with the

subj ect mat t eFhebafpror as prévdonglyadiscad,ithe eategory coreplt dveweishted eiangerrddifl es or
. bef Let ) : . . _ o .
etore Colilbifl b o (bes510Hsloh G bilfweP bARRA TS, S THE i Rtion A6 B16 Ryrid AL US

i ndicato ays e status tor eac e view a

| ear ni ng s@Bchatreeb onthamws istarecigiged averegb obiths sategarnsrgres il # fayfthat lgpplicationipn g
nodul es that ar aj aty t b%%dg]% a € £ e
progr ans e%cg iy gﬁﬁ@élr bljsa%hﬁel'ac%dﬁgﬁ? one gtf’ ﬂ%hsteug%g%%af ?éégct gﬁ:)yg% rbg?rés and
modul es  wwighted avergganif fecipplicatienysrores Fbhfog tiabsubsqhewsiel. i Bingllybthe ghamnelgaoresor j obs
W Lhi N acRs Qe SRR bage Y RicGIR REhe1 Bbref EAVIhe apHiEaidh SLord bt e G add

the certi I'on" progr ans -or at the user IS require
t ake, al dagchanddh any that are available to the user 104 to inprove the

user's 104 general ?Rgﬁ FERt i sqdannel s,
or channel s \?\Aﬁf e‘icﬂrcfksi‘]}ge\{%)an ) r%ﬁ%@ﬁ%?%?%oﬁ%ﬁ%@%ﬁﬁgho agg’gﬁl n charge
of a gr oiervalgpardnnents neaded bassy tohemaminchthe aifidenge saores i the chasoels, fsub-
certification prograws..or dul es I aUs | t
group, dgfb@fl%lﬁe%@,%p% cg?l ':mlshgﬂl cséfnt%i ?B%b%g’ﬁ e%{r%’ bhlréosgé%sm%cgfa h%g%ﬁmgs)gp Erlédﬁﬁ%%&a
upl oaded cltyochare zamailed fio tIsabjept mapter chppaot apphitatios tnanager of wrloupintarvals, user s
104 in th peci f.i,c grou epart L . i [0l [ areas
of inter 8@“ %&mltnﬂge&glés?n gwlfgﬁ ?‘r?ogﬁgﬁ%otg&st%egﬁgf}%? é‘pt%?et%r%%k‘?ﬁ'gﬁ 8&“
The sear elbddbaents ofxhd Gettmb, thk heasiratins sriratlef, 4wl gbemf endequgsisdorkpdaieas e,
group, d rtnent,.supb-ch el n i i r .
Qert 11 oG R R BB B Ries SUARATS s SERBIEA R bl coopng
sear ch r efedch spplicatipindykepk tip taf dateh e Acezsd to fmake thanpespo Ggrpsetictalitpfdtokse@ 0at t he
bank. If the user. 104 is_.allo access 1o . ifhecatio ¢ or
nodul es, ﬂ{emc{aﬁeg SEREES o ‘V%éﬁ%aa 1 IS‘%Y ?%%gggtgéﬁoa%%ﬁ 0 Eenﬁhﬁp h&%ﬁggg ear ch
| eani ng goatell aldadancet he user's 104 acadeny honme 902 tab.
In one embodiment, color-coded scoring is applied to each scoring level to give a user
104 the ability to quickly identify the channels 602, sub-channels 604, applications 606,
categories 608, or predictability factors 610 that are acceptable, in danger of failing, or failing.

Scores greater than 75% are assigned a green color code indicating that the associated metric has
passed and is acceptable. Scores between 50% and 75% are assigned a yellow color code
indicating that the associated metric is in danger of failing and should be monitored ciosely.
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The view transcript 908 tab allows a user to view the user's 104
certification programor nodul e history outlining what prograns and nodul es
t he user 104 has conpl eted and passed. Furthernore, it lists the scores of
any tests or quizzes that the user took or was required to take. The view
transcript 908 tab is not only very hel pful in keeping track of the various
certification prograns and nodul es by the user 104, but also for the
manager and executives as well as audit organizations, and regul ators.
Manager's and executives can easily upload nodul es to the acadeny hone 902
tab of an enployee, and track in the view transcript 908 tab what enpl oyees
have conpl eted the nodul es. Furthernore, audit teams do not have to spend
time fin&eores plaw 5% aassgned 4 red cdonnedk mdisptingcthatitepspasiatedyaeitic pasdpild y

appr ai se v 1 LAl Aelhihh gikar application because they can view
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at the bank. As illustrated by block 1902, the know edge managenent
application 125 receives training moddfes and certification prograns, al ong
with the associated tests, quizzes, video files, audio files, etc. froma
user 104 though the user conputer systens 110 or automatically through the
bank conputer systens 140 and stores themin the bank databases 130. The
nodul es and certification prograns nay be created and upl oaded to the

know edge managenent application 125 by the user 104 or they can be pulled

or pushed into the acadeny 900 by the know edge managenent application 125
as they are created.




As illustrated by block 1904 when a user 104 selects a training nodule or
certification programthrough the user conputer system 110, the know edge
managenent application 125 allows the user 104 access to that nodul e or
certification program As illustrated by bl ock 1906, as the user 104
conpletes the training nodules or certification prograns and the associ at ed
tests, quizzes, etc. the know edge nanagenent application 125 receives the
notification of conpletion fromthe user conputer systens 110 and stores
the progress in the bank databases 130. Furthernore, as illustrated in

bl ock 1908, as the user 104 conpletes the training nodules or certification
prograns the know edge managenent application 125 unl ocks additi onal
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Managenent Systeni. Specific | S ' ' :

descri bed her@}"n@wﬁsﬁi‘%‘*&’r falscdé %lﬂgtﬁgrigﬁﬂélggﬁt& ag{)w%%%%n{é%%l?g%k&{aﬁlg{yie%ent i on
set fort brthetig Repoits |froeoiies fnoidents dhdtoare nreackéd Mithi the kowledge reagagdmicoh t he
i nvention pertai avi ng.the benefit of i j 60 he

f or egoi n@m@’@@@lﬂi lg? i gkhgse’éﬂ)(? cﬁge%tg’srgéce?vé’t %ndl sgrsda%m&%g% &}%E%%f%?fel, téhirhéé to be
under st oggoitd'PE0 tilh eAs illustrateddum Figarerio} the inchient infurrain repotthgenssgiercist icen be
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t he appergesds 61 sietific tiitets tougleriag Gei titie7 52 aherstah dgte @ lonthednddate 756 ofithey ar e
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conpri si ?a%ng ?evlélals‘?ﬁr?a (I)n@,t t%vro]: gr tEJ;'ee, the status 764 of the incidents, the root cause owner 766 of

the incidents, and the consumer and small business bank technology and operations assignee

768, to name a few.

Figure 17, illustrates what the custom or canned report 770 looks like after a request is
entered in the reports 750 tab. The report contains the information entered in the incident
information report generator 751 in the overview section 772 of the report 770. The cansal
information 780 section illusirates the how the incident occurred including the origination system
781, the causal event 782, and the failure impact 783. The Impact Information 790 section lays
out the impacted channel 791, impacted technical executive 792, the impacted sub-channel 793,
the geographic location 794 of the impact and the number of FCIs 795, DCIs 796, PHLs 797, and
AMLs 798. The report 770 also lists the issue 784, the customer 785 impacted, the restoral 786
information, the cause 787, and the resolution 788 of the incident. The reports 770 are typically

generated for senior executive management reporting and are reviewed on a daily basis. The
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a menory device; a conmmunication device; and a processor operatively
coupled to the conmmuni cation device, the user interface, and the nenory
device, and configured to execute the conputer-readabl e program code to:
receive information related to one or nore incidents, where each incident
I s associated with a business channel, a sub-channel, and an application;

store the information in the nmenory devi ce, track the status of at
| east one incident between the occurrence and the resolution of the
i nci dent; and di splay on the user interface the information related to

the incident on a channel |evel, a sub-channel |evel, an application |evel,

and an individual incident |evel.
reports 770 can also be used for metrics coliection and analysis used for driving the strategic

goals of the bank.

The ICT 800 tab, as illustrated in Figure 19, is where the incidents are fracked from when
they-are first identified. Figure 18 iflustrates the notification process to deal with an incident
when it is first found. The first step in the process when a production incident occurs during a
production process or on a production system is that an error record with information of the
incident is sent for storage in a database, such as the bank database 130, as illustrated by block
1810. In some embodiments a user 104 receives a notification, through e-mail or some other
communication fthat an ervor has occurred. After receiving a notification or while performing
proactive monitoring the user 104 searches the database for a new incident, as illustrated by
block 1812. Afler the user 104 identifies a new incident, the user 104 identifies the issue
associated with the incident by examining the error report in the database, as illustrated in block
1814, Once the issue with the incident is identified the user 104 searches the knowledgebase 200
for any related incidents that have resolved the same issue in the past, as illustrated in diamond
1816. If the user 104 finds that the there is in fact a related incident, the user 104 drills-down
into the incident report to see if that particular related incident is resolved, as illustrated in
diamond 1818. If the incident ticket is resolved and closed-out then the user follows the
procedure outlined in the knowledgebase 200 incident ticket to resolve the current incident, as
illustrated in block 1820. The user 104 may close out the issue when the incident is resolved, as
illustrated in the termination block 1840. Furthermore, as previously described the user 104 can
update the incident ticket found in the knowledgebase 200 with any additional information found
during the process of closing the current incident report, in order to help subsequent users facing
the same or similar incident. -

As illustrated by diamonds 1816 and 1818, if the user 104 cannot find a related incident
ticket or the incident is not resolved, the user 104 logs a new incident ticket into the ICI 800, as
illustrated by block 1822. Figure 19 illustrates the incident home page for the incident tickets. A
user 104 can enter an incident by selecting the “new incident” button 801 in the ICI 800 home
page, as illustrated by block 1822. After opening a new incident the user 104 is taken to the
incident ticket screen 810, as illustrated in Figures 20 through 25. In some embodiments the
knowledge management application 125 can pull data into the new incident ticket from the data
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2. The systemof claim1, wherein the user interface displays information
associated with the two or nore incidents, such as the nunber of open

i ncident tickets, incidents open |onger than a specific response tine, the
nunber of incidents per channel, sub-channel, and application per how, day,
and week, the nunber of failed custoner interactions resulting fromthe

I ncidents, the root cause of the incidents, or the nunber of failed
custoner interactions in the channels, sub-channels, or applications as
they relate to other channels, sub-channels, or applications. 3. The
systemof claim1, wherein the processor is operable to execute

conput er-readabl e instructions stored in the conputer-readable nmediumto

di spl ay @nthefeerousport |sm@rmah@bmﬁedambnﬂ§eﬂ3%f8ﬂ¢msﬂ the rprebless diefet aﬂ@bﬁrvﬁlﬂh each
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certain mllestones in the process by selecting the start time 813, L2 awareness 816, MOD
engaged 817, restored 818, and finished 819 butfons.
After the user 104 logs the new ticket into the ICI 800, the user 104 reviews the paging

guidelines for escalation, as illustrated by block 1824. The paging guidelines tell the user 104,
based on what type of incident occurs, who needs to be informed of the incident. In one
embodiment, the paging guidelines are located in the incident recovery guides 150 of the
playbooks 100 tab. Next, the user 104 alerts the level two (2) paging list for the incident, as
illustrated by block 1826. In one embodiment, the level one (1) paging list is the group of people
who are first notified of an incident. The level one (1} paging list basically serves as the first
help desk level used to troubleshoot any basic problems. In one embodiment, the level two (2)
paging list is the next group of people that are made aware of the incidents, and are usually
tasked to determine the root cause and fix the incident or provide a work around. Finally, the
level three (3) paging list is the group of people that are contacted when software code needs
changing to fix a particular incident. After the level two (2) paging is complete, the user 104
opens a knowledge management bridgeline (or phoneline) with the employees on the paging
lists, in order to begin use the knowledge management application 104 to resolve the incident, as
illustrated by block 1828.

The user 104 then begins to respond to the incident to asses the problem as illustrated in
block 1850 of the response process provided in Figure 26. The user 104 reviews the maps 300
tab as well as the upstream and downstream systems and customers affected through the flow
charts 400, as illustrated in block 1852. Furthermore, as illustrated in block 1854 the user also
examines the knowledgebase 200 and the incident recovery guides 150 in the playbooks 100 tab
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ratios of the incidents or failed custonmer interactions per channel,
sub-channel, or application. 6. The systemof claim11, wherein the
processor is operable to execute conputer-readable instructions stored in
the conputer-readable nmediumto display on the user interface failed
custoner interactions that resulted fromthe incidents. 7. A

nmoni toring systemfor use in tracking and resolving incidents occurring in
a business, the systemconprising: a user interface; a nenory device; a
comuni cation device; and a processor operatively coupled to the

conmun 'f&ahlloggssgsemag felp! SIS e ndidehtsas weﬁ% é}e‘lﬂ'ﬁmm én(g gié't(ﬁ'? of dBfted

configuret to execute Pre conput er-readabl e progra
incident tickets. These tabs help the users 104 find the appropriate resources from each group,

and determine the customer impact for the current incident ticket.

As illustrated in block 1856, the user assigns a severity level to the incident ticket. The
severity level 812 helps determine the process taken to resolve the incident, as well as the proper
individuals to make aware of the incident. If the severity level 812 changes throughout the
resolution process of the incident ticket, the user may enter in the severity upgrades or
downgrades 820, if any, over the life of the incident ticket. The history of any severity changes
are recorded in the severity upgrade or downgrade history field 821. The user 104 also enters a
brief description 820 and problem description 821 into the incident ticket, as illustrated in Figure
21. The brief description 822 is a title or short sentence outlining the general problem, and the
problem description 823 is a more detailed description of the problem.

After the severity level 812 is determined the MOD makes a determination on who the
incident should be communicated to and what level to escalate the incident ticket to, as
illustrated by block 1858. Thereafter the MOD escalates the incident ticket to those levels, as
illustrated by block 1859.

At the same time the MOD is determining the escalation, the user 104 and anyone that
the MOD has already escalated the ticket to, begin the step of analyzing and researching the
issues associated with the incident ticket by using the resources contained in the knowledge
management application 125, as illustrated by block 1860. The user 104, and anyone notified of
the incident ticket, may fill out the fields describing the problems, tracking the progress of the
incident ticket resolution, identifying the source of the error, etc. The ICI 800 has the ability to
store the history of changes made to the incident tickets, and store information for each field
from previous incident tickets. Thus, the user 104 fills in the appropriate fields in the incident
ticket through pre-stored drop down data, or if there is no associated related data the user 104
may manually fill in the required fields. The user 104 is encouraged to utilize the pre-stored
incident data because it standardizes the language used across the channels in the incident
tickets. This allows the users 104 to better understand the issues and resolutions for the incident

tickets in a timelier manner.
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receive information related to one or nore incidents associated with a
busi ness channel, a sub-channel, and an application; store the information
in the nenory device; and di splay on a dashboard on the user interface
t he busi ness channels, the sub-channels, and the applications along with

I nformati on about the one or nore incidents associated wi th each business
channel , sub-channel, and application. - 53 - 8. The system of
claim7, wherein the processor is operable to execute conputer-readable

i nstructions stored in the conputer-readable nmediumto display on the user
interface information related to the one or nore incidents on a channel

| evel , a sub-channel |evel, an application |evel, and an individual
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custorner experience section 835 is populated w1th mfonnahon related to how the incident is

affecting the customer, and what impact that is having on the customer base. The user 104 also
indicates the geographical location 836 that the incident is impacting, which may help to identify
the root cause as a particular system or server. The total incident impact 837 is tallied at the end
of the impact section 830, and lists the total FCIs, DCIs, AMLs, and PHLs for each channel and
sub-channel.

The description section 840 of the incident ticket keeps a running tab of communications
between users 104 trying to resolve the ticket. A user 104 enters a tifle and description in the
CommDetails 841 section, indicating information related to resolving the incident tickef. A
running tab of the communications 842 is kept in the description section 840 and may be edited
or deleted as the incident is investigated. Also available in the description section 840 is a work
around 843 section, which allows a user 104 to describe how the problem can be temporality

* fixed until the root cause is identified and fixed. There are also restoral and resolution 844, and
root cause description 845 sections that a user 104 populates with information for identifying and
fixing the root cause of the incident ticket.

As illustrated by diamond 1862, if the root cause is not identified at the initial level the
incident is escalated to a higher level for more expertise on the incident feam, as illustrated by
block 1864, Thereafter, the team analyzes and researches the incident ticket again until the root
cause is identified. After the root cause is identified the incident team implements a fix that
addresses the root cause failure, as illustrated by block 1866. If this fix includes a request for
change (“RFC”) form, which is used for making a system, hardware, or process change, then the
RFC number 846 is included in the incident ticket. Furthermore, the incident duration 847 is
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11. The systemof claim7, wherein the processor is operable to execute
conput er-readabl e instructions stored in the conputer-readable nmediumto

di splay on the user interface information regardi ng whether the performance
associated with the incidents is unacceptabl e or acceptable. 12. The
systemof claim7, wherein the processor is operable to execute

conput er-readabl e instructions stored in the conputer-readable nediumto

di splay on the user interface one or nore graphical charts illustrating one
or nore of the followi ng factors associated with the incidents: response

times to6uhRg iﬁd?@aitiqgmest'imé n]&&néﬁ&ﬁa Wenlii€udeP WMEMHR iREidER kB I LHRIAERE

i nteractions; root causes of the incidents or Tallure to resolve the

i nci demtanpgement application 25 oftil the fixnfor desinsident ficket vds edestifiedhr Al heletcathei ons
e herhtiokeE ¥R, G 880 3o Mg BRPURE B ution i ase preyBied RO RGN &1
!nstru@pM&ngeslwted.in.the conputgr-readable ned!unlto display on the.user
interface Iinks togindividual Jncidents.for viewng analysis and detgils
team resolved the incident ticket, as illustrated in block 1868. The user 104 fills out the other
details section 850 and the root cause section 860 of the incident ticket. The other details section
850 has data entry areas for a problem summary 851, ticket assignment 852, and permanent
resolution 853. The problem summary 851 section is populated with information indicating how
the problem occurred, what the users did to troubleshoot the problem, and the outcome of the
troubleshooting analysis. The ticket assignment 852 section describes the technical team
responsible for the permanent resolution. The permanent resolution 853 section describes the
final outcome of the fix for the incident.
The other details section 850 also identifies the tools 854 used to solve the incident. The
identification of the tools utilized includes, but is not limited to, the playbook used 855, whether
the user 104 consulted the knowledgebase 856, and an attachment area for any files 857 that
were created or used to fix the incident. Also, in some embodiments links are included in the
incident ticket, which take the user 104 to the tools utilized, including but not limited to, the
incident recovery guides 150 used from the playbooks 100, the incident tickets used from the
knowledgebase 200, etc.
The root cause section 860 is also populated by the user 104 after the incident fix is
determined. In the root cause section 860, the user 104 describes the causal/failure details 861
by answering the following questions: where did the failure originate 862; what event caused the
failure 866; and what issues compounded the impact of the initial failure 8707
Under the question, where did the failure originate 862, the user populates the fields
describing the initial point of failure 863, the second point of failure 864, and the final point of
failure 865. Under the question, what event caused the failure 866, the user populates the cause
867, the event 888, and the description 869 sections. Under the question, what issues

compounded the impact of the initial failure 870, the user 104 populates the impact 871, the root

- 46 -



14. A conmputer program product for a nonitoring system the conputer
program product conprising at | east one non-transitory conputer-readabl e
medi um havi ng conput er -readabl e program code portions enbodi ed therein, the
conput er -r eadabl e program code portions conpri sing: an execut abl e
portion configured for receiving, through the use of a processor,
information related to two or nore incidents, where each incident is
associated with a business channel, a sub-channel, and an application, and
wherein the processor is operatively coupled to a nenory device, a

conmmuni cation device, a user interface, and the conputer-readabl e program
code; an executable portion configured for storing the information on the
menory deats€ ewner 872, andithe xasumeaidnd smoll buswesclonk tsgbmodepyfand operativhs asgigneehr ough
t he use the processer, the status of at |east one incident between the
occurrent&-and the resolution of the incident; and an executabl e
portion confi 'g:wrted- lf()%]sdﬁﬂmlaylier@tiommhecﬁonéso outlimng wha;,ne@daeo Ibaﬁom teat i on

ol i cat POPPIRE R x G dbea o Joaiamote i ingfedt S0 ARATES o GtEhaycllln o,

program Bi’stbd)tl@échﬁlfl 800 ahan Kedps it end tieestamspr all of ¢l ace elitsfh] andsdeleted

I nformatiqn assocl ted Wtykﬁ he two or nore incidents, such as the nunber
of open MY E?H’ iieé] ci dent s open | onger than a specific response
tine, the nun’blﬁmaﬂeﬂtmlenaﬂsaatesth@esavemmwmelb,anlsdduahammﬁél as Biusiratadyi Wadki on per

o eSS YR s Bl A BT B A sl 11 70
failed cugbRBRISHR2NTREradfiek, difSustn 0k feen dmtueihs ;ssmﬂsildltsmatiabﬁblod:rlﬁﬁp'fhm ations
T oSSR 5 B S Ek Yoo habh Wiy  1°

illustrated in block 1876. When the MOD approves the report the MOD submits the incident

report to the knowledgebase 200, where the incident report is stored for future searching and

froubleshooting for related incidents.

Any user 104 that has access to and wants to edit information in a particular ticket can

pull up the ICI 800 home page as illustrated in Figure 19. The user 104 may search for tickets

within a particular date range 802, time period 803, severity 804, or by ticket number 805. The

home page lists all of the incident ticket numbers 806 that match the search criteria, as well as

ﬁe associated issue description 807, and severity 808 for each of the incident ficket numbers.

The user 104 views incident tickets for editing by clicking on the ticket number of the incident in

the incident ticket number 806 column.,

The knowledge management system also has an academy 900 tab, as illustrated in Figure

27. The academy 900 is a cross functional training forum for production support associates. In

other embodiments the academy 900 can be used to store and track all of the training for all of

the employees at the bank or the employees in any other business. The academy 900 provides

online training to users 104 of the knowledge management application 125, including bank

personnel, such as the production support employees and the MODs. The academy 900 provides

access to certification programs, which contain training modules for specific positions within the

bank. In other embodiments, the modules may be singular modules not associated with specific

certification programs. Figure 27 illusirates the academy 900 home page, including tabs for the

academy home 902, view all learning 904, scarch learning 906, and view transcripts 908
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an executabl e portion configured for displaying, on the user interface, the
nunber of incidents associated with each busi ness channel, sub-channel, or
appl i cation. 17. The conputer program product of claim 14,

conpri si ng: an executabl e portion configured for displaying, on the

user interface,

a performance score associated with each busi ness channel,

sub-channel, or application. 18. The conputer program product of claim 14,

conpri si

response tines for the

ng: an executabl e portion configured for displaying, on the user
interface, one or nore graphical charts illustrating one or nore of the

followi ng factors associated with the incidents:
I ncidents; intensity of the incidents or failed custoner interactions;

r oot

causes ofectiors. | Tivd tigning modulesiingayrke providedstsl the userel Mnigi gl enmber ofpdifferent | 5t os
go%llgllgg.z e Bbalid rlx:ﬁgbecéﬁﬁé BREnt B VRESs! RIS alkfS, of bRRRehotive Hipigyannel ,

of the i
or appli

to name a few.

The academy home 902 tab includes any required certifications 912 that are deemed
necessary by the bank, LOB, department, or group in which the user 104 works. A status
.indicator 914 notes if the certificate program is available to take, if it is in process, or if it has
been completed. A note icon 916 is also provided to make notes related to the certification, and
a bookmark 918 is provided to take the user to specific links associated with the certification
program.

The academy home 902 tab also has a drill-down button 920 to allow the user 104 o look
at each of the specific modules and requirements associated with the certification program, as
illustrated in Figure 28. The drill-down of the certification lists each module that is required and
whether or not the module is available, in progress, completed, or locked 922 (which indicates
that the user must complete other modules before locked modules become available). Each
module may have a number of sections that the user 104 completes before being allow to move
on to the next section or module. Test or quizzes may also be required at the end of the modules
fo determine the user’s 104 proficiency with the subject matter before the user 104 is allow to
proceed to other modules or before certification for a particular program is granted. Again, a
status indicator 914 displays the status for each module.

The view all learning 904 tab allows the user to browse through all of the learning
modules that are available at the bank and add them or any certificate programs to the user’s 104
academy home 902. The certiﬁcate. programs and modules may be organized as requirements

- for specific job openings, or jobs within a group, department, sub-channel, or channel. The user

104 can add the certification programs or modules that the user 104 is required to take, along
with any that are available to the user 104 to improve the uset’s 104 general knowledge about
other groups, departments, sub-channels, or channéls within the bank. Furthermore, some users
104 who are in charge of a group, department, eic. may have the ability to assign specific
certification programs or modules to other users 104 that work in that group, department, efc.
The certification program or modules may be uploaded by the boss of the group, department, ctc.
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19. The conputer program product of claim 14, conprising: an
execut abl e portion configured for displaying, on the user interface, failed
custoner interactions that resulted fromthe incidents. 20. A
conput er program product for a nmonitoring system the conputer program
product conprising at |east one non-tangi bl e conputer-readabl e nmedi um
havi ng conput er -readabl e program code portions enbodied therein, the
conput er -r eadabl e program code portions conpri sing: an execut abl e
portion configured for receiving, through the use of a processor,
information related to one or nore incidents associated with a business
channel , sub-channel, and an application, and wherein the processor is
oper at i vel 3l efoiliplusds 1O @ thetrspecificlgrein, alepatnuaihretmn 28 sadhited terining er argasyefer

cont 1 gar BEROPr EEGHT RGCE HEDE RS AR aeRBEAE TR O o T ee: “and - an
execut abl e portei sarchokdrhiggravd bralldws pl aser nig4 onparfesn dsgwoidnates o8P, t he
e R AR R, B AUCREN OSSR skl
sub- chanpeluseral0d neaypidnc ai faks. The S&rch results display all of the certification programs or

modules at the bank. If the user 104 is allowed access to the certification programs or modules,

then the user 104 may add any of the programs found in the search leaning 906 tab to the user’s

104 academy home 902 tab.

The view transcript 908 tab allows a user to view the user’s 104 certification program or
module history outlining what programs and modules the user 104 has completed and passed.
Furthermore, it lists the scores of any tests or quizzes that the user took or was required to take.
The view transcript 908 tab is not only very helpful in keeping track of the various certification
programs and modules by the user 104, but also for the manager and executives as well as audit
organizations, and regulators. Manager's and executives can easily upload modules to the
academy home 902 tab of an employee, and track in the view transcript 908 tab what employees
have completed the modules. Furthermore, audit tears do not have to spend time finding out if
users 104 of a bank application have been properly appraised of and trained on a particular
application because they can view the transcript 908 ab to see instantly whether all of the user’s
104 have completed the required training. Additionally, if reguiators want to know if the bank
has informed the employees about changes in federal regulations, the regulators can be shown
the view transcript 908 tab outlining the user’s 104 who have completed the associated training
module.

Within the modules in the academy 900, a user 104 can navigate through links to content
pages looking for information elsewhere in the knowledge management application 125, The
user 104 can also, add, edit, and delete notes on particular pages of each of the modules, and
return to the modules or note sections if they have questions in the future. Bookmarks for
specific areas visited within the knowledge management application 125 can be added or
removed within the modules to help direct the users 104 to areas related to the modules.

In other embodiments of the invention users 104 may play games in the academy 900 that

are related to modules. The academy 900 also contains a glossary of terms so users 104 not
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21. The conputer program product of claim 20, conprising: an
execut abl e portion configured for displaying, on the user interface,
information related to the incident on a channel |evel, a sub-channel

| evel, an application |evel, and an individual incident level. 22. The
conput er program product of claim 20, conprising: an execut abl e
portion configured for tracking, through the use of the processor, the
status of at |east one incident between the occurrence and the resolution
of the incident. 23. The computer program product of claim 20,
wherein the user interface displays informati on associated with the one or
nore incidents, such as the nunber of open incident tickets, incidents open
| onger t Feanilian wifhe carfaincteymss wishis dhe imodyles fre ahlentbdpokotheini Wameydpabeitrannel |
sub-chang&k ﬁgﬁﬂ gp@Lhﬁa&Lon_per hour, day, and week, the nunber of failed
cust oner |nF%racF|ons resulting fromthe incidents, the root cause of the
i nci dent's, orFigire 2f dlldstratesodn ¢xainpledf dhssintsrmastive dispdayamedubmintariace 9. dhensnel s,

e,

sub- chan or applications. comput er :
cl ai m 20diferenpmodilesgr areas witlim theskeowiedds managempdnbappbentidh §24. eWirdow buttensl ayi ng,

on the u Lnterd i.nf or-p@ti.0 dj h . .
associ at 2%{ W P’f?v{dﬁ(gﬁ)g Fllgé%%’ nor e 1 gfli %‘%ﬁ%‘gé gl(rge %g'c?‘éep‘%lgﬁafygﬁ%%u%%%abl e.
25. The efngist s apuaiglizkn@36rfodinkingofithcthe kmwieige comugemsitragplication 125 home

page. A tool bar 958 contains icons for links within the interactive display to areas, such as but

not limited to, the home page, glossary function, resources page, help page, notes page, print
function, interactive games, quizzes and test page, playbooks 100 tab, etc. A user 104 can view
any of these sections by clicking on the link provided in the tool bar 958. A course exit button
959 is also provided for the user 104 to exit the course during or after a module is completed. If
the interactive display module interface 950 is exited during a module the user’s 104 progress is
saved before the module is exited.

In one embodiment, the main content arca 960 of the interactive display module interface
950 has a title 962, a navigation path area 964 for moving throughout the module, and go
forward 966 and go back 968 features for moving back and forth throughout a module. The
content display 970 shows the specific page of the module that user is working on and the audio
transeript area 972 provides text of the andio content. Finally, the character animation 980
makes it look and sound as if the character is teaching the lesson and includes character
animation controls 982 for controlling the audio and animation of the character.

Figure 30 illustrates an academy process flow 1900 used by the know.ledge management
system 1 outlining how it tracks and displays the training modules and certification programs for
each of the users 104 at the bank. As illustrated by block 1902, the knowledge management
application 125 receives training modules and certification programs, along with the associated
tests, quizzes, video files, audio files, etc. from a user 104 though the user computer systems 110
or automatically through the bank computer systems 140 and stores them in the bank databases
130. The modules and certification programs may be created and uploaded to the knowledge
management application 125 by the user 104 or they can be pulled or pushed into the academy
900 by the knowledge management application 125 as they are created.
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an executabl e portion configured for displaying, on the user interface,

one

or nore graphical charts illustrating one or nore of the followi ng factors
associated with the incidents: response tinmes for the incidents; intensity
of the incidents or failed custoner interactions; root causes of the

incidents or failure to resolve the incidents; or rati os of the

I ncidents or failed custoner interactions per channel, sub-channel, or

appl i cation. 26. The conput er program product of claim 20,

conpri si ng: an executabl e portion configured for displaying, on the
user interface, links to individual incidents for view ng analysis and
details related to the individual incident. 27. The system of claim

1, wherein t has iistratedrtiyrigocky 904 mbiers apisert 10d fselactk a drininggeodule or certification

program through the user computer system 110, the knowledge management application 125
allows the user 104 access to that module or certification program. As illustrated by block 1906,
as the user 104 completes the training modules or certification programs and the associated tests,
quizzes, etc. the knowledge management application 125 receives the notification of completion
from the user computer systems 110 and stores the progress in the bank databases 130.
Furthermore, as illustrated in block 1908, as the user 104 completes the training modules or
certification programs the knowledge management application 125 unlocks additional training
modules or certification programs for the user 104. As illustrated in block 1910 the knowledge
management application 125 also tracks and stores the results of any tests, quizzes, training
modules, or certification programs in a transcript section in the bank databases 130.

The following U.S. patent applications are filed concurrently with the present application
on April 22, 2009 and are hereby incorporated by reference: U.S. Patent Application Serial No.
12/428,330 to Crace et al. and entitled “Knowledge Management System”; U.S. Patent
Application Serial No. 12/428,335 to Grace et al. and entitled “Operational Reliability Index for
the Knowledge Management System™; U.S. Patent Application Serial No. 12/428,337 to Grace et
al. and entitled “Incident Communication Interface for the Knowledge Management System”;
and U.S. Patent Application Serial No. 12/428,340 to Grace et al. and entitled “Academy for the

" Knowledge Management System”.

Specific embodiments of the invention are described herein. Many modifications and
other embodiments of the invention set forth herein will come to mind to one skilled in the art to
which the invention pertains having the benefit of the teachings presented in the foregoing
descriptions and the associated drawings. Therefore, it is to be understood that the invention is
not to be limited to the specific embodiments disclosed and fhat modifications and other
embodiments and combinations of embodiments are intended to be included within the scope of
the appended claims. Although specific terms are employed herein, they are used in a generic
and descriptive sense only and not for purposes of limitation.

-51-



managenent system and wherein the processor is further configured to
execute the conputer-readabl e program code to display on the user interface
information stored in the know edge managenent systemrelated to
operational reliability scoring of a channel, sub-channel, application, or
categories based on predictability factors, a current status of the one or
nore incidents, recovery guidelines for effecting resolution of the one or
nore incidents, historical information, contact information, incident
reports, outstanding incident tickets associated with the incident, process
maps or flowcharts for systens, applications and custoner views, or an
acadeny for training associate‘m_IAT S e systemof claim7, wherein
the nonitoring systemis part &nomﬁ ge nanagenent system and wher ei n
the processor is further configured to execute the conputer-readable
program code to display on the user interface information stored in the
know edge managaBRbrimySiRm fofLalif taélen®RRY REdIGRR inci®hisdRblrtihy is£or i ng of a
channel , sub-channel , appllcatlon or categories based on predictability
factor busnaesg,le@ﬁtengqomm@Htgf the one or nore incidents, recovery guidelines
for effectipg.d.e50lei on of the one or nore incidents, historical
|nfornat|on contact infornation, i nci dent reports, outstanding incident
tickets assankmkmﬁdmﬁﬁh the incident, process maps or flowharts for
systens, apgllcatlons nd customer views, or an acadeny for training
associ at es. Cﬂﬁbuter prograntproduct of claim 14, wherein

the moni t or h RebceksE @&atﬁre@&fohpleﬂ t@thl bomhReBeti srBdwAgRMRL e ibieige, alddhsvher ei n
the conputer-readable program code portions further conprise an executable

por t i offeEiY flgjisc and tanﬁ(g}l@stw%@te.ttﬁ YnRyiSrYRAdabls PEREIA cofiok nowl edge
management syst et&&% firGithaion PRRERT GRYr nto?.l.- hﬂtaehtswhaseaah%@ém?s channel

sub-channel , application, or categories based on pre dictability factors, a
current st abssscieted with adnsingss aonrel,iarsubwharme], an¢emappligatipm; del i nes for
ef fecting resolutlo of .t nor.e |nc|dents hi storical informtion,

contact i nf or mat P8¥, ?H%?ﬂgﬂ?npﬁﬁg?F¥Km%u?§?andlng i nci dent tickets

associ ated wi th trhek thostathe BF at Ipisoc@Siacidandetveeh ievabatdmse bad ths ys&bRien
appl i cations and custoner views, or an acadeny for training associates.
30. The coanf neidsgE R pr oduct of cl ai m 20, wherein the nonitoring system

is part of a knoms@q ﬁn%ﬂﬂmﬁacéﬂﬁéhﬁﬂ}m&%ﬁﬁr%&%tﬁe‘iﬁ!ﬁ‘deﬁ?&?&'&%néleadam e

program code portions further conprise an executable portion configured for
di spl ayi ng lavtlrmeh-clumneltlevebdmapplidation teyel, anthen indiv: pidentlecbm rel ated to
operational reliability scoring of a channel, sub-channel, application, or
categories based on predictability factors g a current status of the one or
nor e incideatSnmﬁgﬂemeﬁyhguﬂdﬁhﬁﬁﬁshémkrhﬁ&ﬁm&HﬁghyemﬁhuthMaﬂbmtmé one or

nore incidents, histori, tio nt act tion nci dent
opor t SAGHT TIPS e Ao Gt etiss STttt it BT BRrETABH - pr ocess
maps Orlorftglepﬂ’ﬁltﬂ akpetiff QlsNisd SME, th@RRhbG A iR MentsPRECHaHA OMBLChHhRSnd OF - an
acadeny for traihing associ ates.
application per hour, day, and week, the number of failed customer interactions resulting from
the incidents, the root cause of the incidents, or the number of failed customer interactions in the
channels, sub-channels, or applications as they relate to other channels, sub-channels, or

applications.
3. The system of claim 1, wherein the processor is operable to execute computer-

readable instructions stored in the computer-readable medium to display on the user interface the

number of incidents associated with each business channel, sub-channel, or application.
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4. The system of claim 1, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface a

performance score associated with each business channel, sub-channel, or application.

_ 5. The system of claim 1, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface
one or more graphical charts illustrating one or more of the following factors associated with the
incidents:

response times for the incidents;

intensity of the incidents or failed customer interactions;

root causes of the 1n01dents or failure to resolve the incidents; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.

6. The system of claim 1, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface

failed customer interactions that resulted from the incidents.

7. A monitoring system for use in tracking and resolving incidents occurring in a
business, the system comprising:
a user interface;
a memory device;
a communication device; and
a processor operatively coupled to the communication device, the user interface, and the
memory device, and configured to execute the computer-readable program code to:
receive information related to one or more incidents associated with a business
channel, a sub-channel, and an application,;
store the information in the memory device; and
display on a dashboard on the user interface the business channels, the sub-
channels, and the applications along with information about the one or more incidents

associated with each business channel, sub-channel, and application.
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8. The system of claim 7, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface
information related to the one or more incidents on a channel level, a sub-channel level, an

application level, and an individual incident level.

9. The system of claim 7, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to track the status of at least one

incident between the occurrence and the resolution of the 1n01dent

10. The system of claim 7, wherein the user interface displays information associated
with the one or more incidents, such as the number of open incident tickets, incidents open
longer than a specific response time, the number of incidents per channel, sub-channel, and
application per hour, day, and week, the number of faiiéd customer interactions resulting from
the incidents, the root cause of the incidents, or the number of failed customer interactions in the
channels, sub-channels, or applications as they relate to other channels, sub-channels, or

applications.

11. The system of claim 7, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface
information regarding whether the performance associated with the incidents is unacceptable or

acceptable.

12. The system of claim 7, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface
one or more graphical charts illustrating one or more of the following factors associated with the
incidents:

response times for the incidents;

intensity of the incidents or failed customer interactions;

root causes of the incidents or failure to resolve the incidents; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.
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13. The system of claim 7, wherein the processor is operable to execute computer-
readable instructions stored in the computer-readable medium to display on the user interface

links to individual incidents for viewing analysis and details related to the individual incident.

14. A computer program product for a monitoring system, the computer program product
comprising at least one non-transitory computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

an executable portion configured for receiving, through the use of a processor,
information related to two or more incidents, where each incident is associated with a business
channel, a sub-channel, and an application, and wherein the processor is operatively coupled to a
memory device, a communication device, a user interface, and the computer-readable program
code;

an executable portion configured for storing the information on the memory device;

an executable portion configured for tracking, through the use of the processer, the status
of at least one incident between the occurrence and the resolution of the incident; and

an executable portion configured for displaying, on the user interface, the information
related to the incident on a channel level, a sub-channel level, an application level, and an

individual incident level.

15. The computer program product of claim 14, wherein the user interface displays
information associated with the two or more incidents, such as the number of open incident
tickets, incidents open longer than a specific response time, the number of incidents per channel,
sub-channel, and application per hour, day, and week, the number of failed customer interactions
resulting from the incidents, the root cause of the incidents, or the number of failed customer
interactions in the channels, sub-channels, or applications as they relate to other channels, sub-

channels, or applications.

16. The computer program product of claim 14, comprising:

A
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an executable portion configured for displaying, on the user interface, the number of

incidents associated with each business channel, sub-channel, or application.

17. The computer program product of claim 14, comprising;
an executable portion configured for displaying, on the user interface, a performance

score associated with each business channel, sub-channel, or application.

18. The computer program product of claim 14, comprising:

an executable portion configured for displaying, on the user mterface one or more
graphical charts illustrating one or more of the following factors associated with the incidents:

response times for the incidents;

intensity of the incidents or failed customer interactions;

root causes of the incidents or failure to resolve the incidenfs; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.

19. The computer program product of claim 14, comprising:
an executable portion configured for displaying, on the user interface, failed customer

interactions that resulted from the incidents.

20. A computer program product for a monitoring system, the computer program product
comprising at least one non-tangible computer-readable medium having computer-readable
program code portions embodied therein, the computer-readable program code portions
comprising:

an executable portion configured for receiving, through the use of a processor,
information related to one or more incidents associated with a business channel, sub-channel,
and an application, and wherein the processor is operatively coupled to a memory device, a
communication device, a user interface, and the computer-readable program code;

an executable portion configured for storing the information on the memory device; and

an executable portion configured for displaying, on the user interface, the business
channels, sub-channels, and applications along with the information about the incidents
associated with each business channel, sub-channel, and application.
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21. The computer program product of claim 20, comprising:
an executable portion configured for displaying, on the user interface, information related
to the incident on a channel level, a sub-channel level, an application level, and an individual

mcident level.

22. The computer program product of claim 20, comprising:
an executable portion configured for tracking, through the use of the processor, the status

of at least one incident between the occurrence and the resolution of the incident.

A

23. The computer program product of claim 20, wherein the user interface displays
information associated with the one or more incidents, such as the number of open incident
tickets, incidents open longer than a specific response time, the number of incidents per channel,
sub-channel, and application per hour, day, and week, the number of failed customer interactions
resulting from the incidents, the root cause of the incidents, or the number of failed customer
interactions in the channels, sub-channels, or applications as they relate to other channels, sub-

channels, or applications.

24. The computer program product of claim 20, comprising:
an executable portion configured for displaying, on the user interface, information
regarding whether the performance associated with the one or more incidents are unacceptable or

acceptable.

25. The computer program product of claim 20, comprising:

an executable portion configured for displaying, on the user interface, one or more
graphical charts illustrating one or more of the following factors associated with the incidents:

response times for the incidents;

intensity of the incidents or failed customer interactions;

root causes of the incidents or failure to resolve the incidents; or

ratios of the incidents or failed customer interactions per channel, sub-channel, or

application.

26. The computer program product of claim 20, comprising:
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an executable portion configured for displaying, on the user interface, links to individual

incidents for viewing analysis and details related to the individual incident.

27.  The system of claim 1, wherein the monitoring system is part of a knowledge
management system, and wherein the processor is further configured to execute the computer-
readable program code to display on the user interface information stored in the knowledge
management system related to operational reliability scoring of a channel, sub-channel,
application, or categories based on predictability factors, a current status of the one or more
incidents, recovery guidelines for effecting resolution of the one or more incidents, historical
information, contact information, incident reports, outstanding incident tickets associated with
the incident, process maps or flowcharts for systems, applications, and customer views, or an

academy for training associates.

28.  The system of claim 7, wherein the monitoring system is part of a knowledge
management system, and wherein the processor is further configured to execute the computer-
readable program code to display on the user interface information stored in the knowledge
management system related to operational reliability scoring of a channel, sub-channel,
application, or categories based on predictability factors, a current status of the one or more
incidents, recovery guidelines for effecting resolution of the one or more incidents, historical
information, contact information, incident reports, outstanding incident tickets associated with
the incident, process maps or flowcharts for systems, applications, and customer views, or an

academy for training associates.

29.  The computer program product of claim 14, wherein the monitoring system is part
of a knowledge management system, and wherein the computer-readable program code portions
further comprise an executable portion configured for displaying information stored in the
knowledge management system related to operational reliability scoring of a channel, sub-
channel, application, or categories based on predictability factors, a current status of the one or
more incidents, recovery guidelines for effecting resolution of the one or more incidents,

historical information, contact information, incident reports, outstanding incident tickets
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associated with the incident, process maps or flowcharts for systems, applications, and customer

views, or an academy for training associates.

30.  The computer program product of claim 20, wherein the monitoring system is part
of a knowledge management system, and wherein the computeér-readable program code portions
further comprise an executable portion configured for displaying information stored in the
knowledge management system related to operational .reliabili-ty scoring of a channel, sub-
channel, application, or categories based on predictability factorsy a current status of the one or
more incidents, recovery guidelines for effecting resolution of the one or more incidents,
historical information, contact information, incident reports, outstanding inctdent tickets
associated with the incident, process maps or flowcharts for systems, applications, and customer

views, or an academy for training associates.
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