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DATA STORAGE DEVI CE FI ELD OF THE | NVENTI ON

The present invention relates to data storage 5 devices. Mor e
specifically, the present invention _1_rel ates to a data storage device,
such as a disc drive, ‘tape drive, or~optical drive, in which data is
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wel | known in the industry of m%utg;;?@%&@@‘e %Fﬂcﬁs a mainfrane

conputing nodel and the secon ered conputing nodel.
The traditional progression fofFIELDenE O INVENTIOM he mai nframe conputing
nodel is to purchase an iRiti - . m..and en ,addj tional processing
capabilities are . reggller gg,gSt“'gt_r.%%?%}égg{)ﬁer?}h?v\%%l“os'y atteﬁns\%ﬁr%ga? bi gger
system AP vafegdsesoi nt MoFe t fivscdfdicallvrauthei resentdi doomrnithuizt i es

occur.  For ex3BRle® tol b dhB8 sHSBRgE0aevOUL YT te Arphid aliye of the
initial system the user rrag, need;to convert from one operating system

to anot her £35f 8¥dNes roh RhdBive pigprhéehrgata is organized

and accessed as objects.
BACKGROUND OF THE INVENTION
10 Two conventional computer models have beccme

well known in the industry of computing. The first is

a mainframe computing model and the second is a
clustered computing model.

The traditional progression for an end user in

15 the mainframe computing model is to purchase an initial

system, and when additional processing capabilities are

reguired, to replace the initial system with a bigger

system. At various points in this cycle, traumatic

discontinuities occur. For example, if the user

20 ocutgrows the architecture of the initial system, the

user may need to convert from one operating system to

another, or even from one vendor’'s proprietary

architecture to that of another vendor, when the second

upgraded mainframe system is purchased. These changes

25 entail enormous costs for the organization purchasing

ﬁhe upgrade, in both dollars and emplovee time.

Therefore, such conversions are avoided, in many cases.

In addition, the mainframe model entails poor

_ residual value of computer equipment. Thus, the system

30 réplacement cften results in invested capital which is

: ‘substantially completely lost when the initial system is

;ﬁepiaced by an upgraded system. Further, largex

luﬁﬁgraded systems tend to be sold in lower volumes then



architecture to that of another vendor, when the second upgr aded
mai nfrane sygieAsdes purchased. These changes 25 entail enecmugss/ests for

t he organi zati on purchasi ng t he upgrade, in both dollars and enployee
time.  Therefore, such conversions are avoided, in many cases.

I'n addition, the mainfrane nodel entails poor resi dual val ue of

conput e(rj equi prent. Thus, the system 30 ““replacenent often results in

i nvested capital Whl ch is subst ntiall orrpl et ely |l ost when the
initial system§@ailer  SYFTENG 3’&?‘? ﬁé‘%ﬂ s%’é‘r?\ PREEREE,
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-2- smal l er systens. Thus, each new system upgrade

typically has :P?‘T‘ﬁ‘b%@'f O conputing than the previ ous system

In a clustered conputing Imdel clastaredr aospstingompdedr a saimdplegeed
wth. a clust écmﬁ\gtelsnai%]erren'ﬁ cad angarn S éJa%%qls%?éf/er&f 31630 offer

many advantages over rarre no Since the cluster may start
of f as only a sttrpdaxisteased ﬁs@rtvr%r@sho'-r@$ S3nPEERRGNanY adVaNtRgSEer

nmodel is | over. gyeFUfhdahaiStEdnsS MddEl. Since the cluster may start

off as only a single system, the threshold to entering
the cluster model is lower. Further, such smaller
10 systemg are typically sold in high volume, making the
cost of computing less. Also, such systems are
standards based in that they do not exhibit dependence
on proprietary architectures. This provides for the
availability of equipment from multiple sources which
15 .allows the user to choose the best alternative with each
subseguent purchase.

' Still other advantages present themselves with
the clustered computing model. TUpgrade costs can be
controlled more precisely by adding only the amount of
20 additional resources reguired to meet existing and
~ immediate future needs. Furthexr, the user can choose
from a wide variety of vendors, without concern about
migration or <conversion to a new architecture.
Similarly, with the right architecture, there may never

25 be a need for conversion to another operating system.
8till, the clustered computing model does have
disadvantages and problems. For example, the clustered
computing model encounters difficulty in providing
clustered systems with the ability to share data in a
30 way that allows the cluster to take on the workload that
a single mainframe could perform. For example, it is
currently very difficult to implement clustered models
where each of the servers in the cluster are required to
process transactions on the same data. Examples of some



10 systens are typically sold in high volune, naking the cost of

conputing WEJS108I3 Al so, such systens are st andar ds Plaaggs#siiTeie hat

t hey do not. exhi bit dependence on proprietary architectures. This
provi des for the avai lability of equipnent frommnultiple sources which
15 all ows the user to choose the best aiternatlve w th each

subsequent purchase. Still™ ot her advantages present
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perform  For exanple It rently very t o 1 nplenent
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disadvantages which are related to the loss of operating

gsystem information. For example, a conventional disc

drive contains millions of sectors of data. For any

number of different reasons, one or more of the sectors

15 may become unreadable or corrupted. If the sector which

becomes unreadable is one that is used for a special

purpose by the operéting system, the entire disc space

in the disc drive may be rendered. unusable, even if the

entire rest of the disc drive can be read. For example,

20 in a personal computer environment, the master boot

recoxrd, partition boot record, file attribute table

{FAT) or the root directory can be become unreadable or

corrupt. This can cause the loss of essentially the

entire contents of the disc drive. No conventional

25 operating system has the ability to recover all the

readable data in the face of losing such key file system

nanagement data. This represents a tremendous loss for

a user, and is especially unfortunate since the data

that is lost is operating system related, and has little

30 or nothing to do with the actual data stored on the disc
drive, which cannot be read.

To date, any service for recovering data in

such instances is typically very cumbersome. Such

services generally require physically removing the disc



-3 - such applications include an airlines reservations system
or a financwelsomasstitution' s conplete inventory of tr apsagkssnsis
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whi ch exists in t he mai nfranme environnent. Such experience has evol ved
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different reasons, one or nore of the sector ~becone Unreadabl e or
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contents of thepdise arfve. No conventional 25 operating system has the

ability to;gecover all the SUMMARY OF THE INVENTION

The present invention is drawn to a data
storage device which includes data stored thereon as
objects. An object has a plurality of portions
including a data portion containing data and an object

15 location portion containing object location information
associated with the object.
' BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 1is a. block diagram of a network

“attached storage system in accordance with one aspect of
20 the present invention.

FIG. 2 dillustrates an object model in
accordance with one aspect of the present invention.

FIG. 3-1 is a Dblock diagram of a first
configuration in which an object on the storage device

25 is accessed by a requester.

FIG. 3-2 is a block diagram of a second
configuration in which an object on a storage device is
‘accessed by a requester.

FIG. 4 is a perspective view of a disc drive

30 in accordance with one aspect of the present invention.

FIG. 5 1is a functicnal block diagram

illustrating access of an object by a requester.
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invention.

FIG. 8 is a flow diagram 1llustrating creation
of an object in accordance with one aspect of the

10 present invention.

FIG. 9 is a flow diagram illustrating opening
and updating of an object in accordance with one éspect
of the present invention.

FIG. 10 is a flbw'diagram which illustrates

15 writing to an object in accordance with one aspect of
the present iuvention.

FIG. 11 is a flow diagram which illustrates
opening an object'for read only purposes in accordance
with one aspect of the present invention.

20 FIG. 12 is a flow diagram which illustrates
reading an object in accordance with one aspect of the
present invention.

FIG. 13 is a flow diagram which illustrates
closing an object in accordance with one aspect of the

25 present invention.

FIG. 14 is a flow diagram which illustrates
removing an object in accordance with one aspect of the
present invention.

FIG. 15 is a flow diagram which illustrates

30 creating a partiticn in accordance with one aspect of
the present invention.

FIG. 16 is a flow diagram which illustrates
removing a partition in accordance with one aspect of
the present invention.



storage device which includes data stored thereon as obj ect s. An

obj ect haswOoibgssal ity of portions I ncl udi ng a dat apporUss®IVS1S
cont ai ni ng data and an object 15 | ocation portion containing object

| ocation information associated with the object. BRI EF
DESCRI PTI ON OF THE DRAW NGS FIG 1 is a. block diagramof a
net wor k attached storage systemin éééordance w th one aspegt of 20

t he present invention. - . F ~2..illustrates .,.an obj.ect
m)deIO in accor dance Wt hl%njésa%pgggwo%ltaﬁg“& &% ilr'?\a/lé‘?ﬁri S8

FIG 3-1 is a i#eekedingeanodiestf insaccordanummfwigly anieoaspacuho £t lan

obj ect on the s%ggégﬁtdgﬂ@éﬁtggh_ I s accessed by a requester. .
FIG 3-2 is a block diagramof_ a second configuration in which an

object on a storage devi d&t¢s 18 1SagcédsWd Bpaaameqlivsterillustrates
FIG 4 is a5perspesinigg Vieeh aadtsthdtéye 30 ackbracseedageenWidde one
aspect of the present %?tion. 5 is a functional

L AV , , FI G
bl ock di agramaspecrrl?ﬁs ARG e B8P obj ect by a requester.

FIG. 19 is a flow diagram which illustrates
setting or modifying object attributes in accordance
with one aspect of the present invention.

10 FIG. 20 is a flow diagram which illustrates
reading lock attributes in accordance with one aspect of
the present invention.

- FIG. 21 is a flow diagram which illustrates
setting lock attributes in accordance with one aspect of

15 ‘'the present invention. '

FIG. 22 is a flow diagram which illustrates
resetting lock attributes of an object in accordance
‘with one aspect of the present invention.

FIG. 23 is a flow diagram which illustrates

20 obtaining device associlations in accordance with one
aspect of the present invention.

FIG. 24 is a flow diagram which illustrates
setting device associations in accordance with one
agpect of the present invention.

25 FIG. 25 is a block diagram illustrating a disc
drive array implemented in accordance with one aspect of
the present invention.

FIG. 26 is a block diagram illustrating a
target disc drive in accordance with one aspect of the

30 present invention.

FIG. 27 is a block diagram illustrating a

rﬁaiity disc drive in accordance with one aspect of the
present invention. "



FIG 6 illustrates a portion of a storage media partitioned in

accor dance woblviasee aspect of the present invention. PCT/US98/17819
FIGs 7-1 and 7-2 show a flow diagram5 illustrating access of an object by
a requester in accordance with one aspect in accordance of the present

I nventi on. FIG 8 is a flowdiagramillustrating creation

of an object in accordance wth one aspéé%'of the 10 present invention.

FIG 9 is a flow diagramj.lJu atin eni n an dating of _an object
i n accordance with one g?p}]édt s:}&r LB gt B ecg'earﬁra["hvg%#ﬁp%%?atgng che
FIG 10 is a flkowadiisgr afh apathity larsupatssadéordwnee g tthp cave ebpect i n
accordance wt a f s : present invention.

£ 'ngleagz?%%te | é.ﬁivielrﬁttl%?l.

FIG 11 is a flow iTlustrates openi ng an object for read
only purposes in accordaddé. 29 igia hlewedasgren bflusieraiianes wrhkent i on.
20 5 HRdérabAdS #af haWcdi aoamwhi fhoi-hhtsbh aties updad&ding an

obj ect in accordance with one aspect of th resent i nventi on.
FIG 13 is a fla&ﬁ%’%"ﬁn%&ﬁnﬁ BFRSCht 83 the EF&?FH& aRvEBFetP-in
accordance with one aspe®i®f 8he 2hluptesess iaveldtdoonstructure in FIG

w th one aspect BT Wi dli Ykbsk g Ere BRLaTc TG Bale P N0
fl ow di agram which illust8ifi.es3l is a block diagram of a disc drive
10 utilizing embedded location information in accordance
with ons aspect of the present invention.
FIG. 32 is a flow diagram illustrating the
operation of the system shown in FIG. 31.
FIG. 33 is a block diagram illustrating
15 another embodiment of a data storage device utilizing
embedded location information in accordance with another
aspect of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
FIG. 1 is a block diagram of a data storage
20 system 100 in accordance with one aspect of the present
invention. System 100 includes object oriented data
- gstorage devices 110 and 112, file server 114, requesters
116, 118 and 120, and interconnect 122. System 100
illustrates a network attached storage configuration
25 which can be constructed of equipment and software from
many different vendors, and which appear to users as a
single large computer system.
Obiect oriented storage devices 110-112 are
the storage components which perform the data storage
30 function of System 100. Storage devices 110-112
preferably include disc drives, redundant arrays of
“independent discs {RAID) subsystems, tape drives, tape
libraries, optical- drives, juke boxes or any other
storage device which can be shared. Storage devices 110



30 creating a partition in accordance wth one aspect of t he present

i nventi on. WO 99/10893 FIG 16 is a flow di agram whi ch i | bOstuses/Esi9
renoving a partition in accordance with one aspect of t he present.

i nventi on. - 6- FI G
17 is a flow diagramwhich illustrates exporting an object in

accordance with one aspect of the pr%se I nventi on.

FIG 1815 a floysdiagragenhich gé&&gfdreat%tr? AP EhBLEB00LECT (2! but es

I n accordance wt aspect the prese
FIG 19 is a fldwmenehrdhagirent Fpumauasdsrs llsselﬁ rapcd A 2Rodihgchg

obj ect attributyes;i neaesHs Qpéﬁqzes 110Mzhly @Ae aspect of the present
i nvention. 10 FIG 20 i's a flow di'agramwhich illustrates

reading | ock attributes iFHEETTEhd i thHrndspeltage compopratEresent
invention. 5 such as sefe®s 2driglashtew d&mnanswéhmtb@ﬁlhtabgs

setting | ock attrl bu | cordance one _aspec he present
i nvention. é é%v1ces fyb ﬂg EQZ es ers i%s 15 Q

also preferably configured to directly access the
information on storage devices 110 and 112.
File server 114 performs management and

10 security functions, such as request authentication and
resource location. In smaller systems, a dedicated file
gerver is preferably not used. Instead, one of
requesters 116-120 assumes the function and
responsibility of overseeing the operation of system 100

15 carried out by file server 114. In addition, where
security and functionality provided by file server 114
is not needed or desired, or where an overriding need
for'?erformance requires that the cluster of requesters
116-120 talk directly with storage devices 110 and 112,

20 file server 114 is eliminated from system 100.

Interconnect 122, in one preferred embodiment,
is the physical infrastructure over which all components
in network attached storage system 100 communicate with
one another.

25 In operation, when System 100 is powered up,
all devices preferably identify themselves either to
each other or to a common point of reference, such as
file server 114 or interconnect 122. For instance, in
2 Fiber Channel based system 100, object oriented

30 storage devices 110 and 112, and reguesters 116-120 log
onto the fabric of the system. Any component of system
110, in such an implementation, which desires to
determine the operating configuration can use fabric
services to identify all other components. From file



FIG 22 is a flow diagramwhich illustrates resetting lock attributes

of an obj ec0i%/i88%8 or dance Wi th one aspect of the preseati/usIwersidon.
FIG 23 is a flow diagramwhich illustrates 20 obt ai ni ng devi ce

associ ations in accordance with one aspect of the present invention.
FIG 24 is a flow diagramwhich illustratgs setting device
associations I n accordance with one aspect of the present

i nvention. erver 1 gh geﬂré 74 &l 19AQ 3F ﬁh%l@gigé%ﬁge g, #i sc
drive array |rrp emante |n accordance w th one aspect resent
i nventi on. storage devigqs 12'16) iggidh 1120 aid tdt a@rlam mamsrtmnmgl%-
target disc drijs Id&naaa%da@@@sw t fsl@ﬁqa%a@aecfst%abaedé@megrff@nénd

i nventi on. 27, 1is a hlock diagramillustrating a
parity disc driki? |1ﬁ“a"53c5pﬁa1rﬂ%a%‘?’h ‘ﬁfnén§§§§‘é‘tt4-8ﬂ raguiredpredgpate

invention. 5 other devices in system 100 and the &ddress which mus#l G 28
S B fhow di a0 LIS 3t 8! Bonanag€h8At ! S0-Pled, PRI a0t B,
Slmllarly, flae server 114, in one preferred embodiment,
learns of the existence of storage devices 110 and 112
from the fabric services.

10 Depending on the security practice of a
particular system 100, requesters 116-120, or any of
them, may be denied access to some components of system
100. From the set of storage devices 110 and 112
available to each reqguester, that requester can then

15 identify the files, data bases, and free space available
to it.

At the same time, each component in system 100
preferably identifies to the file server 114 any special
considerations associated with it. For example, any

20 storage device level service attributes can be
communicated once teo file server 114, and all other
components in system 100 then learn of those attributes
from f£ile server 114. For instance, a particular
reguester 116-120, may wish to be informed of the

25 introduction of additional storage devices, subsequent
to start up. Such an attribute may be provided, for
example, when the requester logs onto file sexver 114.
File serxver 114 then automatically advises that
particularx reéuester 116~120 whenever new storage

30 devices are added to system 100. File sever 114 may
then typically also pass to the requester other
important characteristics such as whether the storage
device is a RAID 5, mirrored, etc., storage device.



of the present invention. FIG 29 is a flow diagram
i Il ustrati nggoomdshe 5  operation in which parity informatipar/isssigeat ed

in accordance with one aspect of the present invention.
FIG 30 illustrates a data structure in accordance with one aspect
of the present invention. FIG 31 is a block diagramof a

disc drive 10 wutilizing embedded | ocati om% nformation in accordance
wi th one aspect of the pre sent _inventio
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t he present I nvent i stem 100 |ncludes obj ect orlente
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sof tware from 1he MRS pRarBle® Briores 1hh Shicn 12 BaurlEs Bhadits,, &
single large coapavemﬁswstanan object file sysﬂgmuﬂhumh eﬂﬂ@@tgﬁ@ﬂagéy
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(RAID) subsystengsehafed ¢d W@Sa (fARR file system. The objects 124-126
’ which are stored on the storage medium in each device
110 and 112 are preferably the smallest visible units of

15 capacity allocation on a device 110 or 112 which is
operating in object oriented device mode. An object on
‘guch a storage device includes an ordered set of sectors
associated with a unique identifier. Data is referenced
by the identifier and an offset into the object. The

20 object is allocated and placed on the storage media by
the storage device 110 or 112, itself, while the
operating system manages its files and metadata in these
object constructs, instead of managing sectors of data,
as it does in prior architectures.

25 . The objects 124-126 are accessed by an
interface 128 in which the objects expose a plurality of
methods which can be invoked by a requester 116-120 in
order to access and manipulate attributes and data in
objects 124-126. Thus, as shown in FIG. 2, a request

30 130 is issued from a requester 116-120. In a preferred
embodiment, requesters 116-120 are computer systems, oOr
‘an element in a cluster or network of systems, which
submits request 130 for action on a storage device which
contains objects 124-126. Thus, requesters 116-120 may



|ibraries, optical drives, juke boxes or any other storage device

whi ch can bwostmceas. St orage devices 110 and 14@rrasm/1a8180
provided with an input/output (1/0 channel attachnent to requesters
116, 118 and 120, which wi |l access devices 110 and 112.

Requesters 116, 118 and 120 are conponents, 5 such as servers or clients,
whi ch share information stored on devikes 110 and 112. Requesters

116- 120 are al.s pr.ef er abl configured _to directly access the

i nf or mati on on %F%F%éﬁ?cﬁ%ﬁ?ﬁﬁ?:l éﬁﬁﬁﬁ%%ﬁ' in any case, pgquesdedd 114
per f or s nanagemg@ritclad 1esue§ebyr¢mg/dﬁﬂmequessersumbsaxznenu@5ke?j3?3 g
aut hentication A : ' SNy systens. a dedi cate
file serve%ﬁqﬁge HF%%%@%%?@'kﬁggkkgggdigg’ﬁﬁé%ééﬁ, ncﬁﬂfntﬁca2sés_
requesters 1léleanigsiaikon qfheeone famotduen of ahfiects Idsp@6i EHd ity

of overseei g tha j0penal i @Bsek-iB%at e 100 ki o CRLLLEY OYL . DY fidﬂég @ ver

114. I n addi tion, where security "and functionality provi y file
server 114 P nSH*é8%ed or desired, or where an overridi ng need

for performance requires tiwg.d he-cl gsses-9f akEQURSLER! Fiagrams of two
different configurations which can be used to access
objects stored on storage devices 110-112. For the sake
10 of simplicity, only a single requester 116 and a single
object oriented storage device 110 is illustrated in
FIG.s 3-1 and 3-2. When requester 116 wishes to open an
object (such as object 124-126) requester 116 may be
able to directly access storxage device 110, or it may be
is required to request permission from file server 114 and
the location information, in order to access an object
on storage device 110. The extent to which file server
114 controls access to storage device 110 is primarily
a function of the security reguirements of the

20 particular impilementation of system 100.

In the block diagram illustrated in FIG. 3-1,
system 100 is assumed to be secure. That is, there is
no regquirement to protect the transmission of command
information and data between requester 116 and storage

25 device 110. In such an implementation, there still may
ba a file server 114 present for management functions,
but file server 114 is not needed to oversee requester
interaction with storage device 110.

| In such an implementation, requester 116 is in

30 a position to access and create objects directly on
storage device 110. Requester 116 can thus open, read,
write and close objects as if they were natively
attached to reguester 116. Such operations are
described in greater detail later in the application.



116-120 talk directly with storage devices 110 and 112, 20 file server
114 is el i nwaatsadssr om syst em 100. | nt er connectr/s2@178tn one
preferred enbodi nent, is the physical infrastructure over which al
conponent s in network attached storage system 100 communi cate with
one anot her. 25 I n operation, when System 100 is powered up,
al| devices preferably identify thensel vel?either to each other or to
a conmon point of ,.reference,..such as , . file seryer 114 or _interconnect
122. Forpi nst aficETHEE OVEEVIeWL i5, PR 2hHakByS BPIREm BAYEVEShj ect
oriented 30 s&bhmphe devi ¢be Ebkeard kIZ2riand rernest@ss 446x:2Q laeg

onto the fabric_gf e st C onent system .. , _1.n_ such
an inpl enment at ?%&?Epvm‘lg%h S,gaégl ges &%I:glcne 113)&,[ e%ﬁ%‘&%‘-ﬁg oééT%at i“}?tj’
configuration carefisgabdprférst resdr finoss ane iaennpty abfjecthewhich
conponents. 5 FrogyEbhe the logical voBGhYE oélgaaf@l%%ﬁ]ser nlliol2dd earn

of the existence of storage .devices 110 and 112 w I ch requesters

116- 120 cafieNafé 4éles@PdsiiY 419 ypeghnr ager deing efou16namPiect 112

learn the | ocat eBrel théoesnt i Redesitided e dGAldbens and reads an
object, which may be a root directory. From this

cbiject, locating other objects is straight forward. and ‘
10 is based on the contents of the root directory.
Requester 116 repeats the process until the desired data
is located. Data is referenced by an object
identification (object ID}) and a displacement within the
obiect.
15 In a second implementation illustrated in FIG.
3-2, security is required. Therefore, file server 114
is interposged into the 1/0 chain between requester 116
and storage device 110, to a degree necessary for the
desired level of protection. In one preferred
20 embodiment, requester 116 must first request permission
from file server 114 to perform a set of I/0 operations.
File server 114, (which may have withheld storage
location information from requester 116 for additional
security) then accredits the request from requester 116
25 by returning sufficient information to allow requestar
116 to communicate directly with storage device 110.
Since storage device 110 is preferably informed of the
security parameters when storage device 110 logs onto
file server 114, storage device 110 preferably does not
30 allow an I/0 request unless it is properly constructed
and includes encoded data which includes valid
permission from £ile sexver 114.
Then, the process proceeds in a similar
fashion to that described which respect to FIG. 3-1.



5 other devices in system 100 and the address which nust be used to

i nvoke a manegessangsdser vi ce, such as backup. Simlarly, frdrUSenvss
114, in one preferred enbodi nent, | earns of the existence of storage
devices 110 and 112 fromthe fabric services. 10 Dependi ng
on the security practice of a particul ar system 100, requesters
116-120, or any of them my be deni edtHtcess to sone conponent s of
system 100. _Fromthe set of storage devices, 110 and 112 avaj | abl e
to each request FCWERET U PGP ASPRELES ""Jréél’ﬁéﬁcfrﬂ/CPﬁ‘@aﬂdi BEY W&t a
bases, and free gphce aviaffeddre: . Fbo idxample, in the Atakbe shs®eti ne,

each conponent i 0 . ef oLy tifjes to.the file gerver
114 any speci al Qeégé‘é%ﬁs% e_:r':(fl3 |éﬁ§&as(§’(%%lgg“¥lg g?m%t'hg'i fﬁ b oﬂr.| %%(15%? s any
20 storage desndedaravehichepassebegweenhurspiestar ¢ and soomagecat ed
once to filesseryeys dddy1anlag! beObhithrypred COMRONEM S ddh SY5LEM IPohNeN

| earn of those attributes fromfilFe server 114, For nstance, _a
particul ar teforEskion 18UEE0 PERELNRRLY t Beb@ddedhr kRd tée t gempand

i ntroduction of gddihbeanl HiAFAR FPBCLEquENRELIUBN ko storhGeSEaticHP.
Such an attribute pay be provided, for exanpl e, when the requester

| ogs onto file setler 114. File server 114 then automatically advises
t hat particul ar requesSinte ldifordfe whanewey 11@wvasidoragecdn, ifdeghees

are added tgo,sys Q | v, 14 ot ical Ly | so
pass to 1he’) TRERESrase Spe iR, el g BISR abiPREL alprfsk
whet her the stordgecussiodeefce iddsg RIS isgn inopederet cFIGstorate 2

devi ce. perspective view of a hard disc drive, which can be

. implemented as storage device 110. In disc drive 110,

a plurality of discs 132 are journaled about a spindie

i5 motor assembly 134 within a housing 136. Each disc 132

has a multiplicity of concentric circular recording

tracks, indicated schematically at 138. Each track 138

is subdivided into a plurality of partitions ({(described

in greater detail with respect to FIG. 6). Data can be

20 stored on, or retrieved from, discs 132 by referring to

a specific partition within a track 138. An actuator

arm assembly 140 is rotatably mounted preferably in one

corner of housing 136. The actuator arm assembly 140

carries a plurality of head gimbal assemblies 142, which

25 each carry a slider having a read/write head, or

transducer (not shown} for reading information from and
writing information onto discs 132.

A voice colil motor 144 is adapted to precisely

rotate the actuator arm assembly 140 back and forth such

30 that the transducers on sliders 142 wove across the

surface of discs 132 along an arch generally indicated

by arrow 146. FIG. 4 also illustrates, in block diagram

form, a disc drive controller . 148, which is used in

controlling certain operations of disc drive 110 in a



-10- In accordance with one aspect of the present

i nvention, WR1A¥%8rnati on stored on storage devices 110  PCAABOYIBIG s
stored with a systembetter illustrated in FIG 2. Each of storage
devices 110 and 112 are 5 preferably object oriented devices which
operate in a node in which data is or%fml zed and accessed as objects
124-126 rat her than as an ordered sequenc of sectors. The obj ect

oriented devicas, 2 j ect 4- t file
syst em whi ch il ustratlv % 18§5@§ﬁc Udﬁ&; éc%?xﬁ%% ]‘%‘% }n?[af%&%tr%

obj ects for eacinventigmytfipgndrdive tdmtysura 48 lﬁeﬁﬂé@ usped sinj s

al so ref er{n@lét@eﬁén@g“iﬂeffé@e Sy %@ obhecell €6451384%sddfeq on Which

are stored on the storgge medi umin each devicé 110 and 112 are
preferably the $h#FFek32visible units of 15 capacity allocation on a

device 110 mr 112 vm| ch iB1G. 5 ieperplbog aﬂa@béuﬁfaf Qrb@@t:@dnd@fid;@dmde

An obj ect on R g%@ stora devi, |ncIu% i@ ered. s f sectors
associ ated wi t H 5?6%| ﬁﬁkﬁﬁ Qﬁ'w 2 PYSHEM RCE own lnb@I
identifier and mm ®i¢sel, iditsxe thevebjceatrolllke 208 inbledésis cad»zttnmal ed and

Plggfg OnmLPF S&%ﬁgggeﬂgdi§8b¥hich i&ﬁfeméﬁ@éaﬂﬁtef%ﬁ%émﬁzéQI)Oﬁgecééz’

124-126 are stored on the storage medium which
10 constitutes disc 132. Reguest component 152 is
implemented on a requester 116-120, and is forxrmed to
logically formulate requests which invoke methods in
interface 128. Control éomponent 150, wupon the
invocation of a method[ carries out certain tasks in
15 order to manipulate identified objects in a desired way.
Control component 150 returns an event, which can
include data or attributes associated with any
identified object. The event is also returned based
upon the particular method invoked by the requester 116-
20 120. _
: In order for object oriented devices 110-112
to provide the same functionality delivered by an
operating system with block oriented devices, storage
space on devices 110-112 must be manageable to a similar
25 degree. Thus, in one preferred eﬁbodiment, an
organizational layer on storage devices 110-112 is
provided above obiects 124-126 which are stored thereon.
In one preferred embodiment, object oriented storage
devices 110-112 provide for allocating disc space into
30 cne or more mutually exclusive regions, referred to as
partitions. Partitions are described in greater detail
with respect to FIG. 6. Within a partition, a requester
116-120 can create objects. In one preferred
embodiment, the structure within a partition is a



operating system manages its files and netadata in these

obj ect
constructs, M2P¥HE%f nmnagi ng sectors of data, as it d%‘e'g’{’?gr?“ﬁ?ligor
architectures. 25 The objects 124-126 are accessed by an
interface 128 in which the objects expose a plurality of met hods whi ch
can be invoked by a requester 116-120 in _,._ order to access and
mani pul ate attributes and data in obj ects 124-126. Thus, -as shown in

FIG 2, a requesg §1 le, 1§Qahso£%§1¥fﬂaﬂ&‘i" ad&%‘%ﬁﬁgro}%%ﬂ-ggtlaﬁn Fhy

preferred rment, requesters 116-120 are co er systens or
an element in a @P@§ﬁ§ﬂnﬁrSH@F@@rEanm§95%§ﬁs°“ﬂh$%ﬁuCture%ubn1ts request

130 for action on a storagergevecelVWid€ehates a%&dldﬂﬁo@%@@fégé%pal@e@
Thus, requesters 116-120

be both clients éﬁhz%e?Q%?§ge PROGHD, cSUER ASqRRT 380948°8 rRicen |§h?ssued
by one of reguest®iosalkb-sltd rmmimﬁlemna numbexf dﬂqe:nm;eidunis guch M=rd ace

128 01O D U, oHhEeEPULThGNSB! 805 P IBRSoBo g0 oot
application. 156, and a plurality of partitions 1abeled as partition
0 {(also designated by numeral 158), partition 1 (also
designated by numeral 160) and partition N (also

10 designated by numeral 162). BEach partition also
includes a numbexr of objects such as partition control
object 164, partition object list 166, and a plurality
of data objects 168 {(labeled data object 0-data object
N .

15 Associated with each object is a set of
attributes. In accordance with one aspect of the
present invention, an access control attribute is
provided which is set by a Set Attribute method
{(discussed in greater detail later in the application)

20 and provides means by which access to a particular
object is controlled. By changing the version number of
the access control attribute, certain requesters 116-120
can be denied or given, access to the particular object.

The clustering object is an attribute which

25 indicates whether the particular object should desirably
be located near another object in the storage system.
The cloning attribute indicates whether the particular
object was created by copying another object in the
storage system. A group of size attributes define the

30 size characteristics of the particular object. For
instance, the group of size attributes includes

-information indicative of the largest offset written
within the object, the number of blocks allocated for
the object, the number of blocks used to store data



FIGs 3-1 and 3-2 are bl ock diagrans of two di fferent configurations

whi ch can bewgs308%8 access obj ects stored on storage dedrases/i780s 112.
For the sake 10 of sinplicity, only a single requester 116 and a single
obj ect oriented storage device 110 is illustrated in FIGs 3-1 and
3-2. Wen requester 116 wi shes to open an obj ect (such as object
124-126) requester 116 nay be abl e to-&i irectly access st orage device
110, or it nmay be, U|r o requ rm ssi fromfile rver 114
and t he Iocﬁ%%gﬁn ﬁFbr T PN o&%%r ngégcggn ST Shj Bet BIo E
storage device 1&@thlﬂhéhexobm60to which file server 114 controls

access Lo storage device 10neupiUmihbyactriptel Ul Otedlneitne

securi ty reqU| renents ticu errent atron o sys em
100. . objerh Wi Bresteddi §§ﬁa¥nﬂ$¢ | Gidner é%{aéé in ¥hesokgert was

system 100 i§ asgygeeite, hensay QastT@ﬁﬁe =% atBefiButs was md@.‘ﬁ%@hhe”ent
to protect the tr SS|on of . co i nformati.on het ween

requester 116 an8ﬁ§t8 4§Et25 Th&egggécilélsolWaguPﬁeaﬁrP Veﬁﬁﬁi&??oﬁ,

there still may set offeaatkiibeteer wﬁﬁcﬂlldeﬁﬁ.ﬁQEGhef destapagenehktf angt i ons,
but file server %14 i S, nth e%%ﬁe t 0 .oversee re raction

"
w th storage devfg system wé"lfch #Jr’ﬁf?e%@ﬁt attrgao any
requester 116 i satnr$butea jposkheorfile asyetemambxr matidfobfiect sOgheact | y

on stog gge QE¥kﬁﬁuééQ cgﬁqH§§Eeﬁe1§§09§ae hu$n08§ﬁerr€3d ndlcat@f'te
i

and close objects | f ey were “native tache
requester 116. Oth‘ﬁcr?areﬂ@rtéﬁ'ﬁ@néfhaéra@terﬁtéé’%rque%eaFWI(fﬁ‘%a‘?@ra@é’talI

later in the apphk¢ahi 8Bject.
Each object is alsoc associated with an cbject
identifier which is chosen by the particular storage

15 device 110-112 and returned to the requester 116-120 in
response to the command to create an object. The
identifier is preferably an unsigned integer of a
‘specified lehgth. In one preferred embodiment, the
length of the identifier defaults to a size specified by

20 a particular storage device 110-112, or it can be set as
a device attribute. Further, in one preferred
embodiment, a predefined subset of identifierxrs (Ids) is
reserved for well known objects, special uses, and other
special functions which may desirably be performed.

25 FIG. 6 illustrates that the storage medium
typically includes a number of well known objects which
always have a specific object ID. In some cases, such
well known objects exist on every device or in every
partition.

30 For example, one such well known object is the
device control object 154, which preferably contains

" attributes maintained by each device 110-112, and which
relate to the device itself or to all objects on the
device. The attributes are maintained by the



-12- A brief overviewis provided at this point, however |y
for the sak®O9®/188%rity. |In order to read an obj ect on P§¥Y6‘J538é7sa§3| ce
110, requester 116 may preferably first read fromone or nore objects
which 5 reveal the | ogical volunmes or partitions on storage devi ce
110, and how to begin searching for an Q_\%’nrﬁct stored thereon. Requester
116 then opens and reads an obj ect, ich may be a root directory.

From this 0%’%{?%&95@@2 “He@ﬁ@&rwﬁfi?bﬁc 3 '&es’féx&%eﬂi‘tlé@é%ﬁ&ﬂ, e 10
is based on e~ contents of r oot lrecto uester 116
repeats the pro%m%l%‘ﬂq’nthérdé@ﬁr Eﬁeéﬁfée e“‘]i’%dlm%%%t éﬂ“em tH€is

referenced by dé@mé’%&%rol oirbjiﬁﬂilﬂsacqiéxofﬁéﬁbjécﬁld-@lzind a
di spl acenment within the

bj e
i mpl ementation illustrat e’ﬁa}?fl FPGllluSt%"tfs s8Br ﬁ%’ |g%r é’diﬁ%eerc?ble
Therefore, $il egeefuercdddrol obiesct ntErqosett#idurdse |/ O chain between

requester 116 and storage deV|ce &%QLEtQ a degree necessary for t he
desired |evel —of--protection REPEehetteg=20——enboti-ren] ey
requester 116 gl rst i@glg@st per m 5@,@95 sembheRtEi | e server 11 to
performa set of—fC-operatTons: Fre—server IIZ, " (Whith™may fave
wi thhel d storabh8ecurity | Clock 8 monotonic counter
Master Key |8 master key,
controlling device
key -
1.0 | Device Key | 8 device key,
) controlling partition
keys
Protection |1 -{ defines protection
Level options
Parti-~ Partition 1 Number of partitions
tions Count on device
Device - | Object 8 defines properties
is attr Attributes associated with all
cbhjects on device

In one preferred embodiment, the DpCo
attributes include a clock which is simply a monotonic
counter, a master key which includes the encryptionikey,

20 or other master key which controls all other keys on the
device, and a device key which controls partition keys
and which may be used to lock partitions. The
attributes also include a protection level key which
identifies a predetermined protection level and which

25 has asgssociated security policies, a partition count
which defines a number of partitions on the device, and
object attributes which define properties associated
with all objects on the particular device being

accessed.



| ocation information fromrequester 116 for additional security) then
accredits th#O¥Ga¥3t fromrequester 116 25 by returning suﬂ’ﬁ'f&séfﬁ% 819

information to all ow requester 116 to conmunicate directly with
storage device 110. Since storage device 110 is preferably inforned of
t he security paraneters when storagelgevice 110 | ogs onto file
server 114, storage device 110 preferably~tdoes not 30 allowan 1/0

reduest unl ess 1t i PropeLl 4ragpuy aLelarery Aol REes, Sp0sadag data

which includes valid erm ssi on ver
Then, the procewlﬁﬂ@ééecﬁ;qr@g@ slovicgs 110-flgshi cﬂacﬂ@ sharagesdevbed which

respect to FIG 13plai2 alsoe preferably 1ncTuaes a dmv1ce a%§DC¢atlon
However, the payload associate ¥A§ eéach comand, may

qul
different. .FoPRER&iplies WHC floas a%ﬁeatwn%e%%ﬁ:w?n. ga?féauﬁr ed
(ﬁgowi gg FI & 3d@yikeishiconmeads ror egifipdat m&@r@rﬁn&%ﬁ%@@@mmg gguester
an storage evl C en P n aadl ti,on prmSS|on
formmt on mISEHEr 3Rr BBRyA T SHRES BALENBLLSTRiSEE: OF TRniaha Bios
provi ded from r equestedr I1dd:-to sheradevdeei cassociallin object 156
identifies this relationship. Table 2 illustrates

preferable attributes of the device association object

10 1586.
TABLE 2
Name Bytes Semantics
Association 2 Unigue ID of this set
Identifier
i5 Association Type | 2 Kind of Association

kLMembership List

| Association 2
Identifier

Association type |2

20 Membership List n

Such attributes preferably include an
association identifier, which is a unigue identifier for
each given set of associated devices. The attributes

25 also preferably include an association type which
defines the kind of association (eg, mirrored pairx, RAID
5, etc.) between the devices. The attributes further
preferably include a membership 1list which simply
identifies the devices 110-112 which are members of the
30 above-defined association.

Fach partition 158, 160 and 162 on a storage
device 110-112 alsoc preferably includes the partition
contxrol object 164 which contains the properties of a
single partition. Object 164 preferably describes not



Si nce storage devices 110 and 112 can, in one 10 preferred enbodi nent,

i ncl ude har dW 2¢088Bi ves, a bri ef di scussion of a di sc GNESHBETIA
order. FIG 4is a perspective view of a hard disc drive, which can
be I mpl enented as storage device 110. 1In disc drive 110, a
plurality of discs 132 are journal ed about,a spindle 15 notor assenbly 134
within a housing 136. Each disc 132 has a nmultiplicity of concentric
circular recordigigy the t;fa&%s:ldm%ﬁatae@cﬁ%%nww%ltl ¥eebib3BesFophct rack
138 IS subd|V|ded Into plurality of paftitions (described in
greater detail \Hetﬁﬁflékﬁ&taf% PPERchy. “E)a? ecRRYbet2On - SEBFBI IS ics

retri e\éeggg rom mmzl,?a%emérwﬁgrm@m&és one parfpeebhicomardl bnog@cw thin
atrac

t bI
preferably in or?eéa & rCS?‘ﬁgr pﬁg%ﬁgpngbf\éé‘e f?lélsa%rk(f)eug %Y g’i‘éﬂﬁ y 140
carries a. plaralf¥ig. of hkkd:afirdiads apsenbties b&2r ol c:bia?éct:;a eatbredarry a

sLider having a{@ad{ Wdbe pditiod! chia lANSduORe LA caigun) st

readlng |nforrrat|o fom a ornation onto
A voice coi |l notearidgiaen wr;t@dc?baestéccrmﬂqﬁ Storeﬂotﬁt*‘eh% rfeladttfuéteor arm

assenbly 140 back,andy fasddk sugh tidihds tliggttera@wsducers on sliders 142

nove across the surface of discs 132 along.an arch generally indicated
by arrow 146. FIG 4 al so 18948 ARasCates i siRbgragf #htributes whighyi sc

drive contraj | eradé§remixebiysiHeedded in theCpatt ot b GRitcl YRR i Ons
of disc drive 110§” a

TABLE 3
i
Type Name Bytes | Semantics
15 Master Key 8 Encryption keys
. Current 18
Working Key
Previous 8
Working Key
| par:. Object 8 defines properties
attr Attributes associated with all
objects in partition

20
Such attributes preferably include a master

key which defines an encryption key for the entire
partition, and which can be used to set a current
working key. The attributes also preferably include a
25 current working key and a previous working key which are
preferably used for encryption and decryption of command
and data messages. Partition control object 164 also
preferably includes object attributes which are
associated with all objects in the designated partition.
30 FIG. € also illustrates that each partition
preferably includes a partition object list 166 which is

an object that is built by control component 150 when a



- 14- known manner. However, in accordance with the present

i nvention, divwgoeglrasse controller 148 is al so used in I mplrerrardskmesio
interface 128 to objects 124-126 stored on discs 132. 5 FI G
5 is a block diagramof a portion of disc drive 110 as it fits within
system 100 shown in FIG 1. In FIG 5, disc drive controller 148

I ncl udes a control conponent 150 whi ch?8mpl enents interface 128.

bj ect s 124-126 are stqQred on the storage nmedi umwhich 10 caonstitutes
disc 132. Re ®&$- L 108nPEnERpatggon  ghe "storags SRILEY oF 3 thE468st er

116- 120, and is fRreRE Ndst 166 @@cFakbylionadl ahe wameesHenWAFGR RVOKe
nmet hods in i nterface ntr ol t he

, 128. ,.C onent 150, on
i nvocation of a r?é’ﬁzfa’d?a@cﬁrlh‘gg’ o?ﬁ%)ﬁ’rntsﬁ “gggkgn?‘ PREt (?rfdé%%ture
mani pul at e | dent ifidredacthgetisgithacidecteffil@wysten iGphénohtedrgpondrt 150
returns an eyent gt‘gya%@ Ca3ium. | ”CJﬁggfe dat ailﬂ{stz%ttt rJ bytes . assqci at ed
i denti T 0 LT i'sa

wth any | Tied object. e"event is SO returned based
upon the parti culsdtnintes ipnafeadlly tarsouipiest evithceagd pratgition
In order for objegd:iR aRleed devices 110-112 to provide the sane
functionality delivered by an operating systemwth bl ock oriented
devi ces, storage space on devi ces P12 nust be manageable to a
simlar '
10 Field Bytes
OBJECT ID | 8 ID used for any OPEN, READ,
WRITE, CLOSE on this OBJECT
User Data N POL Attribute sets this, use GET
ﬁ ATTRIBUTE to learn value

As illustrated in Table 4, the object

15 preferably includes a list of object identifiers (or
object IDs) for all objects resident in the partition,

and the volume of user space allocated to each object.

The object identifier is used by a requester in order to
épen, read, write and close an object. In addition, the

20 user can preferably allocate user space for each object
ID by setting the user data attribute in the partition
object list. After the partition object list 166, each
partition preferably includes a plurality of data
obiects 168. Each of the data objects 168 preferably

25 includes one or more of the attributes set out in Table
1, and can include additional attributes, depending on

the specific implementation of the data storage system.

The object oriented storage devices 110-112

preferably support reguests to provide data to, or store

30 data for, a requester 116-12C. Moreover, storage
devices 110-112 preferably assume responsibility for
other functions that would have been done at other

components, most likely in the operating system, in



25 degree. Thus, in one preferred enbodinent, an

organi zat i on®0 98988 on st orage devices 110-112 is pr oHaRAdssa vi1e
obj ects 124-126 which are stored thereon. In one preferred enbodi nent,
obj ect oriented storage devi ces 110-112 provide for allocating disc

space into 30 one or nore nutually exclg%iye regions, referred to as
partitions. Partitions are described in g dater detail wWth respect to

FIG 6. Wthin a_partition,.. .. r 6- creafe++0hi.ects.
- one profor REAOY AxirchiEMEREE. | soatt rilaghlllc, TREPLEILNARCC)
sinple, flat ordgde zaeiiotengncs tafs hgaritiatimtesmnpssocigsedat Waghsyst em
can map Its Omntigféggé”éﬁidevices,110~112,Fﬁ§-p@eEEEﬁ%&&ab§§férﬁgEtb9n of

st orage space on a storage nedium such as“one of discs 132. The 5

st orage space i fEVdES a 2 of tREpERYEES such B84ch  funchegnee 86t r ol

obj ect 154, sa dguiaRe AsSIee i pdd Rl invok S, m@PHods PEUpsbit¥d0hb
partitions | abeled asEPartltlog nuner al 1§é),

. | . , Wﬁ%%%? desjgnated_ b
partition 1 (al SPterfdqrRdidfypdgh 45 1 Hteq @Y CORFFOIpSPRPPRERT N
(al so 10 desi gisd dch ebyh ofineratagd GRvicesEaclo-1part i & immbeat ©F the
methods which can be invoked are discussed in greatex
detail later in the specification. However, in order to
10 facilitate a better understanding of such metheds, FIG.s
7-1 and 7-2 provide a flow diagram which illustrates the
navigation of the object oriented £file system in
accordance with one aspect of the presént invention. It
is believed that discission of FIG.g 7-1 and 7-2, prioxr
15 to a detailed discussion of each of the methods which is
set out below, will facilitate understanding of the
present invention.

FIG.s 7-1 and 7-2, extending from blocks 170~
204, illustrate finding an object in a specified
20 partition on one of storage devices 110-112. First, the
requestor 116 obtains the device attributes in device
control object 154. This is -indicated by block 172.
Invocation of the Get_DCC_Attributes method causes
control component 150 to return the attributes stored in
25 the device control object 154. This is indicated by
block 174. Reguestor 116 then selects a given,partition
based upon the attributes xeturned from the device

control object 154. This is indicated by block 176.
Once the partition is selected by requestor
30 116, requestor 116 then invokes the Get_DAO_Attributes
method as indicated by block 173. This causes control
component 150 to obtain the attributes from the device
association object 156 stored on storage medium 110.
Control «component 150 then ryeturns the device



I ncl udes a nunber of objects such as partition control obj ect 164,

partition obWweras/1p§%t 166, and a plurality of data obj e€€T/USHRI7819

(1 abel ed data object 0-data object N). 15 Associ ated with
each object is a set of attributes. In accordance with one aspect
of the present invention, an acc control attribute 1is

provi ded which is set by a Set Attribute et hod (di scussed in greater

detail later inaagpibhatt Ohlndhe (AdRLALLAES, TRANS S ey ggoess to

a particular bject 1's con he” vérsi on nunber of
the access cont deOth fi7Bbut Basedr eai the clpisteessprgation attrdbrtlbs deni ed

or given, accesgylOr BQedMéé EBh@’F‘oP@.@&t:{.butﬂs requestor 1Hhe seh Wtk eri ng
object is an attrlbute whi ch i ndi cates_whet her, the particul ar obj ect

shoul d desi rabl { UartlEéOFoE%tJébteH@%ﬂga&ﬁot h'@hl%b}%cltnqlri:%b@éi SHoPd§Eksyst em
The cl oni ngsatt pifgut e 1 ndi cat es whether the particular obj ect- was

created by copyi ng anot he e In.t stor st roup of
size attributes define th é g%’? 18%; alP8P st%}a '%/t h?%?am alar
obj ect . For PCO mtrabueses md.ftémdgwhmph afuses zentabl radugossent nelBudes

information i nd't%ahbﬁ%ﬁ {} t}%lcat o %Eﬁﬁﬁ M'tt_klilgrbobrtltl‘ﬂr{ |

obj ect, the nunber he "nunber of
bl ocks used to stgestdaffs which 1is associated with the specific

10 partition to be interrogated by requestor 116. This
causes control component 150 to obtain and return the
partition control object attributes. This is indicated
by blocks 178 and 180. If the objects in the selected
partition are not the objects which are of interest to

15 the reguestor, then the requestor selects another
partition as indicated in blocks 182 and 176.

However, assuming that the requestor 116 has
found the partitions of interest, then the requestor
invokes the Get_POL Attributes for the selected

20 partition, as indicated in block 184. This method

' causes control component 150 to obtain the attributes
from the partition object list 166 agsociated with the
selected partition. These attributes are then provided
to requester 116 as indicated in block 186.

25 Next, the reguester 116 invokes an
Open_Read Only POL method. This is indicated by block
188. As is discussged in greater detail below, the

control component 150 obtains the data stored in the
partition object list 166, associated with the selected
30 partition, but modifies an attribute in that object to
indicate that the data is being provided on a read only
basis such that the data cannot be modified or extended.

" This is indicated by block 190.



-16- wi thin the object and the nunber of bytes per bl ock W t hin

t he obj ect. WO 99/10893 A group of tine attributes indi catBSTARERTERe
obj ect was created, the last tinme data in the object was 5 nodified, and
the last tinme an attribute was nodified in t he object. The object also
may preferably include a set of attrbgutes whi ch define the last tine
t hat any data inthe file systemWwas nodif ied and that any

attribute inthe file %ﬁ%tséaﬁx@s@t Ql,'hfeheElnv%k&hﬁ{e k%aa ! lhRYLey can

al so be provided, in order to Indicat
charact eri sti cs W oregpuFes ANt compc&@@énléﬁj%%ttender tHe 1ist ofEach

object is also agseeitat ednvw theangebkbeebd partgdenbhfi esrwhireliks chgsen by
t he partlcular stora e dev e 110-11 and returgf %he re%uester
Bﬁﬁe%

116-120 in é” EL& the TBORARILE ieprEsfe Y a

identifier iss prcm‘:ﬁmbalgytaa ﬁ@sim&obbjerﬁmem Qﬂieaselect&ﬂEPaf:tﬁdlbﬁmgt h.
a'si 76 Speci 11 ey Fedker, 1% tavokfe ke sl Ao uabiog Rddl 1
set as a drises taatcoburel com@@nanﬂwxsoltw cdose phefparedtlon
enbodi nent, dﬁ§33 ”%ﬁs%“bs%hlgf1éd§HE%Eéeéa E&dﬁio reserved for

wel | known objec speci al uses |aI unctlons whi ch
may desirably be perfor medavigg discoveredr|ihe g th]ﬁfstt r dttes fomat thge

storage medigim geside@idgidldat idicldpstd hurdgietfeve] 16 kopvA ebjveskks Which
the Open xxx Objectx method. The =xxx indicates a
specific opsn method which is invoked by the requester,
based upon the particular data manipulation desired by
the requester. The Objectx indicates the object ID from
15 the partition object list which identifies the object to
be manipulated or accessed by the requester. The xxx
designation, for example, can represent an Open_ Update
operation, or an Open Read-Only operation. These are
discussed below, and this step is indicated by block
20 1¢8.
The requester then performs the desired
manipulation of the cobject returned by control component
150. Various methods which can be used to manipulate
the objects are discussed in greater detail below. This
25 ig indicated by block 200.
Finally, once the desired cobject manipulation
or access is completed by the requester, the requester
116 invokes the Close Objectx wmethod which is also
described in greater detail below, and which operates to
30 close the object which was accessed by requester 116.
FIG.s 8-24 are flow diagrams illustrating
various exemplary methods which can be invcocked by a

requester in order to accomplish desired functions and



al ways have a specific object ID. In sone cases, such wel I  known

obj ects exi WOB8¥1®¥ry device or in every partition. 3(PCT/USIE17819
For exanpl e, one such well known object is the devi ce control object
154, which preferably contains attributes maintained by each device
110- 112, and which relate to the devigce itself or to all objects on
t he devi ce. The attributes are naintained by the

-17- Set At hpkbukg m%mgqlweasg '%fd fdded $alelyi Bnt Eﬁ obie
application. In one preferréed I mant ere | s one evi ce cont r ol

obj ect 154 per B&+PBES418t9A3ge device, such Faevics |13x&t rat es one set of

preferable 5 device CO”FI@l obj egk (@CQfﬁﬁﬁrldﬂégﬁbm specifically
TABLE 1 {@ %ytes Senpnti cs Securlty Cl ock
8 - nonot oni ¢ BEEFEFNQ "an  open rejpRigkly method. R iRy,

control | i ngsdevireguestexr 116 invokekeeyhis method, as indicated in block

208, control component 150 creates a new object ID and

enters the object ID in the partition object list

associated with the specific partition in which the

object is to be created. This is indicated by block

-10 210. Control component 150 then creates a new object by

allocating the number of blocks, etc., associated with

the object, and by modifying the object attributes to

indicate the time of object creation and to set other

attributes listed in Table 1 and associated with the

15 object. This iz indicated by block 212. Next, control

component 150 returns the status of the request along

with the new ID of the object which has just been
created. This is indicated by block 214.

In addition to simply creating an object,

20 requester 116 can specify a number of options. For

example, in one preferred embodiment, requester 116 can

gspecify whether the object is password protected,

whether the object ig to be encrypted, certain quality

service thresholds ({(eg, whether the object is to be

25 backed up), lock characteristics (eg, whether the object

is to be locked by an object lock as well as any other

locks, such asg partition and device locks), the access

centrol version, mirror or other backup support (which

will cause all updates to be mirrored onto anotherx

30 cbject, or backed up in another way which is specified),

to indicate that space will be allocated in units of a

specified wminimum size, and to set <collision

characteristics {such as write in a UNIX-type system).
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requestL along with the ID of the new object.

It should also be noted that a special
instance of this method can be invoked, which includes
all data associated with an object. In that case, one
method can be invoked which can create an object, write
to the object, and close the object.

FIG. 9 is a flow diagram illustrating an
Open_Update Objectx method. When the requester 116
invokes this wethod, as indicated by block 220, this
allows requester 116 to read and write the specified
cbject. It also provides for extending the length of
the object. When the method is invoked, control
component 150 sets an attribute in the specified object
indicating that the object ig in use. Requester 116
provides permission information, the partition ID
containing the object, the identifier of the object to
be accessed, the tvpe of action to be taken (such as
update or write) and any of the options mentioned above.
In response, control component 150 returns the status of
the reguest and the length of the specified object,
along'with remaining capacity available to the requester
116,

FIG. 10 is a flow diagram illustrating a
Write Object method. When requester 116 invokes this

- ‘method, as indicated by block 242, this causes control



-18 - In order to adequately manage objects spanning

mul tiple stowagenewyi ces 110-112, each storage device 1191420780
preferably includes a device association obj ect 156 which defi nes
associ ati ons between various 5 devices 110-112. For exanple, where storage
devi ces 110 and 112 are a mirrored pair of devices, or nenbers of an
arrayed set, the device association objetd¢-156 Identifies this

relatlonshlp Table 2 illustrates preferable attributes _of the
devi ce associ at CORPEBEREL 188 torwpite to a specified number of biggks »

Nae in Bhb63331gﬁ@ﬁ§ﬂtbb ect at iﬁ@cmddﬁﬁﬁﬂh specmﬁiea
Unique I D of this set I entlf C

lation Ty
Ki nd of Association ﬁ;o@lg@n ajfo causeAQE%%?d#%?ﬁPds to o
| dentifier ‘ beASsmmmahlonmep@xa&pm& ifVpahrdrshigmplpiost isn called

Such attriButeg,, pr %f%b%p%%v cb”%&%dilza%o be a%%%%%‘?t'%”w&Q%%tgf'er

which is a 0niqué i dent et of "assoCi ate é%V|Ces
The attri butes automatically lnvoke an Excluﬂlve Or method which

performs an Exclusive Or operation on the data to be
written, and parity data to be wrltten to one or more
previously specified parity devices.

10 In order to invoke this method, the reguester
116 provides permissgion information, an obiject
identifier, a partition ID, a starting location of
blocks to be written within the object, a number of
blocks to be written to the object, option information,

15 and the data to be written. Once this wmethod is
invoked, control component 150 modifies the specified
object with the specific data provided. This is
indicated by block 244. Control component 150 then
modifies necessary attributes in the specified object

20 such as the length of the object, the time stamps
associated with the object, etc. This is indicated by
block 246. Control component 150 then modifies
necessary attributes of other objects, such as the
partition object list, where needed. This is indicated

25 by block 248. Control component 150 then returns the
status of the request to the specific requester. This
is indicated by block 250.

' FIG. 11 is a flow diagram illustrating an
Open_Read Only Objectx wmethod. When this method is

30 invoked, control component 150 allows the requester 116
to have access to the specified .object for read only
PUYPOSES. Thus, when this object is invoked, as
indicated by block 230, the requester provides
permission information, a partition ID, an object ID,



25 also preferably include an association type which defi nes

t he ki nd of wazsaesati on (eg, mrrored pair, RAID 5, et crgTI/H88IERLY t he
devices. The attributes further preferably include a nenbership
list which sinmply identifies the devices 110-112 which are nenbers
of the 30 above-defined association. Each partition 158,
160 and 162 on a st or age deV|ce 110-412 al so preferably includes the

artiti b mh h ta .
Brngl & parti i oRSaBEAPR oA T cSREES] Mot BOAST' LfEnoLefs
-19- only almeaparibmtammmﬁleabsecaﬁyedb?}eyeciatmﬁm@gt hhtat the
D arabl v T 2@%&&5 QP i? u@@rtlt& Is JEﬁcﬂngﬁaéggiGEonr each artltion

preferably incl udgs one ition con roI
defined on the dontgel CWP@@GB'C 150 Ghea lsleltﬁs@rléﬁ%% oFait REEEAPEERL £BI

obj ects stoRed tne WohBLE £AGIcRELAG LMy diM o R4 Bahnbe bhewgaseenThe

partition control objécts can be sto ed int syst em above

the partitions MAsfEgdrequester. fis b %?%9%H€§t%§°&knaﬁ% mh
attributes whi clech rolarsupcafetall 50 i théndedtupnshehparsttatiuen a‘.tf)nthel

obj ect's request and the length of the speci ified object. This is
indicated by block 236.

10 FIG. 12 is a flow diagram illustrating a
Read Objectx wmethod. This method is invoked by the
requester 116 when requester 116 desires device 110 to
return data from the specified object. The requester
provides permission information, an object ID, a

15 partition ID, a starting location of blocks to be read,
a number of blocks to be read, and any other desired
option information. In response, control component 150
returns the status of the reguest, the length of data
being returned, and the actual data being returned in

20 response to the method. This is indicated by blocks 256
and 258.

FIG. 13 is a flow diagram illustrating a
Close Objectx method. When this method is invoked by a
requester 116, as indicated by block 264, the requestexr

25 provides permission information, an object ID, and any
desired option information. In response, control
component 150 modifies the data in the specified object
as indicated by block 266. In addition, any changes to
the object as a result of writing to the object, if not

"30 already written to the storage media, are written at
this time. Control compeonent 150 alsc updates
attributes of object x as indicated by block 268. For
example, if the obﬁeat is a newly created object, its
attributes are updated with the time of creation, and



168. TABLE 3 Type  Nane Byt es

Semanti cs 10 $9/16893 Mast er Key 8 Encryption keySctiises/i7sis
Current 8 Wor ki ng Key Pr evi ous 8

Wor ki ng Key Part. object 8 defines properties

attr. Attributes associ ated with all

objects in partition 20 S&@h attributes preferably |nclude a

t Kk t K f t
barti tion, and e keninet aBh- ERSEETAFRRRR] I i Bncehe The
attributes al scapreiiartas anmqg’délaﬁﬁo ipddcatt whekilagtkeymendhat
previ ous worKi nghgety%‘, Gh t@fee oéaaectpwé%e&xﬁﬁll l;j'éﬁedtfh%r ‘%ﬁ%ﬁ:’ﬁpt 'fotgj and

decryption of conman messages artition co héact 164
al so pref ed@bty lfnéFuéI@é? Braad, aarmugnt estrifiudle g eset by

associ at ed g t heght rODjcRElSNEALt NS0 ARSIANALEd cRREL &hQE tﬁé’ object is
FIG 6 also illustyrates that each partition preferably r‘—i]ceiudes a

partition obj ect®|+AIeHE N GYs @ Iiver, regreeterhat i s bUI It by control
conponent 150 when a Control component 150 can also, optionally,

update residual cache information associated with the
object and reflected in an object attribute. This is
10 indicated by block 270. For example, if the specific
requester 116 making the request is configured to inform
the storage device 110 that data is still being cached
for the closed object, or is no longer being cached, the
operating system of storage device 110 can retain the
15 cache information for those applications where objects
will be closed and opened again in quick succession. At
the same time, however, the storage device 110 can keep
track of whichever-componénts-in System 100 may need to
be informed in the event cf'coherency collisions, should
20 another requester request access to this object in the
meantime. Control componént 150 then returns the status

of the request as indicated by block 272.
FIG. 14 is a flow diagram illustrating the
Remove_Objectx method. When this method is invoked, as
25 indicated at block 278, control component 150 takes the
necessary steps to delete the object from the storage
medium. This is indicated at block 280.  Control
component 150 then modifies the partition object list
associated with the partition from which the object was
30 deleted, in order to reflect that the specified object
ID is available. This is indicated by block 282.
Control component 150 then returns the status of the
request, as indicated by block 284. In order to invoke
this method, requester 116 provides permission



-20 - art| jon is created on the storage nmedium Partition | ect
list 166 pr 3?/505% has the same identifier in every paPFquSSW"S&%d
constitutes the point of departure for navigating the object file
system i npl enented on the 5 storage medium Table 4 illustrates a
list of attributes preferably associ?ated Wi th each partition
object Iist. ABLE 4 10 Field Byt es
OBJECT ID 8 :Lnfolxﬁalﬂﬁ.@ﬂl fog Wt@@&ﬂ R@P an object ID, and an
VWRI TE, CLOSE ogthls ECT N POL Attribute sets
this, use GET desired option mﬂ‘?ﬁ?ﬁ%@‘?ﬁ tocq’%%¥ﬁlv%ﬂ"ﬂ@°nent 150 then  Ag

illustrated i nr'é&lmlmsél;;hrehetahpe%flﬁhepf@@@é@blasln@dimSecﬁi By B &tk obj ect
identifiers object I1Ds) for all objects resident in the

partition, %Bﬁ‘nd the volune of user space allocated to each object.
The object sidentifier isRised 1y asrequEkiverdiagpadenliiastratiopenshd ead,

o e arnd oL TAR G I8 WIRAD ¢ gerb&aqhnwo%éae B
al | ocate user space eac ti'hg the user ta
attribute in tmgmemem,oﬁa 3.ndlcated by bock 290 in order to create
a partition on storage device 110. It should be noted,
that while the Create Partitionx method partitions the

10 drive into one or more regions, all space on the storage
media need not be accounted for. In addition, partition
regions can also span various zones on a disk.

In one embodiment, this method is used to

create partitions in a tiling arrangsment, with the

is partitions representing true divisions of the storage

space on the device. This arrangement is used to divide

the space by serxrvice levels such as data array. Such

partthons cannot be resized, but can be removed and
recreated. _ ' '

20 In accordance with another aspect of the
present invention, the partitions are used as a logical
partitioning in order to organize objects logically
rather than manage the space according to service
ievels. In this second embodiment, the partitions can

25 be resized dymamically.

In order to invoke the method, the requester
provides permission information, any desired options, a
partition ID, and an initial space allocation which
identifies space to be allocated to the specific portion

30  identified. In response, control component 150

-allocates space on the storage media for the specified
partition, as indicated in block 292. The control
component 150 then establishes a partition control

object and a petition object 1list, as indicated by



object list. After the partition object Iist 166, each partition

preferably wedamdess a plurality of data obj ects 168. Eard¥/g89st1839dat a
obj ects 168 preferably 25 i ncludes one or nore of the attributes set out
in Table 1, and can include additional attributes, depending on

the specific inplenentation of the data %gorage system The

obj ect oriented storage devi ces 110 112 preferably support requests to

d
provi de G2 90 00,9000 s 24l a e ABHSHLTE | 1B 120 sl cOver

ot her functi onsob:hatt vﬂcnﬂtd ctmtbém achorey est a‘a’tdwaervns arsoap@ménrt:sngrmst

likely in the qpes gbaects in the partitio Control
-21- prior art arc |tectures cé managenent, as well as t he

mai nt'enance of YPEOWMENRY &ﬁt%haasé@mma e wtatusppfebhe rHTURAL 888
110-112, isspref %a%fﬂj}tnﬂﬁf le.‘étratlﬁthﬁéspaﬂé-ﬂtﬂdrgln REES Ves.

SR W PN o IR 477 SN R %‘%282?"5 T
each of storage devices Jm;aa-ll?s Asnabglowf digram il0eebedsinbki checan be
| nvoked are dl%f%%§$§;§aré&§§%ﬁ§: method. In orxder to invoke this
method, requester 116 provides permission information,
10 option information, and a partition ID identifying the
partition to be removed. This is indicated in block
3p4. In response, cortrol component 150 de-allocates
space previously associated with the partition as
indicated in block 306. Control component 150 then
i5 removes all objects in the partition object list
associated with the partition to be deleted, deletes the
‘partition object list and deletes the partition control
object. This is indicated by blocks 308, 310 and 312.
Control cowpenent 150 then returns the status of the
20 féquest and the partition map showing changes made to
the partitioning. This is indicated by block 314.

In accordance with one aspect of the present
invention, data management policies are communicated to
each storage device 110-112, so that the storage devices

25 can act independently of one other to execute the
management policies. This provides significant
advantages in that it results in not only less human
intervention, but also more predictable and timely
management control.

30 For example, data on the storage devices 110-
112 may desirably be backed up each week. Conventional
éystems are typically backed up during an idle period on
weekends, such that the system availability is not
interrupted during a business week. However, the window



detail later in the specification. However, in order to 10 facilitate a

better underWOaH#EY of such nethods, FIG s 7-1 and 7- 2 BSTTONSO8R789f | ow
di agram which illustrates the navi gati on of the object oriented file
systemin accordance with one aspect of the present invention. It

I's believed that discission of FIG s 7-1_@9(_1 7-2, prior 15 to a detailed
di scussi on of each of the nethods which i§ set out below, wll

facilitate under, Is : 3 i ' .
Fras 71 and 70 SedildngLith has nod G28Rkal YA Liking at the sape o
an object in a $&@a fhedsyetenpeapzelbien it bernsdsczgasdagi.cethugo- 112.

First, the dRAYREElen BE el taint itrie e GR1 al {hé b esnt Or-deyt Cg
control object 154. TQI(PS i s |nd|1§:at ed b¥ bl ock 172. . Invocation_of the
Get DCO At t ri but & 3R o PHAURRRMGE Lo BREK o MP: ARfFHEHY 15073 Y &% ur Rft he

attributes &t orethtan hidfs bedhaedeeirgeddditcaltobj ect 154. This is indicated
by bl ock 174. Reques 11 h L OLV partitijon based
et O SRS A0 ERP UM e oye

upon the attributes returned fromt con Thi s
i s indicated by Hdessintl Agvention, by taking@neetfibn purant cbpects babkedted by

request or 30 r | ayok t L
met hod as i ndi Cﬁatgsﬁ%lﬁg%g ?L%%gﬁélkﬁ:%g ggﬂsﬁ %%%%@é%é?o%gﬁéﬁté 150
to obtai n the atdeisist 30rddm £AR Helorr a backyxdapstiion whpaeverssnst ored

on storage jiedi WL} has reRMledOkheCerpeBeRt stfle FRENicECLHERSY tRE
device be taken. Also, the backup of all files can be spread
over a longer period - during which others are still
being updated-without affecting data integrity.
Other examples of attributes which can invoke
15 action by an object oriented storage device 110-112
include encryption, compression, versioning and parity
redundancy. In each of these exarhples, the storage
device 110-112 preferably need only be informed of the
policy with respect to a specific object or set of
20 objects. The device itgelf can then perform the function
or inform an agent designated to provide the service.
For instance, compression and encryption can
be performed on the storage device 110-112 itself. -
Therefore, the only thing which need be communicated to
25 the device, is the fact that compression or encryption
is required for an object. For a managesment function
which is performed by an agent, not only the management
function policy must be communicated to the storage
-cievice, but also an identification of an agent to
30 perform the function, such that the agent can be
accessed by the storage device when it is time to
perform the function.
In accordance with one aspect of the present
invention, assoclations are established among objects so



-22- association attributes to requestor 116 as indicated by

bl ock 175. ®Ba9ea989d t he devi ce association attributes aou/ushei ey i ce
control attributes, requestor 116 sel ects a partition to interrogate.
This is indicated by block 5 176. Requestor 116 then

I nvokes the Get - PCO Attributes t hod whi ch causes control
conponent 158 to obtain the attribufés found in the partition control

object 164 whi Ghdes cA83aCh 2 RAMY Elnk e SPAGHILE otys cRAELbLBENLRRE -

i nterrogated by re%estor causes con
obtain and ret @@ the identddded:i onFesntaxAmmls ecasaene [fut @atalass i s

i ndi cated 1%1@%% Hﬁeé&s’« Ja@ﬂ-ec'tfs t Hen8hh £GHS: din ctalﬂxebéebﬁékég.
partltlon are not the i egg}ze ﬁn e of i nterest to t&i request or,
then the reqi¥stBREIsel T af begn clossH a%rl e e8™Fn

bl ocks 182 mnd defignated as the ebjébu\e:vxerwh:a&swmn@ft bat bbrRerequestor 116
has found i he rtitions in th t he_reque r i nvokes
the Get POL_At eﬁeﬂﬁaee]st 1#“’gérj big%rel < gCtet\d %Bi %%FY%F gha ey nlaﬁecat ed
in block 184. necled het mhage tb'aasétsm@on@foImi@:tp@m@ﬂtﬂple%weeht ain
the attributes ojn éﬁ]om t e élttll on o{ghﬁc ,légéntwgn@%i%glo%t egdiwhth the

sel ected partiti ese attr ut és dre 't rovi de to requester
116 as i ndi cat &pbablgisdge g@@er -device dependenc1es as in the case of

10 an arrayed parity set. By making it possible to
establish groups in which one device or object makes
certain that the rest of the group has the same
egsential properties, management of the group is more
efficient and effective.

15 FIG.s 17-24 are flow diagrams which illustrate
management functions which can be performed by invoking

" methods exposed by the objects on the storage devices.
Invoking the methods causes control combonent ‘150,
and/or related control components, to take steps in

20 ordexr to perform the management functions associated

" with the invoked methods.
FIG. 17 is a flow diagram illustrating the
Export_Objectx method. Requester 116 invokes this
method, as indicated Dby block 320, by providing

25 permission information, option information, an object
ID, a target device ID and a target partition ID. The
export method enables a storage device 110-112 to take
action based on rules expressed in attributes associated
with a given object. For example, it can be used to

30 initiate a backup or support versioning of objects to
other devices.

When the Export Objectx method is invoked,
‘control component 150 obtains the specified object from
the storage media as indicated by bleock 322. Control



25 the requester 116 I nvokes an

Open_Read dﬂp@@%ﬁ?—"ﬁ nmet hod. This is indicated by bl ock TREF/USIRL 7§18

di scussed in greater detail below, the control conponent 150 obtains
the data stored.in the partition object list 166, associated with the

sel ected 30 partition, but nodifies an af4rxibute in that object to

I ndicate that the data is being provided on a read only
that the data cmn@tgrtmmmmewemrmxwédedn Open_ CheSitles nidihisated Ky

bl ock 190.
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dbject on the target device after it has been written to
the target device. This is indicated by block 328.
Finally, control component 150 returns the status of the
reguest to the requester, along with the new object ID
of the cbject which has been written to the target
device. This is indicated by block 330.

The interface 128 implemented by control
component 150 élso supports methods which allow a
regquester to obtain object attributes for review, and to
set object attributes. FIG.s 18 and 19 are flow
diagrams which illustrate the corresponding
Get_Objectx Attributes and Get_Objectx Attributes
methods respectively.

The method illustrated in FIC. 18 once invoked
as indicated by block 336, causes control component 150
to obtain attributes for a specified object. In one
illustrative embodiment, the requester provides
permission information, an object ID, or a list of
obiject IDs, and option information. Control component
150 then obtains the attributes associated with the
object ID, or the list of object IDs, and returns those
attributes, along with a status of the request to the
requester. This is indicated by block 338.

The Get_Objectx Attributes method illustrated
in PIG. 19 can be invoked as indicated in block 344, by
a requester providing permission information; an object
ID, and option information to control component 150.

T*@o‘htﬂfol' ndb&pbeenbY M Pckndsb.
qaﬁvaﬁégod at FH@ t%ﬁ%ﬁtxé%vkﬁ?e%¥951ﬁ€tﬁ%@.

The



speci fic open nethod which is invoked by the requester, based upon the
particul ar dXPEYMERT pul ati on desired by the requester. PREUVEHEEIX

i ndicates the object ID from 15 the partition object |ist which
identifies the object to be mani pul ated or accessed by the requester.
The xxx designation, for exanple, camgepresent an Qpen_Update
operation, or an OpenRead-Only operation. These are di scussed bel ow,

and this step i edmdidiat@gdhddtocls @Oched 9odifies the attribfickgaugster
then perforns the desire, mani pul at e object returned hy

) i on, of  t .
control conponedti® SPecisded \ph] ‘ﬂ’e‘f%oﬁgev\ﬁp RTRERIFE BEOYiLed By
mani pgl ate i b tﬁl@ n@q@e@k ' iseR) eadiise:tma;daéj Na g lsealt-els d@ﬁﬁthﬁbag@ugsﬂt}i s 25
i s i.ndi cated by ck 2 Y | pa , .ance .t Sir obj ect
mani pul ati on _aqo%‘ é’%‘t&g‘%sﬁ}lles TR eeP b?Et k%ér 58&&&?&?,% Pﬁ’é’ er‘%qu er
116 i nvokes & he m@idisid ecbj e @hd smdtshdehdiiadled dyaldmcks ddsaricoedd.n
greater detail below, and-phigh.gpgLALES ‘3%%0 an ﬁ];gy EQ?FQQJ esk V{i‘ﬂeCh was

s 8- are

accessed by requester 116. i ) ow diagrans
illustrating  Preag@itoud SiEmsTar i HetsCami bl d0akBE isovEked Mheay
requester in orqem bR13ceeMRbbebsd@sbhed £HEGLPASANcked by a server
that owns the lock that has been placed on the object.

10 In one illustrative embodiment, objects can be locked at

the object level, the partition level, or the device

level. The 1lock mechanism provides for intexr-server

access resolution. Such locks, in one preferred

embodiment are used for scheduling concurrent updates as

15 well as prohibiting access during maintenance functions.

FIG.s 20, 21 and 22 are flow diagrams illustrating lock

methods which can be thought of as instances of the

CGet Attribute and Set Attribute methods. However,

additional detail is provided for these specific

20 instances of those methods, such that they can be used

in the sharing of data among the cluster of requesters.

FIG. 20 is a flow diagram illustrating the

Read_Lock Attributes method. This method can be

invcked, as illustrated by block 354, by providing

25 permission information, object, partition or device ID,

lock parameters, and any desired option information from

a regquester 116 to control component 150. In response,

control component 150 determines whether the specified

object has a lock which is set. Control component 150

320 then returns the status of the request of a requester
ovning the lock. This is indicated by block 356.

FIG. 21 is a flow diagram illustrating the

Set_Lock_Attributes method. This method can be invcked

by a reqguester, as indicated by block 362, by providing



-24 - mani pul ati ons of objects stored on an ohj

oriented st‘é’?’a@ 6%’gvi ce, IOsuch as devi ceJ 110. Sg§/li7sswa

fl ow di agram specifically illustrating an Open_Create_ (bject

met hod. Wien a 5 requester 116 invokes this nethod, as indicated in

bl ock 208, control component 150 cregkes a new object ID and

enters the object IDin the partition object I|ist associated with the

speci fic partitpesmigsdoinchitbermationp] ettjdex tOpbBtﬁ:tEaﬁerr @i cies

i cated, by b Geke 210, am gl GOS8 At oatee Bplalon oo
obj ect, and by dmdickyiatigorhe offieet thisi bmtzixpci ols m\rmctat eonheolli ne of
obj ect creatlon Rfch@nte! 1§E>he:[nsl%lct@t i ga&ﬁse%é%asg?&ég%ﬁ& 1+gad

associated with s Is I ndicat 212. Next,

control -5 comﬁ@ﬁ@%ﬁ?@oobé?m’—ns Tinks sisatigdicrtere b’e}ald%%lf 3i%ngThe

with the new | Defnehl QRigeneMt q!hé}asm dp@eﬁb perf&F@akelock Thicg s
i ndi cated by bl ock 214. dition to si hégqreatl ng an

obj ect, 20 req¥esQsk PRETHHNLhtity EhﬁuﬁﬁgpeﬁFeBp?l dfEntESLcation.

exanpl e, in oneTies eigedrﬁmﬁdjamnby rkﬁ:quﬁstesslla a&n the xzapmesi:yer
whet her the object is pass

whet h t to b
encrypt ed, certéle@u&ﬁ nlgy\é/?1e OBEEF§F8% ?ﬁr%@%o‘?‘ﬁe}f%f R%eﬁﬁ;e t P.i.’esfglbjoect(:a
is to be 250 badhed opgratiovkwdhar bet peroined ( egi £ whndt hdhet npegbitdon

Is to be |ocked hy jan, b Ctn veldy ag A hecrcntrol R %meﬁl&Ch as

partition and device OCk € access cont rol versi on, rror
other backup supfdr etwrneha sbatus of the request along with the ID of

the serxrver which owns the lock. This is indicated by
block 368.
15 FIG. 22 is a flow diagram illustrating the

Reset Lock Attribute method. This function is used in

an attempt to reset a lock in an event that the server

which owns the lock is no longer functioning. The

method can be invoked, asg illustrated by block 374, by

20 providing permission information, object, partition or

device identifier infofmation, lock parameters, and any

desired option information. In response, control

component 150 locks the specified object, partition or

device, as indicated by block 376, and returns the

25 status of the request along with the identification of

the server which owns the lock. This is indicated by
block 378.

FIG.s 23 and 24 are flow diagrams illustrating

Get and Set Device Association methods. These methods

30 define or interrogate relationships among devices 110-

112. One illustrative implementation of such

" relationships includes that one of the storage devices

110-112 is identified as a master of a first set of

devices, and others being dependent members of that set.



w |l cause al dates to be mrrored onto another 30 object, or backed up
i n anot her %ﬁgé\ﬁ%h i s specified), to indicate that SB‘&E@JS%’VISI%e
allocated in units of a specified mnimm size, and to set
collision characteristics (such as wite in a UNI X-type systen).

- 25- The particular infarggtion which requester 116
provides to control conponent 150 in order to invoke this net hod

I ncl udes perni s:szh@nflmfsarrwﬁl @@st@rs)biteﬂﬁe set, V‘@sChré%Hléﬁoi@' $obor

security, the p rtltlon o devi.ce in ich the object, is to be
created, and any-of=™ S-‘b’t bhe RS HnlE™RE55e. Qharll?lé?e%bn?@t
control comqammﬁnsnteigo r(mhmnmembarsnﬁeydad:tl&itrtatmw;aammm@@t if

RS TPaC L of i PhEe OfloL B GYhER: £LBR Bhe' FRr8L LienascerSELERL, B ONT

with the ID of NEw o ®not ed
that a spekialset. Enspade§ §brt bitoragehddviaasbaibnldRedp whir€brinncl udes

ol data assoct ehed L BIOAD] ey dft AN B wiBIP tno apTELBGdcgan be

i nvoked whi ch can create an ect, ose the
obj ect. 15 perform & fé‘;‘—l@’mss%?qnw-du J@nahhca@t utéﬁ ﬁ@wms to

inspect themselves to determine whether they are
included in a membership of a larger device group.

10 In FIG. 23, the Get_Device Associations method
is illustrated. This method can be invoked, as indicated
by block 384, by providing permission information and
option information. In response, control component 150
returns the status of the regquest, and the requested

15 agsociations for which the device is a member. This is
indicated by block 386. FIG. 24 is a flow diagram

'1A1ustrat1ng the Set Device Associations method. This
method can be invoked, as indicated by block 392, by
“providing permission information, option information,
20 and a list of members and attributes defining the
associations. In response, control component 150
" modifies the device association object 156 contained on
the storage media, as indicated by block 394. The
device association object is wmodified to include the

25 attributes provided by the requester, and to include a
time stamp showing when the object attributes were last
modified, etc. Control component 150 returns the status
of the reguest, as indicated by block 396.

The permission information described above

30 illustratively allows the file server 114 to gate access
to storage by controlling which requesters 116-120 the
file sexver 114 gives the credentials needed to cbtain
a response from a storage device 110-112. File server
114 also dictates to the storage devices 110-112 that



Open_Updat e Cb#?@&% met hod. \Wen the requester 116 I nvokes this

net hod, as M d by block 220, this al | ows request ePCTVE¥ 138 ead
and write the speci fied object. It also provides for extending the
| ength of 20 the object. Wien the nethod is invoked, control
conponent 150 sets an attribute in the spggified object i ndi cating
that the object is in use. Requester 116 provi des perm ssion

i nformation, tEEeypﬁﬁfstt b@[ly Henor 1/@0%@1@% el b) £erd Neci ggatifier
of the object to sse of actjon to ge t aken (such as

update or wite} ﬁﬁﬁléﬁFB? ?ﬁ@quFYoﬂgif};‘g}’it i oned 5B¥Feunderlying;kifonse,
control conponeperdbfsienar nsetheisyat uspability theer eflbastandiveyl ength
of the specifie ' I ] [maini ng_cap t vailaple to
the requester 3 o&%ﬁgéated vs" el Vgtt‘% 1gev§%§ flma#/]a% Qﬂ
illustrating a Set_Owject EbFécbuhﬁshmdthO@MenIfequesppronﬁﬁatavbkeslth|s

nethod, as i ndl gat %QCQ¥‘1EW‘§J§ 244 4 S %@%& VJ(.) e 11(]3 bel. tha‘,

-26 - conponent to wite to a
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command for security compliance. However, as discussed

in

above, some applications need not employ security.
10 Further, if a particular server cluster has some devices
located in another physical facility, it may be
desirable to define a higher level of security for
communication with the remotely located devices, but not
for communication from local traffic. This allows the
15 employment of security for remotely located requesters
oxr servers, but avoids the performance loss which would
accompany employing such security for local requesters

or servers as well.
Further, each storage device 110-112
20 preferably includes a readable monctonically
incrementing clock to be used for time stamping secure
messages and objects. In one illustrative embodiment,
the clocks for the various devices are synchronized on
a system-wide basis. In another illustrative
25 embodiment, file server 114 accommodates for
discrepancies and values from storage device-to-storage

device.

| Thus, it ecan be seen that the present
invention provides object oriented storage devices such
30 as disk drives, which provide significant advantages
over conventional storage devices. The object oriented
storage devices significantly improve the cluster
architecture. For example, by storing data in an object
orieénted fashion, the data can be managed by the storage
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user data. Further, space management being performed by
the device itself eliminates any contention or confusion
which can arise from two systems trying to manage space
on the same storage device at the same time.

In addition, heterogeneous computing is made
much easier by an object abstraction. . Object oriented
storage devices provide the ability to at least have an
organization which an operating system can interpret.

Further, the performance in a clustered system
is enhanced by using object oriented storage devices for
a number of reasons. For example, the metadata need
never leave the device itself, eliminating a certain
number of I/0 operations.

In addition, the device knows which objects
are open or closed at any one time, and is able to use
this information to more effectively cache data. Pre-
fetching can also be much more effective, since the
device knows the layout of the object being read. The
storage device can more effectively determine seguential
access patterns. The cache in the device can also hold
metadata once for multiple systems which are accessing
it. Further, the device can participate in quality of
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i nf or mati on, W2 984 tion 1D, an object 1D PCT/US98/17819
-27- and option information. Control conponent 150 then sets an
attribute in the specified object indicating that the object is in use.
This is indicated by block 232. Cont r.glg_conponent 150 then sets a read

only attribute in 5 the object indicating that t he obj ect cannot be

witten by the-vieuesdeisiddd S ssch nggcathééeattobl1Q§é<at?e?4<aa€£emore
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and any ot her desi¥T tion 1 nfornmati nres con
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in disc drives arranged as an array of drives. Because

the information stored on a disc drive array is oftef

10 much more valuable than the disc drives themselves,

drive arrays are often referred to as Redundant Arrays

of Inexpensive Discs (RAID). Several types of RAID

systems or RAID levels are known. For example, first

level RAID is characterized by providing mirrored discs,

15 as discussed above. In fifth level RAID, both the data

to be stored to the array as well as the parity orx

redundant data, is spread over all disc drives in a

group. The fifth level RAID distributes the data and

check information across all the discs, including check

20 discs. Other RAID levels (e.g., levels 2-4) are

described in greater detail in U.S. Patent Number

S,617,425 entitled DISC ARRAY HAVING ARRAY SUPPORTING
CONTROLLERS AND INTERFACE.

FIG.s 25-2% illustrate a write operation

25 performed in accordance with one aspect of the present

invention, in which data is stored as objects on the

disc drives in an array. In the embodiment illustrated

in FIG. 25, file server 114, requestor {or host) 116 and

interconnect 122 are shown connected to a disc drive

3¢ array which includes target drive 402 and parity drive

404 configured as storage devices, such as storage

devices 110-112. Target drive 402 holds an object, or

a portion thereof, which is to be written to, while



bei ng returned, and the actual data being returned in 20 response to the

met hod. Thi SW)SQ/I&‘ZEB cated by bl ocks 256 and 258. PCT/US98/1781F| G,
13 is a flowdiagramillustrating a Cl ose_(bj ectx nethod. Wen this
met hod is invoked by a requester 116, as indicated by block 264, the
requester 25 provides pern155|on I nforma % on, an object 1D, and any
dezl;ed Oﬁtlgn I nformati on. respo é contr ol conponent 150
nodi fies the data_i. f b d. 266
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obj ect x as indicated 268 exa ject 1.s a
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creation, aRd asecross all drives in the group. Therefdre, drivedlther is
required attribute informatign diitio utes a

a tiri
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's set by drive 402 also holds parity information and parity drive
404 also holds data. However; for the single write

10 operation discussed below, drive 402 is the target drive
and drive 404 is the corresponding parity drive. It
should also be noted that the present invention can be
implemented using other RAID levels, other than RAID
level 5. The present invention in such RAID systems

15 will be apparent to those skilled in the art.

In FIG. 25, target drive 402 and parity drive
404 are connected to one another through Fibre Channel
1nterfaces, or other sultable interfaces, such as other
serial interfaces.

20 FIG.s 26 and 27 illustrate target drive 402
and parity drive 404, respectively. Each drive includes
control component 150 and one or more discs 132. Each
drive also includes read/write circuit 406 (such as a
data head described above) and an Exclusive Or (XOR)

25 circuit 408. Target drive 402 includes disc space 410
which stores the target object to be written. Parity
drive 404 includes disc space 412 which stores a
corresponding parity object. The operation of drives
402 and 404 is discussed in greater detail below with

30 respect to FIG.s 28 and 28.

| Conventional disc arrays implementing small
computer system interfaces (SCSI}) XOR commands enable
disc drives to carry out the bit manipulations necessary
to implement parity protection against drive failure.
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I n use by a @ipgAgsdquest er. Control conponent pka@;Rgm7aab so,
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as indi cated by ®ieeRspgd above introduce glgyepdofsabstragk Hpagramesn

i[lustrating the-pe nhKeFOY¥RIREEGEX SEIAOGL &ibtdish nBidedids durked, as

25 I ndi cated at bl ock 278, control , conponent 150 takes_the necessary
steps to del et e $HRCBBI€RL1Yr orhieddtr £Fe-Ves HBARYM 21Sfhi SPRESI RF cat ed

at block 280. &ohécot suchCenpenantob’l (dierdR@shicay hRgPady thare

obj ect |ist associ at e ith th artition fr whi ¢ch t he,obj ect 30

ol ered | T br aesoogse g dut bR sl a SRk Al e SRR ¢ e

avai | abl e. Thidigs dnﬁireatieds@/f,blim:kesgaﬁsiblg f_ébn$}pa)¢e omETpaTEREnN 50

then returns th%é;&fﬁgsf{ tﬂ'ﬁ%os ipT£AURHt . a8 %geggeggd by blogk 284. In
his net OJ? f

order to invoke 1, requester provi des_ ‘perm ssion
correlate a portion of data written on one disc drive

with a location on anothex. Thus, the requester does

15 not know the address on a disc drive of a block that it
has written, and it cannot calculate a corresponding
parity address. This makes it very difficult, if not
impossible, to use conventional XOR functions in an
cbject oriented disc drive, as described above.

20 Therefore, the present invention provides a
method referred to as Define Parity_ Group which is
invoked at each of the disc drives in a set of disc
drives which make up a parity group. The method
accomplishes two things. First, it provides sufficient

25 information to enable an invocation of a standard
Write_Object wmethod to perform the same function as a
sector based ¥OR command in a conventional drive array.
It also causes an object to be created on each drive in
the set which holds that particular drive’s share of

30 parity data. The parity object ID is a well-known ID,
known to each drive, so that any drive wanting to update
parity information is aware of the correct object
identifier to which it can address its request.



- 29- information, a partition ID, an object ID, and any desired
opti on i nf orwstebeeres Cont rol conponent 150 t hen returns tpersksaisisof
the request as indicated by bl ock 284. 5 FIG 15 is a flow
diagramillustrating the CreatePartitionx nmethod which can be invoked
by a requester, as indicated by bock 290, in order to create a
partition on storage device 110. |t shout@-be noted, that while the
Create Partitionx nethod rtiti.ons the,10 _drive intqQ one or re regions,
al| space on the storage "he h@ﬁ?ﬁengéﬁlﬁhgﬁ%u%@@(’ig‘ﬁge’oﬁ ﬁ?rgg?egdtﬁtion,
partition I efiftSer aic@bid 3PAth VREEPESE ZaRESFOB. a2di.Sk. First, a

I n one enbodi nent, this nmethod is used cr.eat artitigns._in a
tiling arrangemﬁﬁ?n%a%?FTﬁgr%gsipa%PF?%gﬁst?%ﬁ%gggﬁfF%ge?Fhegﬁf%?éﬁbns of
the storage- a spacetpngrbepdeviibds T snadcatgeniyt blodksa® .o diwi de
t he space by. seryj | evel h g@&% rr d g

canriot be resi zeaé&ﬁteﬁa%ﬁgékgeﬁg\%e anéﬁ’ at}her ecr atsg * fg&wléésorg
accordance wit h naMARHQL ddperts gfs thed lows:

1. An ordered list of drives comprising the

In

parity group. This can include, illustratively, serial
numbers and addresses for each drive.

10 2. An algorithm used in calculating parity.
In one simple illustrative implementation, modulus
arithmetic is performed on the block address of data to
be written. This arithmetic yields both the parity
drive address (based on the ordered list from item

15 number one above) and the relative block address in the
parity object on the parity drive (which is the relative
portion of the parity object containing the desired
parity information).

3. The amount of data in a parity stripe,

20 illustratively in units of blocks. If parity data is to

" be interspersed throughout the space on each drive, this
information is the atomic unit of allocation.

4. The parity object identifier. A drive

invoking a Write Object method to update a parity object

25 issues it to this object ID on the parity drive
determined as set out in item two above. It should also
be noted that multiple level parity {such as two level
parity) can be implemented as well. Thus, each drive
may have up to two parity objects. In one illustrative

30 implementation, two well-known object IDs are allocated

- and reserved by each drive, in case the drive is used in
a disc array having two-level parity. The presence of
a second parity object indicates that two-level parity
is being utilized.



present invention, the partitions are used as a | ogical partitioning in
order to or gansg@ssbj ects logically rat her than nanage pdiessspese
according to service l.evels. In this second enbodi ment, the partitions
can 25 be resized dynamcally. In order to invoke the

nmet hod, the requester provi-des perm ssion information, any desired
options, a partition 1D, and an initi%i~ space all ocation which
identifies space to be al|ocated to the specific partion 30 entified.
In response, control co®npon PREAtY oBjectar

%&W%np%’?‘régé't'or age

nmedi a for the speféfiedicatepawhethen, eashi ddhiivat eids i o babt&cade. théhe
cont r ol ' Cogg{{? ! é%ﬁec&h%% egt %gké?}%e%o %&B%{:ﬁx%t 'e%en%onéfotiisc

object and a p ect” Ii'st; i cat’e

- 30- bl ockspasd end9eterspedss cs eardiovebiene whh usesndata obj ect
list cannotgbe ppmpued angh,3Er VA3 13S tBeSharitPhbobiectP¥dd d:@h BaYedR!l i Ng
objects in the partition. Control cohponent i%q then returns”the status
of the request axrd showh FarfI¢i v hed 14USKT ST IRE S SPLELt SBRCFY whi ch

has been copdust ed. 11Thtsrasitdthent ed 1t Hlrale BBnoted that if
the parity object is interspersed with data, it can
still be pre-allocated. |
10 In respohse to invocation of the
Define_Parity_group method, the control c:;ompcnent 150 in
each of the disc drives in the parity group calculates
a percentage of its space required for parity data.
This is indicated by block 422. The amount of space
15 required for the parity object is determined based on
the number of disc drives in the pai‘it_:y group list. For
example, if there are nine disc drives in the list, each
drive must allocate one ninth of its space for parity
information. This amount of space is identified with
20 the well known parity object ID provided by the
requestor or host upon invocation of the method. This
is indicated by block 424.
Fach drive in the parity set or group list
retains the information defining the parity group so
25 that every time the disc drive is powered up or reset,
it can verify that the parity group has not been
compromised. Thus, the information is stored in non-
volatile memory, as indicated by block 426.
Having thus c¢reated a parity set of disc
30 drives, and having allocated space on each disc drive to
hold one or more parity objects, data stored in a data
object on one or more drives can be updated. FIG. 29 is
a block diagram illustrating the updating of a data
object, and the corresponding updating of a parity



FIG 16 is a flow diagramillustrating the Renove_partitionx nethod.

I n order toWONSBHIREI3t hi s met hod, requester 116 provi des PSS M0

i nformation, 10 option information, and a partition ID identifying the
partition to be renoved. This is indicated in block 304. In
response, control conponent 150 de-allocaygs space previously
associated with the partition as I'ndi cated in block 306. Control

conponent 150 t C t | ect
Tat o Aesoci St b (Tt Reozafhee RLACkRe, dRes” o thes PPReo®

partition obj ectinvyeRtigitt del etes the partition control object. This
I s indicated by bI ocks 30&n dLa@ndcdlipdate daRAl, I’(ﬂhé:Of@@ﬁ]@g&oﬁ.Snghen

returns.the stat f the 20 re ues and th ar ti.t hovmn

changes made to % ic t hE pEHIFH" tﬁn &9 ?"%}nﬁﬁ’gﬁk@a 65}%5?

I n accordance wwmm@mmmaﬁham@wm@w abovel ouepheoof daéadlsc

managenent poli dlesv% c%;(%q each %xoreg dg%gg $39:112,
evites i

so that the storage can dct mé‘gpende |y o one ot her to
execute the isigeateed 1poFI@i®s25-27 Threquestowr dbs6 snyakeescahe

advant ages in th@ﬁbl d@féﬂ*i Sm‘aEhBQt Oh! ¥alhG8% PR 402. Int ! efent i@n, but

.al so nore predict e and tinel managenment contr ol

For exanpl e, datindicalrd &%ﬁ&&@”’dé@?cé@ Hi@. 26 andiﬁori%y‘l&é)sllpa@x? be
backed up eggh veek. Ganvepiépnal involsy/StRNE @rre%Ho)&Qi coddyedesked 16p

during an idle perlod on ke ds such that t ystem.ay Iablllty
i s not i nt HTUPtEF ’durﬁr?d"“ﬁsetbﬁ?s V&Y weeR™ Ho \98? th&d\ﬁf‘%
identifying the object to be updated, a partition ID a
starting lccation of blocks to be written within the
cbject, a number of blocks to be written within the
15 object, option information, and the data to be written.
Target drive 402 knows that servicing the Write Object
‘method must include updating parity information
associated with the object being updated. Target drive
402 knows this because it has stored the information
20 provided and generated during execution of the
Define Parity Group method in non-volatile memory.

In order to update the parity information,
taxget drive 402 performs a number of steps. First, it
reads old data from the specified location in the target

25 object and provides it, along with the new data to be
written to that location, to XOR circuitxy 408. This is
indicated by block 432 in FIG. 29 and arrows 434, 436,
and 438 in FIG. 286.

Next, target drive 402 XORs the old data with_

30 the new data to obtain intermediate parity information.
This is indicated by block 440 in FIG. 29. Target drive
402 provides the intermediate parity information at an
output 442 in FIG. 26. Next, target drive 402 writes
the new data to the target location within the target



- 31- of availability has been gradually shrinking at the sane

time the syW@a¥EAPphciti es have been increasing. Thus,

attenpting to f
possi bly teraby
Thus, in accord

tes, of 5 data has becone very difficult.
ance W th one aspect of thgg. present invention, by
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whenever an 10
be taken. Al so,
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exanpl es., of at ch
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ik, oot Ber TR en A Er i G4, SRS T €A

) e mnth_res&ect to a specrfic objec
a&t FIGThe dyewcc 8rirPYelfi8can FAGn Barf ofmrers fadve 602

S5 LO0. A9, B YBL o7 ar

vs. For examplé, target drive 402 can
calculate the location from the relative sector address
of the block target object being written. The relative
address is divided by the number of drives in the parity

group to provide the relative address in the parity

object on the parity drive 404. The parity drive
address is determined by the algorithm specified in the
Define Parity Group method. Target drive 402 then

constructs the Write Object method and invckes it on the
parity drive 404 ideﬁtifying parity object 412 and an
appropriate location within that object uéing this
relative address.

By way of example, in order to calculate the
relative block in the parity cbject on drive 404 to be
updated, target drive 402 can use the £following
BEguation:

Equation 1

B~ INT(S/D-1)

where B is the relative block in the parity
object; '

S is the relative sector address being written
at target drive 402; and

D is the number of drives in the parity group.

In



be perforned on the storage device 110-112 itself. Therefore, the only
t hi ng whi ch w@eglidses communi cated to 25 t he device, is the HGaIRIsIBMTRIS
conpressi on or encryption is required for an object. For a managenent
function which is perforned by an agent, not only the managenent
function policy nmust be conmunicated to t? st orage devi ce, but al so
an identification of an agent to 30 pef‘gfn1 the function, such _that

the agent can be q&geQE%gIbyt%hecgﬁghggeedeghgﬁ nggt't asidime to

performthe function. n accor dance w aspect of the
present i nealdiens . adwrdsdt | s var e 483t aBRnshigeanbhg obpetewing

- 32- that t Mt h the sane attributes or with dependencies can
be identified. or exanple, assune a database includes 6 files_or

obj ect's, none of which can be backed up until either al FARALECHetn
closed or until one 5 designated as the object on which all of the others
are dependent has been cl osed. Al;l"’ib?'qgo(séél’:{?ér) 114 may be needed to
manage this kind of relationship between obj ect s, In addition, the
present inwention also

when P is the displacement into the list of
drives in the parity group of the parity drive (the list
used in calculating P must exclude the address of target
drive 402).

10 In response to this Write Object method,
parity drive 404 recognizes the command as a write to
its parity object and performs the parity operations.
Such operations include reading the old parity data, as
indicated by block 450 in FIG. 29 and arrow 452 in FIG.

15 27. Parity drive 404 then XORs the old parity
information with the intermediate parity data £from
target drive 402. This is indicated by block 454 in
FIG. 29 and by arrows 456 and 458 in FIG. 27. The
result of the Exclusive OR operation is updated parity

20 information which is written to the parity object of
disc 132. This is indicated by block 460 in FIG. 29 and
by arrows 462 and 464 in FIG. 27. This completes the
update of the parity object.

FIG. 30 is a more detailed illustration of one

25 data object 500 {such as those shown in FIG. 6). In
accordance with one aspect of the present invention,
data object 500 includes a number of portiong, including
a portion 502 containing attributes, and a number of
data portions 504, 506, and 508, each with an associated

30 error correction code portion 510, 512 and 514,

| respectively. While the error correction code portions

510, 512 and 514 are shown adjacent the corresponding



establishes inter-device dependencies as in the case of 10 an arrayed
parity set wosBywspmking it possible to est abl i sh gr ouRGSI/UBPSEARIEh one
devi ce or object makes certain that the rest of the group has the
samne essential properties, managenent of the group is nore

efficient and effective. 15 FIG s 17-24 are flow diagrans which
illustrate management functions whi ch?€an be performed by invoking

nmet hods exposed t he objects .,on the sto e devi . .l nvoki t he
met hods causes ﬁf"rﬁ?ra) %he%ﬁeylﬁed ndk d/ 01" @Ie?t ERAEoN o‘“lfﬂ the
conponents, to tiake sbepsare Qhownrwexst*@apeﬁbbrmgathamgerﬁmsff derct i ons
associ at ed Egrhgﬁcén%ﬁ%égo%%t%%%&errad emﬁggvmentFl@ac$7d§58ﬁélcwv

diagramil | ust r &€ ect x met Requester, 116
i nvokes this dar’@@t hpgrtiggs | @:atlé@eel%/ Dﬁﬁééhlf‘e’BZ@w RE L 5AREeH ng 25

perm ssion gnf opaRklen) OBE'Q:ijletor%b' 0y afsRD] est generé& &g et
device ID and a“target partitjon ID export nethod enabl es a

storage device FEEXEEEicy cpde (B cmac%?%‘??‘?)% oh® r & &SR T
attributes aSSOmteedmfomamitdn ac@mvbﬂ akjerlt .whdror rexdimd e baick ctana be

used to 30 inltlatea cku % n t
ot her devi ces. O*resf’on :Lng ?ﬁgg %8r$e%ﬁ9%% eg ‘Srgeefz%pédte ﬁ:ts}?el r}gso Ced,
control conponeiatksCmittaines ame apeerd | edndbj(depehding on e sCtQﬁ\‘z‘age

media as lgglcah%%éplgtoﬁﬁég%% £RE Rbrrect those errors. In one
preferred embodiment, the ECC information is generated
using a Reed Solomon code. However, any suitable code
can be used to generate the ECC information.

In prior disc drives, if a sector is rendered
15 unreadable, and is used for a special purpose by the
operating system, this can render substantially the
entire disc unreadable. For example, if the master boot
record, the partition boot record, the FAT table, or the
root directory become unreadable, this can cause a loss
20 of essentially the entire disc contents. Conventional
operating systems do not have the ability to recover the
readable data in the face of losing such key file system
management data. Therefore, in accordance with one
aspect of the present invention, the object oriented
25 data organization on the disc drive makes the disc drive
responsible for maintaining basic file system structures
that were formerly the domain of the operating systemn.
In accordance with one aspect of the present invention,
a redundant copy of the essential file system data is
30 stored with each data block, or data portion, in its
associated ECC portion. Since the ECC portions will
already be stored on the disc, embedding the £ile system
information in the ECC portion of the data object does

not impact performance or user capacity in any way.



- 33- conponent 150 then invokes an Open_Create nethod at a t ar get
devi ce speciwo peubsdsy requester 116. This is I ndi cat ed HoyrndEoetis1824.
Control conponent 150 then i nvokes a wite nethod at a target device

supplying data 5 and attributes of the specified object. This
I ndi cated by bl ock 326. Control component 150 then I nvokes a Cl ose
nmet hod at the target device closing the %8~ object on the target dev

after

it has been witte . the t et device. .. This is,indjca
bl ock 328. 10 Finally, ?:%##‘ro:flcﬁrp%n@{ﬂ‘?diS LREE R ntl iRt ting Rew
request to the felpesyetemalofgrmat o hies neominhyettwiddh, or odmbdedenj ect

whi ch has been

330.
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19 are

flow

di adr ans whi ch ustrate correspon

Get _bj ect x_At tfibait B¥stendata chp ZRFeedanas 1wyt e 2RSPeRt ok sthe

respectively.
as indicated by bl ock 336

present inventheniet hogei | bustdaiwed eAcEh& -bﬂ,sqnggct
t.0_obt al

t ent 150 _,
attributes for ﬁe%%’é%?‘?’f'e%ilggr %‘?%&Q{IY%Oéﬁﬂgggg@ft}nl%éQT 215/ 13%pend

request errepfipwrites circuitry 406, ECC generator 522, decoder 524

t he
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and Exclusive OR circuit 526. It should be noted that
encoder 516, ECC generator 518, Exclusive OR circuit
520, decoder 524, ECC generator 522 and Exclusive OR
circuit 526 can all be implemented within control
component 150 on the disc drive, or can be implemented
separately. _

User data is first provided to encoder 516
from a host, a reguestor or a file sexrver. Encoder 516

.and
ng

nvoked
n
ment ,

encodes the data according to a predetermined coding

algorithm, typically implemented to decrease exrxor rate.
The encoded user data is then provided to ECC generator
518. ECC generator 518 generates ECC information based
on the encoded user data, in a known manner. The ECC
information generated will depend on the particular type
of error correction coding scheme used. The ECC
information is, in turn, provided to Exclusive OR
circuit 520. The file system data is also provided to
Exclusive OR 'circuit 520 at input 521. In the
embodiment illustrated in FIG. 31, the file system data
is location information which identifies a location at
which the wuser data is written on disc 132. For
example, in the object oriented system described above,
the location information includes the object identifier
which identifies the object to which the user data

belongs. The location information alsoc includes



25 permssion information, an object ID, or a list of obj ect 1Ds, and
option i nf oRPYHRIZ Control conponent 150 then obt ai ns tREX/Es98MATHIAt eS
associated with the object ID, or the list of object IDs, and returns

t hose attributes, along with a status of the request to the 30
requester. This is indicated by block 33 A The

Get _Obj ectx_Attributes method illustrated®?" in FIG 19 can be invoked as
i ndi cated in bl ggk_ 34 s r. Rr oy, g S$l 0

nfor mat on an Sepactye Poririof TR PLELEY PERIEE Ehtonen
150. re atlve p051t10n of the assogiated datax@mxtiomoﬂpdmgmt 150
then nodifies t Eﬁeatiaézﬁi&tﬂ%@f objectNe SPELI %‘u Su?.blc%t E%Eﬂs&'i}% OR

i nf ormati on provided by he requester, returns a status of the
request , al 6AF CW‘Fhs?ﬂetg%‘?rPB‘BY%@e%ftk@%@%%e@?#‘?@%ﬁtbmlbdfllt}hsth%

nmodi fied. This ”%céﬁ@dc&hﬁdrﬁ&t%@%éﬂﬁ@ﬂ@ﬁégeded) thereln 1o
accordance wth, %noth ect o eHg 5 zsent I nyention, % ects can
be | ocked so t halrPREG Lof> ﬁﬁg%%ﬁvé bR FE884HT B CREY I BF Y %% d by a
server t hat iewesritthen aok dilsat 1325 keerthp acedarnddie R esdrtddn I n

one '||UStrat'V%d?ﬂ%ﬂ¥ ﬁ%%ﬁ?&ﬁsdﬁﬂ%éyilhng%%‘%ﬁcoded user data
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provided by encoder 516.

When réading the information back from disc
132 (in order to accomplish a normal read operation) the
control component 150 executes the Read Object function
by providing the expected location information to an
Exclusive OR circuit and Exclusive ORing that
information with the ECC information {which contains the
embedded location information). The output of the
Exclusive OR circuit vyields the ECC information
associated with the . user data being read. This
information is provided to an ECC generator, which
determines whether any errors have occurred in the
encoded user data. If not, the encoded user data is
provided to a decoder where the error free information
is presented to the requestor or user. If errors have
occurred, control component 150 may attempt to identify
and correct the errors, depending upon the particular
exrroxr coding scheme used. Alternatively, control
component 150 may simply provide an error flag
indicating that the data contains one or wmore
uncorrectable errors.

However, where the system information (in the
example illustrated-the location information) has been
lost, control component 150 operates in a different
manner. Control component 150 causes the data on disc
132 to be read. This is indicated by block 528 in FIG.



t he object |evel,

mechani sm pr e gdagsdzor i nter-server access resolution. pcrfossinrgiocks,
in one preferred enbodi ment are used for scheduling concurrent
updates as 15 well as prohibiting access during maintenance functions.
FIGs 20, 21 and 22 are flow diagrans illustrating |ock met hods whi ch
can be thought of as instances of the -5@et _Attribute and Set
Attribute nethods. However, additional detail 1is provided for

the partition level, or the device | evel . The
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Exclusive OR circuit 526. The ECC information (which
contains the embedded location information) is also read
from disc 132 and provided to Exclusive OR circuit 526.
This is indicated by block 532. As with ECC generator
522, Exclusive OR circuit 526 can the same as Exclusive
OR circuit 520, with appropriate multiplexing circuity.
However, for the sake of clarity, the two circuits are
shown separately.
| By Exclusive ORing the ECC information
provided by ECC generator 522 with the ECC information
containing the embedded location information, the ECC
information in both inputs to Exclusive OR circuit 526
will cancel each other out, resulting in an output of
simply the location information. This is indicated by
block 534. This information can be used in conjunction
with the user data output by decoder 524 to reconstruct
the file system information which has been lost. This
is indicated by blocks 536 and 538. For example, the
object directory can now be reconstructed using the
location information retrieved from the disc, and
associated with the user data alsoc read from the disc.
In accordance with another aspect of the
present invention, the ECC information generated by ECC
generator 518 can be randomized by utilizing a
pseudorandom (or pseudonoise) generator. FIG. 33 is a

ock

used

ter

od.
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-35 - perm ssion information, .object, partition or device

identifier iWP3PH#Bon, | ock paraneters and option i nf or RET{USP8/1781%\hen
this method is invoked, control conponent 150 inspects a |ock
associated with the 5 identified object. This is indicated by bl ock
364. The control conponent then attgg?Ls to performa |ock or

unl ock operation with the requester's identification. This is

i ndi cated by bl B%c%fiémﬁrmn iresesuesiPisuch anr&mgﬁmé&th@. ARgkaLi on is
t he owner of the the eratlon wi |l erformed. It not,

the operation ©f t{pl LtaBE %‘éo‘}%ri‘ffblz‘ﬁ@d 3P P ER B idtsler G@n?h@ﬁecéﬁﬁﬁﬁent

150 returns a statusi®f the r@weatealsqml\uxu@v thenddraf. Thd hBilsekver
whi ch owns the |.qck. Th is.in

d
e BT EaEral oy It 4 iR 33 OpetS S oadRrepriatyy

met hod. Thiss fmmEtsamelasushatlshown inaRIGL t Ehpt Howeveset ratheeckthanan

t that th i pgi ng.
The et hod PRSI ng, S4BT (R pLAE bR ES DA BRIEE 1HDEL 83110
provi di ng per ni ¢gi Bncm‘swaa@ﬁimrmteéﬂc,p&h@|1tqcz;rtmn inforgeticon is
i dentifier inforjmld q, 4Gk é’afé‘:’i@&ﬁrﬁum@é@ g@aferateads; gggudeﬁakge

i nf or mati on. In response, control onent 150 | 0ocks t .
speci fied obj ect!P N aasgHF s 540- §@V§eeth§s PREEearednbGTBREART3EE, and

returns theog25 prehaldes oft the feguest4al @y PN tderddidgdes4d | cabhgagof
the server whi cfy LS hE® JH valll S bR TQIERIES PYs0 generates an
output provided to XOR circuit 521, which is Exclusive
ORed with the ECC information provided by ECC generator
518, which is recorded on disc 132 along with the
15 associated encoded user data.

In order to reconstxuct the file system
information (e.g., the location information) the encoded
user data is read from disc 132 and provided to ECC
generator 522 which generates ECC information and

20 provides it to Exclusive OR circuit 526. The ECC
information containing the embedded pseudorandom value
is also read from disc 132 and provided to Exclusive OR
circuit 526. The output of Exclusive OR circuit 526
yvields the random value which has been seeded with the

25 location information. This is provided to inverse PN
generator 544 which revexrses the randomization process
provided by PN generator 540, and provides, at its
cutput 546, the location information seed value. As
'with the embodiment shown in FIG. 31, this information

30 can be used along with the decoded user data provided by
decoder 524, to reconstruct the file system structure
information which was previously lost.

The XOR gates 520 and 526 described herein are
illustratively byte-wide XOR circuits for the individual



bl ock 378. FIGs 23 and 24 are flow diagramnms illustrating
Get and Set WMORP8¥3Associ ati on net hods. These methods 30  BET/HRS/TRIS
interrogate rel ati onshi ps anong devi ces 110- 112. One
illustrative i mpl enentation of such rel ati onshi ps includes that
one of the storage devices 110-112 ispd dentified as a nmaster of a
first set of devi ces, and ot hers bei ng dependent nenbers of that set.
- 36- The fbisk eithistigie datkhbyset ,X0fed.esphus| tﬂ}m #oer circuit

di ssem nating to the er. [ r her

menbers reject 5?tr|%olt e’?segggg S%dﬁ%@iﬂgﬁh 3D éate \#Igc)edl ro%t he

first or masteredfhthbits byt@tXORl ﬁuacdemfor &-tmlm}e mmmomz to
perform . thesgehunghl Qgsdegbfyb@aen@{]&m dedk g Qot ReraBhbeky by

performa self-i nsEect lon. _-This all ows devi ces | nspect
t hensel ves Bo dEHEFAP dpanipulatign u(tféﬁ ?ﬁgidi'at%be@ﬁl p of a

| arger device gpeHBy Jé&ltable mampullratliloﬁ Bext fteleGeﬁl,Qeylgﬁaésw@l ations
met hod is illustrated i s nmetho as i.ndic (flt

b
by bl ock 384, b?rﬁp&lﬂ‘?%‘i‘b@r?ﬁ s&76n &ﬁ%%‘?%?e? Io%\/gﬁﬁ are Dbase

considered to be within the scope of the invention, and
could be implemented by one skilled in the art.

10 Also, in one preferred embodiment, PN
generator 540 is described in greater detail in U.S.
Patent Number 5,717,535 to French et al., issued

February 10, 1988. That patent describes the generator
as having 33 register cells, with inputs and outputs
i5 connected to a logic block. The register cells are one
bit wide and are clocked on the same clock as the data
‘bytes. The generator is sufficient to hold an object
identifier and relative location information of up to
four bytes (32 bits) long, but can easily be expanded to
20 accommodate larger location information or other file
"system information, larger than four bytes. The
generator also illustratively contains an extra register
cell which is used so that location information having
a value of zero will not produce all zeros at the output
25 of PN generator 540. There is no reason that this extra
cell must be included in PN generator 540 if used solely
for the purpose of seeding the file system information
with ECC information. However, if generator 540 is used
to randomize data for some other reason (i.e., error
30 tolerance) the extra cell should be included so that an
all zero input will provide a non-zexro output. Data is
clocked illustratively by a clock at a rate once every
eight data bits (i.e., once every byte)}.



option information. In response, control conponent 150 returns the
status of tmwosRgesdst, and the requested 15 associ ati ons fRGT/UEMEMEIEhe

device is a nenber. This is i ndi cated by bl ock 386. FIG 24 is a
fl ow di agram illustrating the Set_ Device_Associations nethod. This
nmet hod can be invoked, as indicated by block. 392, by provi di ng

perm ssion infornation, option information, 20 and a list of nenbers and
attributes defining theln thiaé%ﬁ$§6¥dﬁ¥$% embbalméﬁépqgéﬁéraEBPtééﬁ

conmponent 150 nodi f1 es the device aSSOC|at|on obj,ett 156 cont ai ned on
the storage nedicempadserdidcdtisiradyty &%k Boie fipes ""mcae\ﬂﬂ?é’%o’c’i‘ ation

(r)lejjqﬁg;t Ies m)dljf {a%&r@ﬁah%@' ugech h%qZétloaa,@t FBbua*u&S [ar Obededhbyw{;ége B

r, an o0 include en the object
attributes were JepyEsents ﬁﬁﬁl?qﬁﬂ¥ t@té gggﬁ gﬁ%@hﬁﬂ?rﬁ%ﬁn 2t hs the
stat us pf tdigepuggdesi aaglipdftaped by block 396. The
perm ssion information descri bed above 30 illustratively ows the file
server 114 to gate access to storage by controlling whi r%questers
116-120 the file server 114 givesf%p credentials needed to obtain

a response froma storage device 110-1 %'e server 114 al so
dictates to the storage devices 110-112 that

for I

0 to 24; and
Eguation 4

B=A, XOR Ay,qs:

for I = 25-32, M = (I + 8) Modulo 33.

It should be noted that generator 540 is
illustratively equivalent to a binary feedback shift
register based on the primitive polynomial X** + X¥ + 1,

is and shifted eight times per clock. The logic block
driving the inputs to the register cells represents the
result of these eight shifts. From this analogy, it is
clear that the sequence of bytes provided at the ocutput
of generator 540 illustrative repeats every 23 - 1
20 bytes.

Thus, it can be seen that the present
invention provides significant advantages over prior
systems. The present invention allows user data to be
read even in the face of a loss of critical file system

25 information, such as file system structure data. The
present invention embeds the file system information
(guch as file system structure information) in the ECC
information corresponding to data portions of an object.
The file system information can then be read simply by

30 reading the data on the disc and reversing the embedding



- 37- they must only honor 1/0O requests which adhere to the

p ECATUSS$/ bi$o
security capability are illustratively comuni cated to the storage
devices 110-112 by the 5 Set_(bject Attributes nmethod. |If

instal | ati oWW&¥4EEBty policy. The keys underlying the

| evel of security is set for a storagegsdevice 110-

112, t

device may be configured to check every 1/0O command for
conpl i ance. Howensscesas dhstusbedfile alpavem Soferappliocratdeonsthueetbenot

enpl oy security. ég#négg' %% if a particular server c
devi ces | ocated 1'n anot her

| ust er

physical facility, it may be

an appropriate
hat st orage
security

has some
desirabl e

to define a higher |evel dn seswridapceowith ocpenmsreett PEntheet hrepent
remotely |ocat ed; deyiiCes,, R e%emloﬁoxn&ﬁn@y@@@aﬁw Seh@Bchaeabyt raf fic.

This allows the 15 dgploynent of securltg or renotely
&

or servers, but &EF d2 H& perdidiceiddeo

| ocat ed_requesters

eWHRER REEPELUre ABEIHFARE

enpl oyi ng such S@QUbbﬁ!écf:orsd(DCBéviﬁgU%Stﬁlﬁral:Lt}ﬂl’oierp@_rf@cﬁ@s\/\/&hhch

Further, each st orage cfv ce 10-1 % refer
readabl e  nonotTATRENTS @ “B4%,cPR ?ﬁ’ﬁlné ¢l ot t8‘nbe

S

f(L)anl des a

stanpi ng secur e portioressdgescaendadhjiegt sobjdat oledatligst rantﬁme'menhw ment ,

t he cl ocks for tgga é¥%] 9?%% gﬁeahgggégc@@%nlzegh@n

basi s. rat enbodi

Obje?t

a3 RUEL G W de

server

114 accomdatmrtmmrsw %nls@n@pahéué‘sraﬁaveaemb§dﬂ-m@ﬁtst@iné;é@des
devi ce- 1 0- St Or a0@rror HMekRion code (ECC) idfdiSmat fof HelfedsBRH hale the

pr esent

object location information. The object location

information illustratively includes

identification information.

object

15 In one embodiment, the data portion includes

a plurality of data sections 504, 506 and 508, wherein

the ECC portion includes an ECC field 510,

‘associated with each data section.

512 and 514

Each ECC field

20

25

30

includes the ECC information generated based on the data
in the associated data section. The ECC field further
includes the object identification information
identifying an object 500 to which the data section
belongs and relative position information indicative of
a relative position of the data section within the
object 500 identified by the object identification
information.

The present invention can alsc be implemented
in a disc drive having a disc 132 with data stored
thereon. The data is illustratively stored as objects
124-126 including data portions 504, 506 and 508 and
associated error correction portions 510, 512 and 514.

"The error correction portions include object location

information indicative of a location on the disc drive
at which the object 500 is stored. The disc drive



I nvention pr.ovi obj ect oriented storage devices such 30 | rives,
whi ch provi a"é)%“gﬁﬁ% | cant advant ages over conventi onal s@g%fgha%\?i ces.
The object oriented storage devices significantly inprove the
cluster architecture. For exanple, by storing data in an object
oriented fashion, the data can be nmanageds®y the storage

-38 - device itself. (bjects provide the storage device with
sufficient knowadiedes atdateshdedt 1d&t acsudtted hatldttive tochheagianme

responsibility ' i 0 Cen FURt har | dat
can be contro‘I{‘ 5édﬁ@rfgir}?cgﬂés!&Sdra%i";"n%gllgI?ﬂé &T():/ :ﬁ]z.ur ngggfgeé%QQEHEHE e

] |_gent en the )

i nf or mati on abol$0whatoperatiganst qauded o dieaheas: Lég. andrroEtdRfl e, if
two syst engpWepeetfasbalms 4y ane! ehsd e’ 22090k ehireltBdexposedevi ce,
all nmetadata activity would f pr. concurrent

access. BySconfrPRSEICPR SR Wthgg\éjee‘é‘%?otdﬁ)‘gn?ed Hé%%g?I%CWb?htﬁﬁe
met adata activi iyvbied to apeesue thetdlojsyssems4aneéssing it. Thus, the
SYSLOTD e, OnY conger e bheasl s AN, SCagRsatRIL ol pelrer
itself elim nat esmpopenbnti&® | bh cenddgiursidonto maintain file system
structure information (such as DCO 154, DAOC 156, PCO 164
10 and POL 166) objects on the disc drive in addition to
the object location information stored in the error
correction portions. File system structure information
may include an object directory indicative of an
identity of each of the objects 124-126 and a location
15 at which each of the portions of the objects is located
on the disc drive. The object location information
illustratively includes an object identifier indicative
of an object to thch the associated data portions
belong and a data portion location indicative of a
20 relative position of the associated data portion within
the object identified by the cbject identifier.

in accordance with one aspect of the present
invention, control . .component 150 is configured to
reconstruct lost file system structure information based

25 on the object location information stored in the ECC
portions 510, 512 and 514 in the objects 500.

In accordance with another aspect of the
present invention, a method is wused for storing
information on a disc 132 on a disc drive. The method

30 includes storing information on the disc 132 as a
plurality of objects 124-126, wherein each object has a
plurality of data portions 504-508 and associated
location portions 510-514. The data location portions

incliude location information indicative of a location of



15 whi

same st oragdVAVI%E at the same tine. .
het er ogeneous conputing i s made

ch can arise fromtw systens trying to nanage space

on the

In. addiﬁqrggﬁgsmsw
much easi er by an object abstraction.

bj ect oriented storage devices provide the ability to at | east have
an 20 organi zati on which an operating sgstemcan interpret.
Further, the performance in a clustered system I s enhanced by -usi ng

obj ect ori ent ed titeor ageodaateds datie portimmunbdaheof megasdns. indordexanpl e,
t he met adata need ;... ;. eyer t ' i tsel f, I I nat ertain
;?r% ntailiF APk é&escd"a’fﬁﬁ‘e,l nﬁgd%ﬁféﬂnéﬁxt%%i%&g

25 nunber of
whi ch objects

operations. on,

cé knows

infogmatggeh ot ddddderattariihonkocatiion ekt onml ethe use

this informatiorritie B caf beshéMely 163eRRaE2bA. be & indicatfi®lcCBENg, Can
much nore.  efféctive, singe, the devi ce. knows t he | ayout_ of the

30
obj ect bei ng r eddentify of  thg HRiRetH I I R @ fIEtidne

al so be

QF deR@r ni ne

sequenti al LRSS add €176 onllthecdéBe 8pitBe device can al so hol d
nmet adata once for nultiple systens.which are acce§fsli ng it. fFur}tlher,
the device can partici pat 2[1} n2Ga8FAEpCgs with “ancther”™ aspect “of “the

- 39- present invention, the method also includes

10

15

20

25

30

reconstructing lost file system structure information
based on the location information stored in the location
portions 510-514. Further, the storing step
illustratively includes storing error correction code
information in the location portions 510-514 and seeding
the ECC information with the location information.

The reconstructing step illustratively
includes reading the seeded ECC information, deriving
the object identifier and relative location identifier
from the ECC informaticn, and reconstructing the file
system structure information based on the object
identifier and relative location identifier derived.

In accordance with another aspect of the
present invention, the file system structure information
comprises an object directory including object
identifiers and a set of relative location identifiers
for a plurality of cbjects wherein the reading step, the
deriving step and reconstructing step are performed for
a plurality of objects.

It is to be understood that even though
numerocus characteristics and advantages of various
embodiments of the present invention have been set forth
in the foregoing description, together with details of
the structure and function of various embodiments of the
invention, this disclosure is .illustrative only, and
changes may be made in'detail, especially in matters of



servi ce decisions, such as where to |ocate data nore appropri ately.
The devi ce wanytogpd cally only do this if it has respoRETRISPHIABIS f or
al l ocating storage. By contrast, alnbst no operating systenms can
all ocate data, 5 by zone, on a disc drive. Thus, providing this
capability on the drive itself enhances_gﬁijornance. The
present invention can also be inplenente in disc drives arranged as
an array of drives. Beca he _info QN (i rjve
array is often %Eru0$ﬁm§ﬁ%§%r8r5gF%3§F%@fﬁéﬁ%§ﬁ% 3EE§E§SP§£§§?%§§%%%§%S,
drive arrays aref d¢iteepreskatr ddvent on Rl ridafivlAreayent indigfatiateigyensi ve
Di scs (RAID). t@vs&gheﬁt ¥Reereh Rildding oBYEheME: MmdRALD Li8YehS t2ke
known. For exanple, tirst. | Ievellwg[)ls characterized hy providing
mrrored discs,2asended FkitedTSofEPYRASEAt h | ER%I S %ot e data

to be storeg topiheidhlay dAsmelds asytherpdddanding on thegdundaniuidata, is
spread over all  disc_drives.in a roup. JThe fifth |ev RAIL D

di stributes the*data 3RA mEthOQﬁﬂﬂﬁ?qqﬁ&ﬁﬁ#%:Fﬁﬁeﬁér%§§e§ﬁqrt &L

i ncludi ng checko20 coirgestiondt hechBAD heed s widlg , nledumlesini2gl) are

8, 0 WA i PV s B

FIGs 25-29 |FErosttheescoperand sppeiatdodriclds premaritorimaenitiiaecor dance

w th one afpect of the present invention, in which data is stored as
obj ects on"the disc drives in an array. In the enbodinent illustrated
in FIG 25, file server 114, requester (or host) 116 and i nt er connect

122 are shown connected to a disc drive 30 array whi ch includes target
drive 402 and parity drive



404 configured as storage devices, such as storage devi ces 110-112.

Target drivewd@i4s98ds an object, or a portion thereof  PGFUSH/ITEt 0 be
wiltten tO, whil e . ALt A

dr! ve 404 holds the parity information associ ated W [
obj ect stored on target drive 402, -58- I n Fl G 2R lhydia
array is inplenented as a RAID 5 array in which data and parity s
?LSt{IbUtfdd5' REAPSEs ol atMiryes.in the group. Therefore, drive 402 is

e targe rive an rve IS a parity drive,, onl) for the present
write operation.ttn other ﬁ%&a FUStUrE oy j \f%"%zy%l§odﬁ8?dérﬂr¥ ity
|pf0{nat|p? agg @gélt&aﬂaivgﬁfuctuaé4 dneduddhnds dat aob;jkloweveryvihgr the
single wite operation.di scussed | o i ' :he target drive
and drive 404 ispmgaioﬂ"e%%o%%ﬁ%%gorﬁdr f%?’f grbr"’gé'?\ﬁ%l tég%pﬁsé’ﬂg’tjl d gl so be
noted that the present invanddtm martise contaimphgnéatéd asdng ot her RAID

| evel s, other than RAID ] i is : RAI D
systems 15 w | be appar ent %}?t toggcéﬁ%lng?%i%%&%ﬁe@grﬁ'lt&bla&nbnoﬁ@ét |

FIG 25, target drive 402 and pHGaticl ipgormatiagn 2ssectalsddtidd t&%ne
anot her through Fibre Channel ghject.

2. The data structure of claim 1 wherein the
object location portion comprises an error correction
code (ECC) portion including ECC information seeded with
the object location information.
3, The data structure of claim 2 wherein the
object location  information comprises obiject
identification information, and wherein the data portion
includes a plurality of data sections and wherein the
ECC portion includes:
an ECC field associated with each data
section, each EBCC field including the
ECC information generated based on the
data in the associated data section, the
ECC field further including the object
identification information identifying
an object to which the data section
belongs and relative position
information indicative of a relative
position of the data section within the
object identified by the object
identification information.
4. A disc drive, comprising:
a disc having data stored thereon, the data
being stored as objects including data
portions and associated error correction

portions, the error correction portions

["TRIS SHEET HAS ﬁﬁ&ﬂ
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interfaces, "or- other suitable interfaces, such as other seri al
interfaces. 20 "FIG's 26 and 27 illustrate target PTG/ Y
and parity drygﬁ mdespectively. Each drive includes control
conmponent 150! S ? Eﬁm di scs 132. Each drive al so includes
read/wite circuft 4 as a datg._head described above) and an
Exclusive O (XOR) 25 cirCuit 408. Target drive 402 includes disc space
410 which stores the targeh-9Rkesl tOoPEcIV itldc@itioPakintibrnat 1c# i ve
404 includes disc space 412 which storeés a correspondi ng_parity
object. The operation of drivégdicatiygy %%d%d@q%mo‘?%cﬁ%e‘ag?nddws&at er

ggtai|tbe|0¥/34th 30 respertdkﬁv5|Etswﬂﬁcandh&9object is stored;

nventi ona isc arrays i emqentin mal . COMMUL ef. tem jnterfaces
(SCSk)y XOR commands enabl gnBea ‘B?gggﬁaiﬁ%jsa?%v%atﬁy ou?ilt%e/escbq tadéés?sr

mani pul ati ons necessary t datepbenehe pgasctyapdot ection agai nst drive

failure =41 VRS
. . t C
require the host (or requgsf§¥33%3’ﬁgm?onenﬁxgﬁégagé%egg ggﬁhg di sc so

that for any sector witten hegd,ohbedrertuel ROMPPRERE RESHERFHFSect or
on anot her interface to the objects through exposed

functions which are invcoked to access
the objects.
5. The disc drive of claim 4 wherein the control
component is configured to maintain file system
structure information on the disc drive in addition to
the object location information stored in the exroxr
correction portions.
5. The disc drive of claim 5 wherein the object
location information includes:
an object identifier indicative of an object
to which the associated data portion
belongs; and
a data portion location indicative of a
relative position of the associated data
portion within the object identified by
the object identifier.
7. The disc drive of claim 6 wherein the control
component is configured to reconstruct lost file system
structure information by reading the error correction
portions, obtaining the object location information
stored therein, and reconstructing the lost file system
structure information based on the location information
obtained.
8. A method of storing information on a disc in
a digc drive, the method comprising steps of:

This Sheet Hag Beep R
1 Re
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disc drive containing parity information can be updated 5  appr.opri atel y.
However, thewWol9pgeR93ori ented di sc drives di scussed above introduce a

| ayer of abstraction between t he host and act ual st % 1
the disc drive. Specifically, the disc drives mana E@ \SI%Q@@ i
obj ects such that a host (or requester) does not have 1 cess téd the
under |l yi ng sector addressing schene. The ~60- gisc drive itself, is
responsi bl e for space managene tor1n$jf} #E%dég:cgpoéﬁ'Q: f8£%c JS:guester

dri

or host to correlate a portion o %éh 9 one db's
with a location on another. ThipdureAdtyeqiicebiecuseseadh OM&Ctkhaws.nlge

address on a disc drive of a bl gck, iﬁ%‘%}%&gs of Q%%a %&fc@nonén%ﬂdt ggnnot

cal cul ate a correspondi ng parity a ver

difficult, if not |np033|bP@SOFéaG§@'d&ﬁﬁﬁﬁQQNﬁ@r§&§ﬁiuﬁé?ﬁoﬁ§tﬁn an
obj ect -oriented disc drive, as @@&@ﬁbaegnagqaangzgaba lndlca+lvéﬂa§rgh@re
the present invention provides a referred

Define Parity Group which is nfoFﬁ@&ﬁéﬁl&Pde%i?@rﬁs%Qﬁ¥Q£§9:18FF§é§n|n a
set of disc drives which mpetdpna pecludingy oipcatidhe imEbkedtion
acconpl.i shes two things. First es ff|C|e |nf ma nto
enable an invocation of a st§§ %r%& %?lte Cb?éggélOF o] %é%form
the same function as a s ec BEEAFdedEd X OR teo meatid arn @ndonvent|ona

drive array. It al so qaysesagAcQbhest, tooépe t@feeaaﬁgcoran%@ diisyg in
t he set which holds that particular drive™s share of 30 parity data. The

parity object IDis a well-knowfYiSBem strughygs %6f%§E%tH?$ﬁéla§§lFﬁ§F any

drive wanting to update parid y £ Hanf Qrgid i |§bﬁﬁm@m% oknishefigerrect
obj ect identifier to which it £an ad ress its rec St .
syst ructure ormatlon being

indicative of an identity of the objects
and a location of the objects on the
disc drive.
8. The method of claim 8 and further comprising
a step of: _ '

{c) reconstfucting lost file system structure
information based on the Ilocation
information stored in the location
portions.

10. The method of claim 9 wherein the seeding step
comprises a step of seeding the ECC information with an
object identifier and a relative location identifier,
the cobject identifjer including information indicative
of an identity of an object containing the data portion
associated with the information portion and the relative
lmcation.identifier including information indicative of
a relative location of the data portion within the
obiject identified by the cobject identifier, and wherein
"the reconstructing step (c) comprises steps of:
() {1} reading the seeded ECC information;
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-42- The Define Parity Goup nmethod is desciibed in =~

greater det %A% respect to FIG 28. First, a r |
host, invokes the nethod at each drive in a parity g@@@@mﬁltj
i ndi cated by block 420. 1In 5 order to invoke the nmeth el
provi des a nunber of things as follops- 1.

list of drives conprising the parity group. This can include,

iITustratively, serial (c)Mgybedsrarthaddnessasider edehtdrfiiee. 4Ad

2. An algorithmused in calculating parity.. . LN _.one i_npl e
illustrative inplenentation, rﬁi&ﬁ?%?iaocggﬁqqhﬁg?FElfﬁeﬁeg?%gheﬁh%n t he
bl ock address of data to Eeowinfoerat iokhi andrithnmetic yields both the
parity drive address do rdered | rogsiht.em unber
one above) and the reIatiJ%Bgﬁgck aﬁ%gggg“§§£?ﬁ% _%hm;pa?F%% ob%ggFe@n t he
parity drive (which is the rel stirueture pgovfidxmrtdiont hé t yobj Ebe

containing the desired Paliins dNiQERREIFQR) and relative locdtionThe
amount of data in a parity stripé& 20 i1llustratively in units of bl ocks.
If parity data is to identifier derived.

This Shee; 25 Bee,
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be interspersed throughout the space on each drive, this I ion
bRl

is the atonwo9nogs3of all ocati on. 4, The pé’ ] ect
identifier. A drive invoking a Wite Cbject nmethod to update a parity
obj ect 25 issues it to this object 1yf3 on the parity drive
determned as set out initemtwo above. It should al so be noted that
multiple | evel parity (such as two |evel parity) can be inplenented as
wel | . Thus, each drive may have up to two parity objects. In one
illustrative 30 i npl ementation, two well-known object IDs are all ocated
and reserved by each drive, in case the drive is used in a disc array
havi ng two-1evel parity. The presence of a second parity object
i ndi cates that two-level parity - is being utilized. :
43 - _ 5. The parity object allocation policy. Thi s
i ndi cates whether each drive is to allocate the parity-object as a
single contiguous extent of disc . Space or to intersperse the parity
object with user data 5 objects. Thus, while the parity object and data
obj ect are shown in-FIG s 26 and 27 as conti guous di sc space,

& & i
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this is illustrative only. It should be noted that if the1?@'9hﬁ%1§)bj ect

is interspeweadnush data, it can still be pre-allocated®

In response to i nvocati on of t he DefineParity group nethod,

t he control conponent 150 in each of 2AB disc drives in the parity
group cal cul ates a percentage of its space required for parity data.
This is indicated by block 422. The anobunt of space 15 required for the
parity object is determ ned based on t he nunber of disc drives in the
parity group list. For exanple, if there are nine disc drives in the
list, each drive nmust allocate one ninth of its space for parity
information. This anount of space is identified with 20 the well known
parity object |ID provided by the request or or host upon

i nvocation of the nmethod. This . is indicated by block 424.

Each drive.-in the parity set or group |ist retains the information
defining the parity group so 25 that every tinme the disc drive is powered
up or reset, it can verify that the parity group has not been

conprom sed. Thus, the information is stored in non- vol atil e nmenory,
as indicated by block 426. Havi pg.t hus created a parity set
of disc 30 drives, ~Qavi ng all ocated spdce: on -ach disc drive to

hol d one or nore par'tyqobj. ts, data storg obj ect on one

or nore drives canfbe uBd FIG 29 is diagramillustrating

the ‘updating of a bj e, @@t he cor e ing updating of a
parity @
&
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-44 - object, in accordance with one aspect of the present
i nvention. wo 99/10893 In order to update data, the requefCaUSI¥ES19
which is requesting data to be updated invokes the 5 Wite_ (bject nethod
descri bed above on one of the disc @/2¥es in the parity group. In
t he enbodi nment illustrated in FIGs 25-27, requestor 116 invokes the
Wite (bject nethod on target drive 402. This 1is i ndi cated by arrow
428 in FIG 26 and block 430 in FIG 10 29. In order to invoke this
nmet hod, requestor 116 provi des, illustratively, an obj ect
identifier identifying the object to be updated, a partition ID, a
starting location of blocks to be witten within the obj ect, a nunber
of blocks to be witten within the 15 object, option information, and the
data to be witten. Target drive 402 knows that servicing the
Wite_ Object met hod nust includ } parity information
associated with the object being updated. T bt drive 402 knows this
because it has stored the informatio Héﬁsﬁggég ded and generated during
me

execution of the Define_Pari t hod in non-volatile menory.
In order to update the parity infor

o EQUESTER
STORAGE le g} INTERCONNECT 122 h————J R

DEVICE 110

FIG. 3-2

REQUEST | CONTROL
'COMPONENT [€— bJCOMPONENT 4————1'__’ DISCS 132
152 150

FIG. 5



target drive 402 perforns a nunber of steps. First, it r dat a
fromthe sproispi1esd3| ocation in the target 25 obj ect and pl},&fﬁ%gssﬂs 9,

along with the new data to be wxitZﬁ%ﬁto that | ocation, to XOR
circuitry 408. This is i ndi cat ed by ock 432 in FIG 29 and arrows
434, 436, and 438 in FIG 26. Next, target drive 402
XORs the old data wth 30 the new data to obtain internediate parity

i nformati on. This is indicated by block 440 in FIG 29. Target drive
402 provides the internediate parity information at an output 442 in
FIG 26. Next, target drive 402 wites the new data to the target

| ocation within the target : - 45-

obj ect 410, thus updating the target object. This is 100 di cat ed by

bl ock 444 in FIG 29. S : .Target drive 402 theh, itself, invokes
anot her Wite _Object nethod on parity drive 404.idenyfifying the 5
parity object corr ndi pg to the target object 410 whi ch was j ust
updated. This is i ate& by bl ock 446 in FIG 29 and arrow 448 in
FIG 27. Target drive 402 can cal cul ate_the #3dge
parity object 110

| ocation for the




in a nunber of ways. For exanple, target drive 402 can 10 t he
gﬂ%ﬁ%’%&

| ocati on f rwoebheses el ati ve sect or address of the bl ock® ect
being witten. The relative address is divided by the nunber of drives
in the parity group to provide the 6£t3ative address in the parity
object on the parity drive 404. The parity drive 15 address is

determ ned by the algorithmspecified in the DefineParity G oup

met hod. Target drive 402 then constructs the Wite_ Object nethod
and invokes it on the parity drive 404 identifying parity object 412
and an appropriate location within that object using this 20

rel ati ve address. By way of exanple, in order to calculate

t he relative block in the parity object on drive 404 to be

updated, target drive 402 can use the follow ng Equation: 25
Equation 1 BN (/D 1) . -wher e
Bis the relative block in the pari{y pco 1540b] ect; Sis the

rel ative sector address being witten 30 at target drive 402; and
D is the nunber of drives in the pa itdké“é&”) 164

PARTITION 0 __/ 166

DCO 0
POL O _~
158 168
DATA
OBJECT 0 —/

OBECT FIG.6
PARTITION 1 '
- pPCO1
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DATA
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160
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-46 - In order to calculate the parity drive addr ess,
target driveWfo/188% use the foll ow ng Equat i on: PCT/US98/17819
Equation 2 P=Mod( S/ D- 1) when P
is the displacenent into the |ist of drives in the parity group of the
parity drive (the list used in cal &42%ting P nust exclude the address
of target drive 402). 10 In response to this

Witelbject method, parity drive 404 recognizes the command as a wite
to its parity object and perforns the parity operations. Such
operations include reading the old parity data, as I ndi cat ed by bl ock
450 in FIG 29 and arrow 452 in FIG :I,;o 27. Parity drive 404 then
XORs the old parity information" with the internmediate parity
data from target drive 402. Is is indicated by block 454 in

FIG 29 and by arro n FIG 27. The result of the

5 4 d\458-1
Excl usi ve OR operatiQn %ﬁgdted parity
172 {

180
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173 \ A

b REQUESTER INVOKES
GET_DAO_ATTRIBUTES
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REQUESTER INVOKES
GET_POL_ATTRIBUTES FOR —/
SELECTED PARTITION
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ATTRIBUTES
176 ‘
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178 l
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20 I nformation which is witten to the parity object of di sc 132.
This is i ndiweaisadsedy bl ock 460 in FIG 29 and by arr owPAGIE¥RBIAGA i n
FIG 27. This conpletes the update of the parity object.

FIG 30 is a nore detailed illustration of one 25 data object 500 (such
as those showmn in FIG 6). In adédt dance with one aspect of the
present invention, data object 500 includes a nunber of portions,

i ncl udi ng a portion 502 containing attributes, and a nunber of

data portions 504, 506, and 508, each with an associated 30 error
correction code portion 510, 512 and 514, respectively. Wile
the error correction code portions 510, 512 and 514 are shown adj acent
t he correspondi ng -47- dat a
portions, they need not be recorded this way on the di sc, but are shown
this way for expedience. Thus, in accordance with one preferred

enbodi nent, each of data portions (and indeed possibly the
attributes 5 port of object 500 is used to generate error
correction code (ECCTIinformation in a known nmanner. This i nformation
can be used, when reafli ng back the

OBJECTS iN
PARTITION
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FIG. 7-2

186
¢’ 186
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l 188
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requester| 192 . L 202
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READ_POL CQUESTE U
CLOSE_OBJECTX
l’ 194
RETURN LIST OF / 204



correspondi ng user data, to determ ne whether the user data cont ai ns
any errors, wheb/fogesoendi ng on the code 10 used) to | ocate RGHUSSATES

t hose errors. In one preferred enbodi nent, the ECC information is
gener at ed using a Reed Sol onon code. However, any suitable code

can be used to generate the ECC i nfor m8{3%n. in prior disc
drives, if a sector is rendered 15 unreadabl e, and is used for a speci al
pur pose by the operating system this can render substantially the
entire disc unreadable. For exanple, if the master boot record, the
partition boot record, the FAT table, or the root directory becone
unreadabl e, this can cause a | oss 20 of essentially the entire disc
contents. Conventi onal operating systens do not have the ability to
recover the readabl e data in the face of Josing such key file system
managenent dat a. Therefore, in accordance with one aspect of the

present invention, the object oriented 25 dat a orgamizatten on t2$ di sc
drive nmakes the disc drive responsi bl e for mailnt &TARRg |rast Be
system structures t hat mezﬁsfornerly t he domai h—e re~oper ati ng

it

system I n g€Ccardancey w one aspect of the preseft invention, a
t REABE s et

redundant copy o file systemdata is 30 stored with eac220
data bl ock, or dataTpy on, inits assodi at ed ECC portion. }Since the
ECC portions will al ready be stored on tHe QEQUESEEMRwWDME$trgLiLLe/h

syst'em informatign in the ECC portion of {t DPEMaUIRDATIE OBIECIEY not
i npact perfoqroance orWuser capaciZ08 in any way.
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212 226
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216
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-48 - FIG 31 is a block diagramillustrating how file
system i nf ow@;é; J19b3l S conbined with, or enmbedded i n, ECECTAIS88/17819 on
prior to recording the i nformation on the disc. FIGS. 31 and 32 al so
illustrate how the 5 file systenllnfor€ﬁ%ion is then used to reconstruct
t he file systemdata in accordance WitTh one aspect of the pr esent
i nventi on. FIG 31 shows encoder 516, ECC generator 518, Excl usive
OR circuit 520, disc 132 and read/wite circuitry 406, ECC generator
522, decoder 524 10 and Exclusive OR circuit 526. It should be noted that
encoder 516, ECC generator 518, Exclusive OR circuit 520, decoder 524,
ECC generator 522 and Exclusive OR circuit 526 can all be inplenented
within control conponent 150 on the disc drive, or can be inplenented
15 separately. User data ispfg rst provided to encoder 516
froma host, a requeg40r or a file server. Engoder 516 ~encodes the
dat a accordlng to a predeterpmned—ee opt i

pred—eod] ng woi cal |y
i npl enented to decrease err4qr ISIABT 2) §§e encoded STABF dhta is then
provi ded to ECC generat or S—F & erator @ gerrerat es ECC

i nformati on based on the encoded user \data, in a known manner. The
ECC i nformati on generated wjl | depend\Q\\the partijcul ar type
242
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STER INVOKES
N\l  mvokes REQUE
CTX
WRITE_OBJECTX OPEN_READ_ONLY_OBJE
244 232
MODIFY TIN
\__J - oBJECTX ] OB
DATA
' 234
246 MODIFY SET READ
_| NECESSARY \_ ONLY
ATTRIBUTES ATTRIBUTE
OF OBJECTX IN OBJECTX
248
ETURN
MODIFY NECESSARY| 236 R 5
STATUS AN!
ATTRIBUTES OF \_/ LENGTH OF
OTHER OBJECTS OBJECTX
250
238
RETURN
s FIG. 11

FIG. 10



of error correction coding schene used. The ECC 25 information is,

inturn, proyl Jggﬁls 93t 0 Exclusive OR circuit 520. The PCTAISSY/E18M dat a
is also provi Exclusive OR circuit 520 at input 521. In
t he enbodiment illustrated in FIG 31, the file systemdata IS

| ocation informati on which identifies ad/esation at 30 which the user
data is witten on disc 132. For exanple, in the object oriented
syst em descri bed above, the location information includes the object
identifier which identifies the object to which the user data

bel ongs. The Jlocation information also includes :

-49- - rel ative position information which identifies the rel ative
position of the associated data portion within t he i fi ed28Bj ect

The out put of Exclusive OR circuit 520 thus pro

information with the pcat edganf or mati on enbeddy 2ded) therein.
Thi s i nformati oe to read/wite circuitry 406 and 2g4is
witten to disc 132\ _as the associated ECC portion or the datg portion
cont ai ni ng the encoded uger data provi ded by preede oF
REQUESTER
256 INVOKES
CLOSE_OBJECTX
REQUESTER _‘///
INVOKES -
READ_OBJECTX
l 266
' WRITE NEW
258 pATATO |—"
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RETURN
STATUS AND e
DATA lL
260 - ’ 68
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- OF OBJECTX

FIG. 12 oo S
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272
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10 When reading the information back fromdisc 132 (in
order to acov@pyies® a normal read operation) the cont r CTAGHP&HAt 150
executes the Read _(bject function by providing the expected | ocation
information to an ~ Exclusive OR circuit and Exclusive ORing that
15 information with the ECC infornat}d/@d (which contains the enmbedded
| ocation information). The out put of the Exclusive OR circuit
yields the ECC information associated with the wuser data being
read. Thi s information is provided to an ECC generator, which 20
determ nes whet her any errors have occurred in the encoded user dat a.
If not, the encoded user data is 975 provideg decodegggvhere the error

Q_d
free information S ﬁre entegr to the re 2r. |If errors have
hoHBRT 150 may attenpt tNQ L denti 25 and correct

occurred, control co

the errors, dependi ng—upg e particular erfor coding schene used.
Alternatively, control conponent 150 may |sinply provide an
error flag i_ndi T data_contai _aone. ar nor %0
uncorrectable err : ESTE However, where the syst yl nf or mat i on
(in the exanmpl e i & at ed-¥he | of at REQUESTER IYOKER) Pas been
| ost, control comj veLoBuesasrfat es i n| a GREAEESMRTITIONX nphner. Contr ol
conmponent 150 cauges the~data orj disc 132 to be read. fhis is
i ndi cated by block 528 1 FIG :
ALLOCATE
DELETE 1 280 SPACE FOR |—292
OBJECTX PARTITIONX
l l 294
UPDATEPOL} 282
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284 296
RETURN ESTABLISH | __—
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286
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PARTITION
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-50 - 32. The encoded user data is provided to decoder 524 gd to
ECC gener at O BM893 |t should be noted that ECC gener at o"rCTeé'é%*’s%ﬁ ECC
generator 518 can be the sane generator, wth appropriate

mul tiplexing circuitry. 5 However 12f2% the sake of clarity, they are

il lustrated in FIG 1 as separate conponents. ECC
generator 522 generates ECC i nformation based upon the encoded user
data as indicated by bl ock 530 in FIG 32. This information is
provided to 10 Exclusive OR circui3p226. The ECC infornatizgg (which

contains the enbedded ogg%hgn nf orrmation) i S /8 eay fromdisc 132
and provided to Excl usyve ciycuit 526. yndi cat ed by bl ock

532. As with ECC generator 522, 5@ | usive ORCfTcuit 526 can the sane
as Exclusive 15 OR circuit] 520, with %propriate l'tiplexing circuity.
However, for the sakg—g kaTéEx the/two cigrcuits = §ﬁ%hn :
separately. clfusyfve ORilng TeRC | nfjor mati on
provi ded by ECC genef at olNVOKES yj t he ECC info*r‘é é@g 20 [_£ontaining the
enbedded | ocation infor L e ECC | pkevpRbeaeh] both inputs to
Excl usi ve OR circuit| 52ARTITIONY; | | cancel edch othér out, fesulting in an
out put of sinmply the [focation information.- This is indicated by

bl ock 534. This informatiorf can be used in conjunct]on
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25 with the user data output by decoder 524 to reconstruct the file

syst em i nf orp@bd/@e93vhi ch has been lost. This i s indi catRGFSP8ATRRKS
536 and 538. For exanple, the obj ect directory can now be
reconstructed using the | ocation information retrieved fromthe disc,

and 30 associated with the user data3P30 read fromthe disc.
I n accordance with anot her aspect ,of the

i nformati on gener ated— Dy ECK
utilizing a p
-51- bl ock di ay i

are simlarly. nunbered. The bl ock
operates subsyamttarty 5  the

rat her than REQUESHERANGDRBS Y [ Me | ocation i
to Exclusive OsSEE X isuUlres| ocation infor

" OERUESTERINVORRY! -
ETR%BJEETX TTRIRAES

random nunber Jgerfer at ed by pseudognoi se (PN) lgenerator 540. Thus] the
| ocation info i ' ded at an inp r 540.
Based
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upon the seed value, PN generator 540 generates an out put provided to
XOR circuit BA19%1893ch i s Exclusive ORed with the ECC i ntCR/ISas10819
provi ded by ECC generat or 518, which is recorded on disc 132 al ong
with the 15 associ at ed encoded user dat In order to
reconstruct the file system |nforné%|on (e.g., the location

i nformati on) the encoded user data is read fronldlsc 132 and provi ded
to ECC generator 522 which generates ECC i nformati on and 20 provi des
it to Exclusive OR circuit 526. The ECC i nformation containing the
enbedded pseudorandom val ue is also read fromdisc 132 and provided to
Excl usi ve OR circuit 526. The output of Exclusive OR circuit 526

yi el ds the random val ue whi ch has been seeded with the 25 | ocati on
information. This is provided to inverse PN generator 544 which
reverses the random zati on process - provided by PN generator 540, and
provides, at its out put 546, the location information seed value. As
with the enbodi mrent shown in FIG 31, this information 30 can be used
along with the decoded user data prgy decoder 5 éz to

reconstruct the file S S i nf/G g&éh i chi"Was previously
| ost . }-es87520 and 524 i bed™tTérein are

illustratively byte- wee—xER-€ rCUItS for the inaryraual
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-52 - bits within the data bytes XORed. Thus, the XOR circuit IS
real |y ei ghiwo eviogezdual XOR gates to provide an ei ght - biPCTYS9®1760R
function. Further, although the invention as described herein refers
to XOR gates, any 5 suitable Gl ois fig%ékgﬂanipulation (or addition), or
ot her suitable manipul ati on, over the fi that the error correction
and detection codes are based is considered to be within the scope of

t he invention, and could be inplenented by one skilled in the art. 10
Also, in one preferred enbodinent, PN generator 540 is descri bed
in greater detail in U S Pat ent Nunber 5,717,535 to French et al.,

i ssued February 10, 1998. That patent describes the generator as
having 33 register cells, with inputs and out puts 15 connected to a logic
bl ock. The register cells are one bit wide and are cl ocked on the
sane clock as the data bytes. The generator is sufficient to hold an
obj ect identifier and relative location information of up to four
bytes (32 bits) long, but can easily be expanded to 20 accomodat e | ar ger
| ocation information or other file system information, |larger. than
four bytes. The generator also iBF2&stratively contains arggaxtra
regi ster cell which i | ocati-on

S 4§ SO\ t ynf i n haxi ng a
val ue of zero will not pr s eros at the ou PN gener at or

540. There is no reason that this extra.374 cell musi{be included in PN

generator 540 if used solely 384
REQUESTER lNVOKEé REQUESTER INVOKES )
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DEVICE ASSOCIATIONS
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for the purpose of seeding the file systeminformation w th ECC

I nf ormati onwgioypesy , if generator 540 is used t o randoRCRASRAXTE1Y Or
sonme ot her reason (i.e., error 30 tol erance) the extra cell should be
i ncluded so that an all zero input will provide a non-zero output.
Data is clocked illustratively by aléfaxk at a rate once every
eight data bits (i.e., once every byte).

-53 - In the illustrative enbodi nent, generator 540
conprises a plurality of flip flops which operate in accordance with
Equations 3 and 4 bel ow, where B represents the input to a flip flop
and A represents the 5 output froma flip flop.

Equation 3 Blerr] =Alerr];

for I = 0 to 24; and - . ' 419
Equation 4 : '
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Blerr]=Alerr] XOR Alerr]; 10 for I = 25-32, M= (I + 8)

Modul o 33.  wo 99710893 It should be noted that generator PSZIU§98/17819

illustratively equivalent to a binary feedback shift regi ster based on

the primtive polynomal Xerr] + Xerr] + 1, 15 and shifted eight times

per cl ock. The 1 ogi c bl ock driving743% inputs to the register cells

represents the result of these eight shifts. Fromthis analogy, it is

clear that the sequence of bytes provided at the out put of generat or

540 illustrative repeats every 2[err] - 1 20 byt es. Thus,

it can be seen that the present i nvention provides significant

advant ages over prior systens. The present invention allows user data

to be read even in the face of a loss of critical file system 25

i nformation, such as file systemstructure data. The pr esent

i nvention enbeds the file systeminformation (such as file system

structure information) in the ECC i nformati on correspondi ng to data

portions of an object. The r++e—sysfvn1infornation can then be read

simply by 30 reading Ye data on the di4c and reversing the embeddi ng
“~— FILE SERVER e

122 j i . \t
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402 .

\l Tareer 4‘_

DRIVE

404
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-54 - process, and the file systeminformation can thus be

reconst r uct @b 99710893 In accordance with one aspect ACVH¥SH/Edent
invention, the invention includes a data structure on a 5 disc 132 in a

di sc drive, the data structure including an object 500 having a
plurality of portions which conprisel&/#ata porti on 504 and an obj ect

| ocati on portion 510 containing object |ocation informtion

associated with the object 500. The object location 10 portion 510, in
one illustrative enbodi nent, includes error correction code (ECQO

i nformati on seeded with the object location information. The object
| ocati on i nformation illustratively i ncl udes obj ect
identification information. 15 I n one enbodi nent, the data )
portion includes a plurality of data sections 504, 506 and 508, wherein
the ECC portion includes an ECC fiQl d 510, 512 and 514 associated wth
each data section. Each ECC f iéEdd\\SE;ncludes the ECC information
generated based on the data 20 __in the ociated data_sectiaon _.The ECC
field further i ncl udes %ge obj ect identification i nfbrmation
identifying an object 500 to ich the data section bel ongs} and

relative position information|®ndicative of
data section within the 25 o
identification i nformati
al so be inpl enent ed

rel ative position of the
ect 500 ipeentified PWilhe objec :
The presgnt invenyion can
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in a disc drive having a disc 132 with data stored

506 and 508 and

indicative of a location on the disc drive

st or ed. The disc drive

| ocat i

on

i ncludes a data head 142 mounted relative to the disc

data on the disc 132. A control

t he head 142 and provides
t hrough exposed 5
i nvoked to access the objec
enbodi nment, control co
system
POL 166) objects on the dis
information stored in the e
structure information
identity of each of the obj

404

412 /

functi ons or

structure inform

1

conponent

.04 4.

nmet hods (nethod O -

t her
il lustrati weOPy/84883 ed as objects 30 124-126 including data

%@Pﬁ%ﬁgﬂﬁéi .

associ ated error correction portions 510, 512 and 514.
The error correction portions include wypsct

i nformation

at which the object 500 is
-55-

132 to access

150 is operatively coupled to
an interface 128 to the objects 124-126
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15 at which each of the portions of the objects is |ocated
disc drive. whhgpgsect |ocation information
i dent |
data portions

relative position of the associated data pgyisi on within

an obj ect

ier indi

cative

on the

i1 ustrati vwlpdoBlgtsesies

of an object to which the associ ated

bel ong and a data portion | ocation indicative of a 20

i dentified by the object

aspect of the present

configured
based 25

on the obje

t he obj ect

I dentifier. I n accordance with one
i nvention, control conponent 150 s
428constr file systemstructure information

portions 510, 512 and 5717

wi t h anot her aspect of the

for storing

i ncludes storing inform
obj ects 124-126, whetd n
504- 508 and associ ate

portions
-56-

mation stored in the ECC

| n accordance

bresent invention, a nethod is used
i nfrormati on a disc 132 on a disc drive. The nethod 30
e S 132 as a plurality of
ea ay a plurality of data portions
(*77 Aportions 510-514. The data | tion
i ncl ude | t RSk qq&ion i adi cative of1? | ocati on ,of
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t he associ ated data portion. The nmet hod i ncl udes mai nt ai ni ng, on

t he di sc driwe@gofdesb® system structure information i n addptronegiasishe

| ocation portions, the file system structure information being

i ndi cative of an 5 identity of the obh59&§ 124-126 and a | ocation of the
obj ects 124-126 on the disc drive. In accordance with

anot her aspect of the pr esent i nventi on, t he nmet hod al so

i ncl udes reconstructing |l ost file systemstructure information 10
based on the |ocati onFT]@.or&@i on stored in the |ocation portions
510-514. Further, the storing step illustratively includes

storing error correcgeorr—code ottt r—the-tHocattronportons
510-514 and seedi ng ATTRIBUTES EBMAi Q4] 660 | OATAN | KOG Bd 4 ocati &'{Tﬁ “M‘Bti on.

15 ' The reconstructing step ITTustratively -1 ncludes
readi ng the seeded ECC information, deriving - the object identifier and
relative location identifier fromthe ECC information, and
reconstructing the file system structure informati on based on the

obj ect 20 identifier and relative location identifier derived.

I n accordance with anot her aspect of the present invention, the file
system structure information conprises an object "directory

i ncl uding object identifiers and a set of relative |ocation
identifiers 25 for a plurality of objects wherein the reading step, the
deriving step and reconstructing step are perfornmed for a plurality of
obj ect s. It is to be understood that even though

nuner ous characteristics and advantages of various 30 enbodi ments of the
present invention have been set forth
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in the foregoing description, together with details of the structure

and functi owobess3 ous enbodi nents of the I nvention, tRCRUSIRITBIISUr e
is illustrative only, and changes may be made in detail, especially in
matters of -57- structure and
arrangenent of parts within the principled2/23 of the present invention to
the full extent indicated by t he broad general Sﬁani ng of the terns in
whi ch t he appended clains are expressed exanple, the 5
particul ar el ements may vary dependi ng rt i cul ar interface

net hods, redundancy schene or error detseiC or correction schene

used V\/m | e nt a3 subst anti al I y the sanme functionality
wi t hout depart |Fr.1{@ rom the scope and gpirit of the present i nvention.

10
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-58- WHAT IS CLAIMED I S: 1. A data structure on a disc in a disc
drive, the ¢a @ phdsucture including an object accessible by REXARISETSRL hod

and having a plurality of portions, the portions conprising: a
data portion containing data; and an object |ocation portion
cont ai ni ng obj ect | ocati or23/#} or mati on associated with the
obj ect. 2. The data structure of claim1l wherein the object |ocation
portion conprises an error: correction code (ECC) portion including ECC

i nformati on seeded with the object |ocation information. 3. The data
structure of claim2 wherein the object | ocati on i nformation

conpri ses object identification information, and wherein the data portion
includes a plurality of data sections and wherein the ECC portion includes:

an ECC field associated with each data tion, each ECC
field including the ECC i nformati on ted based on the
data in the associ ated data section, the TION SEED
2]
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ECC field further i ncl udi ng the obj ect I dentification

i nformati-on identifying ,/,//*”” an object to which the data section
bel ongs and rel ati-ve™ position inf GRS 8 / 17 8 19
i ndicative of a reTatlve ‘NE ' pOSItIOﬂ of the d ct|
_the o _ %\\“ d t he obj ect fa ﬁﬁ“ 20[]0
i dentification |nfok A dISC drive, conpr|5|ng
di sc having data st *edcthereon the data bei ng stored as
obj ects including data portions and associ ated error
correction _ -58-  -59-
portions, the error correction portions I ncl udi ng obj ect
| ocation informati¥WAT IS CLAIMED ISindicative of a |location on the disc
1. A data structure on a disc in a disc drive,

the data structure including an object accessible by
exposed method and having a plurality of portions, the
portions comprising:
a data portion containing data; and
an object location portion containing object
location information associated with the
object.
2. The data structure of claim 1 wherein the
object location portion comprises an error correction
code (ECC) portion including ECC information seeded with
the object location information.
3. The data structure of claim 2 wherein the
object location information comprises object
identification information, and wherein the data portion
includes a plurality of data sections and wherein the
ECC portion includes:
an ECC field associated with each data
section, each ECC field including the
ECC information generated based on the
data in the associated data section, the
ECC field further including the object
identification information identifying
an object to which the data section
belongs and relative position
information indicative of a relative
position of the data section within the
object identified by the object
identification information.
4. A disc drive, comprising:
a disc having data stored thereon, the data
being stored as objects including data

portions and associated error correction



de%e at which the object is stored; a head nounted relative to

the.disc-to 'acg_gTs;//’data on the disc; and a control
conmponent operably coupled to the head, the egt

]Lor ovi di ng \fm ] - mm(lmmgm[ace to the objects throu gzgg 6%%0? 8] 9
unctions whic \é‘“ Jidsdd B cess the off S 5 AN oot
The disc drive of+claih 4*whérei n the control conponent is conf |Sgi]F (‘a'lthr\oN cuuy

maintain file systemstructure information on the disc drive in addition to
the object location information stored in the error correction portions. 6.
The disc drive of claim5 wherein the objegl_| ocation information includes:

an object identifier indicative of an object to which the
associ ated data portion portiondelt®RIsrréfdcorrection pardabas
portion | ocation indicative of a . , rellative pasition, of the
associ ated data poREIHIRG ¢ RP3ethe 196PERPR | dANEFFREA By

the object identifier. 7. Theichtsiovedr o e aoflaglagiion6 ashetrleg ndi ke

control conponent is configured . L eC. et S ' 4 Regl.r uct ure
i nformati on by reading the error&ggﬁec is%%%%o}:%l?o%g?é% tlﬁl%ittng t he obj ect

| ocation information storeda hepditpunked redshire JQ ithg THeC I'CSAFPFE
system structure information basggtg)noﬂ; t'@qé Gaki;oandnf or mati on obt ai ned. 8.

A method of storing Inforna%'%%n%@o? gg%ﬁoﬁéht operably coupled to the
head, the control component providing an
interface to the objects through exposed
functions which are invoked to access
the objects.

5. The disc drive of claim 4 wherein the control
component is configured to maintain file system
structure information on the disc drive in addition to
the object location information stored in the error
correction portions.
6. The disc drive of claim 5 wherein the object
location information includes:
an object identifier indicative of an object
to which the associated data portion
belongs; and
a data portion location indicative of a
relative position of the associated data
portion within the object identified by
the object identifier.
7. The disc drive of claim 6 wherein the control
component is configured to reconstruct lost file system
structure information by reading the error correction
portions, obtaining the object location information
stored therein, and reconstructing the lost file system
structure information based on the location information
obtained.
8. A method of storing information on a disc in
a disc drive, the method comprising steps of:

ARESE TR Qe



. a disc drive, the method hod conprising steps of:

-|60- I't. f. ba’)"'_orlnglnfornatlon on the disc in a

plurality o Oje havi ng Ty HIGA VR of 1dat
portions-and an 3@!‘!\ j mi M\CI ated | ocation portlonig[';é£1§r$I . ﬁ O? 81 9
portion including leats ver of the i n’f“T’hﬁf‘&orj @néIMJaQUOO
associ ated | ocation portion including |ocation informtion
indicative of a location of the associ ated data portion;

[ and] (b) maintaining, on the disc drive, file

system structure information in addition -60- to the | ocation
portions, the file system_ structure |nformalon .bei ng

i ndi cative of an identity ofal h&tepjiegt dnformation on they d1Gcaf dh of

the objects on the plurality of objects, each object having

a plurality of data portions and an
associated location portion, each data
portion including data indicative of the
information and each associated location
portion including location information
indicative of a location of the
associated data portion; [and]

(b) maintaining, on the disc drive, file
system structure information in addition
to the location portions, the file
system structure information being
indicative of an identity of the objects
and a location of the objects on the
disc drive; and

{c) reconstructing lost file system structure
information based on the location
information stored in the location

. portions.

9. The method of claim 8 wherein the seeding step
comprises a step of seeding the ECC information with an
object identifier and a relative location identifier,
the object identifier including information indicative
of an identity of an object containing the data portion
associated with the information portion and the relative
location identifier including information indicative of
a relative location of the data portion within the
object identified by the object identifier, and wherein
the reconstructing step (c) comprises steps of:

(c) (1) reading the seeded ECC information;

(c) {2) deriving the object identifier and
relative location identifier from the

ECC information; and
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& Sc drive; and (c) structi ng lost file systemstructure

i nformaticon ~ based on ocatL information stored in

the | ocation The net hod of <l ,alfm 8 wher gi g o
the seeding step co ‘g\\ “m seedl ng the ECC i nf or fat.i'e it h and ‘, &
object identifier ang ﬁ weslocatlonldentlfler t he obj ect |dent|f1e.rm:
including informati on™+ndicative of an identity of an object containing +the:.. b’

data portion associated with the infornmation portion and the relative

| ocation identifier including information indicative of a relative |ocation
of the data portion within the object identified by the object identifier,
and wherein the reconstructing step (c) corrprl ses steps of:

(c)(1) reading the seeded EEG (:p)forqgt:bggtmctmg théC) i3k deélé/ﬂé’hg t he

obj ect identifier and ative |l ocation |dent|f|er fromthe
ECC i nf or mati on; and structure information based on the

object identifier and relative location
identifier derived.



-61- (c) (3) reconstructing t he file system struct y

i nformati on based on the obj ect ‘identifier and relative | og
identifier iﬁt‘erl 4
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