1/25

pud uoneunsa(J

7 IAP
BUIYONMS [BNMIA

19l

puL 300§

(4

. p— —
. \ / .
~ ~
T 1P [ 91AJD
SuIyOIMS SSA0Y SUIYONMS SSA0OY
9 14
/ L oMU 9 \
T 01AJD JuIyoNMms uoPEd [ 9OIASD SUIYONMS
uone3aIdsy uonegaIssy

JIAJP
3umyoums 2100

Q01A9p
[0UO0d NS

[ 91AJp
3uIyoNMS TenjIA




2/25

Switching device SDN control device

Listen and obtain the
switching device

Connection request

Connection response

Allocate a
signpost to the
switching device

The switching device
is disconnected

Retrieve the
signpost of the
switching device

FIG. 2



3/25

Adjacent g . SDN control
L . Switching device .
switching device device
Send an LLDP packet
Send the
LLDP packet
Report a PacketIn packet
Update
network
> topology
information
A
The switching device ‘
is disconnected
~_ Update
— __ network
«— 2 topology
Report a message information
indicating that a port
status changes
________ N Update
= _ network
«— 2 topology
information

FIG. 3



4/25

(=)
¢

A switching
device is
disconnected

i

Whether an adjacent switching
device exists?

l Yes

Delete a proactive flow entry that is
from the adjacent switching device to
the disconnected switching device

No

End

A port status of the
switching device
changes

Y

Whether a port whose
status changes is
connected to an

adjacent switching
device?

¢ Yes

Delete a proactive
flow entry that is
from the adjacent

switching device to
the port

No

FIG. 4




5/25

Source end

Source edge

device 1)

switching device SDN Backbone
(virtual switching control switching
device device

101. Send data
to the source

device

“edge switching |

102. Query a locally
stored flow entry, and a
flow entry that matches

the data is not found

103. Request a
—forwarding rulem
of the data

Destination edge

switching device

(virtual switching
device 2)

104. Select a proper
forwarding path

105. Delivera__|
flow entry 1

——106. Deliver a flow entry 2—

F

1G.5




6/25

9 9Old

() - =
uorneunsd .- - .
.H .H Q . ~ -~ ]
I v ~ . ré
pooeoe - - V. oeoeoe
T IAP C NIAPp [ 90TASD : [ 931a9p
Sumqoyms | ¢ _ g | Sumonms sseooy .oo/ _ -7 Sumyonms ssadoy _Y¢ Suryoyms Tenirp
eI Se -7
) : auogoeyg - ‘
/ T JTAJP 3UIyoNIMS +<J 1 201A9p Suryoums
. uone3aI33y uone3aI3sy .

1AdP
Buryoms 2100

Q01ASp
[onuod NS



7125

[ €]

901AJD
3uryoyms 210D

9 Old

pus pus
uoneunsa(] clcjcc) e |11 1 90I0g
C cl [4
T 991AJD Sumyonums T 901A3p T 901A3p pua
uone3a133y 3uryo)Ims SS00Y K 3uryoyms [enIA K uoneunsa(J
1C I !
[ 991AJD SuIyoNMms [ 991AQp [ 9J1AJp pus
uone3aI33y 3uryo)IMS SS90y < Suryoyms [enarA < 90In0Y




8/25

V. 9OlId

d. DI d. 'DId d. DI d. DI d. DI d. DI d. D14 d. DI
OL OL OL OL OL OL OL OL
n~ m~ N~ ~ n~ > la v
paAowr st }sodudis
AU YOTYM WOLJ
A.:oﬂwéomﬁi yred pue
BlBp 9y} puss “Cl1
AOIAJP SUIYIIMS 10D )
Jo 1s0du3is e dA0WwY "1
paAowds st 3sodugis
A} YOIyM WOIJ
*uonewuoyur yed pue
BIEp 943 PUSS "1 1

[ 991A9p Suryoms uone3ardse

Y} Jo 3soduBis B dA0WNY 60|

UONBWLIOJUI

< ed oy pue —
B1Bp puos "801
uoneuwLoyul yed
demsdedud L]
|
(7 901A9p (1 901A9p
: T 0IAD T 901AD JIAJP | 901A9p [ 991A9p :
puo BUILONAS [BNMIA) 3unyoums 3uryoNms 3uryoyms Suryonms Suryoums BUIOILMS [ENMIA)
S0IMOS || A0IASP BUIGIUMS SS00Y uonesa1ssy Hoo. uonesa13sy $5000Y/ 201ASp BUIIUAS

93pa uoneunsa(q : : 93pa 20mog




9/25

d. 9Ol

eepoy |
~puss ‘0t
BIEp 9} JO UOHBWLIOJUI
JNSLIdORIBYD YOJRN ‘6] [
elepoy |
~puos 811
T OTAJP SUIYINIMS [BNUIA )
Jo1s0du3is e oaowYy "L 1
paAaows st Jsodudis
Sy} Yoym woyy |
“uonewoyur yred pue
BIBp 9y} puag ‘91 [
T 9J1AJP SUIYNIMS SSOJB A}
Jo 1s0du3is e dA0wY G |
paAaowdr st )sodudis
| OP PPIyM wo
uoneuwojur yyed pue |
BlBp 9y} pua§ ‘y[ 1
T AJTAJP 3uryo)ms uone3ai3se
Ay Jo 3s0du3is e dA0WY €1 |
r~ ~~ o la¥] \._/L o )

VL DId VL DId VL DId VL DId VL DId VL DId
NOYA WOdd INOYUA INOYUA INOYUA INOYUA
“LNOO “LNODO "LNOO "LNOO "LNOO "LNOO

a" ~~

VL DId VL DI4
NOdd WNWOdd
"LNOOD  "LNOD



10/25

8 Old

ereq

I9pesH ¢1

1opeoH S IdIN

19peoH S’ IdIN | 19PesH S IdIN

I9pesaH 1

TLL | S

dxg

[°2q¥’]

43 vC tC

0¢




11/25

L2 Header

Signpost: Aggregation switching device 1

/‘ Top of a stack

Signpost: Core switching device

Signpost: Aggregation switching device 2

Signpost: Access switching device 2

Signpost: Virtual switching device 2

Bottom of
the stack

L3 Header

Data

FIG. 9

L2 Header

Signpost: Core switching device

/‘ Top of a stack

Signpost: Aggregation switching device 2

Signpost: Access switching device 2

Signpost: Virtual switching device 2

Bottom of
the stack

L3 Header

Data

FIG. 10



12/25

L2 Header
Top of a stack
Signpost: Aggregation switching device 2
Si t: A itching device 2
ignpost: Access switching device Bottom of
Signpost: Virtual switching device 2 the stack
L3 Header
Data
FIG. 11
L2 Header
Top of a stack
Signpost: Access switching device 2
Bottom of
Signpost: Virtual switching device 2 the stack
L3 Header
Data
FIG. 12
L2 Head
cacet /{ Bottom of
Signpost: Virtual switching device 2 a stack
L3 Header
Data

FIG. 13



13/25

Source l.jirst SDN S?COl’.ld iTh .nth . Destination
end sw1tch1ng con‘grol swnchmg switching sw1tch1ng end
device device device device device
201. Send
data to the
—  first ]
switching
device
202. Query a locally
stored flow entry, and a
flow entry that matches
the data is not found
203. Request
| aforwarding
rule of the
data
204. Return
a first
forwarding |
rule L—205. Return an n" forwarding rule-
206. Send the data and
information about a path 13 Og‘ Send d 208.
from the first switching t ¢ data an Forward
device to the n™ switchjng> mf(i)rrnatlon the data and
device according to the pgtlf lf?o?n information
first forwarding rule the second about a
switching | Path ﬁgm
L device to A the 1
then®™ | switching |
i device to
e | |
according | Switching [ Forward
toasecond | device the data
forwarding | according [~ according »
rule toani" to the n
f()rwarding forwar dlng
rule rule

FIG. 14




14/25

Suroueeq
peo]
[ aseqere(q
. \
7~
19 -
7/
7 901A9p 7 901A9p

SuryONIMS [enlIA

3uIyoNMms $S900Y

1 9Ol

uonednuAYINY

€ 9J1AJp
3umyoNms ssad0y

o/h

uone333y

T 991A9p Jumyonms

w/o

ylomiau

(remany )

N~

N

[ 901ASp
SuImyoNMms $s900Y

b=

[4

of *

suoqyoeg

[ 991A9p SuryIMS
uone333y

AJIAP
3uryoums 2100

201A9p
[onuod NS

s

[ 901A9p
3umyoIMmS [eniIp




15/25

S\&Vét‘(/:iléleng SDN Backbone S\gétsiléleng Servi
User control || switching ervice
connected - . connected to the | | device
device device . .
to the user service device
301. Send
— data

302. Query a locally
stored flow entry, and a
flow entry that matches

the data is not found

303. Request a
- forwarding
rule of the data

304. Select a proper

forwarding path
305. Deliver a
-t ﬂ t 1| ] .
ow entry | 306. Deliver a flow
entry 2'

FIG. 16




[ aseqere(]

7 901A9p

TO

T~

BuryoyAs [enip

FIG. 17B

9OIAP DIAIIS
3urouereq peo’|

7 901Ap

TO

SuIyoNms Ssa00Yy

7 901Ap 3uryoyms

FIG. 17B

 ——

uonesgaIssy

9JIAQP JOIAIOS

uonedUAYNY

16/25

€ 901A9p

SumyoNMms Ssa00Y

901A9p SuIyoNms

FIG. 17A

TO
FIG. 17B

-

suoqyoeqg

[[emany e
S0IAIP £q passadoxd

9IAIOS [[BMIIL] .ot ©
% m g SmD [1Y

410.

[ 901A9p

L/

SUIYONMS SSAOY

Iosn
© 0} PI)OSUTU0D
(] 901A9p

of the ™
firewadl
device
409. Remove
the identifier of
the firewall
savice device

savice

408. Send

dataand
the
identifier

407.
Encapsulate
the firewdl

authentication
srvice deviceand
information about
apath fromthe
access switching
deviceltothe
access switching
device3
TO
FIG. 17B

412. Encapsulate
anidentifier of the

sarvicedevice

an identifier of

3uryoums renuia) |
QJIAP FUIYINIMG




17/25

CONT. CONT. CONT.  CONT.
FROM FROM FROM FROM

FIG. 17A __FIG.I7A FIG. 17A FIG. 17A
_— —\___—___’/ 1 1
473, Send |

the data
processed by
[~ the firewali |
and the path
information

414. Remove a signpost
at an uppermost layer

415. Send the data
processed by the
firewall and the
 identifier of the "]
authentication
service device

416. Remove the identifier of the
authentication service device

417. Send the data
— processed by the -
firewall

418. Data on which

authentication

processing is
performed

419. Encapsulate an identifier of the
load balancing service device and
information about a path from the

access switching device 3 to the access
switching device 2

420. Send the data on
which authentication
| processing is performed
and the path informatlion

421, Remove a signpost at

an uppermost layer
r’\—,//[ —1 ¥
TO TO TO TO
FIG. 17C FIG. 17C FIG. 17C FIG. 17C

FIG. 17B



CONT. CONT.
FROM FROM
FIG. 17B FIG. 17B

—

—

—

——

18/25

CONT.
CROM FROM
FIG. 17B FIG. 17B
_ —
422. Send the data
on which
authentication
| processingis |
performed and the
identifier of the
load balancing
service device
423. Remove the
identifier of the load
balancing service device
424. Send the
data on which
—authentications
processing is
performed
425. Data on
which load
< balancing —
processing is
performed
426. Encapsulate an identifier
of a database 1 service device
427. Send the data on
which load balancing
- processing is performed
and the identifier of the
database 1 service device
428. Remove
the identifier of
the database 1
service device
429. Send the
data on which
| load
balancing
processing is
performed
430. Process
the data

FIG. 17C




19/25

L2 Header

Signpost: Core switching device

/{ Top of a stack

Signpost: Aggregation switching device 2

Signpost: Access switching device 3

Bottom of

Identifier of an authentication service
device

the stack

L3 Header

Data

FIG. 18

L2 Header

/{ Top of a stack

Signpost: Access switching device 2

Bottom of

Identifier of a load balancing service device

the stack

L3 Header

Data

FIG. 19



20/25

N ENIEN NN N =
we8ll 58 || 88 |'zs8 g8 1EE8||BE | B8 58
s c O = o =
T38| 28 §§ m580 58 :‘%-g% ‘%% 38 )8

— oL =l
| 200 First forwarding | I | | |
rule —501. Third forwarding rule-s |
: . I
202 | I
Fourth
<, 203-Second _ Iforwardi ng' | l |
forwarding rule rule I | I
601. Delete an : : : :
identifier of the
first service | | ' |

device I | | I

602. Send | : : :
| datatothe |

first servi | | | |

device | I I I

603. Data l | ' !

processed by I | | |
< thefirst - | I | I

srvice | I I I
device | I I I
604a. Send the data processed by the first service device | |
and an identifier of the second service device g I I

1 1 1 1

604b. Send the data processed by | | |

thefirst service device, an identifier I I I
| of the second service device, and |

information about a path from the "1 | | |

first switching deviceto the second | I | I

switching device | | | |
6050. Deletea ! | !
signpost of afourth |l I I
switching device || | I
I I I I
———— —
TO TO TO
FIG. 20B FIG. 20B FIG. 20B

FIG. 20A



21/25

CONT. CONT.
FROM FROM
FIG. 20A FIG. 20A

—

~—

606b. Send the data |
processed by the |
first service device
and information >|
about a path from |
the third switching |
device to the second |
switching device |

607b. Delete a signpost of a switching
device at an uppermost layer

608b. Send the
data processed by
the first service |
device and path
information from
which the signpost
at the uppermost
layer is deleted

610. Delete the
identifier of the second
service device

611. Send the data
processed by the

CONT.
FROM
FIG. 20A

—

first service device
612. Data

¢ the second

by the second

I

|

|

|

|

|

|

: processed by
| service device
: 613. Send the Idata processed I
|

|

|

|

I

|

|

|

|

" and an identifier of the third 7]
service device |

service device

614. Delete an identifier
of the j™ service device

' 615, Send
| data |
I processed by »
| aj—1" service

FIG. 20B

| device |



22/25

SDN control

device Topology

management unit 803

:

Forwarding rule management unit 802

v

Network communications unit 801

FIG. 21

800

/ 900

SDN control
device

Topology
management unit 903

!

Forwarding rule management unit 902

;

Network communications unit 901

FIG. 22



23/25

.  JOQUISIA

\ "

7 01AJp
SuIyONIMS [enuIA

T 01AP
3UIyONMS SSAOY

o/n

—
——

€ 01AJP
3uIyONMS SSAOY

Sylomiou

uonesaIdsy

7 901Ap 3Uryoyms

suogyoeyg

w/o

@\w

[ 901A9p SuryIMS

uone3as3dy

901A9p
Buryonms 210D

e
[01U0d NAS

m\m

A 7 JqUID] v [ IDQUID]A _
- e o ¢ eomms o eomms ¢ oo — )
. / .
N
! N 4
[ 9J1A9p \ [ 9J1A9p
3uIyONMS SSAOY "¢ | Sumyoms remarp




24/25

v¢ 9Ol

Pared0]
st jutod snoAzapual
A} YOIYM UO DIAP
3uIyONMS Ay} WOy
wod 219921 ® sk J1od
$S2I39 Ay asn Jey)
SOLUd MO[J 2AndeoId
1seannu [[e A3

Payeoo] st jutod snoazapuar

A} YOIyMm UO IIAP
Suryoyms ay) 03 pod

dA19931 ® sk uod ssaidur
Ay sasn pue pod Jrwsuen
e se Jod ssa13d ayour

Sasn jey) Anud MO[J

aanoeold jseonnu e ppy

P3ed0] st jurod
SNOAZIPUL AU} YIIym
UO JDIAJP FUIYINMS
woiy wod jrwsuen e se
110d $s2132 a3 asn Jey)
SOLIUD MO[J dAn0R0Id
iseannu [[e A3

paredo] st jurod
SNOAZIPUAI Y} IIyM
UO JOTAJD SUIyd)Ims
Ay 03 10d dA1021
© se J10d ssaI3ur Jayjoue
sasn pue o0d jwsuern
© se J10d $saI39 Ay sasn
1By} ANUd MO[J dAndRO0Id

Iseonnu B ppy

»

i

!

Pareooy st jutod
SNOAZAPUI B OIyM
U0 J01ASP SUrydNMS

© Wolj pajo[op

st 110d ssa13a uy

Pareoof st jutod
SNOAZAPURI B oTyM
U0 J01ASP SUryIMS

® 0} pappe
st 10d ssa1dur uy

Pa1e00] st jutod
SNOAZJPUI B YIIym
UO JIAJP JUIYOUMS

B WOIJ PaJo[op

st 310d ssa13a uy

4

Pa3eo0] st jurod
SNOAZIPUAI B [IIYM
UO AJTAJP SUryoums

® 0] poappe

N

RN

st 310d $$2130 Uy

~——




Communications
port 603

il

25/25

600

V/

Processor
601

il

<

Memory
602

FIG. 25




