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110

210

FIG. 2B
SERVICE PROVIDER

SMART CARD

1234 5678 1234 5678

CARDHOLDER NAME

EXPIRATION DATE

101

113

110

200

FIG. 2A

REQUEST TO TRANSFER
FUNDS RECEIVED.
PLEASE TAP CARD.
TRANSMITTING CARD DATA
TO SERVER.
CARD DATA VALIDATED!
PLEASE TAP CARD.

NEXT

PASSPORT DATA RECEIVED.
PLEASE TAKE A PHOTO OF
YOURSELF.

MATCH! PLEASE
PROCEED TO TRANSFER
PAGE.
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SERVICE PROVIDER

SMART CARD

1234 5678 1234 5678

CARDHOLDER NAME

EXPIRATION DATE

101

113

110

220

FIG. 2C

UPDATED PASSPORT
RECEIVED.
PLEASE TAP CARD.
TRANSMITTING DATA
TO CARD.
UPDATED PASSPORT DATA
SUCCESSFULLY STORED IN
CARD!
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SERVICE PROVIDER

SMART CARD

1234 5678 1234 5678

CARDHOLDER NAME

EXPIRATION DATE
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FIG. 4B

APPLET 103

COUNTER 104

MASTER KEY 105

DIVERSIFIED KEY 106

CUSTOMER IDENTIFIER 107

PASSPORT DATA 108

DRIVER’S LICENSE DATA 109

OTHER USER DATA 131
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PROCESSOR
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MEMORY 102
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START

RECEIVE, BY APPLICATION EXECUTING ON MOBILE DEVICE, REQUEST TO PERFORM OPERATION

500
505

TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO TRANSMIT
ENCRYPTED DATA

510

RECEIVE, BY MOBILE DEVICE FROM CONTACTLESS CARD, ENCRYPTED CUSTOMER ID

515

RECEIVE, BY APPLICATION, VALIDATION OF ENCRYPTED DATA FROM SERVER

520

DETERMINE, BY APPLICATION, TYPE OF REQUEST

525

DETERMINE, BY APPLICATION, VERIFICATION DATA REQUIRED TO AUTHORIZE OPERATION

530

TAP CONTACTLESS CARD TO MOBILE DEVICE TO CAUSE CONTACTLESS CARD TO TRANSMIT
ADDITONAL DATA

535

RECEIVE, BY APPLICATION, ADDITIONAL DATA FROM CONTACTLESS CARD

540

PROCESS, BY APPLICATION, ADDITIONAL DATA RECEIVED FROM CONTACTLESS CARD, OPTIONALLY
VERIFY DIGITAL SIGNATURE

545

DETERMINE, BY APPLICATION, PROCESSED DATA SATISFIES RULE

550

PERMIT, BY APPLICATION, PERFORMANCE OF OPERATION BASED ON VERIFICATION OF ENCRYPTED
DATA BY SERVER AND DETERMINATION THAT PROCESSED DATA SATISFIES RULE

555

PERFORM REQUESTED OPERATION

560

END

FIG. 5
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START

DETERMINE TYPE OF OPERATION REQUIRES PASSPORT-BASED VERIFICATION

600
610

OUTPUT, BY APPLICATION, INDICATION SPECIFYING TO CAPTURE IMAGE DEPICTING USER

620

RECEIVE CAPTURED IMAGE DEPICTING USER

630

DETERMINE SIMILARITY OF USER DEPICTED IN CAPTURED IMAGE AND PERSON DEPICTED IN
PASSPORT IMAGE EXCEEDS THRESHOLD

640

DETERMINE USER DEPICTED IN CAPTURED IMAGE MATCHES PERSON DEPICTED IN PASSPORT IMAGE

650

PERMIT REQUESTED OPERATION BASED ON DETERMINATION THAT USER DEPICTED IN CAPTURED
IMAGE MATCHES PERSON DEPICTED IN PASSPORT IMAGE

660

END

FIG. 6
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START

RECEIVE, BY APPLICATION, INDICATION FROM MERCHANT DEVICE SPECIFYING REQUESTED
OPERATION COMPRISES PURCHASE OF AGE-RESTRICTED ITEM

700
710

RECEIVE, BY APPLICATION, DRIVERS LICENSE DATA FROM CONTACTLESS CARD

720

PROCESS DRIVERS LICENSE DATA TO DETERMINE AGE OF PERSON

730

DETERMINE AGE OF PERSON EXCEEDS AGE THRESHOLD

740

TRANSMIT, BY APPLICATION TO MERCHANT DEVICE, INDICATION OF AGE VERIFICATION
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RECEIVE, BY APPLICATION, PAYMENT DATA FROM CONTACTLESS CARD
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END

TRANSMIT, BY APPLICATION TO MERCHANT DEVICE, PAYMENT DATA
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PROCESS, BY MERCHANT DEVICE, TRANSACTION USING RECEIVED PAYMENT DATA

780

FIG. 7
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