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SERVER AND METHOD TO DETERMINE MALICIOUS FILES IN NETWORK TRAFFIC

The present technique relates to the field of information security in computer systems
and networks, in particular to a server and a method for determining malicious files in network

traffic.

Prior art

At present, in view of continuous scientific-technical progress in the field of information
technologies, issues of ensuring information security, in particular the issues of protection
against targeted attacks of intruders, are becoming increasingly important.

Targeted attacks are attacks pointed to a particular organization, group of companies,
industry, etc., and implemented generally over a long period of time using significant
resources of attackers. When executing such targeted attacks, intruders often use malicious
code developed or modified specifically to achieve their goals. In the prior art, the
aforementioned attacks are also often referred to as targeted cyber-attacks or attacks of the
type Advanced Persistent Threat (APT). The main features of attacks of the APT type are the
long-term nature of impact on the target and complexity to detect the attacks. The attacker is
"fixed" in the compromised information system and acts as secretly as possible; thereby the
attacker keeps control and access to confidential information for a long time. Initially, large
government organizations, military and industrial infrastructure facilities, large banks were the
goals of targeted attacks, but over time, a greater number of intruders had the opportunity to
use "exploit" scripts and "zero-day" threats, significantly expanding the range of potential
targets. Up to date, we should speak not only about the threats of the targeted attacks in their
original sense, but also about more massive attacks using modified viruses to bypass
standard signature-based methods of detection and blocking. In the algorithm of most
targeted attacks, you can identify the sequence of actions taken by an attacker during
preparing and executing his attack. In the state of art, such a sequence of the attacker actions
is called a "Cyber-Kill Chain". Within this chain, there are seven stages of the attack. The first
stage is reconnaissance. According to the first stage, the attacker collects data about a
potential victim and analyzes possible ways of penetration into the information system, and
the attacker often uses open data sources, such as social networks profile, company
websites, lists, newsletters, etc., to collect the necessary information. The second stage is
weaponization. According to the second stage, the attackers prepare a file with malicious
content, usually having a widely used format, such as, for example, a PDF format or a
Microsoft Office file format, for its further delivery to the victim. The third stage is delivery of
the prepared malicious file. According to the third stage, the attackers deliver the malicious file
to the victim via e-mail, a web resource or a data medium, such as a USB flash drive. The
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fourth stage is infection (exploitation) of the victim workstation. According to the fourth stage,
the malicious code is run in the target victim workstation. The fifth stage is installation of the
malicious program to the target victim workstation. The sixth stage is to get command and
control (C&C) over the infected workstation. According to the sixth stage, the attackers
organize a hidden channel to control the infected workstation, as well as receive additional
modules of malicious code and provide interaction with C&C servers. The seventh stage is the
final one and consists in executing the actions on objective. According to the seventh stage,
the attackers collect and steal confidential data, encrypt files, take control, replace data and
perform other actions depending on the attack goals.

At present, the market of solutions to counteract and to detect the targeted attacks and
complex types of APT attacks is in its youth. The most common tools to protect against APT
attacks are specialized software and hardware systems that operate at the network level and
are based on analysis of anomalous network activity (Network Behavior & Anomaly
Detection). These solutions usually collect network activity information via the SPAN and
NetFlow protocols, build a reference model of network activity, and monitor for deviations that
occur. The drawbacks of the solutions of this type include the inability to work in the blocking
mode and the relatively high requirements for the operating personnel qualifications.

In addition, there are solutions of the "Protection of Next-Generation/Advanced
Endpoint" type. The solutions are based not on the signature detection methods, but on
algorithms to track anomalous and/or dangerous activity in the user workstation. The
principles of operation of these solutions may be essentially different depending on the
particular solution and its producer; specifically, the solutions may be based on the following
mechanisms: machine learning, behavioral analysis, mechanisms of "containerization" and
generation of a list of the permitted software (white listening), monitoring system processes
and files.

The protection tools described above may be useful as "last stand", however, in view
of their insufficient effectiveness; the tools clearly are not suitable to be used as the only tools
of protection from the APT attacks.

At present, one of the most effective solutions from the commercially available tools
and protective systems are the specialized hardware and software systems that are referred
to "sandboxes" at the art. These protection tools make it possible to execute the automated
statistical and dynamic analysis of the suspicious files in the virtualized environment and, if
necessary, to block the files, and that allows to safely estimate "behavior" and consequences
of opening the suspicious file. The solutions of this class rely not on the signature mechanisms
of the destructive code detection, but upon estimation of the actions the code executed, their
safety and correctness in this program environment. The suspicious file is automatically

analyzed in the virtual environment identical to the operating system assembly (operating
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system version, application software, etc.) used in the user workstation. Unlike alternative
solutions to protect against targeted attacks, the "sandboxes" not only allow to detect traces of
the targeted attack in the information system, but also allow you to block this attack even at
the stage of delivering the malicious code to the victim user. In addition, independence from
signature detection methods allows the "sandboxes" to detect malicious code of the "zero
day", specially designed or modified to execute the targeted attack.

One of the "sandbox" illustrative examples is described in US Patent No.8,776,229
(GO6F 21/00, HO4L 29/06, GO6F 21/56; published July 8, 2014).

In US 8,776,229, a system is described to detect malicious network traffic, containing
an analyzing device to analyze the network traffic and the network device. The analyzing
device of the system according to US 8,776,229 is configured to analyze the network traffic
received via the communication network and to create copies of network data packets from
the received network traffic, and for the packets, using heuristic analysis for compliance with a
heuristic threshold value, the system determines whether the packet characteristics are
related with the malicious traffic. The network device in the system according to US 8,776,229
contains a control unit that is in communication with one or more virtual machines configured
to (i) receive copies of the network data packets from the analyzing device; (ii) monitor
behavior of the first virtual machine from the specified virtual machines in response to
processing the received copies of the data packets in this first virtual machine; (iii) identify
abnormal behavior as an unexpected event in the monitored behavior; and (iv) determine,
based on the identified abnormal behavior, the presence of malicious traffic in the copies of
the network data packets.

It should be noted that implementation of the protection mechanisms described in the
patent US 8,776,229 requires significant computational power, with the result that the
implementation of these protection system at the level of end workstations or servers is often
either impossible or inefficient.

Thus, there is an obvious need for further improvement of the systems and methods
for protection against the targeted attacks, wherein the attackers use files of widely used
formats with malicious content transmitted over the network, in particular, for effective
distribution of computing resources that are spent on providing this automated protection.

Consequently, the technical problem solved by the present technique is to create a
system and method for detecting malicious files in network traffic wherein the above-
mentioned drawback of the known protection systems and methods that is consists in
inefficient use of computing resources while providing automated protection is at least partially

eliminated.
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Disclosure

The abovementioned technical problem is solved in one aspect of the present
technique; a server is proposed to detect malicious files in network traffic, the server
comprising: a communication module configured to receive the network traffic from the data
communication network; a filtering module configured to connect with the communication
module for receiving the captured network traffic from it and to execute at least the following
operations: (i) extracting multiple files from the received network traffic, (ii) analyzing the
specified retrieved files with ensuring detection of at least one suspicious file from the
specified file set, a system monitoring module configured to connect with the filtering module
for receiving the specified suspicious files from this module and for execution of at least the
following operations: (i) running each received suspicious file in at least one virtual machine
characterized by the specified set of the status parameters, and (ii) recording changes in the
specified set of the status parameters for at least one specified virtual machine; and a
processing module configured to connect with the system monitoring module for receiving the
recorded changes of the status parameters from this module and to analyze the received
changes of the status parameters using the specified analysis rule set with including the
specified file into the malicious file group, if the analyzed status parameter changes are
distinctive for the malicious files.

In one embodiment of the present technique, the server communication module may
be additionally configured to connect with at least one of the network traffic capturing devices
included in the data communication network.

In another embodiment of the present technique, when analyzing the retrieved files,
the server filtering module may check whether the format of each of these retrieved files is
suspicious, ensuring that the file to be checked will be classified as a trusted file if its format is
not suspicious or into the suspicious file group if its format is suspicious.

In another embodiment of the present technique, when checking the format of each of
these retrieved files for suspicion, the server filtering module may execute at least the
following operations: (i) identifying the format of each of the specified retrieved files, (ii)
obtaining data about the known malicious file formats, (iii) checking match of the identified
format of each retrieved file to one of the known malicious file formats, using the specified
received data.

In some embodiments of the present technique, in response to the fact that the
retrieved file format is suspicious, the server filtering module may be additionally configured to
determine if there is the behavioral report for the retrieved file with the suspicious format.

In other embodiments of the present technique, when detecting the presence of the
behavioral report, the server filtering module may execute at least the following operations: (i)
receiving the data about the behavioral reports, (ii) calculating the hash sum of each retrieved
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file, (iii) determining, by comparing the calculated hash sum of the retrieved file with the hash
sums that identify the behavioral reports in the specified received data, correspondence of
each retrieved file to one of the existing behavioral reports.

In some embodiments of the present technique, in response to the fact that there is the
behavioral report for the retrieved file with the suspicious format, the server filtering module
may be additionally configured to check whether the existing behavioral report is up-to-date,
ensuring inclusion of the retrieved file into the trusted file group or into the malicious file group
if it is categorized as such file in the up-to-date behavioral report.

According to one of the embodiments of the present technique, in response to the fact
that the existing behavioral report is not up-to-date, the server filtering module may be
additionally configured to check whether the analyzed file is signed with the trusted electronic
signature, ensuring that the file being checked is classified as a trusted file if it was signed with
the trusted electronic signature.

According to another embodiment of the present technique, when checking whether
the retrieved file has the trusted electronic digital signature, the server filtering module may
execute at least the following operations: (i) identifying the owner of the electronic signature
that was used to sign the retrieved file, (ii) receiving data about the trusted owners of the
electronic signatures, (iii) checking match of the electronic signature identified owner to one of
the trusted owners of electronic signatures, using the specified received data.

According to another embodiment of the present technique, in response to the fact that
the retrieved file is not signed with the trusted electronic signature, the server filtering module
can be additionally configured to check whether the specified file is received from the trusted
data source, ensuring that the file being checked is classified as a trusted file if it was
originated from the trusted data source.

According to another embodiment of the present technique, when checking the origin
of the retrieved file, the server filtering module may execute at least the following operations:
(i) determining the retrieved file source, (ii) receiving the data about the trusted sources, (iii)
determining whether the particular source of the analyzed file origin matches one of the
trusted data sources from the specified received data.

According to another embodiment of the present technique, in response to the fact that
the retrieved file does not originate from the trusted data source, the server filtering module
may be additionally configured to check whether the trusted file identifier is assigned to the
specified file, ensuring that the file being checked is classified as a trusted file if it was
assigned the trusted file identifier.

According to another embodiment of the present technique, when checking whether
the retrieved file has the trusted file identifier, the server filtering module may execute at least
the following operations: (i) calculating the hash sum of the retrieved file, (ii) receiving the data
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about the trusted files, each of which is matched to a particular hash sum, (iii) determining
whether the calculated hash sum of the analyzed file matches the hash sum of one of the
trusted files of the specified received data.

In one of the present technique embodiments, in response to the fact that the retrieved
file has no trusted file identifier, the server filtering module may be additionally configured to
send the retrieved file to the system monitoring module.

In another embodiment of the present technique, to run each suspicious file in the
specified virtual machine, the system monitoring module is additionally configured to execute
at least the following operations: (i) identifying at least one attribute of each suspicious
received file, (ii) receiving data about existing virtual machines, each of which is characterized
by the specified set of configuration attributes, (iii) identifying the default virtual machine in the
existing virtual machines from the specified received data, where at least one configuration
attribute from the specified set of the configuration attributes matches the specified identified
attribute of the suspicious file, (iv) running the suspicious file in the detected default virtual
machine with identification of at least one more attribute of the running file and check whether
the specified one more identified attribute matches at least one more of the specified
configuration attributes of the default virtual machine, (v) if at least one more specified and
identified attribute of the running file does not match at least one specified configuration
attribute of the default virtual machine, restarting the suspicious file in another virtual machine
from the plurality of the existing virtual machines where the specified configuration attributes
coincide with the specified attributes of the suspicious file.

In some embodiments of the present technique, when recording changes in the
specified set of the status parameters of at least one specified virtual machine, the system
monitoring module traces through these changes during the predetermined time period of 2-3
minutes.

In other embodiments of the present technique, the server system monitoring module
may be additionally configured to change the specified set of the status parameters of each
virtual machine and/or to change the specified set of the analysis rules.

In yet other embodiments of the present technique, in response to assigning the file
running on at least one specified virtual machine to the malicious file group, the server
monitoring system module may be additionally configured to issue an alert message, to block
the malicious file, to block the malicious file sources, to add the malicious file into the
malicious file database and/or to create the behavioral report for the malicious file.

The above mentioned technical problem is also solved in another aspect of the present
technique, wherein a method for detecting the malicious files in the network traffic is proposed.
The method is executed in the server, the method comprises: (i) receiving, via the server

communication module, the network traffic from the data communication network, (ii)
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extracting, using the server filtering module, multiple files from the received network traffic, (iii)
analyzing, using the server filtering module, the specified retrieved files, ensuring detection of
at least one suspicious file from the specified plurality of files, (iv) running, using the server
system monitoring module, each received suspicious file in at least one virtual machine,
characterized by the specified set of the status parameters, (v) recording, using the server
system monitoring module, changes in the specified set of the status parameters of at least
one specified virtual machine and (vi) analyzing, using the processing module, the received
changes of the status parameters using the specified set of the analysis rules, ensuring that
the specified running file will be assigned to the malicious file group if the analyzed changes of
the status parameters are distinctive for the malicious files.

In one embodiment of the present technique, the stage of receiving the network traffic
from the data communication network in the proposed method may include connection, via the
server communication module, to at least one of the network traffic capturing devices in the
data communication network.

In another embodiment of the present technique, the stage of analyzing the retrieved
files in the proposed method may include the check whether the format of each of these
retrieved files is suspicious, ensuring that the file to be checked will classified as a trusted file
if its format is not suspicious or as a suspicious file if its format is suspicious.

In another embodiment of the present technique, the stage of checking the format of
each of the specified retrieved files for suspicion in the proposed method may comprise at
least the following sub-stages: (i) identifying the format of each of the specified retrieved files,
(i) obtaining data about the known malicious file formats, (iii) checking match of the identified
format of each retrieved file to one of the known malicious file formats, using the specified
received data.

In some embodiments of the present technique, in response to the fact that the
retrieved file format is suspicious, in accordance with the proposed method, the server filtering
module is additionally used to determine if there is the behavioral report for the retrieved file
with the suspicious format.

In other embodiments of the present technique, the stage of detecting the behavioral
report presence in the proposed method may comprise receiving data about the behavioral
reports, calculating the hash sum of each retrieved file, and determining, by comparing the
calculated hash sum of the retrieved file with the hash sums identifying the behavioral reports
in the specified received data, with correspondence of each retrieved file to one of the
available behavioral reports.

In other embodiments of the present technique, in response to the fact that there is the
behavioral report for the retrieved file with the suspicious format, the server filtering module is
additionally used, in accordance with the proposed method, to check whether the existing
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behavioral report is up to date, ensuring inclusion of the retrieved file into the trusted file group
or into the malicious file group if it is categorized as such file in the up-to-date behavioral
report.

According to one embodiment of the present technique, in accordance with the
proposed method, in response to the fact that the existing behavioral report is not up-to-date,
the server filtering module is additionally used to check whether the analyzed file is signed
with the trusted electronic signature, ensuring that the file being checked is classified as a
trusted file if it was signed with the trusted electronic signature.

According to another embodiment of the present technique, in the proposed method,
the stage of check whether the retrieved file has the trusted electronic digital signature may
comprise execution at least of the following sub-stages: (i) identifying the owner of the
electronic signature that was used to sign the retrieved file, (ii) receiving data about the trusted
owners of the electronic signatures, (iii) checking match of the electronic signature identified
owner to one of the trusted owners of electronic signatures, using the specified received data.

According to another embodiment of the present technique, in response to the fact that
the retrieved file is not signed with the trusted electronic signature, in accordance with the
proposed method, the server filtering module is additionally used to check whether the
specified file is received from the trusted data source, ensuring that the file being checked is
classified as a trusted file if it was originated from the trusted data source.

According to another embodiment of the present technique, in the proposed method,
the stage of checking the retrieved file origin may include execution at least of the following
sub-stages: (i) determining the retrieved file source, (ii) receiving the data about the trusted
sources, (iii) determining from the specified received data whether the particular source of the
analyzed file origin matches to one of the trusted data sources.

According to another embodiment of the present technique, in response to the fact that
the retrieved file does not originate from the trusted data source, in accordance with the
proposed method, the server filtering module is additionally used to check whether the trusted
file identifier is assigned to the specified file, ensuring that the file being checked is classified
as a trusted file if it was assigned the trusted file identifier.

According to another embodiment of the present technique, in the proposed method,
the stage of check whether the retrieved file has the trusted file identifier may include
execution at least of the following sub-stages: (i) calculating the hash sum of the retrieved file,
(i) receiving the data about the trusted files, each of which is matched to a particular hash
sum, (iii) determining whether the calculated hash sum of the analyzed file matches to the
hash sum of one of the trusted files of the specified received data.
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In one embodiment of the present technique, in response to the fact that the retrieved
file has no trusted file identifier, in accordance with the proposed method, the server filtering
module is additionally used to transfer the retrieved file to the system monitoring module.

In another embodiment of the present technique, in the proposed method, the stage of
running each suspicious file in the virtual machine may comprise: (i) identifying at least one
attribute of each suspicious received file, (ii) receiving data about existing virtual machines,
each of which is characterized by the specified set of configuration attributes, (iii) identifying
the default virtual machine in the existing virtual machines from the specified received data,
where at least one configuration attribute from the specified set of the configuration attributes
matches the specified identified attribute of the suspicious file, (iv) running the suspicious file
in the detected default virtual machine with identification of at least one more attribute of the
running file and check whether the specified one more identified attribute matches at least one
more of the specified configuration attributes of the default virtual machine, (v) if at least one
more specified and identified attribute of the running file does not match at least one specified
configuration attribute of the default virtual machine, restarting the suspicious file in another
virtual machine from the plurality of the existing virtual machines, where the specified
configuration attributes coincide with the specified attributes of the suspicious file.

In some embodiments of the present technique, in the stage of recording changes in
the specified set of the status parameters of at least one virtual machine, according to the
proposed method, the system monitoring module may be used to trace the specified changes
during the predetermined time period of 2—3 minutes.

In one more embodiment of the present technique, according to the proposed method,
the server system monitoring module is additionally configured to change the specified set of
the status parameters of each virtual machine and/or to change the specified set of the
analysis rules.

In yet other embodiments of the present technique, in response to assigning the file
running on at least one specified virtual machine to the malicious file group, according to the
proposed method, the server monitoring system module is additionally configured to issue an
alert message, to block the malicious file, to block the malicious file sources, to add the
malicious file into the malicious file database and/or to create the behavioral report for the
malicious file.

In other embodiments of the present technique, according to the proposed method,
each of the specified virtual machines is additionally configured by installing an operating
system of the required architecture, choosing the operating system locale language, installing
the necessary software and/or configuring the installed software.

In the context of the present description, unless otherwise is specifically stated, at least
some of the structure modules of the proposed server, such as, for example, the filtering

9



10

15

20

25

30

35

module, the system monitoring module and the processing module, may be a computer
program that is installed in a suitable computing hardware and capable to receive
commands/statements/requests and/or data over the data communication network, ensuring
execution of the received commands/statements/requests and/or processing of the received
data (for example, the network traffic data), and/or initiate execution of the received
commands/statements/requests, and/or initiate processing of the received data. The
computing hardware may be one physical computer, one physical computer system, or any
other suitable computing device known in the art, but neither of them is mandatory for this
technical solution. In the context of this technical solution, use of the expression "server" does
not mean that each task (for example, received commands, statements or requests) or any
particular task will be received, executed or initiated to be executed by the same server (i.e.
the same software and/or hardware), but means that any number of software elements or
hardware devices may be involved in receiving/transmitting, executing or initiating execution of
any commands/statements/requests and/or consequence of these
commands/statements/requests as well as data processing, and all this software and/or
hardware may be a single server or several servers, and both these embodiments are
included in the expression "at least one server".

In the context of the present description, unless otherwise is clearly specified, the term
"module"” means software (corresponding to a particular hardware context) that is necessary
and sufficient to perform the specified function(s).

The abovementioned technical problem is also solved in another aspect of the present
technique, wherein a machine-readable medium is used for long-term storage of computer-
readable instructions and execution of the instructions by the server processor causes
execution of the stages of this method according to the second aspect of the present
technique.

Brief Description of the Drawings

The attached drawings that are included in the present document and constitute its
part illustrate various embodiments and aspects of the present technique and together with
the following description explain the essence of the present technique. In the drawings:

Fig. 1 shows a block diagram of the system to detect the malicious files in the network
traffic according to the present technique;

Fig. 2 shows a flowchart of the operation way of the server used in the system shown
in Fig. 1.
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Detailed description

The following description is presented only to describe an exemplification of the
present technical solution. This description is not intended to delimit the present solution or
define its scope.

Some useful examples to modify the described method and the system that
determines the harmful web resources may also be covered by the following description. Its
purpose is also solely to help in understanding, but not to determine the scope and
boundaries of this technical solution. These modifications are not an exhaustive list, and those
skilled in the art will understand that other modifications are possible. In addition, it should not
be interpreted so that if no modification examples have been provided then no modifications
are possible and/or something described here is the only embodiment of this element of the
present technical solution. As it will be clear to a person skilled in the art, this is most likely not
the case. In addition, it should be keep in mind that, in some specific cases, the method and
system to determine the malicious files in the network traffic are fairly simple embodiments of
the present technical solution, and in such cases they are presented here in order to facilitate
understanding. As it will be clear to a person skilled in the art, many embodiments of the

present technical solution will be much more complex.

It should be noted that the main channels to receive malicious code, in particular
various kinds of viruses, are files downloaded by users of workstations from various Internet
resources or received because of interaction with untrusted Internet resources and as
attachment files in e-mail messages. In particular, the files in the following common formats
used to organize electronic document management in most organizations and companies all
over the world are the most widespread among attackers to organize their attacks:

1) from the Microsoft Office package for various operating systems:

1.1) Microsoft Excel software for working with spreadsheets: XLS, XLSX, XLT,
XLM, XLTX, XLSM, XLTM, XLSB, XLA, XLAM, XLL, and XLW;

1.2) Microsoft PowerPoint software for working with electronic presentations:
PPT, PPTX, PPS, PPTM, POTX, POTM, PPAM, PPSX, PPSM, SLDX, and SLDM;

1.3) Microsoft Word software for working with electronic text documents: DOC,
DOCX, DOT, DOCM, DOTX, DOTM, including encryption (AES) of the malicious code
(payload) of the macros in Microsoft Word documents;

1.4) other Microsoft software and other office software packages from other
companies, similar to Microsoft Office software;

2) other office applications: MSOLE2, MSWORD_MACS, MDB, ACCDB, MNY,
NEW_OFFICE, HWP;
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3) Archive files: TAR, ZIP, 7ZIP, RAR, Seven-Z, JAR and other similar formats,
including those with password protection;

4) Adobe Acrobat software package from Adobe Systems for creating and viewing
electronic publications: PDF;

5) Adobe Flash software package from Adobe Systems for creating multimedia
presentations and web applications (multimedia files): SWF;

6) executable files: EXE, MSEXE, JARPACK, etc.;

7) general purpose files: RTF, CSV, SCR, JAR, etc.;

8) other less common file formats.

In addition, the attackers often use emails containing web links to malicious files in one
of the above listed formats, including usage of short URLs (URL shortening), and also use
various technologies to download malicious code in parts.

For virtual emulation of threats that the above files may constitute, in particular,
infection of a workstation caused by exploits, "zero-day" attacks, targeted attacks, etc., the
system 10 may be used to detect the malicious files in the network traffic shown in Fig. 1 that
allows to detect suspicious files in the network traffic, in particular the files in the potentially
dangerous format, and run them in virtual machines implementing technologies known in the

art as a virtual "sandbox" to detect signs of potentially dangerous behavior.

System

The system 10 to detect the malicious files in the network traffic, shown as a simplified
block diagram in Fig. 1, contains the server 1, the cloud storage 4 of behavioral reports that is
connected to the server 1 with the ability to exchange data, and the devices 2 to capture
traffic. These elements are included in the data communication network 3 with the ability to
extract the network traffic from it. The server 1 is also connected to the network with the ability
to exchange data with the traffic capturing devices 2 to receive from them the network traffic
retrieved from the data communication network 3, and is configured to further processing the
received network traffic to identify in it malicious files that could infect the target workstation of
the victim user when the workstation user opens these malicious files in the operating system
of this workstation with subsequent execution of a set of programmed malicious actions, such
as theft of confidential data, file encryption, control interception, data substitution, etc.
depending on the attacker goals.

In the system 10 shown in Fig. 1, the traffic capturing devices 2 are connected to the
server 1 by a wire, for example, using a network cable, and represent at least one of the
following known network devices for intercepting and transmitting the network traffic: L2
network switches using network traffic mirroring technology for the required network
segments, such as, for example, the network traffic mirroring SPAN technology in Cisco
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hardware, network transparency tools also referred to as Security Delivery Platforms or
Network Packet Brokers (NPB), and Test Access Points of various types, as well as proxy
servers with ICAP support working within the established TCP connection, mail servers with
SMTP support, etc.

In one embodiment of the present technique, the server 1 may be directly included into
the data communication network 3 or directly connected to the data communication network 3
with the ability to extract or capture the network traffic for its further analysis and processing to
identify malicious files in the specified network traffic. In other words, in the embodiment, the
server 1 may have the functionality of the traffic capturing devices 2 described above, and the
server 1, if necessary, may use a secure data receive/transmit link to receive the network
traffic retrieved from the data communication network 3.

In another embodiment of the present technique, the above-described devices 2 for
capturing the network traffic may be embedded or integrated into the server 1.

In some embodiments of the present technique, the server 1 may be wirelessly
connected to the traffic capturing devices 2.

Cloud Storage of Behavioral Reports

In the system 10 shown in Fig. 1, the cloud storage 4 of the behavioral reports is
wirelessly connected to the server 1 and is intended to store in it the behavioral reports, each
of which contains information about the behavior of a particular malicious file that are collected
by the system monitoring module 1.3 and characterized by changes in numerous parameters
of the virtual machine reflecting its status, wherein each behavioral report available in the
cloud storage 4 of the behavioral reports is aligned with the hash sum of the file, wherein this
behavior report was created, so that the particular hash sum in fact identifies the particular
behavioral report. Each behavioral report also contains the data about the version of the
system monitoring module 1.3 that was used to analyze the file, wherein this behavioral report
was generated, and the conclusion of the processing module 1.4 that was based on
information collected by the system monitoring module 1.3 (trusted file or malicious file). The
cloud storage 4 of the behavioral reports is also configured to store in it at least one new
behavioral report and to update at least one of the behavioral reports stored in the storage 4
based on the new behavioral data related to at least one specified behavioral report.

The behavioral report data in the cloud network storage 4 of the behavioral reports that
is used in the system 10, may be stored both in a single remote file server connected to the
data communication network 3 or to a data communication network other than the data
communication network 3, and in several remote file servers distributed in the data
communication network 3 or in a data communication network other than the data

communication network 3, where in the server 1 is configured to communicate with these
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cloud storage 4 of the behavior reports, using, for example, at least one known switching
device to access to the behavioral reports stored in this storage.

In one of the embodiments of the present technique, the behavioral report storage 4
and the server 1 may be directly connected to the data communication network 3 with the
ability to exchange data between these entities via the specified data communication network
3. If necessary, in the embodiment, the server 1 and the storage 4 may use a secure link for
receiving/transmitting data to organize data exchange between these entities via the data
communication network 3.

In yet another of the embodiments of the present technique, the behavioral report
storage 4 may be embedded or integrated into the server 1, thus representing a local storage
of the behavioral reports.

In some embodiments of the present technique, the behavioral report storage may be
connected to the server 1 via a data communication network other than the data
communication network 3, and, if necessary, a secure channel for receiving/transmitting data
may be used to exchange data between the server 1 and the storage 4.

In another embodiment of the present technique, the server 1 and the cloud storage 4
of the behavioral reports may be connected to different data communication networks that
may be connected using special switching devices, such as network hubs, network routers,
and other known switching devices.

In some embodiments of the present technique, the server 1 may be connected to the
cloud storage 4 of the behavioral reports using a wire, for example, using a network cable of a
known type.

Server

In the system 10 shown in Fig. 1, the server 1 is essentially a hardware and software
system comprising the communication module 1.1, the filtering module 1.2, the system
monitoring module 1.3, the processing module 1.4 and the local data storage 1.5; all the
modules and storage are connected to the communication bus 1.6, wherein the
communication module 1.1, the filtering module 1.2, the system monitoring module 1.3, and
the processing module 1.4 are configured to exchange data via the communication bus 1.6
with local data storage 1.5, the communication module 1.1 is configured to exchange data via
the communication bus 1.6 with the filtering module 1.2 that in turn is configured to exchange
data via the communication bus 1.6 with the system monitoring module 1.3 and to exchange
data via the communication module 1.1 communicating with the filtering module 1.2 via the
communication bus 1.6 with the above described cloud storage 4 of the behavioral reports,
and the system monitoring module 1.3 is connected with the ability to exchange data via the
communication bus 1.6 with the processing module 1.4 that in turn is configured to exchange
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data via the communication module 1.1 connected to the processing module 1.4 via the
communication bus 1.6 with the above described cloud storage 4 of the behavioral reports.

Local Data Storage

The local data storage 1.5 is designed to store executable program instructions that
can control operation of the communication module 1.1, the filtering module 1.2, the system
monitoring module 1.3 and the processing module 1.4 as well as to store various data used in
the server 1 operation, in particular, the data about known malicious formats files, the data
about the current version of the system monitoring module 1.3, characterized by a given set of
analyzed parameters and a given set of executed checks, the data on known trusted
electronic signature owners and the data on the trusted files that are provided with a label or
identifier of the trusted file and each of the trusted files is mapped to the specific file hash sum.
In addition, the local data storage 1.5 may store files of virtual machine images and each
image is characterized by a separate set of configuration attributes (that is, it has a separate
assembly).

In some embodiments of the present technique, the data about the available
behavioral reports may be stored in the local data storage 1.5. In other embodiments of the
present technique, the data on the available behavioral reports may be stored in a separate
local repository of behavioral reports (not shown) that may be connected via the
communication bus 1.6 to the filtering module 1.2 allowing the filtering module 1.2 to access
the storage of the behavioral reports to get from it the data of the available behavioral reports,
as well as with the processing module 1.4, enabling the processing module 1.4 to access to
the behavioral report storage to update the behavioral reports stored in the storage or to write
a new behavioral report into the storage.

In one embodiment of the present technique, the server 1 may contain a separate local
storage of malicious file formats (not shown) designed to store the data on the malicious file
formats. This storage of the malicious file formats may be connected via the communication
bus 1.6 to the filtering module 1.2, enabling the filtering module 1.2 to access this storage of
the malicious file formats in order to retrieve from it the data about the known malicious file
formats for later use to detect suspicious files (potentially dangerous) files in the network traffic
received from the communication module 1.1, as described below in more detail.

In yet another embodiment of the present technique, a separate remote storage of
malicious file formats (not shown) may be used to store the data on the malicious file formats,
and the filtering module 1.2 may be configured to connect or access, via the communication
module 1.1 connected with the filtering module 1.2 via the communication bus 1.6, to this
remote storage of the malicious file formats to obtain from it the data about the known
malicious file formats for their subsequent usage to detect suspicious (potentially dangerous)
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files in the network traffic received from the communication module 1.1, as described below in
more detail.

In one embodiment of the present technique, the server 1 may comprise a separate
local storage (not shown) for storing the data about the current version (for example, the
assembly serial number) of the system monitoring module 1.3, the data about the specific set
of the analyzed parameters used in the specified current version, and the data about the
specific set of the checks used in the specified current version. This local storage may be
connected via the communication bus 1.6 to the filtering module 1.2 enabling the filtering
module 1.2 to access this local storage to obtain from it the data on the current version of the
system monitoring module 1.3 for later use to check actuality of the corresponding behavioral
reports stored in the cloud storage 4 of the behavioral reports. In addition, this local storage
may be connected to the system monitoring module 1.3, enabling the system monitoring
module 1.3 to access this local storage to update the current version of the system monitoring
module 1.3 or to record new data on the current version of the system monitoring module 1.3
when the set of analyzed parameters and/or the set of the checks used in the system
monitoring module 1.3 has been changed.

In yet another embodiment of the present technique, a separate remote storage may
be used designed to store the data about the current version of the system monitoring module
1.3, the data about the specific set of the analyzed parameters used in the specified current
version, and the data about the specific set of the checks used in the specified current
version. The filtering module 1.2 may be configured to connect or to access via the
communication module 1.1 connected with the filtering module 1.2 via the communication bus
1.6 to the remote storage to receive from it the data about the current version of the system
monitoring module 1.3 for later usage to check actuality of the relevant behavioral reports
stored in the cloud storage 4 of the behavioral reports. The system monitoring module 1.3 may
also be configured to connect or access via the communication module 1.1 connected with the
system monitoring module 1.3 via the communication bus 1.6 to the remote storage to update
the data stored in it about the current version of the system monitoring module 1.3 or to record
into it new data on the current version of the system monitoring module 1.3 when the set of
analyzed parameters and/or the set of the checks used in the system monitoring module 1.3
has been changed.

In one embodiment of the present technique, the server 1 may comprise a separate
local storage (not shown) of the electronic signature trusted owners designed to store data
about the known electronic signature trusted owners. The local storage of the electronic
signature trusted owners may be connected via the communication bus 1.6 to the filtering
module 1.2, enabling the filtering module 1.2 to access this local storage to retrieve from it the
data about the known electronic signature trusted owners for later use to check whether the
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file being analyzed in the filtering module 1.2 is signed with a trusted electronic signature, as
described below in more detail.

In yet another embodiment of the present technique, a separate remote storage (not
shown) of the electronic signature trusted owners designed to store data about the known
electronic signature trusted owners may be used. The filtering module 1.2 may be configured
to connect or access via the communication module 1.1 connected to the filtering module 1.2
via the communication bus 1.6 to the remote storage of the electronic signature trusted
owners to retrieve from it the data about the known electronic signature trusted owners for
later use to check whether the file being analyzed in the filtering module 1.2 is signed with a
trusted electronic signature, as described below in more detail.

In one embodiment of the present technique, the server 1 may comprise a separate
local storage (not shown) of the trusted data sources designed to store data about the known
trusted sources. The local storage of the trusted sources may be connected via the
communication bus 1.6 to the filtering module 1.2, enabling the filtering module 1.2 to access
this local storage to retrieve from it the data about the known trusted sources for later use to
check whether the file being analyzed in the filtering module 1.2 is originated from a trusted
data source, as described below in more detail.

In one embodiment of the present technique, a separate remote storage (not shown) of
the trusted data sources designed to store data about the known trusted sources may be
used. The filtering module 1.2 may be configured to connect or access via the communication
module 1.1 connected to the filtering module 1.2 via the communication bus 1.6 to the remote
storage of the trusted data sources to retrieve from it the data about the known trusted data
sources for later use to check whether the file being analyzed in the filtering module 1.2 is
originated from a trusted data source, as described below in more detalil.

In one embodiment of the present technique, the server 1 may comprise a separate
local storage (not shown) of the trusted files designed to store data about the trusted files. The
local storage of the trusted files may be connected via the communication bus 1.6 to the
filtering module 1.2, enabling the filtering module 1.2 to access the trusted file local storage to
receive from it the data about the trusted files for later use to check whether the trusted file
identifier had been assigned to the analyzed file, as well as to write to the trusted file local
storage the data about a new trusted file mapped to its hash sum if the filtering module 1.2
classified the analyzed file as a trusted file in consequence of implementation of one of its
functionalities described below.

In yet another embodiment of the present technique, a separate remote storage (not
shown) of the trusted files designed to store data about the trusted files may be used. The
filtering module 1.2 may be configured to connect or access via the communication module

1.1 connected to the filtering module 1.2 via the communication bus 1.6 to the remote storage
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of the trusted files to retrieve from it the data about the trusted files for later use to check
whether the trusted file identifier has been assigned to the analyzed file as well as to write to
the remote storage of the trusted files the data about a new trusted file mapped to its hash
sum if the filtering module 1.2 classified the analyzed file as a trusted file in the consequence
of implementation of one of its functionalities described below.

In one embodiment of the present technique, the server 1 may comprise a separate
local storage (not shown) of the virtual machine images to store the virtual machine image
files. The local storage of the virtual machine images may be connected via the
communication bus 1.6 to the filtering module 1.2, allowing the filtering module 1.2 to access
this local storage of virtual machine images to retrieve from it the virtual machine image files
for later use to analyze activity of the suspicious files.

In yet another embodiment of the present technique, a separate remote storage (not
shown) of the virtual machine images designed to store the virtual machine image files may be
used. The filtering module 1.2 may be configured to connect or access via the communication
module 1.1 connected to the filtering module 1.2 via the communication bus 1.6 to the remote
storage of the virtual machine images to retrieve from it the virtual machine image files for
later use to analyze activity of the suspicious files.

The filtering module 1.2, the system monitoring module 1.3 and the processing module
1.4 may be implemented as a single processor, such as a general-purpose processor or a
special-purpose processor (for example, processors for digital signal processing, specialized
integrated circuits, etc.). Thus, the processor that implements the filtering module 1.2, the
system monitoring module 1.3 and the processing module 1.4 in the server 1 may be
configured to execute software instructions stored in the local data storage 1.5 ensuring
functionality of the filtering module 1.2 to detect suspicious files in the received network traffic,
functionality of the system monitoring module 1.3 to create a special log file for the specific
suspicious file behavior in the operation system and functionality of the processing module 1.4
to come to a final decision on the harmfulness of the suspicious file using the created log file.

In one embodiment of the present technique, each of the following modules: the
filtering module 1.2, the system monitoring module 1.3 and the processing module 1.4, may
be implemented as at least one separate processor. In the embodiment, the first processor
used in the server 1 to implement the filtering module 1.2 may be configured to execute
software instructions stored in the local data storage 1.5 and to ensure the filtering module 1.2
functionality to detect the suspicious files in the received network traffic. The second
processor that implements the system monitoring module 1.3 may be configured to execute
software instructions stored in the local data 1.5 storage while ensuring the system monitoring
module 1.3 functionality to create a special log file for the specific suspicious file behavior in
the specific format in the operating system of the specific assembly. The third processor used
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in server 1 to implement the processing module 1.4 may be configured to execute software
instructions stored in the local data storage 1.5, ensuring functionality of the processing
module 1.4 to come to a final decision about the suspicious file harmfulness using the created
log file.

The local data storage 1.5 may be implemented, for example, in the form of one or
more computer-readable media for long-term data storage known in the state of art. In some
embodiments of the present technique, the local data storage 1.5 may be implemented using
a single physical device (for example, one optical storage device, magnetic storage device,
organic storage device or another type of storage devices, or disk storage device), and in
other embodiments, the local data storage 1.5 may be implemented using two or more
physical devices.

Communication Module

In the server 1 of the system 10 shown in Fig. 1, the communication module 1.1 is
wired, for example, using a coaxial cable, twisted pair, fiber optic cable or other physical
connection, to the traffic capturing devices 2 configured to receive the network traffic from
them. Thus, the communication module 1.1 is configured to connect to one or more of the
above described traffic capturing devices 2 included in the data communication network 3 and
to receive the network traffic retrieved by the specified traffic capturing devices 2 from the data
communication network 3, from one or more specified traffic capturing devices 2.

In yet another embodiment of the present technique, the communication module 1.1
may be wirelessly connected to the traffic capturing devices 2, for example, using a
communication line based on Wi-Fi technology, a communication line based on 3G
technology, a communication line based on LTE technology, etc.

In addition, in the server 1 of the system 10, the communication module 1.1 is also
wirelessly connected to the above described storage 4 of the behavioral reports, for example
using a communication line based on Wi-Fi technology, a communication line based on 3G
technology, a communication line based on LTE technology and/or a communication line
based on other well-known wireless communication technology.

According to the present technique, the communication module 1.1 in the server 1 may
be implemented as a combination of the first network adapter, implemented with the
necessary connectors to connect the physical cables of the necessary types depending on the
types of the physical connections used to communicate with the traffic capturing devices 2,
and of the second network adapter implemented in the form of a Wi-Fi adapter, 3G adapter,
LTE adapter, or other wireless adapter, depending on the type of a wireless line used to
communicate with the behavioral report storage 4.
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Thus, the communication module 1.1 in the server 1 may in fact be configured to
receive input data from one or more devices in a wired and/or wireless way as well as to send
or output data to other devices in a wired and/or wireless way.

The communication module 1.1 may also be a known communication device, such as
a transmitter, receiver, transceiver, modem and/or network interface card for exchanging data
with external devices of any type via a wired or wireless communication network, for example,
using an Ethernet network connection, digital subscriber line (DSL), telephone line, coaxial
cable, cellular telephone system, etc.

In some embodiments of the present technique, network traffic data packets received
by the communication module 1.1 may be at least temporarily stored in the local data storage
1.5.

In other embodiments of the present technique, the network traffic data packets
received by the communication module 1.1 may be at least temporarily stored in a separate
network traffic data storage (not shown) that is different from the local data storage 1.5 and

connected to the communication bus 1.6.

Filter Module

In the server 1 of the system 10 shown in Fig. 1, the filtering module 1.2 is configured
to connect or to communicate via the communication bus 1.6 with the communication module
1.1 enabling to receive the network traffic captured by the communication module 1.1. The
filtering module 1.2 extracts many individual files from the received network ftraffic, for
example, the filtering module 1.2 supports application file transfer protocols, such as HTTP,
FTP, SMTP, etc., and analyzes each of the specified plurality of the retrieved files to detect at
least one suspicious file from the file plurality being analyzed.

In one embodiment of the present technique, wherein the received network traffic is
stored in the local data storage 1.5, the filtering module 1.2 may be configured to access the
local data storage 1.5 or to communicate with the storage 1.5 using the communication bus
1.6 to retrieve from the storage 1.5 the stored data packets of the network traffic being
analyzed for later packet analysis to identify at least one suspicious file, as described above.

In one embodiment of the present technique, wherein the received network traffic is
stored in a separate network traffic local storage (not shown), the filtering module 1.2 may be
configured to access the storage or to communicate with the storage using the communication
bus 1.6 to retrieve from the storage the stored data packets of the network traffic being
analyzed for later packet analysis to identify at least one suspicious file, as described above.

When analyzing each file retrieved from the received network flow, the filtering module
1.2 checks whether the format of the file being analyzed is suspicious (potentially harmful),
ensuring that the file being analyzed is classified as a trusted file if the file format is not
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suspicious or as a suspicious file if the file format is suspicious, and in the case of classifying
the analyzed file as a trusted file, the file is assigned a label or identifier of a trusted file.

When the format of each analyzed file is checked for suspicion, the filtering module 1.2
executes at least the following operations: (i) identifies the format of the file being analyzed, (ii)
accesses the local data storage 1.5 or communicates with the storage 1.5 via the
communication bus 1.6, ensuring that data about known malicious file formats is retrieved
from the storage 1.5, and (iii) relates the identified format of the analyzed file to one of the
known malicious file formats, comparing the identified format with the known malicious file
formats from the specified received data. Thus, the filtering module 1.2 classifies the file being
analyzed to as a trusted file if the file format does not match to any known malicious formats
or as a suspicious file if the file format matches to one of the known malicious formats, and if
the analysis results show that the file is a file of the suspicious format then the file is assigned
a label or identifier of a suspicious file.

Further, in response to the fact that the format of the file being analyzed is suspicious,
the filtering module 1.2 additionally determines whether there is a behavioral report for the file
being analyzed with the suspicious format.

To detect presence of a behavioral report, the filtering module 1.2 executes at least the
following operations: (i) accesses to the cloud storage 4 of the behavioral reports or
communicates with the storage via the communication module 1.1 connected with the filtering
module 1.2 via the communication bus 1.6, ensuring that data is retrieved from the storage 4
about the available behavioral reports, and each of the behavioral reports is mapped to a
specific hash sum of the file the behavioral report was created for, (ii) calculates the hash sum
of the analyzed file using, for example, one of the most well-known algorithms: SHA-1, MD5,
CRC, etc., and (iii) matches each analyzed file to one of the available behavioral reports,
comparing the file with the received data about the behavioral reports using the hash sum.
Thus, the filtering module 1.2 compares the calculated hash sum of the file being analyzed
with the hash sums that identify the behavioral reports in the received data about the
behavioral reports; and coincidence of the hash sum for the file being analyzed with the hash
sum identifying one of the exist behavioral reports means that the behavioral report for the file
being analyzed has been already stored in the cloud storage 4 of the behavioral reports.

Further, in response to the fact that the behavioral report exists for the file being
analyzed with a suspicious format, the filtering module 1.2 additionally checks whether the
existing behavioral report is up-to-date, ensuring that the file being analyzed is classified as a
trusted file or a malicious file if it is recognized as such file in the specified up-to-date
behavioral report. To check actuality of the existing behavioral report, the filtering module 1.2
(i) identifies the version of the system monitoring module 1.3 used in the server 1 at the time
this behavioral report was created, (ii) accesses or communicates with the local data storage
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1.5 via the communication bus 1.6, ensuring that filtering module 1.2 receives from the
storage 1.5 the data about the current version of the system monitoring module 1.3 used in
the server 1, and (iii) checks whether the specified current version of the system monitoring
module 1.3 matches to the version of the system monitoring module 1.3 in the specified
received data, so that, if the specified versions of the system monitoring module 1.3 are the
same the filtering module 1.2 considers the behavioral report available for the file being
analyzed up-to-date, and if the specified versions of the system monitoring module 1.3 are not
the same the filtering module 1.2 classifies the behavioral report available for the file being
analyzed as an outdated report.

In response to the fact that the existing behavioral report is up-to-date, the filtering
module 1.2 additionally extracts from the specified behavioral report the data on the
conclusion about the hash sum of the file being analyzed that was made by the processing
module 1.4 based on information collected by the system monitoring module 1.3. If, for the file
with the hash sum that coincides with the hash sum of the file being analyzed, conclusion
about classification of the file as a trusted file was made, the filtering module 1.2 classifies the
file being analyzed to as a trusted file, but if, for the file with the hash sum that coincides with
the hash sum of the file being analyzed, conclusion about classification of the file as a
malicious file was made, the filtering module 1.2 classifies the file being analyzed as a
malicious file.

In response to the fact that the existing behavioral report is not up-to-date, the filtering
module 1.2 checks additionally whether the file being analyzed is signed with the trusted
electronic signature, ensuring that the file being checked is classified as a trusted file if it is
signed with the trusted electronic signature.

To check that the file being analyzed has a trusted digital signature, the filtering
module 1.2 (i) identifies the owner of the electronic signature that was used to sign the
retrieved file, (ii) accesses the local data storage 1.5 or communicates with the storage 1.5 via
the communication bus 1.6, ensuring retrieval of the data about the known trusted owners of
electronic signatures, (iii) determinates coincidence of the identified owner of the electronic
signature with one of the trusted owners of electronic signatures using the specified data, so
that if the specified owners of the electronic signature are the same, the filtering module 1.2
determines that the file being analyzed is signed with the trusted electronic signature and then
the file being analyzed is classified as a trusted file and, as a result, the file being analyzed is
assigned a label or identifier of a trusted file.

In response to the fact that the file being analyzed is not signed with a trusted
electronic signature, the filtering module 1.2 additionally checks whether the file being
analyzed is originated from a trusted data source (for example, domain for a HTTP request),

22



10

15

20

25

30

35

ensuring that the file being analyzed is classified as a trusted file if the file originates from the
trusted data source.

To check the origin of the file being analyzed, the filtering module 1.2 (i) determines the
retrieved file source, (ii) accesses to the local data storage 1.5 or communicates with the
storage 1.5 via the communication bus 1.6, ensuring that data about known trusted sources is
retrieved from the storage 1.5, (iii) determines coincidence of a certain source of origin of the
file being analyzed with one of the known trusted data sources from the specified received
data, so that if the specified data sources are the same, the filtering module 1.2 determines
that the file being analyzed originates from the trusted data source and then classifies the file
being analyzed as a trusted file, and, as a result, the file being analyzed is assigned a label or
identifier of a trusted file.

It should also be noted that for the file being analyzed with the trusted file identifier that
may be assigned to the file by the filtering module 1.2 in the above cases, the filtering module
1.2 calculates the hash sum of the file being analyzed using, for example, one of the most
well-known algorithms: SHA-1, MD5, CRC, etc., and accesses to the local data storage 1.5 or
communicates with the storage 1.5 to ensure to write into the storage the data about a new
trusted file, mapped to the calculated hash sum of the trusted file.

In response to the fact that the file being analyzed does not originate from the trusted
data source, the filtering module 1.2 additionally checks whether the file being analyzed has
the trusted file identifier to ensure classifying the file being checked as a trusted file if the file
has been assigned the trusted file identifier or sending the file being analyzed via the
communication bus 1.6 to the system monitoring module 1.3 for its further processing, as will
be described below in more detail.

To check whether the trusted file identifier has been assigned to the file being
analyzed, the filtering module 1.2 (i) calculates the hash sum of the file being analyzed using,
for example, one of the most well-known algorithms: SHA-1, MD5, CRC, etc., (ii) accesses the
local data storage 1.5 or communicates with the storage 1.5 via the communication bus 1.6,
ensuring retrieval from the storage 1.5 of the data about the trusted files, mapping each of the
files to a specific hash sum, (iii) determines coincidence of the calculated hash sum of the file
being analyzed with the hash sum of one of the trusted files from the specified received data,
so that if the specified file hash sums are the same, the filtering module 1.2 determines that
the file being analyzed originates from the trusted data source and then classifies the
analyzed file as a trusted file.

Thus, according to the above description of functionality of the filtering module 1.2, the
filtering module 1.2 is configured to filter at least a part of the files retrieved from the received
network traffic using the minimum computing resources of the server 1 that in turn significantly

speeds up the process of detecting malicious files in the network traffic.
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System Monitoring Module

In the server 1 of the system 10 shown in Fig. 1, the system monitoring module 1.3 is
configured to connect or to communicate via the communication bus 1.6 with the filtering
module 1.2, ensuring that the system monitoring module 1.3 may receive from the filtering
module 1.2 the suspicious (potentially malicious) files detected by the filtering module 1.2 as
described above. It should be noted that each file from the suspicious files received by the
system monitoring module 1.3 is characterized by the specified set of attributes such as bit
capacity (32 bit or 64 bit) and language (for example, Russian (rus) or English (eng)).

After receiving the suspicious files from the filtering module 1.2, the system monitoring
module 1.3 identifies at least one attribute of each received suspicious file and then accesses
to the local data storage 1.5 or communicates with the storage 1.5 via the communication bus
1.6, ensuring reception of the virtual machine image files from the storage 1.5, while the virtual
machine in each virtual machine image file is characterized by a separate set of configuration
attributes (that is, it has a separate assembly) and characterized by the specified set of status
parameters, and at least one of the virtual machines in the received virtual machine image
files has been preassigned with an identifier or with a tag of the default virtual machine (that
is, the virtual machine used default by the system monitoring module 1.3).

It should be noted that the set of configuration attributes defined for each of the virtual
machines in the received virtual machine image files may contain, for example, a specific
combination of the following configuration attributes: operating system, language, and bit
capacity.

Further, the system monitoring module 1.3 detects in the virtual machines contained in
the received virtual machine image files the default virtual machine, wherein at least one of the
configuration attributes from the separate set of the configuration attributes of the default
virtual machine matches to at least one identified attribute of the suspicious file, and starts the
suspicious file in the identified default virtual machine.

After starting the suspicious file in the determined default virtual machine, the system
monitoring module 1.3 additionally identifies at least one more attribute of the specified started
file and determines coincidence of yet another identified specified attribute with at least one
more configuration attribute of the default virtual machine from the separate set of the
configuration attributes of the default virtual machine. Thus, the system monitoring module 1.3
in fact determines whether the default virtual machine, wherein the particular suspicious file is
started, is suitable to analyze the behavior of the particular suspicious file. If the default virtual
machine is suitable to analyze the particular suspicious file, that is, when at least one more
attribute identified in the suspicious file running in the default virtual machine matches to at
least one other configuration attribute of the default virtual machine, the system monitoring
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module 1.3 continues analysis of the specified suspicious file for a specified time period,
usually 2-3 minutes (that is, the analysis of the suspicious file in the default virtual the machine
is not interrupted prematurely), followed by the default virtual machine shutdown after the
specified time period.

In the case when the default virtual machine is not suitable to analyze the specific
suspicious file, that is, when at least one more attribute identified in the suspicious file running
in the default virtual machine does not match at least to one more configuration attribute of the
default virtual machine, the system monitoring module 1.3 stops the default virtual machine
operation before expiration of the specified time period of the default virtual machine operation
and re-starts this suspicious file in another virtual machine from the virtual machines existing
in the received virtual machine image files. The virtual machine is different from the default
virtual machine and its configuration attributes match to the suspicious file attributes, that is,
the virtual machine is a virtual machine that has at least one configuration attribute that
coincides with at least one suspicious file attribute, as described above with respect to the
default virtual machine, and, in addition, at least one more specified configuration attribute
coincides with another specified suspicious file attribute.

For example, a virtual machine with the following specified set of the configuration
attributes may be used as the default virtual machine from virtual machines existing in the
received virtual machine image files to run 32-bit suspicious files: the operating system is
Windows XP, the architecture is x86 (32-bit), the language is Russian (rus). A virtual machine
with the following specified set of the configuration attributes may be used, for example, as the
default virtual machine from virtual machines existing in the received virtual machine image
files to run 64-bit suspicious files: the operating system is Windows 7, the architecture is x64
(64-bit), and the language is English (eng).

In particular, in the present technique, the system monitoring module 1.3 first starts
each received suspicious file in the default virtual machine that has the bit capacity coinciding
with the suspicious file bit capacity and then determines whether the language of the
suspicious file started in the default virtual machine and the default virtual machine language
are the same. In the case of mismatch of the specified languages, the system monitoring
module 1.3 prematurely stops the default virtual machine and restarts the specified suspicious
file in another virtual machine that differs from the default virtual machine and has a bit
capacity and a language that match to the suspicious file language.

Thus, as described above, the system monitoring module 1.3 runs each received
suspicious file in at least one virtual machine that is suitable to analyze the specified
suspicious file. Starting the suspicious file in the suitable virtual machine, the system
monitoring module 1.3 detects and records changes in the specified set of the status
parameters of the suitable virtual machine during the specified time period, ensuring creation
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of a special report or log file containing all changes that are registered by the system
monitoring module 1.3 in the specified set of the status parameters for the specified time
period and reflecting the specified suspicious file activity in the specified virtual machine.

In one embodiment of the present technique, a log file with data on changes of the
virtual machine status parameters that is prepared or created by the system monitoring
module 1.3 for each suspicious file analyzed in the specified virtual machine may be stored in
the local data storage 1.5 connected with the system monitoring module 1.3 via the
communication bus 1.6, for subsequent use of the log file in the processing module 1.4
connected to the local data storage 1.5 via the communication bus 1.6.

In yet another embodiment of the present technique, the log file with data on changes
in the virtual machine status parameters that is prepared or created by the system monitoring
module 1.3 for each suspicious file analyzed in the specified virtual machine may be stored in
a separate local report storage (not shown), differing from the local data storage 1.5, in the
server 1. The local report storage may be connected via the communication bus 1.6 to the
filtering module 1.2, enabling the filtering module 1.2 to access the local report storage to save
the specified log file in the storage for later use in the processing module 1.4 connected with
the local data storage 1.5 via the communication bus 1.6.

In another embodiment of the present technique, the log file with data on changes in
the virtual machine status parameters that is prepared or created by the system monitoring
module 1.3 for each suspicious file analyzed in the specified virtual machine may be stored in
a separate remote report storage (not shown) in the server 1. The remote report storage may
be connected to the filtering module 1.2 via the communication module 1.1 connected to the
filtering module 1.2 via the communication bus 1.6, enabling the filtering module 1.2 to access
the remote report storage to save the specified log file for subsequent use in the processing
module 1.4 communicated with the remote data storage 1.5 via the communication module
1.1 connected to the processing module 1.4 via the communication bus 1.6.

The system monitoring module 1.3 is equipped with a special framework (software
platform) that allows, for example, the server 1 operator to change the specified set of analysis
rules used by the system monitoring module 1.3 to detect and record changes in the specified
set of the status parameters of a running virtual machine, for example, to set or add new
analysis rules (to identify new behavior markers) that will be used later in the system
monitoring module 1.3 operation, providing expansion of functionalities of the system
monitoring module 1.3 and of server 1 as a whole. Change of the rule set used in the system
monitoring module 1.3 operation in fact changes the current version of the system monitoring
module 1.3, with the result that the system monitoring module 1.3 accesses the local data
storage 1.5 or communicates with the storage 1.5 via the communication bus 1.6, ensuring
record in the storage 1.5 of the data about the new version of the system monitoring module
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1.3 or update the storage 1.5 with data about the previously recorded or saved version of the
system monitoring module 1.3, wherein the new or updated data containing the current
version of system monitoring module 1.3 will be later used in the filtering module 1.2 operation
to check actuality of the behavioral report detected among the available behavioral reports for
the analyzed file, as described above in more detail.

As described above, each log file created by the system monitoring module 1.3 upon
completion of the suitable virtual machine operation records all changes of the status
parameters of the specified virtual machine that characterize the particular suspicious file
behavior in the virtual machine. Below are some examples of the status parameter changes of
the running virtual machine recorded by the system monitoring module 1.3 for files with
various malicious code.

Starting the suspicious file delivered to a potential victim in an electronic message, for
example, in a zip archive, in the suitable virtual machine can cause, for instance, the following
possible main changes in the status parameters of the virtual machine that are detected and
recorded by the system monitoring module 1.3: collection of the system information through
various system calls and the registry; implementation of keylogger functions; repeated
attempts to "fall asleep"; making changes in the registry; an attempt to steal passwords of an
FTP client, MS Outlook, etc. through the registry; creation of a file containing results of
connecting to an external server using the "HTTP POST" method; and sending data with
obfuscation.

Starting the suspicious file containing, for example, malicious code like
"Trojan.Generic" (disguised as a Windows update system file with subsequent theft of
usernames and passwords of user applications, including browsers, email, FTP clients, and
sending the collected information to the command center), in the suitable virtual machine may
cause, for example, the following possible main changes in the status parameters of the virtual
machine detected and recorded by the system monitoring module 1.3: collection of data about
the workstation through the registry and system calls; an attempt to "fall asleep”; configuring
through the registry a one-time automatic run of the installer; disabling "debugger" and
tracking processes at the operating system level through the registry; attempts to connect to
C&C servers and download updates.

Starting the suspicious file containing, for example, malicious code like
"Trojan.Adwind" (a family of cross-platform viruses written in Java), for example, in a form of a
jar archive delivered to a potential victim in an electronic message, in the suitable virtual
machine may cause, for instance, the following possible major changes in the status
parameters of the virtual machine that are detected and registered by the system monitoring
module 1.3: creation and start of VBScript scripts; creation of a temporary text file; creation of
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a hidden file; ensuring autorun through the registry; hiding folder using "attrib.exe"; deleting
the previously created "VBScript".

Starting the suspicious file containing, for example, malicious code like
"Bartallex.InfoStealer" (a family of viruses that use macros in MS Word/Excel documents and
are utilized for further loading of additional malicious code), for example, in the form of a DOC
file delivered to a potential victim in an electronic message. Starting the suspicious file in the
suitable virtual machine can cause, for example, the following possible main changes in the
status parameters of the virtual machine that are detected and recorded by the system
monitoring module 1.3: collection of the system information through the registry and various
system calls; repeated attempts to "fall asleep"; creation and start of executable files; start of
"command line" commands; code injection from "eboz.exe" to "ms.exe", "winword.exe" and
"explorer.exe" (an attempt to bypass the antivirus); opening one of the TCP socket ports;
connection to an external server to get the configuration.

Starting the suspicious file containing, for example, malicious code of the type
"Ransom.Troldesh" (a virus that is a modification of a crypto locker Trojan that may encrypt
user data and later generate a message requiring payment in favour of the attacker to decrypt
the data or may also be used to download additional malicious code into the compromised
workstation), for instance, in the form of a TMP file delivered to a potential victim in an
electronic message. Starting the suspicious file in the suitable virtual machine can cause, for
example, the following possible main changes in the status parameters of the virtual machine
that are detected and recorded by the system monitoring module 1.3: collection of the system
information (various system calls); scanning the running processes; changing IE settings
through the registry; code injection into a copy of its own process (a method to bypass
antivirus software); creating files similar to the system processes and ensuring autorun
through the registry; repeated attempts to "fall asleep”; scanning the Windows processes,
capturing a window; opening a TCP socket in one local port and connecting to the socket (a
method to bypass antivirus software); creating a private key in the registry; creating text files in
the "C" disk drive with a guide to pay the "ransom"; attempts to contact external servers by IP
to get keys.

Starting the suspicious file containing, for example, malicious code of the type
"Web.Exploit.Malware.Binary" (malicious code such as web exploit, after the initial
compromising the workstation, injects into the process "iexplorer.exe" (Internet Explorer) and
downloads parts of malicious code (HTML, JavaScript, Flash) from various web resources)
that is downloaded and executed in a potential victim workstation as Flash code or JavaScipt
code when a web page is loading into the workstation. Starting the suspicious file in the
suitable virtual machine can cause, for example, the following possible main changes in the
status parameters of the virtual machine that are detected and recorded by the system
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monitoring module 1.3: code injection into the process "iexplorer.exe" (Internet Explorer);
attempts to download parts of malicious code from web resources; creation of temporary
executable files.

In general, the system monitoring module 1.3 may record changes of the status
parameters of the running virtual machine in the following categories: file system, system
registry, RAM structures including RAM regions of third-party processes, specific sequences
of system calls, creation of remote connections, creation of mutexes, etc.

Depending on the computational capabilities of the server 1, the system monitoring
module 1.3 may in fact simultaneously (in real time) load multiple virtual machines to analyze
in each virtual machine the behavior of a separate suspicious file.

Processing Module

In the server 1 of the system 10 shown in Fig. 1, the processing module 1.4 is
configured to connect via the communication bus 1.6 to the system monitoring module 1.3,
ensuring reception of log files prepared or created by the system monitoring module 1.3, as
described above.

The processing module 1.4 analyzes recorded changes of the virtual machine status
parameters contained in each of the received log files using the specified set of the analysis
rules, ensuring that the suspicious file the specified log file was created for is classified as a
trusted file if the analyzed changes of the virtual machine status parameters are typical for the
trusted files or as a malicious file if the analyzed changes of the virtual machine status
parameters are typical for the malicious files. Thus, the processing module 1.4 makes the final
decision or the final verdict regarding harmfulness or harmlessness of the suspicious file using
the log file created by the system monitoring module 1.3 for the specified suspicious file.

In particular, the processing module 1.4 operation is based on a set of pre-trained
classifiers, wherein each classifier makes its decision or verdict regarding the harmfulness or
harmlessness of the suspicious file using signs that are retrieved using well-known algorithms
or scripts from the same log file received from the system monitoring module 1.3, and each
classifier in fact corresponds to at least one change of the virtual machine status parameters.
In particular, a classifier based on a linear model and a classifier based on a well-known
machine-learning algorithm (MLA), for example, on the Random Forest machine-learning
algorithm are ones of the main classifiers in the set of the pre-trained classifiers. According to
the classifier based on the linear model, each sign retrieved from the received log file is
assigned a specified weight, and then the total weight of all retrieved signs is determined and
the determined total weight is checked to fall into the specified numerical segment bounded
from two sides by the specified threshold values or is greater or less than the specified
threshold value that is in fact a specified constant. The classifier based on one of the MLA
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algorithms makes a decision or verdict regarding the harmfulness or harmlessness of the
suspicious file based on the retrieved weighted signs, as described above for the classifier
based on the linear model, and other static (having no specified weight) signs, such as the file
type and other characteristics, using an algorithm that implements the most efficient decision
tree selected at the stage of training the algorithm by experts using the files that contain
certainly known malicious code and are characterized by the well-known behavior.

The processing module 1.4 makes the final verdict regarding the suspicious file
harmlessness when at least one of the specified set of the classifiers makes the personal
verdict regarding the suspicious file harmlessness, otherwise, if no one from the specified set
of the classifiers does not make the personal verdict regarding the suspicious file
harmlessness, the processing module 1.4 makes the final verdict regarding the suspicious file
harmfulness.

In one embodiment of the present technique, the processing module 1.4 may make its
final verdict regarding the harmfulness or harmlessness of the suspicious file by comparing
the total weight of the personal verdicts made by the classifiers in the specified classifier set of
the processing module 1.4 using a specified threshold value that is in fact constant, while any
personal verdict made by each classifier from the specified classifier set is automatically
assigned its own predetermined weighting factor. Thus, the processing module 1.4 makes one
or another final verdict, taking into account all personal verdicts (intermediate verdicts) of the
used classifiers that have one or another weight in the total weight taken into account by the
processing module 1.4 for the final verdict.

After the final verdict, the processing module 1.4 prepares or creates a separate
behavioral report for each suspicious file analyzed in this processing module 1.4, and this
behavioral report contains at least all the information from the corresponding log file created
by the system monitoring module 1.3 for the specified suspicious file, in particular, the data on
the behavior of the suspicious file in the corresponding virtual machine, the data on the
system monitoring module 1.3 version, the data on the final verdict made by the processing
module 1.4 in relation to the suspicious file, as well as the data on the classifiers used by the
processing module 1.4 to make the final verdict, and the personal classifier verdicts on the
suspicious file harmfulness or harmlessness.

The processing module 1.4 is equipped with a special framework (software platform),
allowing, for example, the server 1 or operator experts to make changes to the specified set of
the classifiers used by processing module 1.4 to make a final verdict on the suspicious file
harmfulness or harmlessness, as described above in more detail.

When the processing module 1.4 makes the final verdict about the suspicious file
harmfulness, that is, classifies the suspicious file received from the system monitoring module
1.3 as a malicious file, the processing module 1.4 may execute at least one of the following
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actions: issue a warning message about the detected threat, block transmission of the
malicious file to the final recipient, block the malicious file sources and/or save the created
behavioral report in the cloud storage 4 of the behavioral reports.

To save the created behavioral report in the cloud storage 4 of the behavioral reports,
the processing module 1.4 access to the cloud storage 4 of the behavioral reports or
communicates with the storage 4using the communication module 1.1 connected with the
processing module 1.4 via the communication bus 1.6, providing wired and/or wireless
transmission of the specified behavioral report to the cloud storage 4 of the behavioral reports.
When the behavioral report created by the processing module 1.4 for the particular malicious
file has an older or previous version of the behavioral report (that is, the version of the
behavioral report created using information from the log file of the system monitoring module
1.3 of an earlier version) created by the processing module 1.4 for the specified suspicious file
and stored in the cloud storage 4 of the behavioral reports, the processing module 1.4
ensures that both versions of the specified behavior are stored in the cloud storage 4 of the
behavioral reports, while the newly created behavioral report is assigned an identifier, label or
status of the latest version of the behavioral report, as a result it is the behavioral report of the
latest version that will be used in the system monitoring module 1.3 operation during the
above described analysis of the next such suspicious file (that is, a file that has the same hash
sum as the file there is the behavioral report for) received by the server 1.

In one embodiments of the present technique, when the behavioral report created by
the processing module 1.4 for the particular malicious file has an older or previous version of
the behavioral report (i.e. the version of the behavioral report created using information from
the log file of the system monitoring module 1.3 of an earlier version) previously created by the
processing module 1.4 for the specified suspicious file and stored in the cloud storage 4 of the
behavioral reports, the processing module 1.4 provides update of the data in the cloud storage
of 4 of the behavioral reports, deleting the previous behavioral report version and recording a
new behavioral report version.

It should be noted that the communication module 1.1, the filtering module 1.2, the
system monitoring module 1.3 and the processing module 1.4 implement the functions
described above in fact in real time, that is, the communication module 1.1 continues to
receive the network traffic, the filtering module 1.2 executes its operations to filter at least a
part of the files retrieved from the previously received network traffic; the system monitoring
module 1.3 executes its operations to trace behavior of at least a part of the received
suspicious files, the processing module 1.4 executes its operations to analyze at least a part
of the log files received from the system monitoring module 1.3, and to save at least a part of
the behavioral reports created in cloud the storage 4 of the behavioral reports.
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In one embodiment of the present technique, the system monitoring module 1.3 and
the processing module 1.4 may be combined, for example, into a single module to analyze
suspicious files that has all the above described inherent functionalities of the system
monitoring module 1.3 and the processing module 1.4.

In yet another embodiment of the present technique, the communication module 1.1
may be divided into several separate communication modules, wherein each module provides
at least one of the known methods of wired and/or wireless communication in the server 1.

In some embodiments of the present technique, the system monitoring module 1.3
may be divided into several independent modules, wherein each module may execute at least
one of the above described inherent functionalities of the system monitoring module 1.3 and is
configured to communicate with each other system monitoring module and with other structure
modules of the server 1 via the communication bus 1.6. In this case, one of such independent
modules may be configured to create a log file, as described above, or there may be, for
example, an additional module to create log files that is configured to communicate with the
specified independent modules, for example, via the communication bus 1.6, ensuring
reception from the modules of the data on the suspicious file behavior to create the log file for
the suspicious file.

In other embodiments of the present technique, the processing module 1.4 may be
divided into several other independent modules, wherein each module may execute at least
one of the above described inherent functionalities of the processing module 1.4 and is
configured to communicate with each other processing module and with other structure
modules of the server 1 via the communication bus 1.6. In this case, one of such independent
modules may be configured to create a behavioral report, as described above, or there may
be, for example, an additional module to create behavioral reports that is configured to
communicate with the specified independent modules, for example, via the communication
bus 1.6, ensuring reception from the modules of the data on results of the received log file
analysis to create the behavioral report for the particular suspicious file.

In other embodiment of the present technique, the filtering module 1.2 may be divided
into several other independent modules, wherein each module may execute at least one of
the above described inherent functionalities of the filtering module 1.2 and is configured to
communicate with each other filtering module and with other structure modules of the server 1
via the communication bus 1.6. At the same time, one of the independent modules may be
configured to decide whether the file being analyzed should be classified as a trusted or
malicious file, another one of the independent modules may be configured to decide whether
the file being analyzed should be classified as a trusted file or the file being analyzed should
be sent for analysis to the system monitoring module 1.3, as described above, and each of the
remaining independent modules from the specified independent modules may be configured
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to decide whether the file being analyzed should be classified as a trusted file or sent for
further analysis to another independent module from the specified independent modules. In
addition, in the scope of another embodiment, there may be, for example, a separate
additional decision-making module configured to communicate with each of the independent
modules, for example, via the communication bus 1.6, ensuring reception from each of the
modules of the data resulted due to operation of the modules, to decide whether the file being
analyzed should be classified as a trusted or malicious file or sent for further analysis to
another independent module of the specified independent modules or to the processing
module 1.4.

In other embodiments of the present technique, each classifier from the specified set of
the classifiers used in the processing module 1.4 operation may be implemented as a
separate classifying module making its personal verdict regarding harmfulness or
harmlessness of one or another suspicious file, wherein the individual classifying modules
may be configured to communicate with the processing module 1.4, for example, via the
communication bus 1.6, and the processing module 1.4 makes its final verdict regarding
harmfulness or harmlessness of one or another suspicious file using a predetermined set of
decision rules and personal verdicts made by the classifying modules.

According to one embodiment of the present technique, at least some of the above-
described inherent functionality of the filtering module 1.2, the system monitoring module 1.3
and/or the processing module 1.4 may be implemented as a separate functional submodule or
functional unit included in the corresponding module 1.2, 1.3 and 1.4. Thus, the filtering
module 1.2 may contain several submodules, wherein each submodule implements at least
one of the above described inherent functionalities of the filtering module 1.2; the system
monitoring module 1.3 may contain several submodules, wherein each submodule
implements at least one of the above described inherent functionalities of the system
monitoring module 1.3; and the processing module 1.4 may contain several submodules,
wherein each submodule implements at least one of the above described inherent
functionalities of the processing unit 1.4.

Thus, the above described functionalities of the filtering module 1.2 provide the ability
to effectively filter most of the files retrieved from the network traffic, resulting in that the server
1 allocates remarkably smaller computational resources for the system monitoring module 1.3
to start the virtual machines to analyze behavior of the suspicious files received from the
filtering module 1.2. In addition, the above-described functionalities of the filtering system
monitoring module 1.3 provide the ability to effectively analyze behavior of the suspicious file
in the virtual machine, and the above described functionalities of the processing module 1.4
provide the ability to make an accurate and reliable verdict regarding harmfulness or
harmlessness of the suspicious file.
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According to another aspect, a method for detecting malicious files in the network
traffic is proposed, shown as a flowchart in Fig. 2.

The method shown in Fig. 2 begins in block 2, according to the block, the server 1 is
provided to detect the malicious files in the network traffic, the server structure units and
functionalities are described above. In block 2.1 of the method, the network traffic from the
data communication network is received via the server communication module. In block 2.2 of
the method, a plurality of files from the received network traffic is retrieved, using the server
filter module. In block 2.3 of the method, the retrieved files are analyzed by the server filtering
module to ensure detection of at least one suspicious file from the specified file plurality. In
block 2.4, each received suspicious file is started, using the server system monitoring module,
in at least one virtual machine characterized by the specified set of the status parameters. In
block 2.5 of the method, changes in the specified set of the status parameters of at least one
specified virtual machine are recorded, using the server system monitoring module. In block
2.6 of the method, the received changes of the status parameters are analyzed by the
processing module using the specified set of the analysis rules. In block 2.7 of the method, it
is determined by the processing module whether the analyzed changes of the status
parameters are specific for the malicious files. If, in block 2.7 of the method, the analyzed
changes of the status parameters were determined to be specific for the malicious files, then
the method proceeds to block 2.8 of the method, and, according to the block 2.8, the running
file is classified by the processing module as a malicious file, and then the method finishes in
block 2.10. Otherwise, that is, if, in block 2.7 of the method, the analyzed changes of the
status parameters were not determined to be specific for the malicious files, then the method
proceeds to block 2.9 of the method, and, according to the block 2.9, the running file is
classified by the processing module as a trusted file, and then the method finishes in block
2.10.

The operations in block 2.1 of the method include connection, via the server
communication module, to at least one of the network traffic capturing devices in the data
communication network.

The operations in block 2.3 of the method include the check whether the format of
each of these retrieved files is suspicious, ensuring that the file being checked will be
classified as a trusted file if its format is not suspicious or as a suspicious file if its format is
suspicious. At the same time, the above operation of checking format for each of the retrieved
files to be suspicious comprises at least the following sub-steps: (i) identifying the format of
each of the specified retrieved files, (ii) obtaining data about the known malicious file formats,
(iii) checking match of the identified format of each retrieved file to one of the known malicious
file formats from the specified received data. If, resulting from the operation of checking the
format of each of the retrieved files to be suspicious, it was determined that the retrieved file
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format is suspicious, then it is additionally determined by the server filtering module whether
there is a behavioral report for the retrieved file with the suspicious format, by the following
operations: getting the behavioral report data, calculating the hash sum of each retrieved file
and determining match of each extracted file to one of the available behavioral reports, by
comparing the calculated hash sum of the extracted file with the hash sums that identify the
behavioral reports in the specified obtained data.

In response to the fact that there is the behavioral report for the retrieved file with the
suspicious format, the server filtering module is additionally used to check whether the existing
behavioral report is up-to-date, ensuring classification of the extracted file as a trusted file or
as a malicious file if it is classifies as such file in the up-to-date behavioral report. In this case,
in response to the fact that the existing behavioral report is not up-to-date, the filtering module
1.2 is additionally used to check whether the analyzed file is signed with the trusted electronic
signature, ensuring that the file being checked is classified as a trusted file if it is signed with
the trusted electronic signature.

According to the proposed method, the stage of check whether the retrieved file has
the trusted electronic digital signature may include execution at least of the following sub-
stages: (i) identifying the owner of the electronic signature that was used to sign the extracted
file, (ii) receiving data about the trusted owners of the electronic signatures, (iii) checking
match of the electronic signature identified owner from the specified received data with one of
the trusted owners of electronic signatures. According to the proposed method, in response to
the fact that the extracted file is not signed with the trusted electronic signature, the server
filtering module is additionally used to check whether the specified file is received from the
trusted data source, ensuring that the file being checked is classified as a trusted file if it was
originated from the trusted data source.

According to the proposed method, the stage of checking origination of the retrieved
file includes execution at least of the following sub-stages: (i) determining the extracted file
source, (ii) receiving the data about the trusted sources, (iii) determining from the specified
received data whether the particular source of the analyzed file origin matches to one of the
trusted data sources. According to the proposed method, in response to the fact that the
retrieved file does not originate from the trusted data source, the server filtering module is
additionally used to check whether the trusted file identifier is assigned to the specified file,
ensuring that the file being checked is classified as a trusted file if it was assigned the trusted
file identifier.

According to the proposed method, the stage of check whether the retrieved file has
the trusted file identifier includes execution at least of the following sub-stages: (i) calculating
the hash sum of the received file, (ii) receiving the data about the trusted files, each of which is
matched to a particular hash sum, (iii) determining whether the calculated hash sum of the
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analyzed file matches to the hash sum of one of the trusted files of the specified received
data. According to the proposed method, in response to the fact that the received file has no
trusted file identifier, the server filtering module is additionally used to send the extracted file to
the system monitoring module.

The operations in block 2.4 of the method include execution at least of the following
sub-steps: (i) identifying at least one attribute of each suspicious file received, (ii) obtaining
data about existing virtual machines, each of which is characterized by a given set of
configuration attributes, (iii) identifying the existing virtual machine from the specified received
data of the default virtual machine, where at least one configuration attribute from the
specified set of the configuration attributes matches the specified identified attribute of the
suspicious file, (iv) running the suspicious file in the detected default virtual machine with
identification of at least one more attribute of the running file and check whether the specified
one more identified attribute matches at least one more of the specified configuration
attributes of the default virtual machine, (v) if at least one specified and identified more
attribute of the running file does not match at least one specified configuration attribute of the
default virtual machine, restarting the suspicious file in another virtual machine from the
plurality of the existing virtual machines, wherein the specified configuration attributes coincide
with the specified attributes of the suspicious file.

According to the proposed method, for the stage of recording changes in the specified
set of the status parameters of at least one virtual machine, the system monitoring module is
used to trace the specified changes during the predetermined time period of 2—3 minutes. In
the proposed method, the server system monitoring module is additionally configured to
change the specified set of the status parameters of each virtual machine and/or to change
the specified set of the analysis rules.

In response to classifying the file analyzed in the server processing module as a
malicious file, according to the proposed method, the server processing module may be used
to issue an alert message, to block the malicious file, to block the malicious file sources, to
add the malicious file into the malicious file database and/or to create the behavioral report for
the malicious file. In the proposed method, each of the specified virtual machines is
additionally configured by installing an operating system of the required architecture, choosing
the operating system locale language, installing the necessary software and/or configuring the
installed software.

According to yet another aspect of the present technique, a computer-readable
medium for long-term data storing is proposed that stores computer-readable instructions that,
when executed by the server processor, cause execution of the method stages described
herein. The computer-readable instructions may contain a computer-readable program code

that can be transmitted using any suitable communication medium, including wireless
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communication, wired communication, fiber optic cable, radio frequency and/or similar
techniques, and/or any their suitable combination. The computer-readable program code may
be written using one of programming languages or any combination of programming
languages that may contain as an object-oriented programming language, such as "Java",
"Smalltalk”, "C++", and/or the similar languages, and usual procedural programming
languages such as the programming language "C". The computer-readable program code
may be fully or partially executed in the server 1.

Thus, the computer-readable software instructions stored in the computer-readable
medium may provide control of the server 1 in such a way that the server 1 will operate as
described above, so that the computer-readable instructions stored in the computer-readable
medium create an industrial product containing the software instructions implementing the
functions/actions specified in the blocks of the flowchart of Fig. 2 that shows the server 1
operation.

As a computer-readable medium for long-term storing of the data, one of the following
physical computer-readable media designed to store data for a long time period may be used:
hard disk drives, read-only memory (ROM), compact disc drives (CD), universal digital disc
drives (DVD), floppy disk drives, Blu-ray disk drives, etc.

Modifications and improvements to the above described embodiments of this technical
solution will be clear to those skilled in the art. The foregoing description is provided as an
example only and is not limited in any way. Thus, the scope of this technical solution is limited
only by the scope of the attached claims.
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CLAIMS

1. A server to determine malicious files in network traffic, the server comprising:

a communication module configured to receive the network traffic from a data communication

network,

a filtering module configured to connect to the communication module to receive the captured
network traffic from the communication module and to perform at least the following
operations:

retrieving a plurality of files from the received network traffic,

analyzing the specified retrieved files, ensuring detection of at least one suspicious file
from the specified plurality of the files,

a system monitoring module configured to connect to the filtering module to receive the
specified suspicious files from the filtering module and to perform at least the following
operations:

running every received suspicious file in at least one virtual machine, characterized by
the specified set of the status parameters,

recording changes in the specified set of the status parameters at least of one
specified virtual machine,

a processing module configured to connect to the system monitoring module to receive from
the system monitoring module the recorded changes of the status parameters and to analyze
the resulting changes of the status parameters using the specified set of the analysis rules,
ensuring classification of the specified started file as a malicious file if the analyzed changes of
the status parameters are characteristic for the malicious files.

2. The server of claim 1, wherein the communication module is additionally configured to
connect to at least one of the network traffic capturing devices included in the data

communication network.

3. The server of claim 1, wherein, when analyzing the extracted files, the filtering module may
check whether the format of each of these retrieved files is suspicious, ensuring that the file
being checked will be classified as a trusted file if its format is not suspicious or as a

suspicious file if its format is suspicious.
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4. The server of claim 3, wherein, when checking the format of each of the specified retrieved
files to be suspicious, the filtering module performs at least the following operations:

identifying the format of each of the specified retrieved files,

receiving the data about the known harmful file formats,

determining coincidence of the identified format of each retrieved file with one of the
known harmful file formats from the specified received data.

5. The server of claim 3, wherein, in response to retrieving a file with the suspicious format,
the filtering module is additionally configured to determine whether there is a behavioral report
for the retrieved file with the suspicious format.

6. The server of claim 5, wherein, if the behavioral report exists, the filtering module performs
at least the following operations:

receiving the data on behavioral reports,

calculating the hash sum of each retrieved file,

determining correspondence of each retrieved file to one of the existing behavioral
reports, by comparing the calculated hash sum of the retrieved file with the hash sums that
identify the behavioral reports in the specified received data,.

7. The server of claim 5, wherein, in response to detection of the behavioral report for the
retrieved file with the suspicious format, the filtering module is additionally configured to check
whether the existing behavioral report is up-to-date, ensuring classification of the extracted file
as a trusted file or as a malicious file if it is classifies as such file in the up-to-date behavioral
report.

8. The server of claim 7, wherein, in response to the fact that the existing behavioral report is
not up-to-date, the filtering module is additionally configured to check whether the analyzed
file is signed with the trusted electronic signature, ensuring that the file being checked is
classified as a trusted file if it is signed with the trusted electronic signature.

9. The server of claim 8, wherein, when checking whether the retrieved file has the digital
signature, the filtering module performs at least the following operations:

identifying the electronic signature owner used to sign the retrieved file,

receiving the data about the trusted owners of the electronic signatures,

determining coincidence of the identified electronic signature owner with one of the
trusted owners of electronic signatures from the specified received data.
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10. The server of claim 8, wherein, in response to the fact that the retrieved file is not signed
by the trusted electronic signature, the filtering module may be additionally configured to
check whether the specified file is originated from the trusted data source, ensuring that the
file being checked is classified as a trusted file if it was originated from the trusted data

source.

11. The server of claim 10, wherein the filtering module during check of origination of the
retrieved file performs at least the following operations:

determining the retrieved file source,

receiving the data about the trusted sources,

determining coincidence of the particular source of the analyzed file origination with
one of the trusted data sources from the specified received data.

12. The server of claim 10, wherein, in response to the fact that the retrieved file does not
originate from the trusted data source, the filtering module is additionally configured to check
whether the trusted file identifier is assigned to the specified file, ensuring that the file being
checked is classified as a trusted file if it was assigned the trusted file identifier.

13. The server of claim 12, wherein the filtering module during a check whether the retrieved
file has the trusted file identifier, performs at least the following operations:

calculating the hash sum of the retrieved file,

receiving the data about the trusted files, wherein each file is matched to the particular
hash sum,

determining coincidence of the calculated hash sum of the analyzed file with the hash
sum of one of the trusted files from the specified received data.

14. The server of claim 13, wherein, in response to the fact that the retrieved file has no
trusted file identifier, the filtering module is additionally configured to send the retrieved file to

the system monitoring module.

15. The server of claim 1, wherein, to run each suspicious file in the specified virtual machine,
the system monitoring module is additionally configured to perform at least the following
operations:

identifying at least one attribute of each suspicious received file,

receiving the data about the existing virtual machines, wherein each of the virtual
machines is characterized by the specified set of the configuration attributes,
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determining in the existing virtual machines from the specified received data the default
virtual machine, wherein at least one configuration attribute from the specified set of the
configuration attributes coincides with the specified identified attribute of the suspicious file,

starting the suspicious file in the identified default virtual machine, ensuring
identification of at least one more attribute of the started file and determining coincidence of
one more specified identified attribute with at least one more of the specified configuration
attributes of the default virtual machine,

if at least one more specified identified attribute of the started file does not match to at
least one more specified configuration attribute of the default virtual machine, restarting the
suspicious file in yet another virtual machine from the existing virtual machines, wherein the
specified configuration attributes of the existing virtual machine coincides with the specified
attributes of the suspicious file.

16. The server of claim 1, wherein, when recording changes in the specified set of the status
parameters of at least one specified virtual machine, the system monitoring module traces
these changes during the predetermined time period of 2—3 minutes.

17. The server of claim 16, wherein the system monitoring module is additionally configured to
change the specified set of the status parameters of each virtual machine and/or to change
the specified set of the analysis rules.

18. The server of claim 1, wherein, in response to classifying the file running on at least one
specified virtual machine as a malicious file, the server monitoring system module is
additionally configured to issue an alert message, to block the malicious file, to block the
malicious file sources, to add the malicious file into the malicious file database and/or to create
the behavioral report for the malicious file.

19. A method to determine the malicious files in the network traffic, the method executing in
the server, the method comprising:

receiving the network traffic from the data communication network, using the server

communication module,

retrieving a plurality of files from the received network traffic, using the server filtering module,

analyzing the specified retrieved files, ensuring detection of at least one suspicious file from
the specified plurality of the files, using the server filtering module,
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starting each received suspicious file in at least one virtual machine characterized by the
specified set of the status parameters, using the server system monitoring module,

recording changes in the specified set of the status parameters of at least one specified virtual

machine, using the server system monitoring module.

analyzing, using the processing module, the received changes of the status parameters using
the specified set of the analysis rules, ensuring that the specified started file is classified as a
malicious file if the analyzed status parameter changes are characteristic for the malicious
files.

20. The method of claim 19, wherein the stage of receiving the network traffic from the data
communication network includes connection, via the server communication module, to at least

one of the network traffic capturing devices in the data communication network.

21. The method of claim 19, wherein the stage of analyzing the retrieved files comprises the
check whether the format of each of these retrieved files is suspicious, ensuring that the file
being checked will be classified as a trusted file if its format is not suspicious or as a
suspicious file if its format is suspicious.

22. The method of claim 21, wherein the stage of checking the format of each of the specified
retrieved files to be suspicious comprises at least following sub-stages:

identifying the format of each of the specified retrieved files,

receiving the data about the known harmful file formats,

determining coincidence of the identified format of each retrieved file with one of the
known harmful file formats from the specified received data.

23. The method of claim 21, wherein, in response to the fact that the retrieved file format is
suspicious, it is additionally determined if there is the behavioral report for the extracted file
with the suspicious format.

24. The method of claim 23, wherein the stage of detecting the behavioral report presence in
the comprises receiving data about the behavioral reports, calculating the hash sum of each
extracted file, and determining correspondence of each extracted file to one of the available
behavioral reports, by comparing the calculated hash sum of the extracted file with the hash
sums identifying the behavioral reports in the specified received data.
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25. The method of claim 23, wherein, in response to the fact that there is the behavioral report
for the retrieved file with the suspicious format, it is additionally checked whether the existing
behavioral report is up-to-date, ensuring classification of the retrieved file as a trusted file or as
a malicious file if it is classifies as such file in the up-to-date behavioral report.

26. The method of claim 25, wherein the existing behavioral report is not up-to-date, the
filtering module is additionally used to check whether the analyzed file is signed with the
trusted electronic signature, ensuring that the file being checked is classified as a trusted file if
it is signed with the trusted electronic signature.

27. The method of claim 26, wherein the stage of check whether the retrieved file has the
trusted electronic digital signature comprises at least following sub-stages:

identifying the electronic signature owner used to sign the retrieved file,

receiving the data about the trusted owners of the electronic signatures,

determining coincidence of the identified electronic signature owner with one of the
trusted owners of electronic signatures from the specified received data.

28. The method of claim 26, wherein, in response to the fact that the retrieved file is not
signed with the trusted electronic signature, the server filtering module is additionally used to
check whether the specified file is received from the trusted data source, ensuring that the file
being checked is classified as a trusted file if it is originated from the trusted data source.

29. The method of claim 26, wherein the stage of checking origination of the retrieved file
comprises at least following sub-stages:

determining the retrieved file source,

receiving the data about the trusted sources,

determining coincidence of the particular source of the analyzed file origination with
one of the trusted data sources from the specified received data.

30. The method of claim 28, wherein, in response to the fact that the retrieved file does not
originate from the trusted data source, the server filtering module is additionally used to check
whether the trusted file identifier is assigned to the specified file, ensuring that the file being
checked is classified as a trusted file if it is assigned the trusted file identifier.

31. The method of claim 30, wherein the stage of check whether the retrieved file has the

trusted file identifier comprises at least following sub-stages:
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calculating the hash sum of the retrieved file,

receiving the data about the trusted files, wherein each file is matched to the particular
hash sum,

determining coincidence of the calculated hash sum of the analyzed file with the hash
sum of one of the trusted files from the specified received data.

32. The method of claim 30, wherein, in response to the fact that the received file has no
trusted file identifier, the server filtering module is additionally used to send the retrieved file to
the system monitoring module.

33. The method of claim 19, wherein the stage of running each suspicious file in the virtual
machine comprises at least following sub-stages:

identifying at least one attribute of each suspicious received file,

receiving the data about the existing virtual machines, wherein each of the virtual
machines is characterized by the specified set of the configuration attributes,

determining in the existing virtual machines from the specified received data the default
virtual machine, wherein at least one configuration attribute from the specified set of the
configuration attributes coincides with the specified identified attribute of the suspicious file,

starting the suspicious file in the identified default virtual machine, ensuring
identification of at least one more attribute of the started file and determining coincidence of
one more specified identified attribute with at least one more of the specified configuration
attributes of the default virtual machine,

if at least one more specified identified attribute of the started file does not match to at
least one more specified configuration attribute of the default virtual machine, restarting the
suspicious file in yet another virtual machine from the existing virtual machines, wherein the
specified configuration attributes of the existing virtual machine coincides with the specified
attributes of the suspicious file.

34. The method of claim 33, wherein the stage of recording changes in the specified set of the
status parameters of at least one virtual machine includes tracing by system monitoring
module the specified changes during the specified time period of 2—3 minutes.

35. The method of claim 19, wherein the server system monitoring module is additionally

configured to change the specified set of the status parameters of each virtual machine and/or
to change the specified set of the analysis rules.
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36. The method of claim 19, wherein, in response to classifying the file analyzed in the server
processing module as a malicious file, the server processing module is used to issue an alert
message, to block the malicious file, to block the malicious file sources, to add the malicious
file into the malicious file database and/or to create the behavioral report for the malicious file.

37. The method of claim 19, wherein each of the specified virtual machines is additionally
configured by installing an operating system of the required architecture, choosing the
operating system locale language, installing the necessary software and/or configuring the
installed software.

38. A computer-readable medium for long-term data storing that stores computer-readable

instructions that, when executed by the server processor, cause execution of the method
stages according to any of claims 19-37.
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