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CLAIMS 

WHAT IS CLAIMED: 

1. A system for operating an anti-malware behavioral graph engine comprising: 

a memory; 

a processor in operable communication with the memory, the processor operable to provide 

instructions and data and perform steps which include providing behavioral information by 

developing a model from an attack language comprising two or more attack words 

wherein the model is operable to detect at least one of a complex attack and a multi-stage 

attack;  

semantically completing the attack language to describe one or more attack 

activities; 

predicting one or more of a tactical attack goal and a strategic attack goal from the 

semantically complete attack language; 

using the semantically complete attack language as an input into a high level 

scripting environment to repeat an attack upon a computing environment; and  

determining a causal relationship between two or more events. 

 

2. The system for operating the anti-malware behavioral graph engine of claim 1, wherein the 

processor further performs a step comprising deriving a grammar of the attack language, wherein 

the grammar of the attack language comprises a body of rules. 

 

3. The system for operating the anti-malware behavioral graph engine of claim 2, wherein: 
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a sequence of two or more attack words represents a grammatically correct attack sentence; 

and 

the grammatically correct attack sentence represents one or more attacker actions to 

achieve one or more of the tactical attack goal and the strategic attack goal. 

 

4. The system for operating the anti-malware behavioral graph engine of claim 1, wherein the 

processor further performs a step comprising curating a dataset to develop a sufficient number of 

attack word labelling rules. 

 

5. The system for operating an anti-malware behavioral graph engine of claim 1, wherein the 

processor further performs steps comprising: 

monitoring one or more events obtained from a protected computing environment; and 

classifying one or more events. 

 

6. The system for operating an anti-malware behavioral graph engine of claim 1, wherein the 

processor further performs a step comprising building a model to predict one or more next attack 

words. 

 

7. The system for operating an anti-malware behavioral graph engine of claim 1, wherein the 

processer further performs a step comprising building a model to predict one or more next attack 

sentences. 
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8. The system for operating an anti-malware behavioral graph engine of claim 1, further 

comprising using one or more classification engines. 

 

9. The system for operating an anti-malware behavioral graph engine of claim 8, wherein the 

processor further performs a step comprising determining if at least one of an event or sequence 

of events represents a word in a defined lexicon of attack words. 

 

10. The system for operating an anti-malware behavioral graph engine of claim 8, wherein the 

processor further performs a step comprising using a natural language machine learning model to 

determine of provenance paths through a directed graph store of detected attack words represents 

semantically meaningful attack sentences. 

 

11. A computer-readable storage medium configured with data and programmed instructions 

which, upon execution by a processor, perform a method to detect malware in a computer network, 

the method comprising: 

developing a model from an attack language comprising two or more attack words wherein 

the model is operable to detect at least one of a complex attack and a multi-stage attack; 

semantically completing the attack language to describe one or more attack activities; 

predicting one or more of a tactical attack goal and a strategic attack goal from the 

semantically complete attack language; 

using the semantically complete attack language as an input into a high level scripting 

environment to repeat an attack upon a computing environment; and 

determining a causal relationship between two or more events.  
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12. The computer-readable storage medium of claim 11, wherein the method further 

comprising a step of deriving a grammar of the attack language, wherein the grammar of the attack 

language comprises a body of rules. 

 

13. The computer-readable storage medium of claim 12, wherein: 

a sequence of two or more attack words represents a grammatically correct attack sentence; 

and 

the grammatically correct attack sentence represents one or more attacker actions to 

achieve one or more of the tactical attack goal and the strategic attack goal. 

 

14. The computer-readable storage medium of claim 11, wherein the method further 

comprising a step of curating a dataset to develop a sufficient number of attack word labelling 

rules. 

 

15. The computer-readable storage medium of claim 11, wherein the method further 

comprising steps of: 

monitoring one or more events obtained from a protected computing environment; and 

classifying one or more events. 

 

16. The computer-readable storage medium of claim 11, wherein the method further 

comprising a step of building a model to predict one or more next attack words. 
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17. The computer-readable storage medium of claim 11, wherein the method further 

comprising a step of building a model to predict one or more next attack sentences. 

 

18. The computer-readable storage medium of claim 11, further comprising using one or more 

classification engines. 

 

19. The computer-readable storage medium of claim 18, wherein the method further 

comprising a step of determining if at least one of an event or sequence of events represents a word 

in a defined lexicon of attack words. 

 

20. The computer-readable storage medium of claim 18, wherein the method further 

comprising a step of  using a natural language machine learning model to determine of provenance 

paths through a directed graph store of detected attack words represents semantically meaningful 

attack sentences. 


