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function aR&hod, decryption method, and authentication information

assignment method, which carry out encryption or authentication
processing.
10

DESCRIPTION OF RELATED ART

In a system that uses block cipher to encrypt a bit stream
of media information such as voice information or image
15 information transmitted via a communication system, an original
bit stream (packet) A is provided with additional "0" bits C
(padding) so that the packet is aligned to an integer multiple
of a block length as illustrated in Fig. 1. Then, the bit stream
undergone the padding is converted to another bit stream using
20 a cryptographic key 106.

The bit stream D, which is transmitted after the encryption,
is decrypted to the original bit stream A using a decryption
key 106 at a receiving side.

When the encryption system is applied to authentication,

25 the original bit stream A is provided with additional
authentication information E, which is obtained by converting
the original bit stream A through a unidirectional function and
by encrypting the resultant data by an authentication key 202
as shown in Fig. 2, and is transmitted.

30 On the other hand, the receiving side generates data by



by encrypting the resultant data by an authentication key 202 as shown in
Fig. 2, and is transmtted. 30 On the other hand, the receivi ng21AUBUST 2006
generates data by 21 AUGUST 2006 2 applying the same unidirectional
function to the received original bit stream Then, the receiving side

aut henticates the sender of the receivwed bit stream by matching the
resultant data wth the authentication information attached to the original
5 bit stream As a nethod of perform ng such encryption or authentication
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10 of unimportant data. The technique decides the importance of
digital AV data by a transmitting unit, and selects an
authentication rule in accordance with the decision result.

On the other hand, Japanese patent application laid-open
No. 5-56034 discloses a technique that conceals a digital signal

15 on a digital signal transmission line in accordance with
particular secret codes. The technique detects pauses in an
analog voice signal, and changes the secret codes of the digital
signal successively in response to the detection result, thereby
concealing the digital signal.

20 The foregoing conventional encryption system or
authentication system, however, carries out encryption or
authentication of even a bit stream with a small number of bits
or a bit stream that can be cryptanalyzed easily. Therefore,
it is easy to cryptanalyze the ciphertext into the plaintext

25 by calculating the original bit stream in a round robin algorithm.
In other words, an intruder who tries to cryptanalyze can easily
get a pair of the plaintext and ciphertext, making it easy to
break the key.

In addition, carrying out encryption or authentication of

30 the entire bit stream to be transmitted will increase the



In other words, an intruder who tries to cryptanal yze can easily get a pair
of the plaintext and ciphertext, nmaking it easy to break the k&yaudusT 2006
addition, carrying out encryption or authentication of 30 the entire bit
streamto be transmtted will increase the 21 AUGUST 2006 3 overhead and
delay. Furthernore, the foregoing conventi onal encryption system or

aut hentication system has a problem of increasing the anount of the
information to be transmitted because of the padding 5 involved in the

encr ypovaerheadt apdadéitdayn of the authentication information. Moreover

t he conventional encryption or authentication nethod of the nedia
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Anot her object of the present invention is to provide an encryption
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met hod, and authentication information assignnent nethod capabl e of
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overhead because of the decision of the importance of the

10 contents to be transmitted, or the successive change of the

secret codes.
SUMMARY OF THE INVENTION

15 The present invention is implemented to solve the foregoing
problems. It is therefore an object of the present invention
to provide an encryption apparatus, authentication information
assignment apparatus, encryption method, and authentication
information assignment method capable of preventing a

20 cryptographic key or authentication key from being broken.

Another object of the present invention is to provide an
encryption apparatus, authentication information assignment
apparatus, encryption method, and authentication information
assignment method capable of reducing the overhead involved in

25 the encryption or authentication.

Still another object of the present invention is to provide
an encryption apparatus, authentication information assignment
apparatus, encryption method, and authentication information
assignment method capable of limiting an increase in the

30 information amount involved in the encryption or in adding the



Still another object of the present invention is to provide an encryption
apparatus, authentication information assignnent apparatus, engsAPESUSN2006
met hod, and authentication information assignnent nethod capabl e of
limting an increase in the 30 information anount involved in the encryption
or in adding the 21 AUGUST 2006 4 authentication information. According to
a first aspect of the present invention, there is provided an encryption
apparatus for encrypting and transmtting a bit stream of nmedia information
whi ch aitwntEcatdena infeematidiong ternminal, the encryption apparatus

conprising: neans_for deciding a type of the bit stream and _ nmeans for
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from bei ng broken. The type of the bit stream nmay be determ ned by
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ci phertext is cryptanalysis. Thus, it transmts the bit stream which does
not caref therbsitostafeantdecddedr thy thermbpnsakiony decpddsidl e to lint
an Inerease i hia Tt dan prevent the eryptographic key from being broken,

10 and reduce the calculation amount of the encryption. 1In
addition, it can prevent an increase in an information amount
involved in the encryption.

Here, the type of the bit stream may be determined by the
number of bits or difficulty in cryptanalysis.

15 Thus, it transmits the bit stream which can be cryptanalyzed
easily without encryption, thereby making it possible to prevent
the cryptographic key from being broken.

The type of the bit stream may be determined by difficulty
in restoration of the media information after a part of

20 ciphertext is cryptanalysis.

Thus, it transmits the bit stream which does not care
intrusion of a third party, thereby making it possible to limit
an increase in the information amount because of an overhead
or padding involved in the encryption process.

25 According to a second aspect of the present invention, there
is provided a decryption apparatus Comprising: means for
receiving a bit stream sent from a transmitting terminal; means
for deciding as to whether the received bit stream is encrypted

or not; and means for decrypting the received bit stream when

30 a decision is made that the received bit stream is encrypted.



or padding involved in the encryption process. 25 According to a second
aspect of the present invention, there 1is provided a decrypti ofy AUgPs1E2008
conprising: neans for receiving a bit streamsent froma transmtting
termnal; neans for deciding as to whether the received bit streamis
encrypted or not; and neans for decrygting the received bit stream when 30
a decision is nmade that the received bit streamis encrypted. 21 AUGUST 2006
5 Thus, it can decrypt the bit streamwhich is selectively encrypted in
accordance s t hettgpa dearyptbi thet beédms tidame, whbehddsr \geleot apedyat us
may further conprise nmeans for transmtting a bit stream.decrypted by the
means fesrccryptiedr bt |&¥§F=Q©danﬁ@céﬁl\ﬁfhgtlt1@rgﬁlm offhtke bid& drlergami-on
apparatus in accordance with the present invention can be not only
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i nvolved in providing 20 the authentication information. In addition, it
can pr separahbei imoease racehwemf ornmati on anount invol ved in providing the
10 According to a third aspect of the present invention, there
is provided an authentication information assignment apparatus
that provides authentication information toabit streamof media
information sent from a transmitting terminal, and sends them,

the authentication information assignment apparatus

15 comprising: means for deciding a type of the bit stream; and
means for providing the authentication information in accordance
with the type of the bit stream decided by the means for deciding.

Thus, it can prevent the authentication key from being
broken, and reduce a calculation amount involved in providing

20 the authentication information. In addition, it can prevent an
increase in the information amount involved in providing the
authentication information.

Here, the type bf the bit stream may be determined by the
number of bits or a degree of effect of tampering.

25 Thus, it transmits the bit stream, which does not care
tampering of a third party, without providing the authentication
information, thereby making it possible to prevent the
authentication key from being broken.

According to a fourth aspect of the present invention, there

30 1is provided an authentication apparatus comprising: means for



aut hentication information. Here, the type of the bit stream may be

determ ned by the nunber of bits or a degree of effect of tanparAUGUST2Z06
Thus, it transmts the bit stream which does not care tanpering of a third
party, without providing the authentication information, thereby making it
possible to prevent the authenticationskey from being broken. According to
a fourth aspect of the present invention, there 30 is provided an

aut henti cati on apparatus conprising: nmeans for 21 AUGUST 2006 6 receiving a
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Thus, |&ugﬁgn?tq%@m,,y i Reor{pf @kl on about whether the authentication
result is valid or not without processing the 15 packets after the

aut hent i cat iTHusoni t radat inkike Titee alititeaht cabitdompeded tibvaby dBrtHemit
conprise means f or transmtting the bit streamto a receiving term nal,
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in accordance with the type of the bit stream.

10 The authentication apparatus may further comprise means for
sending information about an authentication result obtained by
the means for authentication.

Thus, it can send only the information about whether the
authentication result is valid or not without processing the

15 packets after the authentication confirmation.

The authentication apparatus may further comprise means for
transmitting the bit stream to a receiving terminal, when the
means for making authentication gives an authentication result
that the received bit stream is wvalid.

20 Thus, the present invention can be implemented not only in
the case where the authentication apparatus is incorporated into
the receiving terminal, but also where it is constructed
separately from the receiving terminal.

According to a fifth aspect of the present invention, there

25 1is provided an encryption method performed by an encryption
apparatus for encrypting and transmitting a bit stream of media
information which is sent from a transmitting terminal, the
encryption method comprising the steps of: deciding a type of
the bit stream; and encrypting the bit stream in accordance with

30 the type of the bit stream decided.



20 Thus, the present invention can be inplenented not only in the case
where the authentication apparatus is incorporated into the repeAVGUST 2006
termnal, but also where it is constructed separately fromthe receiving
termnal. According to a fifth aspect of the present invention, there 25 is
provi ded an encryption nethod perforned; hy an encryption apparatus for
encrypting and transmtting a bit streamof nedia information which is sent
froma transmtting termnal, the encryption nmethod conprising the steps

of : deci di nAeccoygéngf totasixthsAspaat ahdlen@nesemy inreebitiost,r h@nen
accordance with 30 the type of the bit stream decided. 21 AUGUST 2006 7
Accor di¥g PBOYisled B sdpesiyPdriamdnetBedncompieising, theersteps pfovi ded a

decryption nethod cogg{isin%_the steps of: receiving by a decréption
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sevent h aspect of the present invention, there is provided an
aut hentégatirptdnf or mati on assignment nethod perfornmed by an authentication
i nformati on assignnent 15 apparatus that provides authentication information
to a bit stHewn: otheedeeryytoiomtmethedninakr duiraHemrsomptipe thenstap
and sends them the authentication information assignnent nethod
of transmitting a bit stream that is decrypted at the step of
10 decrypting from the decryption apparatus to a receiving
terminal.

According to a seventh aspect of the present invention,
there is provided an authentication information assignment
method performed by an authentication information assignment

15 apparatus that provides authentication information to a bit
stream of media information sent from a transmitting terminal,
and sends them, the authentication information assignment method
comprising the steps of: deciding a type of the bit stream; and
providing the authentication information in accordance with the

20 type of the bit stream decided.

According to an eighth aspect of the present invention,
there is provide an authentication method comprising the steps
of: receiving by a decryption apparatus a bit stream sent from
a transmitting terminal; deciding as to whether the received

25 bit stream is provided with authentication information or not;
and making authentication based on the received bit stream, when
a decision is made that the received bit stream is provided with
the authentication information.

Here, the authentication method may further comprise the

30 step of sending information about an authentication result



conprising the steps of: deciding a type of the bit stream and providing
the authentication information in accordance with the 20 type afaudgusTti200e
stream deci ded. According to an eighth aspect of the present invention,
there is provide an authentication nmethod conprising the steps of:
receiving by a decryption apparatus a gy t streamsent from a transmtting
termnal; deciding as to whether the received 25 bit streamis provided with
aut hentication information or not; and naking authentication based on the
recei veabtbaineldr edamthhesitep ddécimsilkingsamtitienthiatatihenr.ecei ved bit stream
Is provided with the authentication information. Here, the authentication
met hod may fihe Parthempicas iome meddad @Lﬁbff%tmﬁgcq)lﬂpﬁﬂ-@@c ithe @R odn
aut henti cation result V AUGUST 2006 8 obtained at the step of naking
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aut henty g4 jon key from being broken, and to increase the safety of the
comuni cation system 10 In addition, since it is not necessary to encrypt

or aut hentixatSrayagy tRAaked 1@ﬂésbbﬁt eliteramt i8R , O Ui Hepbkeatd 1 tHr ocess
are carried out selectively for each packet, the calculation anmount of the

encr yptpoaeventathbeskyptidgraplidcekkey canatitheaducsHit Conphe gdf woihhbkhieg
conventional apparatus. As a 15 result, it can reduce the overhead and the
proces$hngkenl,agnd to increase the safety of the communication system.
10 In addition, since it is not necessary to encrypt or
authenticate every packet and the encryption or authentication
process are carried out selectively for each packet, the
calculation amount of the encryption or authentication process
can be reduced compared with the conventional apparatus. As a
15 result, it can reduce the overhead and the processing delay.
Furthermore, it can limit an increase in the information
amount involved in the padding in the encryption or adding of
the authentication information.
The above and other objects, effects, features and
20 advantages of the present invention will become more apparent
from the following description of embodiments thereof taken in

conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
25
Fig. 1 is a diagram illustrating an example of a procedure
of conventional encryption;
Fig. 2 is a diagram illustrating an example of a procedure
of conventional authentication information assignment;

30 Fig. 3 is a block diagram showing a configuration of an



Furthernore, it can limt an increase in the information anmount involved in
the padding in the encryption or adding of the authenticati on 21AUBUSTt2006 .
The above and ot her objects, effects, features and 20 advantages of the
present invention will becone nore apparent fromthe foll ow ng description
of enbodi ments thereof taken in conjwurction with the acconpanyi ng draw ngs.
BRI EF DESCRI PTION OF THE DRAWNGS 25 Fig. 1 is a diagramillustrating an
exanpl e of a procedure of conventional encryption; Fig. 2 is a diagram

i |l ust eadryp thopy amtihe vt i aapiove dgsigohentnagpa vatisastthentf taston

I nformation assignnent 30 Fig. 3 is a block diagramshow ng a configuration
of an 2MbQIEEME04s TCepEdFpEeomidit hehei Paeisem isthyaRdAOppar at us of a
first enbodinment in accordance with the present invention, Fig. 4.is a

di agramil| Eéigr ath A§ & flﬁéﬁéﬁnhéﬂoldl%?‘é%F@goF tpapsmisgs e ‘?‘ﬁa'[“ﬁéef Pist
enbodi nent. ccordance Wi t sent .invention 1 9. di agram
11 ust Pt Jnfg F&H‘srﬁ%s‘?%‘ﬁ Baamy shIEIRgne ¥ daroraandi R 5o mant
in gcc 5ﬁ%ingresent invention; Fig. 5B is a diagramillustrating
atran ﬁlSSIOﬂ exanp D of a bit streamin the second embodi ment in

accordance il g 1§rSsﬁﬁhgfﬁﬁ”ﬁlﬂﬁstEthdﬁ'é-@rQhQﬁK§¥f3HE€&§HBWb“9 a

configurationof a decryptidn/authentication apparatus of a

embodi FNta iKYk t B6€LEAMNGH W dedded PEABOAL MdE M h Oé!ccordance with the
present invention;

Fig. 5B is a diagram illustrating a transmission example

10 of a bit stream in the second embodiment in accordance with the
present invention;

Fig. 6 is a block diagram showing a configuration of a
decryption/authentication apparatus of a third embodiment in
accordance with the present invention;

15 Fig. 7 is a block diagram showing a configuration of a
decryption/authentication apparatus of another embodiment in
accordance with the present invention;

Fig. 8A is a diagram illustrating an example of a
decryption/authentication apparatus for carrying out

20 notification processing in a still another embodiment in
accordance with the present invention; and

Fig. 8B is a diagram illustrating an example of a
decryption/authentication apparatus for carrying out
notification processing in another embodiment in accordance with

25 the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

The invention will now be described with reference to the

30 accompanying drawings.



15 Fig. 7 is a block diagram showi ng a configuration of a
decryption/authentication apparatus of another enbodinent in aqAUEIETRR06
with the present invention; Fig. 8Ais a diagramillustrating an exanpl e of
a decryption/authentication apparatus for carrying out 20 notification
processing in a still another enbodinepy in accordance with the present

i nvention; and Fig. 8B is a diagramillustrating an exanple of a
decryption/ aut henti cati on apparatus for carrying out notification processing
i n anot her enbodi ment in accordance with 25 the present invention. DETAILED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS The invention will now be descri bed
with r efERSRACEMBODIMENBO acconpanying drawi ngs. 21 AUGUST 2006 - 10 FIRST

EMBODI MENT Fig. 3 is a block diagram show ng a configuration of an
encryption/ Fk%hendi &8t PoP RSk gAkBLTragp PR AVEBIoR £9nEiguradiidyi ¢Enanin
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selecting either the encryption of a bit streamof nedia 15 information to
be transssbdted tidmithe theapseisidntheneydiméht may be incorporated into
a transmitting terminal, or constructed separately from the

10 transmitting terminal, or built as a node like a base station

between the transmitting terminal and a receiving terminal.
The encryption/authentication assignment apparatus 100

comprises an encryption/authenticaﬁion selector 102 for

selecting either the encryption of a bit stream of media

15 information to be transmitted from the transmitting terminal,
or the assignment of authentication information; an encrypting
section 104 for carrying out encryption of the bit stream; and
an authentication assignment section 106 for providing the bit
stream with the authentication information.

20 The encryption/authentication selector 102 decides the
type of the bit stream to be sent from the transmitting terminal.
When a decision is made that it is the bit stream to undergo
the encryption, the bit stream is transferred to the encrypting
section 104. In contrast, when a decision is made that it is

25 the bit stream to which the authentication information is to
be assigned, the bit stream is transferred to the authentication
assignment section 106. When the decision result indicates that
neither encryption nor authentication is to be made, the bit

stream is transmitted without change.

30 Here, the encryption/authentication assignment apparatus



or the assignnent of authentication information; an encrypting section 104
for carrying out encryption of the bit stream and an aut henti2&UGMST 2006
assignment section 106 for providing the bit streamw th the authentication
i nformati on. 20 The encryption/authentication selector 102 decides the type
of the bit streamto be sent fromthe tfansmtting termnal. Wen a
decision is made that it is the bit streamto undergo the encryption, the
bit streamis transferred to the encrypting section 104. In contrast, when
a deci dithh funghdenshasi thes edcnyptbon asppsamtws wairclauttiemtidattiosat i on
information is to be assigned, the bit streamis transferred to the

aut hentinzerpatigssiagskanmead: appavatuphas tdef teefdsisn theuwlaimgi-cat es
that neither encryption nor au hegt@ircation is to be made, the bit stream

i s transm t 6K W t ABUEXATRR. O80ther OPSTRELAR PFt it aut henti cati on

[ t t 1 AUGUST .2006_ 100 f ti th '
eopar ath Ty BRAPRY AT AT bR CA it e O RER A EL AT AL HElhePened i n
th | 8] , f ti f th
engr‘%)C/pﬁ%?ﬁ%?égnt@c%a}ﬁggﬁégg%#mhﬁ? Olg%ggr 1'3111(:)'330100 \?vi Il be 5 described with

reference tCIrFi1§he#ﬁkgew_&ﬁﬁééﬂhgﬁ@quﬂ’@n%{/pétht Xhe ‘an%P%?t%SBBYBtﬂ on

or authentication ormation 1s 1dentified t he nunber o or the

di ffi cldivhéntscurtidial MsfSrmakti®on aBPAddME PREHCHS tRe REmbedNSW blied a
bit streamwith a small nunber of bits or a 10 bit stream that can be

crypt arat ytiesl a1 guil s ynhh epgpyRinedl yois pr odhded ambhgt hheaphb&ettscata on
I nformation. In the exanple as shown in Fig. 4, a voice streamis being
sent fren thensmitdied i agbitr strglanso0itly ahsmaddeinpmier e fi haks 4302 in
whi ch bl ock 412 is a packet of the voice_stream A bit

10 bit stream that can be cryptanalyzed easily is not encrypted
or provided with the authentication information.

In the example as shown in Fig. 4, a voice stream is being
sent from the transmitting terminal 300 to the receiving terminal
400, in which block 412 is a packet of the voice stream. A bit

15 stream of the voice stream includes speech bursts 302 and speech
pauses 304. The speech pauses 304 include noise information or
the like and have a short packet length. Accordingly, when the
ciphertext of these sections is intruded, it will be easily
broken.

20 In view of this, although the speech bursts 302 are subjected
to encryption or provided with the authentication information,
the speech pauses 304 are not,‘ and are sent without change. The
encryption/authentication selector 102 in the
encryption/authentication assignment apparatus 100 as shown in_

25 Fig. 3 carries out this selection by making a decision for each
packet to be transmitted as to whether it is a speech burst or
a speech pause.

Thus carrying out the encryption or the assignment of the

authentication information selectively in accordance with the

30 type of the bit stream can prevent the cryptographic key or



15 stream of the voice streamincludes speech bursts 302 and speech pauses
304. The speech pauses 304 -include noise information or the |20GUST 2006¢
a short packet length. Accordingly, when the ciphertext of these sections
is intruded, it will be easily broken. 20 In view of this, although the
speech bursts 302 are subjected to enczyption or provided wth the

aut hentication information, the speech pauses 304 are not, and are sent

wi t hout change. The encryption/authentication selector 102 in the )

encr yptawkrentigatdantiesn HEempeihg bppkea uambd imitRRninareaseriq 3
carries_out thi sé%”ection by maki ng a decision for each packet to be
transmvfeedo‘ﬁr?‘@ ether it is a speech burst or a speech pause. Thus
carrying out the encryption or the assignnent of the authentication

i nformati on selectively in accordance with the 30 type of the bit stream

can preggg@) h ofPhMeaPhi ¢ key or 21 AUGUST 2006 - 12 authentication
key from ell\utr)]ggylré(r)ken, a'gd limt an increase in the overhead. SECOND

EMBEDI MENT 3| R d1& 8508 Grfdb@ 9BRE, thetiyeeos thft%_eb@itt sEireldinod thie

media information is classified according to'the difficulty in restoring

the orimgedah Rfbamatfiynald &L a4 ef ibheacphiliR)tto ithdariypieditihun the
bit streamis not encrypted fromwhich it is difficult to restore the

ori gi natesediranignftiverain ioni adnméfiaf iafeamiabiohhafimert ithe mashertext
constituting the bit stream is cryptanal yzed. The present enbodi nent can
al so utisidecryiptedncr Fpuisonthgublidnsiteetdnon s a9 tyengryppedr Erom wbd chs

shown in Fig. 3 as the foregoing enbodi nent. L .
it is difficult to restore the original media information even

10 if a part of the multiple packets constituting the bit stream
is cryptanalyzed. The present embodiment can also utilize the
encryption/authentication assignment apparatus 100 as shown in
Fig. 3 as the foregoing embodiment.

Referring to Figs. 5A and 5B, an example of the operation

15 of the encryption/authentication assignment apparatus 100 with
the configuration as shown in Fig. 3 will be described.

In the example as shown in Fig. 5A, a transmitting terminal
300 transmits motion picture information to a receiving terminal
400 according to MPEG1. 1In MPEG1l, to carry out the bidirectional

20 prediction of amotion picture (backward prediction froma future
reference picture and forward prediction from a past reference
picture), three types of pictures are defined: I-pictures (Intra
coded pictures) 406, P-pictures (Predictive coded pictures) 402
and B-pictures (Bidirectionally predictive-coded pictures) 404.

25 Among the three types of pictures, the I-pictures 406 are an
intra-frame coded picture, from which the original bit stream
can be easily restored if this type of the bit stream is broken.
On the other hand, the P-pictures 402 and B-pictures 404 are
a prediction coding picture consisting of the difference data

30 betweenmultiple motion pictures. Accordingly, it is difficult



Referring to Figs. 5A and 5B, an exanple of the operation 15 of the
encryption/ authentication assignnent apparatus 100 with the OAUGYSTR006N
as shown in Fig. 3 will be described. In the exanple as shown in Fig. 5A a
transmtting termnal 300 transmts notion picture i.nformation to a
receiving termnal 400 according to-MEGL. In MPEGL, to carry out the
bidirectional 20 prediction of a notion picture (backward prediction froma
future reference picture and forward prediction froma past reference

pi ct ur &P, newtare yohe ofigived aedia rformatiomiesten esf (Omiyatheobdd

pi ctures) 406, P-pictures (Predictive coded_pictures) 402 and B-pictures
(Bi di r S&GeHRI Py ShedectiYRe s c888d GFXRtRB2)1YZ@4 - 25 Anong the three types

f pict t he |-pict 06 iLntra-f ded pi L f
ahi ch' the. ofPiitral T 1 SUEEah - eB e pEheRt AT LaRoPed aqten {08 i e

oL, S B PRl B2 ObRER M o BAELILES AR EBigl S s
hetgeehB! 14 e FBLLOR Qe it e ok Sofl BIGHIEe 2 UCHST

streamyyf HMa86mi¥Red .ar eheypPlianal ¥Redypthny ddiet £8Ar 1P YHAypeBt igati on
selector 102 in the encryption/ authenfication assignnent apparatus 100 as

shown iwherdb ft0is3tecimgsi¢barp Aog £ tometiné bhReTtHamd pi abufdtlatiet 0 be
transmtted. Then, the encrypting section 104 encrypts it when it is the

| - pi ct Pr-pdBures 402 anmdd-paotnres #6d ,t hheyPamec t raesmiO2t @eddv Bepoattur es

404, they are transmtted without being transfornmed through the encryption.
10 Suctpeing otranskgrmad | through ithe eemeryptile®n i nf ormati on anount by the

over head and padding involved in the encryption . . .
10 Such a processing can limit ah increase in the information

amount by the overhead and padding involved in the encryption
process.
Although the present embodiment is described by way of
example of MPEGl, the present invention is also applicable to
15 MPEG2 or MPEG4 that utilizes different types of pictures such
as I-pictures, P-pictures and B-pictures as MPEGL1.
The following examples are a few applications of the present
embodiment.
When transmitting a file from the transmitting terminal 300
20 to the receiving terminal 400 by multiple packets, only one
packet 602 among the packets 612 constituting the file can be
encrypted and transmitted as shown in Fig. 5B. In this case,
the original file cannot be restored by using only the
information contained in the packets that are not encrypted.
25 As an example of a portion to be encrypted, there is a packet
including configuration information for file compression. 1In
this case, the original file cannot be expanded from the
remaining packet.
Alternatively, it is possible to divide the types of the

30 bit streams according to the number of bits or the degree of



process. Although the present enbodi nent is described by way of exanple of
MPEG , the present invention is also applicable to 15 MPEQR orz21MUcsHsT 2006
utilizes different types of pictures such as |-pictures, P-pictures and
B-pictures as MPEGL. The foll ow ng exanples are a few applications of the
present enbodi ment. When transmtting;a file fromthe transmtting term nal
300 20 to the receiving termnal 400 by nultiple packets, only one packet
602 anong the packets 612 constituting the file can be encrypted and

t r ansnmeafifeeichsofHoampeninigy. asil tionpeliforase seleet bongbnalcesd dncsmedt be
restored by using only the information contained in the packets that are not
encr yptedianper Ashalk Exgipide It Hiwramokhas Béseﬁéftyﬁp}f%@ffﬁéﬁee"@na ifacket
i ncl udi ntgqconfl guration information for file conpression. this case, the

ori gi nat |P@r5aﬁh’i’(ﬁe%°%§p ATRETIRG tRe Ot RE Yﬁﬂeﬁa&@eﬁ Wheer nati vel y,
t to,divid he t h 30 Dhi.t st dj to th

nunber OTERPRE16R LA (EntBEmatiih % Be ofgmbLe 1 f R RutHE 1 driBrhg
d t iy
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that h ect eve oes’‘ta rovi ded
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i nformation I's aSS|gne to user informat’on, |ng|nforn'at|on

confi guétd adafiyet i ef @nﬂajrerédCbbﬂq.Slg)fstQ:élarﬂeo Ohl€h8) o8her hand base
| ayer of a layered coding stream On the other hand, the authentication

I nf or retherawshent iwadviaredinHosmatdlorpdissaot mfnmmadedntof speechc pastgeeam
P-pi ctures and B-pictures or
information of a voice stream, P-pictures and B-pictures or
10 higher layer pictures in the layered coding.

For example, in the layer coding of video or voice, although
the base layer can offer a certain degree of media quality, the
enhancement layer is useless when separated from the base layer,
and offers a higher media quality in combination with the base

15 layer. Thus, only the base layer is encrypted, and the
enhancement layer is transmitted without being transformed
through the encryption.

The layered coding can be achieved by means of different
spatial resolution (for example, QCIF for the base layer, CIF

20 for the enhancement layer, etc.), or of different temporal
resolution (10 frames/s for the base layer, 20 frames/s for the
enhancement layer, etc.).

Such a processing can curb an increase in the information

amount due to the overhead and padding involved in the encryption

25 process.

THIRD EMBODIMENT
Fig. 6 is a block diagram showing a configuration of a
decryption/authentication apparatus applicable to a

30 communication system in accordance with the present invention,



10 higher layer pictures in the |ayered coding. For exanple, in the |ayer
coding of video or voice, although the base |ayer can offer a ZieAUGUIST 2006
degree of nedia quality, the enhancenent |ayer is usel ess when separated
fromthe base layer, and offers a higher nmedia quality in conbination wth
the base 15 layer. Thus, only the basaesl ayer is encrypted, and the
enhancenent layer is transmtted w thout being transforned through the
encryption. The | ayered coding can be achi eved by neans of different

spat i alwhaebl ghiosrs (droly exapprt ionCire ¥evanhetbatbel prasertk Fingenftgron he
enhancenment |ayer, etc.), or of different tenporal resolution (10 franes/s
for the baselfaydecryptiienianihenti¢rtieRhapPakalus ¢80, Mak he Such a
processingﬂcan curb_an %ncrease in the infornation amount. due tqQ the

over heatNGREPPEFA G +h ?I@Eff?@%ﬁénﬂﬂéﬁﬁﬂ¥Qﬁ Z?rpﬁﬂﬂﬁﬁfu?PP D

EMBODI MENT_Fi Q. 6. i ' | ' ' .
C\CD VENT e % iy LI SLan AMSDOAg 8 Ol BRIV RIS e
0 30C05gaReR L §OaB S Tad NUgRL O P AUELST A0 pediectiath Shovs
only a portion relevant to the present Jnvention. o The

decrypt ¢ pahamiRain§at b ehinRPAIM dSa2@JBW ity tBeAIRYRIed into a _
receiving termnal, or constructed separately fromthe receiving term nal

Al ternativelyhei 8etiypt fen @it hewteicc#6iénnappasiatiuas2 @0 besapstiaidPman
between a transmtting termnal and a receiving termnal. The
decr yptaohhentthierd t tanidetappara02 268 detpcritiesy dha tadhies reicedtveah bit
detector 202 for detecting that the received bit
stream is provided with the authentication information; an
10 authentication confirmation section 204 for making
authentication of the received bit stream; a cipher detector
206 for detecting that the received bit stream is encrypted;
and a ciphertext decryption section 208 for carrying out the
decryption process of the received bit stream when it is
15 encrypted.
The bit stream received by the decryption/authentication
apparatus 200 is supplied to the authentication detector 202
that detects its authentication information. When it is
detected, the bit stream is supplied to the authentication
20 confirmation section 204. Then, the bit stream in which the
authentication information is not detected, or the bit stream
the authentication confirmation section 204 authenticates is
transferred to the cipher detector 206. The cipher detector 206
detects whether the bit stream is encrypted or not. When it
256 includes the ciphertext information, the received bit stream
is supplied to the ciphertext decryption section 208 to be
decrypted and then transmitted to the receiving terminal. When
the cipher detector 206 does not recognize that the bit stream

is encrypted, the received bit stream is transferred to the

30 receiving terminal without change.



streamis provided with the authentication information; an 10 authentication
confirmati on section 204 for nmaking authentication of the receikdGUBT R006
stream a cipher detector 206 for detecting that the received bit streamis
encrypted; and a ciphertext decryption section 208 for carrying out the
decryption process of the received bitist+eamwhen it is 15 encrypted. The
bit streamreceived by the decryption/authentication apparatus 200 is

supplied to_the authentication detector 202 that detects its authentication
i nfor mat i onWhafenthe iafozmatien, isndnanstersamh e aqnpingdtoo the IP

thentjicati 0 fi [ ' 04. Then, th |t st, I n which
the - aUtTEFEFESE S5 bR b | GG SeigreEPBCPdd i HENSRE A BAAR the

t hent.i ' fi ' ti Qn. . aut ticat ' t f dtoth
ci phor ik erTgr 1806 e AREReR AT 51 80 ee”c&'eqct‘é%fizaéet féfd‘f Bebit | ﬁ?r eam
IS encr NQte n : S e |§Hg¥ o] e
receivé%§%§€tg?Pe§% %ﬂ?l%%%F%§$%§§t E%ghgﬁ'ext dgéﬁﬁgﬁéﬁfgéﬁtﬁgﬁ 208 to

be sdecsyptedaaddtibenréFarsiind @d thd 1P heRiert HAdEA Nt Hatne WERe it/
ci pher detector 206 does not recognize that the bit stream is encrypted,

the recrivgey bor sixagnes t$pashieied 1y, thefd@riensi ¥onPheepfdtabcydt hout
change. 21 AUGUST 2006 - 16 When the information is transferred according
t o t he diinbérntentatingdtiatothe tpeoteicylT ain ot heh&Pahietasidr cathey can
informati on by the authentication detector 202, and the detection of the
encr yptreeognieke whigieer dehectdrt 20ereaw 3scendryipbed . bpn efhering to the

| P header added to the received data, for exanple. Specifically, referring
to the Pibhepication information is provided. They can also detect

10 them by the "payload type” in the RTP (Real-time Transport

Protocol) header.

FOURTH EMBODIMENT
The fourth embodiment relates to a combination of the
15 encryption/authentication assignment apparatus 100 as shown in
Fig. 3 with the decryption/authentication apparatus 200 as shown
in Fig. 6.
The encryption/authentication selector 102 of the
transmitting terminal 100 decides the type of the bit stream
20 to be transmitted from the transmitting terminal. When a
decision is made that it must undergo encryption, the bit stream
is transferred to the encrypting section 104. In contrast, when
a decision is made that it must be provided with the
authentication information, the bit stream is transferred to
25 the authentication assignment section 106. When a decision is
made that it need not undergo the encryption or authentication,
the bit stream is transferred without being transformed.
On the other hand, the bit stream received by the
decryption/authentication apparatus 200 is supplied to the

30 authentication detector 202 that detects its authentication



nunber contained in the "protocol™ in the IP header, they can recognize
whet her the bit streamis encrypted, or the authentication inf@tAQGUST 2066
provi ded. They can al so detect 10 them by the "payl oad type" in the RTP
(Real -tinme Transport Protocol) header. FOURTH EMBODI MENT The fourth
enbodi ment relates to a conbination ofithe 15 encryption/authentication
assi gnnent apparatus 100 as shown in Fig. 3 wth the decrypt ion/

aut henti cation apparatus 200 as shown in Fig. 6. The

encr ypiindorRahiani cafhen i1b/edatacobeds the bit stvwreaniiy transferredo

decides the type of the hit stream 20 .to be transmtted fromthe
transaaﬂi A heRr 1ot P CRRELFBAtIORRCERAR 20 4musti iR ybast.

oneT YL Pl SR OSSR B PEo A BA PSR LAl 11
suhenticiald ol BEOUIR eIy el SICOT! SR SEARR RS |,

not Un%%t@ibﬂ@fcﬁﬂ&%hptdd}{‘fmeﬁ‘t!tif&‘?ﬁtéééﬁmﬁy zot4h%b§)i Suppliden It t£Rast erred

wi t hout being transfornmed. On the other hand, the bit streamreceived by the

decrypldigHeit debbeald QD EAPPANA USipRBr Setditdrd206 HBeEecths whether
aut hentication detector 202 that detects its authentication V AUGUST 2006 -

17 i nfttreredi bnstbem iis i sndeypdied, ot heobi.t Wheeamt sincdadeer ridte to the
aut henti cation confirmation section 204. In contrast, the bit streamin
whi ch dieharbesti tafoamatrion nethenceécenved bdttesttarttam isheswppliededm t hat
is authenticated by the 5 authentication confirmation section 204 is
suppl | &he giphertext decryption section 208 that decrypts it, followed
10 by transmitting it to the receiving terminal. When the cipher
detector 206 does not detect that the bit stream is encrypted,
the received bit stream is transferred to the receiving terminal

without change.

15 OTHER EMBODIMENTS
Although the foregoing embodiments are described by way of
example of the encryption/authentication assignment apparatus
100 as shown in Fig. 3, the order of carrying out the encryption
and the assignment of the authentication information is not
20 limited to this. For example, as shown in an
encryption/authentication assignment apparatus 600 as shown in
Fig. 7, the order of the authentication assignment section 106
and the encrypting section 104 may be reversed.
Likewise, although the foregoing embodiments are described
25 Dby way of example of the decryption/authentication apparatus
200 as shown in Fig. 6, the order of carrying out the
authentication confirmation and decryption is not limited to
this. For example, as shown in a decryption/authentication
apparatus 602 as shown in Fig. 7, the ciphertext decryption

30 process may precede the authentication process.



ci pher detector 206. The cipher detector 206 detects whether the bit stream
is encrypted or not. Wien it includes the ciphertext infornati2eauGuUISE 2006
received bit streamis supplied to the ciphertext decryption section 208
that decrypts it, followed 10 by transmtting it to the receiving term nal
When the ci pher detector 206 does notjgdetect that the bit streamis
encrypted, the received bit streamis transferred to the receiving term nal
wi t hout change. 15 OTHER EMBODI MENTS Al t hough the foregoi ng enbodi nents are
descri bed bylueynativehypl endfy ttiee enesyitti dmdbcahéng cdié theasshgnnent
apparatus_ 100 as shown in Fig. 3, the order of carrying out the encryption
and th§u§§9Qﬁﬁﬁﬁﬁ1@P ﬂﬁe9ﬂﬁﬁ%ﬁtl&ﬁnﬂﬂﬁ|m#ﬁrﬁﬁuﬂﬂf4%lﬂ6tWlﬂ@Q“?ﬂted to

this. For exa as sho enc tion t.hentjcation _as nprent
appar aPLOEEE LS SHBRNBRReH e%hﬁgragrﬁsn%tw%?neﬁpné&tr Ton.
assign nt s ection 10 and the enc sec e reve
P 2ol twﬁl%r%g%%ﬁalg 1850, 904 r fBYpsSa R vﬁ’ﬁgof

I
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apparatus 602 as shown 1n Fig. 7, the ciphertext decryption 30 process my

precederbigsfathedtts a retdiwirgSapyl AEIbr2 003 w1t1'ﬁ)u’é\|dl'ﬁirlf@éla/.'@d)ﬁg only
the result indicating whether the authentication is correct or not may be

noti fi edtl tihofvrmatdoes Hrgnt bhepacktdientaf tat ibine appdeatinisatioon
confirmati on. For exanple, when a receiving term nal 802 incorporates the
indicating the authentication result by the authentication
10 confirmation section 204 (for example, when the received bit
stream is valid, the information indicating that it is valid).
When the decryption/authentication apparatus 200 is separated
from the receiving terminal 802 as shown in Fig. 8B, the
notification processing is achieved by sending a notification
15 from the decryption/authentication apparatus 200 to the
receiving terminal 802.

The present invention has been described in detail with
respect to preferred embodiments, and it will now be apparent
from the foregoing to those skilled in the art that changes and

20 modifications may be made without departing from the invention
in its broader aspect, and it is the intention, therefore, in

the apparent claims to cover all such changes and modifications

as fall within the true spirit of the invention.



5 decryption/authentication apparatus 200 as shown in Fig. 8A, the packets
transmtted fromthe transmtting term nal 801 are transferredkitAUGUST 2006
receiving application 8 0 3 without change along wth information fromthe
aut henti cati on apparatus 200 indicating the authentication result by the
aut hentication 10 confirmation section 204 (for exanple, when the received
bit strewn is valid, the information indicating that it is valid). Wen
the decrypt ion/ authentication apparatus 200 is separated fromthe
receiving termnal 802 as shown in Fig. 8B, the notification processing is
achi eveHB' slEhdChyIMEROtIS i cati on 15 from the decryption/ authentication
apparatus 200 to the receiving term nal 802. The present invention has been
described in detail with respect to preferred enbodi ments, and it will now

be appa ent ram in Skl t he t_that nges and
20 nodi |catﬁ§nsré%yéﬁgﬁa %Rﬁ%%é?@g t|ng ¥P%ﬁpgh§uﬁiv%%?g Wleﬁﬁh
broaderaaﬁ%%ﬂstﬁégm'bﬂ5%é&¥b'ﬂh%@@matléﬂewﬁﬁ%hﬁ1ér%ehﬁeﬁﬁﬁﬁ”£nt cIarns
to cover all such changes and nodifications as fall within the true spirit
of the tmaermiontiRg ABUSNLDP6saidl \&MATT 1St ChAl MripdSatis An encryption
apparatus for, encrypting and transmtting a bit streamof nedia information
which | SOTEHIS¥ It a transnitting terninal, said encryption apparatus

conprising: neans for_ deciding th nunbe of b dlff t
Crypt anal ysi BEBY HEh SSCLAI SR8 ROGREH G cREPFptindtt HE bt 2t idhm
whi ch '%ﬁ%ﬁ%éﬁ%ﬁf@is'%EgQﬂMQrbﬂEr%ﬂyéémFUAﬁdt0 cryptanalyze than a
means for encrypting the bit stream which is decided as
longer or more difficult to cryptanalyze than a

predetermined criterion by said means for deciding.

2. An encryption apparatus for encrypting and transmitting
a bit stream of media information which is sent from a
transmitting terminal, said encryption apparatus
comprising:

means for deciding difficulty in restoration of the
media information after a part of ciphertext is
cryptanalyzed; and

means for encrypting the bit stream which is decided as
more essential for restoration than a predetermined

criterion by said means for deciding.

3. An authentication information assignment apparatus that
provides authentication information to a bit stream of
media information sent from a transmitting terminal, and
sends them, said authentication information assignment
apparatus comprising:

means for deciding the number of bits or a degree of

effect of tampering of the bit stream; and



predetermned criterion by said neans for deciding. 2. An encryption
apparatus for encrypting and transmtting a bit stream of nedia AugusTabeon
which is sent froma transmtting termnal, said encryption apparatus
conprising: neans for deciding difficulty in restoration of the nedia
information after a part of ciphertext j cryptanal yzed; and neans for
encrypting the bit streamwhich is deci“ded as nore essential for
restoration than a predetermned criterion by said nmeans for deciding. 3.
An aut hentication information assi gnnment apparatus that provides

aut hent i cat i meanrs dromt ppovtia@indpi thet beamstfreamdiva iiaif of satleed deehtad rom a
transmtting termnal, and sends them said authentication information

assi gnmeRNJISIHRIF Las BesS i efhgctntahShortaupediinyg the FadsemMeAndits or a
degree @f _ effect.of tanperi.ng of the bit strea nd 21.AUGUST 2006 20
means fgprbdéﬁ%éﬁﬁgtW&ﬂ%ttggragﬁhﬁHQﬂF?Elagcgéé}EEa%F8ngr or has nore
effect by the tanpering by said neans for deciding with the authentication
information. 4. An encryption nmethod performed by an encryption apparatus
for encaypti hg @ntry@Ensont rethed bperforemd dby ardieadmpet hehi on which is
sent froma transmtting termnal, said encryption nethod conprising the
st eps ofPra&@ g ohe em@mIErt bgbpfsl GrramsNLEGLng id biEFyptaiedysPs of the
bi t streagy and gncrggting t.he bit stream which i% decideg as | onger or
media informatiomr which is sen rom a transmitting
terminal, said encryption method comprising the steps of:
deciding the number of bits or difficulty in
cryptanalysis of the bit stream; and
encrypting the bit stream which is decided as longer or
more difficult to cryptanalyze than a predetermined

criterion.

5. An encryption method performed by an encryption
apparatus for encrypting and transmitting a bit stream of
media information which is sent from a transmitting
terminal, said encryption method comprising the steps of:

deciding difficulty in restoration of the media
information after a part of ciphertext is cryptanalyzed;
and

encrypting the bit stream which is decided as more
essential for restoration than a predetermined criterion by

said means for deciding.

6. An authentication information assignment method
performed by an authentication information assignment
apparatus that provides authentication information to a bit
stream of media information sent from a transmitting
terminal, and sends them, said authentication information

assignment method comprising the steps of:



nore difficult to cryptanalyze than a predetermined criterion. 5. An
encryption nethod perfornmed by an encryption apparatus for ennWiGUusT 2006
transmtting a bit streamof nedia information which is sent froma
transmtting termnal, said encryption nethod conprising the steps of:
deciding difficulty in restoration of the nmedia information after a part of
ci phertext is cryptanalyzed; and encr;%ltl ng the bit streamwhich is decided
as nore essential for restoration than a predeterm ned criterion by said
means for deciding. 6. An authentication information assignnent nethod
perforned bydeniaitrkentheahuaibdmnfof maiten cass giegnee afpashfastt ot

provi des authentication information to a bit stream of nedia information
sent froamReriaEwtt the hle‘? n$h§13amandir§i:nds them said authentication
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deci di ng t hePhE¥HERE b Fs & %?‘Bew é’ffle%t SFlszfﬁpae?' gReF4 I bi t
stream d i h i i I nor e
ef f ect gg ertséén%fe??ﬁg E)sttgll Esgl se dbi %?%éid(?ﬁv’ﬁ Egﬁglﬁ elnq?lg tion
i nfor mthLQh the authentication informatlon.



