A client is enabled to receive nenber services, at the
time of asking an outsourcing business for the
services, while keeping the nenber information secret

from t he out souapit¥FEyHIUBHITES S @i S tdEE tH Ny

comrunl cati on W|th the us
sefi? %? EEBevi ce

data t & sourcing b g
outso%g: M,Al?ﬁgllél ness devi

Ty
AL <&

/3 5’ | r\

BEL lﬂmuml@ﬁlﬂll[ll@yll_ﬂlllﬁﬂlllﬂﬂlﬁm||I1I]|Iﬂ|||||||||I|I|I|||II|||I||II|

the time of using the

verifies .o mmames

2006 ££12 28 B (28.12.2006) PCT WO 2006/137250 Al

(51) B 48 ZAETH7%15 BERERKK SR Tokyo JP). £
HO4L 9/32 (2006.01) GO6Q 10/00 (2006.01) # HE (SAKO, Kazue) [JP/JP]; T 1088001 B A&
GOGF 21/20 (2006.01) GO6Q 50/00 (2006.01) RZATH 7% 185 BRERHEALXELHLA Tokyo (JP).
GOGF 21/24 (2006.01) (74) REA: T BX, S (MIYAZAKI, Teruo et al.); T

21) ERFHEES: PCT/IP2006/310909 1070052 RAHERAR 1 TEOE 2085 %168
(22) EFEHER: 2006 45 A31 B (31.05.2006) :u;g ;BE T"k;yo (JI:)E?.U P
= . (8D #§ (RTROGEWVRY, £TOEED EN

(25) EIFXHRERO S 5 BAEE AEE): AE, AG, AL, AM, AT, AU, AZ, BA, BB, BG, BR,
26) EEABEOEE: HAiE BW, BY, BZ, CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM,
30) BEAETF—5: DZ, BEC, BE, EG, ES, FI, GB, GD, GE, GH, GM, HR, HU,

$5/E2005-183560 2005 £&E6 A23 H (23.06.2005)  JP

HEEA CKEZBR < 2TOEERIZOLD): BERER
¥ X421 (NEC CORPORATION) [JP/JP]; T 1088001
ERHERZATH 7% 15 Tokyo (JP).

(72) #BAE; E XU
(75) #BAB/HEAN (RBEIZDOWTOH): KB &EF
(YONEZAWA, Shoko) [JP/JP]; T 1088001 B Jt ¥} i# X

()

ID,IL, IN, IS, KE, KG, KM, KN, KP, KR, KZ, LC, LK, LR,
LS, LT, LU, LV, LY, MA, MD, MG, MK, MN, MW, MX,
MZ, NA, NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RU,
SC, SD, SE, SG, SK, SL, SM, SY, TJ, TM, TN, TR, TT,
TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM, ZW.

84 EEE ETOLEWRY, £ TOEHEOLEFENT
&E): ARIPO (BW, GH, GM, KE, LS, MW, MZ, NA, SD,
SL, SZ, TZ, UG, ZM, ZW), 1— 35 L 7 (AM, AZ, BY,

[FEH]

PROGRAM

1 2
! FORU—L U HREEE |

AR 201
218

7101 104 107 ||

3 , 307
! L —JBes| |- 2ER

~ | [ | i
e Ll o1—78% || [v—caam
: |smme;|—-{ pancs 4 |e
: 306 305 304
| NEESE

1... CLIENT DEVICE

101. GROUP KEY CREATION UNIT

102. PUBLIC INFORMATION DISCLOSURE UNIT
103. MEMBER REGISTRATION KEY STCRAGE UNIT
104. OPENING KEY STORAGE UNIT

105. MEMBER REGISTRATION UNIT

106. MEMBER INFORMATION STORAGE UNIT
107. SERVICE LOG RECEPTION UNIT

108. SIGNER SPECIFICATION UNIT

2... OUTSOURCING BUSINESS DEVICE

201. PUBLIC INFORMATION STORAGE UNIT
202. SERVICE PUBLIC UNIT

203. SERVICE PROVIDING UNIT

204. GROUP SIGNATURE VERIFICATION UNIT
205. SERVICE LOG STORAGE UNIT

206. SERVICE LOG PROVIDING UNIT

3... USER DEVICE

301. SUBSCRIPTION UNIT

302. MEMBER CERTIFICATION STORAGE UNIT
303. GROUP SIGNATURE KEY STORAGE UNIT
304. SERVICE SELECTION UNIT

305. GROUP SIGNATURE CREATION UNIT

306. RANDOM NUMBER CREATOR

307. SERVICE REQUEST UNIT
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(57) Abstract: A client is enabled to receive member services,
at the time of asking an outsourcing business for the services,
while keeping the member information secret from the outsourc-
ing business, and without any communication with the user. At
the time of using the services, a user device (3) transmits group
signature data to an outsourcing business device (2). The out-
sourcing business device (2) verifies the group signature data
by using the public information of a client device (1). When the
verification is satisfied to confirm that the user device (3) is a
member of the client device (1), the outsourcing business de-
vice (2) provides services for the user device (3).
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the group signature data by using the public
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