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METHOD OF AND SERVER FOR DETECTING ASSOCIATED WEB
RESOURCES

TECHNICAL FIELD

[001] The non-limiting embodiments of the present technology relate to the field of
network technologies in general, and more specifically, to method of and server for
detecting associated network web, in even more particularly, to detection of potentially

malicious network resources.
BACKGROUND

[002] One of examples of an area where searching for associated objects in a network can
be useful is searching for malicious infrastructure detection, used by malicious individuals
(such as intruders). There are many ways of the intruder’s host concealment: use of
“hacked” routers, proxy servers layered systems, malicious data transmission channel
encryption, malicious data encryption, tunneling and others. That is why effective and
versatile cyber security tools are necessary, allowing for quick detection of an object

associated with a network infrastructure of interest.

[003] Connection between the network resources can be detected by their unique
identifiers. One example of such identifiers is a cryptographic protocol. They are widely
used protecting data transmitted by various networks and provide the data source, data
transmission parties authentication functions, data confidentiality and integrity,
impossibility of access denial and privileges. One of approaches to the botnets concealed
nodes is based on the assumption that the intruders use the standard cryptographic

protocols. Such protocols are implemented above any other application level protocol.

[004] The SSL and SSH cryptographic protocols are widely used these days, often used
together with the HTTP protocol. These protocols are configured to establish secure
communication channel for confidential or sensitive information transmission. Both
protocols use the Public Key Infrastructure — set of tools, distributed services and

components cumulatively used for private and public keys based crypto-tasks supporting.

[005] The SSH (Secure Shell) protocol allows to establish a secure communication

channel for the remote authentication using the login and password for secure transmission
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of data. The SSH protocol can provide the client authentication by the client’s IP-address,
by the client’s public key or by the password entry. After passing the authentication by one
of methods from available at the client and the server pairs of keys the symmetrical
encryption key is generated. All subsequent transmitted via the SSH data are encrypted

with this key.

[006] The SSL (Secure Sockets Layer) protocol provides the data protection during their
transmission in the network. The SSL-certificate includes information about the key owner,
certification center, public key and other information. The server and the client certification
process includes at least exchange of handshake messages, containing data on the protocol
version, session identifier, encryption and compression method, the certificate and key
sending to the client. Together with the key, a key fingerprint is transmitted, the key
identifier, which uniquely determines the matched keys pair. The fingerprint may be, for

example, calculated based on the public key the hash function value.

[007] For using the SSL/SSH certificates based data transmission organizations, the
authentication keys change is quite resource-intensive, since it involves the large number
of manually performed operations. Coding proprietary cryptographic protocols (i.e. those
different from the issued by the certificate authorities) is a difficult task. The proprietary
cryptographic protocols often contain large number of vulnerabilities and errors. Thus,
many organizations use the same certificates issued by the certification center certificates

for a long time.

SUMMARY

[008] Non-limiting embodiments of the present technology are based on a premise that
the unique identifiers allow to find connections between the network resources. In
accordance with the non-limiting embodiments of the present technology, the identifiers
are used as the parameters for determining of connections between the network resources,

that is, for the interconnected network resources searching.

[009] The interconnected network resources can also be identified by means of domain
name registration data, IP-addresses changing history, running services, domain names
history, DNS-servers’ history, DNS-records changing history and other parameters
comparison. The network resources matching allows determining connections between the

network resources, wherein one resource may be associated with other resources by one or
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more parameters. This allows to solve the following tasks: identification of the botnets,
identification of connection between the servers, or determining connections between two
network resources. Thus, the present technology is relevant not only to the network
resources harmfulness determining, but also to the network resources affiliation
determination, for example, for connection between the two companies’ determination

based on connections between their network resources.

[010] The non-limiting embodiments of the present technology are directed to a method
that enables detection of the network infrastructure interconnected objects based on the

information about at least one of the said infrastructure objects.

[011] Technical result of at least some of the non-limiting embodiments of the present
technology is increase in the interconnected network resources searching accuracy and
improvement in the computation speed. In some of its embodiments the technical solution

also allows to eliminate several drawbacks of the known solutions.

[012] In accordance with a first broad aspect of the present technology, there is provided
a method of determining associated network resources from a plurality of network
resources available on a network, the method executable by a server that is
communicatively coupled to the network. The method comprises: scanning, by the server,
the network to identify a first network resource and a second network resource of the
plurality of network resources; retrieving, by the server, information associated with the
first network resource and the second network resource, the information comprising at least
one parameter of the first network resource and at least one parameter of the second
network resource; in response to a match between the at least one parameter of the first
network resource and at least one parameter of the second network resource, determining

a connection between the first network resource and the second network resource.

[013] In some implementations of the method, the method further comprises evaluating

an actual time interval as the network resource parameter.

[014] In some implementations of the method, the scanning the network is further to
identify a third network resource; the retrieving the information further comprises
retrieving the information about the third network resource, the information including at
least one parameter of the third network resource; in response to matching at least one

parameter of the first network resource and at least one parameter of the second network
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resource, and at least one parameter of the second network resource and at least one
parameter of the third network resource, the method further comprises establishing the

connection between the first network resource and the third network resource.

[015] In some implementations of the method, the method further comprises: obtaining
additional information about the first network resource and the second network resource
from a history database; and wherein the match is further based on comparison of the
additional information from the history database and the at least one parameter of the first

network resource and at least one parameter of the second network resource is compared.

[016] In some implementations of the method, at least one parameter comprises at least
one of: a domain name, an IP-address, an SSL-key, an SSH-fingerprint, an executable file,
information about running services, a domain name owner data, an IP-address owner data,

an e-mail address, resource owner contact information.

[017] In some implementations of the method, the at least one parameter has at least one

value.

[018] In some implementations of the method, the determining the connection between
the first network resource and the second network resource comprises applying a
mathematical model in a form of a graph, graph vertices corresponding to the first network
resource and to the second network resource, and graph edges representing connections
between the first network resource and the second network resource by at least one

parameter, which is common to the first network resource and the second network resource.

[019] In some implementations of the method, the method further comprises setting a
connections number threshold value representative of a threshold value of connections by
a single network resource parameter between a given first network resource and a given

second network resource.

[020] In some implementations of the method, the method further comprises assigning
weights to the connections between the first network resource and the second network
resource based on the at least one parameter of the first network resource parameter and the

second network resource.
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[021] In some implementations of the method, the method further comprises determining
a connection factor as a ratio of (i) a number of connections by one parameter between the
first network resource and the second network resources, and (ii) each connection weight

by one parameter between the first network resource and the second network resource.

[022] In some implementations of the method, the connections number threshold value is

set by the user.

[023] In some implementations of the method, the connection weight is assigned by the

user.

[024] In some implementations of the method, the connections number threshold value is

set using a machine learning algorithm.

[025] In some implementations of the method, the connection weight is assigned using a

machine learning algorithm.

[026] In some implementations of the method, the assigning the connection weight further
comprises considering date and time, associated with at least part of the information about

a target network resources.

[027] In some implementations of the method, the method further comprises ignoring
connections between the first network resource and the second network resource based on

at least one of: the connection factor, and the weights.

[028] In some implementations of the method, the method further comprises ignoring the
connections between the first network resource and the second network resource if the
connections number threshold value is exceeded by one network resource parameter

between one first network resource and the second network resources.

[029] In accordance with another broad aspect of the present technology, there is provided
a method of determining associated network resources to a target network resource, the
associated network resources from a plurality of network resources available on a network,
the method executable by a server that is communicatively coupled to the network. The
method comprises: obtaining an indication of the target network resource; retrieving
information associated with the target network resource, the information including at least

one parameter associated with the target network resource; scanning the network in order
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to identify candidate associated resources for the target network resource, the candidate
associated resources including a first network resource and second network resource;
retrieving information associated with the first network resource and the second network
resource, the information including at least one parameter of the first network resource and
at least one parameter the second network resource; in response to at least one parameter
of the target network resource matching at least one parameter of the first and the second
network resource, establishing connection between the target network resource and a

respective one of at least one of the first network resource and the second network resource.

[030] In some implementations of the method, the method further comprising, in response
to the at least one parameter of the first network resource matching the at least one
parameter of the second network resource, further establishing connection between the first

network resource and the second network resource.

[031] In accordance with yet another broad aspect, there is provided a server for a
determining associated network resources, the server configured to connect to a database
via a data transmission network, the server comprising: a data transmission interface for
data exchange via the data transmission network; a memory storing machine readable
instructions; a processor, functionally coupled to the data transmission interface and the

memory, wherein the processor is configured to implement the methods disclosed herein.

[032] For the purposes of the present disclosure, unless specifically indicated otherwise,
the words “first”, “second”, etc. are used in the form of adjectives exclusively to distinguish
nouns, to which they relate, but not for the purpose of any specific interconnection between

these nouns description.

[033] For the purposes of the present disclosure, the “network resource” term means a
global network element or elements combination, which potentially can be accessed by the
Internet. It is noted that even in the case of the element storage in an encrypted form and
on the access-restricted server, the element is deemed to be potentially accessible. For the
purposes of the present disclosure, the “network resource” implies any data or data set,
which can be presented by the publisher via the network, and which are associated with the
network resource address. Not limiting examples of network resources are the HTML
pages, documents, images, video, news feeds, or pluralities of the abovementioned files.

Network resources can include content, such as words, phrases, images, etc., and/or
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embedded information, for example, metadata, hyperlinks and/or embedded instructions

(for example, the JavaScript scenarios).

[034] For the purposes of the present disclosure, unless otherwise is clearly indicated, the
“machine-readable medium” and “memory” mean medium of absolutely any kind and
nature. Non-restrictive examples include the RAM, ROM, discs (compact discs, DVD-
discs, floppy discs, hard drives, etc.), USB-dongles, memory cards, solid state drives and

magnetic tape drives.

[035] For the purposes of the present disclosure, the “server” means a computer device
executing appropriate software, which can receive requests (for example, from client
devices) via the network, and execute these requests, or initiate these requests execution.
The hardware may represent one computer or a computer system. For the purposes of the
present technique, use of the “server” statement does not mean that any task or any specific
task will be received, executed or initiated for execution by the same server (that is, the
same software and/or hardware); this means that into the reception/transmission, execution
or the execution initiation of associated with the client device any request or any request
consequences any number of software components or hardware devices may be involved,
and all this software and hardware may be one server or several servers, the “server”
statement includes both versions. The server functions may also be implemented in the
client device, in particular, in that case, if the said client device is connected to another

client device.

[036] For the purposes of the present disclosure, unless specifically indicated otherwise,
the “client device” means electronic device associated with the user, and including any
hardware, capable of operating with software appropriate for the corresponding task
solving. Thus, as examples of the client devices, among other, may serve the personal
computers (desktop computers, laptops, netbooks, etc.), smartphones, tablet computers, as
well as the network equipment, such as routers, switches and gateway computers. It is
necessary to bear in mind that in the present context acting like the client device computer
device may act like a server with respect to the other client devices. Using the “client
device” statement does not exclude the plurality of client devices usage for any task or
request, or any task or request consequences, or the above described method any steps

reception/sending, execution or the execution initiation.
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[037] For the purposes of the present disclosure, unless specifically indicated otherwise,
the “information” includes any information of any kind, including information, which can
be stored in the database. Thus, the information, among other things, includes data

(addresses, identifiers, encryption keys, etc.), data change history, documents, tables, etc.

BRIEF DESCRIPTION OF DRAWINGS

[038] For better understanding of the present technology as well as its aspects and
features, the following description with references to the enclosed drawings is provided,

where:

Fig. 1 depicts a system according to one non-limiting embodiment of the present technical

solution;

Fig. 2 depicts a database hosting information about network resources, the database

implemented according to one non-limiting embodiment of the present technical solution;

Fig. 3a depicts a graph illustrating network resources connections according to one non-

limiting embodiment of the present technical solution;

Fig. 3b depicts a graph illustrating network resources connections according to another non-

limiting embodiment of the present technical solution;

Fig. 3c depicts a graph illustrating network resources connections in the form of graph

according to yet another non-limiting embodiment of the present technical solution;

Fig. 4 depicts a graph illustrating network resources connections according to yet another

non-limiting embodiment of the present technical solution;

Fig. 5 depicts a graph illustrating network resources connections according to yet further

non-limiting embodiment of the present technical solution;

Fig. 6 depicts a graph illustrating network resources connections according to yet another

non-limiting embodiment of the present technical solution;

Fig. 7 depicts a flow chart of a method for searching for associated network resources, the
method implemented according to a non-limiting embodiment of the present technical

solution;
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Fig. 8 depicts a flow chart of a method for searching for associated network resources, the
method implemented according to yet another non-limiting embodiment of the present

technical solution;

Fig. 9 depicts a graph illustrating network resources connections according to yet another

non-limiting embodiment of the present technical solution;

Fig. 10 depicts a graph illustrating network resources connections according to yet further

non-limiting embodiment of the present technical solution.

DETAILED DESCRIPTION OF THE NON-LIMITING EMBODIMENTS

[039] The following description is presented only to illustrate non-limiting embodiments
of the present technology. This description is not intended to delimit the present technology

or define its scope.

[040] Some useful examples to modify the described method and the system that
determines the related network resources may also be covered by the following description.
Its purpose is also solely to help in understanding, but not to determine the scope and
boundaries of this technology. These modifications are not an exhaustive list, and those
skilled in the art will understand that other modifications are possible. In addition, it should
not be interpreted so that where it has not yet been done, i.e. where no modification
examples have been provided, no modifications are possible and/or something described
here is the only embodiment of this element of the present technology. As it will be clear
to a person skilled in the art, this is most likely not the case. In addition, it should be keep
in mind that, in some specific cases, the method and system to determine the related
network resources are fairly simple embodiments of the present technology, and in such
cases they are presented here in order to facilitate understanding. As it will be clear to a
person skilled in the art, many embodiments of the present technology will be much more

complex.

[041] The non-limiting embodiments of the present technology are aimed at detecting

interconnected network resources.

[042] Fig. 1 depicts a scanning system 100, the system 100 being implemented according

to one non-restrictive embodiment of the present technology. In some non-limiting
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embodiments of the present technology, the scanning system 100 may comprise a data

transmission network 102, a server 104 and a database 110.

[043] The data transmission network 102 may be implemented, for example, as the

Internet or any other data-processing network.

[044] In another non-limiting embodiment of the present technology, the scanning system
100 may further comprise active network equipment (not shown) and a client device (not
shown). As the active network equipment, for example, routers, switches and gateways

may be used.

[045] In one non-limiting embodiment of the present technology, the at least one server
104 is an example of a hardware that is configured to implement a function of at least one

target network resource.

[046] The server 104 is configured to implement a web robot 106 (or “a crawler”),
performing the network resources scanning function. The server 104 may further comprise

a task planner (not shown), as well as a network scanning conditions list (not shown).

[047] The server 104 is configured to exchange data with a database 110 and a data
transmission network 102. The server 104 comprises a data transmission interface for the

data transmission via the data transmission network 102.

[048] Thus, the server 104 is configured to connect to the database 110 by means of the
data transmission network 102. The server 104 comprises at least the following: data
transmission interface for the data exchange by means of the data transmission network
102; memory, comprising machine readable instructions; processor, functionally connected
to the data transmission interface and memory. The processor is configured to store
machine readable instructions, which instructions when executed cause the processor to be
configured to implement: the network scanning in order to search for the network resources;
the network scanning step resulting in identification of at least the first network resource
and at least the second network resource; retrieval of information about the first network
resource and the second network resource. The information so retrieved can include at least
one parameter of the first resource and at least one parameter of the second network

resource; in response to a match of the at least one parameter of the first network resource

10
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matching with at least one parameter of the second network resource, establishing

connection between the first network resource and the second network resource.

[049] In one non-limiting embodiment of the present technology the database 110 stores
information associated with plurality of network resources. Additionally, or optionally, the
database 110 may comprise one or more databases, wherein one or more databases may
represent one or more individual databases (not shown). The individual databases may be
parts of the one and the same physical database or may be implemented as the stand-alone

physical units.

[050] The system 100 is configured to transmit data between at least one server 104 and

the database 110.

[051] Fig. 2 shows one of non-limiting examples of network resources representation in
the database 110. Information may be initially uploaded into the database during execution
of the method described herein below. The database can also be updated from time to time.
Thus, the database 110 provides for storage and updating of the information about the

network resources.

[052] Information in the database 110 may be structured in a form of a Table 200, showing
interconnection between the following parameters. For example, for a given network
resource each parameter, for example, the domain name 202, corresponds, for example,
corresponds to at least one of the following parameters: IP-address 204, SSL-key 206, SSH-
fingerprint 208, list of running servers 210, domain names history 212, [P-addresses history
214, DNS-servers’ history 216, domain name or IP-address history 218. The parameters
may also comprise the DNS resource records, which in the present description are also
called the DNS-records, which represent records on the name and service information

correspondence in the domain names system.

[053] In one possible non-limiting embodiment of the present technology, the running
servers list 210 may comprise the running services on the network resource, having the
corresponding domain name 202 designation and/or IP-address 204. Also in alternative
non-limiting embodiments of the present technology, the domain names history 212 may
comprise any number of IP-addresses corresponding to the domain names. In an alternative
non-limiting embodiment of the present technology, the IP-addresses history 214 may

comprise any number of domain names corresponding to the IP-addresses. In yet further
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alternative non-limiting embodiments of the present technology, the DNS-servers’ history
216 may comprise any number of DNS servers corresponding to the domain name 202
and/or the IP-address 204. In yet further alternative non-limiting embodiments of the
present technology, the domain name or IP-address owners’ history 220 may comprise a
surname, a first name and a patronymic name, an e-mail, a postal address, a legal address,
a registration date, date of the domain name or an indication of an IP-address transfer to

another owner.

[054] In yet further alternative non-limiting embodiments of the present technology, the
information stored in the database 110 is based on the network scanning results by the
domain names and IP-addresses. In yet further alternative non-limiting embodiments of the
present technology, information retrieval from the database 110 is based on information
about at least one specified network resource. In yet further alternative non-limiting
embodiments of the present technology, the information retrieval from the database 110
may be executed as follows. Assume that the specified network resource has parameter
with the IP-address 204. In this case, all the records corresponding to the said IP-address
204 are retrieved from the database 110. A similar example may be taken for the case, when
the specified network resource has parameters: domain name 202, SSL-key 206, SSH-
fingerprint 208, executable file, list of running servers 210, domain names history 212, IP-

addresses history 214, DNS-servers’ history 216, owners’ history 220.

[055] The non-limiting embodiments of the present technology are directed to obtaining
information about connections between the network resources, including at least one
network resource and at least another network resource from a plurality of network
resources. For the purposes of the present disclosure, plurality of network resources can
include network resources associated with at least one specified network resource. In one
of non-limiting embodiments of the present technology, the information about at least one
specified network resource may be obtained from a user. In another non-limiting
embodiment of the present technology, the information about at least one specified network

resource may be obtained from the database 110.

[056] Fig. 3a depicts an example of connections between the network resources using a
mathematical model in the form of a graph 300. The network resources are designated as
302, 3041, 3042, 3043, 3044, and are represented as the graph vertices, and connections
between the resources 302, 3041, 3042, 3043, 3044 are represented by the graph edges 302-

12
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3042, 302-3041, 3042-3043, 3042-3044. The network resources include the specified
network resource 302, which is connected to the network resources 3041, 3042, 3043, 3044
based on the information retrieved during the searching. The target network resources 3041,
3042, 3043, 3044 form plurality 304. In particular, the retrieved information may be
presented in the form of parameter and a weight w may be assigned depending on the
parameter the connection. A value of weight w is indicated near the associated graph edge.
For example, the connection 302-3042 is assigned with weight 15, the connection 3042-
3043 is assigned with weight 8, the connection 3042-3044 is assigned with weight 3, and
the connection 302-3041 is assigned with weight 24. Each connection is associated with at
least one parameter, for example, the connection 302-3042 are associated with two
common parameters, such as for example, an IP-address and a SSH-fingerprint. That
connection between the resources may be represented by more than by two parameters, i.e.,
number of common to resources 3042-3043 parameters may be greater. A user may select
the parameters independently, or the parameters may be selected using a machine learning

algorithm.

[057] In addition, parameters may have more than one value, for example, the “domain
name owner contact information” parameter may further have more specific values, for
example, comprise only part of the domain name owner contact information, for example,
postal code or street name. At that, the connections may be determined both by the “postal
code” and by the “street name” parameters. It is possible to determine connection by the
“domain name owner contact information” parameter only by all the parameter values

complete matching or by the parameter values matching.

[058] Connections between the network resources may be assigned with weight, which
may depend on the specific parameters. In the theory of graphs, the weight is usually a real
number, which in the depicted non-limiting embodiment may be interpreted, for example,
as the graph edge length. In the depicted non-limiting embodiment, the graph edge weight
may also be interpreted as strength of the connection between designating the network
resources graph vertices. The weights may also be selected by user, or made using the
machine learning algorithm. The smaller the connection weight, the “weaker” this
connection, and the smaller its value during the consideration when finding connections
between the target network resources. At the same time, the connection weight may have

the insignificant influence during determining connection between the network resources.

13
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[059] Let’s take a look at Rm1, Rm3 and Rm4 (not depicted) resources subsets from
plurality of resources 403. For example, connection by the “e-mail” parameter between the
resource 3041 and subset Rm1 of associated thereto resources may be assigned with weight
10, connection by the “SSL-key” parameter between the resource 3043 and subset Rm3 of
associated thereto resources may also be assigned with weight 10, and connection by the
“IP-address” parameter between the resource 3044 and subset Rm4 of associated thereto
resources may be assigned with weight 3 (See Table 1). At that, the subset Rm1 comprises
100 resources, the subset Rm3 comprises 300 resources, and the subset Rm4 comprises 10
resources. From the Table it can be seen that despite the fact, that connections by the “e-
mail” and the “SSL-key” parameters may be initially assigned with relatively large weight
“w”, in this case, w=10 for these parameters, during the associated network resources
searching method implementation many connections by these parameters may be found. If
one resource is connected to the large subset of resources even by the strong parameter, this
is not always mean a really strong connection. Thus, it is reasonable to introduce a
connection factor K, expressing the connection weight relation to the number of resources,

associated with the given network resource 302, that is, reflecting the quality to the quantity

relation.
R w P Rm K
3041 10 “e-mail” 100 10/100=0.1
3043 10 “SSL-key” 300 10/300=0.03
3044 3 “IP-address” 10 3/10=0.3

Table 1

[060] For the resource 3041 with the resources subset Rm1 the connection factor K makes
0.1. For the resource 3043 with the resources subset Rm3 the connection factor K makes
0.03. For the resource 3044 with the resources subset Rm4 the connection factor K makes
0.3. At that, having the smallest connection factor K connections may be deleted from the

graph, i.e., will not be considered during the connections establishment.
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[061] Thus, the strongest connection factor was by the “IP-address” parameter, which
initially was a relatively weak parameter, connection by which had the smallest weight

w=3.

[062] Additionally, the database 110 may store previous results of the network scanning.
The database 110 may store the information about connections between the resources and
parameters, by which these resources were connected, and about the weights assigned to

these connections during previous iterations of the methods disclosed herein.

[063] As shown in graph 400 depicted in Fig.4, at least one specified network resource
R4 may be specified by indication of at least one of the following parameters: domain name,
[P-address, SSL-key, SSH-fingerprint, information about running services, domain names
history, IP-addresses history, DNS-servers’ history, DNS-records changing history,
executable files with network nodes interaction history, domain name owners changing
history. It should be understood that number of specified network resource is not limited.
In one of non-limiting implementations of the present technology, the plurality of network

resources is a subset of network resources found during the network scanning.

[064] In one of non-limiting embodiments of the present technology at least a portion of
network resources from plurality of network resources 404 is directly connected to one
specified network resource R4; at least the portion of network resources RS, R6 from
plurality of network resources 404 is connected to each other by virtue of them being

connected to the at least one network resource R4.

[065] It should be noted that either a user or a machine learning algorithm may change
the parameters and their values, as well as re-assign the connections weights depending on
parameters, by which the network resources are connected, or regardless of dependence on

them.

[066] Fig. 3b depicts the network resources connections in a form of a graph 320
according to another non-limiting embodiment of the present technology. This graph has
several branches, for example, resource N is connected to the resource M by a P1 parameter,
and resource M, in its turn, is connected to resources K, L. and X by P2 parameters. The
parameters may have one or more values. For example, the resource M is connected to the
resources K, L and X by the P2 “domain name owner contact information” parameter, but

the P2 parameter values may differ, since the domain name owner contact information
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values may be different, which may be expressed through plurality of the parameter values,
for example, the P2 “postal address” parameter values may be the following: P21 “Baker

street” and P22 “Rosedale street” (not shown).

[067] In particular, the “domain name owner contact information” parameter may be
defined broadly enough, for example, by the postal code and city selection, and this

parameter values may be specified by a more specific way, for example, the streets names.

[068] As can be appreciated from Fig. 3b, that K and L resources have no connections
other than to the M resource, while the X resource has plurality of connections to the Y1-
Y100 resources by the P2 parameter with one value, i.e., the P21. Assume that the P23
parameter means “Place de la Concorde”. Thus, the X resource is connected to the Y1-
Y100 resources by one parameter P2 “domain name owner contact information” and by its

value 3 “Place de la Concorde”.

[069] Thus, the resource X is connected by the P23 parameter to the plurality of connected
resources Y 1-Y100. These connections are not necessary relevant enough or unique. The
same situation may occur in those cases, when several network resources are using the
single cloud service. In such a case, parameter, by which the network resources are
connected, usually is the SSL-key, that is, the SSL-key may match in many network
resources if they use the cloned cloud engines. Another example may be the ‘“e-mail
address” parameter, since often during the domain names registration the domain names
registrar e-mail address is reported, and the domain name owner e-mail address is not
disclosed. Thus, it is possible to find many resources connected to each other by the “e-

mail address” parameter, which does not point out to the actual domain names owners.

[070] As depicted in Fig. 3b, connections between the X resource and the Y1-Y100
resources are represented in large amount, and, thus, it is reasonable to delete, in other
words, cut off (or “ignore”) connections between the X resource and the Y 1-Y 100 resources

by the P23 parameter.

[071] Therefore, since it is impossible to unambiguously characterize such parameter as
the suspicious one. As such, in some embodiments of the present technology in order to
avoid the influence of this parameter on the network resources searching method, such an

ambiguous connection between the X resource and the Y1-Y100 resources in the graph
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may be deleted / ignored , i.e., the methods disclosed herein may not take connections

between the X resource and the Y1-Y 100 into account.

[072] In this case the connection factor K is reasonable as ratio of the number of
connections by one parameter between one first network resource and the second network
resources and each connection weight by one parameter between the first network resource
and the second network resources; depending on the connection factor K connections
between the X resource and the Y1-Y 100 network resources may be deleted. Due to this,

the computation time reduction and the computational resources saving is provided.

[073] Fig. 3c depicts the network resources connections in the form of a graph 320
according to another non-limiting embodiment of the present technology. In some cases, it
is impossible to determine the direct connections between the resources. Fig. 3c depicts
such the case. The resource R1 is connected to the resource R2 by the P3 “domain name
owner” parameter, i.e., the R1 and R2 resources have common domain name owner. The
R2 resource is connected to the R3 resource by the P4 “IP-address” parameter. Thus, the
R1 and R3 resources are connected via the R2 resource. In some cases, in particular, if the
R1-R2 and R2-R3 connections weight is high enough, this connection is taken into account

for determining of indirect, but strong enough connection between the R1 and R3 resources.

[074] Examples shown in Fig. 3a-3c are provided for the illustrative purposes only.

[075] Fig. 4 depicts a fourth network resource R4, at that, the database 110 stores the
information about this fourth network resource R4, and this information includes at least
one parameter, in particular, it can be two parameters P45 and P46. The fourth network
resource R4 parameter P45 matches the fifth network resource R5 parameter P45, and the
fourth network resource R4 parameter P46 matches the sixth network resource R6
parameter P46. Therefore, it is possible to establish connection between the fourth network
resource R4 and the fifth network resource R5, and between the fourth network resource

R4 and the sixth network resource R6.

[076] As depicted in Fig. 5 in addition to the fourth network resource R4, a seventh
network resource R7 is set. As such, the database 110 stores the information about this
seventh network resource R7, and this information includes at least one parameter
associated with the seventh network resource R7, in particular, it can be two parameters

P75 and P76. The seventh network resource R7 parameter P75 matches the fifth network
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resource RS parameter P75, and the seventh network resource R7 parameter P76 matches
the sixth network resource R6 parameter P76. Therefore, it is possible to establish a
connection between the seventh network resource R7 and the fifth network resource RS,
and connection between the seventh network resource R7 and the sixth network resource
R6. Based on this connection it is possible to establish connection between the fourth

network resource R4 and the seventh network resource R7.

[077] Fig. 6 shows a case, when in addition to the fourth network resource R4 the seventh
network resource R7 is provided. At that, the seventh network resource R7 has only one
P75 parameter, matching the fifth network resource RS parameter P75, and matching the
sixth network resource R6 parameter P76 parameters are absent and vice versa. In this case,
only connections between the seventh network resource R7 and the fifth network resource
RS, or between the seventh network resource R7 and the sixth network resource R6 may

be established.

[078] Fig. 7 depicts block diagram of a method 700 of determining associated network
resources. The method 700 is implemented by the server 104 in accordance with the non-

limiting embodiments of the present technology.
Step 702 — the network scanning for the network resources searching.

[079] The method 700 starts at the step 702, where in the server 104 the network scanning
is initiated by the web robot 106. Let it be assumed that the network scanning step 702
results in finding at least the first network resource R1 and least the second network

resource R2.

[080] In particular, after the network scanning the method 700 makes it possible to
establish connections between the network resources by such parameter as the domain
name, [P-address, e-mail address, phone number, etc. In some non-limiting embodiments
of the method 700, the connection between the network resources is established based on a

combination of the matching parameters of the network parameters.

[081] The network scanning comprises the network automatic monitoring by the web
robot 106 for identifying the associated network resources. The web robot 106 can receive,
from a planner module or an operator, a command containing a set of features associated

with the web resource that is deemed to be suspicious. The scanning is performed based on
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the so-received set of features. The web robot 106 can also receive an indication of an area

of the network, for which the scanning is to be performed.

[082] In a non-limiting embodiment of the present technology, at the step 702 the
scanning is performed by the domain names and the IP-addresses parameter, but the other
appropriate parameters can be used. For example, in one of non-limiting embodiments of
the present technology, the network scanning may be performed only by the domain names,
and in other non-limiting embodiment the network scanning may be performed only by the

IP-addresses.

[083] In particular, the network scanning may be performed by the information about the
SSL-certificates, SSH-key fingerprints, running in the network resources servers. The
method 700 can also accessing the database 110 containing already identified network
resources and update information associated therewith, such as the domain names, as well
as to add newly uncovered domain names. In some non-limiting embodiments, the network
scanning may be performed repeatedly, after which information about the uncovered
network resources is additionally stored into the database 110 in the form of the found

network resources history.

[084] At the same time, in one non-limiting embodiments of the present technology, the
network scanning may be performed without any limitation of the parameters used, or with
a limitation of the number of network resources, which must be found as a result of
scanning, for example, one million resources. At that, information about each found

resource may be entered into the database 110 and stored therein.

Step 704 - retrieval of information about found at least the first network

resource and at least the second network resource.

[085] The method continues to step 704, at which the information about found network
resources is retrieved. The information includes: at least one parameter of the first network

resource R1 and at least one parameter of the second network resource R2.

[086] Information about found network resources may contain [P-address, domain name,
SSL-key, SSH-fingerprint, information about running services, domain names history, IP-
addresses history, DNS-servers’ history, DNS-records changing history, executable files

with network nodes interaction history, domain name / IP-address owners’ history. For
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example, if the network scanning was performed by the domain names, then the found

domain name may contain, for example, information about the IP-address, SSH-fingerprint.

[087] In one of the non-limiting embodiments of the method 700, information about the

domain name may additionally contain the domain name registration data.

[088] In some of non-limiting embodiments of the method 700, the domain name
registration data may include the e-mail address, surname, first name and patronymic, date
of birth, telephone number, postal address, passport data of the natural person, to which it

is registered.

[089] In another non-limiting embodiment of the method 700, the domain name
registration data may include the company name, taxpayer identification number (TIN),
country, e-mail address, telephone number, legal address, postal address of the legal entity,

IP-addresses changing history.

[090] In some of non-limiting embodiments of the method 700, the network resources
parameters contains time and date record, information about running services, domain
names history, IP-addresses history, DNS-servers’ history, DNS-records changing history,
executable files with network nodes interaction history, domain name owners’ history, IP-

address owners’ history.

[091] Saving retrieved from the network information about found network resources into
the database 110 may additionally be performed. It should be noted that each of found
network resources in the database 110 is associated with one of the following parameters:
IP-address, domain name, SSL-key, SSH-fingerprint, information about running services,
domain names history, IP-addresses history, DNS-servers’ history, DNS-records changing
history, executable files with network nodes interaction history, domain names / IP-

addresses owners’ history, domain name owner contact information changing history.

[092] In the non-limiting embodiment, in particular, when information about the network
resources is stored in the database 110 in a form of a change log of the network resources
parameters, the step 704 can additionally include determining the actual time period for the
network resource. For different network resources, the actual time period may differ. In
particular, the database 110 stores the information about network resource, to which

corresponds the parameter in the form of “domainl.com” domain name, which was
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registered at January 1, 2015, wherein in the same year its registration period has been
expired, and no one else has registered it. After registration, the obtained by this domain
name [P-address was the following: 111.111.111.111. When the registration period was
expired at January 1, 2016, the registrar has changed its [P-address to the following one:
222.222.222.222. But now this IP-address refers to the “parking” page, in which an offer
to buy this domain name with expired validity is published. Thus, in the considered example
the actual time period is domain name validity period, i.e., from January 1, 2015 to January
1, 2016. Therefore, the information in the database 110 is deemed to require updating. That
is why during the network scanning for the specific network resource the actual time period
is taken into account, which may also be increased or reduced. Taking into account the
actual time period for the network resource during the scanning, allows ensuring that the

[P-address parameter is up to date.

[093] From the above mentioned example it is should be clear that for the different

parameters the actual time period definition may differ.

[094] For example, in case when the network resources scanning is performed by the IP-
address parameter, the actual time period is the interval, when by this [P-address the domain
names were determined, or interval, when the services were started at the given network

resource, or interval, when a SSH-key is corresponding to the network resource.

[095] In case, when the network resources scanning is performed by the SSL-certificate
parameter, the actual time period is the interval starting from the moment, when the SSL-
certificate was detected for the first time, and ending with the moment, when the SSL-
certificate was detected for the last time. In case, when the network resources scanning is
performed by the SSH-key parameter, the actual time period is the interval, when the SSH-
key was detected for the first time, and ending with the moment, when the certificate was

detected for the last time.

[096] However, during the scanning performance it is possible to specify the particular

period of time, which shall be considered as actual.

[097] During the method implementation according to some of the non-limiting
embodiments, the database 110 is used for storing the first and next network scanning
information about the network resources, including any parameters of the network

resources. For example, the database 110 contains information about the “domainl.com”
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network resource, including the “e-mail” parameter, which value is the following
“my_email_for_domains@mail.com”. By the “e-mail” parameter value -
“my_email_for_domains @mail.com” at the step 704 it is possible to obtain the network
resources, for example, all domain names, which have the same “e-mail” parameter value.
Similarly, it is possible to obtain the network resources, which have the same “IP-address’,
“SSL-certificate”, “SSH-key” parameters value, as those, which are present in the database

110. Thus, associated by the “e-mail” parameter network resources are obtained.

Step 706 - in response to the fact that at least one parameter of the first network
resource matches at least one parameter of the second network resource, establishing

connection between the first network resource and the second network resource.

[098] In one of non-limiting embodiments of the present technology in response to the
fact that at least one parameter of the first network resource R1 matches at least one
parameter of the second network resource R2, the method 700 includes establishing a

connection between the first network resource R1 and the second network resource R2.

[099] In some embodiments of the present technology the method 700 then ends.

[100] Additionally, the method 700 may comprise the following actions: at the scanning
step 702 additionally finding at least the third network resource R3; at the step 704 of the
information retrieval in regard to the found at least the third network resource including at
least one parameter of the third network resource R3; additionally in response to the fact
that at least one parameter of the first network resource R1 matches at least one parameter
of the second network resource R2, and at least one parameter of the second network
resource R2 matching at least one parameter of the third network resource R3; determining
connection between the first network resource R1 and the third network resource R3. Thus,
connection between the first network resource R1 and the third network resource R3 can

occur in this example, if connection between them is indirect via the network resource R2.

[101] According to Fig. 3c the resource R1 is connected to the resource R2 by the “domain
name owner’ parameter P3, i.e., the resources R1 and R2 have common domain name
owner. The resource R2 is connected to the resource R3 by the “IP-address” parameter P4.
Thus, the resources R1 and R3 are connected via the resource R2. In this case, the indirect

connection between the resources R1 and R3 will be determined.
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[102] Alternatively or additionally, the method 700 may comprise the following actions:
additionally obtaining information from the history about found at least the first network
resource R1 and at least the second network resource R2; at the connection establishing
step uses the information from the history about found at least the first network resource
R1 and at least the second network resource R2, including at least one parameter of the
first network resource R1 and at least one parameter of the second network resource R2;
and the method 700 further includes comparing information from the history with the
information retrieved from the database 110 about found at least the first network resource

R1 and at least the second network resource R2.

[103] For the purposes of the present disclosure, “at least part of information from the
history” may represent one or more records. For example, at least part of the IP-addresses
owners’ history may contain information about only one IP-address owner, which differs

from the said IP-address current owner.

[104] In some non-limiting embodiments of the method 700 , part of the network

resources parameters may contain at least one parameter of the network resource.

[105] For the purposes of the present disclosure, unless specifically indicated otherwise,
the retrieved information may mean at least the following: domain name, IP-address, SSL-
key, SSH-fingerprint, information about running services, domain names history, IP-
addresses history, DNS-servers history, DNS-records changing history, executable files
with network nodes interaction history, domain name owners’ history, [P-address owners’

history.

[106] For the purposes of the present disclosure, the record means information associated
with the time and date. In the non-restrictive illustrative example, the record may be

surname of the natural person, who owns the domain name in the specified time.

[107] At the step 706, the method 700 may further include evaluating the number of
network resources associated by the network resource common parameter. If in some
specified period of time the network resource R1 [P-address is connected by such number
of network resources R2-Rn, which exceeds some preset threshold number of network
resources TR, then in this case the connections between the network resource R1 and
network resources R2-Rn by this parameter can be ignored. Assume that for the IP-address

parameter is set to two hundreds as a threshold number of network resources, i.e. TR=200.
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At the same time, assume that more than five thousand resources associated by this
parameter are found during the scanning, i.e. TR<5,000. This may mean that the server is
the shared hosting used by many users at once. Such connections between the network
resources may be not informative enough, that is, it may happen that between the network
resources connection only by one such parameter exists, and there are no connections by
other common for the network resources parameters. If there is a connection between the
network resources by more than one parameter, and the number of common parameters for
the network resources is comparatively large, then connection between the network

resources is tighter.

[108] The same applies mutatis mutandis for the “e-mail” parameter. If the associated e-
mail address of the network resource is connected to such a number of the network
resources, which exceeds some preset network resources threshold number TR, this may
mean that these network resources belong to the registrar or the intermediary between the
registrar and the buyer. Assume that two hundreds is a threshold number of network
resources is preset for this parameter, i.e. TR=200, at that, more than ten thousand

associated by this parameter network resources is found during scanning, i.e. TR<10,000.

[109] The same applies mutatis mutandis for the “SSH-key” parameter. If a particular
SSH-key is found on such number of network resources, which exceeds preset threshold
number of network resources TR, this may mean that they are cloned network resources.
Assume that two hundreds threshold is a number of network resources is preset for this
parameter, i.e. TR=200, at that, more than five hundred thousand associated by this

parameter network resources is found during scanning, i.e. TR<500,000.

[110] If the considered connections are found between the network resources, then they
can be ignored. For example, if connected by the common parameter network resources
some threshold number TR 1is set, then in case of this network resources threshold number

TR exceeding, this common for them parameter can be ignored.

[111] In addition, in the disclosed method the steps 702 — 706 can be executed in a loop.
In other words, these steps may be performed repetitively, wherein the more iterations are
executed, the more connections may be found between the network resources. In this case,
if during the first scanning for the network resources a common parameter is found,

exceeding the network resources threshold number TR, its usage in the subsequent
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iterations is not reasonable, since it may lead to determining of the “false” connections

between the network resources.

[112] Additionally, the method 700 may include combining all the associated network
resources and representing the combined network resources by means of a mathematical
model in a form of a graph. The graph generating means establishing connections between
the network resources, wherein during the graph generation, each of the parameters of the
network resource is associated with the actual time period. For example, the database 110
contains information on that the IP-address 111.111.111.111 is associated with the network
resource having a name “domainl.com” , then to this network resource “IP-address”
parameter the actual time period is applied, for example, January 1, 2017 — January 1, 2018,
corresponding to the current period of time, to which the actual network resource owners

are corresponding.

[113] According to the non-limiting embodiments of the present technology, , during the
graph generation an additional evaluation of the associated network resources may be
performed in order to determine a number of the network resources associated with found
network resource network resources by the common parameter and compare it to a preset
threshold number TR. Those connections that are above the preset the preset threshold
number TR may be ignored in at least some non-limiting embodiments of the present

technology.

[114] Next, the graph generation may include determining a connection factor K as a ratio
of (i) a number of connections by one parameter between one first network resource and
the second network resources, and (ii) each connection weight by one parameter between
the first network resource and the second network resources. Then, depending on the
connection factor K, connections between at least the first network resource R1 and the at
least the second network resource R2 can be ignored. In one non-limiting embodiment of
the disclosed method a “bunch” of connections, having the smallest factor may be ignored.
As the non-limiting embodiment the threshold value T may be set as the two decimal places
or as the thousandths; and if the connection factor K is less than the threshold value T, then

connections between one resource and plurality of resources can be ignored.

[115] Thus, in the non-limiting embodiment, connections deletions between the network

resources take place several times: using the network resources threshold number TR, as

25



10

15

20

25

30

well as using the connection factor K, wherein with the connection factor K usage of only
those connections are taken into account, which are left after the connections deletion using

the network resources threshold number TR.

[116] According to Fig. 3b in the graph 300 connections between the resource X and the
resources Y1-Y100 by the parameter P23 are presented in large number, wherein the
parameter weight w=3, and thus, the connection factor K makes 0.03, and the threshold
value T=0.05, K<T. Connections between the network resources, at which the connection
factor is smaller than the threshold value is considered as the “weak” connections.
Therefore, it is reasonable to ignore, in other words, cut off, connections between the

2

resource X and the resources Y1-Y100, as the “weak” connection. Due to this, the

computation time reduction and the computational resources saving can be provided for.

[117] Among the “weak™ connections there also may be connections established on the
basis of the network resources parameters, which may be false. In particular, such
connections include the network resource registration data, the SSL-certificate data.
Wherein for different network resources a set of parameters exists, which are possible and
impossible to falsify. The “strong” connections are connections by such network resources
parameters, which are impossible to falsify. In the non-restrictive embodiment of the
present technical solution it is accepted that the bigger weight is assigned to the connection,
the “stronger” the connection, and vice versa, the smaller weight is assigned to the

connection, the “weaker” it is.

[118] In Fig. 9 and 10 a case is depicted, in which it is reasonable to ignore connections

between the network resources during the mathematical model in the form of graph usage.

[119] According to the Fig. 9 in the graph connections between the network resources R1,
R2, R3, R4, RS and R6 are shown using the mathematical model in the form of a graph
900. The network resources are designated as R1, R2, R3, R4, R5 and R6, and represented
as the graph vertices, and connections between the resources R1, R2, R3, R4, RS and R6
are represented by the graph edges R1-R2, R1-R3, R2-R4, R3-R4, R3-R5, R3-R6.

[120] Between the network resource R1 and the network resource R2 there is a connection
by the “e-mail” parameter P1, based on which the connection is assigned with weight
wl=11; between the network resource R1 and the network resource R3 there is a connection

by the “domain name” parameter P2, based on which the connection is assigned with
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weight w2=3; between the network resource R3 and the network resources R4, R5, R6 there
is a connection by the “domain name” parameter P4, which is assigned with weight w3=10;
the network resource R2 is connected to the network resource R4 by the “ns-server”
parameter P3, based on which the connection is assigned with weight w2=3. The weights
w1 and w3 values are significantly exceed the weight w2 values, thus, connections between
the network resources R1 and R2; R3 and R4; R3 and RS5; R3 and R6 are “strong”. The
weight w2 is the smallest one, thus, connection between the network resources R1 and R3

is the “weak” connection, and may be deleted from the graph.

[121] In Fig. 10 a graph 1000 is depicted, at which the edge R1-R3 is absent, but the edge
R2-R4 remains. Connection between the network resources R2 and R4 remains, but it is
also a “weak” connection based on the “ns-server” parameter P3, by which this connection

is assigned with weight w2=3.

[122] Next, after the R1-R3 edge connection between the network resources is deleted
from the graph, reevaluation of connections between the network resources may be
performed. With such reevaluation the connection between the network resources R2 and
R4, that is, the edge R2-R4, may also be deleted from the graph, since the edge R2-R4 has
small weight, and connected to the R4 the remaining graphs R3-R4, R5-R4, R6-R4 have
large weight. The connections reevaluation represents the remaining connections review,
which are “strong” and which are “weak”. Thus, on the graph only the edge R1-R2
remains, since the network resource R1 and the network resource R2 have connection by
the “e-mail” parameter P1, based on which the connection is assigned with the maximum
weight wl=11. As a result of the R2-R4 deletion, the network resources complex R3, R4,
R5 and R6 is found completely deleted from the graph, despite the fact that connecting

these network resources weight w3 is significantly exceeds the weight w2.

[123] By the network resources complex R3, R4, R5 and R6 a separate graph may be
generated, in which connections between the network resources R3, R4, R5 and R6 and
other associated with them network resources are established. Supposing all connections
on the graph as having approximately the same weight, they could be left and taking into
consideration when performing the analysis in accordance with the methods disclosed

herein.
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[124] According to another non-limiting embodiment, a method 800 can be executed,
taking into account already known network resource, for example, the fourth network
resource. For the method 800 all additional steps and cases set forth relative to the method

700 are also applicable mutatis mutandis.

[125] According to the Fig. 8, the method 800 comprises the following steps:

Step 802 - obtaining a fourth network resource.

[126] The method 800 starts at the step 802, when obtaining the fourth network resource
R4 is executed. The fourth network resource R4 is the one relative to which scanning the

network for the associated thereto network resources is to be performed.

[127] In some non-limiting embodiments of the present technology at least one specified
network resource is set by the user. The specified network resource may represent a
resource, which is interesting from the point of view of the associated thereto network
resources searching. For example, in the method 800 a news resource may be specified for
its connections determination to other news resources, or to the blogs, online-shops,

advertisement providers.

Step 804 - retrieval of information about the fourth network resource including

at least one parameter of the fourth network resource.

[128] In general, the step 804 is similar to the step 704 of the method 700. Information is
retrieved from the fourth network resource R4, wherein information includes at least one

parameter of the fourth network resource R4, in particular, it may be two parameters P45

and P46.

[129] Information about found network resources may contain IP-address, domain name,
SSL-key, SSH-fingerprint, information about running services, domain names history, IP-
addresses history, DNS-servers’ history, DNS-records changing history, executable files
with network nodes interaction history, domain name / IP-address owners’ history. For
example, if the network scanning was performed by the domain names, then the found

domain name may contain, for example, information about the IP-address, SSH-fingerprint.

[130] In one of the non-limiting embodiments of the method 700, information about the

domain name may additionally contain the domain name registration data.
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[131] In one of the non-limiting embodiments of the method 700, the domain name
registration data may include the e-mail address, surname, first name and patronymic, date
of birth, telephone number, postal address, passport data of the natural person, to which it
is registered. In another non-limiting embodiment of the method 700, the domain name
registration data may include the company name, taxpayer identification number (TIN),

country, e-mail address, telephone number, legal address, the legal entity postal address.

[132] In one of the non-limiting embodiments of the method 700, at least part of the
network resources parameters contains at least one parameter associated with the time and
date record, yet another part of the parameters contains at least one of the following
parameters: information about running services, domain names history, IP-addresses
history, DNS-servers’ history, DNS-records changing history, executable files with
network nodes interaction history, domain name owners’ history, IP-address owners

history.

[133] Saving information about found network resources into the database 110 may
additionally be performed. Each of found network resources in the database 110 is
associated with one of the following parameters: [P-address, domain name, SSL-key, SSH-
fingerprint, information about running services, domain names history, IP-addresses
history, DNS-servers’ history, DNS-records changes, executable files with network nodes

interaction history, domain name / IP-address owners’ history.

Step 806 — the network scanning for identification of the network resources;
wherein at the network scanning step finding at least the fifth network resource and

at least the sixth network resource.

[134] In general, the step 806 is similar to the step 702 of the method 700. Step 806 may
result in finding at least the fifth network resource R5 and at least the sixth network resource

R6.

Step 808 — retrieval of information about found at least the fifth network

resource and at least the sixth network resource.

[135] The method continues to step 808, which is, in general, is similar to the step 704 of

the method 700. At that, information, including at least one parameter of the fifth network
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resource RS, for example, parameter P45, and at least one parameter of the sixth network

resource R6, for example, parameter P46.

Step 810 - in response to the fact that at least one parameter of the fourth
network resource matches at least one parameter of the fifth and/or sixth network
resource, determining a connection between the fourth network resource and the fifth

and/or sixth network resource.

[136] The method continues to step 808, which is, in general, is similar to the step 706 of
the method 700. In one of non-limiting embodiments of the present technology, in response
to the fact that at least one parameter P46 of the fourth network resource R4 matches at
least one parameter P46 of the sixth network resource R6 and/or at least one parameter of
the fifth network resource RS, the method 800 includes establishing a connection between
the fourth network resource R4 and the fifth network resource R6 and/or sixth network

resource RS5.

[137] According to the Fig. 4 the fourth network resource R4 is preset, at that, the database
110 stores the information about this preset fourth network resource R4, and this
information includes at least one parameter of the fourth network resource R4, in particular,
it can be two parameters P45 and P46. The fourth network resource R4 parameter P45
matches the fifth network resource RS parameter P45, and the fourth network resource R4
parameter P46 matches the sixth network resource R6 parameter P46. Therefore, it is
possible to establish connection between the fourth network resource R4 and the fifth
network resource RS, and between the fourth network resource R4 and the sixth network

resource R6.

[138] The case is possible, when the fourth network resource R4 has only one parameter
P45, matching the fifth network resource RS parameter P45, and matching the sixth
network resource R6 parameter P46 parameters are absent and vice versa. In this case, only
connections between the fourth network resource R4 and the fifth network resource R5, or
between the fourth network resource R4 and the sixth network resource R6 may be

determined.

[139] In addition, in response to the fact that at least one parameter P56 of the fifth

network resource R5 matches at least one parameter P56 of the sixth network resource R6,
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the method 800 comprises determining of connection between the fifth network resource

RS and the sixth network resource R6, which is also reflected in Fig. 4.

[140] Additionally, the method 800 comprises the following actions: additionally
obtaining a seventh network resource R7, similarly to the step 802; similarly to the step 804
retrieving information about the seventh network resource R7, including at least one
parameter, in particular, the seventh network resource R7 two parameters P75 and P76; the
network scanning in order to search for the network resources similarly to the step 806;
wherein at the network scanning step finding at least the fifth network resource RS and at

least the sixth network resource R6.

[141] Next, in response to the fact that at least one parameter of the seventh network
resource matches at least one parameter of the fifth and/or the sixth network resource,
establishing connection between the seventh network resource and the fifth and/or sixth

network resource.

[142] According to the Fig. 5, when in addition to the fourth network resource R4 the
seventh network resource R7 is set, at that, the database 110 stores the information about
this set seventh network resource R7, and this information includes at least one parameter
of the seventh network resource R7, in particular, it can be two parameters P75 and P76.
The seventh network resource R7 parameter P75 matches the fifth network resource RS
parameter P75, and the seventh network resource R7 parameter P76 matches the sixth
network resource R6 parameter P76. Therefore, it is possible to establish connection
between the seventh network resource R7 and the fifth network resource RS, and
connection between the seventh network resource R7 and the sixth network resource R6.
Based on this connection it is possible to establish connection between the fourth network

resource R4 and the seventh network resource R7.

[143] According to Fig. 6 a case is depicted, when in addition to the fourth network
resource R4 the seventh network resource R7 is set. At that, the seventh network resource
R7 has only one parameter P75, matching the fifth network resource RS parameter P75,
and matching the sixth network resource R6 parameter P76 parameters are absent and vice
versa. In this case, only connections between the seventh network resource R7 and the fifth
network resource RS, or between the seventh network resource R7 and the sixth network

resource R6 may be established.
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[144] In case, if there is a connection between the fifth network resource R5 and the sixth
network resource R6 by the parameter P56, which also reflected both in Fig. 4 and in Fig.
5, then it is possible to establish connection between the fourth network resource R4 and

the seventh network resource R7.

[145] In one of non-limiting embodiments of the present technology, the information
about at least one network resource at the steps 704 or 804 may be obtained from the user.
The user may report information about the specified resource in the form of at least one of
the following parameters: domain name designation, IP-address, SSL-key, SSH-
fingerprint, information about running services, domain names history, IP-addresses
history, DNS-servers’ history, DNS-records changing, executable files with network nodes

interaction history, domain name owners’ history, [P-address owners’ history.

[146] In another non-limiting embodiment of the present technology, the information
about at least one network resource A at the steps 704 or 804 may be retrieved from the
database 110. Information about the network resource A may be retrieved from the database
110 in the form of at least one of the following parameters: domain name designation, IP-
address, SSL-key, SSH-fingerprint, information about running services, domain names
history, IP-addresses history, DNS-servers’ history, DNS-records changing, executable
files with network nodes interaction history, domain name owners’ history, IP-address

owners’ history.

[147] In one of non-limiting embodiments of the present technology, the information
about at least one network resource may additionally contain the domain name registration

data.

[148] In one of non-limiting embodiments of the present technology, the connection
weight determination is based on the matching parameters number and weight. For the
purposes of the present disclosure, the parameter means some property of the network
resource, which may be obtained or determined separately from the said network resource

other properties, property, which is characteristic to at least part of the network resources.

[149] In yet another non-limiting embodiment of the present technology, the connection

weight determination may be additionally based on the domain name registration data.
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[150] For the purposes of the present disclosure, the weight means value assigned to the
given connection (in other words, to the graph edge), allowing the network resource

parameters ordering.

[151] As the non-limiting embodiment of the present technology the following examples
may be given. In the first example, at the specified network resource 302 SSH-fingerprints
matching with one of plurality of network resources 304 known IP-address and domain
name with the SSH-fingerprint is observed. In the second example, at the specified network
resource 302 with the said one of plurality of network resources 304 partial matching in the
domain names owners’ histories is found, related to the said specified server, and one of
plurality of the network resources 304, wherein the owners do not match with the said

domain names current owners, and had rights for the said domain names at different time.

[152] At that, formed in the first case connection between the network resources usually
has larger weight, than formed in the second case connection between the network

resources.

[153] Alterations and improvements of the above mentioned embodiments of the present
technique will be clear to those skilled in the art. The foregoing disclosure is presented only
as an example and do not set any limitations. Thus, the present technique scope is limited

only by the scope of the appended claim.
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1.

CLAIMS

A method of determining associated network resources from a plurality of

network resources available on a network, the method executable by a server that is

communicatively coupled to the network, the method comprising:

2.

- scanning, by the server, the network to identify a first network resource and a
second network resource of the plurality of network resources, the first network

resource and the second network resource being different network resources;

- retrieving, by the server, information associated with the first network resource
and the second network resource, the information comprising at least one
parameter of the first network resource and at least one parameter of the second

network resource;

- in response to a match between the at least one parameter of the first network
resource and the at least one parameter of the second network resource,
establishing a connection between the first network resource and the second

network resource,

wherein, for each of the at least one parameter of the first network resource and
the at least one parameter of the second network resource, the at least one

parameter comprises at least one of:
- an SSL-key,
- an SSH-fingerprint,
- an executable file,

- information about running services.

The method of claim 1, wherein the method further comprises evaluating an actual

time interval as the network resource parameter.
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The method of claim 1, wherein:
- the scanning the network is further to identify a third network resource;

- the retrieving the information further comprises retrieving the information about
the third network resource, the information including at least one parameter of the

third network resource;

- in response to matching the at least one parameter of the first network resource
and the at least one parameter of the second network resource, and the at least one
parameter of the second network resource and the at least one parameter of the
third network resource, the method further comprises establishing the connection

between the first network resource and the third network resource,

wherein the at least one parameter of the third network resource comprises at least

one of:
- an SSL-key,
- an SSH-fingerprint,
- an executable file,

- information about running services.

The method of claim 1, wherein the method further comprises:

- obtaining additional information about the first network resource and the second

network resource from a history database; and wherein

- the match is further based on comparison of the additional information from the
history database and the at least one parameter of the first network resource and at

least one parameter of the second network resource is compared.

The method of claim 1, wherein the at least one parameter has at least one value.
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6. The method of claim 1, wherein the establishing the connection between the first
network resource and the second network resource comprises applying a mathematical
model in a form of a graph, graph vertices corresponding to the first network resource
and to the second network resource, and graph edges representing connections between
the first network resource and the second network resource by at least one parameter,

which 1s common to the first network resource and the second network resource.

7. The method of claim 6, wherein the method further comprises setting a
connections number threshold value representative of a threshold value of connections by
a single network resource parameter between a given first network resource and a given

second network resource.

8. The method of claim 6 further comprising assigning weights to the connections
between the first network resource and the second network resource based on the at least

one parameter of the first network resource and the second network resource.

9. The method of claim 6 further comprising determining a connection factor as a
ratio of (i) a number of connections by one parameter between the first network resource
and the second network resources, and (ii) each connection weight by one parameter

between the first network resource and the second network resource.

10. The method of claim 7, wherein the connections number threshold value is set by
the user.
11. The method of claim 8, wherein the connection weight is assigned by the user.
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12. The method of claim 7, wherein the connections number threshold value is set

using a machine learning algorithm.

13. The method of claim 8, wherein the connection weight is assigned using a

machine learning algorithm.

14. The method of claim 8, wherein the assigning the connection weight further
comprises considering date and time, associated with at least part of the information about

a target network resources.

15. The method of claim 9 further comprising ignoring connections between the first
network resource and the second network resource based on at least one of: the

connection factor, and the weights.

16. The method of claim 7 further comprising ignoring the connections between the
first network resource and the second network resource if the connections number
threshold value is exceeded by one network resource parameter between one first network

resource and the second network resources.

17. A method of determining associated network resources to a target network
resource, the associated network resources being from a plurality of network resources
available on a network, the method executable by a server that is communicatively

coupled to the network, the method comprising:
- obtaining an indication of the target network resource;

- retrieving information associated with the target network resource, the
information including at least one parameter associated with the target network

resource;
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18.

- scanning the network in order to identify candidate associated resources for the
target network resource, the candidate associated resources including a first
network resource and a second network resource, the first network resource, the
second network resource and the target network resource being different network

resources;

- retrieving information associated with the first network resource and the second
network resource, the information including at least one parameter of the first

network resource and at least one parameter the second network resource;

- in response to at least one parameter of the target network resource matching at
least one parameter of the first and the second network resources, establishing
connection between the target network resource and a respective one of at least

one of the first network resource and the second network resource,

wherein, for each of the at least one parameter of the target network resource, the
at least one parameter of the first network resource and the at least one parameter
of the second network resource, the at least one parameter comprises at least one

of:
- an SSL-key,
- an SSH-fingerprint,
- an executable file,

- information about running services.

The of claim 17, the method further comprising, in response to the at least one

parameter of the first network resource matching the at least one parameter of the second
network resource, further establishing connection between the first network resource and

the second network resource.
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19. A server for determining associated network resources, the server configured to

connect to a database via a data transmission network, the server comprising:

- a data transmission interface for data exchange via the data transmission

network;
- a memory storing machine readable instructions;

- a processor, functionally coupled to the data transmission interface and the

memory, wherein the processor is configured to implement the method of claim 1.
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