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*6" T48 18 SEP 2002 1 APPARATUS AND METHOD OF READI NG A PROGRAM
SSOR Field of the Invention 10 This invention relates to
including but not limted to adding security to the bootstrap
Background of the Invention Processor8, SEEH0Es

essors, digital signal processars, progranmable |ogic arrays

i el d programmabl e gate arrays (FPGAs) mcro controllers, and
uters, are well known. Such devices may include ons

ccess Menory), ROM (Read Only Menory), EPROMV tinﬁm@mmﬂﬁmﬁﬁmm#,

| ports. Processors often have a bootstrap node,

ng, enul ation (debug), or test node, which entails doW&®adi ng a
program (or other data) from an external source, which programis
by the processor to provide a desired function, which functions

ous.
Igo havé “a oots@pgﬁNﬁ%ggCﬁﬂggpgggggg@?89%F§§?§%J?g?ﬂ?%a har dwar e

tions froman external devPBOGERORontains instructions or

s for configuration of the device. Because the program bei ng

d in bootstrap node co s(; external to the processor,
potential security ris §l gg%%$%$8§a§ﬁth downl oadi ng an externa

oday, security for mcroprocessors is designed to prevent further

n andriBadyaoi st telafesdRdl frobissbss, inga8ing bitusitiiRiledrtssaddmag are

nce the pro entered into the mcroprocessor. Such
y r‘?ﬁ?}‘rbtéptfootg’ﬁg’qok&f%mo PEPERSSB2 2 PI CTM chip avail abl e from
I nc.

Such a solution, however, does not prevent tanpering with

nal source of information nor does it prevent undesirable prograns
ring the processor, d fuuwg ent t he device from bei ng
d at a later tine by &?anner thereby limting

biIity of the device. Aocordlngly, there-ls a need for a processor

O Brcdlrs, BRAAE micrslrontpo, " ﬁabergtr@r IpBeddsegy, am t hat

r rrultréﬁam&%g%\)stra%ago%i% P‘%FOQHQa srggg%de vi ce. 10 Brief

on B8k etHH §F*% aﬁlradlgessor in

e v(/FPIGAd)enm‘Bownntmtlem and microcomputers, are well known. Such
devices may include on-board RAM (Random Access Memory), ROM (Read

Only Memory), EPROM, timers, /O ports, and serial ports.

Processors often have a bootstrap mode, also known programming,
emulation (debug), or test mode, which entails downloading a bootstrap
program (or other data) from an external source, which program is
executed by the processor to provide a desired function, which functions are
numerous. Devices such as PLAs and other reconfigurable hardware
devices also have a bootstrap mode that serves to provide internal hardware
configurations from an external device that contains instructions or
blueprints for configuration of the device.

Because the program being downloaded in bootstrap mode comes from a
source external to the processor, there are potential security risks
associated with downloading an external program. Today, security for
microprocessors is designed to prevent further reading in and reading out
of data using fuses or fusible links that are severed once the program is
entered into the microprocessor. Such technology may be found in the
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FIG 2 is a flowhart showi ng a nethod of adding authenticity to and/ or
encrypting a bootstrap programin accordance with the invention. FIG 3 is
a flowhart showi ng a nmethod of decrypting and/or authenticating a
bootstrap programin accordance with the invention. 20 DeS8cBEPt2@i2 of a
Preferred Enbodi mnent The foll ow ng describes an apparatus for and net hod of
providing a 25 secure nethod of downl oading a programinto a processor from
‘a nenory device external to the processor, particularly useful in bootstrap
mode. The pr]blj}“a‘mhipwvlaélabtacﬁym Bdcrpchip; Ino iSushensolutiont bowlkeerxdeesnal
gqevice. The Rhiqaom, géﬁ&n%u@tgﬁrﬁe%tteﬂtag%hwoﬂlat&tﬂmtdnogoxaﬁsi@sdmt oit.
orrra [

Aut henti cati on r OVi n unencrypte /or an 30
encrypt ed erf@V&Wﬁ uf ﬁlb?biééggﬁ’ra%g%ﬁy‘%ﬁéﬁ e RrA%eEsn aaddyrt program
bﬁf ore al | ovpriegettaetherdiyicenfiré Betng yeathatindy at béa@?&ﬁﬁé%@ran Auﬂﬁrtwdd off
the presegnt 1.on GO | . . ootstrap node of a
processor, r%@éﬁ%fx} I hf’%qug%@%n%‘r’@%h? tﬁfe%‘l:’t?ﬁt ‘B‘fr“%}géééé;g?ea 35 a program from
an external device; decrypting the programusing a key enbedded inside the

processor, i etotdtdtqn@gtsieﬂfeyat@d e oA B prabébsor ShdBhAER AR Ruesut i ng the

d t ed th t he st det
decrypred b i ooy BEASd TR L SO Dol ol ot 0ot 1o

encrypt ed, ibdetstirap pgogreeemingof afsingle devizgr am by t he processor. The net hod
may furtfger conprise the steps of performng 5 authentication verification
on the decrypted program when the decrypted programis authenticated,
executing the decrypted program and when the decrypted programfails to be
aut henti cat ed, inhibiting exBuaf Descritierhef theoBrawnmgg t he processor. 10 A
met hod of the present i nvention conprises the steps of entering a bootstrap
node of a procE,? di ng bg a%tfl rst menory within thﬁh%ocessor
program from a xlle‘Fr‘?a ogfe Hiagramef 3 BrofeftPT i aFEAEGANgE iYE fification on
t he progllaminweetionhe programis authenticated, executing the decrypted
program and when. bhg LashaRhednby @%Jtabt%ftaedﬁfg authenBidhifentdribed,

i nhi biting execut .on of the roces ep o

i bi {1 g CHUEPHER SopotHEa PR By HEBPOLBRCob Sy BB i e the st ep
of stopping t h&IGr 8dessBowehatsbretng angethod ddalderywpting amd/oest art of the
processor, theheheRafthg¥bssthdp (6o RmPGE 22 MrduRtOwHh tHY ilieh@iod0 | oop, or
t he step, of starting tﬁe process ‘again, beginning with the entering step.
The fall%%'e to aut henticate may be indi cated with an error nessage. In
addition, the nethod may conprise the step of preventing the executing step
fromoccurring w thout sucpgssfpildnyofcd PpéRHIELBBIANMEMENt i cating step. The
step of perform ng authentication verification nmay conprise the 25 step of
perform ng a checksum on the decrypted program the step of performng a
hash on the dedihygoBowprmdesmbes ho anrepabfs formndrmethpdaef powrdipged checksum

on the dgrr %Ecﬁge &t&abaraf d@tvntmlﬁg %gp&fgrmemsb 'agpr%cédslsgi' tm @ ﬂx@ﬁ{dﬁre of
bubl i o door vk EThal e Rp a0 RaStirBRr REpsel) B SSESEgh aBtds. o Tne
decryption kex;ngramernnzgoeeqmem@@ priegitoétstandrpindodbe extarngl 6€le¢ odbssed into

anot her key phgtrainSmegedsd Ba@@ﬁﬁ%@nticﬁ@ioﬁﬁﬁﬂfrﬁf&tmﬁ AdRLERSIt! N accor d with
t he present nventlon conpr i devi ce ed and

Ses a
oo oot oy AR TRt piay B¢ BEyIGe 98 G FesaTPed SHUODAB e eotar
during a%oo@mﬂ‘ya‘mdnpwgram dﬁbe ppedessprptesrests amd/apanthiehyicataspthed to t he

first menorypdevlfenefdrd AMGRHhgARd [HOPRIh 46 He%xePuted by the processor.

A method of the present invention comprises the steps of entering a
bootstrap mode of a processor; reading, into a memory within the processor,
35 a program from an external device; decrypting the program using a key
embedded inside the processor, yielding a decrypted program; and



18 "SEP 2002 4 decrypt the programutilizing a key stored within the
processor; and a second nenory device (RAM arranged and constructed to
store the decrypted program The processor may al so be arranged and
constructed to execute the decrypted programonly after sgcsEssfod?

aut hentication of the 5 decrypted progragm A block diagramof a processor
coupled to an external progranm ng device is shown in FIG 1. A processor
101, such as a customintegrated circuit based on an ARM processor

ar chi t ect ur exehsing ﬁladairyptﬂdepﬂognamlmhﬂwlethdamr;ayi Birtloemnenh prdsd than

external de KRt ?Q}%,

processor, gteﬁﬁ as aeﬁ{éll(rhgr(l)%%ﬁ the ter_ar P’E’?%H?\émwed ne@g(rﬁtgggégor 101
contains a BE5eELE éﬁ?sm%’dﬁ‘%?lﬂb egéwmt% hhitingexgention ak thropregrampby
processi ng theprédegsqg. OTRS suthdd mays hiethear aﬂnpxﬁwtlb@@ﬁe@ts o peffodfingd he

boot St 28 PLASKSRINACHIAN A% RERERSASLAR Hher ol S10R udol g AfS, and

downl oadS i 'S pProgram i nt rmalon wnloa m t he

ext er nal de\W@&l‘aﬂhy‘S puthradiopprd exepiting tlh de¢ray ptrd PyogrRDY qmdowbsmthg 107
accesses a lgeyry :blé;df bfefailsCodRCAWBEn i bg et NMrdii PRirgOskechtiBn REGRS I ap
processi ng section timaly al so authenticate the program downl oaded from
the exter naP ORAR &Y19§ PS5 shown and described for FIG 3 below. In the
preferred enbodi nent, the bootstrap processing section 105 is part of the

I nt er naljoROM of xﬁ&%oero%ﬁé§9ése$@1n@aﬁldnsco§%@g&ttﬁefsw§§ &ih&mt 111 that
provi des other, functi rocg}aséoh} fl§§t25 The % i nvention

provi des t hP@BtSETFH B ﬁto Iaé?}‘QF‘?SB réa SHE P, F progr am
stored in tiproeesser, maprazwinc o0 8niextamal yevid; pplrfefrarr@hythemtmatllona way

that only t%rﬂcQﬁ@ﬁ%Wthjeoﬂrro%?&nd%ﬂ'erlp@uetﬂ% PIAGE aMtReh QEReli ExGBAM MRy
be execut ed. glﬁflﬁ’ nd |evel ram S xternal device

in e
D r o St SRS Brogy ot B MR PR ASS SahPIed SFogbmE R dAe nosh  ang S0
forth, VAi cludbémecdted, inhibitihgrexetuton ofishe beograthbey the arewséor. t he
processor 101 before the program may be executed. In a third level, the

program store n the ex nal devi ce | bot h encrypted and has added
aut henti city ?Efr*%ﬁ?ﬁ;& ‘i’fo‘ﬁ Hagteﬁsc o ReRISE 36 WY RISESSPAE BRYand
successf ul | yompirisenthiecaé¢redf Stebpire tHaepxpcexybalﬁnomtayxéxmtﬁfg exyecodedntiFach of

the three ditgrept tﬂeeﬁfr%lzéss‘af' A3 Weﬂ@)‘m%ech@%}%cés%} IH%B a%e&lﬁ ‘?teby usi ng
two or re encr)régﬁ1 E?Fggfocesses nd/ or two .or,nore

aut hent i%at i13%P startipg the PROGRES B8R, hPEinding Vb‘i}} ﬁ’éﬁeﬁg’@ and/ or
a nore denarsmmgThatfhlémq atuthenpicateansy ba lhﬂmmdawtthodn armpeithessagé.

processi Ng anP{dA9¢iaR) thermetdaday! cﬂnﬁﬁls@ 8% ls8d Aﬂ f&‘i‘r\éhﬁﬁglt% e&@éudlﬁé
entry to a procgﬁssor 101, is shown in B@]é( is desired

to add aut h&hER SN oCFUTIRE PHOGHE FIEess om%lﬁﬁggahﬁ?e‘itb‘%@&%% gonti nues
with step 268ep.wWhbeesteubhpertforraingomthehticataen verifisatacdethyt compiesetlogr am as

necessany. Tag, af Eé}szqﬂm%f a %H&JI&%HH 6RthE Heér‘%@éd*ﬁ%dg@ﬂm”%e s bed e

perforning a sum or “an te chéc own, as a nessage
aut henti cat |H’5’ﬁ&6%€g aolhascl'h%n %ﬁ&?%?%’épm%%ﬁﬁe ﬁ\t‘?ﬁ @ﬁOP%Fr} ré?ﬁ‘ﬁa?%r e of the
unencrypt ed epeogrtadichrgksains onlhe Wserypted pregriads axtheatep ofithenkinghe process
continues WdiBiisi & ngﬁ;}e OPRRE Beldrlyp 'te°d Pdehrm ek kéy Eﬂ%e&@e@f&?&sﬁ% 101
requires an encr g 0og ram T rom t ?‘@t ernal gegl ce 51 | f encryption
is to take pFAEES "Eﬂ‘é‘yg?eo"gf’a it deTNRHODKEY APrYptsdopEP IEﬂé‘FVp‘f dn net hods
i ncl ude 30i gisyalmsiriadddripigowkeydilae kpybmbedded irende Vit provesgrimay bekey
encryption, [ ANs 388 +5 Qe dR0E Phe HFS step 207, the
o ocess. cont Suased s Mot ARTkUPIAT: o0 15 ed3pL Ine PriEhp®
A process in accord with the present invention comprises a first memory
device (ROM), arranged and constructed to obtain a program from a device
35 external to the processor during a bootstrap mode; a decryption processor,
operably coupled to the first memory device, arranged and constructed to



20 aut henticity should be added at this point in the process. If it is, the
process continues to step 211, where such authenticity is added, otherw se
the process ends. Authentication informati on added after encryption at step
211 may include a hash, which is a one way checksum per f% P &9 02n
encrypted program and/or an encrypted clpecksum (nessage 25 authentication
code) perforned on the encrypted program A digital signature of the
‘encrypted program nmay al so be used to provide authentication. Adding

aut hent i cat idesrypa\tht PtegRind eeillzeiOa kel steRdIOBhimtik pidcedsognedd/pti on (step

.209), when the am | rd met hod of
decrypting 5ﬁ89&0)4 “%m%é{n é%?twggé‘yﬁﬁ%? an% O%SEIJugyn@rh% stﬁp‘I t}?a,? n FIG 3. In
the preferr el@cerme@lrpmmamt H‘besrrewsew maryealﬁegh@dr@rgeﬂrf@ d eongtrugsed tor ned
by the boot %k@aae&heqessypwd%e@gﬂaenoﬁQEa@ér slReqracRSHeNtitAon BRERHOL foOT

st eps 30% ragFSl? At st the processor's 101 bootstrap node is
ent er ed. “At ogramis read fromthe 35 external device 103. At
step 305, it is determ ned if the programread fromthe external device is

encrypted. If aha,pr 993[ gh’f E&'oc@g%ry&)trﬁﬂjed E@@n ext&nabFBréd84Ridy ocess

continues wth step 30 rogram was, not encrypted,

0
the process dexicedsibe r@i S%AQ%‘ 2 CB3OBY IntRgralpdgram i s
i nhi bi ted. Smhxtaba@rltoman\mdlMdpﬂmeessbnaem1memra thartas desilaldd framonl y have

encrypt g d%ﬁl\/ﬂ ?sd?o%ﬂg@{e% ttghzﬁl Q:Et%f&‘él d&HgncesﬂFﬁ“ s@tch E’Q%”Réggecur e

mformatronrsé when 1t sired to
prevent al t &#FR %f Eﬁ’g@%t BAM onypRy SFPERIESE, SEch &s doRgnseRadled.
Al t er nat i velepmpaites bepesd@xturd. Thy pbecedetrelti cvadaink af hustgt-ap paooessing

properly englypteqos tBQPgéxlenﬁ é@iﬁ% dﬂ%{:j@s {}%\gﬁ&ﬁtﬂé‘?{oc@&r%ﬁ 1966”

altered or erroneousl % encr ramwas not
properly 10 e&eragng O?tﬁﬁraﬁrfﬁe P%FSEF@MRYHEF@SW&WCEPB PO BsCRsFed t he
dashed I1|5ne)thevdmzexae>decmé i108 anfl ddwenlpaduitaprdpratrhimte RAMIDIr Tlse i nhi bi t ed.

IT the pr Ogr1ﬁ%r%g%€&&9nfo%ﬁ@& “cﬂé”e%flrﬁ lcgév‘?& %y ‘e &bgegét%ﬁr gnis then

decrypted at err yption 15 step
i s perf or redvBightthe deewinfion; remc?ﬁsetgew AtFessty kﬁr 1b371rb9rqeﬁéo fesfy@ésor 101.
The decrypt ithe mfam&etiaon sThabbastdptprotdmsirgyseetioh 1®5anyphlsen t hat was used

to encrypt t;llﬂheﬁﬁgét% :}%é&&)&to 'P@Adeﬁef‘:‘brﬁ%hé%iterhfal dfAke 53R €,

asymetric encryptl to._encrypt t the external
devi ce 1493, sheef f"ﬁ belovis da PH@@FW"[Q H]eélm rhf at step

20 307. Si mBbaatdtyap pfo@smnglsecxmnw&m pant of elye ytetrethRAM oft thiei preckssbie
program was gicLypled ¥%t% PHR'thE RESM ANG Q'r Be&Had dg“oth@?ﬁﬁi%%@%r fgvi ce

103, and the rocesa8 uses a prrvate ey to decrypt the sanme nessage.
The key 113 RIQEFSPBAVdecryption i s enbedded inside the processor in the
preferred enbodi nent. The key 113 may be stored in RAM programabl e

25 non- vg atr | ?‘h@‘iﬁ@ée}ht 15&%&?:%& fdir‘(‘@és%hr@@@hf?é}eﬁpfe%t@}s o-f‘@%cxﬁ‘?fj VH{ bRE step
may al so in rocessi n% ‘t |nto anot.her ﬁﬁg .Or anoiﬁ)e e] of

i nf or mati on zseb UBERBTR THAEGA It therext fﬁfegrdamce 4% 8peTID & iprbfegably

det er mi ned iih suvh ppwagrthat volybthedoordssad @l tamdedriyet 86 proageamabefaevi ce 103
is to be aut@mrﬁfog ﬂ%%aﬁ'bkQQH%e&XtIﬁrd“%chd?Myﬂ%';{}Qg{aﬂﬁ SBERANAHEC be

boot st rapped 1 ntot rocessor‘yil rovi des sg)currt art because an
undesi red paPt§rRaHegiaotO3has eéiea‘é%’leétltc’éyd% FWPOPhé‘J %@Pam in the
ext er nal 3odeviteekdyd, hadhj andsalforthe whitly aithemiRstybinforendther nfuast kencr ypt ed

or “”encryptcﬁﬂh% 95 245, %eﬁ%‘éé’ﬁ’ g}'igl %Hfo?g@lfr] ?xar{?lrgﬂl rﬁgg\{)%re'xelzr&%{:l % on the

program Su aut entr o reven
ext ernal pr oythixdiersh rwoggamrrr@rreﬁap trhe etrnal device is both encrypted

and has added authenticity information, and the program must be both
decrypted and successfully authenticated before the program may be

35 executed. Each of the three different levels of security may be made further
secure by using two or more encryption processes and/or two or more



18 SEP 2002 7 processor |01 and potentially causing sensitive information
~wthin the processor 101 to be output by the processor 101, thereby
conprom sing the information within the processor 101. The authentication
process may al so prevent undesired prograns from runni ng8 WBPcRO®Adesired
prograns 5 m ght cause desired progranssto mal function, create undesirable
processi ng patterns or pathways, take processing power from desirable
"processor functions, and so forth. Internal code and hardware_ (functions)
may be kept anthepticationpracedvaes,zadusing esmore seqywe enstyHtion meathedaut hori zed
-reading in angounamdierdeant difd dulifeiidatRh piReskat a may al so 10 be _
prevented, while providing for authorized reading in and authorized readi ng
out without limtation. At step 311, the program which nay be a decrypted
program is aw fentharteth method of pexasgihea mogiwn Kestooaghashnwas used to
15 aut heati enf,or med on
Hllg nélhx?ev?éeoﬂfsf‘ﬁg tléet'aﬁgﬁyocp]j’a%;?ug%sg{) 1@1’;‘3%%@ %Pﬁle LOFRG. el

the (decrypte (ﬁ;%gr am at p ; .a programjs, not
successf ul | teRAHe Hilt indesireddp addiauwthenficitto theqypgram $o padopmieaseds st ep
315|, gnd t hehe pOsRSS catititsues| with it ép ?w,aﬁhéﬁam\ﬁheﬁutémn ﬁ{fohhegipgdgr gm may

i ncl ude st oppi SO o] . ed code 20
until the p_;ggé%ggéwﬁﬁﬁo%%@rae%?%@% Seaé?' mh?%gé{ﬁaﬂg F%@ﬁ?eﬁg‘%@( decrypt ed)

pr ogr am t hainfaemationrrhan deduieperforaing schsskbrumer 4n epruytpéedxt er nal devi ce

103. Al t@r nghédk@hih, d18CkRFWE BRSO mekOdgd aitHRatidetibhRede, adidily programmed in
such a way as to

lﬁre ent the pr Cﬁ:s or 101 fmexecuti r]cg the program

wi t hout suclB&§BF. F?fy%?\gﬁfi@ri 315 8" 2Rt ¥a entale&c%% g,pr? Efn.r’e.) no
back ar oundmdyealaabhaised sarrovidesvthentisation. t o def eat the aut henticati on)
is provided. The deactivating may al so i nclude placing the processor in an

infinite |l oop @Qr starting.the pr.ogcess iR beginning wth.st.ep 301 (via
the dashed | i n@)e. PW%‘*%‘EP?‘H”&W?Q“{@E 3 F hese Jtsﬁieeﬁ%”&‘é‘teg ’ﬁ%ﬁp be i ndi cat ed
wi t h anler r proageswalfdl xequinesain ensrypredinrogrsss from she hxtemnal devdee #03pl ay may
I( gdl cat te 5 ;)Iiaex&’c&%tibx!ﬂ?é td ﬁ&ﬁceﬁﬂ&é&,lﬁ@ﬁrc{éﬁm' iQ?ﬁcfﬁté&tﬁt sﬂei)dms. st tepdfl& the
ecrypte rogr.amis . aui henticat.e e e ate crypted) program
i s execut edEpgtcrgqt_écB‘ %‘ff?“% Ck"’r‘ffé’ %Fgé&?agﬁ’g@g #H?%ﬁ’r 3‘2%1 ('tﬁf’jﬁvent i on
provi des a mathyptiohoprivetpkeyenuyetionl sionetrigBey evanyptiond apd sodortdd from
{ ﬁver sg_ EPQM&?@E&EQ?H therp#aéeds QﬁﬂﬁﬂiTlimitﬁ $9ép ?b@, \ZH&%B Srit ﬁgg%ﬂ@rr%m&pifu? to
ree ere evel 5 of . securi he pr.es \ i nvention
provi degf)a \?\/}al)lg/hf)tnglcbﬁyes\qﬂeo dﬁﬁﬁéﬁ?%ét E}%}aé"’ rfto_lﬁl)et%‘_ iR cegis(egﬁitelﬁ’ 1i%‘r‘? HOpFScessor,
whi ch unwantertizeeretoitgni2ldi wherresuslicawthenticige ispddeags ofbgrvipatheon stored
Wi t hiR the prewessads. Wiitﬁéﬁlﬁ!%atfd?ﬁﬁl_ digrfersla e d&@é@aﬂéﬁeﬁé@bﬁgh_ﬂﬁ d‘tég”} ]
unaut hori ze . htlona ri,zed. readi n_and further
aut hori zed r%égg:ﬁ%%§%c3{ld%f% e'ﬁ'f@’ g’(%l\}v#q}f %a%é)gfu'%‘ga t(é}hetcgglllﬁrl ee‘?‘%r’% ed %nd
aut hent i cat edcyPded Prpaagm,.aandoppsanfasrptetirhegkayaimesgogmt i on nay be
enbodi _ed?i nﬁatm{ti@pmi ddde) fT)@ffmgnm bhguté efepathd Woéﬂa%n M&ig’iﬁhﬂ[) it or
essential c ter i CS. esSCl i enbodi nen are to be
consi dered F%n%hserégg%lgcetnscr%pn 9p§§§rfﬁ§§ ragb? g%%ﬁ%%ﬁgfovfg%t rictive. The
scope of thauthendination. jAddingaushenticationdnantake place hefoap peten P3¢ adns
rather than afterteherypdiondetdpRaieswheRth®proghh Bhamaascifipedcone W thin the
meani ng and range of equivalency of the clains are to be enbraced within

their scope. 15 What is clained_ is: 18 SEP 2002
30 A flowchart of a method of decrypting and/or authenticating a bootstrap

program is shown in FIG. 3. In the preferred embodiment, the steps of the
method of FIG. 3 are performed by the bootstrap processing section 105 of
the processor 101, except for steps 307 and 317. At step 301, the processor's
101 bootstrap mode is entered. At step 303, a program is read from the

35 external device 103. At step 305, it is determined if the program read from
the external device is encrypted. If the program is not encrypted, the



9 Cainms 1. A nethod conprising the steps of: 5 entering a bootstrap node
of a processor; during the bootstrap node: 10 reading, into a nenory within
t he processor, a bootstrap programfrom a device external to the processor;
decrypting the bootstrap program using a key enbedded i A8 &&r RO0Br ocessor,
yiel ding a decrypted program 15 perforngng authentication verification on
the decrypted progranm executing, by the processor, the decrypted program
‘only after 20 the decrypted programis authenticated, and when the

decrypt ed provgeesmcbatinyes WlﬂisxestaptaﬂéntAléqm@aveﬁynltﬁtlhetpmgramémﬁ heh of the

decr ypt ed_prgrAf ey e oRlAGRES Bintidf RithHiep @?BP%eﬂf e£écﬁh’6hlof ghur t her
OO Stra
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Alternatively, at step 305, it may be determined if the program was properly
encrypted. Properly encrypted data is data that has not been altered or
erroneously decrypted/encrypted. When the program was not properly

10  encrypted, the process would continue with step 315 (via the dashed line),
where execution of the program by the processor is inhibited.

If the program was found to be encrypted at step 305, the program is

then decrypted at step 307. In the preferred embodiment, the decryption

15 step is performed by the decryption processing section 107 of the processor
101. The decryption process is tailored to the type of encryption that was
used to encrypt the program in the external device 103. If, for example,
asymmetric encryption key was used to encrypt the program in the external
device 108, then the same key would be used to decrypt the program at step

20  307. Similarly, if a public encryption key system was utilized, the program
was encrypted by a public key and placed in the external device 103, and the
processor 101 uses a private key to decrypt the same message. The key 113
used for decryption is embedded inside the processor in the preferred
embodiment. The key 113 may be stored in RAM, ROM, programmable

25 non-volatile memory, fixed hardware, and so forth. The decryption step
may also include processing a key into another key or another piece of
information to be used to decrypt the program.

At step 309, it is determined if the program to be downloaded from the

30 external device 103 is to be authenticated. Although externally encrypting
the program to be bootstrapped into the processor 101 provides security, in
part because an undesired party would not easily be able to decrypt the
program in the external device 103, additional security is possible either for
encrypted or unencrypted programs by performing authentication

35 verification on the program. Such authentication would, among other
benefits, prevent an external program from running internal to the



5 4. The nethod of claim1, wherein the step of inhibiting execution of the
decrypted program by the processor conprises the step of stopping the
processor from executing any code fromthe decrypted bootstrap program
until a restart of the 10 processor. 5. The nethod of cllfi rAEP, 2f8érei n t he
step of inhibiting execution of the decrypted program by the processor
conprises 15 the step of starting the process again, beginning wth the
‘entering step. 6. The nethod of claim1l, wherein a key needed to decrypt
the 20 boot processqr b amd ipstemtialbt ensthgpserdiidy el vforrmatixh evithin the t he
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9. A net hod *€8 %”rtn‘ﬁlt

At step 311, the program, which may be a decrypted program, is

authenticated. If, for example, a checksum or hash was used to

15 authenticate the program, then a checksum or hash should be performed
on the (decrypted) program at step 311. If at step 313, the program is not
successfully authenticated, execution of the program is inhibited at step
315, and the process ends. Inhibiting of the execution of the program may
include stopping the processor 101 from executing any downloaded code

20  until the processor 101 is restarted, including flushing the (decrypted)
program that was downloaded into the processor 101 from the external
device 103. Alternatively, the processor 101 may be designed and/or
programmed in such a way as to prevent the processor 101 from executing
the program without successfully completing the authenticating process,

25 i.e., no back around the authentication door (method to defeat the
authentication) is provided. The deactivating may also include placing the
processor in an infinite loop or starting the process again beginning with
step 301 (via the dashed line). In addition, the failure to authenticate may
be indicated with an error message external to the processor, such that a

30 display may indicate to a user that the bootstrap download failed. If at step
313, the (decrypted) program is authenticated, the authenticated (decrypted)
program is executed at step 317, and the process ends.

The present invention provides a method for keeping external codes
35 secure and protected from reverse engineering. Alternate embodiments of
the invention provide up to three different levels of security. The present



entering a bootstrap node of a processor; during the bootstrap node: 25
reading, by a first nmenory within the processor, a bootstrap program stored
as an encrypted bootstrap programin a device external to the processor; 30
decrypting the bootstrap program yielding a decrypted program 18 SEP
2002 12 perform ng authentication verification on the decrypted program 5
when the programis authenticated, executing, by the processor, the
‘decrypted program when the decrypted program fails tb8lsEmublenti cated,

i nhi biting execution of the decrypted grogram by the processor. 10 10. The
method of claim9, wherein a key needed to decrypt the bootstrap programis
not stored on the device external to the processor. 15 A A& .A3 .A& . AY
. AQY . A . Aynvéhititin provides a way to prevent unwanted code from being executed in a

processor, which unwanted code might divulge secret or sensitive
information stored within the processor. Internal code and hardware are
protected from unauthorized access or use. Additional authorized reading

5 in and further authorized reading out of the downloaded, potentially
encrypted and authenticated program, is also provided.

The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments
10  are to be considered in all respects only as illustrative and not restrictive. The
scope of the invention is, therefore, indicated by the appended claims rather than
by the foregoing description. All changes that come within the meaning and
range of equivalency of the claims are to be embraced within their scope.

15 What is claimed is:
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during the bootstrap mode:

10 reading, into a memory within the processor, a bootstrap

program from a device external to the processor;

decrypting the bootstrap program using a key embedded
inside the processor, yielding a decrypted program;

15
performing authentication verification on the decrypted
program;

executing, by the processor, the decrypted program only after
20 the decrypted program is authenticated, and when the
decrypted program fails to be authenticated, inhibiting
execution of the decrypted program by the processor.
25 2. The method of claim 1, further comprising the steps of:

determining if the bootstrap program was properly encrypted,;

when the bootstrap program was not properly encrypted,

30 inhibiting execution of the program by the processor.
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execution of the decrypted program by the processor comprises
the step of stopping the processor from executing any code
from the decrypted bootstrap program until a restart of the

10 processor.

5. The method of claim 1, wherein the step of inhibiting
execution of the decrypted program by the processor comprises

15 the step of starting the process again, beginning with the
entering step.

6. The method of claim 1, wherein a key needed to decrypt the

20 bootstrap program is not stored on the device external to the
processor.

7. A processor comprising:

25
a first memory, arranged and constructed to obtain a bootstrap
program from a device external to the processor during a
bootstrap mode;

30 a decryption processor, operably coupled to the first memory,

arranged and constructed to decrypt the bootstrap program
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F10%& () -zt 10%r§"s@:}6nd memory arranged and constructed to store, during the
5 bootstrap mode, the decrypted program for subsequent
execution by the processor;

wherein the processor is arranged and constructed to

performing authentication verification on the decrypted program
10 and execute the decrypted program only after successful

authentication of the decrypted program as an intended

program.

15 8. The processor of claim 7, wherein the bootstrap program is
stored as an encrypted bootstrap program in the device
external to the processor .

20 9. A method comprising the steps of:

entering a bootstrap mode of a processor;

during the bootstrap mode:

25
reading, by a first memory within the processor, a bootstrap
program stored as an encrypted bootstrap program in a
device external to the processor;

30 decrypting the bootstrap program, yielding a decrypted

program;
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when the decrypted program fails to be authenticated, inhibiting
execution of the decrypted program by the processor.
10

10. The method of claim 9, wherein a key needed to decrypt the
bootstrap program is not stored on the device external to the
processor.

15



