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WD 2004/ 015569 PCT/ US2003/ 025294 METHOD AND APPARATUS

FOR BOOTI NG W TH REMOTE CONFI GURATI ON DATA Techni cal
wo-e@kd13s69 t he I nvention 5 The present inventi oPCTEFRDE625294

to the field of electronic data processing devices,

and nore particularly, to the operation of a

Convent | onE LD ANHE AR BTES KR BTG Wi
out put system ( BERHO COMNFIGUR SV DATAMAr e in

order to "boot" the processor into operation. During
the boot process, 10 configuration data required to

set initial setti.ngs.of .t e re retrieved using

a firmware config%‘ig—rvn—éfg—hiy—‘_ ca{Flep £ in.‘;gn—n—sélon one

Bl O3k ipkdteryivebtiohiréleet W @s flehipefeleidhlcalakabiodstsing devices, and
settings are stored in a systemnon-vol atile nenory,

mage pprtigalagy dmths ergiginnaita compyEpg SYN/ f i r mar e

i mpl ement ati ons SE%}% 6@4&3; @%%Vg%i&pe same

nonvol atil e nmenor ' re resides. In

ei t Ganhventivmkl copguaingeystans gLy bdsicoinputadutpuit systm BI@S) stored in
fromthe | ocal 15 non-volatile nmenory, updates

to
SYSERIETaEs igHderp abprts thermrpesssqsdntaraprrabigns Huping dhe boot process,
oY, AL RLE 1 EMASLUNG o DBl S win o
firmpearatinfiguration ludlityo psoma BIOPAirewdre atchdektured dteselconfiguration

set%?lg%%trg léé)gt . 5(1)121( q%rg{ngtipo%%ggt g mn}fgyn b V,gqluglta :al%g qg@ggg%por%e%t. Other
BIOS/ 43w AL fmpRrRh@6En HiGSHHT AR A M RYINFNaHRIemory on which

enbodi nents” of nethods according to the present
the finnewareoesiddsi dueithed eivd:rmmcame@gngg@am d4ta escohsained/freny the local

of conputin stem agccording .to o 5 exanpl e.
nofryg B ERtEob TpiSs Frent EgAte syt Puhist B oG B fig memory
befor@{Té SRR ISTRRA lip@te2 tHRESMHRY, KoqRir6 Bhé BEMBFEsoRGRSS pliobEses

to one exanple engodl ment of the present invention. .
opExatiué detheDomputipg systernfo load updaretheqndigugtiondatarato the non-volatile
mg oll owi ng detail ed description, nunmerous specific

det'di1's are set forth in order to provi de a thorough

under st andi ng of the present invention. However, it

will be understood by those skilled in the art that

the present invention may be practiced w thout

Brief Description of the Drawing

Figures 1-4 illustrate in block diagram form various example embodiments of
methods according to the present invention.

Figure 5 illustrates a simplified overview of a computing system according to one
example embodiment of the invention.

Figure 6 illustrates an example embodiment of a network architecture according to

one example embodiment of the present invention.

Detailed Description of the Invention

In the following detailed description, numerous specific details are set forth in
order to provide a thorough understanding of the present invention. However, it will be
understood by those skilled in the art that the present invention may be practiced without

these specific details and other embodiments may be utilized and structural changes may
1
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t hese specific details and ot her enbodi nents may be

utilized and structural changes may 1 WO 2004/ 015569
WOCH49$2003/ 025294 be nmade wi t hout departing PCOMISRINE/025294

scope of the present invention. In other instances,

wel | - known net hods, procedures, conponents, and

circuits have .no n descr.i bed in, . detai

be mtBBOH ACPHEDS FETaE STORF &h LieciTeset i Ga iy 8 BT i fpees,
welt kb @H nflls) r%@ed%?esa&ﬂﬁﬁcﬁl@ﬁtsf 4RBifchRs hilelwbesh described in

di scussi ons, 'S appreC|ated that throughout the
detm asmmnmn‘lexamadhep@s&rﬁmnbm utilizing terns such as

ﬁ@ E%Séﬂ%gléic Sta&?ﬁ@ﬁ}ﬁg{jﬁﬁ & ap&)ra%%:% gr%krﬁ%l ri}cgll ¥1§ discussions, it

is agpl%cﬁfétd' R B o RIR BIRSFH8SenPinvant i BlsbRssiony atlbmlg mfrms such as
'ar electronic conput i ng devi ce, that manipul gte
“pracedsingaosfoompeitingt er ‘ic ngplgg@gﬁ @'d dg@rtﬁﬁl}gg (g;|“d1splawng or the like,

refirdpy i dsPn SR PHRRSH L sl Rebtif Gl Aporfyiat Ehfuting

deVi&) ﬁ&t’é ﬁﬁhﬁﬂllatl& 9 tRRyBiaalat vpiésehicd as physidah (eﬂe’c&romc) quantities
uter system ne

Wikt b5 AP SR BSE TR ASH SSRGS B BIISHRL) SWulAT B dgpresentod

as %}{sg AL %tlﬁ?gn\(gmﬁn f%%&glﬁpﬁ'ter r?é/gt@fn Ediolidd disrteé?tte?sdorﬁather such

tho according to
infoim@sontstor ﬁhmsnnssmcmodlsblmjgdd\mcdshl s enbodi nent, as

o R s el R R4 5ot e
ac%}(cﬁﬁg [% tha pf g Eﬁtqﬁ%'ﬁ'oﬁ ela.cd@l Fn?rt{) etls ERba&infent, 8 chdwiein flow chart

Fguration data froma source remote from
1teﬁ1h®2;:themﬁthmbprsyﬂbefm rdfthieviogruirigpg radftopbpurm@ﬁs af asoppeiing system

ed at ast rt .to, t.h
(atiopmatinaly e i TR, et o fiERERm 488 SORER Sk pomote
e | r
froPrng APt SR ETHE Sb"mt e B et
compmin;g systmis imigal aonlﬁgwemon?. QSZSHWH ingtem t¥hfi gurati on

ent,. 204 and,a tr
confreuiitg GrorguansERarosimR Plb it SLEls 23 meod
acc'i‘ﬁj&ii ng%c'fh%)pr@stenﬂ B9&ition s pafdrmad akink S driveL 30Xl viisdha begnfguration
h“to the renote source over a network (such as an

agd;plﬁ 2064 and p fkppsfanagenhi206a wherginghe qg@'@ra(tlpglag@% Afas|esampipBHCP to
T R -

ovEO IR HVbO(sBB s TPARGAGII), Agd tiee tsdnisfer am(foe exzanp\lnﬂ[FéF P) at least
embodi nent, the nmethod includes 25 determ ni n %

in parbfriagegesthomansier of &wég%ﬂ%@@tﬁ &payt F?}H‘Ptg %%t ©
sou ior i

copgp{lﬁ% \)%{err? ﬁé@ogglﬁ 5 gt}lg?ﬁc{ﬂ'lé:r‘ %r%glrgoguﬂ%% athe g})eahrocc:l elncludes

detePm§iting if thémﬁiflg&fatlen aanal shouid”lbe detrmvﬂd fodm miremntetsourte pfior to

the invention, the drjve tored | o
being retrieved, and if not, retnev{ng the con iguration datact?om% 16841 source. In still

another example embodiment of the method of the invention, the driver is stored locally in
the computing system in a compressed state, for example in a nonvolatile memory
containing a system BIOS, and unexpanded if needed in a boot process.

According to still another example embodiment 300 of a method according to the
present invention illustrated in Figure 3, a computing system reads locally stored data to
determine if configuration data is to be retrieved from a remote source, as shown in flow

chart item 302. As shown in item 304, if the configuration data is to be retrieved from a
2



10

15

20

25

30

the conputing systemin a conpressed state, for

exanple in a nonvolatile nenory containing a system
wehkaB/ 155 unexpanded if needed in a boot proceesUS3D3/025294

According to still another exanple enbodi mrent 300 of a

met hod according to the present i nventi on illustrated

in Figure 3, t
remgig %pufgcg, ‘Sjgéleggﬁcsﬁ cgfisl, %c%&qs%@%ﬂ%ﬁegﬁ ciog [gu}a%f oﬁtdgtrae (ilf the
con %ﬁfa‘tﬁﬂ Qgkaf 1§ R)“ﬁd’i‘ 14 BORISeveR Worfa reSots Bobe binthe |d9w retrieved

item 302. As shown in item 304, if the
renmealy isjuvalid, tre aafiguiation dath és retriaved fiem 2 logal spurce, gyshown in

1o 43 L0 T SRR REARE o TR PR PPt

use@ A feh8tuh Pkt ANscl @cAinitial cdnfiguration ol gier@hipuring 8ysierh sastrepresented
not to be retrieved froma renpte source o data .
by temn r3i0§v dgcordmgdp ong exanply 9ﬁlle@I1meF1Fz dhedhove ?Cé"cqﬁeé RIQFSPSSS
trlevdfro as shown in flow
pert dugig %?}élp I’tl% %:Oor@tmggg{tl&gn data from either the
| ocAkcqlling@sefile aﬁ&bér@mhﬁlddﬁﬁbdﬁnem @00 af a needisad acoondzng to the

to set the initial configuratiqgn of, e
s iwmienetrie g ihe coBfiBagtion de o Y o doBH remote

sougce "gé% @Elﬁgutef %@eﬁﬂ?&@ﬂﬂ@ Sk Iftl'n? eRbBARESRE S Hebwork
uring poot up o e conputing system
intA€R0 ﬁsimh@ gufedsind ldeteaninich Eﬂ‘th@ne‘;twpﬂﬂs eotiox asrehowmiidGtent 4Q2. If

nmet hod di to th
theimetpitis S50, § HOI HAGiEd Fome aemdlepupEpiopng B fopgtarion

datQ s%HR td]19 QUIGE  ASUBINAS iBmSRIGY Ble coRABMhERSn dAY B then
n

I's enbodi ment, a network inferface is
doWﬂl@ﬁd@Uﬁrcﬁd ﬂmmbnnbeez srumiarie shd fomnsing sysiemkands anshawren itga 408,
o] in item402. t k.
chsele ity e Hiergniru e e e ed e %‘iﬁé{ (i ofleeA
do&ﬁf&faﬂ&i&fo% ?ﬁf&tloﬁ’ Ahid i is f%n bbddug 16a8t inchattiio sétahe Addal céefiguration
own I n i o, t econlguratlon data i s then

of thewohpatieglsystanm asishowe iritem 460 decardingfie sitlh apathersample

m\géalp}ey tlﬁlg{ﬂqt?]aiouicgeho?vc\)?lggprg iomd 1819%8 ot Vj%gaél‘fa{}geccéze an & be downloaded

prdiﬁfl? h)guraiﬁbﬁ duaris bbigiled ﬁeymi nesledurenhd gssdabisetrthel atitial
hen used least in part to set the initia

corcﬁmﬂatgqmr@th@wmmﬁmglﬁsté@nﬁsﬁcp%ﬂ%%}%ﬁﬁmﬂé"sfe§ suppodiment of
the:sltﬁg%tngﬁt}g% §é%ﬁng di f&g%ﬁ stStel ldlataz?sB&{pQ Shr EXAMRL g nonvolatile BIOS

N5t € Source contiguration data Is not
me’l‘x\/ | iBlh&ked tcanaatinde cdﬁ?ﬁ\glirﬁmﬁﬁdhta rto pﬁnby/e from a remote source.

oo lgringnone Fwe 5 chorgs LOHIHGLR SRIEg oY BREEW of & Somputing
syﬁﬁ?%m%g'b aQ&}r&%gtt@ % eéﬁﬁ&{ﬁeﬂtgofttﬂe %%Entﬁﬂlo t’f}ﬁrcoﬁiiﬁﬁﬁé §§(stem

nvention, a setting in a’local
cofipeis&tbud 302, 1aaque cofitosllee 5 Oypexéerzal nnmmwrb'étl 0y ma@smage device
cked to_ determ ne if_gconfiqurat
506spr96686<§tﬁ&8&?§ npp-yiplatile %{‘?Pbm&@a%%ﬁ’ M, S5

the system firmware. Bus 502 can be a single bus or a combination of multiple buses and

one em odd Imeiit, stores

provides communication links between components in the computing system. Keyboard
controller 504 can be a dedicated device or can reside in another device such as a bus
controller or other controller. Keyboard controller 504 allows coupling of a keyboard to
the computing system and transmits signals from a keyboard to the computing system.
External memory 510 can comprise a dynamic random access memory (DRAM) device, a

static random access memory (SRAM) device, or other memory devices. External
3
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Referring now to Figure 5, there is illustrated a
sinplified overview of a conmputing system 500

weacowrodsieyg to one enbodi ment of the invention. PTNAIS2003/025294
conmputing system 25 conprises bus 502, keyboard
controller 504, external nenory 510, nmass storage

devi ce 506, processor 508 and non:v tile syst
mem@r,yérw stpres infpymatipy ieﬁ)emwtp&l V}cegtog 2od prctc%%s.oggg féor% use
by ]%?éegryu@rﬁ8 ?I’%s S0 fage ARVIRE 586 84K £hAAiskTdrivecOABpPAdislodrive, a

tpl uses -and provides comunication |inks
CD R Medzvicepoqofieshtserorytdewice.oMags starpgs davieed Oxasavisies d

. .controller 5Q4 can a..dedi ca Vi .

oS e A IR RR FFiRhpelsb et

cap&ﬁg b @ddoBlng K@ XReMids aRBinpalih@progidn Aldhawsnapplidatiog pofgram
a keyboard to the conputi ng_ S){st em.and transmts, . p

or cr;E)iXerE;ttiag sya‘tq:mniraadds:gl%mg aystern §0 mg, %%J{AI}I] ﬁflgfygrtrgmvork interface

nal . nor. C
oo kR 90, R 1S A o
devitRSBf Yorh sySteivis Csich @§ clidnbemdrservarsy colmectedgo that network.

External 3 VIO 2004/ 015569 PCT/ US2003/.025294 FRIDLY. 510
510 Oneor 8301 pATBY#7E CPHRORIIETA He8e stored ig ganyelatile meggry S 10.

and _processar - d
A g i B RO SR gt 1
rea@ldgts s@iédvin mémo31BQYatetheamn-arlatie deawiry inethsropmputing system

_ device. Mass storage device 506 ovides information .. :
i i e e s B% B B T it

m g T hfced b ReaedionstriRie th figuration
to b&i@é%? %‘ﬁgggl ac%r?%u ?dr%ceb?%hgu%h ogs “an_appl i catejccc))a1 gur
datP O therernote sp@tatirougisyetwen interfaceidividectl 2. Altaraativebpif the

i ncl udes, a LAN ed or .network interface devi .
coRgENEHOB SRR £ © B8 BFTSHO 0 REL AN & 300k LT gfents D64 retriove
the%hﬁgmﬁof&&m% Afddal LENeGRsh £ it eHEhnDPE: Gilsdddmenat, non-

such“as clients and servers, connected to that
volaglewnertory(16 ooan aliereats abnwaldlcnampenanconpuung sgstem 500. In the

stored in.nop-volatile ry 51 ' :
evheodianid Binodoniipo B P sl SatTICNR A1 vority e
theRlo 0 cotfn@atihn daol combRieirdredy for UBSYOIf vt iS h6t, or

anot her non-vol atile nenory in the conputlng‘sys

em .
configuoatibardatais desteadrabirangds frord tiis lgeal spvise Paes e§°fléglﬁéﬂ°n data
. retrieved fro enn G food the bGiialt ion of th
s B REfBiprhi 314 B0t & 1880 if el e el @pliBution o e
cofnButirff dys@Uesdgie configuration data fromthe renote

source 't hrough network interface dev

.ce 512. .
Al t éronerdingsoystilliapothprexpmploFRpstimant bfctmdatsa with repppet o the
0.be retrj e s { frssbfew
en:§iest Sl Wiop 2R spRTHGonents SEP AR fhofbiware
comP6iend 202 iHat Breconfigniation egdnoehinhrt leastin-partaissists irestablishing a
menory 510 or an alternate non-vol ati |

pathdais ICRIRSAHERVEDD netork fhrough the netwo?k Htertact die‘rJ]ice 512,and a

second software component 204 that is a transfer agent that at least in part manages the
transfer of the configuration data from the remote source to the computing system.
According to still another example embodiment, components 514 are stored in memory
510 in a compressed form, and uncompressed into a disposable area of memory form
when needed during a boot process.

Referring now to Figure 6, there is illustrated a network architecture 600 which

includes a plurality of computing systems 500 connected to a server 602 through a
4
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event configuration data is downl oaded froma renote
source, conponents 514 verify that the downl oaded
woanfsogsseat i on data is conplete and ready for BE®USE(03/025294
it is not, 20 configuration data is instead obtained
fromthe local source. Once the configuration data is

nerygik Ao Sehiet DA SEgHF g LEaE o oBreRriot Bk s idths fbvatabie
to b%ﬁ%wn’ﬁ%ﬁ@& g Qﬁ’y b $tdolpufing bReImE3G0RIcn reqitssdfrﬁmrthose systems.

ustrated also with respect to the enbodi nent hg&f{w
Accomdlﬁg tiome @ganmi@embﬁdlmnteaémﬁwaﬂﬂlem&ﬂu éQ"’é 3

G481 ORI B SGRRECRIBIFe b0 dg s pioRdfyent, cach cqmputing

sysfedl SO0 deghdsRdha coffgtubation dafefile@OVe capespording &r italn one
networ k 't hr oug

h the network interface device 5
embodimentothe dotsf lpdoreeach ApPREHRS sten éfmieg using F‘%ﬁéxﬁé’ﬂmmg
Coqvﬁ]gt?(%lolﬁ#ﬁ EM ?1%&{ {5 0 ga% hf&{e ex'lqlgf’egé?ﬁbc;cﬂﬁentt SeHedre Eoﬁf)onents

1 0N romthe renote SOUFCGtO
51£anetor Afbré ¥Bécputindcestetls 50 dbpersteitd retaenst mmnﬁ@mmﬁpn data file

nb
6046?{ tgrdélgﬁg;‘@\g)gg gﬁ:?rgq?quseggé %llj o Stt\grgg%@ﬁp fQrex mgm)f)le usmg a ﬁle
trmgs'gg'r%%t%%lesua{ g e? 1???8%5&’01“ orm when needed during a

ocess ng now to Figure 6, there is
i1l A&tdraingdo atii ehotherkexamphe angtmidiment 5@Ovexto0 ncludes solware

corgggripg{sag@létg%p%l% ggqrg)ngt%h& Ié?}%lil} Bpel Oggsc %?&gegac{{& t&med
wnﬁf}&/ IH@%& NPERIGUPRTH aRP4CORPIGREPEY2 pasitdld. aB4xed on the

confl guration data 604, nmaking it avail able
padk(et ’Q@e othmtmm&m oy trmydcmléy 8te confipuretion dafy SilepiinEge to be sent

7 T O R D (e
em@gém?ent QI%C@NFIG@@}ES'ﬁpz&ﬂ(@ﬂ' s@@cﬂﬁ@i thexohfigwaton d:[’t@ image by

system’500. In this enbodi nent, each computing
specyﬁyh@a rﬁﬂbtenaqmwdtfdenah‘ee do this gwbedimsnt, dex lastﬁmee e%@?@fﬂw

L e

Vltﬁl%ﬂ)&‘&t RIS NG A g WP tl’mg tbpeecede ¥ %Vlﬁﬁﬁnumbemd a “cfg”
exanpl e enbodi nent, software conponents in.pon
ﬁlmm ezxten@@npln PRl sRbaimeRly ieseref ¥l éis E E‘gﬁe“

nf i.qur.at i k, « »
P FREbn &p L8 By CORPIRKEQUEST Ry Bl Jogoo” s the
re\kiﬁbiti] ﬁuﬁllbéﬂ IA'{e a I (I)edfof dresbquesqer's(dizot's) systbmdwaml i¥ EePound - having
pr ot oco ccording t till th
s IR Fcios 035 HE N AL o NI CIE B RAlslignot st o
the eg}%g v Qxc%oxgifmé:t%% Rkt Wh BodtRGRlyRes tRREs dif bAdhe
CONFIGREQUEST if the correct configuration data image is not located using the remote

configuration method, and enables the requestor to proceed by retrieving the configuration
information locally using a standard firmware set of application programming interfaces
(APISs) as a safe alternative. If the requested configuration data image file is found at the
remote location, a CONFIGREPLY packet is returned to the requestor machine 500 that
then loads the configuration data into its system memory using the standard TFTP agents.
According to still another example embodiment, the CONFIGREPLY packet
specifies the length of the file to be loaded. After the configuration data image transfer is

completed, if the image size specified in the CONFIGREPLY packet does not match the
5
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without [imtation "CONFI GREQUEST" and " CONFI GREPLY"
packets. Based on the packet type, the server 602 can
wohew/oisfemt i fy the configuration data file or POBRES2106/025294
be sent 15 back to the requesting machi ne 500 via, for
exanpl e, TFTP transfers. According to one enbodi ment ,

1matg(g§elg<§:0\l F!@(g?nqun{ggs]g@g aﬁf{jqec{qg)s %‘ﬁ: Iﬁ{ﬁ'tgqsi é&)ﬁﬁ’ L gk @%‘e;cﬁglocal

confi gu:%ﬁbﬁ‘ aaahed 'saff@ Qbfanft theﬂnﬂtﬂea N&She &RE k‘vh@fe thh a FTP session
fguration data image filenanmes on the Sersptgr ar e
& lrnet

suceﬁeéed dridettie bynfigsiratipnt dats | m;agf: placed iy wemorymatghe

B

rem%@éa%gm%ﬂbﬂ dieffAltretuttiahs eonfipurationl dagsstriveed fionhihghasete
unbered revision if the client's CONEFlI GREQUEST packet
conﬁgexatlﬁm server 603Gngeadef thelocalcopfigighonddter . 1f a file

for,the u
AR o o es ot
pro¥iadd eshfiiteSpryfBiahis for &r@@fdﬂ(ﬁﬁ@hﬂ‘dﬂpds fowt syistenn operatéon described

to the requestor. Accordin s enbodi nent, th
abowwhqﬂgngb%@@mthggra@ﬁ ot ok 158 @i@ﬁﬁ%&%@‘?ﬂ py fore

cona%q % r%cﬁgfe mg‘cﬁ s'ugljlJ Eﬁﬁdno%lgtf% %é %n 'tﬁe dtﬁh‘"g% ﬁéms

I guration enab
desbﬁ@ed HOUEr @bmpﬁtepdmk stethgdoyorratheri m«,dm gldnh?é portable media ot

'
enc%ﬁ?%%@%?éoﬁéﬁgws s s Rg dupiay Sk b Wi PRk ton.
o n:l"ﬁlls il@scﬁ b%lvé ecﬁé‘@éﬁd{@ embbdinh¥hity GUHE pFeseht mventlon are

lgaration data rmage file is found at the _renot
useffificaimproye mecafﬁﬁbmanwmk ledministrationhyredraieg thgdime and cost

request or chlne OO t ha t he
of Q{g;ﬁp}@&lﬁ{f;}_ﬁ §eme(5 nP%eSs Q%}g{egﬂyﬁe it uls{er%I'S lbave ch]o address
lity 2858 c to0eash hﬂd d ﬂtﬂmlh Th
ﬁngxanpqﬁéﬂ n‘oodlyﬁenteg§y appfﬁoo% Hg@;w packelz‘tn 1as, fles
embobdineatsgleberivied fibwsitt ¢ablerupdpiang partiaf or evdiole, riﬁ‘?)netwmk server

f ti dat
contfgrgon 328 pERHTRER ML S g B fRBRYF bithindividual
malergrigg emgfs 1&(;?&61&%4112%(15?&@&@9&&@&@? ﬁ@m@@ﬂehj@@@agm@szw
z oaded into
SAMnet?vpﬂw?heée thonsands ef ﬂﬁngt%ig@ht degaffﬁ%lﬁjﬁtr %?“ﬂb‘%ﬁ/déﬁett cig gystem
saf e defa '

ofuaH SriElilieh ifbriAaHN T whildlS 6 358 et i teliotior

up@itﬂfgftﬂe fifmWereRbifiglrhtidiedats tvea $mg\lgtrﬂ1achﬂwe&m hdditiomyhe vagious
CONFI GREPLY packet, the fir onfi on API
enfogdnnemsezfthmvsntmm alse B GaF SPSAOHE iR SAREEtigp data for the
the. | f h

co PR AHhas 8D B ERFdnER (L O LT el ©

confrughegtieambddimentfaftbe giasenttiovestivh carproy iterfordnaprie rapid

enmbodi nent of,  th
re-deployment and ut111zat{*?;)nI or%\faergct: IOIQ Q\}entspn%lil hefwéiks of servers. For example, the

system allows any sort of firmware configuration change from across a SAN/network
interface. For example, in the large, homogeneous SAN, where service load utilization is
critical, thousands of systems could be completely re-configured and re-deployed
dynamically by using an artificial intelligence to automate firmware configuration data
image generation and system re-initialization. Without the need for human interaction,

complex system administration tasks can be performed with relative speed to expedite
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provi ded conputer programs for carrying out the

nmet hods and system operation described above, wherein
woOheo4moesseat er prograns are stored in whol e or PAT&ARE03/025294

on one or nore 10 conputer readable nedia, such as

non-vol atile menory on the conputing systens

adiianeats o comBigs pov et e megpSatyy (G plight iBisure of
corpl g%v&%f tdjﬁﬁﬁzldiﬁﬁédrgﬁls té Wa@élﬁﬂ"blécti@nicﬁsi)e&is wirel ess

connecti on. Thus cri bed above, the various
er‘rb'BUlllSr‘rﬁrﬁmVleOtl lae d@ceb%@bqvwémlql@rvaap@s mgihedspng o

th f
1mplé%g€t¥ﬁ%nstaﬁg% fngerrﬂlgytg agﬂ)%%ﬁf?ﬁ% tl‘ﬁﬂgér d s?%léc%tadb%g}? k1éad1ng and
bod’cﬁ@l‘ﬁgn @&nﬁ@&é’cﬁﬁa dae@sred Cethistelyt from aa:dmplutlﬁg pyEtam.s _Ith;hwlébe
ress

I rmaar e nanageablllty I ssyes by _appl yi

und:am@b@at e énvehtipmany bairaplepgalF iR 2 MiEtudg hbBarnRHhdt

descr
corarat OBy weph St R R G ASapa R ainkl apRfded herpto. Tor
exa@ﬁplB Bti'd Whdud liFdnrage, theventidn igin ad wa lmhtedac the particular systems

i ndi vi dual ~ nachi ne. hIS |sﬂ£ gfntla advantagaﬁgﬁdlnﬂw
and gethods e dﬁWﬁB’g’éH’@&G& guBtian drig frospa @ hETHReT & @
uﬁgﬁﬁmg&?&%_lﬂfaﬁbﬁ@th'gh density servers can update

rr-system ftirmvare configuration in less tinme than
it would take to apply the current nmethod of wupdating
the firmvare configuration data to a single machine.
In addition, the various enbodinments of the invention
are al so useful for updating the configuration data
for the commonly honogeneous desktop I T environnent.
25 Further, the enbodinents of the present invention
can provide for dynamc, rapid re-deploynent and
utilization of large or even small networks of
servers. For exanple, the systemallows any sort of
firmvare configuration change from across a
SAN network interface. For exanple, in the |arge,
honogeneous SAN, where service load utilization is
critical, thousands of systens could be conpletely
re-configured and re-depl oyed 30 dynami cally by using
an artificial intelligence to automate firmare
configuration data inmage generation and system
re-initialization. Wthout the need for human
interaction, conplex systemadnm nistration tasks can
be perforned with relative speed to expedite 6 WO
2004/ 015569 PCT/ US2003/ 025294 adjustnents to conpute
power utilization dynamcally - bringing the right
nmeasure of conputing power to individual conpute
| oads at el ectronic speeds. Thus, the invention as
descri bed above provi des various nethods and
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I mpl ement ati ons and enbodi nents for, anong ot her
t hi ngs descri bed above, |oading and 5 booting from
woanf4iogsseat i on data stored renptely from a conpariusgno3/025294
system It shall be understood that the invention
maybe i nplenented in a nultitude of ways w t hout
departing fromthe scope of the invention as described
In the,Clal@s: o[ ai ns appended hereto. For exanpl e but
without Iimtation, the invention is in no way limted
to the particular systenms and nethods for downl oadi ng
1. Aondthglicaprinmgiat a from a renote source as illustrated

inthe .10 exanple,e [ ' :
OB T s S DS e g it Effiguttioh 6 from o
soufEl 3R TR theSdmputinglsyétendj aigl duri ng a boot process of
a conputing systemconfiguration data froma sourge. tial
" emetios fhe SARE BB ERAR 178 I5LnaR s8hille somepfige P S initia
I]g,onfit.uration data to at least in part set the
co Phg systemis initial configuration. 2. A nethod
according to claim1 further including using a driver
havi ng a configuration _agen nd trgnsfer agent .
2. et aeceEtinn i 1t hiwiet Mpbiing sty diver pagiiga configuration
i 1§ QsbiESLin
e 81} R BRI Rk lph Re it (R pofiuistein
estddlishimigta painghs rdninete sowaemséer thof netwerke amd thg (reasfenagcahptdeast in

pac P S GBI LR R GEIPIOT 07 HBR PRATBRIepp e 1o the’
corﬂ@ﬁtﬁ{g@yﬁ‘ﬂ'&? if the configuration data should be
rRtrieved Tr

oma renote source prior to being
retrieved, and if not, retrieving the configuration

ata_from a.l ocal soyrce. 15.4. A reth rdi
5. AaErod SRARERERS FIAGR Sar e aisn PR iR AR Bhfifuhfon date
shd @8 B¢ ret3EvRE 3R b RerhHiE s6@OPPHibNG beitplrettieved)dnd if not, retrieving the

unexpandi ng the driver when needed in a boot process.
coffigutatiopstateiromragotalispgfce.a conputing system 20 a first

sof tware conponent operable on the conputing systemto

obt ai n

4. A method according to claim 2 further including compressing the driver for local

storage in the computing system, and unexpanding the driver when needed in a boot

process.

5. A system comprising:

a computing system;

a first software component operable on the computing system to obtain
configuration data from a source remote from the computing system; and

a second software component operable on the computing system to at least in part

set the computing system’s initial configuration using the configuration data.

6. A system according to claim 5 further wherein the first software component isa
configuration agent which at least in part assists in establishing a path to the remote

source over the network, and the second software component is a transfer agent that at
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configuration data froma source renote fromthe
conputing system and a second software conmponent
woperans®Ion the conputing systemto at | east PAT&ER103/025294
set the conputing systenmis initial configuration using
the configuration data. 6. A systemaccording to claim

5 further wherein fhe_ first.softwa 0 nent .
leashin pa5HTERACALICGF 456 A RPRASURITEGs FPRBE Feiole dppg o the
Con’ﬁjﬁﬁ&%%ﬁ&é&?;hi ng a path to the renote source over the

et wor K,

and the second software conponent is a
transfer agent that at 8 WD 2004/ 015569

PCT/ US2003/.025294. | i.n r S f :
7. SR aRRGTF o abe BB A TERRAER B Flomines
if thonfi ot A sBYEE BB Yetrievefl fEors b esmete Goude pgot 1 el weirieved,
5 further including a software conponent that

anddénet; ratriesss thefconfigurabion fefa figm dlpcabiodrhoul d be
retrieved froma renote source prior to being
retrieved, 5 and if not, retrieves the configuration

8. AadygtefnR6d@igas 2laimdlinckding.a sillfyshersofware ainppnent for
claim5 including a still further sof{)vvare component

unexpanding e SQFAVRIF AYMACRSHE PWRaR & 13B5RISH IhE DIHPROGEES- | s
needed in a boot process. 9. A nethod conprising: in a
conputing systemreading locally stored data to

9. dahethod sempiisiggnfi guration 10 data is to be retrieved

b saranae sy Kb oe B e (1 de BB foonfihfiion

dat{l Emtb% r?l‘ﬁg{’&ﬁﬁ‘&ﬂ arrghﬁjcees%ﬁr&,f‘e configuration data; if

e configuration data is to not to be retrieved from
a r #hid eordipuration detatis toehe metyieved Eonomicnple saures agresdng the
froma |ocal. rce; .and .15?#si ng the configuration

so
remapie soUreR foiTawisHe e QBFSYAHRR 94% erpt e source or the

l ocgthe SHUHEET0R data ib BPRdt td Be RAMidveddioni Beerhdtelsbice, retrieving
configuration of the conputing system 10. A nethod :

theaonfigutption dasa foni alogalfsgprdseandaher ei n t he conputi ng
system reads_.the,.. | qcal |l v st.oF '
o%/ Pfins @Vsctogﬁgurﬂgn ﬁ\at§§ t{ngﬁd eltﬁgr gg]&lq}ééj}é%g sécﬁﬁ'gé otfle local

compri si ng:

sor SR 1138t i YpattesT the REtiflicofBaatel bftieoaniiog sydtam
operabl e on the conputing systemto: a) read locally
stored data to determine if configuration data is to

10.bi method according to claim 9 further wherein the computing system reads the

locally stored data during boot up of the system.

11. A system comprising:
a computing system;
one or more software components operable on the computing system to:
a) read locally stored data to determine if configuration data is to be
retrieved from a remote source;
b) if the configuration data is to be retrieved from a remote source,
accessing the remote source to retrieve the configuration data;
c) if the configuration data is to not to be retrieved from a remote source,

retrieving the configuration data from a local source; and
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retrieved froma renote source; b) if the

configuration data is to be retrieved froma renote
weamumass69 25 accessi ng the renpte source to rePCTAS2003/025294

the configuration data; c) if the configuration data

iIs to not to be retrieved froma renote source,

retrievi he .confi ati.on data fraom :
ind 0 W B lass easeees il s Ri@sial of (o WY ifeom
usiAtht c&figubdtfon! diitd deeve@Bithdd ont ilRRe@btelsoaroe @ locd source.
systen1u3|ng the configuration data retrieved either
fromthe renote sour ce or t he | ocal sour ce. 12. A
12. r%t %ﬁa Cg&rdg#ntg é:ﬁaém dﬁelﬂélhl?l?é loY:‘Ql &bféfltdlaﬁ is stored in

non- v € nenory.

mnﬁwﬂgﬂeﬁmﬂﬁﬁpod accordlng to claim 11 further wherein
the renote source is a server. 14. A net hod

conprising: during a boot process of a conputing
s LS f11c b3 A dRe kot r.
13 A RRERP ML iy LR LOVRAL AR, ERIdke ourbis a serye
interface and determning if the network is active;
10 establishing a route to a server storing the
14.c&mothed eaamisiniit a; downl oadi ng the configuration data
fro BRY &R ¥R HRRing If @6hiidirfeon data is to
tha@lir%alioc;%ﬁ ?({gcﬁ%saﬁagﬁmgﬁt agv\% recei ved gcorrec ly;
rdﬁ%ﬁeﬁﬁnﬁh&aﬂ@mmbmaded configuration data to at least in

art set the init conf| ation f th
2 ysERHgUBg § HEtvyOr kért tRdere é%?@ﬂﬁ"@“%l ﬁxvgﬁc“? t%‘%gr
| NCLYMIFinYS rB GO RkEQF ﬁ&x‘u?é‘th@ %bﬁﬁ %rﬁdaté. ;ocal

source to et e initial Conlt%g i on of the
conpewnlogding ﬁteectmﬁgunatlen deafioguthaseryar todhe somping system;

server . canpot,. be y. mnload met hod
accB?rbﬁyH’éq{j‘%} the 8‘?‘%@%‘? Brdfl% YR ET ?% Coég P i ng if
confii;gy kRt doWhI SR chisfigudhtionQakLiorat RSidn fpafiReiathe itidle
source by checking a setting in local configuration
configuaatmnef ¢t conppusing sgsibmnonvol atil e st orage devi ce.
17. A system conprising: a conputing systent one or
nore software conponents operable on the conputing
15 S WSh M ecording to claim 14 further including using configuration data from a

local source to set the initial configuration of the computing system if the configuration

data from the server cannot be properly downloaded.

16. A method according to claim 14 further wherein determining if configuration data is
to retrieved from a remote source by checking a setting in local configuration data stored

in a local nonvolatile storage device.

17. A system comprising:
a computing system;
one or more software components operable on the computing system to:
a) determine if configuration data is to retrieve from a remote source;
b) configure a network interface and determining if the network is active;
¢) establishing a route to a server storing the configuration data;

d) download the configuration data from the server to the computing system;
10
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25 a) determne if configuration data is to retrieve
froma renote source; b) configure a network interface
wanaa4deseom ning if the network is active; c)PCT/US2003/025294
establishing a route to a server storing the
configuration data; d) downl oad the confi gurati on data

200SEB5 6! e PR EBRRBRLYH 5 HEKI AL | he

¢ Onf) Qélﬂétdowldia&@cdﬁfguf@i%ﬁldéado @OleagGh byt setritle fjtialse
él ownl oaded configuration data to at |east in part

conﬁgtxratlhn of thetcomiputing sysiegur at i on of the conputing
system 18. A systemaccording to claim 17 further
wherein the one or nore conponents are 5 operable on
18.t Ry SeidtdraBhe 3y Slabin 17 Gurtiised wiendin gl.ercﬂielom matetempomemtssare
| ocal source to set the initial gﬁl ratLon of t

Opea:ah%pgm tmgcogwﬂ@gﬁwem foussoRRTigHRHeD Fh cahiRus 1 set the
1mtéa§ &0 &ﬁuﬁ% é;:gom é@&gr &%ﬁ@?%e rel t%‘gn %;ﬁ% %glrgﬂ %Dg]rseerver

cmﬁ@fﬁaﬁbﬁe@}om@mea determine if configuration data

is toretrieved froma renote source by checking a

setting 10 in local configuration data stored in a

| i g %ﬁh&%e?ﬁ ti#lonedr S6tE 88Ftware components
19'a§gsg%tgﬁgag¥§ljgﬁ%ltgi%}% 97 erein atnl easr% sone of P
detsmﬁlha\/HToenﬁgluthedztts isato efetriep@i' fatvha raumotersqurdedylabeeking a setting

proces th t.in st em

in BemhseRasTaion Gtk FBIRITY Sl R Th el Beleeor o
corrputl ng system configuration data froma 15 source
renote fromthe conputing system using the

20. cAnﬁystgmra&bmtdmgdatc&lmd%vhdr@a@i lepst spenetol seftwangecomponents are

0 t|n tem s ini nf| ratlon wherein the

OP‘?f%ﬁg 1?3@9%% Opess z?fbl? g}puﬁ nESne of a plurality

of servers and the renote source manages the

configurations of the servers by managi ng the 20
21.cAnhethod aoprisingt a provided to the servers. 22. A

t hod d I
dynEieang oot aap el g Sttt g sy A BB Spon faty from a
soltbe FaiB FrbRANS Y&hpitnd Jyetent; he renote source. 23. A
met hod according to claim 21 further

i ncl udi.n
el HeiaE AeRgniauRen dalkde o Igt HLearket disFAMPIKNg SyypR s initial

cof g%ét%urat' on data file for each computing syste

wherein the computing system is a server and is one of a plurality of servers; and
the remote source manages the configurations of the servers by managing the

configuration data provided to the servers.

22. A method according to claim 21 further including dynamically managing the

configuration of a plurality of computing systems from the remote source.

23. A method according to claim 21 further including maintaining in the remote soruce a

separate remote configuration data file for each computing syste

24. A system comprising:

a plurality of computing systems each functioning as a server;
i1
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25 24. A systemconprising: a plurality of conputing
systens each functioning as a server; 11 WD
waQodis»69 PCT/ US2003/ 025294 a first sof t waPeT/US2003/025294
conmponent operable on each conputing systemto obtain
configuration data froma source renote fromthe

on BhehBra Ao B artile o8 oot S i (S BFLAD. ©
conggfr}]i?HBﬁ Q&2 S6ph § Sdificé Fimtdidfromant c@upaingystegi;ng t he

Iguration data; and 5 the rennte source operating,.
t 0 aeacbidysofovarhcompenast opdsgbleran sahrePmNEING SHILPEIP 4t %egﬁ’i In part
ata pravided to.t. ser. i
st iy B fe S BAUE] LR Gna doRtpppmaasatat og .
C ONfyls Ybth¥e isOirc@ bpérahgtoadoh fiyure fthesenyurs by masysing thee doniguration
the renote source. 26. A systemaccording to claim?24
datf prowidsd to thelsgriiery nai nt ai ni ng configuration date for
10 each server in an electronic file. 27. An article
of manufacture conprising one or nore conputer
25." Ragabhecomding t6 chirg fartherdndiindiag dperisibbléy menggingthe
program executable in a,cor;put [ ﬁf’ s¥st em {or carrying
configurationef paturality of cemppiingsysEms Afpm fhe repgiejource.
manuf acture conprising one or nore conputer readable
medi a storing a 15 nmachi ne readabl e conputer program
26 eXagstembiceordingato ctuim24i fagheryistlading oraintaining qegfiguration gate for

met hod, of claim?2]. 12
each server in an electronic file.

27. An article of manufacture comprising one or more computer readable media storing a
machine readable computer program executable in a computing system for carrying out

the method of claim 1
28. An article of manufacture comprising one or more computer readable media storing a

machine readable computer program executable on a computing system for carrying out

the method of claim 21.
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