TECHNIQUES FOR DETECTING RED TAGS IN ELECTRONIC ARTICLE SURVEILLANCE
SYSTEMS USING FREQUENCY MIXING BACKGROUND Electronic article surveillance (EAS)
systems are used to control inventory and to 5prevent or deter theft or unauthorized removal of articles
from a controlle_d area. The system establishes an electromagnetic field or "interrogation zone" that
defines a surveillance zone (typically entrances and/or exits in retail stores) encompassing the
controlled area. The articles to be protected are tagged with an EAS security tag. Tags are designed to

interact with the field in the interrogation zone. The presence of a tag in 10the inte [ [
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EAS security tags may be affixed to any article, such as, for example, an article of
merchandise, product, case, pallet, container, and the like, to be protected, meonitored,
retained, sold, inventotied, or otherwise controlled or distributed in some manner. The

15  tag includes a sensor element adapted to Interact with the electromagnetic field in the
interrogation zone, In operation, an EAS system transmitter interrogates the tag by
radiating a first signal at the tag’s tuned resonant frequency. Some tags also respond to a
second radiated field that is outside of the tag’s tuned resonant frequency. The interaction
of the first and/or second fields with the sensor element causes a change in the tag’s

20  characteristics that establishes the presence of an additional detection signal in the
interrogation zone. The generation of harmonic frequencies, the generation of mixing
side bands, or the re-radiation of the first signal modulated by the second signal, among
other effects. Accordingly, if an article tagged with an BAS security tag traverses the
interrogation zone, the EAS system recognizes the detection signal as an unauthorized

25  presence of the article in the controlled area and may activate an alarm under certain
circumstances, for example.

Radio frequency identification (RFID) utilizes interrogation and reply frequencies
in the radio frequency (RF) band to perform electronic article identification (EAD)
functions. An RFID tag is attached to an article to be identified. The RFID tag responds

30 1o an RF inferrogation signal and provides the identification information in the form of an
RF response signal. The identification information may comprise article identification
information, pricing information, inventory control, and can receive and store information
such as the date and place of sale, sales price, and article manufacturing authenticity

information, for example. RFID tags comptise an integrated circuit (IC) and an antenna
H



circumstances, for example. Radio frequency identification (RED) utilizes interrogation and reply
frequencies in the radio frequency (RF) band to perfoim electronic article identification (EM) functions.
An RFLD tag is attached to an article to be identified. The RFLD tag responds 30to an RF interrogation
signal and provides the identification information in the form of an RF response signal. The
identification information may comprise article identification information, pricing information, inventory
control, and can receive and store information such as the date and place of sale, sales price, and

article manufagturing aythentieiy, iformation,ifen exampie aRhilk:tags agmpriaman integrated circuit
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functions, however, are usually.electically: seRarsigsiseie unctiRps hatiaes. ceragatied within one
enclosure. Hhs sometimes desirable to have the LA%]“F? §EII13 fgﬁCtlgﬁ@@%{)&g@Eﬂt in the same
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S|mul_ate an LAS function by sending special code E’£§.%1€c¥%%9%{ok%%£9g@ﬁ%m§ REID tag.
Physically pacRaiR 16588 [R5 Aed @smﬁ ags in a single housing, however, may be
expensive becalseitiaspregtirditwesipaiiors HEaEes RIAGEHIRPAERATE and the interaction
between the Tt is sometimes desirable to have the EAS and RFID functionality present in the
same tag housing. In some implementations, an RFID IC may include EAS as an
auxiliary function, The combined EAS and RFID functions may be accomplished by
20  physically packaging separate RFID and EAS tags together in a single housing. In some
implementations, an RFID tag may be modified to simulate an EAS function by sending
special codes when a reader interrogates the RFID tag. Physically packaging two
separate RFID and EAS tagsina single housing, however, may be expensive because it
may require two separate devices, a large bulky package, and the interaction between the
25  two tags may degrade the detection range of hoth the RFID and the EAS functions,
Using the RFID function with special codes to simulate the EAS function also is inferior.
Typically an RFID IC requires a turn-on voltage of 1.3 volts or greater in order to aperate.
This turn-on voltage threshold requirement may limit the overall detection range if the
interrogation signal rec:.eived by the RFID is not sufficient to overcome the turm-on

30 voltage threshold in order to provide an adequate amount of power (o the 1C.

SUMMARY OF THE INVENTION

Embodiments of the invention may include a system comprising an RFID module

having an energy coupler to receive transmitted energy comprising a first signal at a first
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25 two tags may degrade the detection range of both the REID and the LAS functions. Using the REID
function with special codes to simulate the LAS function also is inferior. Typically an REID IC requires
a turn-on voltage of 1.3 volts or greater in order to operate. This turn-on voltage threshold requirement
may limit the overall detection range if the interrogation signal received by the REID is not sufficient to
overcome the turn-on 30 voltage threshold in order to provide an adequate amount of power to the IC.
SUMMARY OF THE INVENTION Embodiments of the invention may include a system comprising
an REID modylg hay 39%'1 ?&8}1@3&&%Q{%rs@c!ﬁ?ﬁ%éﬁ;éﬁ%%t&qﬂlﬁﬂgr@M‘rﬁﬁm@ﬂﬁiﬂ@eﬂ first signal at a
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third signal to esufi&SodeteotiofispseseFhe pVehtida9rizaR 888 Be embodied in a method comprising
the steps of 5rece'V'&ﬁa@s{va{t@ﬁ%@s@a@&mh@mﬁmmse@@ﬁ@mgetquanwcdt an RFID module;
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and transrﬁlttlﬁacﬁ‘]‘g%ﬁél & ﬁals?oggaiﬁt ?&eﬁgﬁgﬁﬁsfggfgﬁ%%{% D%CRIPT%%?OF THEq ’

DRAWINGS I@Em@@lb@ﬂ%@%@é?@ﬁbﬁﬂiﬁ]@ SrhaRBIR BRIl FHR LS R YEMIGh? reference should

be made to thefellguinsheietaileehriasaiintinn wilohpahia|gh s feddeitioosjemution with the following
figures wherein like numerals represent like parts.

BRIEF DESCRIPTION OF THE DRAWINGS

10 For a better understanding of various embodiments of the invention, reference

should be made to the following detailed description which should be read in conjunction
with the following figures wherein like numerais represent like parts.
FIG. 1 illustrates a block diagram of a system in accordance with one
embodiment,
15 FIG. 2 {llustrates a block diagram of a wireless communication module in
accordance with one embodiment.
FIG. 3 iilustrates a schematic diagram of a module in accordance with one
embodiment.
FIG. 4 illustrates a schematic diagram of a module in accordance with one
20 embodiment.
FIG. 5 illustrates a system in accordance with one embodiment.
FIG. 6 illustrates a system in accordance with one embodiment.
FIG. 7 graphically illustrates a difference frequency component in accordance
with one embodiment.
25 FIG. 8 graphically illustrates a difference frequency component in accordance
with one embodiment.
FIG. 9 graphically illustrates a plot in accordance with one embodiment.

FIG. 10 illustrates a programming logic in accordance with one embodiment.

30 DETAILED DESCRIPTION

For simplicity and ease of explanation, the invention will be described herein in

cormection with various exemplary embodiments thereof. Those skilled in the art will

recognize, however, that the features and advantages of the invention may be



FIG. 1 illustrates a block diagram of a system in accordance with one embodiment. 15FIG. 2 illustrates
a block diagram of a wireless communication module in accordance with one embodiment. FIG. 3
illustrates a schematic diagram of a module in accordance with one embodiment. FIG. 4 illustrates a
schematic diagram of a module in accordance with one 20 embodiment. FIG. 5 illustrates a system in
accordance with one embodiment. FIG. 6 illustrates a system in accordance with one embodiment.
FIG. 7 graphically illustrates a difference frequency component in accordance with one embodiment.

25F1C. B araphicglly Jlustates a.lersnee.iegnentyscopnanentiniaseaanenintis one embodiment
FIG. 9 graphlcélfﬁl illustrates a plot in accordance with one embodiment. Flg. 10 jllustrates a
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FIG. 1 illustrates a block diagram of a system 100. System 100 may comprise, for
example, a surveillance and identification system having multiple nodes 110, 120, among
5 others, for example. A node may comprise any physical or logical entity capable of
receiving information from a node, transmitting information to a node, or a combination
of receiving and transmitting information between any nodes. Examples of anode may
comprise any device having communication capabilities. In one embodiment, a node may
comprise any device having wireless communication capabilities. In one embodiment, a
10 node may comprise a wireless communication module, a checkout device, scanner,
transceiver, RFID transceiver, deactivator, detector, articles of merchandise comprising
an identification code, RFID module, RFID tag, and/or EAS tag, among others, The
embodiments are not Hmited in this context.
In one embodiment, system 100 may comprise elements of a combined electronic
15  article surveillance (e.g., BAS) and electronic article identification (e.g., EAT) system
such as a combined REFID and BAS system, for example. In ope embodiment, system 100
may be installed on the premises of a retail store, for example. Accordingly, modules,
devices or equipment associated with system 100 may be located at the exit or entrance of
a controlled area defined in the retail store, for example, to monitor the presence of
20  tagged articles in the interrogation zone. The embodiments are not litnited in this context.
System 100 nodes 110, 120 may be arranged to communicate different types of
information associated with articles, including for example, information contained in
RFID and BAS tags. Information may be transmitted by way of radiated energy in the
form of magnetic, electric or electromagnetic fields emanating from a radiated energy
95 gourcs. The information may be transmitted in the form of radiated signais. The radiated
signals may be modulated with any required information or may interact with other
radiated signals to generate additional radiated signals that can be detected by suitable
devices at any one node 110, 120, for example. In one embodiment, two or more radiated
signals may be mixed by suitable mixing elements located in any one node 110, 120, for
30 example. The embodiments are not limited in this context.
The information may be contained within an article or a tag affixed to the article.
Information may refer in a very general sense {0 any signal or data representing content,
such as information associated with articles, such as RFID tags, EAS tags. Information

may be in the form of bar codes, voice, video, audio, text, numeric, alphanumeric,
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For simplicity and ease of explanation, the invention will be described herein in connection with various
exemplary embodiments thereof. Those skilled in the art will recognize, however, that the features and
advantages of the invention may be implemented in a variety of configurations. It is to be understood
therefore, that the embodiments described herein are presented by way of illustration, not of Iimitation’
FIG. 1 illustrates a block diagram of a system 100. System 100 may comprise, for example, a .
surveillance and identification system having multiple nodes 110, 120, among 5others, for example. A

node may comprise any: pPhySIcal erigaicaleptilyscapahlen ieeaingrHaiafralion tem a node
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. ceiver, REID transceiver, deactivatar, detector, arii mer ise comprisi n
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limited in this coretésit Trimse dirodmiimentyataint 1oteRaY BEFIHEE elements of a combined

electronic 15article sypvgillanceidRgndyAnandeiestinidarticieidentification tetlgonBAT) system such
as a combined REID and LASRyStem, AL ARl enseahadmen oyslam-eRumay be installed

. 1MoL
on the premises of Kot store, tor example. Accordingly, modules, devices or e%téﬁment associated

with system 100 Wﬁé‘f}%@%éﬁf@ﬁf“&ﬂ ow BRiED Khitr Ak YR B R A ERH SR G the retail store,
for example, tmenioedhepiesancaagh2dtdigetlyanictesivrdheuidaetsog ationuasing. bite embodiments

are not limited é a&ggdg%pégﬁkation, and so forth. These techniques may be proprietary and defined by
proprietary rules. The embodiments are not limited in this context.
Embodiments of system 100 may comprise a wired or wireless surveillance and
identification system or a combination thereof. Although system 100 may be illustrated
15  using a particular communications media by way of example, it may be appreciated that
the principles and techniques discussed herein may be implemented using any type of
communication media and accompanying technology. The embodiments are not limited
in this context.
When implemented as a wireless surveillance and identification system, for
20 example, embodiments of system 100 may include one or more wireless nodes 110, 120
comprising radiated energy sources arranged to communicate information over one or
more types of wireless communication media, Wireless communication media may
comprise portions or any combinations of the electromagnetic spectrum comprising all
forms of electromagnetic radiation, For example, wireless communication media may
25  comprise electromagnetic fields, clectric fields, magnetic fields, and combinations
thereof, propagating through space from direct current (DC) to gamma rays. Signal
frequencies may be embodied in any electromagnetic, electric, or magnetic fields, and
combinations fhereof, Wireless nodes 110, 120 may include components and interfaces
suitable for communicating radiated information signals over the desighated wireless
30  spectrum, such as one or more antennas, wireless transmitters/receivers (“transceivers”),
amplifiers, filters, control logic, and so forth. As used herein, the term “transceiver” may
include, in a very general sense, a fransmitter, a receiver, or a combination of both.
Examples of an antenna may include an internal anfenna, an omni-directional antenna, a

monopole antenna, a dipole antenna, an end fed antenna, 2 circularly polarized antenna, a
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System 100 nodes 110, 120 may be arranged to commimicate different types of information
associated with articles, including for example, information contained in RF1D and LAS tags.
Information may be transmitted by way of radiated energy in the form of magnetic, electric or
electromagnetic fields emanating from a radiated energy 25source. The information may be
transmitted in the form of radiated signals. The radiated signals may be modulated with any required
information or may interact with other radiated signals to generate additional radiated signals that can
be detected bynsititedl devices atiaayigramedea 18] 42k e xampleatnyoadeicibodiment, two or
more radiated gignals may.he Nxediby.syiiahiemixng.clemenisianaiadRanmnemade 110, 120, for

30example. The embodiments are not limited in this context. . The information may be contained
within an articl@6F 3 AP S e R e &Y S TS A PR Ay S SRRSO oPg & Hi8Ral sense to any
signal or data nepeeseptiningomniers, sutboderinfdimatidndissotiatedonitmitadiolabissaelsds REID tags,

EAS tags. information, mavehe daithe{oi-al balgodes: Moiee n¥ideQrpudigidariaumeric,
alphanumeric, _al hanumeri%s mbols, gra Qics,tig]ages,.sBgfp%lgénanrgc%gsﬁorg]é The information also
may include coftroT THIGRHSRHS WRTER Tay refer 1o i 4 Very géneral sénse to any data representing
commands, instetciigmseosestesinereisaeatiotiey stem Hob: Formesaerphdisediftrol information may
be used to interpgataRbanshEAGIags prasteithadintorsaation dnoughiaystanid og; or instructa
node 110, 120 {0 process the information n,a.cetainmanner, 1he, AMBodimenis-arepagJimited in this
context. Syslflem 100 hodes may communicate such information in accordance with one or more

technique¥? Thisde eeiRibRIvETRYLED M PSS 18I 2 SHaBIACs BB BREGEAR B HAHBRDr instructions to
control how nodgspliterii2Geanmunitaternietinatidabetdeeneachilotheridhese techniqgues may

be defined by one or jpgie standards asRromyigRted b2 Standais:ojganzatian @pd.so forth. These

techniques may be proprietary and defined by propriefary rules. The embodiments are not limited in

this context.  SUEFRISIAIPRRHCGIE R ERS AP Bt RIRS LI5S BT HFaNsa& Surb8iifance and
identification sysiiaso racomibitatiznitherachlAttheughesystermaBGigras beoillustratee] 15using a

particular eommunications, medigiyuenf xamnicy i RavRe-anpaciated-haidheRraciples and
techniques discussed herein mag be mﬁgﬁlementﬁi u&g%lar% %ge of communicati nm dia and
accompanying TEERABRSEY ¥t M OSWHEHTESPE R AL fitiBR AR E8I5 A "HHEN diplemented as a
wireless surveih@@blahdﬁd@micﬁmh@i@mwsmﬁq,‘Eﬂﬂ-also mayv comprise a module 114 suitable to

generate and transmit a second signal 140. In one embodiment, node 110 may comprise a

module 116 sujtable to receive a third signal 150, for example. In one embodiment, fields
20 (e.g., magnetic, electric, or electromagnetic) associated with the first and second signals
130, 140 overlap cach other in the controlled area.
In one embodiment, modules 112, 114, and 116 form a security tag detection
system, such as, for example, an BEAS system. In one embodiment, modules 112, 114,
116 may comprise 2 magneto-mechanical EAS system. For example, modules 112, 114,
25 116 may include one or more antenna pedestals, receiver/detection electronics, and an
alarm, for example. Modules 112, 114, 116 also may include one or more wireless
transmitters and receivers to establish the surveillance zone at entrances and/or exits in
retail stores, for example, encompassing the controlied area, for example,
Module 114 may be arranged to generate and radiate energy. In one embodiment,
30  module 114 may generate 2 magnetic field, electric field, or electromagnetic field to
interact with the fields generated by moduie 112, for example. In one embodiment,
detection nods 110 also may comprise one or more RFID fransceivers to communicate

with combination RFID/EAS tags at node 120, for example.



20 example, embodiments of system 100 may include one or more wireless nodes 110, 120
comprising radiated energy sources arranged to communicate information over one or more types of
wireless communication media. Wireless communication media may comprise portions or any
combinations of the electromagnetic spectrum comprising all forms of electromagnetic radiation. For
example, wireless communication media may 25comprise electromagnetic fields, electric fields,
magnetic fields, and combinations thereof', propagating through space from direct current (DC) to
gamma rays. Signaﬁﬁl’oeﬁgq%%? Day:he embgdied dpanyeleciromagneigeieleaind;ion tnagnetic fields,

and combinations thereof. Wireless nodes,110,.120 include companents and interfaces suitable
for communic&Hg Tl EiATGHAf %%%4;%%%? r%geﬂaregghgjtree I%/}v%%i:éss BOsp%l%trum, such as one

or more antennas)wirdlossstransmittersieceiisid errarscBRETRIS HATEE ORI L control logic, and
so forth. As usggihetein, dheiermyiiranseaivatdural ipstide(inroivery, ggneratsense, a transmitter, a
recelver, of a compination ot bath, fxamples of AR ANIENGAMALIAEE AL pESGRkARieNNa, an
omni-directionaf% BARA a’monopolle antenna, a gl ole’anterina, an end fed antenna, a circularly
polarized antengrassars PATIEFAOSIPIR S TEFEAS ﬁleﬁb‘@riﬁ% B TE R o4 % (Y HARHA A AR Bftenna array, a
helical antenng,a-figsife substrate:wih Lonetalticiagtennalpittenvigimed thsiesmeiantenna

pattern fabricated through die-cut, chemi tehing, prysicalichemicaldapasiiondaeess, printing
process, and s@?&ﬁ##’%@eﬁggﬁf&%Pl%%%lg?n%@imrited in this context. 5In o eﬁ@%ﬁggiment, node 110

may comprise HTAesieassi ORIl At TRIRd ARG TR B R PO AR SBIRD dRénts to establish an
interrogation proecessinibensuniaitanadizonelsacarmhgassntp thédbontoifedraasalaed dad120 may

establish the inerrag3(jon aane such 1hakJags.Breseniinba ristagaian sene Ricidstected. n one
fignaans i

. CO . .
. embodiment, sysl%m 0 may include one or.more communication. media to communicate 10
information befN&8&H W@%&@lﬁhﬁ“‘i%%@%‘%@éﬁé@}é@%ﬁa %r?icl%t %%g %{ |ae?n%;% coﬁ%rise wireless

communicationpenasiacdshdeBireddforcacgivenimptentdulsni22 taprefeeMBbifi?hode 110 may
comprise radiaigd energy: se\Ees AR Arviges ddabiedogenesatethaddiansmyyjtongor more signals

at one or more frequencies. Node 110 also may comprise devices suitable.ta recelye one or more
signals at'dne 8?‘11%8&?%’??&% o&%gn%go Stet ’t‘ﬁlé‘“‘%ér%s%%%“ff of? g%%g andk/%r to read jgnf rmation from a

tag. In one embuodirtremi{AhbderiricsfsHmsseons aaes 13k 14BN EHBRIE S *ansmit a first
signal 130. In onrg embodiment, node 110 also may comprise a module 114 suitable to generate and

transmit a second signal 140, n, ane emhadiment, Rods LiGmav somerizea modilag6 suitable to
receive a third signal 5)6, or efample. In‘one empodiment, fields 20(e.ga, S@gﬂg%i&,ﬁl(?gric, or

electromagnetie)esgssetaib B ARAPIRG Fi SR AR CSUBISH 428 GRgldirst and seeo

20 overcome the turn-on voltage threshold of controlier 126. In one embodiment, however,
wireless module 122 may function as an BAS tag even if less than the turn-on voltage
threshold is coupled by energy coupler 124. Accordingly, wirgiess module 122 is adapted
to produce mixing products of first second signals 130, 140 suitable for EAS fimetionality
whether or not enough energy is coupled by energy coupler 124 to supply a suitable

25 amount of power to turn-on and operate controller 126. Thus, wireless module 122 may
function as an BAS tag even though it is essentially inoperative as a conventional RFID
device. Accordingly, in EAS detection mode, wireless module 122 has & much greater
detection range than a conventional RFID device operating in EAS mode because it does
ot have to overcome the turn-on threshold. Wireless module 122 will couple first and

30  second signals 130, 140 and re-radiate third signal 150 comprising the mixing products
whether or not there is sufficient energy present in first and second signals 130, 140 to
overcome internal thresholds and provide a suitable amount of energy to turmn-on

controlier 126.



130, 140 overlap each other in the controlled area. In one embodiment, modules 112, 114, and
116 form a security tag detection system, such as, for example, art BAS system. In one embodiment,
modules 112, 114, 116 may comprise a magneto-mechanical EAS system. For example, modules
112, 114, 25116 may include one or more antenna pedestals, receiver/detection electronics, and an
alarm, for example. Modules 112, 114, 116 also may include one or more wireless transmitters and
receivers to establish the surveillance zone at entrances and/or exits in retail stores, for example,
encompassing the coniralled area. for.expmpis.Madule.d Abaay bemsangasite generate and radiate
energy. In one embodiment, 30module 114 ma %er?].eratg a a%qﬁgc fiegdéc%ll%ctg Jfield, or
electromagnetieHERFAE MBI 25E With B8 £ |8féeg%1 PSSR BY Modiite 112 for e m%le. n one
embodiment, detestisRABYE dticisonfaytivoamydis BAS sewicreoRmpMbEEeaisRfo communicate
with combinatign REIRIEASiaosabapdaleR:(08 exampiRation radle 120nmayoeqmiptise a wireless
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126, for exam hetgy coup A'receives and transmits radiated eniergy. Examples of
energy couplefQ.24: compiisdiapnastermsan el viedes sARmBRIctE e Al el 4 Byt Hipole antenna,
5 matching cirgpity/aRe tholikeslify eneerbeuliment (enexpned tplBFI2 Hels6epriovides the necessary
power to operate wireless modu Ic?né%%ﬂ@d%ﬁtﬂl@ﬁgﬁ for ex9TPISednRlyding e ereration of

controller 126.2&3:%%1?&%%&0115’6 controls the operation of wifeleSs module 122 including the operation of
energy couplef 2ot Bhe embodiment, energy coupler 124 receives and couples radiated energy
comprisingfirst and saepnghsignalsnafpl 46wt Fheiidonmetibd.céhtaidessitelst and second signals

130, 140 may %Sm%‘?a{}h%%ﬁé%%%%&%é%@tw&%@&ql ey 126.fer fatanacovayinuaressing, storage,
. and power. Radiated energy comprising first and sec%él s}ii?épp?ls 13q 140 ma%ﬂlgeci@nixed by elements

d
forming portiorRy NGBS Eir itRF SERAFSRSES MbHHEH S tlcr)e&% ticethird signal 150. Third
signal 150 mayroeule Fztiadte t-4osmadertdilaosothbidaeificativingraneryiecodpieOPe£24, for example.

In one embodiment, Wiselessnedue.1 22 Mo RmpHSS AL InG Madiexsuitablerdprisaixing first and
second signals 130, 140 and generating third signal 150.. Inor eriopneale \g/ireless module 122
as a convEntioHSPRESIRMR ég,“&ﬁ%%g energy gﬁ%ﬁ ?PQI%% bied by energy coupler 124 from first and
second signalssa30i:140 dei20ovetevtaethintaARsivettade threshold of controller 126. In one
embodiment, howevety hadiments of node 110 may be located at the exits of the controlled area, for

example. Nodes 110 and 120, either alone orin combination, may be arranged to detect
active RFID/EAS tags located in proximity of node 110. For example, if a person

20  attempis to exit the premises of a store with an article comprising an active RFID/EAS
tag, node 110 interrogates the signatures associated with REID/EAS security tag. Should
the article siill contain an active or live RFID/EAS tag, node 110 will activate an alarm to
prevent the unauthorized removal of the article from the premises. Af that time, the
person carrying the item may be asked to present the purchase transaction receipt for the

25  tagged article. In another example, 2 person may attempt to enter the premises with
wnauthorized articles or with articles not purchased at that location for return.
Accordingly, assistance may be rendered to the person to deactivate the alarming tag
should this be an appropriate action.

Nodes 110 and 120 of system 100 each may comprise multiple elements. These

30  elements may comprise, for example, a processor. The processor may be implemented as
a general purpose processor, such as a general purpose processor. In another example,
the processor may include a dedicated processor, such as a controller, microconiroller,
embedded processor, a digital signal processor (DSP), & fisld programmable gate array
(FPGA), a programmable logic device (PLD), a network processor, an I/O processor, an

8



wireless module 122 may function as an LAS tag even if less than the turn-on voltage threshold is
coupled by energy coupler 124. Accordingly, wireless module 122 is adapted to produce mixing
products of first second signals 130, 140 suitable for EAS functionality whether or not enough energy
is coupled by energy coupler 124 to supply a suitable 25 amount of power to turn-on and operate
controller 126. Thus, wireless module 122 may function as an LAS tag even though it is essentially
inoperative as a conventional RFID device. Accordingly, in EAS detection mode, wireless module 122

has a much greater detection s ange MatAcRINSRIORR BifdAilemeenpaaiig wdrS mode because
it does not have'to overcome the turn-on threshold. Wireless module 122 will couple first and

30second sigﬁﬁlgefﬁbfhisﬁ%{m're-radiate|third signal 150 comgrising the mixing products whether or
not there is sufficierfien2ityspréseriiinfifitemt XECH FASTHIRASRYE A X EFSvercome internal
thresholds angd provigleasyitaile aneunbefieneiayied RITIIEASftoliend26 in a silglone embodiment,

wireless communicati ule 122 ma iseidentificati by tagsninene
embodiment, %%thegﬁgnr"?%dﬁ‘éécgﬁﬁ?y} 55%2@58%%%%%%5%?’ egnsﬁ%cﬁg{lio}% functioiﬁs and/or EAS

security, or a eansaifiatich tereoimiFERERIER SN B 5o AN BH TR BIEEE communication module
122 may comppisgeiak, exasnplepdueakRibiEAS inotiorality providedithitrereihgle housing or a

single IC, for exgmple embaqdin irel commpnicationmesiie #22rPay comprise
RFED/EAS fuﬁe’l '8‘%’“@%@?&%"3’ Ssﬁné (:,R é@%%%a%ﬁ%se% ned for RFIDgtl)gil ntifige%tion applications only. In

one embodimamtithe ey eapaiisy BRI T ITIBRRS BRS $sHEnality 1 0AIthough
communigatiogpemees peritenbodmildat 20tisiestrliied cevternunications may take place

between nodes 110,120 and any aihREeyice.io nads:systen 498, faugampladn one embodiment,
for example, wireless communication module 1%2 may transmit él{éyiﬂgngg Aand identification
information to #RSELEL E26nfY PR e B TOP SRERDIE i She embodiment, éither node 110 or 120

may comprise skGiglerificatierivdenhatomitarkcelertensoonendy IR PaathE R hitas well as

security tag degﬁggaglg{@%;{a@gpéo@ggﬁ@%@&f&%@m cifmbosimentsiofgdoetbipmay be located

at the exits of the controlled area, for example. Nodes n el alane @pinggcombination,
may be ahﬁan@{ﬂﬁ%‘é‘f&'&‘ﬂ%&i%%“?i%i@}ﬁ?&%&%%%@ﬁ%o i pgr%%(%l%%ltyg&ﬁnto e 110. For example, if a

person 20atteroptsibaiitehietirermisas Gieaistre RRATHA RS TOMEIEHG 4R BV RFID/EAS
and a capacitor, for example. In one embodiment, the reactive circuit may comprise &
resonator, for example.

Tn one embodiment, RFID module 214 may comprise one or more EAS functional

20  elements such as mixing elements, for example, These mixing elements may comprise
one or more non-linear elements, non-linear electronic devices, modulation impedances,
tuning capacitors, varactors, metal oxide semiconductor (MOS) capacitors,
complementary MOS (CMOS) capacitors, varactor diode capacitors, AC/DC converters,
rectifiers, diodes, transistors (bipolar junction transistors (BJT), field effect transistors

25  (FET), etc.), magnetic elements, non-linear resonators, and other non-linear elements, for
example.

Tn one embodiment, controller 126 may comprise semiconductor 1C 210 coupled
to RF circuit 204 and antenna 202. IC 210 may comprise logic 206, memory 208, power
controller 212, and/or moduiaior/demodulator 216, for example. In one embodiment, the

30  mixing elements may be formed integrally with IC 210, for example. In one
embodiment, the mixing elements may be realized with discrete semiconductor clements
or components or may be integrated in IC 210. In one embodiment, IC 210 may or may
not include RF circuit 204. Often, RF circuit 204 may comprise, for example, a

collection of discrete components such s, capacitors, transistors, and diodes that may be

9



tag, node 110 interrogates the signatures associated with RED/EAS security tag. Should the article still
contain an active or live RFID/EAS tag, node 110 will activate an alarm to prevent the unauthorized
removal of the article from the premises. At that time, the person carrying the item may be asked to
present the purchase transaction receipt for the 25tagged article. In another example, a person may
attempt to enter the premises with unauthorized articles or with articles not purchased at that location
for return. Accordingly, assistance may be rendered to the person to deactivate the alarming tag

should this be ap.appsanriate aciionr NadasddR And 120 Rk sysiembeG.eackmeay0emarise multiple

elements. These 30elements may comprise, for example, oc e processor may be
implemented ad"§ %né}?loerna eblﬁr%%semﬁ? %’gs%lr{s é“&ér?%‘sg% %f?e%%%&gg%rg}éaé% %‘r. In another

example, the proees2e miaydmuitiere Drdsadted 1IpeeEsscPSRERr adae cariliBifer, microcontroller,

embedded progessenmm-sigitasigng] proerIsel SRy atield programsoable gate asmy (FPGA), a
programmable logic device (PLD),a.network processor 1 ication Specific
Integrated wcb%%f&&i gar% gg)f%)rthr?%cg %ﬁ%%fﬁ%é‘@g%%ﬁ %?{ngﬁg %@1@%%%&%@. 2
illustrates a blo&k SRR 2DBEEIn dMERPEdRh alTe SHNTRIEES 6IM T R TIRBRERESE 22 comprising

combined RFIDAEA@ﬁ(mANQnﬂdétydmmngi@r &RE@ paeglaten 24, réesl shipvanemeBIGRONREID module
214 comprises mulfiple, slements Same.af, wich-nasReimniRmief Haing. frexampje, one or more

circuits, components, registers, processors, sqftware subrqutines, qr ar;;}f/bcombi ation thereof.

Although FIG. 3°8%\ 8% HImAReEFRUROYr SPRREATERRS BEesh BY Sorekiafed i Fhodule 214 may
comprise additimaabor Jetverctementgsht: niay becdesitath foied tivesy Doinipldhsantasion. The

embodiments asg hofdimitad-in this. capRMp IR ene emhadinertRERMedpie234: gamprises energy

coupler 124 and
P second signals 130, 140, for example. Modulator/demodulator 216 demodulaies

incoming signals 130, 140 and extracts the necessary data for processing and storage and
modulates outgoing signais 150.

15 Active RFID modules may comprise a battery (not shown). Passive RFID
modules 214, however, generally do not include a battery. Rather, passive RFID module
214 derives its energy from the radiated interrogating first signal 130 or second signal
140, The process may be controlied by power controller 212. For example, RFID
modute 214 may derive and store energy (e.g., comprising voltage or current

20  components) from a reactive circuit that is responsive to an RF interrogation signal used
to trigger a response from RFID module 214 (e.g., an interrogation signal j:ransmitted by
an EAS system or an RFID transceiver). Such a circuit may comprise, for example, an
inductive coil, rectifying circuitry, a storage capacitor, and related circuitry permitting the
RFID module 214 to respond 1o an interrogation signal such as first radiated signal 130

25 while present in the electromagnetic field of the interrogation signal, for example. During
this period, a storage capacitor may be used to store sufficient voltage fo power a desired
operation of RFID module 214, for example.

In general, RFID module 214 may provide RFID and EAS functionality in a

single housing 218 or a single IC, which may be formed as a single tag, for example. In

30 one embodiment RFID module 214 may provide EAS functionality in a RFID module
intended for RFID applications without modifying any elements of the RFID module
circuitry. As previously discussed, RFID module 214 may provide EAS tag functionality

even when first and second signzls 130, 140 are too weak to supply enough energy to
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controller 126, for example. In one embodiment, energy coupler 124 may comprise antenna 202 to
receive and transmit radiated energy from node 120, for example. In one embodiment, energy coupler
124 may comprise RF circuit 204 comprising, for example, 15a reactive circuit to couple radiated
interrogating RE signals such as first signal 130. In one embodiment, the reactive circuit may comprise
an LC circuit comprising an inductor and a capacitor, for example. In one embodiment, the reactive
circuit may comprise a resonator, for example. In one embodiment, RFID module 214 may comprise
one or more EAS:funotiOridl2@eiemeiBBuchdase hixingoetestents ctar exampREThegesnixing
elements may cQmpyige one or more non-linear elements, non-linear electronic devices, modulation
impedances, tuning capacitars, varactors, metal gxide semiconductor (MOS) capacitors,
complementary MOS (GO $)2CSPERHE SAFHrah? Bostle OB atlis MACIeeEahRstters, rectifiers,
diodes, transistorsiébibokat fimctidrtransistorst{BSH)d fleliR2fecptisngisiols:RE(FET)EAK.), magnetic

elements, nen-lingaksasenaiasmapdaten RoRlinsanslemanisn it M RispIkne gmbodiment,
controller 126 may gom rise st%grﬂ gonduc{or IC 210 C,Ollf,% d.to RE circuit 204 and antenna 202. IC 210

[

may comprise logic 206, Memary 20 OB BRSSO B o RS ATE FOBRISEST 216, for
example. In one @HpHHITAEHE HEEBOCHHGNE28|evdentirelisy!B6. fhithedeintedratyivwithti@l€10, for
example. In one embadirenbdieinixingermensmayheredizadwithydiseratgsemigpnductor
elements or components.Qr may be integrated.i 210. In.one embodiment, IC 210 may or may not
include RE circu#%%‘ﬁ[.%b t]ésrlaﬁallfagﬁ%%ﬁ%ﬁ .r%%pi/16%)%66%5?%&eé?)?%ﬁ?é@amc%%fg%ﬁpn of discrete
componenttdsuckraderahiadttnt tandisioranalichdrtiB e arnmiyd doemeatsdbafrens 362210, RF
circuit 204 may bepcodiplediio iogit PAGangrriemo:308dneneembadiipe plothedniningielements

-may be integrate@yiil et [0LLXRIAIR, hadla 20%.D1Au DRI Rl ARG, A processor
controller, state machine, programmable logic array, and the like, and may ope Ate under the control of
supply voitage Vpp and may function as an BAS tag irrespective of power supply voltage

Voo to circuit 302,

program

15 In one embodiment, energy coupler 124 may comprise an antenna coil 312 and a
resonating capacitor 314 commected in parallel to form an LC circuit, for example. First
and second signals 130, 140 are coupled by energy coupler 124 and are provided to
circuit 302 via terminals A and B, for example. The LC circuit couples radiated energy
comprising first and second signals 130, 140 and transmits third signal 150.

20 In one embodiment, circuit 302 may comprise modulation impedance 316 in
parallel with energy coupler 124, for example. In one embodiment, circuit 302 may
comprise a rectifier comprising rectifier diodes 318 and 320 across modulating
impedance 316. Rectifier diodes 318, 320 detect the envelope, rectify, and demodulate
first and second signals 130, 140 received by antenna coil 312. Capacitor 322 is

25  connected in parallel across diode 320. The voltage across capacitor 322 follows the
detected envelope of the first and second signal 130, 140 waveforms. Power is routed via
diode 323 and data is provided through connection 336. In one embodiment, various
mixing elements of integrated circuit 302 mix the frequencies of first and second signals
130, 140 and generate third signal 150, for exarple. The mixed frequency products of

30 third signal 150 are re-radiated by antenna coil 312. The mixed frequency products are
suitable for activating an EAS detection system, for example.

In one embodiment, integrated circuit 302 may comprise functional logic blocks,
for example, power controller 324, clock and data recovery logic 326, state machine 328,

modulator 330, and memory 332, for example. A portion of the detected waveform is fed
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5 instructions. Memory 208 may comprise, for example, program memory, data memory or any
combination thereof. Memory 208 also may comprise, for example, random access memory (RAM),
read only memory (ROM), programmable read only memory (PROM), erasable programmable read
only memory (EPROM), electrically erasable programmable read only memory (EEPROM),
combinations thereof, and the like. In one embodiment, 10 memory 208 may be re-writable. Power
control module 212 may contain the necessary elements to provide power to REID module 214 using
energy extractes-dtemdisss arpispevacksigpalacian, ACxibmekaplepdvioddziofdemodulator 216

demodulates i Ing. s SRR ORBRLPIRLESSE and storage
and modulatesr]: %%%g%gz%%%%%%%%&él%%?\% g%%%%%o?dsg%s@may c%%%?%eta batte]réyg'% ot shown).
1.

Passive RFID Mediist drHantrsrrgsiseriil do Abeindidde Qs HrR eayier sadste REID
module 214 derivesite@verps fivndigingdigteth interve gatifigrfinse @it 3B80cons@daint signal 140.
Thg |otroce$_sS m%@&&%&@kﬁgM@ﬁﬁ%@@%@@%@%@d W@t&@F&dﬁQ@d@ﬁﬁﬁ may derive
and store energy (e.g., comprising voltage.qr curr componen

g%al_%g {%?Fgggt%ﬁggﬁ ﬁgﬁgg 38. 0 E/Qitata TECOVE ]% 1C

ﬁ% grl%m a ge&g%%el%ircuit that is
responsive to a aséd 1o trigger a response from BEMD module 214 (e.g., an

interrogation sigaleradsiwitadehylari ws syeedinat.dheREINmabseERed SoeHEEheim may
comprise, for examplesArinaddatve, ool idRetiing B e Ul -AKe Rae Rapaciighsand rétated circuitry
pennitting the RED module 214 to respond to an interr lon signal s %?HF?J r%diated signal 130
25 while preseﬁflﬁnefﬂeo(%ejfggéb%%éé%}%? el ot ¢ eee}lﬁ aﬁ?c‘?ga%%ﬁ gsflng%f}fél l#;g? exam 1e. During this period,

a storage Eapastronfragpe (edd® Silod/darisgesitcnsieeiedts phnerctitedie sierseretisicsf REID
module 214, forexamapleircuit J02genaahRmiDnosuleRdvdimaypeovideRiy ElehddtAS functionality in

a single housing. 28,01 8iaghe 1. WIGH IR RE KRG Assiadia ag, il eample. In 30 one
embodiment REID madufe 214 ma provide LAS functionality in a RED module intended for REID

applications Wit%ﬁ?ﬁéaw?fgeéﬁ?p ements of the REID module circuitry. As previously discussed,
RFID module 214 mainpievitden] AGitdg3fihotiphalitceveniigh fistaitiscepndisigindls 130, 140 are

too weak ta;sunply.eNoNGh RRASGY.IQLHIIARIC 2 LNANC,epable AERMAgIe 244 taperate as a

conventional RFID tag, for example. Fl is.a schematic diagram of a modu which ma
@ T} 116 SO y

represent one b diRBREFRir8IBLEE o im dhROXIRH RS HIE e BF RBRABPIL T BiBined RFID/EAS
Sfunctionality ofREID ietufes? idquanons emblodimte matdd ARS. 30Becormyrd &sla ¢idhftfield ante=

SUita'|O|e f02r coupling @3?;§&ﬂ§§i€i&%hﬁiamraﬁé@ml%nkﬂﬁayhﬁf’aﬁ@eggmmi&%mma@ﬁmmS of energy
coupler 124 and controller, one emhadiment, conroller 126 ma e ieghin, circuit 302,
which in one e B%thfﬁ%énnetd}ln]leayg/aégeéfgéiﬁ%c}gq%,g,jtﬁ&%kbgrengé’. Eﬁ}rzﬁagﬁgégﬁgg%ﬁﬁig} n%ﬁsgti%)% 140 received
by energy ¥bupterenidragaenatrarshsreerteddrouncIo o0 1S1orrRA R eash AP BrERE S INEd by

elements of Circuit=302 from the first signal 130 frequency. Second signal 140 is provided to circuit 302
along with first signal 130. In powered mode, module 300 also may function as an EAS
tag by transmitting third signal 150. In one embodiment, first and second signal 130, 140
frequencies are mixed and the resulting mixed frequency products are radiated from
25  antenna coil 312 as third signal 150,

To function as an EAS tag, however, no power supply is required to operate
circuit 302. In the unpowered mode, mixing elements in circuit 302 are capable of
mixing first and second signals 130, 140, generating mixed frequency products, and re-
radiating third signal 150 comprising the mixed frequency products to an EAS detection

30  system. Mixing elements of module 300 provide the necessary mixing function to mix
first and second signals 130, 140 frequencies. As previously stated, any non-linear
element in module 300 may cause frequency mixing. For example, module 300 may
comprise at least three non-linear elements capable of mixing frequencies. A first non-

linear mixing element is modulation impedance 316. A second non-linear mixing

12



to produce third signal 150 comprising corresponding mixed frequency products. Module 300 may
function as an RF1D tag or an EAS tag if circuit 302 is turned on by power supply voltage VDD and
may function as an EAS tag irrespective of power supply voltage VDD to circuit 302. 15In one
embodiment, energy coupler 124 may comprise an antenna coil 312 and a resonating capacitor 314
connected in parallel to form an LC circuit, for example. First and second signals 130, 140 are coupled
by energy coupler 124 and are provided to circuit 302 via terminals A and B, for example. The LC

circuit coupleggadiated nergyeempsisingsfisst Andisesand:signatsnlang tufand tanbimits third signal
150. 20In one embodiment, I}%lé%gt g’;?a%ngfea% comyrise modulation impedance 3de.n ﬂg#;allel with

energy coupletPlliQ%?TB?cét% g lokeiy embodiment, circuit 302 may comprise a rectitier comprising
rectifier diodesr@18 rtt BRBlnsrosiemrOGANER G D SR O BTRIBJRHBS LRSS §°320 detect the

envelope, rectify, apd demadulatedisiancaecand sighais &3, tidMrsogivedubyfantagna coil 312.
Capacitor 322ﬂils_g5coqr1r% ted in parallel across diode 320. The voltage across capacitor 322 follows
the detected enl\iielsé%réao the first and second signal 130, 140 waveforms. Power is routed via diode
323 and data is providedtifrbBRiIseeiraeHeR S5EpfibAd B FEHEUS Mixing elements of
integrated circyif,3a2mivothefrreuenciesioffirstaddisé2dnohwigmasceddintd FBRYHenerate third
signal 150, for,cxample Themieddisaansydiadusss ohaihiuksignal 50 aieyg radiated by

antenna coil 3 ixed frequenc#/ﬁzroducts are sué%able for ctivating?an. EA% ’ﬁqggﬁgtion system,
a

for example. CouHeAZIhERARILAT te ot A EP G R e S5 e inctional logic blocks, for

2 May"comp ctio
example,|powesccantigtsis 324, Ididekdandsdatatizdolamsy 168idB28uER e machine 328, modulator 330,

and memory 332, for.example, ARartior.of theieterteshwayeiareifafentithrough, sicdes323 to power
control module 324 and to charge capacitor 325, Power controller 324 regyllates and.conditions the

power supply WiEGERS ofiReit nﬁ%ﬁi? 59‘?[3%%%)&%%&1 ?i%sﬁeﬁoé%s%g:dn%ﬁéignals 130, 140 are fed to
clock/data recav@nyaibsiti@éeviconnnetasis Bdds Mapmaigielin Ty FEBAFER modulator 330

to modulating 54 pesiancs 314 vinaenpestiser 334 afarexamplied in RieliD3fodeitiretmodulated signals

are transmitted by antepna coil 312, Clock/data.recovery logic 34 ers sdala fremdhe
demodulatdd s‘iﬁﬁf‘é‘f‘é}.sln %%C%%%gé?%én’t, tcegﬁﬁg%gyxggggﬁgi%%ggﬂ fir%t?; sti)%nal 113 . Inone
e

embodiment, thiesiforhabiopnthagpr & PRETEE ISR S EMEH STERS T95 (K OR&%embodiment, the
information mayihenexiiaatrckframaicarmbinatenmetfifst aftrdfsdedidisigeaisst3GEA8< Clock/data

recovery logic 3262150 RIOVISES, A8 HIREk (iRHMERG: 1o FIG. 3.
FIG. 5 is one embodiment of system 100 comprising nodes 110, 120, which is

20 illustrated as system 500. In one embodiment, system 500 may comprise one
embodiment of node 110, illustrated as system 502, and may comprise one embodiment
of node 120, illustrated as device 504, One embodiment of systerm 502 comprises first
EAS transmitter 510, second BAS transmitter 520, and EAS receiver 530, for example.
System 502 may be located wherever EAS functionality may be desired. System 502

25 transmits first and second signals 514, 524 at two or more frequencies with first and
second transmitters 510, 520, respectively, for example. In one embodiment, the fieids
(e.g., magnetic, electric, or electromagnetic) of first and second signals 514, 524 overlap
each other in the controlled coverage arsa. EAS receiver 530 detects the mixing products
of the two frequencies of first and second signals 514, 524. In one embpodiment, the EAS

30 functionality may be achieved using RFID tags without any modifications to the RFID
chip and, in one embodiment, without modification to the tag itself. This provides a
combination of BAS and RFID functions in a single RFID tag located in a single housing

without increasing the cost and size of the tag and without decreasing RFID performance.

13



to operate circuit 302. State machine 328 processes the data extracted by clock/data recovery logic
326. The resulting extracted and/or processed data may be stored in memory 332, for example. In
operation, module 300 may function as an RFID tag, an HAS tag or both. To 15 function as an REID
tag, sufficient energy should be extracted from input signals 130, 140 to supply power to circuit 302. In
powered mode, the interrogation field of first signal 130 at a first frequency is coupled into module 300.
The received field of first signal 130 powers circuit 302 and simultaneously provides a data

ii?mU”i;g“0%&Qﬁ?ﬁhﬁ%ﬁ%@(H&@%%é%ﬁ%@%%&@%@%ﬂ@%&ﬂ%ﬁ@ ﬁxﬁg%nlf- Second signeél
at a 20 second frequency m e cou into | . Second signa reguency may be
different from A&t ﬁlfﬁ%lafﬁmﬁeﬁéﬁcy? e%%‘gé%?gg%? fl%é) alg%lslr%\aiic e"”"éfgt%ié’:f’r%ﬁ%% along with
first signal 130. In poweredurivdanenodeieE3c0ratsaritay Fheneiss disHasaad by transmitting third
signal 150. In qpesmbodiment: fisst andresondisionalildfcids frequensies-dra atixed and the
resulting mixed.frequency products are radiated f | ird _signal 150. To
function asgand?ﬁ&@?%‘,%o%%\781%{}%%68\%51}%gl p{ggig%e%%%g%%%&%%é%%ggﬁ%%2_. In the unpowered
mode, mixing elgtregkts INFERRRLL S eferiranrcofHhtkimeP ik & dsiegPRadasy, 140,
generating mixed-fieRsensyrproduis nanid saraciaipng ity rdisignal RBD A Rismigridaymixed
frequency produgts 1o an HAS detecrion, 39 systemoMixing elements abmadie;30%eravide the

necessary mixing function to mix first and second signals 130, 140 frequencies ﬁ\s previously stated,
any non-linear 8fB#heAt HARBEHE %”%f@Wé’%%%elﬁgﬁfiﬁﬂ‘%?ﬂm%@?@ggé%ﬁ%?e,1|§nodule 300 may
comprise & leastiredan:iaear emenis whipableyckmbisimenfricoudrcfes. Fedirsaod iflear mixing

element is modulation impedance, 346:.A secaRdipRn-inean mixing:d falementis.eiher rectifier diode

318 or 320. A third non-linear mixing element, i -chip tuning capacitor 322, for ple, a CMOS
capacitor or a VATASRERHEE HapEd &F?JR OSH?S%)%%%ESX%%] ?ﬁ‘ngpa?nglgmmbé)zﬁlzgleeﬁ[h%ag?one orin
combination masediecuSatirtoamie tHbifletgrehtiésioffifsrarid SdevridBinals 980, 140 to generate the

mixing product fpEming.athird signal 180iskisaidsense e atigdiagiamiof aanpdalg=Ad0, which may
represent one embodiment of wireless communicatjon module 122 ¢ risin mbined RFID/EAS
functionality of RED e:ﬁ%"bﬁ? 7@{}% u gcfﬁﬁqlc%_o%ﬁ%?%g?sc%nm%Hlariﬁgr{?épgobfﬂér%é%g; coupler 124 and
controller 126. Mugdimaooinlgelitiaecerersy E6mMbruRyFsapifirst and second

signals 514, 524 generated by RFID module 540, for example. One embodiment of
device 504 comprises RFID module 540, for example. RFID module 540 may be one
embodiment of wireless communication module 122, which comprises combined
20 RFID/EAS functionality of RFID module 214. In one embodiment, RFID module 540
. comiprises antenna 542 to receive first and second signals 514, 524 and transmit third
signal 544, which may comprise the mixing products of first and second signals 514, 524,
for example, in response to the interrogation signal.
In one embodiment, RFID module 540 achieves the combination functionality of
25  BAS and RFID within the same device using the existing capability of any
manufacturer’s RFID device 1o mix two or more frequencies that may be coupled to the
RFID module 540. In one embodiment, the mixing function provides the EAS
functionality at low field (e.g., magnetic, electric, or electromagnetic) levels, for example
when the fields are too low to produce a supply voltage above the threshold voltage in
30  RFID module 540. Therefore, RFID module 540 provides EAS functionality at longer
ranges. In one embodiment, the RFID function may be obtained in a conventional
manner with an RFID reader, for example
FIG. 6 is one embodiment of system 100 comprising nodes 110, 120, which is

illustrated as system 600. In one embodiment, system 600 may comprise EAS system
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10second signals 130, 140 and transmits third signal 150, for example. In one embodiment, energy
coupler 124 may comprise a far field antenna, such as for example, dipole antenna 410, coupled to a
matching network 420. Dipole antenna 410 may be suitable to couple electric fields or magnetic fields.
First and second signals 130, 140 are coupled by energy coupler 124 and are provided to circuit 302
via input 15 teiminals A and B, for example. Accordingly, in one embodiment, interrogation field of first
signal 130 and a second mixing frequency such as second signal 140 may be coupled into module
400 via electrigfilds - Lhe,operatinm b siravit 302,is simiiar dnesthcititecantt fxietiop, & previously

discussed with reference to FIG,, 3. FI is.one empodi of system 108, Lamprising nodes 110,
120, which is fé%&rﬁgﬁe%bg%13%%@&%5](%}%}é?r?t%%v%%en ,lgystem:l 500 mai/?comprise one

embodiment ofmdde 12Chillvspxtassassy Siem2mRRdiRe Yomorivagné BhBi¥diment of node 120,
illustrated as dgyige a0 QR EMbRGIMEITLLS SyStenwheR ermpiises sirdtBASibadisriter 510, second

BAS transinities 3aQ, nd BAR LSRNELANPLAAMmRIE PURIEM 908 Mawia lecaiad wherever EAS
Y )

functionality may be desired. System 502 25transmits first and second %gnals 514, 524 at two or more

frequencies wifh4irsr rrnsise JRPREETGARIBFS T BIET figda MiTaR S S)%ét?ﬁﬂ&%gdlthogne embodiment,
the fields (e.g. sinagBRliguEiRattigyrerceleatrantagimatic pofifitst AB tarswone Sigh&ES31PB24 overlap

each other in the controlled caverade as69. BAREenS3R:siatenintaeaidngproducts of the two
frequencies of Tirst and second signals 514, 524. In one_em %ent th EﬁS 30 functionality may be

achieved using RIEIETAB HLRBGISEh§ FoA At HE T HRE Thor

_ féﬁ?ﬁ“gﬁd, In one embodiment,
without mowlificatieniiadietiadgitse Hsiistpt it dsshand nepimatimadt EASAhaREPE inctions in a

single RED tag |gcated dnasingle-haysing-withpuhingeasingntheepst and sizedidhetag and without

. decreasing REED perfonnanee. An REED reader (not shown logated wherever REED
functionality m&Y & HERARPHTE HE %Xﬁ%ﬁf)o%% 8%1%%% e%%ﬂﬁi%qém tag/label in zﬁﬁonventional

manner. In onenéxiiodime 6226 fot BB ARSI Tt ALhAROAMAPE R Th s 1T antenna 512, for

example. In one embgglimeaLiisbsigan &3 Aistransmiter] airfirspira@uentydmenefembodiment,
first signal 514 may be an interrogation signal to.interragate; REED module. 540,40k example. RFD)
module 546 mdy B%IBPI ulearﬁé)%%%% o I\}%ree é(&ﬂgg%%ﬁgﬁ\ication module 122 comprising combined
RFID/EAS functiverlipoR BRI Afofars oplin ATHUTR et kht /S SRR AE LA S Parismitter 520
transmits a secqpghSignaksadrive antenna@22sforexale. drcahelembodidiesd second signal 524 is

controller 608, for example. RFID module 602 receives first and second signals 616, 622,
mixes the frequencies of these signals, and transmits third signal 618, which is cormprised
20  of the mixing products of first and second signals 616, 622, for example, in response to
the interrogation signal (e.g., frst signal 616), for example. In one embodiment, RFID
module 602 may comprise 2 UHF EAS tag or label, for example.
In one embodiment, antenna 604 may be a dipole antenna and circuit elements
606 may include one or more non-linear mixing elements as discussed above, for

25  example. RFID module 602 also may comprise the functionality of combined function
RFID/EAS module 214 as previously discussed, for example. In one embodiment, RFID
module 607 receives first and second signals 616, 622, mixes these signals, and re-
radiates third signal 618. The resuliing mixed frequency signal product of the first and
second signal 616, 622 frequencies is the third signal 618 frequency, for example.

30 Tn one embodiment, the first signal 616 frequency is transmitted to RFID module
602 and is capacitively coupled via an induced field with the second signal 622
frequency, for example. In one embodiment, first gignal 616 frequency is 915 MHz and
second signal 622 frequency is 111.5 kHz, for example. Dipole antenna 604 may be
tuned to first signal 616 frequency of 915 MHz, When RFID module 602 is located in

15



10transmitted at a second frequency, which may be different from the first frequency of first signal 514.
In one embodiment, second signal 524 may be a mixing signal to mix with the interrogation signal in
RED module 540, for example. In one embodiment, LAS receiver 530 receives a third signal 544 via
antenna 532, for example. In one embodiment, third signal 544 is transmitted at a third frequency,
which may be different 15from the first and second frequencies of first and second signals 514, 524. In
one embodiment, third signal 544 may comprise the mixing products of first and second signals 514,
524 generated hytRED maduiefie for examnpies-paienihodintest obgdevides20daredprises RFD

module 540, for example. : b 3 ' i Anication
module 122, whic aicg(;erﬁ')n%ﬁggé% céi?ﬁrggﬁ]!% g%%%ﬂ%%%n%%%%ﬁg% tg%{%%dﬁg%%qﬂ%n one

embodiment, REHS f18tHE S 40- e R 4S8 S iR 4%HE0 rEcioEMPSLIRT s SEBHESTITER 514, 524
and transmit thidiGigadtibd draupiohiriasasompfisigithe theixingngnodusts ainfirsteainehisedond signals 514,

524, for example, infeSRAnse E@ﬁa@p@%@g@@mﬂ signak.inonei&abadimgnt.REN:pmedule 540
achieves the combination functionality of 25 LAS and RFID within theggi?e devijce ual/ng the existing

capability of any’ Hiafif AeH AR B S B TB i GRS Fh ST P8 § TSR s 'De coupled to
the RFID modulei54@: digrehemshbtdimaintheneirngipgdenictionqsiovides haleta@dumetionality at low

field (e.g., magnglis, slectiich onelectamagnetichlsxals. fasexampieyhesthefieldsaee too low to
produce a supply volta bove the threshold vo{)ta%? H?l 30 REtD modukeﬁS40.. Theretf%re 'RFID module

_ e

540 provides LA 'lﬁfﬁ‘&%(gsnt R AMe RS FaRgBy IS die em S AP R B R e |%nler;°10ay be
obtained inl8 comvBetiotidhaneninediicican HED rodifietioseraniplaade toRET5Hs BretEMbodiment of
system 100 compeigingAeeasidd 0 da0 Anbich isdbestigiensas, systemeRinlsentcembodiment,
system 600 may comprse LAS sYsem 14,910 and.Siem 630 ISl ety may comprise one
embodiment of node 110, Tor example. One embodiment of LAS dystem 610 may comprise one

embodiment of WS CIRRRARHSIaRG IS oS ORe S FRsdRER BIREEIEm 610 may

comprise one enabggiment of module 114, shown as system 630. And one embodiment 5 of LAS

system 610 may compyige Qe crbadiment.efmadule J16, SHOWR. a3 KRES MRLBA4 R example. In

one embodiment, transmittér 612 s to transmit first interrogation signal 616 and mayé%g%esent one

embodiment of fif&PRAS tisiiTriearss dodirekalh srleps RRISHBIHMEht S Poth s to transmit
second mixing signabb@R tanal tngeata presenTonkféhthogimientodh sesqroviEaSo desmitter 520, for

example. In one,10embodimenithe.dieldscasaaciateskith fitst and sesendaianala 646, 622 overlap

each .
signals 616, 622, for example. EAS systems, however, do not require a turn-on threshold

20  and will remain operational at very low drive-field levels. Generally, a mixing type EAS
system 610 does not have a turn-on threshold voltage and therefore may have larger read-
E‘ange than an RFID system.
In one embodiment, EAS system 610 may be implemented without a tum-on
threshold, for example. System 610 may comprise a first transmitter antenna to transmit

25  Frst signal 616 and a second receiver antenna to receive a third signal 618 having a
frequency which is the product of mixed first and second signal 616, 622 frequencies, for
example. In one embodiment, first signal 616 frequency may be 915 MHz, for example,
and second signal 618 may be a resulting mixed frequency, for example,

In one embodiment, system 630 may comprise generator 620, for example.

30 System 600 may be implemented to transmit and receive information from RFID module
602 when it is present within the operable range (e.g., transmission and reception) of EAS
systern 510. System 630 may coniprise generator 620 to generate second signal 622. In
one embodiment, generator 620 generates second signal 622, which may be raciated from

aplane 624 in a direction towards RFID module 602. In one embodiment, generator 620
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other in the controlled coverage area. In one embodiment, receiver 614 to receive signal 618, which
comprises the mixing products of first interrogation signal 616 and second mixing signal 622, for
example, and may represent one embodiment of EAS receiver 530. System 600 also comprises RFID
module 602, for example. One embodiment of 15 REID module 602 comprises one embodiment of
wireless communication module 122 comprising RFID/EAS functionality of RFID module 214. In one
embodiment, REID module 602 comprises antenna 604, frequency mixing circuit elements 606, and
controller 608, faraex&aiteidRiFdtiemiod dle 6Q#:pecdivessfHatafichagcandgiginald ®L6nH22, mixes the
frequencies of tb&ﬁgﬁ@?ﬂ%ﬁ@%@f&@ﬁmﬁéﬂ“m SiFEhEI M ICoICRMRIERCAD 8 the mixing

products of first and second signals 6 for example, in response to the interrogation signal (e.g.,
first signal 616) o7 &SRS BB s REI B gt B TR R BHHRIEE &% agﬁj)HF LAS tag or

label, for exam&0 Heoivessanipdeliment, antenna 604 may be a dipole antenna and circuit elements
6O6drr|lay6l(;]2@ Ulde one @61@9&&&9?1@9%%%3@% Bents ﬁ%@@%@%@ﬁ&%@@ﬁ% Aﬁgﬁ@ix?mﬂi REID
module also ma rise the tionality o module as
previously discuSEe (%l nForrge%‘greﬁ e ﬁ{#%g%dri eg? %%ﬂh%@%‘% %528%%3%1%?& and second
signals 616, 62Zirhi@slthesEniyAgls, %M%%@ﬁ@@@hwsﬁjﬁaﬁmﬂw fesMitiig mixed frequency
signal product omlmfslamgzﬁegmigﬂa&@&@ ﬁ%mﬂmﬁd@m@m&&&wﬁw diequency, for

example. 30In %§1% m%{ét El]&ﬂ}'sﬁ Sflr%%:qe yl%t_gqs %eod <gic‘)mli:%lFl module 602 and
is capacitively couple VA AN induced fi Wlt S|gnal 2 frequen or example In one

embodimet?, firSEergHa! §16- %m&&%@1@%m§ &’f‘fﬁ@é&%ﬁﬂ@@né‘f’%ﬁdﬁé g8l 5 kHz, for
example. Dipole: afiténn@:gihanay e e wafirssighalblericaquaneyion 9henMidzENYhen REID

module 602 is lqgatad 9&529““4%@%6\%6 30 F%%A&%g%t'&'ﬂ?sﬁ@ Eﬂﬁ?@aé'ofbﬂeé‘?ﬁ dhgse

frequencies are mixed by circuit elements 606, in RED module 6 hé mixing products are

transmitted to t@@ﬁ@%ﬁgﬂéﬁ%?éﬁwgﬁg} aﬁ%ﬂﬁﬁm@téct}éﬂ ‘rha1 ofi&2mBGHIENE, circuit
elements 606 pricriteey strdAdiiDn daedhty oy dacfitaterth eomdnepiprobe stfdsencefesremiy circuit Swith

the ability to;effigienihyagaul Pli@r Q%ﬁngggggggg f@jgss gﬁrggwq§cw g r@l@ @:ggmggg that contain
a non-linear elen}% t60 Izelrsngegltesra% re-ra zgtgc?byrfnRa%(IB 3111{3 {e g., 122, 214, 300, 400, 300,
602) to EAS receiver (e.g., 116, 530, 614).
Similar results were obtained for an RFID module (e.g., 122, 214, 300, 400, 500,
602) operating at 13.56 MHz and a second mixing frequency of 58 kHz. Here, the
20  mixing component observed was 13,502 MHz as shown in the graph below,
Accordingly, FIG. 8 graphically iliustrates at 800 the difference frequency component
between an RFID module (e.g., 122, 214, 300, 400, 500, 602) operating at first signal
frequency of 13.56 MHz and at a second signal frequency of 58 kHz. Amplitude in dBm
iz shown on vertical axis 830 and drive amplitude in volts is shown on horizontal axis
25  840. FIG. 8 iliustrates first signal {e.g., 130, 514, 616) operating at a frequency of 13.56
MHz at graph 810, and second signal {e.g., 140, 524, 622) operating at a mixing
frequency of 58 kHz at graph 820. Measurements show that when an RFID module (e.g.,
122,214, 300, 4{)0, 500, 602) operating at a first signal (e.g., 130, 514, 616) frequency of
13.56 Mz is mixed with a second signal (e.g., 140, 524, 622) at a mixing frequency of
30 58 kHz, detectible levels of mixing component at the difference frequency of 13.502
MHz, for example, is obtained. Thus, third signal {e.g., 116, 544, 618) frequency of
13.502 MHz is generated and re-radiaied by RFID module (e.g., 122, 214, 300, 400, 500,
602) 1o EAS receiver {e.g., 116, 530, 614).
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mix the signals and re-transmit the mixing products to receiver 614 for detection and alarm activation.
In one embodiment, an off-the-shelf RFID module 602, for example, either meets the mixing criteria, or
may be slightly adjusted to meet the criteria suitable to 10 implement the mixing function, Slight
modifications may be made to RFID module 602 to optimize coupling of both first and second signal
616, 622. Although specific frequencies and modulation techniques have been described,
embodiments of RED module 602 may be implemented using a wide range of frequencies and
modulation techniquesid. SLAGsyaiemasgere @Bilyitave Oledter delectienuangedhar REID systems.

One reason for,{hig Afetece Is s iasbaitl vollage aguipd dg Wi a9 Andkpawey an REID

semiconductor |rﬁegrate CIrcuit. eshold voltage is provided By the transmitted drive field

such as, electriePsrAabRERIHE 18t 1% ErrPically HipFEHREY BgHLeE R 3T BIPd S mple. LAS
systems, howeveg,, damat £e8pdyeca, thivt-6i2 thie snelehx20 cmeny il FEMmaodwpér atidBal Ztvery low

drive-field lgvelg,Generally . Mixing HpaAHavaiemR o0 dagsinethays: Afum:er freshold voltage
and therefore may have larger read-range than an REID, system. In one.emh dlm?nt, EAS system
\}ag- (9 fgfg%n% Gﬁﬂs r}ﬁustra esg

610 may be impRPhBhtET FittouEE R SFe s SRERY cr i B R pTES ay comprise a first
transmitter antéhnectorirEmio ZEBsignal6 £6 3024 5866 ) feteivepAntéhnd i rBASive a third

signal 618 havigga-fregienryunishiziherredietot mbed first and, second signalB16, 622

frequencies, for example. In one embodiment, first signal 616 frequency may be 915 MHz, for
example, and sg hd signal 618 may be a resulting mixed frequency, for example. In one
embodimelit, system BatharayrecHiriddhgsheratn e, WQ@%W‘%OO may be

implemented togiansii aneineeivs tafapnatian o Bizben ag we 60whenduisspresent within the
operable range (6.0, ransimission and 1eeention) OfLAS SYSISMAAQ. Svalen 630 may comprise
generator 620 to generaté sécond Iz'signafi 622 1n one em odeirhent, generator 62%%enerates second

signal 622, whidhererfy 35 b fRtRIEDITR 4D I EIO TP Y BIFaEls P IBWaTdS RePrAsBdifie 602. In one
embodiment, generaiais20oisdimeieciimbieldfgenetaiory fayexamplgle|nhoseskitidddifieent, second

signal 622 may cPRIRrias & thlmdddaalgalicdeld Ja.ans ampadingat ascand slangl:622 may be

modulated using frequency shift keying (FSK) modulation in a frequency range of 650- 950 Hz, for
example, 5For SRBIFBRILERE. Fi5SPRTEERP RSt AREEREs70B THa Gitietknce frequency

Embodiments of wireless communication module 122 {e.g., RFID module 214,
300, 400, 300, 602) may be fabricated in a vaﬁety of techniques, In one embodiment, any
element of wireless communication module 122, including energy coupler 124 and/or
20 controller 126, may be printed on a substrate using organic/inorganic semiconducting
inks. Organic/inorganic semiconducting inks are currently used to form organic light
emitting diodes (OLEDSs) are exiremely thin semi-conducting organic polymers suitable
for a wide variety of applications, inciuding light sources and displays. The technology
comprises placing a series of organic thin films between two conductors. When electric
25  current is applied, they emit light. These and other polymer based electronic companents
may be used in applications such as solar cells, organic thin film transistors (TFTs), RFID
tags, and other high-tech products. These polymer based techniques may reduce costs
associated with handling and fabricating of any of these elements.
Wireless communication module 122 (e.g., RFID module 214, 300, 400, 500, 602}
30  may be fabricated on a flexible substrate with embodiments or portions of energy coupler
124 (e.g., antenna 202, antenna coil 312, resonating capacitor 314, dipole antenna 412,
matching network 420, dipole antenna 604) formed on the flexible subsirate of a
particular metallic pattern. Embodiments or portions of energy coupler 124 may be

fabricated by various methods, such as, die-cutting, chemical etching, physical/chemical
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component between an RFID module (e.g., 122, 214, 300, 400, 500, 602) operating at first signal
frequency of 13.56 MHz and at a second signal frequency of 8.2 MHz. Amplitude in dBm is shown on
vertical axis 730 and drive amplitude in volts is shown on horizontal axis 740. FIG. 7 illustrates first
signal (e.g., 130, 514, 616) operating at a 10frequency of 13.56 MHz at graph 710, and second signal
(e.g., 140, 524, 622) operating at a mixing frequency of 8.2 MHz at graph 720. Measurements show
that when an RF1D module (e.g., 122, 214, 300, 400, 500, 602) operating at a first signal (e.g., 130,

514, 616) frequeneabd 328 Miiz s mxedwith ansgremdsignaldeaicididgadd, 622) at a mixing
frequency of 8.2 MHz, detectible Ievelscof j§£ﬁ%xct?x@g%n%rﬂibat 1the iféer%?tggngrgﬁue%%y 15 of 5.36
MHz, for exampﬁ%%%% ained’ cfhoﬁsaf%l%ls}gna ](e.g.,o 16, ﬂﬂn%ef frrgquency of 5.36 MHz is
generated and respisididasy RFDimRbYER{E e TP ivmsbetang, sebtabayiee Eag! Kceiver (e.g.,
116, 530, 614). wire SindtanssniisvErEs Ot aineshdos ancREth-repculpide194 haRcadgis8P0, 400, 500,

602) operating %‘érle?cé%%a{\cgHﬁ;%%%%%%ﬁ%%?“@ﬂ%&ﬁ%“fﬁ%’? o8 e %%S%éif%d fRXINg

component observe Z as shown in the gr p%’below. Accordingly, FIG. 8 graphically

illustrates at 806 endifaresiw BRSSP EstfTaRGtE Rt SR PRI GURE AP #2Y. 214, 300,
400, 500, 602) apsfiating at=firgtsighaldredquensyDidmtoMhizsamorat deesengisigiat fsequency of 58

kHz. .Amplitude,jn 4B, Vet q o itdeinyalts 4s.shown on
horizontal axis 2&5Qx 4%@%&%%%%%%{#% sélRi nﬁﬁ?gngamil%jy Becﬁmgil%} off‘i;%%ggg at % freguency of
a

13.56 MHz at gf3pHeseh! A PSRl GEPEN, MR S SB35 419841 fequency of 58
kHz at graph 820aMeasintetverits sHotathattbaaawiREED modite decynliaRs, Ju4x8001¢400, 500,
602) (l)?erating gt a2fir§é g%ﬁgdgmg@%ié% Q@ﬁ%ﬁgg@g@g@@%@&@%ﬁ\@?m@@wﬁmg second
. signal (e.g., 14 4 mixing frequenc 58 kHz, detecti s,0f mixing component
at the difference3 f eéﬁ%ns@ ’%ﬁ)ﬁn&ﬁ’ %{W?%L#%?né%ép%%ﬂgt%g}ﬁrg&% ggﬁﬁralesrﬁggﬁgsl (€.0., 116, 544,
618) frequency ofh¢3iBtigidvi el s brseaticalsd RS rddiateayhy o DyrsagEie ghot2arD14, 300,
400, 500, 602) teEARRLaMEIedacklGoRaR:i6Aduch as FRierfl graphiicalys)ibsirates a plot 900 of the
DC current yersus the valtage at the input terminals.of.an. module (e.q., 122,214, 300, 400, 500,
o02) dosighoa 16 BRRISIa B RS IoE GO0 Aty et st o odule
(e.g., 122, 214, BETIADS, 500 26022 Wb alemblimEnt RE EfeaBYS & $polesiFnasoo, 400,
500, 602) compuses:aeldalasrebiraptedigtnsaaisniansia, dophraen ienal-F AT, labetinddttHEAS system

600 described Y%%%%&ﬁ%%%f% 10,518, s dlvsiaies e comeatifiigs o RED module (e.g.,
122, 214, 300, 400, 500, 602) with a UHF EAS system 600 without any modification to RFFD module

(e.g., 122, 214 BSBOR0 B et %@)ﬁh In one embddiment, controller 126 may be supported by a
20 custom lead-frame which serves as its support and antenna. Controller 126 may be either

wire-bonded to the lead-frame or bumped and flipped onto it prior to over molding. The
entire wireless communication module 122 may comprise an assembly of elements.
These elements may be embedded in and form an integral part of wireless communication
module 122 to provide a means of physical enclosure. In one embodiment, wireless

25  communication module 122 including energy coupler 124 and controller 126 may be
injection molded into plastic package forming e single tag to be attached to an article.

Operations of the above systems, nodes, apparatus, elements, and/or subsystems

may be further described with reference to the above figures and accompanying
examples. Some of the figures may include programming logic. Although such figures

30  presented herein may include a particular programming logic, it can be appreciated that
the programming logic merely provides an example of how the general functionality as
described herein can be implemented. Further, the given programming logic does not
necessarily have to be executed in the order presented unless otherwise indicated. In

addition, the given programming logic may be implemented by a hardware element, a
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10Furthermore, each of the systems, nodes, elements, and/or sub-elements previously described may
comprise or be implemented as, one or more modules, components, registers, processors, software
subroutines, modules, or any combination thereof, as desired for a given set of design or performance
constraints. Although the figures may show a limited number of elements by way of example, those
skilled in the 15art will appreciate that additional or fewer elements may be used as desired for a given
implementation. The embodiments are not limited in this context. Embodiments of wireless
communicationspgaideidenfe:gauRE ) mestiad?ld; 39Q:400:.5001BA2Y May bevtatircated in a
variety of technércguneo%.lqipgf E%ﬁ@sb%%it ent, any element of wireless communication module 122,
including energy coup er 124 andlor ﬁ'c‘ontrolle_r 126, may be printed on a substrate using
organic/inorganic serfiGoridiaTig ERIalo s JhJing IR SERRESH Al R MRS AP EEntly used to
form organic lighitiesaiting dinces. (QbEDs)aknetaielythiaysémiresrductinguorgaivgipolymers

suitable forga widgovariely. afanpliations, including.igblseurces aqskdispirssctipe dgchnology
comprises placing a series of organic thin films between two conductors. &(h n eLe%trlc 25current is
P %p‘b S eECTLg

applied, they effitfyhtOPREsY SRS Jitfer BoIRRAE BAOS T BISESAic o HI%Y be used in
applications sutkrsis. stiahcetisy digamic 1006, hnorartistofshETTy) drFIDetheslcandlotRer high-tech

products. These palymen bases tesit)igras miay-£educsconis, assanisiadyitehansiing and fabricating
of any of these elementi.%\%irel%ﬂs_@?com unicatio mr%dyle 122 (e.g., RFID module 214, 300, 400, 500,

602) 30 may be YA MeHtRY SHEL HESI S T FR e Wik Biibodiments or portions of energy coupler 124
(e.g., antebtha 202, aftermsaubidBnontrestingltitil ecqraed g spiEaiERaYa Ishatching network
420, dipole antefnm 804%iareesss tha Hesikiesubsiiaieief aspaiticylaeracialiopattern. Embodiments

or portions of eqgrgy coupier K6 [ay e ahriaalek B ianale Elhads. Susas.digieuting,
ysjfta chemical ‘dé ’

chemical etching, m position processing, print processing, and printing using

organic/inorganieeatichadiring sereaddreansresmimerigirasdiasitars Bodieats st dortions of energy
coupler 124 mafgempyistaleapsicfamrE-orimnay betmiiadetdheitosiglated amehselideréd or wire

bonded to gontrgligy agﬁggg&;g%’fa@h SRELCLEOUBIE L2 May.caResR,pios example. a

lead-frame antenna. ler 1 IC 210, IC 302) may comprise a sHkﬁn dje positioned on the

substrate and a¥&Enda BRI ig oAl ARih i S SR HEG Y & EbEiSier terminals A,
B formed on thessuhdiirate, tfersexmhgimabnergyregueplorct 2domay bk ighy siddllyslelétidslly, inductively,

or capacitively aifgcheddQcentoler-126.fer axamuleofy ehihawireless semmunisation module 122

components frequency. At block 1020, the third signal is transmitted. In one embodiment, at block

20 1022, the EAS detection system receives the third signal at the third frequency, and at
block 1024 detects the presence of the RFID module acting as an EAS tag. Inone
embodiment, the third signal is at a frequency of about 5.36 MHz. In one embodiment,
the third signal is at a frequency of about 13.502 MHz. In one embodiment, the second
signal is FSK modulated at a frequency ranging from 650-950 Hz.

25 Numerous specific details have been set forth herein to provide a thorough
understanding of the embodiments. It will be understood by those skilled in the art,
however, that the embodiments may be practiced without these specific details. In other
instances, well-known operations, components and modules have not been described in
detail so as not to obscure the embodiments. It can be appreciated that the specific

30 structural and functional details disclosed herein may be representative and do not
necessarily limit the scope of the embodiments.

~ Itis also worthy to note that any reference to “one embodiment” or “an
embodiment” means that a particular feature, structurs, or characteristic described in

connection with the embodiment is included in at ieast one embodiment. The
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10 may be printed on the substrate with organic/inorganic semiconducting inks, for example.  In one
embodiment, wireless communication module 122 (e.g., RFD) module 214, 300, 400, 500, 602) may
be manufactured by mounting energy coupler 124 elements and other individual elements to controller
126. This may be done by using either short wire bond connections or soldered connections such as
ball grid array (bumps) between 15controller 126 and other circuit elements: RF circuit 204 (e.g.,
capacitors, diodes, transistors, etc.), antenna 202, antenna coil 312, resonating capacitor 314, dipole

anterma 412, MRIGNINANWEASO-dIRRlEANERRCHA adls ARk mamapiRipauer controller
324, demodulator and data recovery 326, state machine 328, modulator 330, and/or memory 332) and
b

so forth. In on@ LB EIRIERT Fo6TRaTBR ST Bbrted by a 20 custom lead-frame which
serves as its supporSame anterninzeGamyditampReentei hensitharchitecondadrsy e &ad-frame or

bumped and flipped,QniQ PR iR MRIdING e antira wiisless sematdnicatorwigdule 122 may

comprise an assembly of elements. These elements be em inand form an integral part of
wireless comnitiAICHRBACHodas T8 %Cp%%l\ln g]én%lga@ﬁ%]cr) t?as}‘l%l %ﬁge%géllosu’re. Inla(%]e embodiment,

wireless 25 comsmunisationmronatdsig HiFer AR seEstpT 122 a8 eEntfoller 126 may be
injection moldeglita-piastiepackagedenminga sifglertag dobd sitagheddeanariole.  Operations of
the above systems, nodes, appargiis, clegments, apelaf, SURSYRIRSRA a6 urlastescribed with

reference to thg%fﬁ)% e figures and accompanying examples. Some of the figures rg%%;'nclude
programming |defisamtiadgtreuricigs e 80l SaPteeH AR FERT A HRTIdNe BHRS programming
logic, it capy be mpgracialad thaltbewrogremmidgilatitembrelyssroviied)amd sakple &f Wew the general
functionality asa%'&ﬁ%r'&%%él@fﬁﬁ%&%Qa%ﬁ?&&@ﬂ@ﬂﬁ%%ﬂ{éﬁ%fy éﬂg Qivemaragsamming logic does not

necessarily have to be executed in the order presented unless 01;: er isf iangic&%legﬁéntsaddition, the
given program RIS SRy BRI SREHT S RIAFIW APS BIETRAR S 45 fWAre Slement executed
by a processor|p anydinnabinateottheredfinTheenbddiments are not limited in this context. FIG.

10 iIIustrate_s a logic f&y&@é@g@{%@gr&g@@%g&g&@@@éhﬁ@ekp@@mﬁd@mﬁwit@@ne e_mbodiment. In
representifve GEREHGATLE kLAY B RcRe b Tog e RO Ba e, and
structures 200,i&@ﬁﬁed@@sﬁmﬂbefdrhetrbmhﬁs@ﬁ@aﬂmﬂi@i@ﬁ@@?@ﬁ*}lhﬁﬁﬁkeﬂw&%ﬁ%r@ﬁ%e above
described nodeg;1d @140 SysRMet0iRAand fsansstiuctiesr2@0diB@0p#A0;bad associated
programming l% eirc::trrigaa%gnetaete \gﬁﬂ g&ﬂ: eorfﬁ%?‘o QXO%QIV e%r%@@%‘?e embodiments may be
described using the term "coupled” to indicate that two or more elements are in direct
20  physical or electrical contact. The term "coupled,” however, may also mean that two or
more clements are not in direct contact with each other, but yet still co-operate or interact
with each other. The embodiments are not limited in this context.
Some embodiments may be implemented, for example, using a machine-readable
medium or article which may store an instruction or a set of instructions that, if executed
25 bya tﬁachine, may cause the machine to perform a method and/or operations in
accordance with the embodiments. Such a machine may include, for example, any
suitable processing platform, computing platform, computing device, processing device,
computing systerﬁ, processing system, computer, processor, or the like, and may be
implemented using any suitable combination of hardware and/or software. The machine-
90  readable medium or article may include, for example, any suitable type of memory unit,
memory device, memory article, memory medium, storage device, storage article, storage
medium and/or storage unit, for example, memory, removable or non-retmovable media,
erasable or non-erasable media, writeable or re-writeable media, digital or analog media,

hard disk, floppy disk, Compact Disk Read Only Memory (CD-ROM), Compact Disk
21



10In one embodiment, at block 1010, an EAS detection system transmits a first signal at a first
frequency and at block 1012 transmits a second signal at a second frequency. Accordingly, at block
1014, an RFID module receives the first and second signals at the first and second frequencies. In one
embodiment, the first signal is at a frequency of about 13.56 MHz. In one embodiment, the first signal
at a frequency of 15about 915 MHz. In one embodiment, the second signal is at a frequency of about
8.2 MHz. In one embodiment, the second signal is at a frequency of about 58 IcHz In one

embodiment, the seeond signal is gt afr ; 1445 kiiz. Aliflagk:103d6mthe first and
second signaIs%;rz?ﬁ?;(léjéagxlt%%foé@%%ng%Hﬁ%é%ﬁgﬁ%%%ﬁ?a@fat a thir(ﬁé%%ﬁency. At block

1020, the third ‘SR§S OrSRHA B eI e R B T8 AL BTSN S0 TDIB detection system
receives the thiversigrabak (75/hird fregaencytiand he biockTho 2stdetias s Peasisssd of the RFID
module acting aganfas 120,48 ong sabadiment dhssthitd signaldgata aguansyaiabout 5.36 MHz.
In one embodimeé‘n%, the third %}gnal.is ata frgﬂueﬂ%’ %a%%ﬁt ]§3.502 I\ﬁFézi. In, one embodiment, the
second sighal iEFSRAFLHRIACTETS fFeGURRY Tanging From b50-950 Hz, 25Numerous specific details
have been set fsitly trereitddrshiderd thorbugh dirierstarahy artheBRBIdRASAts. It will be
understood by thesgealisdetatham talioweyvearihatite-embadisraits mayMelpsatteel without these

specific details..Jn o Instances, well-known tiqns ents. ave not been
o detalls. e RS R0CER Gl HARN RELAAN . UM BRRC AN aRRLR S0V

described in detal gol as not to obscure't odiments. It can be appreciated that the specific
30structural andofdietishial Histetefisclosed herein may be representative and do not necessarily limit
the scope iof the emboriseRis:ifically iszadsotivonthay, tomotddhatranytsé fbrbromteutbrme embodiment” or

‘an embodiment, meas gl RAflieulas Gl SULEISR ARt gassbetin connection

with the embodiment is iicluded in at least one émbodiment. The, appearances of%he phrase "in one
embodiment” iﬁ%ﬁﬂﬂgcﬁﬁé%%%fiﬁcﬂf@gﬁéeﬁﬁ?ﬁﬁ?ﬁ%éyﬁ%%8E§%gﬂi@?e§ff%]fce?ﬂﬁ18ut31ﬁ1e same
embodiment.  d<Sioa éamboigirentsniiayibe ionpledaentetssing ardhilepanEita gnay vary in

accordance with, any nurber.ahiaciarsdsyeiam deskied:somnyatnnakiaie, pawartevels, Sheat
tolerances 5proc,es_slng cycle bud%et, mspuE ata rates, io.ut&ut data rates memory .
1 similarly répresented s physical quantities within the computing system’s memories,
registers or other such information storage, transmission or display devices. The

smbodiments are not limited in this context.
While certain features of the embodiments have been illustrated as described
herein, many modifications, substitutions, changes and equivalents will now occur to
20  those skilled in the art. It is therefore to be understood that the appended claims are

intended to cover all such modifications and changes as fall within the true spirit of the

embodiments.
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resources, data bus speeds and other performance constraints. For example, an embodiment may be
implemented using software executed by a general-purpose or special-purpose processor. In another
example, an embodiment may be implemented as dedicated hardware, such as a module, an
application specific integrated module (ASIC), 10 Programmable Logic Device (PLD) or digital signal
processor (DSP), and so forth. In yet another example, an embodiment may be implemented by any
combination of programmed general-purpose computer components and custom hardware
components. The embodiments are not limited in this context. Some embodiments may be described
using the expression "coupled and 15"connected!" along with their derivatives. It should be understood
that these terms are not intended as synonyms for each other. For example, some embodiments may
be described using the term "connected" to indfcafd ¥t two or more elements are in direct physical or
electrical contact with each other. In another example, some embodiments may be described using the
temi "C(il}, A (33t dte that two or more elements are in direct 20 physical or electrical contact. The
term "colupled,Lhowever, may also mean that two or more elements are not in direct contact with each
other, but yet stllf%%ggbéf’ﬁ@ 6t fteract with each other. The embodiments are not limited in this

context. S%mﬁlgf@bggémg@gsm mrzilyinbeaimealermengeq, f(%r examplg, usinﬁ a machine-readable
medium or article Which may Store an IRStriction or & sat of TR HE!, SPERE SNBSS By a

machine, - chine t rform a methad and/or operations in accordance, with the
embodi(r-;‘ﬁlﬁgﬂrlﬁs%1 %ﬁﬁéﬁé}; ine ma ?ﬁ%ﬁé%‘fof‘&%% gf%ﬁea, Sgﬁ?néﬁﬁg%lfgnﬁ%ggssﬁr%”blfg’tf%lﬁ??'? %tomputing
Platform GARRRIGAeKIPCIRPERRING leuite: SOMRHINGMPLE M RIRRINR SYiF Ty Somputer

b [ o? inationof éi

] 1]
processor, or the like, and may be implemeénted using any suitable com ardware and/or

software,dia Washine smadaRiaimediumi0 arcleraakineh el ARmRIS A SUIRRIE ype of

memory unit, memory device, memory article, memory medium, storage device, storage article,

storage iaoiuBRRHOIHOLAgRIUA SOk SXAINR 8 RIPTIOHaLRBIRVARRIE OF non-removable media,

erasable or non-erasable media, writeable or re-writeable media, digital or analog media, hard disk,
floppy disk, Compact Disk Read Only Memory (CD-ROM), Compact Disk 21 Recordable (CD-R),
Compact Disk Rewriteable (CD-RW), optical disk, magnetic media, magneto-optical media, removable

memory2cards Tifedigkemvar guistypes et RigitalMarsatilediisk (RVR)-& RRecaasrelie anthe like.
The instructions may include any suitable type of code, such as source code, compiled code,

interprefest eadesexectitable bedde gstatitccadey shumamisicades aptathe dike FIAR degkystions may be
implemented
system irrespective of power supply voltage to said RFID module.

3. The system of claim 2, wherein said RFID module is configured to transmit said third
signal to said EAS detection system even if said RFID module is inoperable to send RFID-type

signals.

4, The system of claim 1, further comprising:
a first transmitter to fransmit said energy comprising said first signal at said first

frequency in a controlled area; and



using any suitable high-level, low-level, object-oriented, visual, compiled and/or interpreted
programming language, such as C, C++, Java, BASIC, Perl, Matlab, Pascal, Visual BASIC, assembly
language, machine code, and so forth. The embodiments are not limited in this context. 10Unless
specifically stated otherwise, it may be appreciated that terms such as "processing,” "computing,”
"calculating,” "determining," or the like, refer to the action and/or processes of a computer or
computing system, or similar electronic computing device, that manipulates and/or transforms data
represented as physical quantities (e.g., electronic) within the computing system's registers and/or
memories into other data 15similarly represented as physical quantities within the computing system's
memories, registers or other such information storage, transmission or display devices. The
embodiments 4rEFARSTHFTAR EEBSd euprgleceBrain T8 stidesonthe b aidesesHhve been
illustrated as described herein, many modifications, substitutions, changes and equivalents will now
occur to SEHBSE Qe RER AT i§ BRETERSHE (B thaRaRIB StEmk: e dpseavaclsidsare
intended ta cover all. such modifications and changes as fall within the true spirit of the embodiments.
CLAIM§§)@hCé) fgoé?%ﬁlrﬁléea'is: I.A system, comprising: an RF1D module comprising an energy
coupler to receive transmitted energy comprising a first signal at a first frequency and a second signal
at a second frequency, and a mixing elemen to mix said first and second signals, to generate a third
signal ata th'fdrﬁ%e%g?%%f%ﬁ% SGENRIGY,LOURISE {0 tansmit said third.signal to an EAS detection
system, wherein said first signal is an electro agn%tlc S|gnafanc?sa| second signal is a magnetic
field. 4Jhe _%%gégcgfoqlgim éFYYf'ﬁ{gﬁﬂi§%d555@n@§ﬁé{{%11§a9onﬁ9ure‘_j to receive ar_1d mix said first
and second signals, and to generate and transmit said third signal to said EAS detection system
irrespective of power supply voltage to said RFID module. 3. The system of claim 2, wherein said
RF1D module is configured to transmit said third signal to said EAS detection system even if said
RF1D mpdule is,ingrerablecdaisendBED: g Signaisohidne sysiemuafislaim L further comprising:

a first transmitter to transmit said energy comprising said first signal at said first frequency in a
controllegdratgar and

7. The system of claim 1, wherein said first frequency is greater than said second frequency.

8. The system of claim I, wherein said first frequency is selected from the group consisting

of about 13.56 MHz and about 915 MHz.

9. The system of claim [, wherein said second frequency is selected from the group

consisting of about 8.2 MHz, about 111.5 kHz, and about 58 kHz.

10.  The system of claim 1, wherein said third frequency is selected from the group consisting

of about 5.36 MHz and 13.502 MHz.

L. The system of claim I, wherein said mixer comprises a non-linear element.
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a second transmitter to transmit said energy comprising said second signal at said second frequency
in said coverage area, wherein said first and second signals form overlapping fields in said controlled
area. 5. The system of claim 1, further comprising a receiver to receive said third signal and to detect
a presence of said RFID module in said controlled area. 6. The system of claim 1, wherein said
energy coupler comprises an inductor and a capacitor. 7. The system of claim 1, wherein said first
frequency is greater than said second frequency. 8. The system of claim 1, wherein said first
frequency is selected from the group consisting of about 13.56 MHz and about 915 MHz. 9. The
system of claim 1, wherein said second frequency is selected from the group consisting of about 8.2
MHz, about 111.5 kHz, and about 58 kHz. 10. The system of claim 1, wherein said third frequency is
selected from the group consisting of about 5.36 MHz and 13.502 MHz. 11.The system of claim 1,
wherein said mixer compris es.a on-linear element. , 12. The system of claim 11, wherein said
non-linest eleméftis t%ﬁé’éi%&”f?&rﬁ’tﬁ BSOS ot RS RSIFHERD S B #BHRg capacitor,
varactordorrrl]et_l g)gi es Emgggggucg r I\/FI:_OS .cap_acitor, comglementgy MOS capacitor, varactor diode
capacitor, ACTDE comvenar- fecthiar diode B s iNe i8R AR O Haf EREPIAHE stor, magnetic
elemen nlinear resonator. . 13. system of claim |,.wherein said coupler comprises a
dipole a h?e@ﬁ%g%%a %grrng%ﬁ?%ﬁigg%;}(mﬁf# Célg§7s‘f3érrar10t8 gliéllme ?L%pve\l/ !eor%i%rz?al écé’&v)% ﬁ’equency IS

FSK m%‘:’éﬁ{&q W&%?b%g%b ﬁ‘lﬁ&l!}rﬁ %&Q&%Jﬁ%&ﬁ%ﬁé’e’i“t&%&%@? n'?azgnetic element, and non-

linear resonator.

13, The system of claim [, wherein said energy coupler comprises a dipole antenna and a

matching network.

14, The system of claim 1, wherein said second frequency is FSK modulated with a signal at

a frequency ranging from 650-950 Hz.

15, A method, comprising:
receiving a first and second signal at a first and second frequency at an RFID module;
mixing said first and second signals at said RFID module;
generating a third signal at a third frequency; and
transmitting said third signal to an EAS detection system;

wherein said first signal is an electromagnetic signal and said second signal is a magnetic

field.
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15. A method, comprising: receiving a first and second signal at a first and second frequency at an
RFID module; mixing said first and second signals at said RFID module; generating a third signal at a
third frequency; and transmitting said third signal to an LAS detection system: wherein said first signal
is an electromagnetic signal and said second signal is a magnetic field. 16. The method of claim 15,
wherein said receiving and mixing of said first and second signals, and said generating and
transmitting of said third signal are performed irrespective of power supply voltage to said RF1D
module. 17. The method of claim 16, wherein said generating and transmitting of said third signal are
performed even if said REID module is inoperable to send R_F1D-type signals. 18. The method of
claim 15, further comprisin% transmitting said first signal at said first frequency; and transmitting said

second %ﬁgnal A05AnTLaes ;‘ilf*ﬁ@hﬁ%n‘&}?r‘f@? SELrRcETHEE M miire it drdnbrrRsARe receiving said

third signal af said third frequency; and detectin resence of said RFID module. 20. The method of
claim 159,1%9@&@%%%% iSRG 8uRe %Pﬁ%?&ﬁ%f%‘?%%ﬁsﬁgf BEISAR AEDRTHIASBE G e $ar first signal

at a fre u%lctysge%ggt\gqtgr%ngotggdg&% j%cg)g&sils;.:ting of about 13.56 MHz and about 915 MHz. 21. The
method 1 Caim 15 wherain receiving sal §&cond signal at said second frequency

17. The method of claim 16, wherein said generating and transmitting of said third signal are

performed even if said RFID module is inoperable to send RFID-type signals.

18. The method of claim 15, further comprising:
fransmitting said first signal at said first frequency; and

transmitting said second signal at said second frequency.

I9. The method of claim 18, further comprising:
receiving said third signal at said third frequency; and

detecting a presence of said RFID module.

20.  The method of claim 15, wherein receiving said first signal at said first frequency
comprises receiving said first signal at a frequency selected from the group consisting of about

13.56 MHz and about 915 MHz.

21, The method of claim 15, wherein receiving said second signal af said second frequency
comprises receiving said second signal at a frequency selected from the group consisting of

about 8.2 MHz, about 111.5 kllz, and about 38 kHz.
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comprises receiving said second signal at a frequency selected from the group consisting of about 8.2
MHz, about 111.5 kHz, and about 58 kHz. 26 22.The method of claim 15, wherein receiving said third
signal at said third frequency comprises receiving said third signal at a frequency selected from the
group consisting of about 5.36 MHz and about 13.502 MHz. 23.The method of claim 15, further
comprising FSK modulating said second frequency.

22. The method of claim 15, wherein receiving said third signal at said third frequency
comprises receiving said third signal at a frequency selected from the group consisting of about

5.36 MHz and about 13.502 MHz.

23.  The method of claim 15, further comprising FSK modulating said second frequency.
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