1 SYSTEM AND METHOD FOR AUTOVATED OPERATI NG SYSTEM

| NSTALLATI ON  TECHNI CAL FI ELD The present invention is
related to the field of conputer systens and nore
specifically to an autonated 5 system and net hod for

installing operating systens. | 1111l VIII VIII VII
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busi nesses seek additi ongjy %PTEQ NProcess and store
information. One option ava to users is

i nformati on handling systens. An information handling
systen1general|y processes, conpiles, stores, and/or

c%%%%%&%%;e%IE ormation or data for business,
ersoﬁa+——of—ogher pur poses thereby allow ng users to
take advant age of the value of the information.
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15 processed, stored, or comuni cated, and how quickly
and efficiently the information may be processed,
stored, or comunicated. The variations in
information handling systens allow for information
handl i ng systens to be general or configured for a
specific user or specific use 20 such as financi al
transaction processing, airline reservations,
enterprise data storage, or global conmunications. In

agaickicRBunbNber FRkl @RvERPEbNNY systems may include a
varrety of hardware and software conponents that nay

be configured to process, store, and 25 conmuni cate
i nf or Mk @heandli@yahdchedeodneén@brimeeoncespttiatues to

systens, data storage systeps,  and netmorkln% o
s9§Féﬁ§5eCpéP§ﬂWﬁ&u%}§téﬁé BPélB§éaeﬁysﬁsﬁpé Ap§ional ways

syst gABcadd aAkhgkoraf 9nFBLIgR 1 BaNd! bAg %ﬁ%&@ﬂ‘avallable
conponents to nanage 30 the applications run t he

coepuseng sysneﬁﬁrmaheonnbﬁaﬂﬂangonygtemperaﬁnngnformatlon

SYBLETE 81000, ALALIBI} 9N dochandLl NI BRTED ocores,

conponen urres FEARE’t I e
readubcesomﬁddutaoaalhnfokméoﬁﬂatbondieahﬁokogy51ness,
anlzailon and. system adm ni strat ors_pnust ensure

FSOBB VaPFnﬁtgﬁgtBﬁﬁpQFESpFBﬁ§?P¥ PiteHSBE, "EBAPalR

oabke5aapah@s@e ardrMal ydahedogodreandrarRat98ded B8BEQuse
the appropriate conputing s%stens The determ nation

atg@chpasagemend énfehmatianohandildngregafpegnd
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requiring s
appllcatlons, information handling systems may also vary

regarding what information is handled, how the
information is handled, how much information is
processed, stored, or communicated, and how quickly and
efficiently the information may be processed, stored, or
communicated. The variations in information handling
systems allow for information handling systems to be
general or configured for a specific user or specific use
such as financial transaction processing, airline
reservations, enterprise data storage, or global
communications. In addition, information handling
systems may include a variety of hardware and software
components that may be configured to process, store, and
communicate information and may include one or more
computer systems, data storage systems, and networking

systems.

Operating Systems are used by computing systems and
other information handling system components to manage
the applications run by the computing systems. The

installation of operating systems onto an information



adm ni sters to manual |y gather and manage this 10
information. Failure to ensure that operating systens
are properly licensed and installed will likely |ead
to significant problens and expense. 4 SUMVARY OF
THE | NVENTI ON Therefore a need has arisen for an
i nproved system and nethod for installing operating
systens within conmputers. 5 AJ3urther need has arisen
for authenticating target systens and installing
val.i - [ S - :
B e S
uambizbﬁguaceSrecﬂddytsemmﬂde f dnfaumatabnn§echeoldgy
instal l.ation_of aqper onto
CORIAarE ELOTnand PRSPy B b At PR BeSrargapTe that
Objpechs iand speltiety aeb) @Grto@etr(lyalltlﬁ%ﬂ%b@at eohli@in only
identity of a particular target and then to direct
5 tﬁ@ptré’rvsét aglylsf'éﬁqlfiétsd &eﬁﬁoyﬁén?rge#@éﬂeﬁhgﬂto the
??tr%b%a%eV%kngﬁtt%g E&Q%e% a PRedaghberi AREL Bh ﬁﬁd
em The target systemthen comunicates with t
dmph@wﬁmﬁntsefvehlsn1ofdemat@on|msgahkesh51sehé¢tedt time,
%%r Eln% system Ln ong geia nfornatS .
h&hdPiig §y358ﬁ1 §°%8r sci8s&d HCFSS ng - 8He38r “ibr e
t adgehisyetreNbol MaAlatoyMyaicbati aRdWwnbRagedthest ory
service where the target systemincludes a LDAP
10 ipdremetier - Tﬁél&pggcgerﬁnsure that operating systems

are properly licensed and installed will likely lead to

significant problems and expense.
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service has one or nore target objects and one or nore
operating system policy objects. The directory service
is able to authenticate the target system and direct
the 25 target systemto a depl oynent server for
operating system installation. The depl oynent server
is in comunication wth the target systemin the
directory service. The deployment server includes at

| east one operating system inmage for installation

oRtiMARS b 98k %ﬁ%&ﬁ%&oﬁ I'n anot her aspect, a
d ting installation is

di scl osed. The directory systemincludes nultiple

t ar get Thbjre¢bseand neult hpke apakieay fokj aat smpkd®Bd system
taragt object is associated with a target system and

5anAc Mgdbeda fegeinghne LaRd QPBA3SWALdSYSEemS within
aggggﬁggggping the target system Each of the policy
objects is associated with one or nore of the target

Objecti'fﬁQQheQaﬁQ BohbgyaQQFSﬁtf deﬁghgﬁtgggtin target
| ocation for prOV|§|ng a selected operating systgm

i sggeefisr andstiakltaflidngontdidatéd ptpegetisystgatemhna onto
yet an%ther aspect, a nmethod for installing an

ogéfg i'nGYSYS§M&m i s described including first booting

a tar gg ; stemto.a EDAP client stack and then
t

conmuni §S& tafgareysrenfiaGrREREr cat PBATSTr RRY Tothod

aut12igi hgChOHY reeE¥rgescMoXte R hatomRLtSH§teARI S
authenticated using a target object and then accessing
alngspiléptépneef prarafsngssyetanedontehtargargepmputers.

OQ%QCEirectory service utilizes target objects and policy
objects to authenticate the identity of a particular
target and then to direct the target system to a
deployment server that maintains a validated image of a
desired operating system. The target system then
communicates with the deployment server in order to

install the selected operating system.

In one aspect an information handling system is
disclosed including one or more target systems in
communication with a directory service where the target
system includes a LDAP client stack. The directbry
service has one or more target objects and one or more
operating system policy objects. The directory service
is able to authenticate the target system and direct the
target system to a deployment server for operating system
installation. The deployment server is in communication
with the target system in the directory service. The
deployment server includes at least one operating system

image for installation onto the target system.
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after conpletion of the authentication step. Next, the
nmet hod i ncl udes obtaining instructions fromthe policy
20 object that direct the target systemto access a
depl oynment server for obtaining a validated operating
system The present disclosure provides a nunber of

i nportant technical advantages. One inportant

technical 25 advantage is the mise of target objects
and policy objects within a directory service for use

in insﬁ%'%h%&h%@ a%%%%%tiggd§¥%k%%E Tg?sg%ﬁ eh LR erating
directory service ['1ows for centrgll ed managenent
and stpddeitdignofi spdliiscy osiedf.or Mhki i raed orar ggsteystiemludes

f i on._ Thi l.so,30 i i d pet hod
BHIaTR e Ra oAk RIFCEA, GoE M EiEte BPSLEvopBarg e -
| derthi flagdeandbtjkat aBl Wskakidakadwd thopetatiyeg system and

code is installed onto target systens. Additiona _
adPetiidgss aniise rh82Bgparent PaSENeEE dPrsRuthenticagéng

akrt .a m i gu SehLptlLen and,.cLakas
roe, ded ey St roh SRR DL RPN BT 1o
DRAVPNGS tAdnwrié hconpl etremameg bliotbeghaugdér sbardicng oAnd

t%%chpre %%t %gbggknegtscandsagxan&gge%.thergof naXiggn a
aE{Gr BI1BYYr 8PAFFiEng FECRRE 3t 5P Foni g &8§CF|5tP58 g
t akercheldn opeltiatinglyi 8 sBeihinhgecage@MpaByaNyadiswi BESo a
in which

target system.

In yet another aspect, a method for installing an
operating system is described including first booting a
target system to a LDAP client stack and then
communicating a target system authentication string to a
directory service. Next, the target system is
authenticated using a target object and then accessing a
policy object that is associated with a target object
after completion of the authentication step. Next, the
method includes obtaining instructions from the policy
object that direct the target system to access a

deployment server for obtaining a validated operating

system.

The present disclosure provides a number éf
important technical advantages. One important technical
advantage is the use of target objects and policy objects
within a directory service for use in installing an
operating system. The use of the directory service
allows for centralized management and updating of policy
information and target system information. This also
provides a improved method for ensuring that all target

systems are properly identified and that only validated



i ke reference nunbers indicate |ike features, and
wherein: FIGURE 1 shows an information handling system
for the automated installation of an operating system
10 according to teachings of the present disclosure;

FI GURE 2 shows an expanded system for automated
installation of operating systens onto a target

server; and FI GURE 3 shows an @utomated nethod for
installing an 15 operating systemonto a target

S I E SCRI R T

PR e omBot hon ool ot R cRt! o andotpeT Ystems:
a@ddntage@laaQVBegag@ﬁdsnéﬂobd bppaeéetenoethose of skill
Fll(éU@ %vvh i_n o Lé nbers rﬁfer to a Z
corressoﬁ§|n6 garfg aﬁ kd“"EF&me Fsﬁgﬁ8§198 PRRe CARY™S
corbespeddhageehenment s. For pur poses of this

di scl osure, an information handling system may

i nclude any instrunentality or aggregate of
instrunmentalities operable to conpute, 10 classify,
process, transmt, receive, retrieve, originate,

switch, store, display, manifest, detect, record,
reproduce, handle, or utilize any form of

information, intelligence, or data for business,
scientific, control, or other purposes. For exanple,

an 15 informati on handling system may be a persona
conputer, a
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networ k storage device, or any other suitable device
and may vary in size, shape, performance,
functionality, and price. The information handling
system may i nclude random access nenory (RAM, one or
nore processing 20 resources such as a centra
processing unit (CPU) or hardware or software contro

| ogic, ROM and/or other types7of nonvol atile nenory.
Addi ti onal components of the information handling
SYRUEM MRYCRASTHOR OFeTRE MRARINGSSK drives, one or
NDTE NMetWorkK ports for conmum cating 25 MAth ext erna
devices as well as various input and output (1/0

devi ces, mouehcasmpackeyhaar dhoaolgtsaendangtandi@goof the
di spl ay. The information handling system may al so
|REF&&@toﬁ@bSPlﬁﬁpésbé§QSagﬁépéﬁﬂéstSh?F§ﬁ§nW€Y be
CQ@GH”&%étb9n§e@@E%@%P EBetH@rEB%ioQQB@“@E%crlptlon taken
conponent s Now referring to FIGURE™1l, an
|nﬁopnaﬂuonthandWahg §9§téﬁppm9aoaned geﬁ@nagsy an wbich
[ 0 Inf t n S en110 |ncludes
d?%ggtgg§ese n% ngrs onnﬁ%?fé%%on GrrRTE3 fg
Syaeermih4 and deploynent server 5 16. Directory

service 12 is also in comunication with

adm ni SLGIREVE SBbWEr ah8inBbiRatob) Behdilefgldystem for
generally includes target objects 20 and 0|IC¥
obfeceytopateg ipgtalya éPOl@é 3D QPssafhmBPud¥stABNDrY

58898E6§n§4to|EchHEEBQVBthEEngbEEHE gegRi¥sfiegource

may store 10 authéntication policies 20 and 22. In

the presabkeedPQALWENLN dLEERLGRY s$EEUMCEoL2aliBomated

installation of operating systems onto a target server;

and

FIGURE 3 shows an automated method for installing an

operating system onto a target server.
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i n communi cation with target system 14 as well as

addi tional target systens 40 and 42. Target system 24
shall be discussed in greater detail herein, however,
it 15 shoul d be understood that additional target
systenms 40 and 42 may include simlar elenents,
functionality and controlling logic. Target system 14
i ncludes |ightweight directory access protocol (LDAP)
client stack 30, EFlI 32 and |icense key 34.

DBE&QXEEBtnﬁgbﬁQbTiéN'6§'¥HESIQQEM@&anted i mage
reposrtory 50—t operatiomn, adnrnistr

ative server 18
allows an admnistrator to create and/or nodify

t ar get peef¥ekredobinpotism@Atandfpehkecynobhetds 2RAWLtHI N
directory service 12. Administrative server 18 also
pPEVaRaBEgSarFEweeah $BAgdAFAPLt PXt 6FfEESASS0EPat €

e?%ﬁuhﬁg'YLguéhePghhcllﬁglﬁﬁﬁbegg pLEB-Opg QEkQUESd
target objects 20. In a preferred enbodi nent

gocaébedngmap pﬁrusuandyllsenayemenusedmee toréake and

rget Qbj ect utility 19 may conprise a
gF 8?55088 £ geﬁgﬁ be |ncorporated with a Iarger

30 fr mork in ord e% o % ﬁ% the functlog tg
descri 84 PHEPBPR® © E § 85185°ma§"i het giatton
exgﬁanahbes§9temnﬁapughtpaaef@ﬁynaﬂagkﬁﬁehaégety or

obj ects 20 and policy iects 22 within dlrectoﬁé
sepgreeats. Oﬁnlaﬁéré%aﬁﬁﬁ 1taapodPREAPLle shapcPRPRBBUl e

1@1H§¥1? EQEQQEat@gaM%ﬁhtn r@c@19é039££rf@9§9enent
ok

Consol e I'n"alternate 5 enbodi mehts any suitable
uprnguyahay b@lpcby|aedrby display, manifest, detect,

record, reproduce, handle, or utilize any form of
information, intelligence, or data for business,
scientific, control, or other purposes. For example, an
information handling system may be a personal computer, a
network storage device, or any other suitable device and
may vary in size, shape, performance, functionality, and
price. The information handling system may include
random access memory (RAM), one or more processing
resources such as a central processing unit (CPU) or
hardware or software control logic, ROM, and/or other
types of nonvolatile memory. Additional components of
the information handling system may include one or more
disk drives, one or more network ports for communicating
with external devices as well as various input and output
(I/0) devices, such as a keyboard, a mouse, and a video
display. The information handling system may also
include one or more buses operable to transmit

communications between the various hardware components.
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adm ni strative server 18 to construct and nodify
target objects and/or policy objects. Target objects
20, which may also be referred to herein as a target
server objects, are objects that are 10 each
associated with a particul ar target system (such as
target system 12). Each target object includes a
username and a password (as desgri bed bel ow with
respect to Figure 2). In the present enbodinent the

USer namg,, Sfefaerw %uecd ¢apiurE ar 38 Q%%%glﬁ'r%téﬁt@nwhtalﬂdllng

target systeml1 I'n & preférred embo uni que
|@@wﬁﬁhlemda&a¢@ngﬁgegalaysemvd@elsaghwwmberI@mormatlon
S [ t|f|er pr.ovi.d by,. th nanufacturer of,
¢ P Lol R e L Oh Ry Ve hetd, metv L dena2” in
pmmmdcfactrloal twaftgﬁttar@léjte%tys%@maaslo@n@t a@p\mlotyﬁent server
tggget system 14 is license key 20 34 that has been
-gnéd TG Ay SE I SPe?145 THiSS dRs GPERUPASAtiRE with

t%&ﬁﬁ%l%&%%%qW%4s%§@eQel%Uth%@&b%@%? s@QQ1%|392 egerally

ensures that target system 14 has properly 1licen
t g nicdadies mamgﬁ¢ubane@p@ra@|agdspsﬂenwtbénecmS 22.

License ke % j?so be refﬁrred to_as a notijce 054

25 &G NERT] csletr)y . RS t‘lgFﬁaf“F\I}‘Sré’wﬁ8&PH§ﬁF

t anget preyetireddl4émdodin@hgehnefbiroClred0uiay QUi hbfesaBye
sui tabl e . password_schene. Deploynment server 16
|ﬁGF@@€§lGPFPPP|QQlFGHescgﬁnﬁﬁﬁc £irng with target
system 14 and directory service 30 12. Depl oynent
server 116 thgc PE§ESNEnEMBP BBt opELaErhgryy SEENECe 12 is

SH%r%@mﬁhﬁqb@tlgﬁg%1EﬁpQ§Engys?gtehn1hh§s well as
additional target systems 40 and 42. Target system 24
shall be discussed in greater detail herein, however, it
should be understood that additional target systems 40
and 42 may include similar elements, functionality and
controlling logic. Target system 14 includes lightweight
directory access protocol (LDAP) client stack 30, EFI 32
and license key 34. Deployment server 16 includes

validated image repository 50.

In operation, administrative server 18 allows an
administrator to create and/or modify target server
objects 20 and policy objects 22 within directory service
12. Administrative server 18 also preferably allows an
administrator to associate each individual policy object
22 with one or more target objects 20. In a preferred
embodiment a so-called snap-in utility 19 may be used to
create a target object. Snap-in utility 19 may comprise
a module of code that may be incorporated with a larger
framework in order to provide the functionality described

herein. Snap-in module 19 may include executable
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11 present preferred enbodi nent, all of the operating
system imges stored wthin repository 50 have been
val idated. In operation, target server 12 first boots
to LDAP client stack 30 of EFl 32. Target server 14
then 5 authenticates to directory service 12 using
service tag 38 as its usernane and |license key 34 for
a password (arrow 70). Duringlihis step directory
service 12 searches for a target object having the

SQNE LU NNS %‘8}1 m48hlg flln%g gkt '8% RRESWOIOA ahd policy

correct. Next, directory service 2 then identifies
a oppgleictys @BJ@athagsdowape@rymmehvuhe dél.ectled oner gesample

ob ct..20. The poli.cy o prefe abl.y incl udes o
FHeFRBse FORRoRE) BRANg ook BRY PRorREPARPSRERd within
| RS MidGlseFs Wanecake tsedhsblet qugeh syst amcdZnbaer ow
72). These instructions _may provide the 15 | ocation of
dEPPOFHERD tSe AP Sl‘GtéﬁéerrWlél%d PRyl B§ePaRVvided by

a%ﬁﬁﬁ%ﬁs%QtEQQeS%%&Q%rtQSb%opE%KbngcEOag@phBﬁEQQttarget
server Af ter receil ving the installation

|@@UE@@ﬁl@n§/parQ@ﬂleepbeeCI$ -may then subnit a

request to deploynment server 20 16 to carry out the
autonaﬂedgbﬁsb@hbatboﬁoofwhiselmayedlepebattagesysﬁenb
(arrow 73). In_a preferred e target system
 85384re 3k B EpdGB RBEIEroRDOBRES  ba5E OPPER:s (hat hre
deplcay aBBbCI @t var wiehaadpary ipueter abkyeseBgstBR (such as
aut henti cati on strlng to depl oynent server 16. 25
DéFILOYire ity S§6FvEr) 16 ERER 5éFﬁéﬁtPEa?§§ tecLHees a

username and a password (as described below with respect

to Figure 2). 1In the present embodiment the username is

a unique identifier 38 associated with target system 14.

In a preferred embodiment, unique identifier 38 comprises
a service tag number or similar identifier provided by

the manufacturer of target system 14.

In a preferred embodiment, the password for a target
object 20 associated with target system 14 is license key
34 that has been assigned to target system 14. This
ensures that the target system 14 can be authenticated
and also ensures that target'system 14 has properly
licensed to load a particular operating system thereon.
License key 34 may also be referred to as a notice of
authenticity (NOA). In an alternative embodiment, target
system 14 and target object 20 may utilize any suitable

password scheme.

Deployment server 16 includes utilities for
communicating with target system 14 and directory service
12. Deployment server 16 includes one or more operating

systems stored within image repository 50. In the
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directory service 12 to match the authorization string
of the target server 14 with the policy that is
associated wth the target server object and

determ nes the appropriate operating systemto
deploy. In an alternate 30 enbodi nent, depl oynent
server 16 nmay commence operating systeminstallation
wi t hout validating the authoriZation .12 string--for

i nstance, deploynent server 16 may store

aw RQLhZall At COdeS e dli FRGE , 0168 rARREOBLE®E® ing system
operating systeminmage is then provided to target

syigegms bB4Aofadr ewthdn aegosatgely o€r heveldbegny veRéedated.
initiate 5 operating system depl oynent. Target server

14 may Inheperadiphnet ¢aggertatienyesydbemiirsst dobati ao LDAP

.activati ' its i key 34.
TG S FERERE 35 R0 i POAThaRaRIRG Ly £ 100
I sushewtichrber et darckandli Be rs¥sten108ing0service tag

general ly includes target server 160, depl oynment
séBvér 16 HSGTragmenipscr aticeessekedr 345604 p password

c ' iyon it h di t sar i 0 i ect oby
canrres 190" RS whER, drbel B3R RBE ST d
1s2brcBach foer veltarge? obdeotdebaziogr téspeadengseenemg and

resource 114. Each 15 server .112 nm referably be

| SRRt Caeon it aPaPa st HBER: f8n CRRE B ROV BEFoLdR FectoTy
aGeews cko 1bhe hdinr egledty fiser i peliky bbhschBABEbciated
directory service 110 na¥ | ocate servers 112 at )
diiftdr éhe PEL&CIt6Rs tRIFERItn CRISFHgFE - f adPRi PPléFYi APIect

dishberenbi1st 3hes ulksCoRkRERES onSCE%E! Sperating system
installation instructions which are sent to target system
12 (arrow 72). These instructions may provide the
location of deployment server 16 and may also include an
authentication string to be provided to deployment server

16.

After receiving the installation instructions target
server 14 may then submit a request to deployment server
16 to carry out the automated installation of a selected
operating system (arrow 73). In a preferred embodiment,
target system requests a Preboot eXecution (PXE) boot
from deployment server 16 and may preferably send the

authentication string to deployment server 16.

Deployment server 16 then authenticates to the
directory service 12 to match the authorization string of
the target server 14 with the policy that is associated
with the target server object and determines the
appropriate operating system to deploy. In an alternate
embodiment, deployment server 16 may commence operating

system installation without validating the authorization
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20 112 preferably communi cate using nmethods and
protocols well known to those of skill in the art to
communi cate i nformational updates such that all of
the servers 112A-D each contains the sane pertinent
information and that information that is introduced
to one servers is updated 25 within the other servers
within directory service 110. .1bn the present

enbodi ment, directory service 110 includes target

gg?ﬁ%grg%gr %%%tgﬂg_ é ?@g h%c¥er9gke§%sm£ 6s%gge

et obj ect es a usernane (service
t agthd2)i zand oa pagsword 6ﬁ£mmaa@)of3®h§aagptopriate

ob'ect&ﬁlzz incl udes a usern servi.c % 136)
a°§§§§ Pd E *P34J29Par-Jet 881 EP§lf§§ FS&@St S¥§tem
usar nareoksaryi aadt agriée) sandea maS&aprehéQOAnlaﬁhte

Policy object A-126 includes |ocation Information 142
aﬁ&er@FPnﬂléwétfm4deBﬂﬁVW§PFy, perpey éBrEer 41pgy then

b?éh#g%%g %B%Q%k?ﬂg'@% EggtéiQaQQGn debngVéégon

cl'ude usernane and password
i msongatitenlficensaukkgnBiécati ng to depl oynment server
170. In alternate enbodinents, nore or fewer target
obj ect Soandederpohgcyo BDFUBES 2mayfbemptovhdidndiltihgn

di rector ervice 110. Ln_the present

e b oBet SASBon s 10T aeabr S oR RAT R On gatem 100
ogbae&a11;2@n@mddb@rga&ﬁebjg@&var 123, Rebieymehkestrver
B-128 is associated with target obJect 3-124. In this

n&ﬁﬁeﬁnsoﬁﬁ@ynéﬁréétlxs1zerﬁﬁy Be0 adédipocampepiceréon

ORERAL LAGeBYSLEMLRFEAL! #1bON B9LeBtory service 110
includes servers 1122, 112B, 112C and 112D. Each server
112 includes a corresponding memory resource 114. Each
server 112 may preferably be located in a separate
location and provide local access to the directory
service. In this manner, directory service 110 may
locate servers 112 at different locations within a single
facility or in different states or continents. Servers
112 preferably communicate using methods and protocols
well known to those of skill in the art to communicate
informational updates such that all of the servers 112A-D
each contains the same pertinent information and that
information that is introduced to one servers is updated

within the other servers within directory service 110.

In the present embodiment, directory service 110
includes target objects 120, 122 and 124 and policy
objects 126 and 128. Target object 1-120 includes a
username (service tag 132) and a password (COA 130).
Target object2-122 includes a username (service tag 136)

and a password (COA 134). Target object3-124 includes a
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target system associated with either target object
1-120 15 or target object 2-122. Additionally, policy
object B- 128 will be used to direct operating
installation for a target systemidentified by target
object 3. In alternate enbodi nents policy objects 126
and 128 may be associated with nore or fewer target
obj ects. 20 Admi nistrative serwer 150 nay store a
plurality of data sets of COAs 152 and service tags

194e rhOe %@EQEE@thB @EM péﬁﬁeﬁagh¥ngrHS?@oh°é38)

popul at e, nodl y eval uate target objects an
pBbﬂdeobPeecs ﬁamagednbyudadnﬂppstnanl0nfsemaenom50A2 and

5 f
AgZEP'St ggr:$é¥§glaf ¥reéy 18&FC VetIB oLgRy ncTudes

adﬁbatibha&hﬁﬂrﬁatieh 126 badODVaimlmeouﬁatlon/p field
related to target systens, such as unique identifiers
@E%sln?éPgétu§§FOéWe160dl§aFﬁW85€réﬂﬁ9§matl°n for

CQGHH@hE%Eb@QnB‘EB d2f18¢h¥Rt Selldr T@bgetlﬁeéYﬁérﬁgge

i ncludes a persSistent™ nenory 162 storing COA 1
uﬁmQQledsns»fmerelaﬁ fewet4tarpetprb3entseabddpmepblicy
pr Qv i, ded

Ll ed t i .
s M R IS e T CE TR
tab tif b . - get .
oref or 4B SEFnBFGAERt | PRRSRLPEAF BOLLRY1885FGF B-120 is
abkevtngttar gethseayget 168jketperioomadl taryed bpoect 2-

to allowit to communicate with directory service 110
ahd?-depPoyAENPPIBFYeP-12B in BFAeFipbedbralh Barget

0885@&%”9 124. In this manner policy object A-126 may be
used to direct the operating system installation for a
target system associated with either target object 1-120
or target object 2-122. Additionally, policy object B-
128 will be used to direct operating installation for a
target system identified by target object 3. 1In
alternate embodiments policy objects 126 and 128 may be

assoclated with more or fewer target objects.

Administrative server 150 may store a plurality of
data sets of COAs 152 and service tags 154. This
information may preferably be used to populate, modify
and evaluate target objects and policy objects managed by
administration server 150. Administration server 156 may
receive information from manufacturer 156, thereby
allowing administration server 150 to obtain information
related to target systems, such as unique identifiers and

COAs.

Target server 160 is in operative communication with
server C-112. Target server 160 includes a persistent

memory 162 storing COA 164 and unique identifier 166. 1In
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system Depl oynent server 170 is in comunication with
10 target server 160 and with server 112C. Depl oynent
server includes nmenory resource 172 which is operable
to store one or nore inmages of operating systemfor
installation onto target server 160 or other target
servers. 15 Now referring to FIGURE 3, a nethod
indicated generally at 300 isighown. Method begins
310 by first <creating one or nore policy objects 312

ang One Q. %D%%bohé%ggk,ogi%%L%a§%%d E%%gﬁg%i%ﬁ is
obj ect's ang-target obj ects are then l'oaded on a
diprectidieyl senguee ideatt iifd e20 mmedevavai Labké teanbaeget

servers. A target server ma hen boot to an LDAP
CRMERELEERLR ST8 SLOreq PhaPesh 4nd® Sedoayosed- Target
aglheRll 0@l prerequesty iacdudest opprsenveae 3t8ck 188 for
taraet.object associ ated with the target server is
t RAAOMNEi &@&geitn seraer L§0akPrherriteale at aigétedepper to

3%%#%% Hgi%% &otman i lkaiR QEQhadEQ%E%%%gysEQvﬁce 110 and

preferred enbodi nents the user name conpri se
udiegdeymedéntiefriver Lg0 iideptrideyi ng bhéatiar gat oppshenmg
and the password nay be a |icense assigned to the

t §¥Jef™system  Fol | owi ng aut hentication, the policy
obj ect oci at ed

as 30 with_the pertinent target object
s acclEPeavIsRt AegraS: 1700 Gbun ROMBBRIyRERE S B0 Br
| Rsirgeet iseRgelr aBoPahdCYith sekieet 1326. Thep@oyment
instruction preferably identify the
server includes memory resource 172 which is operable to
store one or more images of operating system for
installation onto target server 160 or other target

servers.

Now referring to FIGURE 3, a method indicated
generally at 300 is shown. Method begins 310 by first
creating one or more policy objects 312 and one or more
target objects 314. The policy objects and target
objects are then loaded on a directory service that is
made available to target servers. A target server may
then boot to an LDAP client stack 316 stored thereon and
send an authentication tequest to directory service 318.
The target object associated with the target server is
then retrieved in order to authenticate target server 322
using a user name and a password. In a preferred
embodiments the user name may comprise a unique
identifier for identifying the target system and the
password may be a license assigned to the target system.
Following authentication, the policy object associated
with the pertinent target object is accessed 324 in order

to obtain deployment server instructions from policy
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operating systemthat is to be deployed onto the
target server. This step may al so i nclude providing
the target server with an authentication string used
to allow the 5 depl oynent server to authenticate the
operating system deploynent request. Target system 14
then preferably accesses depl oynent server 328 to
request the depl oynent of an ope&rating system As
descri bed above, accessing conponent server 10 nay

al e dacluge proydi qglsct%mcggg%g;m}ge\f%w ti*aeg&ifty the

aut enti cation string provi e policy objec

| mpes@te ngnisqoh treentth atthe sdepl Wenelep logreveontmy the target
val idate t . authenticati.on string with the director
SRR | i Do BN, S TSR S, ST get
Valdraaire Wit b auitheniticattion Stiring Wskdowlo RaViond the
to contact the directory service. Next the

apiSRIIRNE SFETVEE te SYShEmtLics tee fhy OB SFRd nGheystem
t QA S¥sie P33t Thi s method ends fol | owi ng

instal I"ation of  the correct operating system onto

targetT§M§; m_14. 20 g i
enbodinentgﬁh§§§t§§é%ﬁlg@%&rgggggfgkggi%%?gsffssﬁggﬁgyment
beanvder SBod o hatiqueati ahe depdoyesntswlfstnt vpeaas iagd

alterations c be .made to the enbodi nents wi t hout

AGHEETG PYoRER AP ooy FPRY eand cBaapes S5mPEn eHAATeFEeT

Chébwﬁ@sbsinclude providing deployment server with an
authentication string provided by the policy object. 1In
some embodiments the deployment server may validate the
authentication string with the directory service. 1In
other embodiments, deployment server may validate the
authentication string without having to contact the
directory service. Next the appropriate operating system
is deployed onto the target system 330. This method ends

following installation of the correct operating system

onto target system 14.

Although the disclosed embodiments have been
described in detail, it should be understood that wvarious
changes, substitutions and alterations can be made to the
embodiments without departing from their spirit and

scope.
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1. An information handling system conprising: at |east
one target system communicatively coupled wth a
directory service, said target system having a 5 LDAP
client stack; the directory service having at | east
one target object and at | east one operating system
policy object, the directory service operable to

aut henticate the at |east onelkarget system and
direct the at |east one 10 target systemto a

dehgy Bnt-138kMEer lor operating system installation;
and—rhe—depzﬁynent—server i n communication wth the at

| east qne target system and the .directory service, the
dop! oyfent - 88 9B HEG LG Pl aPeda S0 md ot SETHG L) 2bam
15 ina%e itored t hereon. 2. The information handling
syst enPSf LEREENPLE WREPEN SYRE SFaFGBRUS}SREMVESHpFPERS ed

alyiltgast qerecuBirquecrivdent i ke epeqakl gy keendgallihY a
the target system 20 3. The i nfornati on handl i ng
syPA@mcdfiegtaistazk;wherei n the at | east one uni que
identifier conprises a service tag associated wth
the tartdet diyerépry25e4viThehanfiognati érakéndhengarget

syst.em, of aim 1 erein the, target stem conprjses

2 OPEE NS a et 85K SrEd RFCRTINE CAPRED ByAcen RFocts

Sthéhdiiratepigt senvhaadbbagadyst em ahitGkakitdte the at
least one target system and direct the at least one
target system to a deployment server for operating system

installation; and

the deployment server in communication with the at
least one target system and the directory service, the
deployment server having at least one operating system

image stored thereon.

2. The information handling system of Claim 1
wherein the target system comprises at least one unique

identifier operable to identify the target system.

3. The information handling system of Claim 2
wherein the at least one unique identifier comprises a

service tag associated with the target system.

4. The information handling system of Claim 1
wherein the target system comprises a license key

associated with the target system.
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wherein the license key conprises a certificate of
authenticity (COA). 5 6. The information handling
systemof Claim1l wherein the target system further
conprises a persistent nenory, the LDAP client stack
stored on the persistent nenory. 10 7. The

i nformati on handling systemof Claim6 wherein the
persistent nenory conprises a n@n-volatile RAM 8.
The information handling systemof Caim1l 15

wherei g, thendepheyirat i36f KahaGORRr 38t eR BlEUERLIhY 4
of operating systemimges; and the directory service
cohprieses theplliceahisey kefy coperasesgasystrémticate of
authgnticatkon ggbicies, each 20 authentication policy
ofSrAEPE St &8 at | east one sel ected target
systemto the depl oynent server for installing a

sel ected operating system 9. The information handling
systemof Claim1_ 25 further Cﬁggrisin

an ,
admi ni 8trat MPE $BEQEMAAON: BAAG Ht?%ﬁ%ﬁﬂtﬁftﬁéalm 1

dhh%%%@hytﬁérEEQQettB?st@ﬁ”kﬂ&%héétE%ﬁp%@%é%raOB%EéQE%ent
to manage the at | east one operating system policy

obemeryandheh&DAP kéasntomgackasgeredbpacthelpers@stent
Tﬁgmgggqrnation handl i ng systemof Claim?9

7. The information handling system of Claim 6
wherein the persistent memory comprises a non-volatile

RAM.

8. The information handling system of Claim 1

wherein:

the deployment server comprises a plurality of

operating system images; and

the directory service comprises a plurality of
operating system authentication policies, each
authentication policy operable to direct at least one
selected target system to the deployment server for

installing a selected operating system.

9. The information handling system of Claim 1
further comprising an administrative server in

communication with the directory service, the

administrative server operable to manage the at least one

operating system policy object and the at least one

target object.
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further conprising a plurality of target systens
associated with the directory service. 5 11. The

i nformati on handling systemof Claim10 conprising: a
plurality of target objects each conprising a

usernanme and an associ ated password, each target
object 10 associated with a target system and
operable to authenticate the ad8oci ated target system
12. The information handling systemof Claiml

wherein the target server is operable to boot to the
LDAP 15 client stack and subsequently communi cate an
aut hengiycat I h h Vi,Ge

The | nf-or matt on Racdl e ey SF o of (o KT Cncrarn °
t lerahelregstnponeingr gepleysiienycodptiesorg aysZems
|nterfac er%glﬁgtodrun he LDAP client stack in a
pPSsoﬁég nVit it 1§ 24Y R®4\FEEtory system for
operating system installation conprising: a plurality
of target objects, each target object associated mﬁth
a target server and conprising a usernane 5 and

password - fthﬁuﬂﬁéﬁfpéﬁﬂPﬁghﬁ“@éﬂ@@ts¥§§?@nPfaﬁ&aém 10

Pkuraklikyngh policy objects, each policy object
associated™with one or nore target objects, each

ggu%% 9%%9&1&9%@&5?39.@ bB8GaELANeREAVEENBYi80ng a
username and an associated password, each target object
associated with a target system and operable to

authenticate the associated target system.

12. The information handling system of Claim 1
wherein the target server is operable to boot to the LDAP
client stack and subsequently communicate an

authentication string to the directory service.

13. The information handling system of Claim 1
wherein the at least one target system comprising an
interface operable to run the LDAP client stack in a pre-

boot environment.



operating systeminmage for installing onto a target 10
system 15. The directory system of Caim 14 wherein
each usernane conprises a unique identifier
associated with a target server. 15 16. The directory
system of Claim 15 wherein each password conprises a
i cense key associated with the target server. 20 17.
The directory systemof Claim 1% conprising a
plurality of directory service servers each
mai nt aijni Nga e RIWE ish¥% t@h E%&g%beggkgﬁgss?Qthpe
plurality of policy objécts thereon. 25 2 8. A
meniséa Lflert iioms tcaimpirmig iag :oper at i ng system conpri si ng:
booting a target systemto a LDAP client stack;
conmuniac gtliurg 14 tyarodet: aggetrewbdechent kaahi an rgerti ppject
5 to a.directary service; authenticating the.target
sYSEOM LY Vd HaPgdf T 951 SECY SacEEESIR Palﬁarl.gcg username
ohljnecty 2eSeGicdHedoM bthRatiak@ehg abiraehedf k§ktem; and
aut henticating the target; and 10 obtai ning operating
syst emai R3t@lahati,on i BSLL Gt bBRecthl oBatRe pBALGY object
object, the installation instructions

associated with one or more target objects, each policy

object indicating a location providing an appropriate
operating system image for installing onto a target

system.

15, The directory system of Claim 14 wherein each
username comprises a unique identifier associated with a

target server.

16. The directory system of Claim 15 wherein each
password comprises a license key associated with the

target server.

17. The directory system of Claim 15 comprising a
plurality of directory service servers each maintaining
the plurality of target objects and the plurality of

policy objects thereon.
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directing the target systemto access a depl oynent
server having an operating systeminmge store
thereon. 15 19. The nmethod of C aim 18 wherein the

aut henti cation string conprises a usernanme and a
password. 20. The nethod of O aim 19 wherein the user
name 20 conprises a unique identifier operable to
identify the target system an@0 he password conprises
a license tag assigned to the target system

18. A method for installing an operating system

comprising:
booting a target system to a LDAP client stack;

communicating a target system authentication string.

to a directory service;

authenticating the target system using a target

object;

accessing a policy object associated with the target

object after authenticating the target; and

obtaining operating system installation instructions
from the policy object, the installation instructions
directing the target system to access a deployment server

having an operating system image store thereon.

19. The method of Claim 18 wherein the
authentication string comprises a username and a

password.

20. The method of Claim 19 wherein the user name
comprises a unique identifier operable to identify the
target system and the password comprises a license tag

assigned to the target system.



