APPARATUS AND METHOD FOR SELECTI VELY DECRYPTI NG AND TRANSM TTI NG DRM

CONTENTS BACKGROUND 5[ 0001] The present invention relates to an

apparatus and nethod for selectively decrypting and transmtting

Digital R ghts Managenent (DRM) contents, and nore particularly, to
<)

an appar at us , od fo el ectively decrypting and transmttin
Cont on s wheraPRaTATIS AND EEGD Fi s EEBNEBECK IR nolP
DRM to docunents to restrict illegal copy and 10 fal sification.
Accordi ngly, when a devi ce TRANSMAZHY : ONEENTS ng a DRM agent
installed transmts a specific docunment, to which DRMis applied, to
a device at a reception side, if the recipient device has no DRM
agent for decrypting the DRM a user at the reception side cannot
read the received docunent. Due t BAOKGRO®NDMally, a user of the
device at the transm ssion side manualTy decrypts the DRM of the 15

devi ce i ssi o he
TS L T e R A R T
of “deal i ng. S0 e Bria R LA RRRAL Ky B Eeol LR QTR 1Y
B physt carEBRES PG hBHe N 67 PPrBga mheR o SarduaResisrPhng and

20docunents, or there are agreenent contracts between contracting
parties. Suwﬂfwgﬁeﬁﬁéﬁ}ﬁ“ég%F’Rm‘?%ﬁl@fﬁt“ﬁ)&@d?% directed to providing
an appar at us_and met hod for transmtting a content, to which DRM
is applied [ naft &rDRMOREAnp Sprlies dMBM)to defctimentatie osstridt dlddgay copy and
decrypting it to a device at a reception side. [0004] The present

i nvent i th i lafistiodi recodihgly wireo\a diivivg aaa tappaissbousidahaving a DRM agent

installed transmits a specific document, to which DRM is applied, to a device at a
reception side, if the recipient device has no DRM agent for decrypting the DRM, a
user at the reception side cannot read the received document. Due to this, generally,
a user of the device at the transmission side manually decrypts the DRM of the
15 document, and then transmits the decrypted document to the recipient device. Or,
like the device at the transmission side, the DRM agent needs to be installed to the
recipient device. However, the above way of dealing with the DRM may be
mappropriate in situations that a plurality of companies or users temporarily share
documents, there are physical security means for illegal use and disclosure of

20  documents, or there are agreement contracts between contracting parties.

SUMMARY
[0003] The present invention is directed to providing an apparatus and
method for transmitting a content, to which DRM is applied (hereinafter, ‘DRM

25  content’), after automatically decrypting it to a device at a reception side.



met hod for encrypting automatically a DRM content received from
outside and storing it to an internal or external storage. [0005] The
present invention is also directed to providing a non-transitory 5
conmput er readabl e nmedi umrecording a prograntfor executing in a
conputer a od for trans tt| a. c to which DRMis applied
(her ei nat ¢ APOOAIRA o e ahfseyt inyprighn s g foled PyPTRKCIHYEAN PPN B
device at a reception side. [0006] According to an aspect of the
present i nVsiEqdofor @rr?énémtgsatﬁ?la@t%a P TaYpesrdentisrepdyed: fgRs Aptsidengnd
contents, the apparatus includes: a policy processing unit 10

det er ni ni ngtoninatitferanantemabert cxgevélotorage which an encrypted content is
transmtted, is a device allowed for decryption based on the

i nformati omﬂ&ﬂﬁjr ed i Theheepot invgntsdroisi Zlgo divedted &0 gemsidipg iaomondmartsitory
decrypting the encrypted content; and a control unit controlling the

decr ypt §on coiblitet QefRBIY Rldiufie r@ﬁﬁdlﬁ@taegrc@fdﬁ &bt ekécuting ihad @eipdrRYiLe
is the device allowed for decryption. 15[0007] According to another

aspect of tRenhq &sePdnsiiMieRtd SdhtedtN8S Ghich EWHQ%Q Red BlcRQfatfedr ‘DRM
transmtting contents t he met hod i ncl udes: ?ernlnlng whet her a

tar get dev'c&‘?t ft@la%ﬁ) IGEWH&E%}ﬁglggiP{E)t etﬂstv]gde %E@é&é{i}ﬁ Ligd, 1s a

devi ce allome ecr |on on asis o on on devi ces

1 oved f f h
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and (c) transmtting the. decr ted ontent to ta et devi ce.

BRI EF DESCAPRHHENL ‘tﬁgr&r’ﬂ@l%\ﬂ% GOBY WS %Cétﬁeﬁé 16*t Reressiigatts
features and advant ages of the present invention will becone
nore apPar Epterpiginggkahesta Brgst Aaice. sk Mhich; an eneeypiad; comlenp 5 ErasEItesh g

in detail exenplary enbodi ments thereof with reference to the
acconpanyi agedicawnlloged fordeotypidon based on the information stored in the policy storing

unit; a decryption unit decrypting the encrypted content; and a control unit
controlling the decryption unit to decrypt the encrypted content if the target device is
the device allowed for decryption.

15 [0007] According to another aspect of the present invention, there is provided
a method for transmitting contents, the method includes: (a) determining whether a
target device, to which an encrypted content is transmitted, is a device allowed for
decryption on the basis of information on devices allowed for decryption of contents;
(b) decrypting the encrypted content if the target device is the device allowed for

20  decryption; and (c) transmitting the decrypted content to the target device.

BRIEF DESCRIPTION OF THE DRAWINGS

[0008] The above and other objects, features and advantages of the present
invention will become more apparent to those of ordinary skill in the art by

25  describing in detail exemplary embodiments thereof with reference to the



[0009]FIG 1 illustrates a network configuration including an
apparatus for transmtting/receiving contents with encrypting and
decrypting functions according to an exenpl ary enbodi nent of the
present invention; 5[0010]FIG 2 is a block diagramillustrating a
detail ed configquration of. the apparatus for transmtting/receiving
content s shéﬁiﬁ?%m%“-‘rﬂflé TAVINEH HL Y FE%G 3 is a network configuration

I ncl udi ng a aratus_for transmtting/receiving contents with
encrypting E‘?@%ﬁecr ypEiGgl finfeeies et ranigupgonmaliking ax enpiratpy for
enbodi ment of the present invention; 10[0012]FIG 4 is a flowchart
illustrati n@"aasrwﬁtmgéracmmapmf@disnglﬂencmymr@jambdecemtmgaﬁmmcmsmgc@rdn@n
enbodi nent of the present invention; [O0013]FIG 5 is a flowchart
illustrati ng)aimmpdniyembd(ﬁmanGMBgrasexﬁiimﬁomont ents according to
an enbodi ment of the present invention; [0014]FIG 6 is a flowhart

i 11ustragin{oeiofet hodFud. Iava BibcRIdif@RMiiNGsthiing andefiled c@ﬁﬁgﬁrﬂﬁcﬂgo? the
anot her enbodi nent of the present invention; and [0015]FI G

i1 1ustrat esaﬁ{a%ﬁssﬁ)?%aﬁé?ﬁutﬁ%‘é%?{qhgQoﬂ%nt@%ﬁ&%mdF!lg} qontents accor di ng
to an enbodi nent of the present invention.
[0011] FIG. 3 is a network configuration including an apparatus for
transmitting/receiving contents with encrypting and decrypting functions according
to another exemplary embodiment of the present invention;
10 [0012] FIG. 4 is a flowchart illustrating a method of uploading encrypted
contents according to an embodiment of the present invention;
[0013] FIG. 5 1s a flowchart illustrating a method of downloading ordinary
contents according to an embodiment of the present invention;
[0014] FIG. 6 is a flowchart illustrating a method of moving or copying
19  contents according to another embodiment of the present invention; and

[0015} FIG. 7 illustrates processes for encrypting or decrypting contents

according to an embodiment of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS

20 [0016] Exemplary embodiments of the present invention will be described in
detail below with reference to the accompanying drawings. While the present
invention is shown and described in connection with exemplary embodiments
thereof, it will be apparent to those skilled in the art that various modifications can be
made without departing from the spirit and scope of the invention.

25 [0017] FIG. 1 illustrates a network configuration including an apparatus for



DETAI LED DESCRI PTI ON OF EMBODI MENTS 20[ 0016] Exenpl ary enbodi nent s of
the present invention will be described in detail below wth
reference to the acconpanying drawi ngs. Wiile the present invention
is shown and described in connection with exenplary enbodi nents
thereof, it will .be apparent to those skilled,in the aft that various
modi 11 cat | RERLEREOHUAE DRiH5uvII SRR BTRYH e HPFIQS 56 Spe
of the invention. 25[0017]FIG 1 illustrates a network configuration
i ncl udi ng & aEpperlyy gepodimeninahihe PrgrH cdoseifiong OMeBst N qptents
encrypting and decrypting functions according to an exenpl ary

enmbodi nent tefismiténgieesieme denige it $homn inl Rligod dor emecriomteeiitngay be realized
transmtting/receiving device is shown in FIG 1 for convenience, it
may be reakitheddemidedordy tlepecferminky deoryppeg hund trmgnittingefongtiohi ongoatelts
transmtting function on contents 5and a device only for performng

an encr§pt iafg aaikdice @8 for perfbiial a8 enefypa e hed t&civaaPRmati®! ¥n contents,
[0018] Referring to FIG 1, a target device 20, an external device 30,

an externalse}%}éggl?ge devi ce 40, a DRM managenent server 100, and a
contents transmfting/receiving device 200 are connected to each

ot her via (dred or pw 0,c ngg}fj@' i n 0
enbodi nment T%q\h{]he pré‘\s%“?ﬁ%e?\@é#i éhqre elf ?@%1%9%%%62%50%\5{%2;&)@ e
of encryption but contents b rypted using a era
encr ypt | on LRERhIHTEES ARG Thet cBRE T Ry T T e Dy "0 ot SPBIFE
obj ect such as docunents, vide i mges, and so on. [0019] The t arget
devi ce 20 SAERHDEEEAYREICHES Pab arsrodneicEiprarh 93\%51[(11&9”% Feviclegy
external termnals at the outside of the contents ) _
transm @t i AgpEBERGPhECiHEY ¢ Xopemhedigeat el dgiresent invpntipmyrefrss &p the
Googl e server. The external storage device 40 is a renovabl e storage
medi um suc PR agning exempleSgranatypBos bpUSBYsnte riagrbeadnciiptad Dingka Renord
(HDD), or a device such as a database server connected to an in-house
shari ng neemayitionfeehmqul. nAlsy, thenberhs mipirethde mny becaoniceject such as
documents, videos, images, and so on.
[0019] The target device 20 and the external device 30 are servers, web
15 servers, or extemal terminals at the outside of the contents transmitting/receiving
device 200. As one example, they may be a Google server. The external storage
device 40 is a removable storage medium such as Universal Serial Bus (USB),
external Hard Disk Drive (HDD), or a device such as a database server connected to
an in-house sharing network. The ordinary contents stored in the content
20  transmitting/receiving device 200 can be transferred or copied to the external storage
device 40.
[0020] The DRM management server 100 creates, edits, or updates DRM
policies according to commands input by an operator and provides the latest version

of the DRM policies to the target device 20. The DRM policies include a list of

25  extemnal devices allowed in advance for the contents transmitting/receiving device



20transmitting/receiving device 200 can be transferred or copied to
the external storage device 40. [0020] The DRM managenent server 100
creates, edits, or updates DRM policies according to commands

i nput by an operator and provides the | atest version of the DRM
policies to the target device 20. The DR l'icies include a |ist of
25ext er nal a@@focf@?r ISR (B ATRRnRSR. e Cariisiice 20 18 indluded in the
transnittin?/receiving device 200 to decrypt the contents to be
transmi t t edlistTol extgingbderiess edower i ddsencgdedbe renchmtad senterfts angaar gl
devices allowed in advance. The encrypted contents mean the contents,
whi ch are eputss,edhivh arar erougptedtiyodsriascinetimdgemeh als gereral pericoyption
techni que, DRM techni que, watermark technique, and so on. Wen a new
devi ce i s Steahitlgqak, iDRNMhectexder natenderki teéhnidut ad sd be DRMhpOldvE HS&ce is
t he DRM nanagenent server 100 nmay apply the sane policies to the new
devi ce g t hgdilediin$ieadtérial RRicRAML b gRab Icfest hedDRMMnBhd dedheRf server
contents transmtting/receiving devices. | 021]The contents
transmttin (YA i ; ] : :
content s, AL FRE PPRRE SHLE Borld: REFEHRR UGN, WERE ThdefiE6h 04 Etnal

200 10 tran e ent.s. to onl.y the target device 20
allowed in aghgﬁééQshﬁﬁgg§?%9gﬁﬁg&%gn%§h éﬁfgwﬁggﬁgﬁ$%ting/receiving
devi ce 200 tively encrypts contents downl oade om t he externa
Govi oo 30 a2 or o THERTIST FamPiERIE SHBAGHE S0 femms tad pammis
storage 40. Furthernore, the contents transmtting/receiving device
200 nmay encfAFPIEhRPHEARE afb thip Aiasy the cRBignisoranseligne/Epssiing deyisg 00
devi ce 40 when 15 noving or coping the contents to the external

st or agd evirgsmd@ thereeraved eontents foaerdmithe fargst deded 90 aljoes/incd vane. ils

i npl emented in a term nal device having a conmuni cation function such
as a conput&kdjticn, BRAonentsatamsmatking/asvelivan sdevide 2ioreiectiVly ickeyphicsntenise
contents transmitting/receiving device 200 nay be inplenented in a

devi ce connéwirgchded fioni thieréxfetthal device 80 ahd stofs algh & tha ixﬁt@xb@b/st&@.ﬁ&@f the
and a hub) 20 transmtting or receiving contents to or fromthe

target devi&gersf QbrabdAoeXiRiReimeIeyVineeodtintd PRAAifnBreivitg AePlcO@0

diagramillustrating a detailed configuration of the contents

transm ttinghy %ﬁgﬂyg{. BSnBRY 108 t?Engrélgcf ehCto thePSAAMHE 89:deR ARice 40 when

enbodi nent of” t resent inventi

15 moving or coping the contents to the external storage device 40. The contents
transmitting/receiving device 200 is implemented in a terminal device having a
communication function such as a computer, a PDA, a notebook, and a smart phone.
Unlike this, the contents transmitting/receiving device 200 may be implemented in a
device connected to a terminal device (for example, a relay server and a hub)

20  transmitting or receiving contents to or from the target device 20 or the external
device 30.

[0022] FIG. 2 is a block diagram illustrating a detailed configuration of the
contents transmitting/receiving device 200 of FIG. 1 according to an embodiment of
the present invention.

25 [0023] Referring to FIG. 2, the contents transmitting/receiving device 200



25[ 0023] Referring to FIG 2, the contents transm tting/receiving
device 200 includes a conmunication unit 210, a user interface unit
220, a policy storing unit 230, an access information storing unit
240, a DRM agent unit 250, a DRM managenent unit 260, and a control
unit 270. [0024] The communj cation unit 210 transm and_ receives .
contents t E)“‘:E‘Fﬂflséi ?W’b‘ﬁ%“?lﬁ@oﬂia‘irﬁtegl%é‘v'?séé “ﬁ%‘%%?F ‘{W‘Feigzlxtaé?qlilﬁy SHEME W30
t hrough the comuni cation network 10, and transmts the contents to

t he ext er ndP0:sfdraggess dafarmatiqn stoxg Bpibrdl @ DRM asainyRitcatd, oh REVL
210 receives DRM policies fromthe DRM managenment server 100. The
User | nt er frsmeggnudnt uomh 260,220 agoowdldmst 296. | nt er f ace bet ween a user and
the contents transmtting/receiving device 200 and is 10 i npl enented
wi t h vari o802d]t hods Tae chmasundcation alnitiHGetrargmdts aanbuetdves ottt tbhend
policy storing unit 230 stores the DRM policies provided fromthe DRM
managenent feed iRy k. delhe 2RV P kegichfil MRYicES (Stlrowsh tHeecdn@hliSvatite:
Table 1. [Table 1] ternal device |IP address Wiether to be all owed

for decryphi@mong! ndehidtihits the contents to the external storage device 40.

Additionally, the communication unit 210 receives DRM policies from the DRM

management server 100. The User Interface (UI) unit 220 provides an interface

between a user and the contents transmitting/receiving device 200 and is
10 implemented with various methods such as a touch panel and a button.

[0025] The policy storing unit 230 stores the DRM policies provided from

the DRM management server 100. The DRM policies may be set as the following

Table 1.
[Table 1]
External device IP address Whether to be allowed for
decryption
Google server XXX XXX XXX XXX Not allowed for decryption
Daum server YYY.YYY.-YYY.VYY Not allowed for decryption
Samsung server 777277277 77Z Allowed for decryption
15
[0026] Referring to Table 1, when a user uploads an encrypted content to a

Google server, since the Google server is not allowed for decryption, the contents
transmitting/receiving device 200 uploads the encrypted content as it is. Unlike this,

when a user uploads an encrypted content to a Samsung server, since the Samsung



XXX. XXX. XXX. XXX Not allowed for decryption Daum server
YYY. YYY. YYY. YYY Not allowed for decryption Sansung server All owed
for decryption zzz zzz zzz zzz

10

15

20

25

server is allowed for decryption, the contents transmitting/receiving device 200
decrypts the encrypted content and uploads it. Moreover, the DRM policies may not
include whether to allow decryption, and in this case, all external devices in the
DRM policies are regarded as devices allowed for decryption.

[0027] The access information storing unit 240 stores information on the
target device 20 confirmed and extracted by the access managing unit 261 described
later. The stored information on the target device 20 includes an IP address of the
target device 20, which is connected via the communication network 10.

[0028] The DRM agent unit 250 manages the DRM policies provided from
the DRM management server 100 and performs the encryption and decryption on
contents. For this, the DRM agent unit 250 includes a policy management unit 251,
an injection unit 253, a decryption unit 255, and an encryption unit 257.

[0029] The policy management unit 251 stores the DRM policies, provided
from the DRM management server 100 or an operator, in the policy storing unit 230.
The DRM polices stored in the policy storing unit 230 include user rights to contents,
rights set to contents, and information on the devices allowed for decryption. The
injection unit 253 injects a code for DRM processing into an application program to
allow the encryption and decryption of contents, which are processed by the
application program.

[0030] The decryption unit 255 decrypts the encrypted content at the request
of a user or according to a command of the control unit 270. Especially, if a content
to be transmitted to the target device 20 is an encrypted content and the target device
20 is a device allowed in advance for decryption, the decryption unit 255 decrypts
the encrypted content according to the command of the control unit 270. The

encryption unit 257 encrypts an ordinary content at the request of a user or according



15 [0026] Referring to Table 1, when a user uploads an encrypted
content to a Google server, since the Google server is not allowed
for decryption, the contents transmtting/receiving device 200

upl oads the encrypted content as it is. Unlike this, when a user

upl oads an encrypte ntent to. ansung server, since the Sansung
server is é?FBQ\i}ég’aflngglgéP%‘fli :%’She contents transmtting/receiving

devi ce 200 decrypts the encrypted content and uploads it. Moreover,

t he DRM pollP@3Hs nay Thet DRM | maeagsmenhanits d6Q | aneiypie OF yPRIGNS w@REenisn
this case, all external devices in the DRM policies are regarded as
devi ces al lzowedingdp whethgpto opload[@0RF bl dwcewdentnf drarathisorihe tiitMng
unit 240 stores information on the target device 20 confirned and
extract ed yanhfeneat el o0dnagddagniadctss2hdnagesent wrer?2 4 1qtaetightsT pcedsoreed
information on the target device 20 includes an | P address of the

target geviugr 689, andhifolicy froeedi g5l a the comruni cati on network
10. [0028] The DRM agent unit 250 nanages the DRM policies provided

from 10 t hgodX3y MNAgEETRtess Hatbentf AR PCHREIRE ihREmEAGT ¥Rt @i@nd

decryption on contents. For the DRM agent unit 250 I ncludes a

2oL O3 TEDARET UL 8ol o) L ML 250 o B SERRU PR
SCSRER:J I S TR T e L
communication network 10. For example, when an application program fries to
10  connect to the target device 20 via the communication network 10 for uploading a
content, the access management unit 261 stores information on the connected target
device 20 in the access information storing unit 240. Additionally, when a browser
such as the internet explore is executed to connect to an external device 30 for
downloading a content, the access management unit 261 obtains an IP address of the
15  external device 30 and stores it in the access information storing unit 240,
Furthermore, when the application program moves or copies a content to the external
storage device 40, the access management unit 261 obtains the information on the
external storage device 40 connected through the communication unit 210. The
mformation on the external storage device 40 may include a type (for example, a
20  USB, an HDD, and a sharing network} of the external storage device 40.
[0033] When a content to be uploaded is a DRM content, the rights
processing unit 263 verifies whether a user requesting an upload of the content has a
right to decrypt the content or not. If the user has the right to decrypt, the rights

processing unit 263 requests the decryption of the content to the control unit 270. In

25  addition, the rights processing unit 263 verified whether a content to be downloaded



15 The DRM polices stored in the policy storing unit 230 include user
rights to contents, rights set to contents, and information on the
devices allowed for decryption. The injection unit 253 injects a code
for DRM processing into an application programto allow the
encryption a ryption of contents, which are processed by the
applicationmgg%ﬁgéﬂfgﬁ@ﬂdﬁ§ﬁTThe decryption unit 255 decrypts the
encrypted content at the request of a user or according to a conmand
of the cont F¥134kni t 2Fbe Peligyerpessripg unit 205dstrarineswhater thedeniyntioapr
to the target device 20 is an encrypted content and the target device
20 i s a devemwssypiioneidk ¢antend saaitoaveloritheedergpdei tothe PRY delorigspttored inuthiet
255 decrypts the encrypted content according to the command of the
control uni polRgGtoriipeu@SEIlcwhigat aroencippted 28ntestric uylphdedaintoothd itargétydevice
content at the request of a user or according to a comrand of the

control 8ini 20,240rdin@833dnTde i RN ATBARASTRA thd & tbrnAOEVRRCIY RhE af ordinary
decrypts contents according to whether to upload or downl oad the

contents. FeyndfiSoopidago BRMABRAGEIESE adiliel40260 includes an access
managenment unit 261, a rights processing 5unit 663, and a policy

processi ng alz1 265. 33].T ) n ni 4,261, M8 S
i nformati onw(g"r?%é devi{(::%&’( grn )?%i:rr% ea,% F%gﬁggﬁg tegte\‘}’iﬂtl:(zao ezg?scﬁﬁegf The
external devi,ce 30, ather. vers (not .sho , etc.),connected to,the
contents + rBHERITOISHURF SRiLE0P (BT o BT e kR L i ca et ot
network 10.  For exanpl e, when an application programtries to 10
connect to 4%’?&18%19éwfioh%@ﬂfh%e%miﬁgcwwé%ﬂﬂmdcafﬁ%métwwwbq@etﬂw

upl oadi ng a content, the access nmanagement unit 261 stores

i nf or netd onhasden Hethe erppried ontet pemayehd seeim@ additional serdedist. Also, the
information storing unit 240. Additionally, when a browser such as

t he i nt er nepoleygirocassing wte2eft dctetroine® rwhetter tthe amrextedr et device €030
for downl oading a content, the access managenent unit 261 obtains an

| P addr ess alfowtedoddecepfition vitheteiciypeedd@nane Hiley identification idfernetioasfor
information storing unit 240. Furthernore, when the application

progr am movesmple, ¢PRHGSss) of Sy t@x"%’z HOvit20 QUUREIR) thRtRERY BrMEYdrE&t it
t he access managenent unit 261 obtains the information on the

I _ ‘ ( .. .
external stgyiagendeydicq tﬂ% cCRAREGbRLe 1B ough ﬂJggil lgcg%ryt&@(ﬁ T ([Het}gjéfcg

210. The information on the external storage may in

type (f@r e@f@rﬂ@ it #30, the policy processing unit 265 determines that the target device 20
is allowed for decryption.

[0036] Next, the case that an ordinary content is downloaded from the

external device 30 will be described. The ordinary content is not encrypted and is

opened by all users without additional authentication. The policy processing unit

20 265 determines whether the ordinary content downloaded from the external device

30 is to be encrypted with reference to the DRM policies stored in the policy storing

umt 230. And then, the policy processing unit 265 determines whether the external

device 30 is allowed for encryption. An ‘encryption allowed device’ is a device

allowing the ordinary content to be encrypted in the contents transmitting/receiving

25  device 200 when the ordinary content is downloaded from the external device 30.



20 USB, an HDD, and a sharing network) of the external storage device
40. [0033] Wien a content to be uploaded is a DRM content, the rights
processing unit 263 verifies whether a user requesting an upl oad of
the content has a right to decrypt the content or not. If the user

has the ri o decrypt, the rights processing unit 263 requests the
Gocrypti on 1093The ot the Setatiiom PN onBrb: T ShAUEMRFOR G
rights processing unit 263 verified whether a content to be )

down! oaded exfesnal Hgorpgavideviae ettt wall tfodlescriberB 4] Tiree PPTY @YOCEFHEe ¥BIt ndPS
unit 265 determ nes whether the decryption or encryption of the
content i s dgtetrowssl wiilt kefereher bnéhe DEM heliDRMwottlieri msemtryptiod éxveptin
policy storing unit 230 when an encrypted content is uploaded into

the target pdivy aboli @6, ordimaoy doimarntyisCest eNext, Shel polity peedsdino mmit 65
external device 30, and an ordinary content is copied to the external

st or agesdevieents whe@3blei drtnaryt Bitdt i ORI OEncVhteN &hiY BEBENIEE HvBEher
w Il be described. The policy processing unit 265 determ nes whet her

the encryptediconteiiee Gevilel BRAid0he %%ﬁé&?tdoﬁféntb YWSLD&E of BShicd, is th

encrypted content I1s allowed for decryption may be set 1n a 10 header

of the encr ent - Qr i n j.t1 O t. list.
Al so, the 8%%?@3 S%?%e(gésvll%gml]%t&géjéglgeotfg}rl‘%‘il?]fgg%é]d& ﬂ%ﬁﬁ%ﬁ@ ?%n%éésg “ed
target device 20 i§ aﬂ?g d for decryption of the encrypted content.
1f the idefMafPEATYN 6 rRf-ormation (for exanple, |IP address) of the

t ar get devi&& O verified by the accgss managenent unjt 261 is
i ncl uded i & ext er'HgI CogEp} gait| /8 dgprmuipes pihsh e desyrt 0 ragryph 2

the policy
10 ~ content based on the result determined by the rights processing unit 263 and the

policy processing unit 265. At this time, when the upload of an encrypted content is
requested, the control unit 270 controls the policy processing unit 265 to determine
whether the encrypted content is allowed to be decrypted and the target device 20 is
allowed for decryption, and controls the rights processing unit 263 to verify whether
15  the encrypted content is a DRM content and a user has a decryption right of the
encrypted content. Based on the verification result, if the encrypted content is
allowed to be decrypted, the target device 20 is the device allowed for decryption,
the encrypted content is the DRM content, and the user has the decryption right, the
control unit 270 controls the decryption unit 255 to decrypt the encrypted content and
20  controls the communication unit 210 to transmit the decrypted content to the target
device 20. Otherwise, if the encrypted content is not allowed to be decrypted, the
target device 20 is not the device allowed for decryption, the encrypted content is not
the DRM content, or the user does not have the decryption right, the control unit 270
performs controlling to transmit the encrypted content to the target device 20.

25 [0039] FIG. 3 is a network configuration including an apparatus for

10



15storing unit 230, the policy processing unit 265 determ nes that
the target device 20 is allowed for decryption. [0036] Next, the case
that an ordinary content is downl oaded fromthe external device 30
wi |l be described. The ordinary content is not encrypted and is

opened by all users w thout addjtignal authentjcation. The, policy ..

o ocessi ng. LATTT SO ESBEIBE G RERSS Th ERFaP AR B b vy Lo R eccarding
downl oaded fromthe external device 30 is to be encrypted with
reference t & ¥R DORXFPRIATYSGRRdimeit of thepressat WEERtOR- st oring unit 230.
And then, the policy processing unit 265 determ nes whether the

ext er nal deWQ‘&]SO i sRefarmwety Figr Jene iytpmiabservexrt0 amba ypgetodevidel et
device' is a device allowing the ordinary content to be encrypted in
t he cont ent sorneetrd o tehéingthee e ¥ iwigd2d Wizvlesecauimibgiont feworkdihany a
content is downl oaded fromthe external device 30. [0037]Lastly, the

case thag apluedlity BaEYntE@s treMdmittsn ey dingldetiepd $6h, 13011 4R R0t A8 RShnected
storage device 40 will be described. The policy processing unit 265

det enni nes W 4B idi&her SRS 6b0 THBEERM RAldr B0 FFayE] Qlerdh 2 %fl5 yRtddaR a
exception policy about the ordinary content 1S set. Next, the policy
processi ng it 5 t: 1.he i.nar n 1S.10
beenor yor e oanpe Ry i B TRE Reolilerkd 303t %ﬁ%&gl‘ég"%g@ﬁ@%ﬁ% ke
whi ch the ordin ontent js noyed, or.copied, iS.t ex a

ator age devPIERASHE P s L R e iRb s ROV FRLEDy ¢ he
e re, TR U hud b S B8 15 oefhae i e B B Sare

10 modules, which serve as the DRM agent 250 and the DRM management module 260
shown in FIG. 2. When an encrypted content is uploaded from one (for example, the
reference number is 300) of the plurality of contents transmitting/receiving devices
300, 301, and 302 into the target device 70, the contents transmitting/receiving
device 300 transmits the encrypted content to the internal server 60.

15  [0042] The internal server 60 confirms the IP address of the target device 70
and compares it with the DRM policies stored in the policy storing unit 230 to
determine whether the encrypted content is allowed to be decrypted. If the IP
address of the target device 70 is included in the DRM policies, the internal server 60
determines that the target device 70 is a security-approved device and then decrypts

20  the encrypted content. Moreover, the internal server 60 uploads the decrypted
content to the target device 70 using a protocol for transmitting contents from the
internal server 60 to the target device 70. That is, the internal server 60 may perform
operations of the DRM agent unit 250 and the DRM management unit 260 described
with reference to FIG. 2. In this case, it is possible to decrypt the encrypted content

25  to be uploaded, even if the contents transmitting/receiving devices 300, 301, and 302

11



10 content based on the result determ ned by the rights processing
unit 263 and the policy processing unit 265. At this tinme, when the
upl oad of an encrypted content is requested, the control unit 270
controls the policy processing unit 265 to determ ne whet her the

encrypted content i wed 't o. decry and the tar devi ce 20
o o Poved Pt e Gp BRI Eathinicane Fof CeRHEN Rt roRiShng uni

263 to verify whether 15 the encrypted content is a DRM content and a
user has aIQ%é?bptioﬁq@i6H§fbﬁOWﬁ%nbﬂhﬁyﬁFéﬁadéﬁb@hpf“BH@@@&ﬁﬂqﬁﬁﬁd
verification result, if the encrypted content is allowed to be
decrypt ed, confents aacgendingetd ee cRodyneiieofddei preseat limvgation. or Thtemreihpdi oh,
the encrypted content is the DRM content, and the user has the

decr ypti onuplogting thdrencegmeéd adntems shovOindiGt # ahsy Heheerfbemey py itlencontents
255 to decrypt the encrypted content and 20 controls the

comuni at inaRsmitig/@Zifving devieB 200 GedchBediofih YtREcCQHIES! 1 bod bhe

target device 20. O herwse, if the encrypted content is not allowed

to be decrypbes) theRepLaRt (018Y6CQ, AR Esntdal tﬁaﬁﬁnﬁﬁr\g‘(&@e@ﬂngoa@fbefﬁo
decryption, the encrypted Tontent is not the DRM content, oOr the user
does not h [ i N L : i r&.orn

cont ol | ngSseirienEiak 88ice 80 kia b aGRdsRbn WBlshork 1 B SR or

20. 25[0039]Fl G 3 i k. confj i.on. i ncl udi
For transerig) petaforig Con ERAE ROB B SRR R PORIRLY®

functions according to ot her exenpl ary enhodi ment of the esent

i nventi on. %[ lidioﬁg’fl@r-r ia]ﬁﬁ"tt q:Fﬁl.tg‘:g? URSIRIRRS TRS PV @%’ﬂc%é&iﬁﬂngms
target device 70 are connected to each other via a wired or wirel ess
conmuni @ at ifATpEoReKhe conmseted tagstlesicp £ apd sosstibintthe access management
transmtting/receiving devices 300, 301, and 302 are connected to the
i nternal seny@blan stepHet20nt Brenaforgetiveonale traget blevine 98rmay instudz dnul

| ocated in a local network or an intranet. The target device 70 is a
server or add&ressmftthetprgtededee 2kt Ehamlthd @ntdnes wanietting/receiving device 200
transm tting/receiving devices 300, 301, and 302. [0041] The i nternal
server 60 payivielahugRalEdieey &f 1B @Hbi9stedrcofiRht Wamethd Qiseridu@ss43mthaneh
serve as the DRM agent 250 and the DRM managenent nodul e 260 shown in

FIG 2. WaBeaRineeh¥Rtede %ﬁ&&?ﬂ%ﬁ chitehiPk @R8€Ed TdrQbRPGork iPktef XM By
the reference nunber is 300) of the plurality of contents
tr ansm‘%'([)l, Qtt%éréﬁfbe'ﬂ\fé gAY &ﬁ%m%ggﬁjé%gé%rgﬁgvég gg?%eger@ﬁlgest FhO8Lr the

deVi ce e Cbntents transmitti Vi ng transmits
the encrypted content to the internal serve 0.. 15[,0042] The i nternal
o e boP bRyl 8 il ey eSS B miRE e Dfsia 4T Me Kyt Seh

conpares i ith.the DRM policies stqQored in the policy storing unit
230 to det b?ameﬁ%f\&%ﬁéfl%?teﬁﬁ%“t%@rf fﬁﬁaﬁfﬂeeﬂtceﬂ&enisﬁmm | owed to be
decrypted. If the IP_address of the target device 70 is included in
the DRM pol@®43ds, t hdlexhikthgancpiedaontot sctliomer fas degrationy thet Gontgats
device 70 is a security-approved device and then decrypts
transmitting/receiving device 200 determines whether the target device 20 is allowed

20 for decryption of the content in step S450. At this time, the contents
transmitting/receiving device 200 determines that the target device 20 is a device
allowed for decryption, in case that the identification information (for example, an IP
address) of the target device 20 confirmed in step S420 is included in an external
device list of DRM policies received in advance. Next, if the target device 20 is a

25 device allowed in advance for decryption of the content, the contents
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20 the encrypted content. Moreover, the internal server 60 upl oads
the decrypted content to the target device 70 using a protocol for
transmtting contents fromthe internal server 60 to the target
device 70. That is, the internal server 60 may perform operations of
t he DRM age unit 250.and t he t un| 260 descri bed mnth
ref erence tga‘?ﬁpﬁtm re‘feh“f‘%d*g“&%\?R B/I({m dg‘%fiﬂ%ﬂr t SRERBIEG FonteRk is the
encrypted content 25to be upl oaded, even |f the contents

transm tti ngRMEeRGNtE stvd Med, if3lom encayrdedoontentds ghet DR eonters, HRM
agent unit 250 and the DRM managenent unit 260. [0043]FIG 4 is a

fl owchart i dnierts waisnyttingrecenong déviepRUhdiriftps evicthep thedisen mhenteguest the
according to an enbodi nent of the present invention. The nethod of

upl oadi ng ttdoshof fptedrypos enitant Shewp 3430Fh4s a dighey derprithoconites iy
the contents Stransmitting/receiving device 200 described with
reference tQefk®R). WHOhat be[lOOGA] rdRefalEl MY ubdd Fhéa thé uséhednaens eNhe

transmtting/receiving device 200 connects to the target device 20

via a Commﬁiﬁ%@'ﬁhﬁ@e et Wakknd i€ QS%Q thd @ntéX a@%&@zonan $iChe CPPtelc]itS

accesses to the target device 20 by driving a web wser- 1 nsta

in his/ h_er n@ﬂ%@ﬁ'ﬁlﬁ%e&%ﬁ dé\gﬁe @td%m ngﬁ%{ednc% [egf Snd’ | nl%a&i ewtge

200 confir rmatl n eV| ce

stores it theaces e it 261 .. .
i or mat | ot ERa Al TR SRR o Ui Rt il %fﬁpweﬁ&hw fEe cgfieRia
target device élﬁ ;[ en the contents transm tting/receiving device
200 recei veXtFONET dedsEiion; thsrdavirs igmet pihewed s fleanption.ohe crrichisisr
in step S430 and determ nes whet her the encrypted content is allowed
for dedyptiasithe PRYIegonGasr thp use dacsmongye theerighgripalecrypt, the contents
transmtting/receiving device 200 determ nes whether the encrypted
content is twdrsowbdghenciviies dgvped 200 aploddsehbeasdrgpted coltenti asfibisnatthe rarget
in a header of the encrypted content or an additional contents |ist.
[ 0045] Next , davicet206 ienperypdrestaont ent is all owed for decryption, the
contents transmtting/receiving device 200 determ nes whether the

target devi[ged8p is afinwed 2fohBlarfBREN RN nRkhddner S8 ing Brcﬁﬁaﬁf?

S450. At this tine, the contents transmtting/receiving device 200

det er mi nes diahd R&ot@hIR AeMhb&igdni of %é’ﬁi’és?rg a%rﬁmd E method of

decryption, in case that the identification rmation or exarrple

Pl sol8” PR SN S TS B i o
o, N e RS A e B RN B R s
[0047] Referring to FIG. 5, the contents transmitting/receiving device 200

connects to the external device 30 via a communication network in step S510. Next,

the contents transmitting/receiving device 200 confirms information on the

20  connected external device 30 and stores it in step S520. The information on the

external device 30 may include its IP address. Then, when a download request of an

ordinary content is inputted from a user, the contents transmitting/receiving device

200 starts to download the content from the external device 30 in step S530. Next,

the contents transmitting/receiving device 200 determines the content to be encrypted

25  when starting to download the content in step S540. And then, if it is determined
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transmtting/receiving device 200 determ nes whet her the encrypted
content is the DRM content in step 5460. Next, if the encrypted
content is the DRM content, the contents transmtting/receiving

devi ce 200 verifies whether the user, who request the upload of the
encrypted cont in ste 5430, h a right to decrypt the conte in
S st op Sa7gHhs oty s b RoRLI GG Gulrs RpLEd Adtercivine i B0
connects to the target device 20. And then, if the user has the
content dedeipgninghwhEgaK thewertsmad dewne 30 iy adeviea tliawgdrfet engypiiprdesiede
200 decrypts the encrypted content and uploads it to the target

devi ce 20 iSASGt Dipxtsyge extetnek deiveee, 30iif aidevice aldewet for peayptica, thelnontents
content is not allowed for decryption, the device is not allowed for
decr ypt i on frahdmeittciteesivingslediRe 260 coh@mbBRVhethet thatcontent ik hiee DRM cohaterst
not have the right to decrypt, the contents transmtting/receiving

devi ce 200imphegdssehe ercriyPt esht&@ntienhotdshe t DRMt QokAtdRX, t 8leJ&lontents
device 200 in operation 5490. [0046]FIG 5 is a f1 owchart

i Il ustrati Rgngn; %@Qel% g RV 9861480 mRSadé Eﬁ& ¥n&ﬁﬂ§%<§3n@éﬁ@% Hep % 5Y6.
an enbodi rent of the preSent invention. The nethod of 15 downl oadi ng

the ordi naMeaﬁ%{? %Zylé RO, Il:d G 1 é@gﬁiégﬁé f g{egﬁg dQ%IC% I}? is not a

contents transm rece| VI ng eVI ce SCri ererence

to FIGS. and 2 7 ferrin o FIG 5

transmtt i ﬂa‘/l?eeégP%% |0 Kot et 76 e DRETRBRIAE. e cetens
via a conmuni cation network in Next, the contents
transmitti HGPFRERE/EVEE PFKee %@%Sﬁ%ﬂpﬂ&ﬁee PRI FERNER 28 16 ARd Fores it
connected external device 30 and stores it in step S520. The

i nf or @i o B8P BHR)-ext ernal device 30 may include its | P address.
Then, when a downl oad request of an ordinary content is inputted from
a user, thf0@4#t ent sFiGahsria flowghare déistratmg dempthed 200mstiagt® ¢opying
downl oad the content fromthe external device 30 in step S530. Next,
t he cont entsnttntanssording ng/anehed smbglisient cfeth Qesdett iaventioas Thé enetiaxdt et
to be encrypted 25when starting to downl oad the content in step S540.

And then, hfovidg drScop@inertit Beslentt BRdwi REFERIY RAY bk petformik@l By teYddhrgts
the contents transmtting/receiving device 200 deternm nes whet her the

ext er nal d?r‘éhﬁ%tt?t%/ﬂeémﬁn@%&h@@z@d hQwgeed With ?é}&feﬂ&ttb@@(}'s N sh&P. 5550.
Next, if the external device 30 is a device allowed for encryption,

the coqd en ansm i pgqde t
contenfg t e DRM C(E){trelteg%éé E&?Flésta eth(23 %dé%&t%?r Q?‘ﬁﬁem ﬂ[ggeﬁif‘fﬂ &%%:F %@
DRI\/Icontenté the ¢ qi§ transmttin /reCﬁﬁ% e% %ﬁ 3 domn ggs
and encrypt€hd acSFﬁqugﬁ Tn"§YEF S57GPYkga rgen F1OFSe 1L St ecﬁ’fl

not to be encry. the extern evice 30.is n deyi ce_al | owed
for encrypfAGHL B‘rg?rF?F‘éweg CEIE f@ fgfﬁ’érl W%%ﬁ@ﬁté ghe%g%t@ﬁtcé’mems
transmtting/receiving device 200 downl oads the ordinary content as
it is and Seevrigingreqqying siedise S0 cofopushiraation jog & popigapIRira target

illustrating a nmethod of noving or copying
storage device (that is, the position to which the ordinary content is moved or copied)

20  that the user designates in step S610, and then, stores the confirmed information in
step S620. Then, the contents transmitting/receiving device 200 determines whether
encryption exception policies to the moving or copying of the content are set in step
S630. At this time, the encryption exception policies are set for each content or the
contents transmitting/receiving device 200. If the encryption exception policies are

25 not set, the contents transmitting/receiving device 200 determines whether the
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contents according to anot her enbodi nent of the present invention.
The net hod of noving or copying the contents shown in FIG 6 nmay be
performed by the contents transmtting/receiving device 200 descri bed
with reference to FIGS. 1 and 2. 15 [0049] Referring to FIG 6, the

contents transmtting/receiving device receives a. uest for .
rovi ng. or | CEBIPHGS FhEPEG b et iR Sone. Eorns it SRRER not Spptied
transmtting/receiving device 200 froma user in step S610. Then, the
contents trEndHi eente/ thec epRifHg BN RNITOCIHIRES dovies E%fd@ﬁmne@ﬁh@tnﬂ@
position of a target storage device (that is, the position to which

t he ordi nar gordemitierio hesenepypdetl. oAlgopf da) c@tertthatthe kbjens ér cesipgont ts
in step 5610, and then, stores the confirnmed information in step
S620. Then, céhents enbhenitSngd/reacisingt tevigy 2OC cicwringhed eivii ¢tep AHB0 deh&hdr thes
whet her encryption exception policies to the noving or copying of the

content Aretap@kt dtbrasé QRvRE3N. A ekibhil tshdiRge dRGicE N WAtH QBfeRNEERb AR
policies are set for each content or the contents

transmttin bNi i ; | f e; [ EXRE [
policies ar g{fglgr%%tb Ms?g?f}ﬂ?éﬁeﬁat) tenzto's Iﬁg’nlsfﬁnﬁl‘fc{t{aiy%/g ff%g%ei Vi % tggetvtlh‘(:':lelser
200 determ tent | | f ncrypt.ion in.
step S0, RiebRahE Rkl suigit lcs &0, 3 EOLERS vieRin SRS L Al Pice
contents tr mtting/receivin evi ce 20 determ nes that .t he content
T o be endl freetS Bt SR BEREHE R BF st oneiTy e
encryption, the contents transmtting/receiving, device 200 determ nes
in step S65BGRAY HErage fevise 14l Yetter tsgé%g Maapylils, ikityindetspngied fhat the
storage device 40 with reference to the infonnation confirned in step
S$620. Nékt , enctyntioe exgenjion polisieagee wb\the eontpritis nhkethg Pbject Elreperyptien,tdie
external storage device 40, the contents transmtting/receiving

devi ce 200 tmctaygsf sstttage oizmicenis, nandhd katernatlostesigandkviepides theheontents
encrypted content to the external storage device 40 in step S660.
Meanwhi | e, transhfitting/reteivdnigndeeidet DEE midves lorOcapiey Yt bafin@¥ Captdn®no the
policies are set, the content is not the object for encryption, or

the target gi@haGorlgYd&ifcd M WiFhod:BEcrOpiRY el st§3 96ADe device 40, the
contents transmitting/receiving device 200 noves or copies the

ordinary c to t t: S Vi i r Wals)
it in step 6?’8j [OOS%IFﬁ%lﬁ{%Q?‘hSu@?F%?%S@% Iggcg ;kgag""%:& gmg%t%%hﬂgr

decr ypt4ang i t e j ment of the present
i nvent i'tosnn. fcg%ﬁ%ér%ﬁﬁg%%hE?ge%f%g}]tflﬁggng}[‘)g?age_ medi um of the
i ks C andBB0T) 1 o SHETHB A SiCu0pi d0 DetdEEn (I ogPEal e oREne
and D w t hout dec,r;g//pti on or e_ncrg(ﬁ)t,i on.. This is because files are
%ve\(ljm _olr cotﬁ}nfé’éiﬂ‘?‘f% 6?2@1"&1&1&5'%9? 2 tﬁ%@ﬁgﬁiﬁ%n beisel fisks é—‘:)?raﬂel?iacﬁ];é@s are
anwhile, referrin o Table 1, e Sanmsung server is allowe or
dect ypt i on WAEH GursoBisebypas teolveisal diis G ndRdethovdeenHiiompyencrméion.
contents transmtting/receiving device 200 automatically decrypts the
encrypt ed cOns entbecade tihesnanepinoaels ot lvepidé dn ypicechntamnd eahsmidtirtgfreceiving
Sanmsung server. Additionally, when an ordinary content is downl oaded
fromti20 Sahwiveg Meanehile! hefe@in@ RAIMAbRON] &d Samsdba koAl Caloked for

encrypted by the contents transmtting/receiving device 200 and then
I'S decryption when an encrypted content is uploaded. Accordingly, the contents
transmitting/receiving device 200 automatically decrypts the encrypted content and
then uploads the decrypted content to the Samsung server. Additionally, when an

ordinary content is downloaded from the Samsung server, the ordinary content is

25  automatically encrypted by the contents transmitting/receiving device 200 and then is
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stored. Unlike this, the Google server is not allowed for decryption
when an encrypted content is uploaded. That is, the Google server
corresponds to a server not registered in the external device |ist of
t he DRM policies Accordingly, the contents transmtting/receiving

devi ce 200 a crypt ontent .to the Go Ie server 5. as it
o A o1 oty Sk TR P onsts NSk ahtot ot uadea R GaR 4
Googl e server, the ordina content is automatically encrypted by the
contents t CBFYAted @Plﬁ@%@é@%ﬂ% Tdetisc e S ele e spTespordsgp @gerver not
[0052] In the nean tine, the external storage device 40, such as CD,
DVD, USB stégigered imgle m@m&lﬁevmnélstsqf tba D ;pobeies;oﬁnendieal}t thetdogtents
contents 10 transmtting/receiving device 200. In this case, the

cont ent s t tmnsmnittitg/megdiviag elicvica §0d eploads 20enayiitedradrited|td yhed@cosglpteaverhe
encrypted content to be noved or copied to the external storage

devi ce 80. abit fsheAatinehaligrehendarC oy cohteheRd ddwilbRicaXt&@hnNBé Google
st orage device 40 can be noved or copied to the contents

transmttiggheecelyi fdiMeyi esuidt ii§ bSomdRESQ Veén{:r;éﬁh% BheteonbLaRhE
transmtting/receiving device 200 15 rmves or copi contents to a

certain sy%hgmu& re@éi% Idgwcgz?iﬁ Isssegrg(er connected as a network
t

drive) on e sha 1 ng e con ent I's autonatlcally
encrypted t hen d or @?V’ he c in RH?
syst em on har i ng%) %ar[km@ Beex eané?‘ge Cgeﬁf df"{ot’ g@npe 'S
transnittl rece device 200 ,as it is. 20[ 0053 9éordlng to the
contents t MUk ﬁ’@ ePPRETAN A Hreih G dREYE r PP eTPIRESS C'&ntems
content is uploaded into a server allowed for content decéégtlon
user t &) ni Hapswittinggaeetwng deyica 0P orInghisrgpse. i the carferia drappm etmtn@mg
may share the content by automatically decrypting and upl oading the
content. Edpded 200 automptenally ecryptstianenciyptehenigst tubdporediRopied to the
techni que, all users nay receive decrypted contents 25 without a
nodul e f or ebRMal soragehdevier 4@r @ |thavethef diand, omtcomtentd storedpini the. exfdrad,
t he
storage device 40 can be moved or copied to the contents transmitting/receiving
device as it is. Moreover, when the contents transmitting/receiving device 200
15  moves or copies contents to a certain system (for example, a database server
connected as a network drive) on the sharing network, the content is automatically
encrypted, and then moved or copied. And, the content stored in the system on the
sharing network can be moved or copied to the contents transmitting/receiving
device 200 as it is.
20 [0053] According to the contents transmitting device and method described
above, when a content is uploaded into a server allowed for content decryption, a
user terminal without a program for decrypting an encrypted content may share the
content by automatically decrypting and uploading the content. Especially, when the

content is encrypted by a DRM technique, all users may receive decrypted contents

25  without a module for DRM from the server allowed for content decryption. Also, the
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present invention may enhance security by automatically encrypting
the ordinary content when the ordinary content is downl oaded.
Furthernore, the present invention may prevent | eakage of contents by
automatically encrypting contents and then noving or copying the
encrypted contents to an external storage device. In 5addition,the
present i nvBIFETIOANEHNEBITRY RIRANCS SEFUE (v &M amaisaly| @crypting the ordinary
encryption/ decryption and downl oad DRM w t hout custom zi ng.

[ 0054] ExenpFaitsnt ewbemi the rerdigert [sentsplede rflowndeadad.i offughermisse, e tsodiesent
as conput er-readabl e codes on a conputer-readabl e recordi ng medi um
The conput emventeadaby preventdeakiagg ofreditents bpaelhtwdesicalyt edcrypdmgabontents and
recordi ng devices storing data 10 which can be read by conputer
systens. Exteplmesving oe@opyihgithd endaiite cosensdbng eRenal itbekbbdevide. n
read-only nmenory (ROM), random access nenory (RAM, conpact disc

(CD) - ROM negiedd, C Hape prdsk@PPYninfikn afihpoRt | CRbhidat iR Gutcdific
further include an inplenentation in carrier waves (e.g.,

transm ssi 0&1&%0#3&3%85 51&?&%%1@&&13}91{1\& G&&@&f&%ﬁﬁﬁﬁgadab l'e

recordi ng nmedi Istri anong conputer-systens

connected t h an Ik and stored executed. .as a code.t hat
can be readmb%ug de- cg%%&\%r?%fuiyz%ngbor% ﬁ@&ﬁﬁgaﬁfﬁtmﬁrﬁtlfm [58° gﬁﬁg}bgaiedta(g
those skilled in the t tdhat vari ous m)agificati ns can be gﬁde to
the above- dE¥MH PG iﬁﬁﬂ 5% 91 8 BBRFITERASA P re0edipe sahim i Rhe AeTBHer-
W t hout departing fromthe spirit or scope of the invention. Thus, it
i s i nt endedreadable seropding raedkivn inglpdat @B nkisdy of geeardling dgyices storing data
nodi fications provided they come within the scope of the appended
cl ai ns &hd Whi@ﬁpalé@girm sheanputer systems. Examples of computer-readable recording

media include a read-only memory (ROM), random-access memory (RAM),
compact disc (CD)-ROM, magnetic tape, floppy disk, and optical data storage, and
further include an implementation in carrier waves (e.g., transmission over the
Internet). Also, the computer-readable recording medium may be distributed among
15 computer systems connected through a network and stored and executed as a code
that can be read in a de-centralized method.
[0055] It will be apparent to those skilled in the art that various modifications
can be made to the above-described exemplary embodiments of the present invention
without departing from the spirit or scope of the invention. Thus, it is intended that
20  the present invention covers all such modifications provided they come within the

scope of the appended claims and their equivalents.
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WHAT IS CLAIMED IS: |.A contents transmtting apparatus, the
apparatus conpri sing: a policy storing unit storing

i nformati on on devices allowed for decryption of 5contents; a
policy processing unit determ ning whether a target device, to which
an encrypted cogiﬁgh%ki_iég&ﬁﬁhiéed, is a device allowed for
decrypti on base C on stored in the policy storing
unit; a decryption unit decrypting the encrypted content; and 10a
control unit controlling the decryption unit to decrypt the encrypted
content if the target device is the device allowed for decryption.

2. The appar at us. of @&l @ntents, tranhisitéig apiaeates ther appahistcoopnsingl s t he
decryption unit to decrypt the encrypted content in case that the
encrypt ed cont eatpolisy dtbrhd omestoting hfoetion phetdvices allowed3for db@yption of
apparatus of claim1l, further conprising a rights processing unit

det er m @i ngowhgt;ner a decryption right of the encrypted content is
designated to a user requesting a transm ssion of the encrypted

content, 20uher gighiith orGRAC il Melerk§AL Miiten ﬂgﬁ YiBYiEO o Wik ¢

decrypt the encrypted content 1f the yption ri I'S de3|gnate
bol 1 oy pr oglassy oomert B raPiAREY AR Py ot stPBs Bedeiu e
oo oS LRPR IR R R DR o o opmt o of he

a decryption unit decrypting the encrypted content; and

10 a control unit controlling the decryption unit to decrypt the encrypted content

if the target device is the device allowed for decryption.

2. The apparatus of claim 1, wherein the confrol unit controls the
decryption unit to decrypt the encrypted content in case that the encrypted content is

15  allowed to be decrypted.

3. The apparatus of claim 1, further comprising a rights processing unit
determining whether a decryption right of the encrypted content is designated to a
user requesting a transmission of the encrypted content,
20 wherein the control unit controls the decryption unit to decrypt the encrypted

content if the decryption right is designated to the user.

4. The apparatus of claim 1, wherein the policy processing unit
determines that the target device is a device allowed for decryption when

25  identification information of the target device is included in the information on
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5. The apparatus of claim1, further conprising an encryption unit
encrypting contents, 5wherein the control unit controls the
encryption unit to encrypt an ordinary content to be noved or copied
to an external storage device. 6.A contents transmtting nmethod, the
met hod conpr.i si ng: (a) determ ning whether a target device,
to which andef&Pypted content is 10transmitted, is a device all owed
for decryption on the basis of infoimtion on devices allowed for
decryption of contents; (b) decrypting the encrypted content
if the target device is the device allowed for decryption; and

(c) transmitting5the dbcrappirethscantleim I, ofirther ttampetsindeari eacryfBory ufitte
met hod of claim6, wherein, in step (b), the encrypted content is
decrypt ed wasnhyitihg cenenipt ed content is all owed to be decrypted.

8. The nethod of claim®6, wherein, in step (b), the encrypted content

i s 20deq ypt ed WagBredh BRGOYREI @t EbdRs B B/ pBBR ARt EEneARt 80 brdifary
designated to a user

content to be moved or copied to an external storage device.

6. A contents transmitting method, the method comprising:
(a) determining whether a target device, to which an encrypted content is
10  transmitted, is a device allowed for decryption on the basis of information on devices
allowed for decryption of contents;
(b) decrypting the encrypted content if the target device is the device allowed
for decryption; and
(c) transmitting the decrypted content to the target device.
15
7. The method of claim 6, wherein, in step (b), the encrypted content is

decrypted when the encrypted content is allowed to be decrypted.

8. The method of claim 6, wherein, in step (b), the encrypted content is
20 decrypted when a decryption right of the encrypted content is designated to a user

requesting a transmission of the encrypted content.

9. The method of claim 6, wherein, in step (b), the target device is
determined as the device allows for decryption when identification information of the

25  target device is included in the information on devices.
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requesting a transm ssion of the encrypted content. 9. The nethod of
claim6, wherein, in step (b), the target device is determ ned
as the device allows for decryption when identification information
of the 25target device is included in the information on devices.
10. Ay conputer-readabl e recordi ng nmedium storing a program for
executing the contents transmtting nmethod according to any one of

clains 6 to 9 in_a conputer. i ) )
10. A 'y computer-readable recording medium storing a program for

executing the contents fransmitting method according to any one of claims 6 to 9 in a

computer.
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