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(54) Title: AUTHENTICATION PROCESSING SERVICE

RECEIVE, AT ANETWORK NODE, FROM A FIRST USER ELECTRONIC DEVICE, AT A FIRST MOMENT IN TIME,
COMMUNICATION PROTOCOL INFORMATION COMPRISING A RESTRICTED ENROLLMENT INPUT CORRESPONDING TO
AN UNRESTRICTED ENROLLMENT INPUT THAT HAS BEEN RESTRICTED BY AN ENROLLMENT BIOMETRIC TEMPLATE
INDICATIVE OF USER ENROLLMENT BIOMETRICS CAPTURED AT AN ENROLLMENT MOMENT IN TIME THAT IS PRIOR
TO THE FIRST MOMENT IN TIME, AN UNRESTRICTED AUTHENTICATION INPUT, AND A TRANSFORMED MATCHING
FUNCTION THAT IS OPERATIVE TO OUTPUT A SUCCESS KEY IN RESPONSE TO SUCCESSFULLY EVALUATING THE
TRANSFORMED MATCHING FUNCTION USING TWO INPUTS
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RECEIVE, AT THE NETWORK NODE, FROM A SECOND USER ELECTRONIC DEVICE, AT A SECOND MOMENT IN TIME
AFTER THE FIRST MOMENT IN TIME, A RESTRICTED AUTHENTIGATION INPUT CORRESPONDING TO THE
UNRESTRICTED AUTHENTIGATION INPUT THAT HAS BEEN RESTRICTED BY AN AUTHENTICATION BIOMETRIC SAMPLE
INDICATIVE OF USER AUTHENTICATION BIOMETRIGS CAPTURED AT AN AUTHENTICATION MOMENT IN TIME THAT IS
AFTER THE FIRST MOMENT IN TIME BUT THAT IS PRIOR TO THE SECOND MOMENT IN TIME
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AFTER RECEIVING THE RESTRICTED AUTHENTICATION INPUT, EVALUATE, AT THE NETWORK NODE, THE
TRANSFORMED MATCHING FUNGTION USING THE RESTRIGTED ENROLLMENT INPUT AND THE RESTRICTED
AUTHENTICATION INPUT
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WHEN THE EVALUATION IS SUCCESSFUL, USE, AT THE NETWORK NODE, THE SUCCESS KEY OUTPUT BY THE
TRANSFORMED MATCHING FUNCTION TO ENABLE A SECURE OPERATION
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FIG. 8

(57) Abstract: Systems, methods, and computer-readable media for facilitating an authentication processing service are provided. A
method comprises; receiving communication protocol information comprising: a restricted enrollment input; an unrestricted authenti-
cation input; and a transformed matching function that is operative to output a success key in response to successfully evaluating the
transformed matching function using two inputs; receiving a restricted authentication input corresponding to the unrestricted authenti-
cation input that has been restricted by an authentication biometric sample indicative of user authentication biometrics captured at an
authentication moment in time that is after the first moment in time but that is prior to the second moment in time; after receiving the
restricted authentication input, evaluating the transformed matching function using the restricted enrollment input and the restricted
authentication input; and when the evaluating is successful, using the success key output by the transformed matching function to enable
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