1 Bl ock Ci pher Apparatus Using Auxiliary Transformation 5 Technical Field
The present invention relates to a data transformati on apparatus, data
transformati on nethods, and storage netlia in which data transfornation
nmet hods are recorded, for encryption, decryption, and data 10 diffusion in
order to protect digital information on information comunications.
Background Art Fig. 25 represents an encryption function which is used in
DES 15 described in "Gendai Ango R ron (Moddern Ci pher Theory)" (The
Institute of Electronics, Informati on and Communi cati on Engi neers,
publ i shed on Novenber 15, 1997, page 46). As shown in Fig. 25, eight
S-boxes are used. These eight S-boxes are nutually different tables. Each
tabl e outputs 4-bit data from®6-bit 20 input data. Fig. 26 shows
non-linear transformation function which is described in "Specification of
E2 - a 128-bit Bl ock C pher” (N ppon Telegraph and Tel ephone Corporati on,

publ i shed on Jungldék CifR& AppaeatutAsingdAAiliafP Mhahsfohinatiodt, each .
S-function unit consists of elght S-boxes. Conventional encryption devices

use mal tiple S-boxes. Since sone 2 ciphers are equipped with nutually
different tables, nmenory usage is increased as conpared to ones equi pped
W t h one Tedin¥calSriete, on the ot her
The present invention relates to a data transforrnation apparatus,
data transforrnation methods, and storage media in which data
transformation methods are recorded, for encryption, decryption, and data

10 diffusion in order to protect digital information on information

communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
15 described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).

As shown in Fig. 25, eight S-boxes are used. These eight S-boxes

are mutually different tables. Each table outputs 4-bit data from 6-bit
20 input data.

Fig. 26 shows non-linear transformation function which is
described in “Specification of E2 - a 128-bit Block Cipher” (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page
10}.

25 As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



hand, other ciphers use only one S-box, the security of the cipher is
decreased. 5 As shown in Fig. 7, when a Aornmal data transformation unit
(FL) 250 is inserted in the encryption unit, it is required to provide an
inverse data transformation unit (FL-')"'270 in a decryption unit to
decrypt the ciphertexts. Since, generally, the normal data transformation
unit (FL) 250 and the inverse data transformation unit (FL-') 270 are

mut ual |y didipkemntarei equippsd ®ilcausesaldy pdigflem thblest NAcBREHYREALS MNi t
and the decryption unit cannot provide the sanme configuration.
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in order to generate the extension keys havi ng higher security.

anot her pr aplfIN btherasRHaks 9HETAN NEnd NERXL [ hat the, 15 .nunber
of bits of key data toﬁ)be isnput as&anmlS n?tb?)gf e@%l %Cds%ﬁt ulofﬁr @ée fSRAGT Hhe
present inyRRpidQRgai s to provide systenms in which circuits for encryption
and decryption are the sanme, and in which circuit area, program size and

h . uh t area .
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a sinpler nfiguratiqn. Disclosure .of, the Invention A ,data transformation
appa?gt us g$ 1??1%%%(&%3%‘? TR P A 1tc‘ﬁ§r958fr§rfli toRrayyde pR InveTeh dagat a

t ransf ormatijon ar.at us . j | data 25 processing unit for inputting key
data and p Fi“bﬁiﬁﬁp[ﬁ@ e Hnéggﬁ(i@%ﬁ%n% HOMPID BRLtSe %Gﬁltﬁ’té;hé cieleesypxison of

data, the &Aa g({oceasi nﬁ uni t %i vides data to be transforned first data
(L) and seCoREr: dBREETRRY: AR% B3, Aate tsarsormatienonnitt (Bh) 266 and the

inverse data transformation unit (FL'') 270 are mutually different circuits,
10  causes a problem that the encryption unit and the decryption unit cannot
provide the same configuration.

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security.
There is another problem in case of generating the extension keys that the

15 number of bits of key data to be input as an initial value should be fixed.

The present invention aims to provide systems in which circuits for
encryption and decryption are the same, and in which circuit area, program
size and memory usage which are used for pon-linear transformation
computation can be reduced, and furthermore, the extension keys can be

20  generated using a simpler configuration.

Disclosure of the Invention
A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25  processing umit for inputting key data and performing at least one of



the data processing unit includes: 5 a normal data transformation unit (FL)
for transformng the first data (L); apd an inverse data transformation
unit (FL-') for transformng the second data (R) by perform ng an inverse
transformation of a transformation by the normal data transformation unit
(FL). 10 The above data processing unit includes a first input port, a
second input port, a first output port, and a second output port, the
above nor nal datta t{&\nsfor tion unit (FL) outputs transfornmed it data to
the first SPAPHMPHP gapRiroeledatong unit, and .15 the above inverse
data transformation unit (FL-1) transfornms the data output fromthe second
out put port of the sdedrecewsingimmitudividendatoub phe srnsdnshod Moo datsa. The
above data processing unit includes a first input port, a second 20 input
port, a fidata (buapdseqmd datan®)asbperfdrmstpditaaansfdratin, g dat a
transformation unit (FL) outputs transforned data to the second input port
of the data protlesdatigproeessingnchit hecludyer se data transformation unit (FL")
transforns the data output fromthe first output port of the data

processi ng unit aan@nealt @afss traakféFaRe6HAr t 4 .t r ansf tion
apparatus of the present invention is cﬁgiria%?é)?ifozregégg?oﬁﬁgbg?ﬂl %«%S avi ng
a data pragesdipgngnit for inputting key data and perform ng at |east one
of encryption of data and decryption of

an inverse data transformation unit (FLY) for transforming the
second data (R) by performing an inverse transformation of a transformation

by the normal data transformation unit (FL).

10
The above data processing unit includes a first input port, a second
input port, a first output port, and a second oui:put port,
the above normal data transformation unit (FL) outputs transformed
data to the first input port of the data processing unit, and
15 the above inverse data transformation unﬂ: (FLY transforms the

data output from the second output port of the data processing unit and

outputs transformed data.

The above data processing unit includes a first input port, a second
20 1nput port, a first output port, and a second output port,
* the normal data transformation unit (FL) outputs transformed data
to the second input port of the data processing unit, and
the inverse data transformation unit (FL) transforms the data
output from the first output port of the data processing unit and outputs

25  transformed data.



5 data, the data processing unit includes a non-linear transformation unit
for performng a non-linear transformation of data, the non-linear
transformation unit includes: a first thansformation unit (s) for
-inputting a part of data to be 10 transfornmed as first partial data,
transformng the first partial data using a transformation table T, which
i nputs data, transforns a value of the data into another val ue and out puts
the data, and outputting transfornmed data; and a second transformation unit
(s2) for inputting at |east another part 15 of the data to be transforned
as second partial data, transform ng the second partial data by a
transformation dsideg it eansfarmationakpparatat eofT thed @EasetPehabhORnf 98
second part, and outputting transforned data. The above first

t r ansf or mehaarterized by that tpuhs hdaimg widdta ﬁﬂm@esé&ﬁgtdlﬁ@%p{ﬂm}&ﬂ% %%PI e T
to output data s1(y) and outputs the data sl(y) as 25 data z1 = s1 1),

and the sdatmcudd pedhonimt ia@Meds bné F)endpYtiondst Ay, i
transformation table T to output data sel(y%f’,1 1[‘)lerfor‘?lrfglls %nf)atg'??%wg}msﬁﬁt on

s1(y9)s todatd,put (rot (sil(y2))), and outputs the data (rot (sl(y2))) as
data z, =rot (s 1 (Y2)) . 5 The above data processing unit further
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(s,) for respectively "I nputting par data e

first parfdrgjretxigg?ﬁggtngn& -?icn%a?ggﬁsqbﬂ%ﬁio%lofdﬁtg, as third partial data and

inputting p
the non-linear transformation unit includes:
a first transformation unit (s,) for inputting a part of data to be
10  transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;
and
a second T;ransformation unit (s,) for inputting at least another part
15  ofthe data to be transformed as second partial data, transforming the second
partial data by a transformation using the transformation table T and an

operation for second part, and outputting transformed data.

The above first transformation unit (s,) inputs data y, to the
20  transformation table T to output data s,(y,) and outputs the data s,(y,) as
data z, = s,(y,), and
the second transformation unit (s,) inputs data vy, to the
transformation table T to output data s,(y,), performs rotational shift on
51(y2) to output (rot (s,(y,))), and outputs the data (rot (s:(y2))) as data z, = rot
25 (s;(yn)-



different fromthe first partial data, the second partial data, and the
third partial data as fourth partial data, transformng the third parti al
data and the fourth partial data by thé transformation using. the
transformation table T and an operation for third part and an operation
for fourth part, both of 10 which are different fromthe operation for
second part of the second transformation unit (s,), and outputting.
transforned data. A data transformation apparatus of the present invention
is characterized by that in the data transformation apparatus having a
data 15 processing unit for inputting key data and perform ng at |east one

of encrypti on dthedanhownd ddear yypiocossing datiad, fulthdlat a1dhESESSI NGhRi
i ncludes: a subfield transformation unit for inputting data to be

t r ansf or medansfasmationguiitgs Jand ffath ekSREBimatioa Jdig\d) iP4)pg the
data by an 20 inverse el er?ent circuit using rg slgbfi éﬁ%{&ﬁlﬁgﬁ{%é’c‘%ﬂ&? and

out putti ngnphtt&ﬂ%fg?gi)iﬁﬂ dded ihieRds @efdritNSod ﬂ{bsﬁfétg&gﬂtﬂ{] Sl o f rtg"e"t or

space G-(2)n on , provided at at least one o orer” roun Ad a
G(2)n Lo DT BRTATaRy 8L Sk el B n MR Mok Sea PR Re7 Petibras

N2bit ) SaReR DR R Bt A0R R dPbint R ga o ofedn”
e L xgeuial ol UROEee Dlabidt S amRimiti e thivd merele] dasmowmpt or
data v, athe EBGR bt Aee b e prdeo R nisind e G dnatbtmabiontiogte + | 3
X) (wher eTYaEdOdn \S\Qgrrét%én:foq)fhird part and an operation for fourth part, both of
10  which are different from the operation for second part of the second

transformation unit (s,), and outputting transformed data.

A data transformation apparatus .of the preéent Invention is
characterized by that in the data transformation apparatus having a data
15 processing unit for inputting key data and performing at least one of
encryption of data and decryption of data,
the data processing unit includes:
a subfield transformation unit for inputting data to be transformed, |
assuming the data as an element of a field, transforming the data by an
20 inverse element circuit using a subfield of the field, and outputting
transformed data; and
an affine transformation unit for vector space GF(2)" on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit, for assuming data on GF(2)" to be transformed as an

25  element of GF(2)" which corresponds naturally.



A data transformati on apparatus of the present inventionis 10
characterized by that in the data transformati on apparatus having a data
processing unit for inputting key data @nd performng at |east one of
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying
the key data to the data processing unit, 15 the data processing unit

i ncludes a non-linear transformation unit having cascaded plural rounds,
each of the plural rounds inputs an extension key and perfornms a
non-1linear transformation, the key generating unit includes a key shifting

uni-t for inputtiThe abovd sasicldneansforhetiay uaal thdndedlahBy PROGN A7RGkr OM
the key data and 20 depending on the key data, perform ng a rotational

shift by apereteserfinke e@u&ﬂg«rdmdlhgt &at% X lZe?vmfg N (NZ e%%%ggﬁgs Ciﬁth R
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generate the key data Wmch Is perforned the rotational shift by Z,,l bits,
and

A data transformation apparatus of the present invention is

10 characterized by that in the data transformation apparatus having a data
processing umit for inputting key data and performing at least one rof
encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

15 the data processing unit includes a non-linear transformation unit
having cascaded plural rounds, each of the plural rounds inputs an extension
key and performs a non-linear transformation,

the key generating unit includes a key shifting unit for inputting at
least one of the key data and data generated from the key data and

20 depending on the key data, performing a rotational shift by a predetermined
number of bits Z,, Z,, ..., Z, (where each of i, j, k is one of 1 through m, 7, — Z,
= IX{Z, — Z_i) = IXB (I is an integer, B = Z,,, — Z)), and generating an
extension key for the each of the plural rounds of the non-linear
transformation unit from the key data on which the rotational shift is

25 performed, and



operating the rotational shift register | tinme(s) on the key data, on 10
which the rotational shift is perfornmed by Zi+1 bits, to performthe
rotational shift by I X (Z;,+1- Zi) bitg (I X B bits), and naking the
rotational shift register to generate the key data which is perforned the
rotational shift by Zi.,2 bits. The above rotational shift register is a
circuit which perforns a 15 rotational shift of Zi+1 - Zi bits (B bits) by
| clock cycle of an operation clock supplied for operating the rotational
shi ft regi ster. thehkepbhifeingoimt ixm¢labdeshi ft circuit includes a selector for
selecting one of Bl= 8 X J1 +1 (J1 = an integer greater than 0) bits and

B, =8 X J2 1 (dZotat2bhArsHiftt RGeSt TEALEfol M b vt 1 Shf it i on
between J1 and J2, nanely, 1Jl Jzeor J%.): f'J),) bigtsr(agg{o%al%-h@ilgfhzﬁfls (B

bits). A Babatst(PPRELANEAL BPeRRA: allgs Of the present invention is
characterized by that in the data’transformation apparatus having a data 25

ncr ypti on of dataraciendst MBetine #h8 1B AR G B Tlen, ERihe BhAE  or
Phe " ey S AN B RS Rutel SRR oS el A il o PRl e ™
cach of PR BPaPLISRbBH 2 nadrBtn it BERRbIaE TaARCR PO easier

init Tor PATTBHA R ke Hath Teichay R, hepreostomatoned WuAbobitof bi
uni or | eP1tef bits
(B bits) sugcessively on generating the extension key to be supplied to
the each Y% the plural rounds 10 of the non-linear transformation unit, and

generating an extension key used. for the each of the plural rounds of the
non-1inear trarfPesriagitde atatioppbphift register I time(s) on the key data, on

10 which the rotational shift is performed by Z,,, bits, to perform the rotational
shift by IX(Z,,, — Z)) bits (I X B bits), and making the rotational shift register

to generate the key data which is performed the rotational shift by Z,,, hits.

The above rotational shift register is a circuit which performs a
15  rotational shift of Z,; — 7, bits (B bits) by 1 clock cycle of an operation clock

supplied for operating the rotational shift register.

The above rotational shift circuit includes a selector for selecting one
of B, = 8XJ, +1 (J, = an integer greater than 0) bits and B, = 8XdJ, 1 {,=
20  an integer greater than 1, there is no relation between J, and J,, namely, J,

+d, or J, = d,) bits as (Z,,, — Z,) bits (B bits).

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data

25 processing unit for inputting key data and performing at least one of



key data, the key shifting unit does not generate the extension key by

i gnoring certain data anong the key data being rotationally shifted by B
bits 15 successively, and generates tHe extension key from other renmining
data. A data transformation apparatus of the present invention is
characterized by that in the data transformati on apparatus having a data
processing unit for inputting key data and performng at | east one of 20
encryption of data and decryption of data, and a key generating unit for
gener at i ngnkegptitat af tlatdends ddetyptidre ofatstapnodesskag gunbtatane FHPFLY I NY
the Kkey data to the data processing unit, the key generating unit

i ncl udes: ganétatiig kephtkeybd naedborihBtd-28 p#bbdssiaF uhitPiid Q901 :?% ey
data. 25 having G bits, transformyng t he gx‘bit klgg;/udat a, al?l]%)(%t E}tl%(l ng

first Gbkéy@ab;m@%@ﬂg@dpmsgﬁtg%ﬂ%vi ng G bits; and a second Gbit
transformation unit for inputting the ii? st Gbit transforned key data

Gbrt ey dat o, e e 4 66 et B bAE TR ARG tran AR B i OF

G bit key data, and outputtin and

e Koy Seneaalinol b, 8 8% ROt AT BTy BpbghRALS, ©

key data K, 1 nputs
out put 1 r S PRetSPled Bed bR T ARRe Pt Ton unit ae Gbif Key data 10
uni i nputs 205 P &R Al it acket SO dHRih Pt SRR bi |
key data slﬁiifting key data by a predetermined number of bits (B bits) successively on
generating the extension key to be supplied to the each of the plural rounds
10 of the non-linear transformation unit, and generating an extension key used .
for the each of the plural rounds of the non-linear transformation unit from
key data,
the key shifting unit does not generate the extension key by ignoring

.certain data among the key data being rotationally shifted by B bits

15  successively, and generates the extension key from other remaining data.

A data transformation apparatus of the present invention is
characterized by that in the data transformation apparatus having a data
processing unit for inputting key data and performing at least one of

20  encryption of data and decryption of data, and a key generating unit for
generating key data to be used by the data processing unit and supplying the
key data to the data processing unit,

the key generating unit includes:

a first G-bit key transformation unit for inputting G-bit key data

25  having G bits, transforming the G-bit key data, and outputting first G-bit



inputs the Gbit key data generated to the first Gbit key transformation
unit to transform and outputs first Gbit transforned key data K1, inputs
the 15 first Gbit transforned key dat@ Kl to the second Gbhit
transformation unit to transform and outputs second G bit transfornmed key
data K2, concatinates the first Gbit transfornmed key data K1 output from
the first G bit key transformation unit and the second G bit transforned
key data K. output fromthe second G bit transformation unit, and outputs
a 20 condznsfarwddleyudatadmvingfsbiisymdd 2G bit key data (K1, K,). The
above first Gbit key transformation unit includes: a non-I|inear

transformation anisecdnal iGhit Weansfongatibar uper ffoF MnpattiAeNthd N8AE G.bit
transformation on the G bit key data; and 25 a | ogical oOperation um% for

perf or i nGrandfoghodllegPiat beip ! frm! bhdHabVRY i RBSTALAEA Ll fig) data

out put froma second round of the non- l|inear transformtion uni Yid the

G bit keytfatdoti t - ' | - f hon. unit. 5 The
above key gener at %1% %é])l(% Bf&ufr(%%g%tﬁ%% E@ﬁ gt%{lgrgl%é:ﬁ%@ﬁ&bﬁg sEmed on
unit fer a&g%(\ﬂ%rtgi Qbit key data into the 2G bit key data in case that

the Qbit (G<Q<2G key data is input. A data transformation apparatus of
the present inv i i haracteri z that in a data transfornmation
appar at us havi nggg ggggteglelﬁgtg% S0t 40 GaRe %?‘8E¥Pﬁ t RFIRENAEIRRL, 1HRELS
perform ng, as 0 of enc tion qgf data and decryption of data; and,
a key gengr%%i kﬁgyu#lltta ITjgr1 lﬁér Q%/Elpr%%lyéa‘eé’a tf‘oﬁbéouﬁl@j gyt t Gebitidtey
processi ng _uni.t_and supp] yi the key. data to_the data processing unit, 15
the data %ﬂéﬁﬁqr&%‘f‘? ﬁgﬁ%lp‘[;‘%aﬁf}w A2d QPR CGrigh transfarmed keyi data K,
output from the first G-bit key transformation unit as G-bit key data
10  transformed, and
the key generating unit, in case that the key generating unit inputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data K,
inputs the G-bit key data generated to the first G-hit key transformation unit
to transform, and outputs first G-bit transformed key data K,, inputs the
15  first G-bit transformed key data K, to the second G-bit transformation unit
to transform, and outputs second G-bit transformed key -data K,
concatinates the first G-bit transformed key data K, output from the first G-
bit key transformation unit and the second G-bit transformed key data K,
output from the second G-bit transformation unit, and outputs a

20  concatinated result as transformed 2G-bit key data (K, K,).

The above first G-bit key transformation unit includes:
a non-linear transformation unit having two rounds for performing
non-linear transformation on the G-bit key data; and

25 a logical operation unit for performing a logical operation of a



unit (F) having: a key function unit for performng a | ogical operation of
data to be transforned and the key data; an S function unit for converting
data to be transformed into other 20 d&ta; and a P function unit for
perform ng a | ogi cal operation anong pieces of data to be transforned, and
the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit (F). 25 11 A data
transformation apparatus of the present invention is characterized by that
in a dat a halémaY dransfioned Sphitakess date bntputafromt a speacd gsing offthe Kdi-
inputting key data and performng at |east one of encryption of data and
decr ypt i odimeardasasfornd tmnkeyi: gevdettat GrAgt key datDidpit SRS AksNG-Isekegat a. t o
be used by the data processing unit and supplying the key data to the data
pr ocessi ngrameformbifiendatia t ransformati on apparatus including a non-I|inear
function wunit (F) including: a key function unit for performng a | ogical
operation of data to be 10 transfornmed and the key data; an S function
unit for converting data to be transformed into other data; and a P

functign unit fqtepe | j ratl a jeces.of data to
be transforned, ar(lad '%ngtéﬂgegege#%%{g i n&gﬁi ?ﬁlltggf)l g@%gdgg}r\egoi’lﬁe]ﬂ?ﬁgﬁthe S
function i fefdiflation unit for converting Q-bit key data into the 2G-bit key data in

case that the Q-bit (G<Q<2G) key data is input.

A data transformation apparatus of the present invention is
10 characterized by that in a data transformation apparatus having:
a data processing unit for inputting key ﬂata and performing at least
one of encryption of data and decryption of data; and,
a key generating unit for generating key data to be used by the data
processing unit and supplying the key data to the data processing unit,
15 | the data transformation apparatus including a non-linear function
unit (F) having:
a key function unit for performing a logical operation of data to be
transformed and the key data;
an S .function unit for converting data to be transformed into other
20 data; and
a P function unit for performing a logical operation among. pieces of
data to be transformed, and
the key function unit is placed between the S function unit and the P
function unit in the non-linear function unit ().

25



the P function unit and after the S function unit and the P function unit
in the non-linear function unit (F). The above S function unit includes:
20 a first transformation unit (s1) follinputting a part of data to be
transforned as first partial data, transformng the first partial data
using a transformation table T, which inputs data, transforns a val ue of
the data into another value, and outputs the data, and outputting
transfornmed data; and 25 a second transformation unit (s2) for inputting at
| east anot her pértdai2 éfansfermiatiant epperatemsélbrired rassaecdndeptiohi a6 dat a,
transform ng the second partial data by a transformation, using the

t r ansf or mahaxavteand byl thadira « soperansfonmfasion Mgpmecantapaid:, and
outputting transforned data. 5 A data transformati on apparatus of the

present inventiamdats predeasiagt enitZed ilyutthed kb datdand. pdrfAMsig! fefi,on
apparatus having a data processing unit for 1nputting key data and

perform ngnébof kaasiptRitoliatLAR8 Rlck Phti6h a2 2RHd SEREY REhOFL (Al U352

t he
data transformati on apparatus includes 10 a non-Il1near %&nctl on unléi (F)

i ncl udd ngfa FRrleWRGhi WayWth tWe%edﬁ%‘} Ibﬁ% H%t?ak@&'sgﬂgulgﬁlﬁraqfd é&{})f}gﬁ% ‘

pi eces of data to be transforned, a nction I'np

pi eces of t@kg}gagaa{;@ﬂ{éﬁ%&er me&lﬁgﬁh}%a%r eater than') 2Z,, z2, ..., Z. and

includes: a cirtcuit for orm ng operation of at |east two of the

f 15 pi 1of dat a 7] .z, 7. to obtain. 4n-bit tj 't
Ui e oireurt T A Bty G ried dhERIAE Bt BRcHRR | our

pi eces Ofuglact(%‘)%nclﬁdingy’ z. to obtain 4n-bit operation result U2;

a key function unit for performing a logical operation of data to be
10 transformed and the key data;
an S function unit for converting data to be transformed into other
data; and

a P function unit for performing a logical operation among pieces of

data to be transformed, and
15 the key function unit is placed one of before the S function unit and
the P function unit and after the S function unit and the P function unit in

the non-linear function unit (F).

The above S function unit includes:

20 a first transformation unit (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
mto another value, and outputs the data, and outputting transformed data;
and

25 a second transformation unit (s,) for inputting at least another part



a circuit for performng an XOR operation of U, andU2 to obtain 4n- bit
operation result U ; 20 a rotational circuit for performng a rotational
shift on U ; and a circuit for perfornitfg an XOR operation of output from
the rotational circuit and U3 to obtain 4n-bit operation result U4, and
the data transformation apparatus divides U, and W into four pieces of
data, respectively, and outputs eight pieces of n-bit data z,, z,, ..., Zz
8* 25 13 Aa&t transformati on nethod of the present invention is

char act er P& @@/tat fodlee inanglarmed as serondmetiadatet hadsformiegeihietscogn@ dat a
processing process for inputting key data and performng at |east one of
encrypt i opapialddata iida deansfptiatioof uslagatheStiae felah atiph AedES MEnAT A6 €SS
divides data to be transforned into first data (L) and second data (R) and
per f or ms cizrationafos fthe matimhpasendhaitgatinpteseserngdriagess i ncludes: a
normal data transformation process (FL) for transformng the first data
(L); and 10 an inverse data transformation process (FL-') for transformng
the second data (R) by perform ng an inverse transformation of a

transfsor mation Qf dabe BRMEBrosAtiEn t ﬁﬁﬂﬁa%%moifo!ﬂh@r%@%%gﬁ aﬁ}g%reer%ﬁ%lggﬁsgy Chat

transformati on nethod of the present 1nvention iIs

|1 8 dat i aRiOIIBby o IEhT 04RO (RXRGULLIBA U8R RLOCERSL0 PRoCesS for

i nputting key data and perform ng at one o

decr YpUi 98t 0@l Ak Aunt fou FhAuRERE By WheR" R5ESSedDFHNE S 1090 bh0 %S

encryption of data and decryption of data, the data transformation

apparatus includes
10 a non-linear function unit (F) including a P function -unit which
performs a logical operation among pieces of data to be transformed, and
the P function unit inputs eight pieces of 4ﬁ-bit data (n is an integer
greater than 1) z,, z,, ..., z, and izglcluci;as:
a circuit for performing an XOR operation of at least two of the four
15 pieces of data z,, z,, z3, 2, to obtain 4n-bit operation result Uy;
a circuit for performing an XOR operation of at least two of the four
pieces of data z;, 2, z,, Z, to obtain 4n-bit operation result U,;
a circuit fqr performing an XOR operation of U, and U, to obtain 4n-
bit operation result Uy;
20 a rotational circuit for performing a rotational shift on U,; and
a circuit for performing an XOR operation of output from the
rotational circuit and Uy to obtain 4n-bit operation result U, and
the data transformation apparatus divides U, and U, into four pieces
of data, respectively, and outputs eight pieces of n-bit data 2y, Zgy euny Ty

25



process for performng a non-linear transformation of data, 20 the
non-1linear transformation process includgs: a first transfornation process
(s) for inputting a part of data to be transformed as first partial data,
transformng the first partial data using a transformation table T, which
I nputs data, transforns a value of the data into another value and outputs
the data, and outputting transforned data; 25 and 14 a second

transformation ppocgst ( Slarfs@rnt 04 t WGl | ﬁasghean?%%%tht qﬁ%%ﬁggfﬁ% gl to

be transfornmed as second partial data, transformng second p

data by tranatfeRbs@ByUHaRdntd8atd s%ﬂ%éfgcg@ éﬁ@lgmlo% gygﬁ%{dﬁc}lgﬁé;g?{%gt on

for second part, and oltputting transformne &ion

met hod of | i LS haracterized by that in.a data

transf or m%}?@cr?% %ﬁ%ﬁg%@%ﬁﬁi elgﬁ%llktﬁ%g ;“%’a?%%a ngféﬁﬁuﬁgo%fe%%asﬁo?ne of

I nputting ta erformng. .at |east one of encryption of data and
decrypt i ongggrﬁifoéf gﬁﬂaetgoaeﬂ(gd%?gggggi(}ff%%cess 10 inciudes: a subfield
transfogmation PLocess for in%uttin data to_be transformed, assumng the
data as”an el emaﬂfe g?‘ HPFIEFRH: gtl?rgﬁgerso&ﬁﬁ‘% iaa@ tyhe draystanmiedviate éivet enent
circuit usin a@sub ield oréﬂthﬁfiel d, and outputting transforned data,
and 15 an 8ff He 3ndsegoadatadR) prdaaréomay dete transépoatica 2hd on GF(2)

provided at at |east one of a former round and a latter round of the
subfield transf fagprogesang grocess antlvdestat a on GF(2)" to be transforned

as an elenent of G-(2)n which corresponds naturally.
a normal data transformation process (FL) for transforming the first

data (I); and
10 an inverse data transformation process (FL!) for transforming the
second data (R) by performing an inverse transformation of a transformation

of the normal data transformation process (FL).

A data transformation method of the present invention is

15  characterized by that in a data transformation method for executing a data

processing process for inputting key data and performing at least one of
t_a-ncryption of data and decryption of data,

the data processing process includes a non-linear transformation
process for performing a non-linear transformation of data,

20 the non-linear transformation process includes:

a first transformation process (s,) for inputting a part of data to be
transformed as first partial data, transforming the first partial data using a
transformation table T, which inputs data, transforms a value of the data
into another value and outputs the data, and outputting transformed data;

25 and



20 A data transformation nethod of the present invention is characterized
by that in a data transformati on nmethod for executing a data processing
process for performng at |east one ofléncryption of data and decryption
of data, and a key generating process for generating key data to be used
by the data processing process and supplying the key data to the 25 data
processi ng process, 15 the data processing process includes a non-Ilinear
transformati on process havjng cascaded plural rounds, each of the plural
rounds inputs aﬂ&%apéﬂgaa oREA R Ppegessr (s fornimputtingaat ez sfrorthati on,
the key generating process includes a key shifting process for 5 inputting
at |east ®Astof dafe kepedueastrmeathing sdionld pargehdass etrdisimmihe thkey data
and dependi ng on the key data, performng a rotational shift by a
pr edet er neemdpattéal deftathyt traZisfordRation usidamhahenesreashtioh tabld T A&ldBS one
of 1 through m 2zZk - 4 =1 x (Z1+1 - Z1) =1 X B (Il is an integer, =
ZI +i - Z1ppopendtiogdmesabhigaat) Axd 606 @ikew idfornhel gach of the plural
round of the non-linear 10 transfornmation process fromthe key data on
which dhe rotational shift is perforned, and the key shifting process
includes: a rotational shifting process; and a control process for
operating the rataijign il pr 1 fel t he key. data, on
whi ch the rotati onal sﬂ#??ﬂ?gkggggbrﬁgﬁﬁg§ i% gﬁfsﬁgFggh%ePP’ Yhels
rotation ickdvi ATt 3 101 it [ t he rotati onal
AnSULe N b in & bRl d i fRER 30t Bfrbtehe Hear i ona

shifting process to generate the ke ata
shift by 4obéssibt i e rotatiagnal ,shifting process | _tines
on the k%lg/ 53%12? %rr? Cﬁ (f:cﬁpi he t?'{)}%aiklggn%#as A P?rsfgff@}% apl ope49f pit s,

to perform wntion of data and decryption of data, the data processing process

10  includes:
a subfield transformation process for inputting data to be
transformed, assuming the data as an element of a field, transforming the

data by an inverse element circuit using a subfield of the field, and

outputting transformed data; and

15 an affine transformation process for vector space GF@)" on GF(2),
provided at at least one of a former round and a latter round of the subfield
transformation unit for assuming data on GF(2)" to be transformed as an

element of GF(2)" which corresponds naturally.

20 A data transformation method of the present invention 1is
characterized by that in a data transformation method for executing a data
processing process for performing at least one of encryption of data and
Qecryption of data, and a key generating process for generating key data to
be used by the data processing process and supplying the key data to the

25  data processing process,



20 the rotational shift by I x (zZl+ - Z,/) bits (I x B bits), and naking
the rotational shifting process to generate the key data which is
performed the rotational shift by Zj42 bits. A data transformati on net hod
of the present invention is 25 characterized by that in a data
transformati on nethod for executing a data 16 processing process for

I nputting key data and perform ng at |east one of encryption of data and
decrypt if::n of data, and a key generating process for generating key

data to be usedhRydiie pladedsRi® pRoSERIIRIAEES S AR -BYEH ﬁid%ﬁ;foﬁrﬁﬁi]’j&gy dat a
to the data processing process, 5 the data processing process Includes a

non-| | Negirocead HaRnn thoihd iR il GBRGRAC dabh iind BHIAT rofRAl Rhpuile

plural rounds 1 nputs an extenSion key and perforns a non-

For ot At SR LR BB R B mber of b ts (B
the each of he sl Rk SfkraAlRE, Prods BRIFALETS' R \inidh ARoREBP dobs. “ane
non- | PneaPPiping SrdBRhBr e RE Bl b ofA PR I el ghBge @ 1
15 1 gnor 14" 981 i drine Rl A R SRE B0 AR FAB AT R S L0 by &
RS s L N I T R
20 pr ocedbFRYERBr des ot X G Reb PRI A0nERRR &t 1 A a2)<HE one. of
encrypti Ogr(]en%];atgl?é gnae%elgs?grg e;[r ifc())rni'l?ef eadc tgf th%nglu?alkreo){ln%egfe ’trhaet rilgr?—li%reglqess for
10 transformation process from the key data on which the rotational shift is
performed, and
the key shifting process includes:
a rotational shifting process; and
a control process for operating the rotational shifting process 1 time
15 on the key data, on which the rotational shift is performed by Z; bits, to
perform the rotational shift by (Z.1 — Zj) bits (B bits), making the rotational
shifting process to generate the key data which is performed the rotational
shift by Z.; bits, and operating the rotational shifting process I times on the
key data, on which the rotational shift is performed by Zi.1 bits, to perform
20  the rotational shift by Ix(Zi1 — Z)) bits (I X B bits), and making the rotational
shifting process to generate the key data which is performed the rotational

shift by Z.o bits.

A data transformation method of the present invention is

25  characterized by that in a data transformation method for executing a data



generating key data to be used by the data processing process and supplyi ng
the key data to the data processing process, the key generating process
includes: 25 a first Gbit key t ransf orf¥ati on process for inputting Gbit
key data 17 having G bits, transform ng the Gbit key data, and outputting
first Gbit transforned key data having G bits; and a second G-bit
transformati on process for inputting the first Gbit transforned key data
output fromthe first Gbjt key transformation process, 5 transform ng the
Gbit key HQG%ESI%W@(&%U%OMW@%B@M@B@@ andrefrfomedg keyedstt aneasfd t he
key generating process, when the key generating process inputs Gbit key
data K, impgreptitieotdpta andydetaypl iknta data, findst kéygeneketingtyiebsdofoFat i on
process, transforns the G-bit key data K, and outputs G 10 bit transforned
key data Igeneratpug kby dmts thie beiused I the dkey prépsiherpreté®and GOSBBANSS

G bit key data transforned, and the key generating process, when the key
gener at i nghpkegeksa tophe slat2 Groddsskyptitleds K, generates G bit key data from
the 2G bit key data K, inputs the GEit key data generated to the first

G bit ey transtky fithOprokBssin@CHiceel® flcAMEOLMaRY; ibSt
G bit transforned key gglt‘a Kr,g ?np&ts 1t ﬁe fisrst G%@%Pﬂ%@?ﬁg@ﬁ% ﬂl{z%y dat a

Kz to thehaeaanehdenlbd phhraq%ﬁﬁﬂ%ﬁcﬂ%ﬂﬁﬁﬁ%ﬁfﬂtﬁuﬁﬁ?ﬁﬁeﬁﬁfs%ﬁ g%_:i%l?%lgllil ts

second G bit transforned key data K2, concatenates

transf or ngdy kew Hatd nkd o HdPlhe fﬁ@nﬁ%%@ﬁt G bit key transformation

unit and the second G bit transforme data K2 output fromthe second

G bit transfor ei 'lh o) .a.concatenated.result as

t ransf or ned ZGWE?tq%gy% aFggt?]%?,H)%{%)%_gg iSO A Y Shifiy process for
rotationally shifting key data by a predetermined number of bits (B bits)

10 successively on generating the extension key to be supplied to the each of the
plural rounds of the non-linear transformation process, and generating an
extension key used for the. each of the plural rounds of the non;linear
transformation process from key data being rotationally shifted,

the key shifting process does not generate the extension key by
15  ignoring certain data among the key data being rotationally shifted by B bits

successively, and generates the extension key from other remaining data.

. A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
20  processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying

the key data to the data processing process,

the key generating process includes:

25 a first G-bit key transformation process for inputting G-bit key data



A data transformati on nethod of the present invention is characterized by
that in a data transfornmation nethod for executing a data 25 processing
process for inputting key data and perldfform ng at | east one of 18 encryption
of data and decryption of data, and a key generating process for

generating key data to be used by the data processing process t rjd
supplying the key data to the data processing process, the data
transformation nethod including a non-linear function process (F)

i ncl udi nGaaving & Ditd, UunshiformdhS&ne Gl kegrdanmang sutRaisd naResation of
data to be transforned and the key data; an S function process for

converti ﬁgaﬂgfoanieqmag@nﬁéﬁhgqgaifggw her data; and a P function
process for performng a |ogical operation anong pieces 10 of data to be

transforned, andsédshdeybittiahsfimifne protsssPiacepitahpesi ifg G-Bunction
process and the P function process in the non-linear function process (F)_

A dat a t remsdformedikey dethhadpat filohe the G8enG-bhib kepttanfbsnatién Prasast eri zed
by that in a data transformati on nmethod for executing a data processing

process foansfopuiifg e l@bitRen dind, padfaitputgngtseceadtGMie tRinsfegedpt i on
of data and decryption of data, and a key generating process for

gener at i rigeykéytadaina t o be used by the data processing process and suppl ying
the key data to the data processing process, the data transformation method

20 i ncl udi ng a therkeyi germrafing qirooess rvadeas thé key hrviepging preyedsURiiton
process for performng a |ogical operation of data to be transforned and
t he key dathit leey Satank: iilnpups dies &-bittr kegndatd iKgtodahe fistb&-bitakef or med
i nto other
transformation process, transforms the G-bit key data K, and outputs G-
10  bit transformed key data K; output from the first G-bit key transformation

process as G-bit key data transformed, and
the key generating process, when the key generating process inputs
2G-bit key data K, generates G-bit key data from the 2G-bit key data E,
inputs the G-bit key data generated to the first G-bit key transformation
15 process to transform and outputs the first G-bit transformed key data Ki,
inputs the first G-bit transformed key data K; to the second G-bit
transformation process to transform and outputs second G-bit transformed
key data Kz, concatenates the first G-bit transformed key data K output from
the first G-bit key transformation unit and the second G-bit transformed
20 key data Kq output from the second G-bit transformation unit, and outputs

a concatenated result as transformed 2G-bit key data (Ki, Ka).

A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data

25  processing process for inputting key data and performing at least one of



data; and 25 a P function process for performng a | ogical operation anong
pi eces 19 of data to be transfornmed, and the key function process is placed
one of before the S function process d8d the P function process and after
the S function process and the P function process in the non-Ilinear
function process (F). 5 A data transformati on apparatus of the present

I nvention is characterized by that in a data transfornati on apparatus
having a data processing unit for inputting key data and perform ng at

| east oneevofrypdroy gpdatnant dimrepiaon ofelatyphndm béy daharatife thecdttBr
processing unit includes: a first input port; a second input port; a
first outgehepnidg kay dacono beuisedthypeid datkop@cBSiink ipt6ddsst AN §hRH AL ON
unit for performng data encryption and data decryption using safe

al gorit hmehe &efida$h tb BRYE 209 HBlesdRPpdcR8S Itk MBith APa H¥b Fmbh@lont fn%gﬁ{u? rm ng
data input to the first input port; ‘and a second output 1nverse data

transf or mptd1 @A dA thohAind APRCHBY ﬁ%k%osr@ 1AMLAY g:f romthe second out put

port and performng an 1 nverse trans tion of°a transformation by the
first gnput norgal..dal 8 lgr 34T g T ve .non-}inea
transfornmati on uni E( | ng?a &3 a‘z’fr‘ls(“g’afﬁié;1 lrg?@ﬁ%l#%gtlggﬁa?gﬁeratmn O% data {0 be
transformed and the key data;
an S function process for converting data to be transformed into other
data; and
a P function process for performing a logical operation among pieces
10 of data to be transformed, and

the key function process is placed between the S function process and

the P function process in the non-linear function process (F).

A data transformation method of the present invention is
15 characterized by that in a data transformation method for executing a da£a
processing process for inputting key data and performing at least one of
encryption of data and decryption of data, and a key generating process for
generating key data to be used by the data processing process and supplying
the key data to the data proqessing process, the data transformation method
20  including a non-linear function process (F) having:
a key function process for performing a logical operation of data to be
transformed and the key data;
an S function process for converting data to be transformed into other
data; and

25 a P function process for performing a logical operation among pieces



25 first input data and second out put data becone identical and second

i nput 20 data and first output data becone identical in case of. inputting
first input data fromthe first input P8rt, inputting second input data
fromthe second input port, perform ng non-linear transformations on the
first input data and 5 the second input data using key data for encryption
and generates first transforned data and second transfornmed data,
outputting the first transformed data fromthe first output port, .

out put t i n§t A kebe fkanstameddbransd data from the second output port,
inputting the first transfornmed data fromthe second input port, 10
inputting the stuokey furmtisiopredssiat place drmthd beforstthe P AInd process -
perform ng non-linear transformations on the first transformed data. and

t he secondndr ties ffo fareidatprotsisngnlesftdat thd & fERINPHroRss@Add BaNes at es
first output data and second output data, outputting the first output data

from the fecaivh Pricpsd irPtHd no@lithea FuAbtiBH Prb& st second out put data from
the first output port. The above data processing uhit further includes: a

second; i nput normal data transformation unit for transformng data input
to the second input port; 20 a first output inverse data transformation

U TP AT e STV S Y P BBE RS S
R R e L A S
having a ;Sjla(}cgsaz.ii]lg unit for inputting key data and performing at least one of
encryption of data and decryption of data, |
10 the data processing unit includes:
a first input port;
a second input port;
a first output port;
a second output port;
15 a non-linear transformatiop unit for performing data encryption and
data decryption using same algorithm; |
a first input normal data transformation unit for transforming data
input to the first input port; and |
a second output inverse data transformation unit for inputting data
20 output from the second output port and performing an inverse

transformation of a transformation by the first input normal data

transformation unit.

The above non-linear transformation unit includes an algorithm that

25  first input data and second output data become identical and second nput



processing unit for inputting key data and perform ng at |east one of
encryption: J,F data and decryption of data, and a key generating unit for
generating key data to be used by the @&&ta processing unit and supplying
the key data to the data processing unit, 5 the data processing unit

i ncludes a non-linear function unit (F) for perform ng a non-I|inear
transformati on on data to be transfornmed, and the key generating unit
processes the key data to be supplied to the non-linear function unit (F),
suppl i es dapr anddiust okbyutddata hezommkelcanicabpecaté off with data to a part

ot her than the non-linear function unit (F) in 10 the data processing

unit. A data transftoimgplissinpet Hath font tiee BreSRIPuti phrgntion 1's
characterized by that in a data transformati on nethod for executing a data

processing procagfutéing dtebhd ingukeXt0abm ﬁﬂéjsét%'hfd%{ﬂd%gm?{ | east one of 15

encryption of data and decryption of data, and a key gener’ati ng process of

generating key 9@1&&%% RohikkSEtN Fdtn 4480 5 REOEERS %r@?ﬁef)gg?%%%?%gdessi ng

supplying the key data to the data processing process,

process 54 Udesd ifiglc 48 alsihe e QR RE SRl blion' BaPEH QLTI g 2,

non-1inear transfornation of e transfo

generati nﬁ‘aﬁrs?&%?e(sdlz ‘Ii&cgﬁégécotﬂtaetrg%@ga%d‘&% be supplied to the non-Ilinear

function process supplresa ( data to make calculate data
brocesel ng.pr ocB BNk AR REek S ot nty o chaduet bubmtnprs
Comput o per 1 or ERESREI6e SBef R LROISIAAF b ieet RoR second output port, -
inputting the first transformed data from the second Input port,
10 inputting the second transformed data from the first input port,
performing non-linear transformations on the first transformed data
and the second transformed data using key data for decryption, and
generates first output data and second output data,
| outputting the first output data from the second output port, and

15 outputting the second output data from the first output port.

The above data processing unit further includes:
a second input normal data transformation unit for transforming
data input to the second input port;
20 . a first output inverse data transformation unit for inputting data
output from the first output port and performing an inverse transformation

of a transformation by the second input normal data transformation unit.

A data transformation apparatus of the present invention is

25  characterized by that in a data transformation apparatus having a data



A present invention is characterized by a programfor having a 5 conputer
performthe above data transfornmation nethod. Brief Explanation of the
Drawi ngs Fig. | shows a data transfor metli on unit for encryption 100 and a
data transformation unit for decryption 400. 10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption

unit 500. Fig. 4 shows another configuration of the encryption unit 200 or
the decryption unit 500. 15 Fig. 5 shows a configuration of a normal data
t r ansf or mREPERSSING tunip doy pemitig key dnrtasand qemfdarguinat abnleakst amé rofer se
data transformation unit (FL-1) 271. Fig. 7 shows a part of a conventional
encrypt i ogngrirtiame alatacand deenyptomal of ddactiay piridon kiey tgenBrating sfi@wera part
of the encryption unit 200 and the decryption unit 500. Fig. 9 shows the

nor mal dageneratinsg eydntobo baidsedly) thbdatangtotdiing auey $ed dabplying the
transformation unit (FL-1) 271 which are placed at point 25 symetry.

Fig. 10 sheyslatettathedabepweersiieunarty mal data transformation unit (FL)
251 and the inverse data "transformation unit (FL-1) 271 which are placed
at poisit symet iie dht4) prddessiivn MubbN 8ol WACHE FAntAbh nit (F) for
performing a non-linear transformation on data to be transformed, and
the key generating unit processes the key data to be supplied to the
non-linear function unit (F), supplies a processed key data to make an

operation with data to a part other than the non-linear function unit () in

10  the data processing unit.

A data transformation method of the present invention is
characterized by that in a data transformation method for executing a data
processing process of inputting key data and performing at least oné of

15  encryption of data and decryption of data, and a key generating process of
geﬁerating key data which is used by the data processing process and
supplying the key data to the data processing process,

the data processing process includes a non-linear function process ™
for performing a non-linear transformation of data to be transformed, and

20 the key generating process processes the key data to be supplied to
the non-linear function proceés (F), supplies a processed key data to make
calculate data to a part other than the non-linear function process (F) in the

data processing process.

25 A present invention is characterized by a computer-readable storage



5 Fig. 12 shows a configuration of an S-box first transformation unit 13
and an S-box second transformation unit 14. Fig. 13 shows a configuration
of an S-box transformation unit 21. E2g. 14 shows a configuration of a

|l inear transformation unit 85. Fig. 15 shows a configuration of a linear
transformation unit 87. 10 Fig. 16 shows a configuration of a key
generating unit 300 or a key generating unit 600. Fig. 17 explains
operations of a bit length transformation unit 310. Fig. 18 shows a

conf'i gur dieaflufll fod SBre 6ok Arhlyig 4 C%I%Ba@%@e of N th@WiRhkon of a

control table of a shift cgﬁlt nit 15 345. shows operations of
the shiftytiedi-5hEforfaif ﬁ{éﬁﬁ shift register B 342. Fig. 21 shows
correspondence betovveenzb'g%e S ??'t register A 341, the shift register B 342
and extension keys. .20 Fig. 22 shows operations of the shift registers A
341 through D 344. Fig. 23 shows correspondence between the shift

registers A 34 4 d I . Flg. 2 sl’iill)ws conput er
whi ch is equi pé%&g%ggﬁggﬂ%%’é@%ﬁgt (r:lgl‘)?(lltsa%ogﬁrr%rhl i(?&y%npfé)&g}ngf%r %Y‘Pgnaloo and
the data transfor ion. unit for, .25 decryptj.on 400. 24 Fig. 25 shows a
confi gurac’lrﬁﬂugq% Q%ﬁio%ﬂéﬁ(f/ﬁ%)%ﬁ%g{ O%gagﬁg.m?%fdz'% shows a
configuration of the non-linear function of 128-bit block cipher E2. Fig.
27 shows anot her exanple of S-box transfornmation units.

Brief Explanation of the Drawings
Fig. 1 shows a data transformation unit for encryption 100 and a
data transformation unit for decryption 400.
10 Fig. 2 shows notations.
Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
decryption unit 500.
15 Fig. 5 shows a configuration of a normal data transformation unit
(FL) 251.
Fig. 6 shows a configuration of an inverse data transformation unit
(FL-1) 271.
Fig. 7 shows a part of a conventional encryption unit and a
20 conventional decryption unit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit
500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL-1) 271 which are placed at point

25  symmetry.



5 Fig. 28 shows a non-linear function unit F which is equipped with the
first through fourth S-box transformatien units. Fig. 29 shows anot her
non-linear function unit F in which a location of the key function unit 25
is nmoved. Fig. 30 shows another non-linear function unit F in which a

| ocation 10 of the key function unit 25 is noved. Fig_ 31 shows anot her
configuration of a P function unit 30. Fig. 32 shows another configuration

of he P funct! omiunkd T tictPh ShovE, SROLLAMEROODS, A SRSt AL 005

Si through S4 of Fi WS a proo an
equi val ent S .G a pr.00f of. non-.exi st ence qf equi val ent
keys. Fig. (@s%%&a%gnﬁ%zgg%%ﬁf?%r g{alngrﬁor(ﬁlapﬂg ‘éﬂ’?r&gt‘%o%?gn‘f"ﬁm@o@r%r t he
decryption |t 0.. Fig. 37 shows anot her configuration of the encryption
unit 200 orplfg%eed g‘gﬁm 559%??%3‘ unit 500. Fig_ 38 shows another

configuration of the encryption unit 200 or the _decryption unit 500. Fig.
39 shows anot her Fé%‘n}]i %&ﬂ%&p%ﬁnolﬁn%aﬁ BRI RiE A uni t © 200 or the
decryption unit 0. 251% Fig. 40_shows anot her configuration of the
encryptPon unit 28% b sheves asopiguraiional anisbeobrsifignsfrnsttows uaitother
configuration of the encryption unit 200 or the decryption unit 500. Fig.
42 shows a2388radn §ohaw sesand frawaformatien wit 340f Fig. 39 and Fig. 40

Fig. 13 shows a configuration of an S-box transformation unit 21.
Fig. 14 shows a configuration of a linear transférmation unit 85,
Fig. 15 shows a configuration of a linear transformation unit 87.
10 Fig. 16 shows a configuration of a key generating unit 300 or a key
generating unit 600.
Fig. 17 explains operations of a bit length transformation unit 310.
Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit
15 345.
Fig. 20 shows operations of the shift register A 341 and a shift
. _ ' register B 342.
Fig. 21 shows correspondence between the shift register A 341, the
shift register B 342 and extension keys.
.20 Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341
through D 344 and extension keys.
Fig. 24 shows a computer which is equipped with the data
transformation unit for encryption 100 and the data transformation unit for

25 decryption 400.



5 are conbined. Fig. 43 shows a configuration of the encryption unit 200 or
the decryption unit 500, which is shommb'n Fig. 3, using the non-linear
function unit F shown in Fig. 28. Fig. 44 shows a nodified configuration of
Fig. 43 by using a non- 10 linear function unit Fin which the the key
function unit 25 of the non-linear function unit F is renoved. Fig. 45
shows a nodified configuration of Fig. 44 by nerging the whitening

extensi on keys wit.h e,extensi on keys. Fig. 46 shaows ,a nodifi
configuration in }E\ﬁi %E spﬁgskab9oqtﬂg+br@]¥m Ofltg‘eﬁﬂq'yﬁgo? gu?%@ﬁﬁ%%m t he
non-|inear functiqQn it. F and in, which an, extensjon key Kk is supplied to
an XOR circuit 2988 &m%eﬁhqvﬁ% g eonfigwadion pfithe inan-linpar funetion i HiE-bit as
shown in Fig. 29, Fig. 47 shows a nodified configuration in which the key
function un® CkQB’h%gE?ermved fromthe linear function unit F and in which a
linearly 20 transforned extension key k' is supplied to the XOR circuit
298, when the ndfigl 2Ashowbumothenexmnpldof 8-boartfamsform atmnsinoits. i n Fi g.

30. Best Mode for Carrying Qut the Invention Enbodinent 1. 25 Fig. 1 shows
a data toransf or metigo8 shows faonorehiceypuwetidOon &rif whidlp ideqwppednsitartiBt i on
unit for decryption 400 in this enbodinent. The data transformation unit
for encryptfish thfhghsfoufrth Seh@anlamsfarmatgsic typisi on devi ce whi ch out puts
128-bit ciphertexts from 128-bit input plaintexts. The data transformation

uni t for decryptiRig. 20@hbwsantirhsyBbhdheardavcsion WHit T BUKRELS 211083 0bh
pl ai ntexts from 128-bit input ciphertexts. The ‘
of the key function unit 25 is moved.
Fig. 30 shows another non-linear function unit F in which a location
10 ofthe key function unit 25 is moved. |
Fig. 31 shows another configuration of a P function unit 30.

Fig. 32 shows another configuration of the P function unit 30.

Fig. 33 shows configurations and operations of S1 through S4 of Fig.
31.

15 Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proo_f of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 37 shows another configuration of the encryption unit 200 or the
20  decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 39 shows another configuration of the encryption unit 200 or the

decryption unit 500.

25 Fig. 40 shows another configuration of the encryption unit 200 or the



.data transformation unit for encryption 100 consists of an encryption unit
200 and a key generating unit 300. The encryption unit 200 is a data
processing unit for encrypting plaint&bts. The key generating unit 300
generates nultiple (n) 64-bit or 128-bit extension keys -using constants Vi
io from128-bit, 192-bit or 256-bit input key data, and supply themto the
encryption unit 200. The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decrypti ofedtpplionQthit $0®, data processing -unit for decrypting ciphertexts.
The key generating unit 600 is the same as or simlar to the above key 15

generating uni tgy éO@l sRBENSIJBEL coshi tﬁ)ﬂ g, gﬁ%alyn%% Rfet he

decryption unit 500 can run the sane’ proce ure are one CIrCUIt
or one prf%&fl%c & NoudEad he encryption unit 200 and the decryption unit 500
are illustrate 0separatel y in the figures. Simlarly, the key generati ng

Circui t or 20 dng b aaoRme SxBRfribon i wiln B WBIGUE F Bhdie A0 ¢ ror

encrygtl e 0% gl the data transformation unit for decryption 400. Fig. 2
shows "neani ngs 0 not ations used for the foI lowi ng figures or

d t S. and_t he uen ur aleft f of,data is
ca e of A %O‘gﬁdaa%%ﬁvaﬁ e Binadn fuls 200 o el R
Furt her no e 27 da h.are i ut to i near data transfornation
units 21(’5i %&’538 i éﬁ 8“%}? eISCEF‘B@H' '“i‘n&ﬁ' éatuasmgt iMIEIRSAT dat a of
t he non r dat transforlﬁa;tl\l'hgn units 210, 220, 230, and 240 are called

internedji”gf: OHa‘tl%" F showndniEguftch are output fromthe non-linear data

transformation nlts 5 210, 220, 230, and 240 are called "output data".
Fk{ 4 shows a modified configuration of Fig. 43 by usmgpa non-

10  linear function unit F’ in which the the key function unit 25 of the non-linear
function unit F is removed.
Fig. 45 shows a modified configuration of Fig. 44 by merging the
whitening extension keys with the extension keys.
Fig. 46 shows a modified configuration in which the key function
15 unit 25 is removed from the non-linear function unit F and in which an
extension key k is supplied to an XOR circuit 298, when the non-linear
function unit F is configured as shown in Fig. 29.
Fig. 47 shows a modified configuration in which the key function unit
25 is removed from the linear function unit F and in which a linearly
20 transformed extension key k’ is supplied to the XOR circuit 298, when the

non-linear function unit F is configured as shown in Fig. 30.

Best Mode for Carrying Out the Invention
Embodiment 1.

25 Fig. 1 shows a data transformation unit for encryption 100 and a



Fig.. 3 shows an exanple of the encryption unit 200 or the decryption wunit
500. Fig. 3 shows a configuration in whiggh 6-round non-1linear data
transformation unit 210, 6-round non-linear data transformation unit 220,
10 and 6-round non-linear data transformation unit 230 are cascade. The
normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-1) 271 are inserted between the 6-round non-I|inear

data tr anSf&Jﬂé%'hﬁQfogﬂfattio%llgnﬁqgr H@&yﬁfﬁi’c{ﬁ% HPf}iiggeE&gl?z{diﬂf‘eB?

transformation unit 220. Furthernore; e nor na ranstformation 15
unit (FL) 253 an | I Qr mat i on. unj FL:') 273 .are

i nser'ged) bet \Aeendl't‘]‘?]é;ﬁgﬁngﬁ{%?%gﬁé ?Iﬁ]élgqu"sgoét YR o*%ﬁ%hﬁﬂr Z‘fﬁfafnfil%oa%nd

t he 6-rounde o_n-{i near .data,t ans%ormagbg .uni.t. 230. I nside_the 6-round
non- 11 near AStaPUPR QT aFTaP RIS QRIS 028it GinhErtekts dromi AeRrbiHApguL

t ransf or mat ilon unj ts ,are.provi d-efl. For exarrpéqe, a non-linear data 20

t ransf or math Bﬁltﬁﬁﬁ 2@3? é%f?s?r@% opmatighHnyL i9s decrymtaan ¢A0 amptdacrapidomn XOR

(exclusive OR) ci glccg‘int 290. In . this way, in case of Fig. 3, 18 rounds of
non- i ﬁeardeéiicteaw eherpmtad eerbitiplainterte fiome 28t inpwbeinhertrxés.nohhe i near
data transformation unit 210 is equipped with a first non-linear data

t ransf or natdeda tgansiopmationdualtsior cmgryrinon i Pacordists of28n taranyftdomatriion

unit 281. For arbitrary two pieces of input data, right input 28 data Ro

and |eft | @90t andta key generdtingramib&00or Mhet kacfiptian nomt 1900eé a data
transformation on the left input data Lo using a first extension key ki1,

out put s anpxXgRedingguiit fof enceymiimgputladaeatof The Kdyr Penvertihg nesit 300

transformation and the right input data Ro as the first left internediate

data 5 L1, gandrajes punitiplee(n) e84-bitnmul 284tia elkgerastion Heeylsi tgingr éihbants V.

internedi ate data Ri.

: 10  from 128-bit, 192-bit or 256-bit input key data, and supply them to the
encryption unit 200. ‘The data transformation unit for decryption 400
consists of a decryption unit 500 and a key generating unit 600. The
decryption unit 500 is a data processing unit for decrypting éiphertexts.
The key generating unit 600 is the same as or similar to the above key

15  generating unit 300. Furthermore, since the encryption unit 200 and the
decryp_tion unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500
are illustrated separately in the figures. Similarly, the key generating units
300 and 600 can share one circuit or one program. That is, one circuit or
20  one program can be shared by the data transformation unit for encryption
100 and the data transformation unit for decryption 400.
Fig. 2 shows meanings of notations used for the following figures or
descriptions.

In Fig. 3 and the subsequent figures, a left half of data 1s called “left

25  data L” and a right half of data is called “right data R”. Furthermore, the



The latter perforns the second non-linear transformation on the first left
I nternmedi ate data LI using a second extension key k2, outputs an XORed
result of the output data of the second non-linear transformation and the
first right internediate data Rl as the second left internediate data L2,
and 10 outputs the first left internmediate data Li as the second right
internediate data R2. The non-linear data transformation unit 210, I n

non- i near G2 R IREHBP RGP S Rchine b a8t P Bluintion emiis 1000 Fath
ri ght intermnedi dat he left internediate data L6 as the out put
data after Ifgz?‘b f?éfﬁ F‘i!lﬁta 4tgﬁdﬂ§eralaédiﬁtﬁg<€ﬁ' the menlinewi data
normal data transformatian uni t % 255, an inverse data transfornmation
unit (FL- 1)rangormation wits dhHd2An230.nmsad 248taretondledi Gntemmatiatendst?40 ar e
added to the encryptlon unit 200 shown in Fig. 3. In total, data

t r ansf or mat@shdatd pavel are Pwpup fromothoanddindarmdata traemfortadtion units
transformation units. Fig. 5 shows the normal data transformation unit (FL)
251. Fi . Z19h&48, Eailatamit@mmmallejht‘caltpuaﬂatm*r mation unit (FL) 251

di vides input data into two pieces of data, left input data 51 and right

input data 52, [pég.foshevs agiexammlperfahiersristion baib2OMoPtEE AscSiptidie
data, and 25 generates output data fromthe |l eft output data 60 and the
right outpumitddd@® 29 61. The left input data 51 is ANDed with an extension
key 53 at an AND circuit 54, and then, the ANDed data is left rotational

shifted (also caFigds Skiwe Uk aorFhidraeidhn) iDYwhid 6.8 -4 t
rotational shifting unit 55. The 'shifted dat all S Xdilrgi ]ncHL mh? r?a

Ibgcr:)lcj)ﬁregaﬁ ?S%t?hsg(?ﬁngfﬁléidgaﬁtngﬁ %%Q' gnéﬁlng%a}i'?lr@% Rittal tr@L PR GhitCHsh, 56

10 and 6-round non-linear data transformation unit 280 are cascade. The

normal data transformation wunit (FL) 251 and the inverse data

transformation unit (FL') 271 are inserted between the 6-round non-linear

data transformation unit 210 and the 6-round non-linear data

transformation unit 220. Furthermore, the normal data transformation

15 unit (FL) 253 and the inverse data transformation unit (FLY) 2738 are

inserted between the 6-round non-linear data transformation unit 220 and

the 6-round non-linear data transformation unit 230. Inside the 6-round

non-linear data transformation unit 210, 6 rounds of non-linear data

transformation units are provided. For example, a non-linear data

20  transformation unit 280 consists of a non-linear function unit F and an XOR

(exclusive OR) circuit 290. In this way, in case of Fig. 8, 18 rounds of non-
linear data transformation units are provided in total.

The non-linear data transformation unit 210 is equipped with a first

non-linear data transformation unit 280 and a second non-linear data

25  transformation unit 281. For arbitrary two pieces of mmput data, right input



ORed with an extension key 57 at an OR circuit 58. Then, the ORed result
Is XORed with the |eft input data 51 at an XOR circuit 59 to generate |eft
out put data 60. Fig. 6 shows the inver28 data transformation unit (FL")
271. 10 Fig. 6 shows that the inverse data transformation unit (FL-') 271
di vides input data into two pieces of data, left input data 71 and right

I nput data 72, perforns |ogical operations for the both pieces of the
data, and generates output data fromleft output data 80 and right output

15 ai rou §75, o g 1pR P‘*ﬁt T g S Ttk bARAS T M o E%&?%Z?ﬁl
X
Ieftanout pu éﬁ-{ﬂat%%? @leiiﬁ%ggﬂtﬁ{f% fLﬂ lbgn%f%(?r%tkée){/tgg%l% Eagqﬁg A
7 I
1o b B, S 0 R i R Al i YR
XORed h 20 7 ' 79.
theexfoé“ HpbapiaBshy i HEE ng§ﬁ%5‘%aﬁs% Raze 75, '%Ee‘ﬁ IgF e g SR 1O
322:1‘58; :@I.'agﬁl unhut%ﬁh%'l?zé%%éugﬁ%%ﬂ? ind S%Ia'['] e | nvﬁb’% Cg’gag:fa‘e(rjat i ons
h hep. A d : ' X
of Fig. Sl %@é?@rﬁ@dﬂ%”&ér&ﬁm@a 3¢ Gensfgmietisy o3 UHaKIARG Tekt put
data Y of_ Fi ut data Y of Fig. 6 The relatlonshlp i n_which the
i nput dat’&¢ @%n &dnuﬁé‘gdbtsﬁi:%@l e’%‘%ﬁ%ﬂ’@ﬁﬁﬁy Hat QUMM 3ah&CQRAdr  uni t
by maki ng the out put data fromthe one _unit_be input data to the other is

cal | ed a yeeMb s ebfivah data ehiithe mgcend sy liveay Aransiermationendibe nor nal

data transformation unit %FL) 251
first right intermediate data R, as the second left intermediate data L,, and

10 outputs the first left intermediate data L) as the second right intermediate
data R2. The non-linear data transformation unit 210, in which the first
non-linear data transformation unit 280 through the sixth non-linear data
transformation unit 285 are cascade, outputs the final right intermediate
data Rs and the left intermediate data Ls as the output data after

15 transformation.

Fig. 4 shows a configuration in which a normal data transformation
unit (FL) 255, an inverse data transformation unit (FL-!) 275, and a 6-
round non-linear data transformation unit 240 are added to the encryption
unit 200 shown in Fig. 3. In total, data transformation is performed by 24

20 rounds of non-linear data transformation units.

Fig. 5 shows the normal data transformation unit (FL) 251.

Fig. 5 shows that the normal data transformation unit {FL) 251
divides input data into two pieces of data, left input data 51 and right input
data 52, performs logical operations for the both pieces of the data, and

256  generates output data from the left output data 60 and the right output data



and the inverse data transformation unit (FL-1) 271 are circuits which
realize such relation between nornmal and inverse transformations. Both of
the 1-bit left rotational shifting uni €955 of Fig. 5 and the 1-bit left
rotational shifting unit 78 of Fig. 6 performleft shift, however, both can
10 execute right shift. Furthernore, the normal data transformation unit
(FL) 251 and the inverse data transformation unit (FL-1) 271 can be one of
other configurations as long as they preserve the relation between nornal

and invefde Thenefiommtti daim. 5Fos AdKRepiveithtare extoreon deyHn Gt SucANDE
changed. Moreover, an AND circuit with "not" operation, an ORcircuit with

15 "not" cipendtinanadrtibnr the AIBedidaui Is Wit RotalRina] AREfRHI Qs 8R0S
added. Nanely, as follows are shown definitions of the AND circuit with

"not"  op@siatulen shified' R ilr ki 4t 3 L Bit 1ol }oﬁ@ﬁxﬁﬁiﬁﬁftily%ﬁb%ﬁ%ﬁé reuit
with "not" operation, represented by "andn", "orn", and "xorn",

respecti vehiftedXdafdis WORED itk )thaNdet i@ﬁgﬁé gﬁ%& 312 at GRO% ) ch%fcuéﬁﬁxot ny

.. (not x) xor y Some recent CPUs are pro conman ; "or",

e, o AT TRl S A L R AT o
encr ypt i ognad THGHE Pt dTin Ry TR KR ol 58 TacR, SR PR uni s
T R LR L g, BB 5 U it
Ther ef oredut%hg%%tg%_encrypt lon unit generally has a
‘Fig. 6 shows the inverse data transformatibn unit (FL*) 271.
10 Fig. 6 shows that the inverse data transformation unit (FLYH 271
divides input data into two pieces of data, left input data 71 and right input
data 72, performs logical operations for the both pieces of the data, and
generates output data from left output dafa 80 and right output data 81.
The right input data 72 is ORed With an extension key 73 at an OR
15 circuit 74, and then, the ORed data is XORed with the left mput data 71 at
an XOR circuit 76. Then, the output from the XOR circuit 75 becomes left
output data 80, and is ANDed with an extension key 76 at an AND circuit 77.
After that, the ANDed result is left rotational shifted by 1 bit at a 1-bit left
rotational shifting unit 78, and the shifted data is XORed with the right
20 input data 72 at an XOR circuit 79. ~ The output from the XOR circuit 79
becomes right output data 81.
The normal data transformation unit (FL) 251 shown in F 1g. 5 and
the inverse data transformation unit (FL) 271 shown in Fig. 6 perform

opposite operations each other. Accordingly, using the same extension key,

25 the input data X of Fig. 5 can be obtained as output data X of Fig. 6 by



different configuration fromthe decryption unit, the encryption unit and
the decryption unit cannot share the sanme circuit. On the other hand, as
shown in Fig. 8, in the present enbodid®nt, the norrmal data transformation
unit (FL) 251 and the' inverse data 10 transformation unit (Fl;') 271 are
| ocated side by side in the encryption unit 200, so that the decryption
unit having the same configuration can perform decryption. For exanple,
the right data Ris transforned by the normal data transformation unit

(FL) 251 alay hg gtransforned by the
I nverse dlrgt%a t g{r‘}gé%trﬁatio#f}j?\@fb %Eﬁ?ﬂ)ﬁeg%é?o&gygg ?‘I ght 15 data W In this

case, the i ONtTiataaRonatipli Wohich! Mdnbis RS oRG e chifh. ol to the

i nverse data transformatioh unit (FL- 1, and the left data L can be

obt ai ned Ly ohfRM dafRrbhPtHd StHerddhif B hakidPtHObIB @R frbfiffiid 6hERLIT ON
unit (FL) 251." As described above, thé encryption unit 200 and the

decrypti ok inpglt dla CRNtIRE oS RANEd PYeldtRdrs BEBVEAD Al 4190, and
the encryption unit 200 and the decryption unit 500 can share the circuit.

Fig. 9 shenerse aemidfavhalibng | Thehhgindlh@atoki@hsfEithatioh ARl @I ees PN unit
(FL) 251 and the inverse data transformation unit (FL") 271 are |ocated at

poi nt synamd (e Biver§e daeNtrhnBf*maARPhit JREAPL MRtre Rircafts Uihich2@Alizé2 | n
this way, when the normal data transformation unit (FL) 251 and the

i nverse daich t¢latishWetwebAmdimdl did rkerdd tradlsornos@degl at point  symetry
on the non-linear data transformation unit 280, the encryption and the

decryption can Esthpsiriher e lefi rddatidita] SARIngOMit B S FgNs dndtige 118kt shows
correspondence between the data transformation
left rotational shifting unit 78 of Fig. 6 perform left shift, however, both can
10 execute right shift. Furthermore, the normal data transformation unit (FL)
251 and the inverse data transformation unit {FL-1) 271 can be one of other
configurations as long as they preserve the relation between normal and
inverse transformations. For example, the number of shifts can be
changed. Moreover, an AND circuit with “not” operation, an OR circuit with
15 “not” operation, and/or an XOR circuit with “not” operation can be added.
Namely, as follows are shown definitions of the AND circuit with “not”
operation, the OR circuit with “not” operation, and the XOR circuit with

» o«

“not” operation, represented by “andn”, “orn”, and “xorn”, respectively.
xandny: (notx) andy
20 xomy:(notx)ory
xxorny : (not x} xory
Some recent CPUs are provided with commands of “and”, “or”, and
“xor” including “not”. These commands can be performed at the same cost
as “and”, “or”, and “xor”.

25 Fig. 7 shows a conventional encryption unit 201 and a conventional



unit (FL) and the inverse data transformation unit (FL-1) placed at point
symmetry. As shown in Fig. 10, in case_of Fig. 3, the normal data
transformation unit (FL) 251 and the i AYerse data transformation unit
(FL-1) 10 271 are placed at point synmretry on the 6-round non-Ilinear data
transformation unit 220. In Figs. 3, 4, 8, and 9, the data transformation
unit (FL) and the inverse data transformation unit (FL-1) can be repl aced
with each other. Besides, in Figs. 3, 4, 8 and 9, the right data R and
the left GRCEYRLQKRANHSOLS replaced with each other. Fig. 36 shows a
configuration in which the encryption unit 200 consists of the 6-round
non- | i near dat a Theagpsiventieniabenaryiptianl OnitaBdl tiheqiipped withamsd hoean) dat a
transformation unit 220, and the 6-round non- |inear data transformation
unit 230. dada Thewsformetibmomaits nBAr  dThas] ridesfdeciptiion unitt sBdQid the
6-round non-linear data transformation unit 220, and the 6-round

non- | i neaequditped withrtsfoinvetdcoda tatirhn2Remak RICHARYIRTS! @ldes 3l pRefoyiged for
encryption and decryption. Here, a normal/inverse data transformation unit

211 comsi $hwergk opdPatiffs.6- TReMMoRONIhAERE éiﬁﬁr?pﬁziﬁﬁ“ﬁﬁﬂr gﬁégap ugid 210,

and the normal data 33 transformation unit (FL 50, and verse data

transf or et ftaRub Rbafikkaridf fronf S ROGBHOLNG:SthdlBhay i ARSLOR TR Q) uni ¢

is acircuit that can be used for _ encryption an ecryp mel y,
e oo e AT O 5 T e
obtai ned as t heO?luﬁféu(rJth%?‘tl?arLioe{E L&y2 tipleﬁ‘ig. 8, in the present embodiment,
the normal data transformation unit (FL) 251 and the inverse data
10  transformation unit (FLY) 271 are located side by side in the encryption unit
200, so that the decryption unit having the same configuration can perform
decryption. For example, the right data R is transformed by the normal
data transformatiqn unit (FL) 251 to get left data I, and the left data L is
transformed by the inverse da.ta transformation unit (FL') 271 to get right
15 data R. In this case, the right data R can be obtained by inputting the left
data L’ to the inverse data transformation unit (FL'Y) 271, and the left data L
can be obtained by inputting the right data R’ to the normal data
transformation unit (FL) 251. |
As described above, the encryption unit 200 and the decryption unit
20 500 can be implemented by the same configuration, and the encryption unit
200 and the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL'
271 are located at point symmetry on the non-linear data transformation

25  unit 280.



unit by making the output data fromthe unit be the input data to the other
unit. A normal/inverse data transformation unit 221 also consists of the 6-
round non-linear data transformation @it 220, and the normal data 10

transformation unit (FL) 251, and the inverse data transformation unit (FL-
") 273. In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inverse data transformation unit (FL-

5 ') 275. The enGhy RiayOHe the2ROrrhal aghi ﬁ%@ﬁﬁnbah&@%@ﬁ\@mg\ztmeéﬁd

normal /i nverse data transformation units 211, 221, and 231 nd this

encrypt i ofhellierd@0 datd Randforthdtihf @aitt (L -deapptden Iéaat&d5g9 &egi des,
if a set of the -round non-linear data transformation un|t %10 t he

6- round nide?BAbnddcAnbh ARR2r ARG ﬁﬂngﬂr{nﬁﬁ%lauﬂ?ﬁz TRk tion .

transformation unit (FL) 251, and the iInvers ta transformatl unit (FL-

ﬁz)n-ﬂlli inear @ggﬁ%o%??oélérﬂﬁﬁe(g%%é glﬂ;éérﬁ%cu%ﬁﬁgﬁb%aﬁzég uggg for
B e B P e U Rop AR A ONER it FARRISEERNARY, 2°

unit I211 consis € non- a transfor I 'On “uni the 34

L anst or ri 0@3%%"4?%% el fafe] aefOhmm Flon e (FLERITRER B POl 1 | near

dat a transsfor tion unit 220, the 6-round non-linear data transformati on
unit 230,%AdtHe normal 5 data transformation unit (FL) 253, and the

I nver se dat a tr&nsfornntlonﬁnl th, in case of Fig. 3, the normal data

transformation unit (FL) 251 and the inverse data transformation unit (FL-1}

10 271 are placed at point symmetry on the 6-round non-linear data
transformation unit 220.

In Figs. 3, 4, 8, and 9, the data transformation unit (FL) and the

inverse data transformation unit (FL-1} can be replaced with each other.

Besides, in Figs. 3, 4, 8, and 9, the right data R and the left data L can be

15 replaced with each other.

Fig. 36 shows a configuration in which the encryption unit 200
consists of the 6-round non-linear data transformation unit 210, and the
6-round non-linear data transformation unit 220, and the 6-round non-
linear data transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformationn unit 211 consists of

25 the 6-round non-linear data transformation unit 210, and the normal data



(FL"'") 273 is assuned to be a non-linear data transformation unit 1220, a
normal /i nverse data transformation unitggl221 consists of the non-1inear
data transformation unit 1220, the normal data transformation unit (FL)
251, and the inverse data transformation unit (FL-') 275. 10 The

normal /inverse data transformation units 1211 and 1221 can be wused for the
decryption unit. Further, if a set of the 6-round non-linear data

transf or magl, ' h_230,is. assuned tp be.a non-linear_data

t ransf or mat i %ﬁfoﬁﬁ%qﬁtﬁa&%{,@ (th‘ Rggﬁo'ﬁlz%ﬁi t#@a’lnvaﬁeggﬁaaﬁ@f“@f%?téw gt (Bh1o i s
acircuit ghat c be us for both encryption,and decryption. Here,
the non-1i 5122}1 di?]ﬁ HWB??@&BY‘??&&%%&MFPS SHF LGB HOS fagir el dhat can be
transformati gn.u itt (FL) 250, and_the inverse data transformation unit (FL"
275 form a f?ﬁrhol hrecsetion énar%%?lﬁﬁt i dfpmeln the normphénvasedalatanver se
data transfornmption unit 2211 can be used for .20 the decryption unit. As
descri bed BBBHETMAREDWRIt ISt G noninEalA0verse trhasfieoratpdn oivcuiti in vAgehcan be
configured_ by cascading rmultiple normal/inverse data transformation units.
Furtheb, ithetinpuédaty pa thmuniti carebe obtainied atetheypiprt ditiatfr&@Cthet dtder 25
normal /inverse data transformation unit can be formed hierarchically by 35
nesting t hmihbynahkinevidresestgat alats dremortreihidrbaithd inghithidtatdehe other

normal /i nverse data transformation unit. Fig. 37 shows a case in which the
-encryptiommhit 200 and the decryption unit have the. same configuration
i ncluding the 6-round non- 5 linear data transformation unit 210.
A normal/inverse data transformation unit 221 also consists of the -
round non-linear data transformation unit 220, and the normal data
10  transformation unit (FL) 251, and the inverse data transformation unit (FL-
) 273.
In addition, a normal/inverse data transformation unit 231 consists
of the 6-round non-linear data transformation unit 230, and the normal data
transformation unit (FL) 253, and the inverse data transformation unit (FL-
15 1275, |
The encryption umnit 200 is configured by cascading these
normal/inverse data transformation units 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.
Besides, if a set of the 6-round non-lineﬁr data transformation unit
20 210; the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL
') 271 is assumed to be a non-linear data transformation unit 1210, the non-
linear data transformation unit 1210 is a circuit that can be used for

encryption and decryption. Here, a normal/inverse data transformation

25 unit 1211 consists of the non-linear data transformation unit 1210, the



In Fig. 37, the 6-round non-linear data transformation unit 210 i ncludes
even rounds of non-linear data transformation units 280 as shown in Figs.
3 and 4. Data Ais transformed into daBd A by a first input normal data
transformation unit 256, the data A' is input to a first input port 261, 10
the data A" input fromthe first input port 261 is output froma first
output port 263 as data A '. Further, data B input froma second input
port 262 is output froma second out put port 264 as data Bl. The data B,
out put fr oormiphe dede ortdamsfopuntipor turfé4 (FE) t 1280s andedhient mvéat@ Bata by a
second output inverse data transformation unit 279. 15 The data A,' out put
from the framsfoonagon vadt (FRHRTH. the encryption unit 200 is input to the
second input .port 262 of the decryption unit 500 as the data A '. The

data B, output Fhﬁ*ﬁfértﬂea%@ﬁ@ﬂ@h@@tﬁﬁnd RYENER fa (raRR Al AR Q;gl-f;mit
279 is input to the first i nput normal data transformatlon unit 256 as the

data Bl', %dtl%@%rﬂsnéﬂ?nﬁ%}%a@a tr2Qs b a’% hg@%?_l ?hﬁ gl{e?ﬁggrﬂéfm“ on

unit 210 inputs the data B, and outputs t

ggtnal :A%qeaa Eed @%n%ﬁl%tum @Lﬁse d%?ﬂt er1t51%§ %?Erlra aﬁ&ﬁ@ﬂ%ﬁ%&ﬂuﬁ%t s the
Cr ansf or nacy an s a%?ﬁm‘@ B e e s S BB R om oo = ©
transformatlon units ccordln e dat nput from he first
i nput por ?O%i l%veaﬁ? éﬁg a§ gB#dl%%[ fﬂﬂ‘?’l%@ BIloé‘s TRERY gakta Al ' .
R o TR o S s
izggugst?h@eg%fvgg%ggaéa ransfomfa%gn 121212{_’ (IF§L l?ut put fromthe first output port
10 The normal/inverse data transformation units 1211 and 1221 can be
used for the decryption unit.
Further, if a set of the 6-round non-linear data transformation units
210 through 230 1s assumed to be a non-linear data transformation unit 2210,
the non-linear data transformation unit 2210 is a circuit that can be used for
15  both encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL-
1) 275 form a normal/inverse data transformation unit 2211.
The normalfinverse data transformation unit 2211 can be used for
20 the decryption unit.
As described above, the encryption unit 200 or the decryption unit

500 can be configured by cascading multiple normal/inverse data

transformation units.
Further, in the encryption unit 200 or the decryption unit 500, the

25 normal/inverse data transformation unit can be formed hierarchically by



The data Bl output fromthe first output port 262 of the encryption unit
200 is input to the second i nput port 262 of the decryption unit 500 as
the data Bi. The data A" output from Bhe second output inverse data
transformation unit 279 of the encryption unit 200 is input to the 10
decryption unit 500 as the data Al" and input to the first input nornmal
data transformation unit 256. In cases of Figs. 37 and 38, the encryption
unit 200 and the decryption unit 500 have the sane configuration,

per f or m ngestiogy ptheon noancklfreenspt | data 1FrdhgforBatishowanit casehinn which the
second input normal data transformation unit 257 is provided at the second

I nput  por mozZmal/iavetst Wata trdsdfoanbfivh dniyer se data transformation unit 278
is provided at the first output port 263. Fig. 40 shows a case in which

the first input Figaversehdiad & c38 tihaafion Nl @ﬂcf}!r'ﬁ:tfonzzﬁif A gaﬁidd?ﬁe at the

first input port 261, and the second output normal data transfornation

uni t 259" g8oiiiceghithal et S RRNS cORERHEARAS indlihink T Gie Bh,30AGoR. Case

in which the normal/inverse data transFornmation uni

provi ded ?ihe%?‘aa’ﬁftxtarg;?@%é@gﬁ%‘fﬁtE%.tS 25 261, 263, and the inverse data

transfornmation units are provided at the right input/output ports
202, 20 51 T 5%, SR SR Bt B Fa N P
tsﬂgwg_ Ir Cn)uhgﬁleé%éﬁx?e?e%agﬁéég§£ppgﬂg§ﬁ5ar2(§qt%n%a%gibg?ngtlboen u%?tgb §oegs s %L}nher_,
in Figs. 3 and 4. Data A is transformed into data A’ by a first input normal
data transformation unit 256, the data A’ is input to a first input port 261,
10  the data A’ input from the first input port 261 is output from a first output
port 263 as data A;’. Further, data B input from a second input port 262 is
output from a second output port 264 as data B,. The data B, output from
the second output port 264 is transformed into data B,” by a second output
inverse data transformation unit 27 9.
15 The data A;” output from the first output port 263 of the encryption
unit 200 1s mmput to the second input port 262 of the decryption unit 500 as
the data A;/. The data B, output from the second output inverse data
transformation unit 279 1s input to the first input normal data
transformation unit 256 as the data B,’, and output as the data B,.
20 The non-linear data transformation unit 210 inputs the data B, and
outputs the data B. Further, the non-linear transformation unit 210 inputs
the data A,’. and outputs the data A’. The second output inverse data
transformation unit 279 inputs the data A’ and outputs the data A.

In Fig. 38, the odd-round non-linear data transformation unit 219

25 includes odd rounds of non-linear data transformation units 280.



5 transformation unit 210 can be replaced with the odd-round non-I|i near
data transformation unit 219 in Figs. 37, 39 through 42, which are not
shown in the figures. In cases of Figs6 39 through 42, the encryption unit
and the decryption unit can be inplenented by the sanme configuration. 10
Enbodi nent 2. Fig. 11 shows a configuration of a non-linear function unit F
of the non-linear data transformation unit 280. The non-linear function
unit F inputs F function input data 10, perforns non-1linear

transf or nBéécraingdPdued A 3 by 6lon® ihe WrBt ingslat ?ort_l% #Qs olhpub ffgmct i on
I nput data 10 having 64 bits i's divided into eight pieces of data, and

pr ocessedttien sebendnotitmit $drt t 264 Eashitfe kidtadai’a | Thenptiie t@atacagh ief ei ght
XOR circuits 12 of a key function unit 25, XORed with an extension key 11,
and per f orasdforored byetre secmsi oupiit dnvarse ndptastriaasidrmation atnia279,
function unit 20. Then, at a P function unit 30, two 20 pieces of 8-bit

dat a ar e ¥@kegtpyt esxtheddntx@R”ciFunihes, @rsdatand inpuit g4-thietsechnfiuimpriton
output data 40 is output. In the S function unit 20, four_ S-box first

t r ansBor BT APLi6 eutrrd fxpra thefirst.opdrut pesindo? egridiestatatBon units 14 are
provided. Fig. 12 shows an inplenentatjon exanple of the S-box first 25
transf or mati on th €ates By pytphé frorp gheduss sutpubporblfdaf dhemaryptionss
Inside the S-box first transformation unit 13, a transformation table T is

provi ded-UiHe2Q0 i drprhie tha scapnd ImPpE darb @62y ok thy dscyptisas upit OO0t hr ough
255 arbitrarjly (at_rando correspondi ng tg values_of 0 through 255. The
t r ansf or nt 3 %@-ﬂ%ﬁ@ﬁf@ AR P rom Hioagrd suipdt dvesse dathe 5
value (Vo U8 Rimatah CBH 578 of e BRIy bhon " dnfPDbo As" Saput 1o the” ©
10  decryption unit 500 as the data A;” and input to the first input normal
data transformation unit 256.
In cases of Figs. 37 and 38, the encryption unit 200 and the
decryption unit 500 have the same configuration, performing encryption
and decryption.
15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the
first output inverse data transformation unit 278 is provided at the first
output port 263.
Fig. 40 shows a case in which the first input inverse data
20 transformation unit 276 is provided at the first input port 261, and the
second output normal data transformation unit 259 is provided at the
second output port 264.
Fig. 41 shows a case in which the normal/inverse data
transformation units 256, 258 are provided at the left input/output ports
25 261, 263, and the inverse data transformation units 277, 279 are provided

at the right input/output ports 262, 264.



when 1 is input, the transformation table T outputs 7. The transfornmation
table T perforns non-linear transformation determ ned under consi deration
of security, e.g., checking if the fud@ion is bijective or not, the

maxi mum differential probability is sufficiently small or not, and so on.
10 The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, "<<<" of "<<<1" shows the left rotational left shift and "1" shows

1 bit). The 1'@@{)35?@%&5%‘ééé’ﬂ%lmﬁbhfﬁigé‘.geé'ghh ‘é?%gia AiBed ef t

rotational shift to an output From the Irst transformation

ni t 13 out put SRR £apey R e fpleBflied O Spithing ke, STORGEEE (1,
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of the S-hox third transfornmation it 15 in Fig. 27). as 39 wll as, or,
i nstead otIGRR I&-tglﬁtf{algﬁﬁ- ik GAseSll Fighi PP thgoush % ihe engnmpign Wit ect
can be obtained to a case in whjch a different transformation table T is
further A tedecnptigbuRlycambe implementad,bpibsisgme coniiguradiosk m i nput
data y using the transformation table T after shifting the input data y by
the 1-bit 5 left rotational shifting unit ("<<<1" of the S-box fourth

transformation unit
10 Embodiment 2.

Fig. 11 shows a configuration of a non-linear function unit ¥ of the
non-linear data transformation unit 280.
The non-linear function unit F inputs F function input data 10,
performs non-linear transformation, and outputs F function output data
15 40. The F function input data 10 having 64 bits is divided into eight pieces
of data, and processed in the unit of 8 bits. Each 8-bit data is input to
each of eight XOR circuits 12 of a key function unit 25, XORed with an
extension key 11, and performed non-linear transformation using
substitution at an S function unit 20. Then, at a P function unit 30, two
20 pieces of 8-bit data are XORed by sixteen XOR circuits 815, and the 64-bit
F fuﬁction output data 40 is output. In the S function unit 20, four S-box
first transformation units 13 and four S-box second transformation units
14 are provided.
Fig. 12 shows an implementation example of the S-box first

25 transformation unit 13 and the S-box second transformation unit 14.



16 in Fig. 27) provided for the input data y.Fig. 27 shows cases of s(y),
s(y)<<<1, s(y)>>>1, s(y<<<1l), but casesof s(y>>>1), s(y<<<1)<<<l,

s(y<<<1) >>>1, s(y>>>1)<<<l, s(y>>>1)>>38 are also applicable. By naking

the shifted amount 1 bit, it sonetinmes becones possible to performfaster
10 than cases of shifting by 3 bits or 5 bits in case that CPUs, etc. have
only 1- bit shift command. Further, when this shifting process is perforned
by hardware whjich perforns only 1-bit shifting, it sonetines becones

possi bl e to pekrsdenthedstlex firsh tramsfommhetionivimt 43, 4 sravotformativadabie
performed by 1 bit, but an arbitrary nunber of bits such as 2 bits, 3 bits
can be usddis Byovifedhi The nigabgfoamatidn ttabley Thusbdoudly Sickss vialusOBELY Mes
beconmes possible to obtain a simlar effect to providing different kinds
of tabl esthifugh 25 sftatvarip (& famddrhPeorsipording $b ﬂglddé%ffooﬂlfro§gﬁc22575f. i rst

through fourth transformation units 13, 14, 15, 16 shown in Fig.

Anot her cThbitganabiaatidh fabte B fnaki@uedof 03hrbses BEYL AL o 20
From 8-bit input data yl1l, y2, y3, y4, 3121-bit datra %1, \Zﬁfge,lﬂdzlg!i'b%tsg%ee

obt ai ned Hylee | t [ Vel ), and XORed
at a circui te V%ﬁé E?gn?l 55%??%%%561 gnﬂ%ﬁé’%%aﬁ%&g@ 3@%??‘61%{6&61%’ Z5,

L o LR SOPRRTEN: Bl A 0T B RIS (i
O B e T R T e
ort e, (o Sty 8-S bR kRS R e
output fre. ethetic'rc i 1917ist0 u.tgl Z5.., Z6', Z{', Z8 . 5 As shown in
(a) t hr oulhieC ey tids PRbgpilsy §“f8?1§ g]é’nﬁlpﬁﬂroédlqﬁs?ﬂ 5P 98- S-

10 The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the
figure, “<<<” of “<<<1” shows the left rotational left shift and “1” shows 1 bit).

The 1-bit left rotational shifting unit 22 performs left rotational shift by 1 bit
to an output from the S-box ﬁxst transformation unit 13. For example,

15 when 1 is input, the S-box first transformation unit 13 outputs 7, and 1-bit
left rotational shifting unit 22 cutputs 14.

If the S-box first transformation unit 13 and the S-box second
transformation unit 14 are configured as shown in Fig. 12, one can obtain an
- effect, which is similar to the case in which two kinds of the transformation

20 tables T are provided, though it is not‘ required to have two kinds o'lf
transformation tables T. By including only one transformation table T, the
memory usage required for storing the transformation table T can be
decreased, and the circuit scale can be reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational

25  shifting umt (>>>1" of the S-box third transformation unit 15 in Fig. 27) as



box first transformation unit 13, S2 is configured using the S box second
transformation unit 14, S3 is configured using the S-box third
transformation unit 15, S4 is configurd¥ using the S-box fourth
transformation unit 16. The 8-bit output data from each transformation 10
unit is copied four tinmes to nmake 32-bit data, and further, 32-bit data is
masked to output only three pieces of the data (24-bit). The 1-byte
rotational shift of the circuit 918 is a cyclic shifting by a unit of bit
| engt h ( 8Wsill 8s,-or1ins{ead) offhiechbitslefirmtetiond] bhifting Gib @2, akimilad2fbows t he
P function unit whose configuration is equivalent 15 to Fig. 31, but

i npl ement aandre iobtainéd doeatcasEriomsdiith ta idiffederdat@ngfornyioy TabyA T &2- bi t
data Zi, Z2, Z3, Z4 are obtained by referring to S5 S6, S7, S8, and they

are XORedfatthar previded. B38nbthe@Uy Dy tit 8NalRBYoaEIHE té et ot i {)ﬁmigfdéj' t
| nput data y5, y6, y7, y8, 32-bit data Zz, Zr,, Z7, Zs are obtal ned by

r ef er ri ngyt@iS9 thSansBrmSiotehl20 4H8Y sBIESRRA ndlut Aath :\{Iﬁr%:{![ the?Pit ©

output an operation result B. The operation result Bis s _
ot A L g L L 8 032 fop S VARG 46 Bl
proCesSy it b, SASHpulth b gl 611 80T 1B SRR
2 el reut 1638 g ¥R e S Von Rbsareee kst BE St e Rel
ot ati onat 0y oner Frer DR S08yeatarSL e alta AR lsrble anky PREkBer at f on
042, Thi sUGpBPADARFICHI | i BE SGFIREe BECORAPRAFAIN toresnoan o) by |
OYte @ 2l ek o tBselE by Abitlor BBi00 i Gase that CPUs, ete. have only 1-
bit shift command. Further, when this shifting process is performed by
hardware which performs only 1-bit shifting, it sometimes becomes possible
_to perform faster. Further, the shifting is not limited to performed by 1 bit,
| but an arbitrary number of bits such as 2 bits, 3 bits can be used. By
15  shifting by an arbitrary number of bits, it sometimes becomes possible to
obtain a similar effect to providing different kinds of tables.
Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27. |
Anothgr configuration of the P function unit 30 is shown in Fig. 31.
20 From 8-bit input data y,, v, s, ¥, 32-bit data Z,, Z,, Z,, Z, are
obtained by referring to S1, 52, S3, S4, respectively, and they are XORed at a
circuit 913. From 8-bit input data y,, v, v5, ¥ 32-bit data 2y, Z¢, 74, 7y are
- obtained by referring to 82, 83, 84, S1, respectively, and they are XORed at a
circuit 916. This XORed result U, and the former XORed result U, are

25  XORed at a circuit 917 to output z,, z,, z7, z,. Then, the XORed result U,



Eis also XORed with the output fromthe circuit 941 at a circuit 944.
Qutput F fromthe circuit 944 is output as z,~, Z23, Z3" Z4", and out put
fromthe circuit 943 is output as z5'4076" z7', 78" S5 and SC are
configured using the S-box first transformation unit 10 13 and a | ogi cal
shift, S6 and S9 are configured using the S-box second transformation unit
14 and a logical shift, S7 and SA are configured using the S-box third

transformation unit 15 and a logical shift, $8 and SB are configured using
oS box Mty i1 ket BT vals SRS to 1@alélt B doPyin (Enive. STrig<by oa

shift is used for tputti 8-bit_outpyt data fro a 15 transformation
it to ACHREHERS: TOEe P SR PR LTHE TSRSl SAIE L SdaGIt G,

|l ogical shift,i et to .shj 0 | | eft b byte in S SA | byte
06 analag shifted Fraif 5§ Hoked Svikh ths itpit Fomdite.ioas STQsSoptpul
assum ng 8-5bit output fromthe transformation unit as z, 32-bit output can
be repres®m%®d“s%0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA

20 [0,0,z, 0 in, S6. and SB L, 2, 0, ip S7.and. SC, [z,0,0,0] in S8 and S9.
't is5possib|e%SPHWFb%fﬂl[t8€?H%hgéhgfﬂ&jﬁ%b$# 5he %E?éf'e‘llﬁw&&lq - 8-bit
and output is 32-bit, which is calculated for directly producin

or edet er b9 dsh FARSoTataR adntl 1 i 52,15 sonigsred using theoSrhaSecand pe
provi ded, which 25 perfaorms transformatign at hi gher speed than the

t ransf or nfd'?w"‘éﬁ)fﬂ%%téoﬂom% e cohvéht COREEUEE ciusies §ﬁ§vw5‘ih§‘XFi§1Jr@6, and

further on which flexible inplementation is possible. In Fig. 11, when the
S-boxes ofapgformatigiet veHt uAD: 24 aise ewHigwetedisings dbet i Sd0x pipuath f er ent
ki nds of S-boxes, eight transformation tables T are 5 required. On the

ot her han@angfematien Subds dhe Sdbiti uiped datasfrown eagh transformation
10 unit is copied four times to make 32-bit data, and further, 32-bit data is

masked to output only three pieces of the data (24-bit).
The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a
unit of bit length (8 bits = 1 byte) which is processed by the S-box.
Fig. 32 shows the P function unit whose configuration is equivalent
15 to Fig. 31, but implementation is different.
From 8-bit input data yi, y2, y3, va, 32-bit data Zi, Z», Zs, Z4 are
obtained by referring to S5, 56, S7, S8, and they are XORed at a circuit
933 to output an operation result A. From 8-bit input data ys, ye, y7, Vs,
32-bit data Zs, Zs, Z7, Zs are obtained by referring to S9, SA, SB, SC, and
20 they are XORed at a circuit 936 to output an operation result B. The
operation result B is shifted rotationally to the right by 1 byte (in Fig. 32,
similarly to Fig. 31, shifting is performed by a unit of bit leI{gth (8 bits = 1 byte)
which is processed by the S-box, not 1 bit) at a circuit 937 and the operation
result B and the operation result A are XORed at a circuit 938. This operation

25 result C is shifted rotationally to upper (left} by 1 byte at a circuit 939, and the



Fig. 12, the nenory usage required for storing the transformation tables T
can be reduced to at least a half. Further, eight pieces of 8-bit data are
input time-divisionally to the S box filrst transformation unit 13 and the
S-box second transformation unit 10 14 shown in Fig. 12, so that the
conventional eight respective S-boxes can be replaced by the S-box first
transformation unit 13 and the S-box second transformation unit 14. Fig.
13 shows anot her exanpl e of the S-box of the S function unit 20. The
concret e CPREREOR ae5Wh G is alex SiQRedwith thevppration megult A Bakciraitit 945
"Galois Field division circuit and shared circuit for nultiplication and
di vi si on" Tlnappesaopaesant [Ragisbifted rotatimalB6d 28bef Naft) iy 2997%8)at 8- bi t
data is input to the S-box transformation unit 21, and 8-bit data is

out put . ThercBibhB41,t amahsheopetdtton vesult 21 is aleoRORp edtlbyhaoubh®i frobber e,
N=8) linear transformation unit 17, a subfield transformation unit 18, and

20 an N-bithel civewit DBANSf f nEtddn 902t IPhisThEeMtiid JdsQRAE tisaRpfpLqat i on
unit 17 perforns operations of 8-bit data. The subfield transformation unit

18 per§ or wBtapRiAly @PEhOkiR) Yy Bite S84 %ifﬁ’ﬁit094:§}raﬁa££lgé*8€éxf§1tﬂin bt
19 per
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| i near tr%ﬁﬁ&r%iS%ﬁﬁﬂ%é‘S?S gan, ,b%,repl aced by a circuit which perforns

an am ne transfornmatio thédrt fansformati on can be 5 considered as
one style of af kkng, 4 ERNSIOLIE 1&191%% usi%igrre}leaél%’x ﬁxhsef tlrialqgf%g:mation unit
10 13 and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using
the S-box third transformation unit 15 and a logical shift, S8 and SB are
configured using the S-box fourth transformation unit 16 and a logical shift.
| The logical shift is used for outputting 8-bit output data from each
15 transformation unit to a predetermined location within the 32-bit output
data. The logical shift is set to shift to the left by O byte in S5 and SA, 1 byte
in 56 and SB, 2 bytes in S7 and SC, 3 bytes in S8 and S9. Namely,
assuming 8-bit output from the transformation unit as z, 32-bit output can
be represented as [0,0,0,z] (0 shows each of eight bits is 0) in S5 and SA,
20  [0,0,z,0] in S6 and SB, [0,2,0,0] in S7 and SC, [2,0,0,0] in S8 and S9.
It is possible to implement using substitution tables whose nput is
8-bit and output is 32-bit, which is calculated for directly producing
predetermined output.

In cases of Figs. 31 and 32, the apparatus can be provided, which

25  performs transformation at higher speed than the transformation used for



transformation unit 87 can be replaced by a circuit which perforns a
affine transformati on. The linear transformation unit 85 transforns

into 8-bit data (X' ). The obt¥ ned 8-bit data (X ) is assuned to
be an elenent of Galois Field (28). The upper 4-bit data and 10 the |
4-bit data (X, and X0) of data X are respectively assuned as el enent

data (X

the subfield Galois Field (24) and output to the subfield

unit 18. Here, for exanple, let an elenent 13 of G- (28) be an elene
whi ch sat thef C@svantmnalrﬁﬂam}tﬂres}mwrynmtﬁ&gl 288 aXa-+Xath&r+du0yhichnfleable3238, a
base of the subfield GF (24) can be represented as 15 [ 1, a, a2' a3].
t he el enentpleafier@atioRdis, po¥libleX,, are represented using t hi s, the fol

re | at

onsh i p can be estab | i shed as X =Xo+13 X, . (For deta

refer to Matui, IiSBErA, wheepth S-boiked df ghy iIShfittidd GHit 2@8de %Hﬁﬁ’\g&r ag
for multiplication and division" (Japanese Patent Registration
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S-box first transformation unit 13 and the S-box second transformation unit
14 shown in Fig. 12, so that the conventional eight respective S-boxes can be
replaced by the S-box first transformation unit 13 and the S-box second
transformation unit 14.

Fig. 13 shows another example of the S-box of the S fuﬁction unit 20.

The concrete configuration is explained in detail in Matui, Sakurai,
“Galois Field division circuit an-d‘ shared circuit for multiplication and
division” (Japanese Patent Registration No. 2641285 [May 2, 1997]).

8-bit data is input to the S-box transformation unit 21, and 8-bit data
is output. The S-box transformation unit 21 is configured by an N-bit (here,.
N=8) linear transformation unit 17, a subfield transformation unit 18, and
an N-bit linear transformation unit 19. The N-bit linear transformation
unit 17 performs operations of 8-bit data. The subfield transformation unit |
18 performs operations of only 4-bit data which are elements of Galois Field
GF (2%). The N-bit linear transformation unit 19 performs an operation of
8-bit data. - A linear transformation unit 85 of the N-bit linear

transformation unit 17 is a circuit which performs the linear transformation



5 linear transformation unit 87 as 8-bit data Y which can be assunmed as an
el emrent of GF (28), where Y = YO+ P Yl, As explained above, this inverse
element circuit is a circuit for conpd3ng Y = YO+ fl YY) =1/ (YO + 13
X). Further, there are sone ways of taking a "basis", such as a

"pol ynom al basis" and a "normal basis", in representing the el ement of
"finite field" 10 (howto take a basis) in the inverse elenent circuit. A
first characteristic of the S-box transformation unit 21 shown in  Fig. 13

is to conP@engit Figi th¢-a Hi Hngpyitrapsfopmatipnyiinih 8% iy dafircgit whichyi t
width (8 bits) of the data intput for the nqn-l_i_near transfornmation. Namely,
the i nverE’é’flf%TrBﬁéhP Gag {ransg 9@@5’:0&'&@?‘4’12% Kig- bar f or mi ng operations of
perforting . onl 08 Iearo BRI PRRALORF b 890 Al DintaageHt A9 4 FAGRHL a
oper at | o DTG APaaliaty PvIeRnaHoRcEo ISP AF B ATEIOR BIAIR S box
oS! TRl S0l Pl 9l e b 530 SRR B0, ke 20
£ anst or rinePrR A6 Tuplt” B SaE e ablacerg Bng SSHIE SISP RFIRRS | on
UGl R ¥ W Rk T N M A R TN S
CTD! 01l B0l o PSR 02, ARSI R ol g 07 "
{ransf of ML, 8094 0% BlehOS: b SR FRIA 99, 21fie RELEQ Hisht Hark Ul o1 des
10 the lower 4-bit data (X, and X)) of data X’ are respectively assﬁmed as
elements of the subfield Galois Field (24 and output to the subfield
transformation unit 18. Here, for example, let an element 8 of GF (28) be
an element which satisfies the irreducible polynomial X8+X6+X5+X3+1=0,
and =28, a base of the subfield GF (24 can be represented as
15 [l,a, @2, a3]. If the elements of GF (24, X,, X,, are represented using
this, the following relationship can be established as X' =X+f8X, (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared
circuit for multiplication and division” (Japanese Patent Registration No.
2641285 [May 2, 1997])). The subfield transformation unit 18 is
20 configured only by operation units each of which performs operations of 4-
bit data.
Here, as an example of extracting “subfield”, the subfield GF (2m)
where n=2m can be considered for given GF (2n). In this example, n=8,
m=4,

25 The subfield transformation unit 18 is an inverse element circuit

using the subfield constructed by the circuit shown in “Galois Field division



5 transformation unit 18, so that the reduction of the security |evel due
to inplenenting using the subfield transformation unit 18 can be
recovered. In Fig. 13, the linear tra#formations are perforned at both
sides of the subfield transformation unit 18, however, the linear
transformation can be perfornmed only at one side. In another way, the
linear transformation 10 can be perforned at one side, and the affine
transformation can be performed at the other side. Fig. 29 shows a case in
whi ch t hecikeyitt gqed | shaaed t cirsuithofgs jultiplication arg: diyisiene @atentincti on
unit 25 placed before the S function unit 20 and the P function unit 30,

i s now pl Regigtegtiosy Non2G3L 26k iMaty 2nil0970. P& andoperationf vemilt of Wdst 30.
Fig. 30 shows a case in which the key function unit 25 is placed between
the S f unisivievse ghlimenzs chmuity hprrerf 4nindt idaba wmid 1@0er Bybit rdsitay(Yaqutch &),
configuration shown in Fig. 29 or Fig. 30, one can have an effect that an
i npl enent eadlonf whtiehdzg besymened pserh epmmeant ofi GB2 (24 hare ottpwatotd tlgeir at i on
shown in Fig. 11 does. Further, by nodifying the generation of the

ext end onlikeys{ransforsaaiton utnit B 7cas 8okit alittai Yievhivhicagn belessaonéd gsrax i on
shown in Fig. 29 or Fig. 30 fromthe sane input as the configuration of

Fig. 11. ¢lenidie cOGFe(RY) ondlere ¥ ¥} H@BIYUNiAs ekplained dboye, tBE inwpsd
functions are provided, in each of which first an operation with 25 the

ext ensi onelkmyerits cpenftoisred cardit fien campREnat Yoa vf A, S fyng) i+omxiys 46
performed. On the contrary, in the case shown in Fig. 29, a key function

unit 25 i pupitrecthate hi® sbhi@lwsisaee takinighs Hasl™cisueh. ash ‘t“g@l iag hown
in Fig. 30, the key function unit 25 is placed between the unction unit
20 and thgsik” Mt E eRokihl baBis”, in representing the element of “finite field”
10 (how to take a basis) in the inverse element circuit.
A first characteristic of the S-box transformation unit 21 shown in
Fig. 13 is to compute data with a bit width (4 bits) which is a half of the bit
width (8 bits) of the data input for the non-linear transformation. Namely,
the inverse element circuit is characterized by performing operations of
15 only 4-bit data.
Although the computation speed may be decreased by performing
only 4-bit operations. This case has an advantage in that a scale of a
whole circuit can be much smaller than a case of performing operations of
8-bit data.
20 Further, a second characteristic of the S-box transformation unit 21
is that the N-bit linear transformation unit 17 and the N-bit linear
transformation unit 19, where N = 8, are provided at both sides of the
subfield transformation unit 18. When the S-box transformation unit 21 is

implemented using the subfield transformation unit 18, there is an

25 advantage that a scale of the whole circuit can be reduced and the



5 Fig. 43 shows a case in which the non-linear transformation unit F shown
in Fig. 28 is enployed in the encryption unit 200 or the decryption unit
500 shown in Fig. 3. Left data is inpu45to the non-linear transformation
unit F as F function input data 10, and F function output data 40 is
output. The F 10 function output data 40 is XORed with right data, and the
XORed result becones |left data of the next round. Wen the left data is
input to the non-linear transformation unit F as the F function input data
10, at t heonfigigationebeqayaes epimplar qomparegl awithi ght case acBIPloyiagnext
round. In the configuration shown in Fig. 43, operations of the key

functi on ansfasatior tablesTt sieciprandem valuesnwhileop thmeentaryintle 30 are
performed in the non- linear transformation unit F, so the operation |oad
becones | sequityi miaynbe deeressed, i Aceordinglys the tencasriramsformatiogmsecmbipt e case
i n which a higher- speed processing can be achieved by distributing the
oper at i onaffiord trdnsfoematiomd | awarpdfamsédr aht both uridesF ofi [the beudfieldi ned
bel ow referring to the 20 figures. Fig. 44 shows a case in which the

non- | ieatransforshatiomtirgn 18)ido Ehai she usddctidheofnthre keawdty tevaehshuer tat i on
unit F is one where the key function unit 25 is renoved fromthe

non- | i neaimpleanattongretsirag thin stibfiekhivansforntatipn 4dit 18 larekt easovepredey kil is
XORed with left data Lo at an XOR circuit 891. 25 Further, the extension

key k2 is XORedinWrigh 113, ght liadae tReneforaatiXR @id petftrmed &t ot didés ofata is
input to the non-linear transformation unit Fas the F 47 function input

data 10, ansstbaasieaskrinatdieusif ¥BChbwevaithe eardritisorationeedon uni t
30. Qutput fromthe XOR circuit 297 and the F function output data 40 are

XCRed at BA peRrfndE bhly 40 GrieOsidlet PHi andthedad, lkhe linear transformation

10 can be performed at one side, and the affine transformation can be
performed at the other side.
Fig. 29 shows a case in which the key function unit 25 shovwn in
Fig. 11, that is, the key function unit 25 placed before the S function unit
20 and the P function unit 30, is now placed after the S function unit 20
15 and the P function unit 30.
Fig. 30 shows a case in which the key function unit 25 is placed
between the S function unit 25 and the P function unit 30.
By employing the configuration shown in Fig. 29 or Fig. 30, one can
have an effect that an implementation provides a higher-speed operation
20 than the configuration shown in Fig. 11 does. Further, by modifying the
generation of the extension keys, the same output can be obtained using
the configuration shown in Fig. 29 or Fig. 30 from the same input as the
configuration of Fig. 11. In the conventional F function unit shown in Fig.
26, two S functions are provided, in each Qf which first an operation with

25 the extension key is performed and then an operation of the S function is



On the other hand, the key generating units 300, 600 performan 5 XOR
operation of the extension keys ki and k2 and output the nodified

extensi on key kl +k3. The output R of 4®e XOR circuit 891 and the

ext ensi on key ki +k3 are XORed at an XOR circuit 298 to output the right
data. The key generating units 300, 600 nodify the extension keys to
generate and output ki +k3, k2+k4, k3+k5, ..., kl6+ki 8. The key generating
10 units 300, 600 supply the nodified extension keys to the processes other
t han t he peoTRgdarOnthie comtrprnciasthe cpse shopat mé*‘ig,i 29, aHecyBumnction a
result, left data Lis and right data Rib becone the sane as the left data
L18 and wuh# 25 éhplakedeaRthe finat stageoe! tigF imctpme hoii¢ icade shosasimn keys
are supplied to the processes other 15 than the non-linear function
process (Fig. sty thpdrept Bunatiarh urtie 28aisaplagnd batwiesndinend Ifunctiba wpkr2@ i ons
with the key data can be perforned outside the non-linear function unit

F', nanel gnddhetthbain@Rcimiu3®s 297 and 298, while the operations of the S
function unit 20 and the P function unit 30 are perfornmed in the

non- | iBnear f unciigod3ustiaws'a. cadeeireviniel thhenapdinear drendormativheukiyF
function unit 25 are elimnated fromthe non-linear function unit F, and

t he | oad giowhdnnBig: 28 saermployetd om theiencEypsonlivatit 200k ed theddectyptéorabl es a
hi gh- speed i npl enmentation. Fig. 45 shows a case in which operations of the
whi t eni ngupitE3 shawnkieyFign3. are performed as wel | as operations of the

ot her extension keys in 25 the configuration showm in Fig. 44. Fig. 45
shows a case i rlefhidatat fse ipyt 489 thaearenlimgannivansformaticn yupiér Foassf an XOR
operation of a part of the whitening extension key kwhigh and the first
ext ensi onfungiion inpakdaia 11heand & hgaelden ihrHpud matandgiisi @stpaie Thedhsi on

key) and supplies the operation
10 function output data 40 is XORed with right data, and the XORed result

becomes left data of the next round. When the left data is input to the
non-linear transformation unit F as the F function input data 10, at the
same time, the left data is used as right data of the next round. In the
configuration shown in Fig. 43, operations of the key function unit 25, the
15 S function unit 20, and the P function unit 30 are performed in the non-
linear transformation unit F, so the operation load becomes large within
the non-linear transformation unit F. An example case in which a higher-
speed processing can be achieved by distributing the operation load of the
non-linear transformation unit F will be explained below referring to the

20 figures.
Fig. 44 shows a case in which the non-linear transformation unit F’ is
used. The non-linear transformation unit F’ is one where the key function unit
25 is removed from the non-linear transformation unit F shown in Fig. 43.
The extension key ki is XORed with left data Lo at an XOR circuit 891.
25  Further, the extension key k2 is XORed with right data Ro at an XOR circuit

297. The left data is input to the non-linear transformation unit F’ as the F



result to the ~COR circuit 891. 5 The figure also shows a -case in which
the key generating unit previously perfornms an XOR operation of a part of
t he whitening extension key kw,,,,, a#d the second extension key Kk,
(namely, the key generating unit nodiffies the extension key) and supplies
the operation result to the XOR circuit 297. 1.0 In this way, the
operation at the XOR circuit 293 shown in Fig. 44 can be elimnated.

Further, [ n a _case shqwn in Fiqg. 45, _the key generating unit perforns an
XOR operab% (B?Hg’lbtaa@taoiot ﬁ@gvﬂﬁ?’fl%‘?ﬁ’mlfﬁ? éﬁ@ﬁ)ﬁﬂk‘é’f}mkm’ﬂap% fie

ext ensi on k,.7 (nagel t he key nerating unit nodifies the extension
key) and BJpprctien vﬁg %&?@ww 5@% eLORhErRER %9?@&14 thedt gwethrs
further, the ke ener at | uni erfqQrng an oper at | f the other
bart i ARG e Re ot Ry BREaR S0 Pl ri ey ki 3
nanely, the Kk enerati ni 1 difies the extension _key) and supplies
'Ehe opgrat i on ﬁ%‘s g othery ﬁgn%ﬂl%ir%ug@n@@@ﬁ& HDit; gb&a§ostlﬂ%§ rdion of
the XOR circuit 296 shown in Fig. 44 is 20 el/imnated. Fig. 46 shows a
case ith wihOdh opseatiey afyihe eglensienr keys; ki @adole and /aHpLkehsomadifed

function unit F, and instead, the key ﬁerati ng unit supplies the
ext ensi oneXEpsion keyhKiker ciTPEuPHIDDB Rihdf e - cirgally 8%uand dheunit F
is configured as shown in Fig. 29. 25 Fig. 47 shows a case in which the key
function eHeEnsEm Key fartbs are t e cireudr 298 et ewipuinthe FAghéind
I nstead, the key generating unit supplies the non-linearly transforned
ext ensi onditey KIhPHey genetadingOmnits 300, t 609 gmadil thee extandidndaeys toict i on
unit F is configured as shown in Fig.
generate and output kKi+ks, kotks, ks+ks, ..., kKiet+kis. The key generating
10 units 300, 600 supply the modified extension keys to the processes other
than the non-linear function process (F) to operate with the data. As a
result, left data Lis and right data Rig become the same as the left data Lis
and the right data Ris in case of Fig. 43.
The modified extension keys are supplied to the processes other
15 than the non-linear function process (F) and operated with the data, and
consequently, the operations with the key data can be performed outside
the non-linear function unit F’, namely, at the XOR circuits 297 and 298,
while the operations of the S function unit 20 and the P function unit 30
are performed in the non-linear function unit F’. Therefore, the operations
20  of the key function unit 25 are eliminated from the non-linear function unit
F, and the load of the non-linear function unit F is distributed, which
enables a high-speed implementation.
Fig. 45 shows a case in which operations of the whitening extension

key kw; are performed as well as operations of the other extension keys in

25 the configuration shown in Fig. 44. Fig. 45 shows a case in which the key



30. In the case of Fig. 47, the sane operation as perforned by the P 5
function process is perforned on the key data to generate non-linearly
transforned key data, and the non-linedcly transformed key data is supplied
to the processes other than the non-linear function process (F) for
processing data to be operated with the data as the key data for
processing data. In both cases of Figs. 46 and 47, because the key
function unit 25 is elimnated 10 fromthe n on-linear function unit F, the
oper at i on geswgatihgt heitnprevipngygr peffunosi an KOR dperstivadof edpaan dftfie
operation of the XOR circuit 298 | ocated outside the non-linear function
unit F canwhitepind exteediomkparial ) sl anil tthetfivst eyiensionokey Rerthanistyl s t he
non-linear function unit F, which enables a high-speed processing. 15

Enbodi nentked: gbhdiratiy Ghvodifi@tid SteabicNked) hhe KPpIRLNGAddin t 300
(or the key generating unit 600) shown in Fig. 1. Thé key generating unit

300 i ncl udegyg BitheleOBI A dfiaRg§ormation 20 unit 310, a first Gbit key
transformation unit 320, a second Gbit key transformation unit 330, and a

o 256°bi 15 the Koy aneraFi i UAT o455 m,cTePhy B B B Badngatiing | ane
120 011 A Fer AR bl o B SRELUER SR R
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circuit 297.
10 In this way, the operation at the XOR circuit 293 shown in Fig. 44 can
| be eliminated. Further, in a case shown in Fig. 45, the key generating unit
performs an XOR operation of a part of the whitening extension key kw,,,
and the extension key ky; (namely, the key generating unit modifies the
extension key) and supplies th_e operation result to the XOR circuit 299. Yet
15  further, the key generating unit performs an XOR operation of the other part
of the whitening extension key kw,,,; and the extension key k,; (namely, the
key generating unit modifies the extension key) and supplies the operation

result to the XOR circuit 892.

In this way, the operation of the XOR circuit 296 shown in Fig. 44 is

20 eliminated.

Fig. 46 shows a case in which the key function unit 25 is removed
from the non-linear function unit F, and instead, the key generating unit
supplies the extension key k to the XOR circuit 298 when the non-linear
function unit F is configured as shown in Fig. 29.

25 Fig. 47 shows a case in which the key function unit 25 is removed



the former to the first Gbit key transformation unit 320 and the key
shifting 5 unit 340. Further, the latter -is output to the second G bit key
transformation unit 330 and the key shi4Pting unit 340. Further, 128-bit key
data which is an XORed result of the fornmer and the latter is output to the
first Gbit key transformation unit 320. Fig. 17 shows inside operations of
the bit length transformation unit 10 310. When the 128-bit key data is
input to the bit length transformation wunit 310, the input key data is

out put as fkay thet norskiviegh fumction upjieF, 488 instend, whehloayt ganyroHagdenit
Further, key data SKI,,, of the lower 128 bits is set to O and output. 15
Wien the %8fpbed theyncialmenasly npatisfbamb@ecitehsioanBéy LRSS 06 Mlel MR UNI t
310, the upper 128-bit data of the input key data is output as the upper.

128-bi t kejtrcdatZo8SKhbaRhwinoROhe AN eBRAAEit FULIHRH i it key
data SK,., is generated by conb?ni ng the Iolwer S64 bfg{lgé}g?gtgﬁg%ﬁlkéﬁgﬂlgz-bit

key data gpnd theti 6p: i k7 d , ' Dy J averd t he
20| ower G4 bit dnt aet Ehe S rbi THOZ N Rey Hara BeeCamos by e

25654 ot s i s, 8 A0 el Pl ey
ot 0\ REARErAld EPAATE AL By Bt ARkl bt oo
51 upper ISBRLPCTRET AR SRAR GRS SR RER BSPAPCoB5oR () P IREERONNS | noar
L;; ng;;) ;n&%ﬁogg psac{]prcx:eééﬁq%; \tr)viléh gﬁ% d%%; aasKt ei ]Sie}(? ta%llj tfc'yr \Ig\z]gc%stsigeg ldgtr:]zgt hInmc the
both cases of Figs. 46 and 47, because the key function unit 25 is eliminated
10 from the non-linear function unit F, the operation load of the non-linear
function unit F is reduced, and the operation of the XOR circuit 298 located
outside the non-linear function unit F can be performed in parallel with the
operations performed by the non-linear function unit F, which enables a
' high-speed processing.
15
Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the
key generating unit 600) shown in Fig. 1.
The key generating unit 300 includes a bit length transformation
20 unit 310, a first G-bit key transformation unit 320, a second G-bit key
transformation unit 330, and a key shifting unit 340. From the input key
data having 128 bits, 192 bits, or 256 bits, the key generating unit 300
generates 128-bit key data K, and 128-bit key data K,, and outputs plural .

64-bit extension keys. The bit length transformation unit 310 converts the

25  bit length of the key data to be output so that the bit length of the output key



transformation unit 310 is 128 bits, the key shifting unit 340 generates
the 5 extension key using the 128-bit léey data output fromthe first Gbit
key transformation unit 320 and the ke? data originally input. \Wen the

| ength of the key data input to the bit length transformation unit 310 is
192 bits or 256 bits, the 128-bit key data output fromthe first Gbit key
transformation wunit 320 is further input to the second Gbit key
transformation unit 330, 10 XCRed with the [ower_128-bit key data SKlI ow,
oper at ed t%\%l?c?’@@ﬁ xedneven Hede kewnsotarhaminsntiffesent nosmtsrtofkeys dat a K,
is output. Two pieces of 128-bit key data, fromthe first Gbit key
transfor mEPWH Jni athepwoadel thedit bagthdranbiormedion naitsI iy peddratediveyt 330,
are output to the key shifting unit 340. The key shifting unit 340

gener at es dabe S&f eofupperkid8 hiss agdtkiey dava SKR, pf kees TI8 BR8ahdtodtputsat a
and the key data originally input. The key shifting unit 340 includes a

shift regithé Sirnder3blihedirss ti-bit keyaghabfimBitdd2und S0 FhdiRE ik%gr%hif@h?&?” a
shift register D 344, and a shift control unit 345. The shift control unit

345 ous putigita 340.ect Fatiheal tB46 hetereaghofipthess ikt degghst %’f'—ﬁitt Q&ont rol
t he operations of the shift registers. 20 I'Rg. 18 shows a configuration of

the shift tre@fstestidddhit gmaﬁm&é g@g%}ﬁﬁ?ﬁ%ﬁnﬁ“ém.”%Hﬁ%%&%g@iﬁ#or A 347

having a group of switches for 1 its and a register &' 128

a1 “ihe curohiatBiein FORA TEPROST Beoitel O ML I BSRGary A ™

all the switches of t el ector he saire

si de and &i@%itigﬁj};'&%& e-%lite]lgﬁ\gagg\case in which the group of sw tches

of the selector A ~has se \ based on the select signal 346, and
e X R R
regi sfer g performs the rotational shift to the left by 15
When the 128-bit key data is input to the bit length transformation
unit 810, the input key data is output as key data SKyn of the upper 128 bits
without any change. Further, key data SK,_, of the lower 128 bits is set to 0
and output.
15 When the 192-bit key data is input to the bit length transformation
unit 310, the upper 128-bit data of the input key data is output as the upper.
- 128-bit key data SK;,, without any change. Further, the lower 128-bit key
data SKy, is generated by combining the lower 64 bits of the input 192-bit
key data and the inverse 64-bit data, which is generated by inverting the
20  lower 64-bit data of the input 192-bit key data,. and output.
When 256-bit key data is input, the upper 128-bit data of the input
key data is output as SK;,,, and the lower 128-bit data is output as SKjye-
An XOR data of the 128-bit key data SKyn and SK,, 1s input to the

first G-bit key transformation unit 320 from the bit length transformation

25 unit 310, operated by two round non-linear transformations, XORed with the



bits. The 15-bit shift or 17-bit shift is performed by one clock cycle. 5
The nunber of shifting bits (15, 17) is one of exanples, and other nunber
of shifting bits can be applied Fig. 18lshows a part of a control table
stored in the shift control unit 345. The control table is a table storing
how many bits the register shifts 10 at each clock. For exanple, in the
register A control table, at the first clock, it is specified to shift by
15 bits. And, at the second clock, it is specified to shift by further 15
bits. Sinmipreryi28bitekesh doftat Bk, s hifntherocperaned thye tivourdind cloackneat i S
specified to shift by 15 bits. At each of the fifth through the eighth

cl ock, ittiamsépecafioes dml 528-bit lyy ddtdKy $s odépfti g. 20 shows a control
result under which the shift control unit 345 controls each shift register

usi ng the tabl eWatwntien Tength 19f 1 theakey odatgengpat | 9 the Bift ' key
fromthe 128-bit key data. The upper 1ng_fbit ke;ﬁl‘ﬁ%ata SKhi gh ingglt%@r]omthe

bi t | engt franksFansi s REH PP 107 128 Htd SheSley Shirh ik t3.4088H 341. The
128-bit key 20 data Kl output fromthe fierylst 1G Elgt 1féy34t0(ra r%ge#g{r;ena }lleon uni t
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unit 320 is fuﬁher input to the second G-bit key transformation unit 330,
10 XORed with the lower 128-bit key data SK,,,, operated by two round non-
linear transformations, and 128-bit key data K, is output. Two pileces of
128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit
340. The key shifting unit 340 generates the extension key using the two
15 pieces of 128-bit key data and the key data originally input. |
The key shifting unit 340 includes a shift register A 341, a shift
register B 342, a shift register C 343, a shift register D 344, and a shift
control unit 345. The shift control unit 345 outputs a select signal 346 to
each of the shift registers to control the operations of the shift reéisters.
20 Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal
346 includes a switch signal to indicate to connect all the switches of the

selector A 347 at the same time to either of A side and B side. The figure

25  shows a case in which the group of switches of the selector A 347 has selected



each clock, and fromthe fifth clock, shifts are performed by 17 bits at
each 5 clock- Decision to output or not to output the upper 64 bits and
the lower 64 bits fromthe shift regisber A 341 and the shift register B
342 as the extension key and its outputting order are specified in the
control table, which is not shown in the figure. ' And according to the
control table, by outputting the select signal 346 including an out put

i nstruction signal to the shift register, 10 the extension key is output
from eachAdfuskt onepiestedsctiygfal 316, andFAingthi2 2a6d) @16 ragizeseA i3aswhiredmde
extension key is generated fromthe 192-bit or 256-bit key data Nanely,
the upper a¥3fatiidal kbyft datche Ichilgh17 Bt  FRERsh e Rid thephp of é\ﬁﬁéﬁﬁé mat 1 on
unit 310 is set in the shift register A 341, the lower 128-bit 15 key data

SKI., is %nﬁ@cﬁeﬁ%osl@,iﬂ{efe%%t%}%rn%&f%ﬁs tﬁ@?%ézagﬁﬂlfshwo@ﬁ%geﬂgw?{é put

fromthe first Gbit key transformation unit I's set int

register féftg’.‘l?"l‘h@'ig-ﬁi@%Pﬂfgg%tliﬁbilﬁ%?xiﬂﬁé gﬁgi%éﬁx:é%i

e second G bit
key transfornmation uni 'S se M%%‘%@ éziri ‘344, Data in a

colu havi ng n 0 n used r. the 0 _extension, keys. Fig.
23 shmo'})ws a cor ?E@%%ﬁ*é%ﬁ%e\éﬁéf ?%%rg 5#8 @§r L-}g?&? ‘i’%"’f%ﬁﬁ‘%‘?i‘?&%“ O%%r
extension _key. T eys .npt used for. the extensi on keys and the
correspon’&’éﬁ%’grOgg%@gﬁﬁqlﬁ%cﬁgﬁ@p ieflhe register and the extension key
shown in Fig. .aiﬁ 25 stored %'1n t he (fonérol taple located in the.
control I er. 54 18 dRSHR™sA PRyt ohg control Eablersterat rpthe,phift comtrel ypils t he
‘nunber of _ bits for shifting the key data set in the shift register A 341.

Nanel y, t B0 ext ensi on keys are generated sequentially by shifting the key

data set in the } i :
The control table is a table storing how many bits the register shifts

10  at each clock. For example, in the register A control table, at the first clock,
it is specified to shift by 15 bits. And, at the second clock, it is specified to
shift by further 15 bits. Similarly, at each of the third clock and the fourth
clock, it is specified to shift by 15 bits. At each of the fifth through the
eighth clock, it is specified to shift by 17 bits.

15 Fig. 20 shows a control result under which the shift control unit 345
controls each shift register using the table shown in Fig. 19 in case of
generating the extension key from the 128-bit key data.

The upper 128-bit key data SKiy, input from the bit length
transformation unit 310 is set in the shift register A 341. The 128-bit key

20 data K, output from the first G-bit key transformation unit 320 is set in the
shift register B 342. Under this condition, the shift register A 341 and the
shift register B 342 operate based on the control table shown in Fig. 19. In
Fig. 20, data in a column having a slant shows to be ignored and not to be
output. Data in the other columns are output as extension keys as shown in

25 Fig. 21.



shift register A 341 by ZzZO= 0 bit, Z =15 bits, Z, = 45 bits, Z, = 60
bits, Zz4= 77 5 bits, Z, = 94 bits, Z6 = Ill bits, andZ7 =128 bits as shown
inthe shift register A control table53The sum of the nunber of shifting
bits becones 15+15+15+15+17+17+17+17 = 128, so that the 128-bit register
perforns the 128-bit rotational shift and the register returns to the
initial status. 10 The reason why the sum of the nunber of shifting bits is
made 128 bits (the nunber of bits of the register) to return to the

initial status iFég.tAhtshowhes nemespondessi hgtwam lbhe stadnt ad the @ptgeid t he
next processing is assigned to the register of the initial status.

Further, iamdddeexténgenfkeyn ng an inverse transformation (decryption), the
process for generating the extension 15 key is started fromthe initial

status, and acc®iglizmihowdQicAs®in Wikichifbapshet&até PRreneyR} 18iaRd the
inverse transformation (decryption) can be perfornmed by setting the

nitial SbaiNslocklbhAom! {18 SRASAAN SIS U Om DD ITTREL Ao 2 11 N0

bits is not made greater than 128 bits (the n

regi ster) clogk! ODRERY& o & u@%?gfoilttj) 9'&5}2%11% %}?erenﬂhg&&aﬁ%\ﬁgt{%ﬁﬁfd ﬁisoer lté)gvteeﬁé}% status

within the sanme shift register due to or m one
cyete (9 SRSk 1A0 AFR PR O g T BB RS o e SRS o (e
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ool st or ROGER ABrHPORE fgo Gt apComgiindy o foRGal HeDkhiM SHgibg wegi st or
ICICTT WA REI S NI RS E NI PR
regl S{Oer ' t].’ilf;[ e:jctsen(sjﬁ)%i ﬂe%zdisto%tput from each shift register by 64 bits.
Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.
Namely, the upper 128-bit. key data SKy,,; input from the bit length
transformation unitt 310 is set in fhe shift register A 341, the lower 128-hit
15  key data SK,,, is set in the shift register B 342, the 128-bit key data K,
output from the first G-bit key transformation unit 320 is set in the shift
register C 343, and the 128-bit key data K, output from the second G-bit key
t.fansformation unit 330 is set in the shift register D 344.
Data in a column having a slant shows keys not used for the
20 extension keys.
Fig. 23 shows a correspondence between the value of the register and
the extension key.
The keys not used for the extension keys and the correspondence

between the value of the register and the extension key shown in Fig. 23 are

25  stored in the control table located in the controller.



shift by the fixed nunber of bits. Therefore, one register is configured to
5 performtw kinds of shifts by 15 bits and 17 bits (at one cl ock), and
the shift operation by different nunmb& of bits can be i mpl ement ed usi ng
the two kinds of shifts, according to the follow ng procedure. Set the
relation so that Z, - ZzO = 15 (here, Z, - ZO=Bj), Z2 - Z1 = 30 (nanely,
Z, - Z, =2B,), therefore, Z. - Z = 2(Z - ZO. Further, as shown in 10
the shift register B control table, set the relation so t hat Z, - Z, 34
(here, z. - za=Asphorm in Fg=197thenshil gontzol unit, 345 Btqres thlaemelﬁabeeofz -
Z4 = 2(Z26 - Z5) Nanel the differences between the nunbers of shifti ng
bits are hﬁﬂéOIEShlﬂimg tgﬁd{eaodajiat set or the shift vegiteSA Bils, Nentelyhehaunber
of shifting bits (30 bits or 34 bits) is set to an integral multiple (2
tinmes = | exfexsion kéyd hee pendrated $6qwinthallys b Bhiftldistivntted dalph 58 if GRe ONE
time shifting. In this way, as the differences of the nunber of shifting

bits are skift teristirtdga1byez nuoter, 29t shbitsl ng=bir 5it§,0Z. 08O btlts”@ er7 he
mul tiple by the integer which is greater than two (| t] mes, id an

i nt eges gbRA! Bl =LaMItL)Z ANt 1 BRs, HIREE 198 1l 44 bH&wﬁ'lhsthfe 6&%@&5? by

operatlngthe shift reglster A 341 one 20 time or two tinmes
IS possi bhecohﬁ‘rcﬁ%ﬁbiﬁ i npl ement shift operations of which the nunber of
shifting bits stored in the control table. To operate two tines (I tines)

neans that the @ﬂéft SRRer atofonﬂtlé ni iﬁ%ﬂf V‘Dsh(ilft?ﬁgt el(bl% cl BCkSi%%s?f t he

operation clock supplied for operatln Wi f 1o Teg) e, on
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bits (the number of bits of the register) to return to the initial status is that
the next processing can be started at once if the next processing is assigned
" to the register of the initial status. Further, in case of performing an
inver_se transformation (decryption), the process for generating the extension
15  key is started from the initial status, and accordingly, both of the
transformation‘(encrypticin) and the inverse transformation (decryption) can
be performed by setting the initial status. Further, the reason why the sum
of the number of shifting bits is not made greater than 128 bits (the number
of bits of the register) is to prevent the generation of identical values as the
20 status within the same shift register due to performing the shift more than
one cycle (greater than 128 bits of shift). This is because, for example,
performing the rotational shift by 2 bits, which is less than 128 bits (the
number of bits of the register) and performing the rotational shift of 130 bits,

which is greater than 128 bits (the number of bits of the register), produce

25  the identical value. It is desirable to set such values in the register A



after shifting |l - | times (2 - 1 =1 tinme) are ignored and are not used
for the 5 extension key. This can be seen in Fig. 20, in which the columms
of key[8] and key[91 have slants, showrng that these keys are not used for
the extension keys. And either or both of the higher data and the | ower
data of .the shifted data after shifting | tines (2 tines) is or are used
as the extension key. This can be seen in Fig. 20, which shows key[1l2] and
key[ 13] are , 10 output as the_extension keys. The reasons why the shift
operation CBBE‘“@@ t%ﬁer%‘laftri of Peplpravagi R% fr &gt xagistearbyn e icgclenpheyed as
descri bed above are to enable to performthe shifting of not only 15 bits
or 17 bi t stumbges ofzghiBirepbits vasiex ipyeilasly tduopgh the Xn2)cychi.t s Howeddr, (- - 15
X 3) bits or 51, (=17 X 3) bits, etc.), which varies the nunber 15 of
shifts andnfardehde faclitater theecdrfegwedion by tharxhiftt fgristeasmnswivsitdietgases
are provided in which the shifted. data is not used for the extension key
is also shift iy theefikbd rsecher by bitlst Thedefort C6né Geghier & Eoﬁifi'%uﬂ;"ﬂt go Whi ch
is not used for the extension Kkey (in Figs. 20 and 22, keys of col unms
havi ngs sl @etﬁrm/\ﬁw&mxﬂsa)f@,ﬁifw%gdm Bits a#@ 11Bite(he68s bk id Wehhiff OF
exanpl e, the processing of the hardware or the processing of the programis

not conseeggéiatfdry bpeditREdMd nubiMerC 8N Hifd €an ed%amg?e;t?eht d iugingﬁéﬂié E]tg‘%cg

desired to generate such data when the operation e nor

transf or mahh Qo ttifts (&dedrBRY Qﬁeiﬂﬂswlg%g%c%.du&éanﬁ ormation unit (FL-)

are perforned, or before or "after suc rations 25 or at idle tines of

B ogr am . subr St Per AR Sg R e e S R g2 prideds Arg 20 7 °
charact er \31L68, 9f _the 5RNt Eﬂéretf@r%ll "zﬂ‘%‘l"@ é(ﬁl Fi 2. 1?‘uirtshetr,hgé s Qvevn in
10  the shift register B control table, set the relation so that Z — Z,= 34 (here, Z, |
—2,=2B,), Zs — Zs = 17 (namely, Z; — Z; = B,), therefore, Z, — Z, = 2(Zg ~ 7).
Namely, the differences between the numbers of shifting bits are made 15
bits and 30 bits, or 17 bits and- 34 bits, and the number of shifting bits (30
bits or 34 bits) is set to an integral multiple (2 times = I times) of the number
15  of bits (15 bits and 17 bits) for one time shifting.

In this way, as the diffefences of the number of shifting bits are set to
either the number of shifting bits for one time or the multiple by the integer
which is greater than two (I times, I is an integer greater than 2) and the
number of shifting bits for one time, by operating the shift register A 341 one

20  time or two times (I times), it is possible to easily implement shift operations
of which the number of shifting bits stored in the control table. To operate
two times (I times) means that the shift operation finishes with two clocks (I
clocks) of the operation clock supplied for operating the shift register A 341.

Here, on shifting I times (two times), hoth the higher data and the

25  lower data of the shifted data up to T — 1 times (2 ~ 1 = 1 time) are ignored



control table specifies the nunber of shifting bits of B =8 X2 - 1 =15
(13, =8 5 XJ, - 1, where J, is an integer greater than 1) and the nunber
of shifting bits of B228 X2 + | =1 6(BZ: 8 XJ, + 1, where J, is an
i nteger greater than 0, J1 = J2 or J1 *J2). To set the shifting anmount to
a 1 of the integral nultiple of 8 is to performthe shift by odd bits,
whi ch inproves the security conpared with performng the shift only by
even bits, since the operation of 10 the_extension key in the data.

pr ocessi n@ndfre 1ok uged éonfihegtiprsignikey. t War exgmpleyviancasietaf shifting fkomh si nce
the shifting anmount can be set b addi ng/ subtracting 1 bit to/fromthe
mul ti pl e éf=8.,5 todh, edbnbréZ, ﬁﬂl)ﬁéhen@mbemﬁs}ﬁftﬁnagbﬂ]slqt oheltiitned Fi (#5i-ng
command,’ the shift operation such as above perfornms a hi gh-speed

pr ocessi n5Xbirpal eandvbbbh she fHighe yt8ahdtthedbwrerbidta. oflfhoAsisifRlds@ata N case
that this shift operation using the hardware which can shift only | bit,

t here ar eaftesekiffiagdi-bll @ihes PRrf10£ M Hrd) e SPLEE APAOE 8SS hBY usdd fd:N ¥ eabove
description of the bit length transformation unit 310, three kinds of bit

wi dt hg of exde@nsTbl Reydl eTHiBRUL-b&Wah WM FIg! D6, KLWHIEK 3he RBULALS @l (dienat h,
in which Qis between 128 bits (G bits) and 256 bits (2G 20 bhits { Qx<20G),

Lhe bi {1 €881 Ry OPNSIAY BRAICOD ok 108 0! 830 NG KEY wdlll 3of Quehe same

size of the key data when the 256- ata 15 input, using song kind
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10  output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits; but also 30 (= 15X2) bits, 34 (= 17X2)
bits (or 45 (= 15X 3) bits or 51 (= 17X 3) bits, etc.), which varies the number

15 of shifts and further to 1mprove fhe securitir. And, the reason why the cases
are provided in which the shifted data is not used for the extension key is
also to 1mprove the security.

It 1s desired to generate the data which is not used for the extension
key (in Figs. 20 and 22, keys of columns having slants, which are not used for

20  the extension keys) when, for example, the processing of the hardware or the
i)rocessing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of
the normal data transformation umit (FL) and the inverse data

transformation unit (FL') are performed, or before or after such operations

25 or at idle times of processes or switching times of processes such as a



Here, it is assuned to input two 128-bit key data SKI and SK2 (SKI 5
*SK2), and that the bit length transformation unit 310 outputs SKI high =
SKI = (SKHL | SKL1) from SKI and SK2hi §h = SK2 = (SKH2 | SKL2) from SK2.
Here, SKH (i = 1,2) means the upper 64-bit data of SKI and SKLi (i = 1, 2)
means the |l ower 64-bit data of SKi. Assum ng that XOR data of SKHl1 and SKH2
I's AA and XOR data of 10 SKL1 and SKL2 is AB, it can be said "at |east
AA30 or A B*O' since SKi *SK2. As shown in Fig. 34, these AA and AB becone
A A+ A D, fumdgionAca]l byespeotraml ya smproetiaeviall shend \Aﬁtéﬂulﬁﬂsh@ﬁdlmg
non-linear transformations. This neans that XOR data (A AT A B) of

SKi hi gh apehc8k2hi gh beconmes XOR 15 data (A A+ ADI AB+ .AC after
perform ng the two rounds of non-linear transformations to SKlhig,, and

t he transfor nPdTH@tcﬁaﬁéét@flsﬂﬁé oAb '?Bnhtlﬂ taﬁwsﬁﬁgﬂqﬁ 13| nﬂi‘%&# itlggf%e

transformations to SK2hi gh. Accordingly, se p a after

erformn Li are _
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same data fr_o SK| nd..SK2hi thr h the two rogf_nds of non-linear 25
t ransf or ndn %@?st@?\cﬁ?t ﬁ}é]fg‘ﬁ‘g FROURE ti?e? sl pf fhegintsgran t he
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two r Oundcsoxggalré(c)l w1t51npeearrfox:[n£1anngsgh%r Q}%&% 8£llsy byS Ie\rrlecr? b;f:[s gg‘ﬂze the operation of
10  the extension key in the data processing unit is made by 8-bit unit, that is,
even bits unit. And since the shifting amount can be set by
adding/subtracting 1 bit to/from the mﬁltiple of 8, for example, on some CPU
which has only 1-bit shifting command, the shift operation such as above
performs a high.-speed processing compared with Sh.ifting by 3 bits or 5 bits.
15 And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed pl;ocessing.

In the above description of the bit length transformation unit 310,
three kinds of bit widths of key data are input. Even when the key data
having Q bit length, in which Q is between 128 bits (G bits) and 256 bits 2G

20  bits) (G<Q<2G), the bit length transformation unit 310 can extend the key
data to the same size of the key data when the 256-bit key data is input,
using some kind of algorithm. Namely, when the key data having length of
Q, which is between G bits and 2G bits, is input, the bit length

transformation unit 310 can convert the key data of Q bits into the key data

25  of 2G bits.



be said "at | east AA=#O or A B* 0", there nmay be a case such that either A
5 Aor ABcan be 0. If AA=0, AC=0, and in the sane manner as

di scussed above, the XOR data (0 f A Bp8of SKI high and SKI hi gh becones the
XOR data (AB+ AEIl AD) after performng the three rounds of non-Ilinear
transformations to SKl high and the transforned data after perform ng. the
three rounds of non-linear transformations to SKl high. Accordingly, when 10
t hese pieces of data after receiving the three rounds of non-I|inear
transfor mat i onsNexé, XGRedistehde Pfdbf off amchqai2hliealh, kéespig bevekplaimddd t he
XOR circuit 999, the XORed results of two pieces of data become (A B+ AE
A B+ A D) refderidg.tovlign34.t is assurred AB=AD=AE*O the followng is
true: (AB+ AEFAB+ AD = (0 10). That is, when these pi-eces of data

after 15 perform g foewh | 40 f re
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equi val en key WO- I ou non-linear tran mat | Qn accor ding to
t he prese en“B dt f?i Q‘E’duPE%r ﬁgeiilﬁélta t"%ﬁé“ #aq BELafct He?) case
in which the nogﬁ?m stgl%% %1;] (gtgre 0 equi val ent key is proved other than

the two- r BIFRESHER PV eR 4ion according to the present

enbodi nent, however, _|t a(p ﬁf er abl e use the two-round non-linear
transformation QRdata %&&ﬁamﬂﬁgﬁiw AAand XOR data of

10 SKL1 and SK1.2is AB, it can be said “at least AAF0or AB¥0” since SK1

+SK2.
As shown in Fig. 34, these AAand ABbecome AA+AD, AB+AC,
respectively, by receiving the two rounds of non-linear transformations.
This means that XOR data (AA| AB) of SK1,,, and SK2,,, becomes XOR
15 data (AA+AD} AB+AC) after performing the two rounds of non-linear
transformations to SK1,;, and the transformed data after performing the
two rounds of non-linear transformations to SK2,,. Accordingly, when
these pieces of data after performing the two rounds of non-linear
transformations are XORed with SK1,;,, and SK2,,,,, respectively, at an XOR
20  circuit 999, the XORed results of two pieces of data become (AD| A C). If
the non-linear transformation is a bijective function, inputting AX+#0 always
causes to output AY#0, so that when “at least AA¥0or AB#07, it can be
said “at least AC#+0or AD#0". Therefore, since it is impossible to output
the same data from SK1,,,, and SK2,;,, through the two rounds of non-linear

25  transformations, non-existence of the equivalent key is proved.



addition to the proved non-exi stence of the equivalent key. 5 Fig. 24 shows
a conputer for installing the data transformation unit for encryption 100
or the data transformation unit for deé?yption 400. The data transformation
unit for encryption 100 and/or the data transformation unit for decryption
400 is connected to the bus as a printed circuit board. This printed
circuit board is provided with a CPU, a nenory, 10 and a logical circuit

el enent, and encrypts plaintexts supplied fromthe CPU into ciphertexts
usi ng t he aboveOrertheonBwropends issn shownr éh uFizs 8He adatther taasth@ilCPek O it
decrypts ciphertexts supplied fromthe CPU and returns the plaintexts to
the CPU. konsidesedyain, whieh didicathreansidmof aibrilinkaf Gra A MRItIGHE 480 Or
the 15 data transformation unit for decryption 400 can be inplenmented by

the har dyarformedrinbesad dffteoddtudds GRS hoL S &an@,fvrhae[t%nsencslyl% PP&&OO or
the data transformation unit for decryption 400 can I so 1 npl enented by

the softparaidsat REstlat A0 3PSAW-FB? @R IR NPT, o '\@%@s\ﬁchttlﬁ%t%@@ A
operation can be perforned using the program stor in a mgne sk

drive or a 20 Alpxhil 6o db skydin ye- ¢ nagRat her y ye_q ratlon can
be inpl emented by con%:]hm nIgfdt h% har’d\%g(ree ah[?id emsgggware h this is

o oo i St e 101 ARSI AR, BTt

above operation using one conpu }"ﬁo

b d d I
2 host 023%@1%2“#%% gl @J?ﬁeﬁsrspﬁeaipaﬁ%’éc e Twts o mot-Spewin 0

the figur I n t,hefor I ng Ei rou arroy shows _a
directi on’(?(ﬁIJS Faraty Sigﬂffgll g’\ﬁ g‘?‘ﬁjt’faﬁ‘@ ?lir@g‘ﬁléjsatﬁa% fly PeRrERRSEher e
bl ock di agrans of da a transformation unit_and also flowharts. "

unit" shotreenty a%ggn mear transformations to SKZ2,,. Accordingly, when

10 these pieces of data after receiving the three rounds of non-linear
transformations are XORed with SK1,;, and SK2,;.,, respectively, at the
XOR circuit 999, the XORed results of two pieces of data become (AB+AE|
AB+AD). Here, when it is assumed AB=AD=AE+0, the following is
true: (AB+AE| AB+AD)=(0|0). That is, _when these pieces of data after

15  performing the three rounds of non-linear transformations are XORed with
SK1,;, and SK2,;., respectively, the operation results are the same.
Namely, SK1y,;, and SK2,, output the same data, so that the equivalent
keys exist, which are troublesome in respect of the security.

Not only the above-mentioned case of three-round non-linear

20 transformation, a general non-linear transformation may output the
equivalent K, from different SK1 and SK2, that means an equivalent key
may exist. However, it is possible to prove the non-existence of the
equivalent key when the two-round non-linear transformation according to

the present embodiment is employed.

25 Further, there may be another case in which the non-existence of the



bl ock diagrans can be replaced with "... step” or "... process", so that
the 5 diagrans can be considered as operation flowharts or program
flowmcharts showi ng the data transforng0 on nethod. In the foregoing
enbodi ments, a case in which 128-bit plaintexts and cipbertexts are used
has been expl ai ned, but the data can be 256-bit plaintexts and

ci phertexts, or plaintexts and ci phertexts having another 10 nunber of
bits. Further, in the foregoing enbodi nents, a case in which 128-bit, 192-

bit, 256- Hquikelpntiken inptoved dher ¢kt anhbemokeyindaid Usedy tPsfb R akipy, dat a
can have another nunber of bits. If the bit length of the plaint exts and

the ci pherdcextdingttoetheeyraiang erdboditte AN EIGRRSIHOR KAV eRIKIeChANGE L Of
course, the bit [ength to be processed by each un|t eac step, or “each

process l&w@tuaﬁﬁﬁﬂnaﬁqméyrn&aheférﬁ?at%ﬁ hek &G Bf Al Qﬂﬂﬁt &Lﬁgu |1k ab' | i ty 20

According to the enbodi nent of the present I nvention “he 1o

transfor S ansf ormati on un| t
(FL's) a?@ﬁgﬁﬂg%ﬂg%&hé EMV %%%%%gitggc‘% ﬁf/ﬁ{een%qrﬂ%]%gtﬁ &rd t he decryption

using st he sane S t o on i and t he.

decr ypt5 ion unit Fﬁ%%i %%% a@éﬁ Q‘# T pfé’ﬁﬁ%m’gﬁshﬁﬂiﬁf’e% ”éﬁg WFPAtIAY Ytt he
Chared by Pre S BEBhAT: (R e RRnels i 5%‘3%%%?%%«@?@ 369" second
transformation it. 14 sothat .he configuration is implified. Further,
according to thiﬂgn%%% feastorme 8np}1€r§ekﬂ ?W@HFW@nlOQh@ldfor the data

transformation unit for decryption 400 is connected to the bus as a printed
circuit board. This printed circuit board is provided with a CPU, a memory,
10 and a logical circuit element, and encrypts plaintexts supplied from the CPU
into ciphertexts using the above-mentioned operation and returns the data
to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns

the plaintexts to the CPU.
Ir_l this way, the data transformation unit for encryption 100 or the
15 data transformation unit for decryption 400 can be implemented by the
hardware. Further, the data transformation unit for encryption 100 or the
data transformation unit for decryption 400 can be also implemented by the
software as the data transformation method. Namely, the above operation
can be performed using the program stored in a magnetic disk drive or a
20 ﬂexible disk drive. In another way, the above operation can be implemented
by combining the hardware and the software, though this is not shown in the
figure. Further, it is not required to implement all the above operation
using one computer, but it is possible to implement the above operation by a
distributed system such as a server and a client, or a host computer and a

25  terminal computer, though this is not shown in the figure.



5 subfield transformation unit 18 is used, which makes the configuration
sinpler, and the linear transformation unit 85 and the |inear
transformation wunit 87 are provided, s®l that the security is inproved even
if the subfield transformation unit 18 is used. Further, according to the
enbodi nent of the present invention, the 10 shift control unit 345 can
make the shift register operate integer nunber of tinmes to performthe
shifting of the key data with the nunber of shifting bits (for exanple, 30
bits or 34 bits)InthiechrésingFigs.fi dedwrhrdErarohrivv showsh dsectivi ¥f i bi Lts
or 17 bits, and inproves the security. Further, according to the enbodi nent

of the presgmrationvitow,i ond the daafes Huvifigthevided hfe Whickhdiabeashidtgh dat a
in the shift register is not used for the extension key, i ch further

i mproves tdwaseaHEfkMationr i an PSR 419s t he ephed EH&% igf tHe B RIS ent
er o

invention, even if the key data having different numb Its 1S 1 nput,

the bit | g dikéamsd QEARd ofdBld WA <Nagaps &0 LN deyedaha 3

fixed length, which 20 enables to operate a Tlexibl ey generati

o et SRR U SHDA FE D RS SERIS LB g
sl T L R RIS, O e Koy bet o cautvalent
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ciphertexts are used has been explained, but the data can be 256-bit
plaintexts and ciphertexts, or plaintexts and ciphertexts having another
10 number of bits.
Further, in the foregoing embodiments, a case in which 128-hit, 192-
bit, 256-bit key data and 64-bit extension keys are used, but the key data can
have another number of bits.
If the bit length of the plaintexts and the ciphertexts, the key data
15  and the extension key are changed, of course, the bit length to be processéd
by each unit, each step, or each process is changed according to the bit

length.

Industrial Availability -

20 According to the embodiment of the present invention, the normal
data transformation unit (FL) 251 and the inverse data transformation unit
(FL™) are provided for implementing the encryption and the decryption using
the same algorithm, so that the encryption unit 200 and the decryption unit
500 can share the circuit.

25 Further, according to the embodiment of the present invention, the



1. A data transformati on apparatus having a data processing unit for

I nputting key data and performng at |east one of encryption of data and
decryption of data, and a key generatifgy unit for generating key data to be
used by the data processing unit and supplying the key data to the data
processing unit, wherein the key generating unit conprises: a first Ghbit
key transformation unit for inputting Gbit key data having G bits,
transformng the Gbit key data, and outputting first Gbit transforned

key data hansfigrnihtion $abknT ia seeeddbyGthe (S-bsafisbe trBlHomEtvh 9% 13 _
inputting the first Gbit transforned key data output fromthe first Gbit

key transhodnghiel 8rbonideondt fransforfttith WRgt $4bish traY 4Rt fon QLY ting
second G bit transforned key data, and wherein the key gene atl ng unit, in

case thatgiiygtifiey generating unit inputs Gbit key data K, inputs the
‘G bhit key data Kto the first Gbit key transformation unit to transform

and outputs G bFﬁrttHeimé(f, ggm% Mld%gmoléimeg #%lafprr%%}l e‘é{’éﬁ:}{ st G bit key

transformati on unit as key t rans ekey
gener at i t g_uni puts ZGblt key
dara B oumditih o AsARTACIP b 3, PR S bt shecoetiguration  no
G bit key at dtotheflr t G bit ansformation wunit to
t ransf or m: g%}’&ar %ﬁrhg ]IF“?&?‘ ftrags%)ﬁn ?%EFH@% @lé@ e duyear gransiapmesiont he
first Ghit. t nsforrre%@é gltothe second G bit transformation
unit to tPEIHARS PIRE tﬁﬁtt agé; SriRPCBINY tis eV o rvenkdytheasablicdd

concatinates the first Ghit transforned key data Kl output fromthe first
G 65 transiormation unit 18 is used.

Further, according to the embodiment of the present invention, the
10 shift control unit 345 can make the shift register operate mteger number of
times to perform the shifting of the key data with the number of shifting bits
(for example, 30 bits or 34 bits) which is not a fixed number of bits such as
only 15 bits or 17 bits, and improves the security.

Further, according to the émbodi-ment of the present invention, a caée

15  is provided in which the shifted data in the shift register is not used for the
extension key, which further improves the security.

Further, according to the embodiment of the present mvention, even
if the key data having different number of bits is input, the bit length
transformation unit 310 changes to the key data with a fixed length, which

20  enables to operate a flexible key generation.

Further, according to the embodiment of the present mvention, the
two-round non-linear transformation is wused in the first G-bit key
transformation unit 320, so that non-existence of the key being equivalent to
K, can be proved, which improves the security.

25 Further, according to the embodiment of the present invention, the



bit key transformation unit and the second G bit transfornmed key data K2
output fromthe second Gbit transformation unit, and outputs a
concatinated result as transfornmed 2G5Bit key data. 2. The data
transformation apparatus of claiml1l, wherein the first Gbit key
transformation unit includes: a non-linear transformation unit having two
rounds for performng non-linear transformation on the G bit key data; and
a logical operation unit for performng a | ogical operation of a hal fway

t ransf or mbata@obi bf ki Hay afundtjput 25 dsn dteedpnehichuedablest he hihi-shbagar
transformation unit and the Gbit key data input to the first Gbit key
transfor nprocesimgit. 3. The data transformation apparatus of claiml or 2,
wherein the key generating unit farther includes a bit length
transformation unit for converting Qbit key data into the 2G bit key dat a
in case that the Q@ bit (&Q2G key data is input. 4. A data

transfornmati on nmethod for executing a data processing process for
inputting key data and perform ng at | east one of encryption of data and
decryption of data, and a key generating process for generating key data
to be used by the data processing process and supplying the key data to

t he data processing process, wherein the key generating process conprises:
a first Gbit key transformation process for inputting Gbit key data
having G bits, transformng the Gbit key data, and outputting first Gbit
transforned key data having G bits; and a second Gbit .transformation
process for inputting the first Gbit transfornmed key data output fromthe
first Gbit key transformation process, '



66 transformng the Gbit key data, and outputting second G bit transforned
key data, and wherein the key generating process, when the key generating
process inputs Gbit key data K, inputéa the Gbit key data Kto the first
G bit key transformation process, transforms the Gbit key data K, and
outputs Ghbit transforned key data K, output fromthe first Gbhit key
transformation process as G bit key data transforned, and wherein the key
generating process, when the key generating process inputs 2Gbit key data
K, generates G bit key data fromthe 2G bit key data K,, inputs the Gbit
key data generated to the first GbiQLRAéMSransforrratign process to i
transformand gutputs .the first Gbit transfornmed key data KlI, .inputs the
first Ghit tr ns? o«i\néat%r@na rpation gppaatys dswangdfata progessingmaniton

Concat eneRusIPNLRE Re Gt 4 bEFEFERRE AT ISPt SHCOR CGDRHIAD PF SR 8RS 11 1 st
C D11 Kerqbb T FELHRR 4P b R oSO el Gt vt 1@
concat enaed HSoME (it RRLSRES A SRR fr Ry RPR JPbL B0 o
conput er - hRRYIGNG #iipr age nedium for storing the program

wherein the key generating unit comprises:

a first G-bit key transformation unit for inputting G-bit key data
having G bits, transforming the G-bit key data, and outputting first G-bit
transformed key data having G bits; and

a second G-bit transformation unit for inputting the first G-bit
transformed key data output from the first G-bit key transformation unit,
transforming the G-bit key data, and outputting second G-bit transformed
key data, and

~ wherein the key generating unit, in case that the key generating unit
inputs G-bit key data K, inputs the G-bit key data K to the first G-bit key
transformation unit to transform and outputs G-bit transformed key data K;
output from the first G-bit key transformation unit as G-bit key data
transformed, and

wherein the key generating unit, in case that the key generating unit
inputs 2G-bit key data K, generates G-bit key data from the 2G-bit key data
K, inputs the G-bit key data generated to the first G-bit key transformation
unit to transform, and outputs first G-bit transformed key data K1, inputs
the first G-bit transformed key data K1 to the second G-bit transformation
unit to transform, and outputs second G-bit transformed key data Ko,

concatinates the first G-bit transformed key data K, output from the first G-
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bit key transformation unit and the second G-bit transformed key data K,
output from the second G-bit transformation unit, and outputs a concatinated
result as transformed 2G-bit key data.

2. The data transformation apparatus of claim 1,

wherein the first G-bit key transformation unit includes:

a non-linear transformation unit having two rounds for performing
non-linear transformation on the G-bit key data; and

a logical operation unit for performing a logical operation of a halfway
transformed G-bit key data output from a second round of the non-linear
transformation unit and the G-bit key data input to the first G-bit key
transformation unit.

3. The data transformation apparatus of claim 1 or 2, wherein the key
generating unit further includes a bit length transformation unit for
converting Q-bit key data into the 2G-bit key data in case that the Q-bit
(G<Q<2G) key data is input.

4. A data transformation method for executing a data processing
process for inputting key data and performing at least one of encryption of
data and decryption of data, and a key generating process for generating key
data to be used by the data processing process and supplying the key data to
the data processing process,

wherein the key generating process comprises:

a first G-bit key transformation process for inputting G-bit key data
having G bits, transforming the G-bit key data, and outputting first G-bit
transformed key data having G bits; and

a second G-bit transformation process for inputting the first G-bit

transformed key data output from the first G-bit key transformation process,
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transforming the G-bit key data, and outputting second G-bit transformed
key data, and

wherein the key generating process, when the key generating process
inputs G-bit key data K, inputs the G-bit key data K to the first G-bit key
transformation process, transforms the G-bit key data K, and outputs G-bit
transformed key data K, output from the first G-bit key transformation
process as G-bit key data transformed, and

wherein the key generating process, when the key generating process
inputs 2G-bit key data K, generates G-bit key data from the 2G-bit key data
K, inputs the G-bit key data generated to the first G-bit key transformation
process to transform and outputs the first G-bit transformed key data K;,
inputs the first G-bit transformed key data X, to the second G-bit
transformation process to transform and outputs second G-bit transformed
key data X, concatenates the first G-bit transformed key data K; output from
the first G-bit key transformation unit and the second G-bit transformed key
data K, oufput from the second G-bit transformation unit, and outputs a
concatenated result as transformed 2G-bit key data.
5. A program for having a computer perform the data transformation
method of claim 4 or a computer-readable storage medium for storing the

program.



