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FI ELD The present invention relates to a access restriction apparatus, a
access restriction nmethod, a conputer readable 10 program storage rredl um
I n which a access restriction program is recorded, and a access
restriction program BACKGROUND ART Recently, inmage data with regard to,
for, exanple, an 15 i mage phot ogra@aiedoaTioONe di gi tal camera or an image
read with an optical character reader (OCR) have conme to be exchanged -
t hrough a network such as the Internet. A cellular phone equipped with a

digital ca zgﬂlghﬁg s I xchange -
| mage data %?S\AggélEp ural. celTular g[ggbhéﬁggss ﬁ%@ﬁﬁg@;g I@?&'gﬂﬁaggr egate
(i mage datGOMPHTER rtai:zwABm PROCHAM SSTORYCE MEPIUR RROORPHD A8CEESS| € -
.including information %p_ the information concerning the resol ution of

the i ndge) r@IE§f1'Fﬁ§TlIQNt RROGRANe. ANB ACGESSx RESTRICIIOM GROGRAME gure 24,
conventionally, first image data 161 and the information 157 relating to
the image data 161 have been nmanaged as one file; second inmage data 162
and t he | FECcHNECADNFiEBprel ating to the inmage data 162 have been managed
as one file; third inmage data 163 and 30 the information 159 relating to
t he i mage dat a 183 presanipdaventigagtelatesntofa laccesapgstadctioni nage

dat a 164 QB ai‘ggu& 2:Lacc%r uart\és%rlctlon method, a computer readable
10 - program storage medium in which a access restrlctJ.on program, | }
. A

is recorded and a access restrlctlon program

BACKGROUND ART .
Recently, image data with-regéird_to, for example, an
15 | image photographed with a digital camera or an image read With
an optical character reader (OCR) have come to be exchanged
'thro'ugh a network such as th'e Internet. A cellular phone
_ eq_uipped w;‘.th a digital camera has appeared, and it has come 7
to be possible to exch‘anéé image data between plural cgilﬁlar

20. phones. Conventionally, an aggregate {image data) of binary

',4?‘“’,:}“
. :i; 4

- data such as image data is managed as a file including
information {e.g. the inform&tion'concerning the resolution'

of the image) 'rél-ating to- the image.

25 _ For example, as shown in Figure 24, cpm(entioﬁally,
_fir'st im_ag‘e" data .1'61 and the information 157 relafing to the
"irﬁage 'dat_a 161 have been.managed as one file; second imagé
data 162 and the information 158 relating to the image data
162 have béén managéd as one file; third iniagje data 163 and
30 the 1nformat10n 159 relat:mg to the image data 163 have been

managed as one fJ.le, and fourth 1mage data 164 and the




~file. If a plurality of binary data is , for exanple, cdp

i nformation 160 relating to the inage data 164 have beeQ1Fg§R%gﬁ%¥%§e?2$ed

it has been necessary to process each of the binary data (a file) severally

‘except for performng the process by the folder (or by the directory). So,

if a plurality of binary data is processed by batch processing, the batch
processi ng has not been conpleted sonetinmes owng to an om ssion of the 10

processing of a part of the binary data. And, becausehbinary dgt? suEh as
| mage dat .i.nclude tacter information . in the binar ata, keys

forgthe sgfg%%&g&%P?iégglr%?%F églFﬁet 'ﬁﬁaﬁgé€€€P'ﬁé4a2@§Ft PR%matter for
such bi namgndata asecasl ¥iikheir file names, their creation dates and their

updat e dates. 15 Therefore, the binary data have the problem of the
difficulty of their handling, Further, owing to the recent advancenent of

the informatiop:i Ly,. . data .communi catigns of,. for exanple, 20 docunent
i nf or mation i nc?ﬁdﬁpg’g%t&%ﬁtﬁ ﬂgat?lllﬁ‘rr%r tF - ek SR LIehs0Riedr o

frequent | prprifayamdit Méglbeé'@h\é%@é%ar?%@ P9 i é&éﬁ&&eﬁhe Eggaggarml e, in

the Internet, browser software is configured to read data described by

nmeans of #akérla #iledngeugratay|axtent HppepeTEnrmihgktipe I;mmgi_?ﬁageﬁ%rH'lI('ll\J/lﬁ) 25
e

_ _ o Feptnilhpkitpe b
| anguage. Eah 0adr LEP RIS HCORERRPREY TG 1o LB A BACARG LS PRBAFENA | he

| anguage can

ar KUp | a0gU8g8: 1 cRRBeR by Ooa £0K oo ARSI i cLiCpREQUBET, 5O tuar e

accesses link 30 position information such das a I T orm Resour ce tocat or
(URL ) be?ndqiot beak demplebed cromdtnindw ofwiigobngn desits iy ofsth@l
FEDrYY Y 08 st tls o' part ol HP bihalY abla! "akd Mo tmuaa binars | < "9
data su‘ch as image data cannot include cﬂaracter information
in the binary data, keys for the sake of retrieval or the like
' with respect to a certain matter for such binary data are only
their file names, 'their creation dates and their update dates.
15 Therefore, the binary data have the problem 6f the difficulty

of their handling.

Further, owing te thé recent advancement of the
information industry, data communications of, for 'example,
20 - document inf_ormatioh including such plural b‘inafy- data |
_ describ'ed above, are frequently p’erforméd thotigh networks
such as the Internet. For example, in the Internet, browser
_ software 1s 'configﬁred to read data desc‘_ribe'd'byr means of a
‘mark up language called as Hyper Text Markup 'Language (HTML )

' 25 for performing a display corresponding to the description.

The ‘m'arkup langtiége can d'es.cri'be a site desired to be-

‘linked and the like, and the’markup language is adapted to
‘make it possible that the browser software accesses link

30 position information such as a Uniform Réso_ﬁr‘cie Locator (URL)

being a link destination. In- the following descriptions,




.has a function of changing a display correspondingly to a c

or the |ike by neans of the HTM. mar kup Ianguage,'the 'bk%@ﬁnm oddae |ike
andge of URLs by

changing a certain URL 5 to. the other URL designating a position of a

docunent (see patent docunent 1). [Patent Docunent |) Japanese Patent_

Lai d-open Publication Hei 11-96098 10 (page 5,section 0012) However, since
the URL is described by neans of text data which is easily understood
visually, the URL may easily be altered. Consequently, the URL has a

problem i MOMLLhwid 1l bé eskeMieir {dn thechs ! Solast SN f ﬂ%[eafi]?%i nal URL
may easily be accessed. To put it concretely, supposing that™a
"ht. p:// W@ &B&. HEke PR OBENID DEhthe "HTMa snaorkup Nainguderan tBe. 1 teshgnat ed,

he tinme of amending the URL to a

t he above- |0 robl em occurs at ] Y

esti mat ed G@L@h%pﬁgﬁoﬂﬂﬁm%ﬁ"}%ﬁ% ﬁféfﬁ&%{m%a SHRHY i ntention of
referring dorrdei®om@indiy €o £2niAdk 4 ' E.em wich a
person having an evil gif'r}{'tegt i o%l-gcgtr? %ﬁ(%i% ?K]eé?lg?gingoa Eegtaln Iﬁ&' '
("http?// WiwthgaohberpURD0AOEAgnALIThY) acpbsl tibanothe dedigemel (Jdd e

f&gggg;g{g%ﬁé%%?;H%Bhg&gggigﬁgligtgki?-o?gefopxggt{ﬁgaglybikglrgsdesignated
URL. If the :
[Patent Document 1]
Japanese Patent Laid-open Publication Hei 11-96098
10 (page 5, section 0012) | | o -y

However, since the URL is described by means of text
data which is easily understood visually, the URL may easily
be altered. éonsequently, the URIL has a problem in which

15 files other than the file designated by an original URL may

easily be accessed. -

_ . To put it concretely, supposing that a URL
"http://www.aaa.ne.jp/20010101 html" has originally been

 20‘ designated, the above-mentioned problem occurs at the time

fﬂ(:;\_i:
g

- of amending the URL to a estimated URL
fhttp://Www.aaa.ne.jp/20010102.htm1“ on‘the-intentidn.of

referring tb the. next file.

- 25 . That is, there is a problem in which a person having
:ah evil intention can access the file o
("http://www.aaa.ne.jp/20010102.html") other than the
original file (“http://www.aaa.ne.3jp/20010101.html").

3c . ConventipnallyE_it was impossible to prohibit tracing

- a URL other than the originally designated URL. If the

3




21 February 2006 prohibition was dared to be tried, it wa¥epREAPSEIY tO
perform conplicated processing such as alteration of the file designated
by the URL in advance. Mreover, if a URL to be kept in a secret is
transferred by electronic mail, there is a problemin which, anyone who
recei ves prhieibitRbn Gan @asilyp B@Oﬂ&§d,aé.fti b abcassUR- t@]E Mfogﬁagl_t he
transferr I be assu rom transferre .

Accordin Cﬁg‘?l Ehgedp eééé%tsgﬁﬁ\?gﬁ}tliaosna%ﬁgi Ko} 8%%\%ed£ﬁ§nd%%]€8§ged Péstriction
appar at u$P® diflatz €8821est ri ction nethod, a conputer readabl e program
storage nedi um having a recorded accefss r?as_t ri c: |hon pr olgr am dand _tged
access restrigt] raqr C bl .sol vin ne . probl e escri be
above and_ of gF%%%e% Q% ?erBrRr]ﬁ 1%ﬁgjﬂ%et gep(r%efréra SRTY “t b° t.rﬁﬁﬁgedéggﬁty i nf or mati on
that exi SLECHEPNEC Besi itbprési ymarlebrbyn |vhikh apogig iwba deckovarathon.

DI SCLOSUBEL @han T 10 PVENELON i caGer dancanek tdhaa fid stadepesds 6kt he
present [pvention, .there gr%mptrhov%ded an access restriction apparatus for

. e e transferr . . ! X
restrlctlng a ternln§F accessi ng nmanage nanagenent |nfornat|on, sai d

access restriction apparatus characterized by conprising: supply neans for

suppl yi ng sai daderaimaly, Widehptdgakt pmiemi%f aindf 05 by o EH?A&EI‘S& ng ?
l'inkin i.nation of said_managenent information, sai i Nk position
i'nforrrgt ?%%rﬁg?lnoél P rrfglﬁ'yaréracc ot érleﬁlrlecﬁé?@/&eélaﬁ&aﬁucoﬁ‘eﬂiéesrs managenent
means f oFe3ERAYINTEIERIC 659ragF alitn therimal reeprdsdiagcamnagermsetiomf or mat i on

on a baspsog@timsaind ‘&ﬂel’llﬁc(;@a%%i I'ei-;&@icﬂi@f’x%ﬁ@&i&x@,ntCQE&Q@etgf %l§ﬁ{gﬂtl§@r imsnal . In
accor dange. i second aspect, 0 e present [nvention, there .
pr ovi dedggoﬁwgége%gcrr%g rier ?oanndn%% ﬁégo‘fjé’rg PSRN AY T MY il accessing
managed WHIFGgRENEnamerimt Foat, exbitd aetehpdsition designated by link

position informaticn.

DISCLOSURE OF THE INVENTION _

In accordénce with a first aspect of the present invention,
there is provided an access restriction apparatus for restricting a
terminal accessing managed management information, said access
restriction apparatus characterized by comprising:

supply means for supplying said terminal with link position
information indicating a linking destination of said manageﬁent
information, said link position information being partially or
totally encrypted; and

access management means for managing access of said terminal to
said management information on a basis of said link position

information decoded by said terminal.

In accordance with a second aspegt of the present invention,
there is provided an access restriction method for restricting a
terminal accessing managed management information, said method
characterized by including:

1a supply step of supplying said terminal with link position
information indicating a linking destination bf said management .
information, said link position information being partially or

totally encrypted; and




characterized by including: a supply step of supplying said, Fu? wth
link position information indicating a |inking destination o

managenent: information, said link position informtion being partl ally or
totally encrypted; and 4 21 February 2006 an access managenent step of

managi hg access mceggln@ngg ¥hPaltept O %ahggmn@cg;%@mf gg&fqowmmgﬂ on a basis
of said |link position ornmati on decoded b¥ sal d term nal I n accordance

with a thf r%?lﬁls%aer@fge%?ntt PREPaSeRt °F RV BATISORE S3iHer @k RO 4%A ded a conput er
r eadabl e ipfograiesterayd medrivntlavimg.a recorded access restriction
program for performng a function of restricting a termnal for accessing

managed managenent information, said conputer readable program storage
medi um char actBriFREB e WA Y theaf P PERLIPdeth A PEREST WPt on pr ogram
t hat exeth¢mss is poupgddy ast@puodr Seppoy b ngrogaand st eragensddinit taviihgka posi tion

i nf or mat -efbydadi LALLNG e84 i RKLNG M P&l QP 5210 (RRAgE RNt
information, said |link position information being partially or totally

encrypt e GG HY ﬁc%eéE DHah G ATERTS SR FrdRET HE adedeEnasiokai d
t er m nal said comput enarmgemenbrogrher Mtk g nenian bast=-tefizdi by hiafkngposi tion

i nf or mat ko decaded esai det A BRlor oL A L AULLI, RSpEC Of the present
invention, there is provided an accesS restriction _programfor performng

a function of * YEBLY¢EPYf FRRPAPHSELE SrerEttdstt Ty L heth&getF iranagenent
i nf or mat Lofprmativar am:eath@dabmrmxm@uﬂest@ataors@mpéqadsmmg@ﬁers:uppl ying said

Lerm nal sMidrdia Lol RAS LANposd BLATIMLLAR 1bAHSRY I10: Auhiynki ng desti nati on
of sai d managenent infornmation, sald ['ink position information being

parti al | §/°'ijarl y encrypted; and
an access management step of managing access of said terminal

to said management information on a basis of said link position

information decoded by said terminal.

In a fourth aspect of the present invention, there is provided
an access restriction program for performing a function of
restricting & terminal for accessing managed management information,
characterized by executing:

a supply step of supplying said terminal with link position .
information indicating a linking destination of said management
information, said link position information being partially or
totally encrypted; and '

an access management step of managing access of said terminal
to said management information on a basié of said link position

information decoded by said terminal.
BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a system block diagram showing a configuration:

example of a data management system to which

4a




totally encrypted; and an access managenent step of rranaglgng acc of said
-terminal to said, nanagenent information on a basis of “SafdPPR"Position
~informati on decoded by said terninal. BRI EF DESCRI PTI ON OF THE DRAW NGS -
‘Figure 1 is a system bl ock di agram showi ng a configuration exanple of a
dat a managenent systemto which 4a 21 February 2006 data nmanagenent
apparatus is applied as a preferable enbodi nrent of the present invention.
Figure 2 is a view showing a configuration exanple of the authority

I nformati ABHR0 e 0L QU i vi.ew W ng an
- exanpl e o?pt he do@ﬁﬁéﬁ?&ég?oﬁpﬁ%r%é{e% %?/ t glgdlégﬁrr%%t §;lr’rg)r?:a('a‘gfg@‘r%'“\e%{]"Oesection
of Fi gur e elbodigiend 4fi the preweshownvgnticanfi guration exanple of .the
docunent of Figure 3. 10 Figure 5 is a system conceptual view showi ng a
data .manageneht9REENBALDY Yif¥ngHEHARS gcroRrfigbretbong¥ampliaiafire 6 is

a flow chagl gﬂQﬁoggFg” iﬁf?ﬂﬁ%‘%i‘&ﬁn hﬁ%a%%ﬁn%@@%%ﬁ%e Ue %g%tﬁ%% 3%/1 the

managenent server. ure S & system configuration di ow ng a 15
confi gir ati on ekagpre dfis alatiawBRAGEMGNAD eB¥EHEA b NHE RGBT Ver
conputer to which a access restriction apparatus is applied. as a second
enbodi menfST8PP: Ranaged by - the drewient maipgenint santvon difaghigmrshowi ng a
sinpl e copfiguration exanple of the server conputer of Figure 7. 20 Figure.
9 is a diagramshowi ng. an exanple of a directory structure for the

- managenent of deiguby A ijaceessewesShéwLhyOd) configuration example of

the document of Figure 3.
10 ' Figﬁre 53 is a system éonceptual view showingr a data }
managemeni: method by a management serifer coﬁceptﬁally.
_Figure 6 is a f£low chart showing an example of the data
managemé}nt_: method bf the management server. |
Figure 7 is a system configuration diagralﬁ showing a
15 configuration example of a data management system including
& server computer _to which a access restriction appafatus ié
applied as a second embodiment of the present- invention.
Figu're 8 is a block diagram showing a simplé
configuration example of the server compﬁter of Figure 7.
20 . Figure 9 is a diagram showing an example of a directory
-structure for the management of data by a access restriction - \3
| program_d.f Figure 8. ' o -
Figure 10 is a diagrani showing an example O,fl data stored
in a first document directory of Figure_ 9.
25 o Figure 11A is a diagrams showing a data co_nfigur-atiq-n‘
| e:i_ample of the actual file in Figure 10, and :-Fig-ure 11B is
a diagram éhowi_ng a data configuration example of the inde’i
file in Figure 10. .
'Figure 12 is a figure 'slhow'ing-.-an’ example of the. 'délif'a S
. 30 fomat__ df the index file of Figure 11. | .

Figure 13 is a diagram showing an example of the




prdgramof Figure 8. Figure 10 is a di agram shovm ng an ata
~stored in a first docunent directory of Figure 9. 25 égﬁgg}“%'i’%oog

“di agrans showi ng a data configuration - exanple of the actual file in.
"Figure 10, and Figure 11B is a diagramshowi ng a data configuration

exanpl e of the index file in Figure 10.. Figure 12 is a figure show ng an
exanple of the data 30 format of the index file of Figure 11. . Figure 13
- is a .. diagramshow ng an exanple of the 21 February 2006 processing of

addi ng i ggggfggésnﬂ%gugﬁdlﬁ i $ ?al ag;_gm showi ng the . exanple of the

processi t he ure 15 is a diagram show ng the

exanpl e of the F:Bg@f@CBGSiﬁgaocﬁlﬁglﬂamgsﬁdimm@&med@i&n fhosretHe 6A IS a
- di agram showi ng a configuration exanple of. the i ndex file before the
addi ti on BFEEessing, chnadfipgr the18mage ‘éa‘élﬁiagr am showi ng.a configuration

exanpl e of the 4 51&3( e L4d roc 0.,Figure 17 is
a di agram show n anee%ﬁarr% e o‘\{l %%%‘J’]ﬁr%gog?él a’?ﬁﬁe‘%f%g 1% dat a. '

Fi gur & 18precassingr e/ abavh§otae exagd| @4 . the processi ng of del eti ng
i-mage data. Figure 19A is a. diagramshowi ng a configuration 'exanple 15

of the. index fTi¢FRA6ALS ﬁedmmm@hoyﬂ@ge@mmglmwzeam% |s a
GrL i B0 RSN SLn SRS Pl Ut Rnd LlSanH St e
16B is a diagram showing a configuration example of the index
- file after the addition processing. |
10 ' Figure' 17 is a-.diagram showiﬁg an example of ‘the_
procéséing of deleting image data. '
' Figure 18 is a diagram showing an example of the
processing of deleting image data. — |
Flgure 19A is a diagram showing a conf::.guratlon ‘example
15 of the index file before the deletion processing, and Figure
19B is a diagram showing a configuration éxample of the index
file ‘aft"er the deletion processing.
Figure 20 is a diagram showing én examplé of the
processing of dividing .image data.
.20 s Figure 21 is a diagram showing an ,exalriple.-of- the
| "—processin-g of dividing image data.
| Figur.e 22 is a diagram showing an example of the
- processing of dividing image data. ' |
Figure 23A 3.5 a-diagram showing a configuration exémple
| 25 lof the index file before the division processing, and -Figﬁré
, 23B ié-a diagram showing a configuration ei:ainple of the index
_'file_affer the division processing. | |
Figure 24 is a diagram showing an example of a
conventional access restriction method. o
30 | _ ) ‘ |
BEST MODES FOR CARRYING OUT THE INVENTION .




processing of dividing imge data. 20: . Figure 21 is a,gi W ng an
.exanple of the processing .of dividing inage data. Figﬁ?gg%@gﬁgﬁggdiagram
showi ng an. exanple of.the processing of dividing inmage data.. Figure 23A
‘is a diagram show ng a configuration exanple 25 . of the index file before
t.he di vision processing, and. Figure 23B. is a diagramshow ng a _
configuration exanple of the, index 'file after the division processing.

Figure 24 is a diagram show ng.an exanpl e of a conventional access
| NG, QUT THE | NVENTI ON 21

restriction net _.. 3Q BEST S F RRY

February 2006 HQ%%F&EP%E?F'pPEFgFFﬁagiﬁﬁgaﬁ&EﬁP§Sontﬁ@eppg§@ﬁpt i nvention
Wil be dagsinRadn widat del d@RciBeBaghs agkdlife zﬁttfn%C'B%%- ings: 5
I nci dentally, since the enbodi r?entg to be dggcriobed In t lcey%\(g l'?:g% ng is a
sui t abl e @dt@cted érawpings.various technically preferable limtations. are
added to it. However, the scope of the present invention is not limted to
the fornms of the linmtations as long as a description indicating that 10
‘the prgsent i nVQﬂEE@Bntélﬁfp%%rﬁ!é ¥h€'éﬂlﬂf@ixh&é{:§'%d b &8cifoed In made.

<Fi rst Enbodi ment > Fi gure is a system bl oc I agr am show ng

~ ‘confi gur athenfetdppiiegofisaadatatabhageororetyseammpleq wardousa dat a
managenent _apparatus as a preferabl e enbodi nent of the present invention
soCRRE-AY

is applie &g b Lipdtationsang dddsdhtRitth aHoweusent
the scope of the present invention is not 1;i.mit.ed.to the forms

‘of the limitations as long as a description indicating that

d_t“"

10 . the present invention is especially limited to the forms is ' ?

not made.

<First Embodiment>
Figure 1 is a system block diagram 'showing a
15 configuration example of a data ménageme‘nt .'s'ystem 1 towhich
a data management apparatus as a preferable embodiment of the

present invention is applied.

The data management system 1 is provided with a document

2‘0_' management server computer 25 (management server), client

T
; )
[
& ot

computers 23A, 23B, 23C ‘and .2'3D -(clieﬂts) as terminals, a
network,a and a‘—'maril serv'e;: computer 27 (mail 'server.). In
the _foilowihg descriptioﬁs, persons operating the client
computers 23A, 23B, :23C and 23D severally will.be called as,
25 'fpr_example, "Mr: A", "Mr. B", "Mr.. . C" and “"Mr. D",
respectively. ALl 'of-‘th.em:wi-ll be‘ called as "accessing :

persons”.
. . The maﬁégemént server 25 ismpfdﬁi&e&- with an aut_horlty
7 30 information management table 16 . an access management section

14 and a document management section 18 . It is supposed that




20 ‘managenent server conputer 25 (nmanagenent server.), #gg&h dters
23A, 23B, 23C and 23D (clients) as termnals, a netwrk 8 na a’ mai

- server conputer 27 (mail server.). In -the follow ng descriptions, persons
-operating the client 'conputers 23A, 23B, 23C and 23D severally wll be
-.called as, 25 for. exanmple, "M: A", "M. B"M. C'" and "M. D',
respectively. Al of themw |l be called as "accessing persons". The

managenent server 25 is provided with an authority 30 , infornmation
14 and a docunent

managemnen aple_16. an access nagenent erecti o cun
nanagenen%h%e@FﬁgﬂngptlFngeguggogga fhiame ?f'F%BFuﬁ??mEéB6 tfle-
management server 25 has a name of, for exanple, "a". The authority
information managenent table 16 is a table for nanaging the access .
aut-hority of thEhe|faehhobltynpufermaidnamdnagenentwhakheth® becess persons

operate. _The authority iLnformation nana nt table 16 nanages the access

agthorityt?gi?hgoﬁpgagégbgﬁsgﬁg,a?ﬁ?sﬁxaﬁ%ggflag Sholhe shieRgure 2. In.

the exanpbempliouhsi P3hhend i giidh, Mhich has at:,i&%s%cf%z%ﬁonéuﬁg&{-éw. of "3",

M. B has the access authority 10 of "2", and M. as t access

aut hori't yThe anthorhéydbnﬂaemathmmaggnagementttahlé?gﬂa$ﬁg3&360ﬂmae?ts to

- be stored_as sho in Figure 3 as a docunent group . e ocunent  group
19 i s man3FEa°T Od:lcqigggitfl}ecﬁf’PSﬁsiWW%' f@rt?%a%k%ﬂﬁ?f%?%p 19 :f

classifi edn i QreOCUMeRhLS thQAex Bt o AW G RS RS Nt pelnf orymtion.

IS supposed tﬁg% t he doCunentxgrou% 19 has a é%%ungﬁg%group nang " AAA",

for exanptke adcess asitdwrsupposeli3t hadrt e hdec wienacddBs hastioriospnent nane

,‘bbblo ~of "2¢, and Mr. C has the access authority of "1".

The document ménagement.section 18 manages documents
to be stored as shown in Figure 3 as a document group 19. The
document group 19 is managed under a classification in which.
15 the document group 19 is classified into documents 19A, 19B

and 19C as management information. It is supposed that the
~document group 19 has a document group name “"AAA", for example.
It is also supposed thai_: the document 19B has a document name
“bbb”.
20
Moreover, the document 19B has documents composed of
‘pages, for e_xample,. from a first page P1 Lo a sixth pdge-PG
(a plurality of pieces of unit informafion )..as shown in.-Figufe
4, and autheority information 37 is 'attéched to them. The
25 _ authori-ty information 37 is the access authority set in .the
“authority ihfo_rma'ti_ou management table 16 shown in Figure 2,

and the authority information 37 is, _'for example, "2".

- The ‘access managément sectioh‘ 14"50&{11}65-5 “the access -
30 authority from the authority inforz_natioh management table 16

- to every accessed client such as the client 23A and so on.




20 ' Moreover, the docunment 19B has docunents conposed o or
exanple, froma first page P1 to a sixth page P6 (a pl u?!ﬂfﬁ?@gﬁéoglkeces of
“unit information) as shown inFigure 4, and authority information 37 is -
“-attached to them The 25 authority information 37 is- the access authority
-set -in the authority information managenent table 16 shown.in Figure 2
and-the authority information 37 is,.for exanple, "2" The' access nmanagenent
'section 14 acquires the access 30 authority fromthe authority infornmation
managenent. table 16 to every. accessed client such as. the client 23A and so
on. 21 FelfhgaRgceesaangemards septdagehtnis sonfigured te suprlykhed to
supply the,.clie 23A.and so on . w th,a document co sed of set pages

such as t%&lgtl%u%éﬁt ARG SN G- H m%cqwu%%ﬁ%éﬁem Pagedtion 14

j udges t h@luchngs Al AbciRén@Nth S ArRNsBANE Wit BRESRSCe X ARkigblhen®? t he
~other hand, the client 23D in Figure 1 includes a notification content

setting sé&ecitdan3kt dndgesi thabthearlkied323Atanhesonyt hhveath® acecessent

‘setti sec _hon.gS has the function of setting |ink position information
39 incl ud®H§"°fh&Yirnformation i ndicating a |inking destination such as the
docunent 19A and so on as the contents intended to be notified 15 to the .
client. 23A and so on. To put it concretely, in the |link position

i nf ormati on 39, O dtheexdimeirehatid’ tse aldemie23D. indiegur'shAAinaliudedocunent
group, "bbb" as_a docunment name,  "pages 2-5" as_page specification, and
PN as aft BYETEEGRRION GengEnt S tiABnsPRtEPRUTS B TREY PRKCHBEPL | on

informatigy,

10
The notification content setting- section 35 has the
function of setting lil_lk position information 39 includiﬁg
the infc’nrmation indicating a linking destination such as the
“document 19A‘ahd so oﬂ a's the contents intended to be notified
15 to the client 23A and so on. To put it concretely, in the
link position information 39, for example, "a” as a server .
name, “AAA" és a document group, "bbb” as a document name,
- "pages 2-5" as page specification, and "ON" as an attribute -
are set, as s_hOwh in Figure 5. The link position informatidn

20 39 may be adapted to encrypt not only the information

T,
é; o

indicating the liking destin‘atio_h, but also any one of or a
combination of some of the pége'specifi‘cation, access

authority and the attribute.

25 - The mail software 33 shown in Figure 1 is the software. =
| 'h_aving the 'fu-nc:t.ion:iof exc;hanging electronic mail wifh t-h‘é
other clients 23A and so on by ‘utilizihg mail boxes 21A ‘and
_ S0 on of the mail server 27. The mail software 33 can receive
| | ,"Vthe' -doc'umén-f“s"' 19A an'"dls,o on cémﬁose_& Qf the péjés - -
30 . cqrresponding- t‘_d access'-au'thority from the managementésefver

‘25 as will be described later. Incidentally, it is needless




20'39-may be adapted to encrypt not only the informatiol the
i ki ng destination, but also any one of or a conbi natlog1 gtu%ﬂééd'b?

page' specfication, access authority and the attribute. 25 The mail
-software 33 shown in Figure 1 is the software. having the function of
exchanging el ectronic mail with the other clients 23A and so on' by
utilizing mail boxes 21A and so on of the nmail server 27. The mail
software 33 can receive the docunents 19A and so on conposed of the pages
30 correspondin to access aut hori t({afromthe managenent -server 25 as wl|

be descri bBRFIatR2t thecRreane 44 Yhejdata commypdsats e OREr JiBbel to say
that the 5afe Ghal S SEt Pl AR hoaflO!may Bl Gfked 0 the mi|

software, but ot means nmay be use The cl1ent A includes a docunent
acqui sition sectlon 5 31 and nmai | software 33 Si nce the mail software 33
has functions simlar to those of the above-nentioned nmail software 33 of

the client 23DTRhE148REITIA HeTlHesedAqmedH PF@HlS:FﬁéOHo‘f‘fEFFf@rﬂn
acqui of Ui 9N SEE AN %@%@é%res&%ee eUBlYS L2300 33 fascomposed of

a predeterm ned pages recei ved by the rral sof tware |spI ay the
~docunent sfuBAt i@ simidmr for Bi(ﬁm)lcﬁ:' e atsnteanign t idmae ntal’iﬂ. clients 23B
~and 23C have conf iﬁrat ions and functions simlar to those of the client

23A, the %%qufﬁi LHHdR QMﬁtar?@Q)mﬁﬁ%dies%Pﬂ?@%ﬁﬁm}@%tlsserver 25
has the C&h‘fi at 'I‘?l@t%é@g{%ﬂ’{‘gg ﬁ?@!&ﬂ%ﬁtgﬁgﬁﬁa&% ﬁ_rtget ferred

whi | e an exa ement ne agenment server
25 is deammhmht&tlga GHE o idh TdRisa e.fﬂtee@inaieteﬁm&tﬂ@ag@@ =t he data

management met hod of the managenment server 25 conceptually.

) received by the mail software 33 to display the documents 194
and so on, for example. Incidentally, since the clients 23B
and 23C have configurations and functions similar to those

of the client 23A, the descriptions about them are omitted.

.15 . : The management server 25 has the 'configuration
mentioned above. Next, Figures 1-4 are referred while an
example of the data management method of the management server

25 is described.

20 - Figure 5 is a system conceptual view showi‘ng ‘the data
o management méthoti of the management server 25 conceptually.
Figure 6 is a flow chart showing an example of the data
management tnethod of the management éerver 25. In the -
following descriptiens, the ciient 23A is called -ets "Mr. A";
25 the client 23B is called as "Mr. B"; the client 23C is called
as "Mr. C"; and the client 23D is called as "Mr. D". '

As shown in Figure 5, it is supposed that the document
19B composed of six pages frbxrt the firet iﬁa'ge P1 to the s:.xth
30 :page P6 shown in Figure 4 is prepared :Ln the document group

19 (hereinafter, referred to as “document group AAA") shown

10




Figure 6 is a flow chart showing an exanpl e-of the data,, FaHAYg 'g met hod
of the managenent server 25. In the follow ng descriptirons , the client
23Ais calted as "M. A"; 25 the client 23Bis called as "M. B"; the

~client 23Cis called as "M. C'; and the client 23D,is called as "M. . Da.

As shown in Figure 5 it is supposed that the document 19B conposed of siX
pages fromthe first page Pl to the sixth 30. page P6 shown in Fi gure 4 1is
prepared. in the docurren group 19 (hereinafter, referred to as "docunent

oroup A, SAMRCID LA 4000 EI Sk aaRay N e access

authority "2" nagenent server avin

Nbr eover , mama:g@mnpmdretxhas bl ipiceane ﬁt—;m@ccags (StepUismanity "3% "2"
and "1" are given to Messrs. A B and C, respectively, as the access
authority, as shown in Figure 2 (Step ST2). Now, M. Dis going to notify

Messrs. A, B an he;, 1 he, data of th es of the -
docurment 19B ha@?%ﬁ%’ﬁ% d%gu%ngﬁﬁé abgtﬁalt %lﬁﬁt Pﬁgc§§c8ﬁdgﬁg‘aﬁs P2 to the
fifth 5pagetRor{pyblBc, pagesand Tam are Ghigenctd #eEs880VA NG g pages to
‘Messrs. A, Band C. 15 M. D inputs pieces of position information (e.g.
from thele§BPGELVRANe 88 thR afsasfAuthemiltyconSeshowy thdigucet BPon  of

t he docum?grt %QQT% nmeans of the notification content setting section 35
as shown i'n B gure’s5. Thereby, M. -D perforns page setting as described
above, and sets the 20. attribute "ON'. Hereupon, the attribute indicates
~that only receivers (M. A and the like) having the access authority, for
exanpl e, snal | NOWhafr alcéstapingitecaosifzdéessrautthoB agd C of the

10 locatlons_ of the data of the pages of the document 19B having }
the document name "bbb" from the second page P2 to the fifth |
p_a-gé. P5 {(public pages) shown in Figure 4 for showing the pages

to Messrs. A, B and C.

15 - Mr. D inputs pieces of p051t10n information (e. g- from .
the server name to the document name) concerning the location
of the document 19B by means of the notification content

'setting section 35 as shown in Figure 5. The_réby, Mr. D
performs page setting as described above, and sets the.

20 attribute “ON". Hereupon, the a_tt_ribtite indicates tttat only

| receivers _(-Mr,. A and 'the like) having the access authority, . \5

7 for example, smaller than a certain piece of accéss authori‘fl.y'
(authority number) can browse the décumeht 19B after. the
confirmation of the existence of the authority of the

25 Treceivers at the time of "ON", and that.the receivers can
browse: the document 19B regardless of their access authority
without the confirma't:i..on of the existence of the authority

at the time of "OFF”

30 - Incidentally, at the time of thefperformance of these

settings, it is preferable that Mr. D has the authority for

11




(authority nunber) can browse the docunent 19B after th |on
the existence of the authority.of the 25 receivers at t%(la %Qfﬂgyﬂ{&b , and
that.the receivers can browse the docunent 19B. regardless. of their
"access authority wthout the confirmation of the existence of the
authority at the tinme of "OFF". 30 Incidentally, at the tinme of the
performance of these settings, it is preferable .that M. D has the
authority for 11 21 February 2006 referring to at least the docunent 19B

havi ng th "bbb" Asthe set t.i rrethod _of .the authority,
f or gxarrglaggggﬁgc{m hand Th fp R Famires &&sfiﬁﬁé}f“ﬁ‘f}ﬁ in d

conf or mi t gambt hbbbe . gixd ﬂie céeﬁqm:{% nfmghmétéf\gt@é dbEnority m%f&% edi ting
or the like muy be adopted. After the conpletion of the setting of the link
posi ti on €¥ARB ﬁatqléf?@hasdmh‘mmq nextheoadoptednay dasiyhatDonencrypt s,

for exa S | fi.cati.o he 10 attribute.in the |ink
poSi t i onrrp'lLLﬁf o‘Er"t‘]g SRR Q‘PJatgh S%WIISH: O%d p3ng, apd, pastingnatnbhef i cati on

conterg semenafseaitm%Sér fhe M ikdem@PChy PhgGptigk position information
39a is distributed eing transmtted by the electronic mail to the

mai | boxes 28A and so on of the mail server 27 by nmeans 15 of the mail

software 33 to fled to M nd so. on Ste ST3) M. A and so on
operate the cl |‘1§)te %k & SRks on °f3§'§eﬁ?ﬁé’f‘§ he deigk P@SEHEOR| ect r oni ¢

i | per t ghfbAgat Lo 036 Nes | dudh mifﬁhﬁm&rmﬁé%%@n g, igitiate to

- access the nmanagenment. server 25 (Step ST4).. Accessing the managenent
" server 25eﬁ¢mt$mf@lat@mnﬂee.chémklpaye)fspémiaMatmn ear{®tiape

10  attribute in the link position information 39 as shown in

Figure 5 by means of the notification content setting section

35. Then, the encrypted link position information 39a is

distributed by 'being transmitted by the electronic mail to

| the mail boxes 28A and so on of the mail server 27 by means

15 of the mail software 33 to be notified to Mr. A and so on (Step
ST3).

Mr. A and so on operate the client 23A and so on,
respectively, to refer to the eleéctronic mail pertaining to
20 - the link po’éi_tion information 39a, and initiate to aecess the
management server 25 (Step ST4} Access:.ng the management
server 25 flrst :LnJ.t:Lates the checklng of the attrlbute (Step‘
ST5). As descrlbed above, the anthority is set S0 that, for
‘example, Mr, A has the access authority' "3", Mr. B has the

25 - access authority “27, and Mr. C has the access authority "1”7.

Although the link position information 39a is
automatically encrypted in the memories of the client ‘A" and
S0 on_serverallyr, the ia'c:':_cess".‘authoritj} of MI‘._“'A”aI-ld so on is
30 "3", which is larger than the above-mentioned "2".__

Consequently, Mr. A and so on do not have the access authority,

12




ST5). As. described above, the authority is set so that, I:g Sﬁ’%é
. has the access authority "3", M. B has the 25 access au o " and
M..C has the access authority "1". Although the link position |nforrrat|on
'39a is automatically encrypted in the nenories of the client A and so on
severally, the access authority of M. AA and so onis 30 "3", which is
| arger than the above-nentioned "2". Consequently, M. A and so on do not
‘have the access authority, 12 21 February 2006 and cannot browse the
encrypted |ink position information 39. Hereupon, since the attribute is
ON' i n tha ddamkot pasivsieothe nﬁmmw@ttle@nlllih@ocﬁlttéﬁtn SRPOTRICLP 31 “several | y
5 confirmthe access authority necessary for referring to the document 19B
havi ng t he docunent nane "bbb" in the managenent server 25, - and know t hat,

for exanple, t S ayhhar tt;lg attZibutengeesenyinl@h&i adakMessrs. A
and B have theﬁgatgﬁgg)lﬁty nunber |arger than the authority "2" severally,

Messrs. AodadiBnddnfotrmatien,t ibeacddsn ta@3Rodnd) S OFPhESYEEELHr om't he
~second page P2 to the fifth page PS5 of the.do contrary,
si.nce5 MCODGlﬁ‘astbﬁ@ﬁ%@ﬁ%r@‘%‘i}‘%ﬁ@érﬂe‘{f‘ssqﬁy %%gﬁgéﬁ%@gha?%%% 15 has
the accegs auf rddWidh ¢ R@meayssh{ ShephShfanadeneindent al |y,
as descri é’é‘meglo%{/%gﬁ\}j]en t gﬁgttrl bute of the .link position information 39
is "OFF" gerthe gonfanaathen tfat t foraezesplaut heiagcess AENATHdgenent

- server 25 is not performed, and Messrs A and B having no proper access 20

aut hori ty 24l d& e@fessfa&Y-to t he pages of the docunent 19B havi ng t he
_document nane bbb" fromthe second page P2 to the

10 Since Messrs. A and B have the authorlty number larger : 3
than the authority "2" severally. Messrs. A and B do not have _
the access authority to the pages from'the second page P2 to
the £fifth p-age P5 of the document 19B. On the contrary, since
Mr. C has the authority number “17, it is known that Mr. C

15 has the access authority for referring to the pages (Step STé6}.
Incidentally, as described above, when the attribute of the
link positio.n information 39 is "OFF", the confirmation of
the access authority to the managemeh—t“server 25 is not
performed, and Messrs A and B having no proper access

: 20. -_authorit—y also can refer to the pages of the document 19B _

havirtg the document name “bbb" from the se‘cond page P2 to the % )

fifth page P5.

The transmission of the link position information 730a
25 .concernlng the document 1i9B hav1ng the document name “bbb"
from Mr. D to Mr. C is notified to Mr. C (Step ST7). When
Mr. C accesses the management server 25 by means of the |
contents of the 11nk pOSlthIl 1nformat10n 39a as 'a key, Mr. )
c can browse only the pages of. the document 19B from the second
| 30 page P2 to the fifth page P5 . That is, the managemenlt server

25 is. configured so that Mr. C cannot browse the pages other

13 .




fifth. page P5. The transmission of the link position i [ ORL Oa 25
concerni ng the docunent 19B havi ng the docunment nane " bgigeﬁéwﬁ\q{)a Dto

M. Cis notified to M. C (Step ST7). Wen M. C accesses the nmanagenent
-server 25 by neans of the contents of the |ink position informati on 39a as
a key, M. C can browse only the pages of the document 19B fromthe second
30 page P2 to. the fifth page P5. That is, the managene server 25 1is
configured so that M. C cannot browse the pages other 13 21 February 2006
t han the browsabl e pages_such as the firs age Pl and t si xt.h page P6. .
Cbnsequeﬁﬂ??,tpﬁebﬁ&ﬁé@?&@npa§85v§P°§5aﬁsEhgoﬁFFﬁﬁr%ﬁg?dﬁﬁéngtﬁg“?o nmake

t he docu INtgnde WS S r e-gt jgevery page.
g e e g e R e 28 Ty T he
first pagenfligmed te bexhhlpage mékeetbeaflbgumenhnb?B bimigmwiwddo This is
for making it inpossible.that M. A _and so on, who browsed the browsabl e
pages, r&CodHiorsedhsergedyiodt P IhE AV HREER e pages such as the
firstgpage P1. In this situation, Messrs. A and B cannot refer to the
docunent nanme "bbb" as long as their access authority is made 15 to be "2"
or nore severalthythks assképngtasstieefenkbpesthabnthe ndageratunder30a (file

link) in which the attribute "OFF" is _encrypted is transmtted to them
Consequed@djicatings thakirst dags Fakartnhe sdpddy paek? daversdd¥and 23B of

MessrS. RaibiBhe MHAILAIRY el APL S ALkERLI 1Y inpBRASEI enbe Mif ovse 20
t he docunen 9B 0 e nmanagénent server several ly. Hence,
' ~ A and so on, who browsed the browsable pages, recognize the

10 existence of the not browsable pages such as the first page

Pl.

‘In this situation, Messrs. A and B.cannbt refer to the
document name “bbb" as long as their access authority is made
15 to be "2" or more severally, or as long as the link position
information 39a (filerlink) in which the attribute "OFF" is
encrypted is transmitted to them. Consequently, it is
possible to make thé respelctive-clients 23A and 23B of Me‘ssrs .
Arand B, which have no access authority, impossible to browse
20 . the document 19B of the management server 25 severally. Hence,

secrets can be kept.

AccOrding fo the first embodiment of the present.

invention, it is possible that the client 23C can access only
25" the partial pages of th'e'document' 19B which ‘the client 23C

is allowed to access. Moreover, even if the access author-ity

to the document 19B is not changed, it._is possible to make

a specific peréon refer to the information of the document

19B by setting the attribute of the link position information
30 39 to “"OFF". Moreover, in the embodiment described above,

' thé‘iﬁput and the output of the file of the pages of the

14




Seérets can be kept. According to the first embodi ment r nt
I nvention, it is possible that the client 23C can accesgqgﬁpﬁmggiﬁ e
partial pages of the docunent 19B which the client 23C is allowed to
"access. Moreover, even if the access authority to the docunent 19B i s not
changed, it is possible to-nake a specific person refer to the information
of the docunment 19B by setting' the attribute of the |ink position
information 30 39 to "OFF". Moreover, in the enbodi ment descri bed above,
the inpuf and 1 t fid e PknbheeRAYRTHO P2t BS theléi2tnFebruary
2006.docéﬂ%ﬂ?eﬁgafﬁ#o?géig%%ﬁg? TF%%%the se%d page P2 to the firth page P5
are |inipggdet psberéi xeditdbreoves, £5kade the |ink position information 39a
is 5 encrypted, it is difficult to alter the link position information 39a
including the |linking destination. If the alteration of the Iink position
informati-on 39a is perforned. .,the. ING 19n LikedfaRt i3ag 39a becomnes
| npossi bl e, |?§F?§ﬁﬁs ﬁ%n|%ﬁ%§%ﬁﬂ?§gggsgg€%th'g%ta. ﬁbreover, if the 10
docunent o A8Byptelineiti Dki agrfeshinatboailtert theslienkegorithont previous
~notice, the term nal having no access authority to which the document 19B
has beenitfemsébierd3ddaaimotudingsdie He stigtiqhce IfhENgccess.
authority_ is set to every client.,..15 < ' 3rfb 71s a
SukerahioR onthr APl peRbk 45 TRt ST 3PGE perrorted

system [ OWi ng a  configurafion exanple of a data
managenept, o el fof ithd YAEASmAL $6h\3a Beapmberinpbdxitie clvhachccess

~restriction )
o makes it impossible to use the data. Moreover, if the

10 document 19B at the linking destination is.transfer?ed o ' %ﬂ%
without previous notice, the terminal having no access
aﬁthority to Which fhe document 19B has been transferred
" cannot browse the document 198, since the aqcess‘authority
is set to every client.
15 -
'<Second Embodiment> _
Figure 7 is a system configuration diagram showing a
configuration example of a data management system ;a |
including a server computer SV to which a access restriction

20 © apparatus as a second embodiment of the present invention is

#E
Lo
o

applied._

The data management system la includes the server
computer SV, a network 11 and client computers CL., and is.
25 for example, a computer syétem _emp__‘loying the sq_-cglled client -

server system.

The server computer SV is. capable Qf_processing
predetermined processes at a high speed in responSe to'a ™
30 ‘ demand.of a client cmeUter CL. For example, predeEE;mined

basic software is operated on the server computer SV. The

15



20 apparatus as a second enbodi nrent of the present inve ﬁg&;g@% @%pl I ed.
The data managenent systemla includes the server conp 201 et wor k
11 and client conputers CL, and is, 25 for exanple, a conputer system

enpl oying the so-called client server system The' server conputer SV is
capabl e of processing predeterm ned processes at a high speed in response
to.a_ 30. demand of a client. conputer CL. For exanple, predetermn ned basic
software is operat ed on the server conputer SV. The 15 21 February 2006 .
client  comuitedits domputRr<LXaTPE8r d2aRPIS,t t Pal-h é’fnﬂﬁf‘éfes to

t he sever conputer gv Predet'er m ned bgm C aglgfmt%&grgél%s opetr ated on the -
client coAASSEEL.toTHheasives afanprten S\l s @redeltedminednbapgtat i ng
system ( e _function of data conmunication by the use of a

oS
. protocol gﬁ%ﬁ%?‘ﬁngﬁiagg%ﬂ Rt 1c 138 SomPYHeSshEL - Pr%‘?%&ﬂﬂc( TCP/ 1 P)
or the | lepiaaes SUUMES kallod? £iBpERREYnYyAaR (0B)ARESR Pt i cti on
program which will be described later.” The acce s restriction programnmay
have the fulvecfioptionsabsdaibe i einmursixret fon the thes nsesof tagmtsdihat t he
program perfor s WlthOUt t.he basi c software. The data managenent systeml| a

i s char act® T EF T 30s s shoma fomdiod lﬁwyﬁfﬂﬁ%é’ﬁd’i oo the
h h
docunent kSpQfrp)Sot hed M%aﬂ?‘%ﬁ?&o’%qf &nbl & %(#@nﬁgw‘?ggt'{t e

~following way with or inste orm ng functions

nmanagenen@ sgsesm Yestrideidn matogrmbatiiotnwilIhbé desciieddater.

rnamagernenb',lhg ¥1 stem | a perforns managenent processing on data aggregate
g

that is i &F&&%Fé&ﬁ%ﬁ’ﬁﬂﬁ& RTROEAM may. haveddbg function

10 substantially same as the basic software so that the program,

performs without the basic software.

- The data management system la is chara.cterized in that
management information corresponding to the document 192 of
15 the first embodiment and the like is managed in the fdllowing
way with or instead of performing_ functions of the data -
management system 1 of the first embodiment. Tﬁat is, the data
managemént_ system la performs management,precess'ing on data
aggregate that is integrated by combining'a glurality, of data
'20__-- while having dellmlter information between those plurallty
of data, whlch constitute the management J.nformatlon " and
| related 1nformat10n aggregate that is 1ntegrated by comblnlng
a plurality of related information, e_.ach of which
respec'tively relate to those pJ.ural_ii:Y._ of | data. |

25 | o :

The network 11 includes a router 5 and cables 3. 'i‘he
network 11 has the function of data communlcatlon between the
server computer SV and the client computer,s CL through network

- cards or the 'J..ike‘ provided to the server computer SV and the
30 client computersCL ,..se_verally'. The_ cables 3 are, for example,

-for 10-BASE-T or for 100-BASE-T. The router 5 has the

16



20 while having deliniter information between those plu i dat a,
whi ch constitute the managenent information, and rel at egﬂ:ﬁ#%?ﬁq%n
aggregate that is integrated by conbining a plurality of rel ated :
~information, each of which 25 respectively relate to those plurality of
data. The network 11 includes a router 5 and cables 3. The 30 network 11
has the function of data conmuni cati on between the server conputer SV and
the client conputers CL through network cards or the |like provided to the

.server conputer SV and the client conputers ... severally, The cables 3
are, forfmhmlé,offéatqmgeﬁUP.llPd?oritéiﬁ]g;@g %ge#f’gt%éﬁﬁg%s% has the-
16 21 Fepruary, 2006 functi 0 gxchanges while controlling the data
passi ng “thH?Y h%i’%ecggﬁ%ég gdé%g%%gs 3. Figure 8 is a block diagram

showi ng a sinple 5 configuration exanple of the server conputer SV of
“Figure 7. 10 15 The server conputer_ SV includes an o%era lon section 15, a
central procesiigngrendtisgpubloal dbageaBr §ReWLRY 4 ALFB ®disk 7. The

operation section .15 1s operatiop ne SUhA & seyPaaigh ¥ 78 nouse.
' e e _ I 74
The Rar dcaﬁlgkg?r%’-a"l%’f : %pafm ﬂy %‘?or mat %ﬁt recordi ng nedi um capabl e
of recording various data and prograns. The nmenory 9 is a volatile
“information recordi ng nedium capable of storing variqys data,.the basic
software and aThe server computer SV includes an operatlon section
15, a central processing unit (CPU} 13, a memory 9 and a hard
disk 7. -
The operation section 15 is ‘operation means such as a
keyboard or a mouse. The hard disk 7 is a large capgcity _
7- information recording medium capable of recording various
data and pfogtams.
i5 | _
The memory 9 is a volatile infqrmatio:i recording medium
dapaﬁle of storing various 'ddta, _the basic software and a
program temporarily. The CPU 13 can recognize operations 'of_ _
‘the operation section 15 and can execute a predetermined

20 ;Srodess , also can read a access restriction pz;"ogram 17 stored

P
Ry

in the hard disk 7, and write into a work area of the memory
: '9. fo.f exécuting f:he accésé re’s’ttiction program 17. By the
- way, descriptiéns of the oper-aﬁio_n of the client computers
CL are omitted because the server computer SV has the
25 . substantially same configuration as the client gomputers CL
'excép't 'thét the procéssing of the CPU 13 operates a.t._a-hig'her- A
speed than the client computers ClL. |
 Figure 9 is a dlagram s.‘l-1c'>w‘ing-‘“an. example of a directory
- 30 'str_u'cture for the n-lanagémentfof data by the acces‘s.resi;;ictibn‘

' program 17 of Figure 8. Figure 10 is a diagram showing an .

17




brbgran1ténporarily. The CPU 13 can recogni ze operatiOQ§‘@gmu&ﬂ§0&§eration
section 15 and can execute a predeterm ned 20 process, also can'read a

access restriction program 17 stored in the hard disk 7, and wite into a
work area of the menory 9 for executing the access restriction-program 17.
By the way, descriptions of the operation of the client conputers CL are
. omtted because the server conputer SV has the 25 substantially sane
~configuration as the client conputers CL except that the processing of the
CPU 13 op ' _ ' I ...Figure 9
s a diag?gﬁﬁgﬁga#ﬁg%ggﬁn§§gﬁp gﬁgfIEQ%F&2§¥%%$Eﬂ§b%§?¥%%%U eg%onthe
managenenFighrdapa by the access restriction program 17 of Figure _8.
Figure 10 is a diagram showi ng an 17 21 February 2006 exanple of data
-stored. in a first docunent directory 25 of Figure 9. The access
restriction pr Ei A I 5 Lural of stored in
- the hard disk 3?“?g%i%¥§i6F32%5§t§°§2§9§ﬁ%ﬁﬂ }ﬁﬁﬁ%gﬁgth%ygymﬁggﬁgsthe
- menorys 9 asplimealbtk ofaiaéda Spogelli talthe HAY anicASY,r €9y bgbigNepr ogr am 17
'~ has a docunent group directory 20 as a root directory, and has the
function ®° FgSHEWE PR UFEIUES Dby REdRIdbRE memeryy$ s Thef verkxampl e, a
'scanni ng r at _ n.optical char er.. .reader CII? t he
pIuraIityéggéaat i qﬁ?ﬁﬁ%‘VeF@%oﬁ8§F?§c?S§§EQEF18“EEEPH%PEC 3?@353, an
'STG di r ecaodgc@ienta PiNpidieeictiory36oand a FHBtdaieetebyy40aia was formed
~at a lower.|ayer'of the docunent group directory 20. The group version
di r ect or ytha functign, @ mempgisg atmkural ke ofeiBnge dakread whthf creat ed

: _jdocu%nt #50 g&aﬂbﬁ.ggtaogganning apparatus such as an optical character
reader (OCR} as the plurality of data.’ '

A group version directory 21, a DOC directbry 2‘3-,_ an
STG directory 29:,- a BIN directory 36 and a TMP directory 40
15 are formed at a lower layer of fhe doc,un_lent group directory
| 20. The group version directory 2l is a difectory for storing
the version information of created document group directory

20. In the DOC directory 23, i_:he information concerning a
plurality of image data is stored for each document. Further,
20. in the DOC directory 23, document text data, tag data, index
' data and thumbnail image data are stored in addition to such

image data.

A first document STG directory 32 and a sécond document
25 STG directory 34 are fo;_r:hed at a lower layer of the STG
diredtpry 29. The first document STG direc-tory 32 stbre-s
attached files which Are.maﬁaged in a one-to-one
‘ éorrespondence base to the;information such aé imager-‘data to
'be stored in the first document STG directory 31. Further, h
30 iﬁ practice,_'the attachment file is stored not for each page

i_n the one-to-one base but for each document if the attachment

18



20. In the DOC directory 23, the information concerning iy of

I mge data is stored for each docunent. Further, 20 in gﬂge@Qﬁﬁ§#¥%ctory
23, docunent text data, tag data, index data and thunbnail inmage data are
~stored in addition to such inmage data. A first docunent STG directory 32
and a second docunment 25 STG directory 34 are fornmed at a | ower |ayer of
"the STG directory 29. The first docunment STG directory 32 stores attached
files. which are managed in a one-to-one correspondence base to the

i nformati @q;guclt- as.d eV .be siar | n the first dqocunent STG
directory 31. Further, gg idg) pl’aqu;I %gﬁt‘;{héng %%%éré%’t{??lo@%“ %5P8Fed not .
for each page. ThetaBovaedtecenbebhaaethuhmbat €aqk deeunmek. i fot-he

attachnent 18 21 February 2006 file for a certain docunment is to be managed

in the on€¥f8Pifie takes. THaMovad déher Lhke Belathngnto fidsmltscbfides, for
| )l e, ' ik lating t | f | ysis of
Pt or mat | GRALEE15 %EPIRERRAL G | KRChC0E ] LPAohOaRTR PE G tReCEITSEYE Cher e,

I nformati on, I mage a of I'rsS

t he atd achoeaheint! @itsdcesrt 26l bubeedatAeelteh8HmBAL ¥94hec8chgpages but
for, for exanple, each docunents. The first docunent directory 26 stores,

for exanpbbEriknte dadei exiistedoattsfonaach pagesdiaforoffomagempiiat a or
attribute | ce. r ving.picture. 10 The BIN directory 36 is for
r et ai ni ngeigﬁlgﬁ%égﬁ?e\é‘qﬁse'rfpre 58 r%ﬁc"é\'}g?g_e‘?ﬂrf‘?%p?]ﬁ%g% (T_é:toé.es'rhéo’? VP
di r ect or yeddlpBe | GSleStoni@ AeddnéLPROtREt! ¥re THL1 ML SE PHYq40 IS a
tenmporary directory to be used inside prograns for, for exanple? editing.
15 I n ot RtaRE At i UtP @rtaclier ywadlcs asr andwimyi phatuty. f or
10 | _
The BIN directory 36 is for retaining indices to perform
search over entire image data. The TMP directory 40 is for
storing data temporarily. The TMP directory 40 is a temporary
directory to be used inside programs for, for exainple . editiﬁg.

15 In other words, the TMP d'irectory 40 has a functiona‘lity for

storing data being edited.

The first document directory .26 and a second document
diredtory 28 are formed at a lower lajer of the DOC directory
20 .+ -23.. In the f_irst document directory 26, fqr example, as showﬁ
~ in Figure 10, ‘an index file 41 {a related information ¢
aggregate) and an actualvfile 43 (a data aggregate) are storéd.
Preferably, a thumbnail file 45, a tag file 47, a page summary

file 51 and an attached file list file 53 are stored therein.

25 .
| | The adce'ss'restridtionprogram 17 manages, fqr example,
a piurality of image data as the index file 41 and the actual
file 43. Preferably, 'th_e t'humbnail file 45, fhe tag file 47,
the page_ summary file 51 and the attac':ﬁed:mf'iiéul'i'i'sf file 53
30 are also managed. _ - —
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storing data being edited. The first docunent directory | cond
_docunent directory 28 are forned at a | ower |ayer of tﬁgéﬁﬁ@gaﬁ¥§@tory
20:1-23.. In the first docunent directory. 26, for exanple, as shown in
‘Figure 10, an index file 41 .(a related informati on aggregate) and an
actual file 43 (a data aggregate) are stored. Preferably, a thunbnail file
45, a tag file 47, a page summary file 51 and an. attached file list file
53 are stored therein. 25 The access restriction program 17 manages, for
- exanple, a plurality of image data as the index.{ile.41 d act ual
- file 43. PrefeFhelgctuaie fidgnhiadrcrides %P?“Fﬁilir“gg"’? iﬁmé‘%fig?ﬁé page
~summary file. »1. and t éﬁﬁkﬂ?ﬂ i1& 449 siuafi kR aRs3Pideda ahsertanaged. .
19 21 Fe&%&apﬁ§§bg% ?%EE%%f%a |Ié}43 incﬁhdes a plurality of inmge data.
The det aihs 9habkerateusl fhdbcaGesitte bofteswrtivgd dedaded tphEhendex file
41 indicates the information related to the actual.filg 43, r .exanpl e,
i f- the actcralalffibe#B i nFogdesanpie plif e QCgPaﬁn;é’gJeecfg% %,gc%ﬁgelsndex file
41 i.ncl udes .t he. .i nformati ai B} RgihAskheinasahuthenudest bRel | ke of
‘the $na§bFH§F3;l$We°§e9§F%§ @g&%he@P%déx P64 will be described Iater.
10 The t hyHRaizk ibhl Be#Bashongsts athc edsommgd cdaba the thidke oft the file 43.
The tag file 47 is for handling the index of each of ghﬁ‘inagg_gata. The
tag fil e idiadesiatar Shendttalls pfche hflé?ﬁa‘ﬁ%#lﬁé‘ﬁ&, t RESCPRGERS
information neans a |list of data consisting of, for exanple, heading
positionéﬁ@fgh) , 15 index titles and. pages. -The page summary file 51 is

© . text data

T " The thumbnail file 45 stores reduced image data of the
| actual file 43. The tag file 47 is for handling the index
of eéch of the image data. The tag file -47 is, for exa:gple,
index iﬁfoﬁnation. Here, the inde}{,.information means a list

of data c'oﬁsis'tin.g of, for example, heading positions {1-4) .

i5 - index titles and pages. The page summary fiie 51 is text data
indicating the summary information of the actual file 43. The

page .s,ur'nmar‘y files 51 are 'text data, for example, extracted

" from image data by the OCR or the like. or, included in image
data and registered by another tool. The attached file list

20 - file 53 is a figure indicating lists of the attached files

stored in the first document STG directory 32. .

Figufe 11A is a diagram showing a data configuration
example of the actual file 43 of Figure 10, and Figure 11B
25 is a diagram showing a data configuration example of the index

‘file 41 of Figure 10.

The access restriction program-17 manages a plurality
‘of data as single infegrated structure as shown in Figure 114,
30 for example, four image data from first image data 61 to fourth

iﬁlage data 64 are combined with tags 66, 67, 68~(69_) inserted

20




ihdicating the'sunnafy i nformation of the actual file 4 gp%g% sunmmary
files 51 are text data, for exanple, extracted fron1ingé£%§§? y the OCR
or the like, or, included in imge data and registered by another tool."-
‘The attached file list 20 file 53 is a figure indicating lists of the
attached files stored in.the first docunent STG directory 32. Figure 11Ais
a diagram.show ng.a data configuration exanple of the actual file 43 of
Figure 10, and Figure-'11B 25. is a diagram showi ng a data configuration
exanple of- the index file 41 of Figyre 10, 30.T restriction
progran1Q¢tWﬁﬁag§§e§ep¥%?aPi@?tao?sdg?i;ﬁét?FanggFﬁ gg§§fed structure as
shown in Figure 11A for exanple, four imge data fromfirst inmage data 61
to fourth inage data 64 are conbined with tags 66, 67, 68 (69) inserted 20
- 21 February 20@6n&esveEp, tites etdgrege idaparoad ded beitmeen ther FdLEén.
Concretely, the tag 66 is provided between the first .in ta_61 and the
second i imggeddahacdl apd Eﬁ@ B?c?%g51$?89ié@gabgémegﬂepﬁggsggoﬁg i mage
data 62 and the.third, | add8at 8% B tRe i pedl 1balgeeen t he
thirdinmBH8VY ?gt“ﬁ?“?%g%g%esggﬁﬁ%ﬁﬁfﬁggeadata 64. Consequently, the first
i mge dapatfleancisd thar 68 Lapreadided betwepar thedtivird Haagse dage: t he tag
66 and-so forth as. references because the first 10 'nagfgda%erQ and so
forth ar 63dehfinthedfpyrtheimagesgatad®4so ‘?%‘?f‘h‘,l“‘?’é%i%t:t 81V AS shown in
Figure 11B, the index fi.le 41 jRncC i Sk eParateldl FEItHOdLeD7, a
second b&H??ggia%agﬁiﬁﬂdﬁﬁa%%z%%'#ggq%ﬁgngffourf body 66? The header 55 is
the infopgatheNtag 66 and so forth as references because the first

10 image data 61 and so forth are delimited by the tag 66 and

R

so forth, respectively.

 As shown in Figure 11B, the index file 41 includes a
header 55, a first body 57, a second body 58, a third body
.15 . 59 and a fourth body 60. The header 55 is-fhe information
for identifying each index file 41 fr_om the other index files
not éhoWn in the figure. The first body 57 and so forth are
data indicating information regarding the first image data
Vﬁl'and so forth of the actual file 43, respectively. For
20 eéxample, the first body 57 includes the related information
such as a resolution and the like concerning the first image_ . iyg

data 61.

Figure 12 is é figure showing an exampie-of the datg'

25 format of the index file 41 of Figure '11B. The second quy

" §8 and so forth except the first body 57 in the index file
41 shown in Figure 11B are omitted in Figure 12 for the

simplification of description.

30 The index filé_4i_¢hiefly includes an "INDEX" tag, an
 w{pX HEAD" tag and an "IDX_BODY" tag. "IDX_ HEAD {IDX_BODY}"
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for identifying each index file 41 fromthe other index i?gﬁﬁa shown in
the figure. The first body 57 and so forth are data inglca inangﬁpornation
regarding the first inage data 61 and so forth of the actual file 43,
‘respectively. For 20 exanple, the first ‘body 57 includes the rel ated
information such as a. resolution and the |ike concerning the first inmage
‘data 61. Figure 12 is a figure show ng an exanple of the data 25 format of
~the index file 41" of Figure-11B. The second body 58 and so forth except
the first body 57 in"the index file 41 shown .in Figure 11B are omtted in

Fi gure 1foldpwihg the FENPEXERawindicates HhRt bReTe 3RS B Fi1e : 41
hiefly i d iy W | » 1 p B¥oh¥eADE nd
'(':I :3;3( By I fgg‘?e?i[@—%& %Y?ﬁal ]éliiFebr uarD§:/a§886aPol ?gvvi ng the

"I NDEX" tag indicates that there are one or nore of the "I1DX HEAD' tag and
the "1 DX BODY" tag. . Shown "DTAG OFF" indicates the offset frog&the tag 66
5 and so fort hShowTADTAGIOFF ] dmdigates hBenohbe?t Frahdlea§a96%8° and so

~forth showy in Figure 1 B ME] . GO NTber loff $hROSgGblI e to
grasp t he™RufiB OJg'th't heﬁﬁ%ﬁﬁoﬁgéhgg?gpg% and ‘so l?‘eollrt h. Thesegva-ri ous

 tag i nf oggBLhANsoMRKetht sROGEI DheFl guaeCesa. d@y netFamegey data with a
hi gher - 10 speed. "DABS OFF" indicates the offset fromthe head of the
page SunfrBERGE CPUNSY, okt Risgeeesible toagtaspNebe RUPPETRE e Thifber of -

byt f th file 5 f i o h . & O
e o e D3 SHITRLA 1100 LGN Geddead st 1 Dt

make it possible to-access desired image data with a highe'r

16 speed..

“DABS_OFF" indicates the offset from the head of the
page éumafy file 51 of Figure 10. “DABS_LEN" indicates the
number of bytes of fhe»page summary £ile 51 of Figgre 10¢. The

15 number of the bytes in this place is"suppos'éd not to include

the header in the page sumniary file 51.

The "IDX _BODY" tag includes a "DEG" tag, an *"ACT WIDTH"
tag, an "ACT_HEIGHT" tag, an "ACT DPI" tag. an “ACT CMP" tag,
20 an "ACT OFF" tag, an "ACT_LEN" tag, a “THUMB_WIDTH" tag, a
"PHUMB_HEIGHT" tag, a "THUMB_CMP" tag, a "THUMB.OFF" tag,.a
“THUMB_LEN" tag, a mpAG_OFF" tag, a “TAG_NUM" tag, -an
"ANN_OFF" tﬁg, an "ANN_NUM" tag, an "ABS_OFF" tag, an .
‘"ABS_LEN" tag, an “ABS_REGD" tag, a "RESV1" tag, a "RESV2"
25 tag, and a "RESV3" tag.

The “DEG" tag indicates rotation angles of image data
and the like. The "ACT WIDTH" tag and the “ACT_HEIGHT" tag
indicafé the offsets from the head of the page summary file

- 30 51 of Figure 10. The f‘ACT___DPI" tag indiéa—tes the reso;:!.hutions

 of image data (actual images). The “ACT_CMP".tag indicates

22




‘the header in the page sunnary file 51. The "1 DX_BCDY" fﬁ%wﬂ%g%6&§ a "DEG'

. tag, an "ACT. WDTH' tag, an "ACT HEI GHT" tag, an "A

"ACT_CWP" tag, 20 an "ACT OFF" tag, an "ACT_LEN' tag, a "THUI\/B—WDTH' tag,.

‘a_ "THUMB-HEIGHT"' tag, a "THUMB_.CMP" tag, a "THUMB-OFF tag, a

"THUMB LEN' tag, .a ~"TAG OFF" tag, a "TAG NUM tag,.an "ANN OFF" tag, an

“"ANN NUM' tag, an "ABS OFF" tag, an "ABS LEN' tag,. an "ABS REGD' tag,'
"RESV1" tag, a "RESV2" 25 tag, and a "RESV3" tag The "DEG' tag indicat es
rotati-on apg g%n&f nd th "A(ﬂ'vv TH' tag and the

" ACT- HEI GHT" €atag |n§§g§Pe fh f?%ét FFE% pagBesumary

file 30 5¥acfT Bfgwrmg&ndihﬁt'é@mhwf'fsreagfr&dlt@@ﬁéaahff {:ﬁé(Hd'EuéiBS of
i mage data (actual inages . The "ACT_CMP" tag indicates 22 21 February

12006 an exAds 43of The AGTIENT ckagritbicaties riye nimersThe by'te@T OFF"

B tag indic et fromthe head of the actual file 43. The
" ACT- LEN' %F:gm%ﬁgl ggl{tés t he nunbers of bytes of inage data. 5 The

"THUVBE W DTH' tag and the "THUMB-HElI GHT" tag indicate the dot size of the

‘thunbnail file 45. The "THUMB CMP" tag indicates the conpression rate of

the thunbnail Th@e"'ﬂBUMﬁ’h‘éIﬂTHRJNBaQCFFd thg I'idUMBt BEIGHE" othget 10 from

“the head h fil Th UNVB- LEN! di h
nunbor - of PRSP obAR OPict t RBrBhal P! FPERBAL L £ L pARSOEFING g | ndi oat es

nunber es of

the of f Se'f'i'HfJMBWCMPE‘ bggdin@ichbest ﬁﬁeGgoﬁﬂge§glgﬂr Egtﬁhg iaQ Figure 11A.

- The "TAG_NUM 15 tag indicates the nunbers of the. so forth.
: “thumbnail file 45. The "THUMB_OFF" tag indicates the offset

10 = from the head of the thumbnail file 45. The "THUMB LEN" ‘_tag.
indicates the number of the bytes of the thumbnail file 45.

The "TAG_OFF" tag 1ndlcates the offsets from the head
iof the tag 66 and S0 forth shown in Figure 11A. The "TAG_NUM"
15 tag indicates the numbers of the tag 66 and so forth.

The "ANN_NUM" tag indicates the number of annotations.

The “ABS_OFF" tag indicates the offsret fror_n the head of the
_ page summary file 51. The "ABS_LEN" tag indicates the number
20  of bytes of the page summary file 51. The "ABS_REGD" tag
indicqtes_ whether the summary file 51 has been registered or

not. These tags maylbe‘ uéed by. an OCR or the 1like.

) ) The data management system la has the coﬁfigura_tio'n
.25 dgscribed above. With reference to Figures 7-12, an
operation e’xam'ple' of the data management system la 1s |
" described. In the following de.sc-:ription, as an example of
the operation of the data management system la, an operaticn
| of data communication from the server computer SV as a.
30 ‘transm1551on terminal shown in Flgure 7 to a client q,ggxputer

-CL as a receiving terminal is exempllfled

23’
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The "ANN NUM' t ag |nd|cates t he nunber of annotations. 21Ee "AB%mSEF" ag
I ndicates the offset fromthe head of the page sunmmary Rruary

The. "ABS LEN' tag indicates the nunber 20 of bytes of the page summary f|le

-51. The"ABS _REGD' tag indicates whether the sunmary,. file 51 has been
regi stered or not. These tags may be used by an OCR or the like. The data -
managenent systemla has the configuration .25 described above. Wth
reference to Figures 7-12, an operation exanple of the data nmanagenent .
system la is described. In the follow ng description, as an exanple of the-
operation of the dat a management systemla, .an operation of data -

cormuni C&#%éﬁ%&éﬁs§ (¥9(5F cafeK epatAL as a. 30 transmi ssion ter m nal

shown iH 0 a client conputer CL as.a re vin
~exenplified: -ﬂ»?e&htlaebmm pﬁmﬁkm@mg (%3 QPT%/&{% ATA> The

data to be objects are read with 0 1k orpa@Yodesudin the cli ent
conput eprélzlda@ud-ft KBe; ‘ﬁ*b‘?%tqwugi?%og% %gégﬁhér otati on angl e, a

resol ution, Qnpre e &idommfesaidmugdhiod Wé%
‘genér at 88 %rﬁ’ coréﬁﬁf‘?ﬁ.ﬁ‘* ?%goqpﬁ:éexefl le 41 eshown '%%‘f& 1>1/B I'n

“addi ti oppb0r ike off0An BuaRElim, newdytdrnmied Be ABPFT e%l Such data

may be created by, in other .words , adizng gg Wi:bhig, seapner 10 or |
the' i kade&rfll@r‘léxfé‘h‘b% l‘bf’r%%‘? r?g{Bena&gls Wit anprl nting processing -

of a virtual er dri 1Y gseadi genéraged. HuwhddedacRehange of
i mge d&f‘&“%lg gﬂ Bt Her p‘?%jg% gr?‘s <GENERATI ON PROCESSI NG OF ACTIL_JAL FI LE BY

COMBI NI yg @@gemyx 1h5obhBDAIdNGS Theadinge 1Redasifbge G SRBAE o be the
._‘actlu(;'iI 'rl fh:f like, or. for example, by readlng images with a printing
processing of a v1rtua3. printer driver, of by reading images

via data exchange of image data with another programs.

(GENERATION PR_OCESSING OF ACTUAL FILE BY COMBINING IMAGE DATA
15 MUTUALLY> 7
Then, the read image is made to be the actual file 43,
as it will be described later. The sizes of the actual file
| 43 and the thumbnail file 45, pboth being shown in Figure 10.

are registered in "ACT_LEN® and "THUMB_LEN" of the index File

20 ' 41 shown in Figure 12, respectively. And, in a full-text

keyword retrieval index retention dir_ec‘toryA 38 shown in
Figlire 9, kéywords for the full-text keyword retrieval w_ith
respect to the actual file 43 are stored. These keywordls_al.:e,

for example, data in text format. Further, the index in this

25  section indicates, for example, a index filg} 1Ehat is

‘sep-a‘.rately managed for the full-text retrievgl.

For the mutual comblnatlon of the image data‘, the

‘infoi:matz.on of the tag 66 and so forth in thé actual flle-'4'3

"As a concrete method for such

X

30 shown in Figure 11A is changed
performance, the data of “DTAG COUNT" in the 1ndex file 41
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-as it wll be described |ater. The sizes of the actual f}j 43 t he
“thunbnail file 45, both being shown in Figure 10, are %LE&%F%?égﬁgn
"ACT_LEN' -and "THUMB LEN' of the index file 20 41 shown in Figure 12,
‘respectively.. And, in a full-text keyword retrieval index retention,
directory 38 shown in. Figure 9, keywords for the full-text keyword
retrieval wwth respect to the actual file 43 are stored. These keywords
are, for exanple, data in'text format. Further, the index in this 25

~.section indicates, for exanple, a index file t | S = r nmanaged',
for the PHOWR&RtFIGEFS A LS I*BFrFﬁgeﬁuPﬁanﬁ%o |anéjt%| o%%gg"??gi.wi mage data,

the 'inf Lo tdfed 3 BE AskSOd OF Oh ithet behattmid f idnethd- - 30
shown ingl%rgtl%eﬂ&%é«ei S cehanged.- " As a concrete nethod. for such

per.f or maaeenatiheidat 43 pfas’ BRA@GCOUNT'gUre A .| faExesamRle POEDefrap, yary _
2006 shown in Figure 12 is increased. by t dat.a .of " , .o Of the

i mage dattiet age ﬁn§8rP§d?~n?ﬁr’F‘F\€ %‘f%e%ef'n T IEj!llghn Jt?%]aegéjzgic%t%glgd}:‘-\ligfg 43, as
shown_i n_Figu , [ SR HeCeohfiRe@fariidie thagth8raainkeyd daeat ed and

t he f%urpﬁd%hgééﬁﬁétgggﬂ are 5 nade to be a set, and are conbined after the
third i ngge data 63. The server conputer SV has the function of managing a
plurality of data as descri bed- above. The server conputer 10 SV manages,
for exanple, the data of four sheets of inages as the actual file 43 in
whi ch the inagg, da ‘9‘5@ el W hiast BRet BGnE61i8ndos mdiridimeaa t he
delimter info&%%t%%ﬁgégrg 6ﬂ§§fthesinage data fromthe first inmage
data. 61 fthlrtaflqtyf of Hatamageddatanibdd shibowme i n TigyFad VEIA CREPIEEET | bed

above.. 15 Because the first image data 61 fo_.the f.our i ‘data 64
10 - SV manages, for example,gthe data o% four shee_ég' ofﬂﬂ\%ggg

f
R

as the actual file 43 in which the image data are cqmbined
with the tag 66 and so fortﬁ as the delimiter information for.
each of the image data from the first image data 61 to the
' fourth image data 64 shown in Figure 11A as described ab.ove,.
15 Because the first image data 61 to the fourth image data 64
-can' be mahaged integrally by managing the 'fi-rst j.mage data
61 and so forth in such a combined state, the rtrouble of the
: maﬁagement for the prevention of the separation of these 'ima.ge
data can be saved.

20

'As the combination method, in place of the S
aboiré;nientioned combination method, for example, in the case‘
where the first imége data 61 includes a not shown first unit
' -of image data and a second unit of image data, the second image
25 ‘data 62 may be combined with the first unit of image daté,
" and the second unit of Iimage data may be ‘combined after that
to form the c_bmbination of the first unit o_f" image da_lta‘-i- the

~.second image data 62 + the second qnit of image data.

30 . The server computer SV manages‘rthe index file 3_}_ as 'thg

information regarding the actual file 43 in addition to the

- 25




oy
i

cah be managed integrally by managing the first image d % so forth
in such a conbined state, the trouble of the managgamen‘?ﬁ ?8?'%% e pr6evention
of the separation of these imge data can be saved. 20 As the. conbi nation
-method, in place of the above-nentioned conbination nethod, for exanple,
I'n the case where the first imge data 61 includes a not shown first unit
of inmage data and a second unit of image data, the second i mage 25 data 62
may be conbined with the first unit of inage data, and the second unit of

i mage data may be conbined_after that, tq.formthe | natj Qe the first
unit of aﬂﬁgé{d%}%‘ A3 pEselEecolff | %&9‘3 g]ﬁ ﬁn?ﬁlgags)éec%glﬁdggﬁ?t‘t‘ of image
data. 30 The e r ERNAGEPe sPEna g o theerirdt amatBe

i nf or mat P8 Yréeﬁi:# |hneg%tgﬁ§ttglc (uﬁér file 4% i|9n addlgtion to the 25 21 February
2006 act gakafbietddnd sbdrtitismdgeledatia 6et .4 respeiatdaelivhe andr §he body 57

to the fourth body 60 corresponding tq the first j e__.dat to the
fourth ihegdedada- GZI}harteéﬁecEP%efFJ;ES‘éﬁﬂ)d@hé ﬁé’a‘dié%riﬁg}oaqyg%ot he first
body 57 to.the, fourth, boc ﬁ"pé hehd My dmitioh e@acenai ng the
resol%ti&ﬂdéﬁat?hgh%i IEP%?%?%%nél ng&%%ﬁ%%e first imagiLe data 61 to the
- fourth hHREEcHREsHIndirgpastiheeltyrsBy image datanél gur dheofourkl first

body 57 to the fourth body 60 can al sg be nanaged integral.ly. <ADDI TI ON .
PROCESS| Baghi gate 48. teefpeet tvaby ar &%isHitafs ceﬁ'&%%%a%&%ya#%f*e of the
processing of adding,i gaog,dakg.seNehakYY ol BaRRElso be managed -

integrally.
0 | -
<ADDITION PROCESSING> |
| Figure 13 to Figure 15 are diagrams showing an example
‘of the processing of adding image data severally. In each
diagram, dottéd iinés indicate mutual 1link.
15
' Figure 16A is a diagram showing a configuration examplg
. 6f the index file 41 before addition processing, and Figure
16B is a diagram showing fhe index file 41 after the addition
processing.
20 .

The actual file 43 before adding image data includes

" image data Al, the tag 69, image data A2, the tag 69, image

| data A3 and éin- end-of-file EOF, for example,: as shown in Figure
13A. The index file 41 before adding image data stores 'the‘
25 .information concerning an order (e.g. "1, ':2": and "3%) as
o the first body 57 to the third body 59, for example, as shown

in Figure 13B.
" In the following description, the addition of image.
| 30 'data B1 shown in Figure 14 between the 'image data A2 ﬁgnd the |

image data A3 of the actual file 43 shown in Figure 13A is

26




diagram dotted lines indicate mutual link. 15 Figure 1§fFEEu§ JRgr am
showi ng a configuration exanple of the index file 41 before addition
processing, and Figure 16B is a diagram showing the index file 41 after the
-addi tion processing. 20 The actual file 43 before adding i nage data
includes 1mage data A, the tag 69, inage data A2, the tag 69, imge data
A3 and an end-of-file EOF, for exanple,. as shown in Figure 13A. The index
file 41 before adding i mage data stores the 25 information concerning an
order (e. Gxefphlikie®g’ and "3") .as the first body 57 to the third body
59, for exanple, as shown in Figure 13B. In the follow ng description, the
addition of image 30 data Bl shown in Figure 14 between the i nage data A2
and the. image data A3 of the actual file 43 shown in Figure 13Ais .26 21
February 2006 eXemfpiticf FB. 1BAPet datReBl g erdird . the ardank didiee act ual

file 43 w3 §ithethao s t [AVET=NN S ashQyg.-iy Ny £ 18A, 5 and the
end-of -file EéF IS atté@ﬁgglg??the; g%Q%ﬁ%ﬁa?Eis, |%nufﬁgﬂg§théﬂfile 43,
the i nfge agalt &hBl end-obt £ Alel RO ssapaaaheticat the: efdge daidd A3 figom t he
i mge data_A2. Consequent]|y because onlé the image data Bl added in the

actual fil&epetuahiilgdidi bhedmagedatabed tnnatpideshbpecposesdned at a
high 10 speeqdmal i Rdex. £l 1, A th theg i s elongated by
the | ength of Fﬁggagggg ?%a§§° a?g%B}WEQ%eagggi??Gn %§8£equen£f ‘

because only the image data Bl added in the actual file 43,

the addition of the image data Bl can be processed.at‘a‘high

10 speed. ‘ _ : ety
. ‘ ‘ . < '-'-’j.’

In the index file 41, the length thereof is élongated

. by the length of the added image data B1. The position of

a page or the like to which the image data Bl is inserted is

15 set to a fourth body 60 as "3" as shown in Figure 15B. TIn
addition to the setting, the third body 59 is set as "4"

indicating the position of the image data A3.

If the modification of the index file 41 is shown

20 concretely, the setting shown in Figure 16A is modified to

the setting shown in Figure 16B. In the way described above,
the addition processing (or insertion processing) is

completed.

‘25 <DELETION PROCESSING)>
. Figure 17-Figure 18 are diagrams showing an example of
the deletion'proceséing.of image data severally. In each

figure, dotted lines -indicate mutual link.

30: Figure 19A is_a diagrams showing a configuraE;On

example of the index file 41 before the deletion procc‘aSsing',
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- data A3, the mr@geegataml; rdge tagt 69 BltmdmaigkaedaEachbf “thid €aBQRY, f or

a page or the like to which the image data Bl is insert to a
fourth body 60 as "3".as shown in Figure 15B. In addlt?gﬁbﬁu;gﬁgﬁéettlng
the third body 59 is set as "4" indicating the position of the inage data
-A3. If the nodification of the index file 41 is shown 20 concretely, the
-setting shown in Figure 16A is nodified to the setting shown in Figure 16B
I.n the way descri bed above, the addition. processing (or insertion
processing) is conpleted. 25. <DELETI ON PROCESSI NG Figure 17-Figure 18
are di agran® M 398N £%2aRkgrahs shewiel &l b@ﬁf&@%ﬁ%&bﬂgegam fege data
severally. In each figure, dotted lines indicate nutual link. 3 Fi gure
19A i s a @f athranbnd@gwiinte ad toaf teur thé ode lekbop| profeshing ndex file 41
before the del etion processing, 27 21 February 2006 and Figure 19B is a

di agrams showi'ng a configuration exanple of the index file 41 after the

- del etion procesgidgcthing A£idals beleerdabet ol ci%aeg{]é agthMBge1 s g incl udes
the inmage data Al, the tag 69, the i mage da %Q tag 69, .the inmage

exanpl e, as shown i ure 17A. The index file 41 bef ore deletlng |nage
data stor' t:'rf'éa%ﬁd;q gpf%'n W dRhi Sy dPoriRqog dyta fl and the “wgq

and " 4")edd G6- £ st RANexah1@ 13 AYKRD Boﬂ')igﬁQ i‘?ﬁpeﬁfﬂé’e' Y,
for exanple, as shown in Figure 17B. In the fol l'ow ng gescrlptlon t he
del etion mda}hef:uhagﬁ hafxire Bilejfesnmg hisnegget ukd td i 41023 siteaswn in Figure 17A

" 1s 15 exqu!IfI
ormation concerning an order (e.g. "1", "2", “3" and “4 )

10' as the flI‘St body 57 to the fourth body 60, respectlvely, for

example, as shown in Figure 17B.

In the following description, the deletion of the;image
.data Bl from the actual file 43 shown in Figure 17A is

15 exemplified.

The deletion of the image data Bl is not actually
performed in the actual file 43. However, in the index:file
41, for example, a mark ¥ indicated to be voidedis sét to
20 the fourth body 60 corresponding to the image data Bl to be

deleted {(deletion processing).

If the modification of‘the'index file 41 is specified
more concrete way,., the setting shown in Figufe 19A becomes
25 the setting shown in Figure 19B. In the way de__scribed above,‘

© the deletion processing is completed.

<DIVISION PROCESSING>
Figure 20-Figure 22B are diagrams showing'an example
30 of the division.proceséing'of image data.severally. In each

e

figure, dotted lines indicate mutual link.
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The del etion of the i mage data Bl is not actually perfﬁq Ué&;bﬁg act ua

- file 43. However, in the index file 41, for exanple, a nar ndi cat ed
to be voidedis set to 20 the fourth body 6.0 corresponding to the inmage - .
‘data Bl to-be .deleted (deletion processing). |If the nodification of the
index file 41 is specified nore concrete way, the setting shown in Figure
19A becones 25 the setting shown in Figure 19B. In the way descri bed above,
the del etion processing is conpleted. <DI.VISI ON PROCESSI NG . Figure

20- Figure 22B are di agrans showi ng an exanple 30 of the division
processi ng of inmage data severally. In each figure, dotted lines ;

i ndi cate, mut ugli durdls 23 256241 56PN ShRAEy Cogignrad iancextimgiass show ng
~configuration exanples of the index file 41. 5 The actual file 43 before
di vi di ng ofireide: diatdex fclledesl - the i mage data ' Al, the tag 69, the inmage
data A2, the tag 69, the image data A3, the tag 69, the inage data Bl and
~the end-of-file EOF, for exanple, as shown in Figure 20A. The index file

41 befgore. di vi ?Hégabﬂﬁgﬁ £t 43t BEesrbhei a1 i GmiRjd @ataonceIudery an or der

(e. g "1 "2" 4" as the first body 57 to the fourth body 60, for
“exanpl e, e mia@mdanam]gurtheZﬁBg 69, tihe flmalg@wiiﬂgad%%crﬁf& ted 63 he
division of the .inmage 15 data Bl fgomthe act ual % (i] in Figure
20A is dhapiagedatmdty g JRrDPtnd it PRt s Ho actual 'y

performed, 4 JheeAct yip fider: ‘é%anﬁq‘éﬁv%rs, shidwoN@ni PdQurki beA. The

| index ‘file 41 before dividing image data stores the

10 ‘in‘fbrmation concerning an order (e.g. 1%, "2", "3".and “4") ; a,%
| as the first bbdy 57 to the fourth bodY‘GO; for example, as

shown in Figure 20B.

In the following description, the division of the image
15 data Bl from the actual file 43 shown in Figure 20A is

exemplified.

The division of the image data Bl is not actually
performed in the actual file 43. However, in the index file
20 - 41, for example, a mark "x" indicated to be voided is set to
the fourth body 60 correspondlng to the 1mage data BL to be B ’}
d1v1ded ‘

‘The image data Bl of the actual file 43 is copied as

25 s_hbwn' 'in Figure 22A, and made to be an actual file 43 having
' the end-of-file EOF at the end theéreof. Anmn index file 41
related to the actual f£ile 43 shown in Figure 22A is geherated

as' shown in Figure 22B.

30 . If the modification of the index file 41 is indicated -

' moré coﬂdrete-way, the setting as shown in Figure 23A becomes
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20 41, for exanple, a mark "x"™ indicated to be voided i e fourth
body 60 corresponding to the inmage. data Bl to be dividghég#ﬁégﬁﬁgge dat a
Bl of the actual file 43 is copied as 25 shown in Figure 22A, and nade -to

- be an actual file 43 having the end--of--fi.e EOF at the end thereof. Ann
index file 41 related to the actual file 43 shown in Figure 22A is :
generated as shown. in Figure 22B. 30 If the nodification of the index
file 41 is indicated nore concrete way, the setting as shown in Figure 23A

becones 29 21 February 2006 _the sefting sh i n_Fj t he way
descri bethap@®iding FROWN AT F&ﬂuﬁFo%éési %ggc%%ﬁldﬁ% 'éér&% b%é'i?‘%b%%\/lvum CATI ON
- PROCESSING> >, i t#@% LLen43i@ndohipeetadex file 41, both being managed
by the sg’r’?/e(?lgg%ﬁtt?e g/%n s%ch a e\ag are transmtted to the client

conputers CL by data conmunication in accordance with, for exanple, File

Transfer Protocol FTP% t hr.ough thi getwork 11 of Figure 7. The data
managenefPATY §9‘§Mé‘ﬁ¥¢ THN t BRASEPRENTAt a conmuni cation of the image data

~fromthe first 'gﬁ%ﬁt Bl 10 they foW tihdsmmea 1¢atsa , 66othobeengnpl e, as
uni f i%ed data.'E§ t eig%%ﬁ%gé%ﬁgaof such a way, the data managenent system

la can pgahagsatbg tdhaéasepwanncompubara§Vuanf suadhdat Wadec@Fatel y without
Vst em | Eranaeit heQe-aPe FLbT KBTS Cint Hah et R TPRESPACTh | mage
s e Ly e Tt g
system through the network 11 of Figure 7. The data management
| 10 system la performs the data communication of the fimage dqta

from thé first image data 61 to the fourth image data 64, for

example, as unified data. By the employment of such a'way,,

the data management éystem la can perform the data

communication as unified data acCur'ately without partially

15 communicating or any data missing.

In the data management system la, _the image data from
the first image data 61 to the fourth image data 64 may be
transmitted by, for example, d’ata ‘communication respectively.

20 By the employment of such a way. the data management system
‘la ‘can' communicate each of the data at a higher speed than
‘communicai:i'ng integrally. When each of the image data from
the first image data 61 to the fourth image data 64 is cut
out, théy are separated by +the use of the tag 66 and so f_orth‘.

25 as references.

_ Accordihg to the second embodiﬁient of the present-
invention, the image data from the first image ‘data 61 to the
fourth image datal' 64 as the plurality of data can be handled'_

.30 . easily as a unified data. That is, _;;n the data max‘}_ggement

system la, for example, the actual file 43 is made by combining
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| a can communi cate each of the data at a hi gher speed 'thfim communi cati ng
_integrally. When each of the inmage data from the first2i hE8&2H4%061 to
~the fourth inage data.64 is cut out, they are separated by the use of ‘the
.tag 66 and so forth 25 as references. According to the second enbodi nent of
the present invention, the image data.-fromthe first inmage data 61 to the
fourth image data 64 as the plurality of data can be handl ed 30 easily as a
unified data. That is, in the data nanagenent systemla, for exanple, the
actual filge,. hs,gade .by cogbjning .30 21 _February 2006 a plurality of

i mage data R%@%ﬁ%iayf%ﬁ%ﬁ%{g%%’g 2 Hﬁ&élgg‘éﬁe“gt‘ﬁ‘&}qe gﬁﬁf Si&2GRnaged as
one file. Jmgeque it fPmafiP & dik e Laseoniab@ed tikyr ot y of
image.data is processed as a batch, it prevents |eaving processing sone 5.
part of t¢xampdgo dat &hevisrasmsy ethernsecomdivpliicyt nef siawsgged daedbadi nent  of

t he presentr-oicrévent'on, b cause thﬁ nunber of_ tipes of accessing each file
storing i Fage data | YR  YENERLRRLS 119710 REOCHRS A A% (1/0' s)
in reagli Nngadtd oMbkl RRae@Naleade ; rdi Q. ihe second
10 enbodi grif)ent of the pr eggnt iﬁve%ﬁ%?ﬁ%ﬁéll& C?‘?I%g@%éébﬁa&g;e dat a

 to be man&yd9dimeniicofetheaprdseihuinvertidn, niedmuse ofhd ilwesbdo dfe nanaged
perfornmed as a

I's, for exanple, .only one, the program processi ng can be.
bat ch. 15%ﬁ Bgea(éé%ﬁs_‘f‘gae?ﬁ’}gﬂl 1% ft(%fmi%éé‘gg?odﬁéée%l@% Llikeqe and
turning tae@raksesat 318 ApRECAnd Shutpl @pl(ggga%df%\g”%éaﬁiﬁggléhﬁ L1A,

each image can be accessed at a high speed. corréesponding data -

can be tr wrdgiingeckhn foer decrensanyl. e, Méneoeach grager diecatisetipaciecohd he i mage

dat a f&om s _ L L - .
10 embodlment of the present invention, the number of files of g‘”“‘}

e

image data to be managed can be decreased. Thus, if the number
of files to be managed is, for example, only one, the program

processing can be performed as a batch.

15 _ When use each of a plurality of images to reSeinbl_e'a
| page and turning them over at a high speed, for example, as
shown in Figure 11A, each image can be accessed at ahigh speed.

and further c.orrespondiﬁg data can be transmitted, for Y
example; for each page because each of the image déta -fr_om

20. ' the first image data 61 to the fourth image déta‘ 64 is only
| divided with the tab 66 .and so forth to be within ‘the same |

s’

‘data. If the pages of the images are turned over at a high .
. speed, the images having a plurality of image formats can be
. displayed without any delay to cause the sense of discomfort.
25 | - |

| In the data management system la, the first image data
61 to the fourth image data 64 can be managed b; being cbmbined
with the tag 66 and so forth to be .as unified data. |
' Consequently, if each of the image data from the first image
30 'data 61 to the fourth image data 64 is a literary work, the.

alteration thereof can be prevented to keep the sameness
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- 20 the first | mage data 61 to the fourth imge data. 64 '3 onl I.vi ded

. with the tab 66 .and so forth to be within-the sane data ??rﬁg(ezoggges ' of
the i'mages are turned over at a.. high speed, the i mages having a
-plurality of imge formats can be displayed. wthout any delay to cause
the sense of disconfort . 25 I'n the data nanagenent systemla, the first

i mage data 63. to the fourth image data 64 can be managed by bei ng conbi ned
with the tag 6.6 and so forth to be as unified. data. Consequently, if

each of th@ecr@Bge dBEALAEEM i@elélﬁsﬁsiﬁ@&%éqcéi&ifzéjatﬁééﬁ i@ h i mage

data 64 is a literary work, the teration thereof can be prevented to
keep t he mnesslymezllséébfqmrq WHO6 hyhermsit idgirtdieiqus tfdmagpossi ble to

realize a stem t hat. easily be used for a user creating various
forns of f?x?tpg ’%‘?Iﬁrﬁ%rf Mn éeﬁ‘égﬁPf’ﬂe@b‘éﬁ%\%‘%h’&l&%zﬁnﬂ ng them
in accordaped Wht QcEB?_’ﬂénéBeﬁhj:thﬁth-cEbé@iflﬁoBb%e%i%l €, FdR Over view
of image data may be viewed by using the thunbnail “or a hi gh speed

sear chb i sepampdeneanbyventview o inwegd eiata:laxl@r %&mrmty gdeat i on is
not Iirrit%ﬂpto the 10 above-nentioned enmbodinent. In the first enbodi nent,

encr ypt ed PEnKPHRP R E P30 9T F‘eﬁéﬁﬁlf’%e%ﬂlﬁle%ﬁclﬂh’e‘s Fradimmed pEges and

the attri Quih@RiRE thhesbipk ormation 39 shown in Figure 5 is
di stri but ed. 15:L wever, k ?ésleéot limted thereto, and any ot her docunent

group nanes or docunent nanes may be encrypted and dlstrlbuted Furt her,
the link informati on 39a may be used in a
The present invention is not limited to the

10 above—mentioned embodiment.

In the first embodiment, encrypted link infox_mation 3%a
regarding only on the specified pages and the attribution of
the link information 39 shown in Figure 5 is distributed.

15 However, it is not limited thereto, and any other document
group names or document names may be encrypted and

distributed.

Further, the link information 39a may be used in a
20 simi;ar'way'as a short cut file that allows automatic access
| tq theinanagement-serverhzs when the link informafidn 39a"ié
_ clicked and viewing of pages, for éxample, specified in the
' document 19B if it is authorized. If the file is created as
a short cut file andiéuch.a short cut is directly triggered,
25 actual prbcessing.such as decryption, cﬁecking of.the‘
| authorization status and the like may be pegformed,by an

-associated applications.

Further, the above described link information 39a may

o

.30  Dbe encrthed by employing various encryption cogdes.
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‘the |ike may be use

éo‘sinilar way as a shor t cuf file that allows autonati§1§%E§§Eg% GSPgmAh

- managenent server 25 when the link information 39a is ¢clicC

of pages, . for exanple, specified in the docunent 19Bif it is :

authorized. If the file is created as a short cut file and such a short

cut is directly triggered, 25 actual processing such as decryption,
checking of the authorization status and the |ike may be perfornmed by an
.associated applications. Further, the above described Iink information 39a
may 30 be encr#bpedoRuncaRboubaom¥aialtoCRE! YBLEOPE OfitSta1 P gty FebrUArY
2006 A program storage nediumto be used tor installing a acces
restricti Geqesey s teieditdm grdyraab @aecEmngndt Sssveamait Wmsessi ng
into a conput.er t% make it._Bossi ble to execute the program by the

0

conmput er, P95 ChoPTBRPYS NPtk GAMRURRS fhmakeaitipessbble disk, for

oot S B hPLELId BOROIRCE) iy SATIOE PSR

- nmenory

Igirtal versatile

a' sem Sonthectiom sEwhr ps a. figrdbile disk ambr hacdnke, a ifLodpyca program

is stored te‘r,rporarilé or. permanently. 10 As neans for storing a program.in

these prodf@hsieErdgdrafedmarkd .war sgmeacst [Hdico reRmamlyameswnyedi um such

as a | ocalepapepne ; , gL gi lite hroadcasting and
(PR dca, TifheplvePb et el acbll IIn T HAE LIRFREN 25y

i nt er posi adseaai' semiconduotont mamoiy] et friegset SUCHL A6 #hd AHLM ik Mdem and

‘the like. The above described management server 25, clients 23A

in which a program is stored temporarily or permanently.
As means for storing a program in these program storr;lge-
media, a wired or a radio communication medium such as a local
area network, the Internet, digital satellite broadcasting
and the like may be used, and the program may be stored in
15 such media by interposing various cbmunidation interfaces

such as a router, a modem and the like.

VThe above described management server 25, clients 232
and the like may be respectively prévided with a drive
26- apparatus at least capable of reading out dai:a such as
| programs and the like of the program storage media described | }

' above.

Further, the access restrictioen program havi_ng an
25 ‘access restriction funbtionality for perforpliqg the above
d_éscribed functions may not bé- limited to a form which is
stored in the above desbribed program storage media, and may,
_obviously, be ina formwhich is ,data-comﬂnidatec.i via various
. communicationrmean's.'s'uch as the internet. =
30

anm

The serirer computer SV and the client computer CL may
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and the. like may be respectively provided with a drive fﬁ £ 22%@ S

| east capabl e of reading out data such as prograns and2 %r % the

program storage nedi a described above. Further, the access restriction.

- program having an 25 access restriction functionality for performng the
above described functions may not be l[imted to a formwhich is stored in
-the above described program storage nedia, and nay, obviously, be in a

formwhich is data-comuni cated via various comruni cation-neans, such as

the |nt erﬂgte%g%p%g%jaﬁllﬁ \égcﬁerdf&%#b%% U 2L 4 0Ee G fé‘édf:ggﬁ%e& & may .33

21 February rrve paratus ca readi ng the

data sucéueés a@s pd Ogifddiram imetnps (mf@gmaﬁommm@edn@dm deasdasiAl t hough,
the second enbodi nent of the present 5 invention is described about the
case where the invention is applied only to the server conputer SV

managing a pl urg) iy, ;0f tqa% ase’%{y{ﬁ b %!Tbo@ {He! :}é&ee it is not

limted to the sever corrp e|nven|onma eappledto t he

whol e 50f ifeesiedon TRNageseNbed Y@M [thel eabewm@ré.&mpmﬁventﬁbn%to manage
a plurality of data as a whole. A part of each configuration of the
embodi merPREieGEnighitetr e RITERE FWPYIRT SYhMpgagitdoase A bt onbi ned

with eac er dlff ent from hat SCGLI d ve .15,

ar bi t_rarl(P O&aﬁﬁDﬂ]ﬁ XL Q\P wa%/ escrlc}:ge&t g%vegpohf%lﬁ e access
restrictigs tzaepw@w%oﬂﬁmeecms Tﬁétihﬁéh@ﬂoﬁﬁhﬁ'ﬁ%e toprospuwier

‘ ' the whole of the data management system la to have a

] 10 configuration to manage a plurality of data as a whole.

A part of each configuration of the embodimenf-may'be
"omitted, or each of the configurations may be combined with
each other in a different'way from that described abofe

15 arbitrarily.

INDUSTRIAL APPLICABILITY | |
_As described above, with the access restrictioh:
apparatus, the access restriction method, the computer
20 readable program storage medium having a recorded access
| restriction program, and the access restridtion.program, it
'is possible to restrictran‘acceSS'and prevent inforﬁation

alteration.
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20. readabl e program storage nedi um having a recorded SS re L ction
program and ltohegaccess regt riction progrgm it is poggfg?tg”?%%éét rict an
access and prevent information alteration. 34 21 February 2006 CLAIMS 1.  An
“access restriction apparatus for restricting a term nal accessing nanaged
managenment information, said 5 . access restriction apparatus characterized
by conprising: supply neans for supplying said term.nal with link .
position information indicating a linking destination of said mnanagenent

information, said |ink position inf@iimgdon being partially or totally
encrypted; and 10 access nanagenent neans for nanagi ng access. of said
termnal to said nanagenent information on a basis of said |ink position
infornatign decpded ggssaid termnal. 2. The access restriction apparatus

according to clal nff "S5 TR elah cAPRAERERE: &K drepphiatingi &
confi gur edleiAi ARKE ad@ed sliinK M&éé@nmahﬁﬁggr{ag?lg:' Ol EOERSPELRNY 9B Of or a

conbi nati on of sone of page I ndicCation I managenent | hf ormati on
i ncl udi ngaeceps urastricbfopagesarateesshanbboeriyedeby ompirdsiggwi nal, 2.0
and an attribute indicating whether to consider said access authority or

not. 3. The acct@PIediesr | 5ATa SPRPAN I8 Jacetrdi FRrrinat| wifhllink
Fudoe. aneihor oergepmmar 1R harai iR ARCA SR RAr gl
i nf or mat imInagenenibasifornb tdonessabditink pysEeioniihfdinthtion being
| | partially or totally encrypted; and
10 access management means for _maﬂaging access of said | P
terminal to said management information on a basis of said. |

link position information decoded by said terminal.'

2 . The access restriction apparatus acéording to claim 1,
15 'c_h‘aracteri-zed wherein:

7 said_ apparatus is configured to make said link position
ihformation incll;de any one of or a combination of some of
Apage_ indication in said management information including a-
plurality of .-pages, access authority set in said terminal,

20 and an attribute indicating whether to consider said accéss

~ authority or not. , - R

3. The aécess re-stri_cti-on app'aratus according to claim 1,
characterized wherein: '
25 | -said access management means is configured to judgé
w_het-her said terminal has authority to access said management
~information on a basis of access authority set in said
‘termina.jl. or not on thé basisrdf access authority set in‘ said
terminal. | o o
30 : o : —

4. The access restriction apparatus according to claim 3,
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term nal or not on the basis of access authority set in ;gi@_ t%%ﬁhnat. 30
4. The access restriction apparatus according to clain1§, K15 bl 4 ruary
2006 characteri zed wherein: said apparatus is configured to nake said
‘managenent information, include a plurality of pieces of unit information,
and to nmake said link position information include 5 specification

I nformati on specifying whether said termnal .can access each piece of

said unit information or not. 5. The access restriction apparatus according’

to clai m Gharclkaeadized wheéreiarei n: 10 said. nanagenent information is
configured to utilize: a data aggregate that is formed by conbining said.
plurality of daf@lfli BRPAERIWFtEF FORHTRSD ik amMadksy sdidhmapegamentsai d

plurality ; -canst |4 .Ut | ' nt _informatiaon_and_ 15 a
el ated | Atseamets6RTEo1d0e A% AR A LA B RN os YR TR EREOER8E4PR Ty o
rel ated i mhar nabi omakeai gaifl unahkt Ypoefitishat edrionakaehi oanbelagd rel ated

to said plurality of data, respectively. 20 6. The access restriction
appar a? us SReEdfdragirns infprpatior mpestiring wheidrast saiidf teaninalher data

Is to be adde aj a oregate. other data is added to an end of
sai d p|ur§%$t§°%?53a %?ﬂahgeggnogrﬁ%%do?nﬁ iﬁngPEWQ%%?9 8F Bdta and-said
other data are 25 nmanaged with said related information aggregate. 7. The

access restriction apparatus according to claimb5,
. 5. . The-access restriction apparatus according to claim 1,

characterized wherein:

10' . said management informétioh is configured to _ul‘:ilize:

a data aggregate that is formed'by"combining said

plurality of data with delimiter information arranged in
- between said plurality of data constituting said managément
information; and |

15 a related information aggregate that is formed by
combining a plurality of related information, said. plurality
of related information being related to said plurality of data,

respectively.

| 20 ' .6. The access restriction apparatus according to claim 5,
. characterized wherein:

| if said other data is to be added to said data aggregate,
other data is added to an end of said plurality of data, and
an order of said plurality of data and said other data lar‘e

25 managed with said related .information aggregate.

7. '-I'he access restriction apparatus according to claim 5,

charé_cterized wherein: |

_ .1f said part in said plurality of data is to be deleted,
-30 deletion processing is performed to rélated information in

said related information aggregate instead o‘_f,c"tctual deletion
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characterized wherein: if said part in said plurality o ata is_to be
" deleted, 30 deletion processing is perforned to rel at eé1 Fﬁé’%’?%ﬁq{%n in
said related information aggregate instead of actual deletion 36 21

- February 2006 of said part in said data aggregate, said related information
bei ng corresponding to a part of said plurality of data to be deleted from
sai'd data aggregate. 5 8. An access restriction nethod for restricting a
term nal accessi ng managed managenent ‘i nformation, said nethod

char act er iczedahy penel udi $19ia AaSuPRbyré§&Pe Ofs SUPPLY bR aSAlfhigiridil. with
link position information indicating a |linking destination of said 10
managenentPeifip cearespondding tonk pastt pEnsamhfopharabitpedhgipa tial |y or
totally encrypted; an _acce managenent, step of nanagi ng access of said
Corminal £ ?%%‘*&dﬁggré’%ﬁtaﬁ P o O SIS basi s of sard link position
~information decoded by said termnal. 15 9. The access restriction nethod
according to claim@8, characterized by conprising: a first generating step
for geber &-i ng Andcesgyyesyuiotiby mediind oy mestricitigg atierimed ural ity
of data cqnstituting 20 sgid managenent jnformation with detimter '
i nf or mat i oHCSF?&HSede‘HaBQ?m%?PW 04 AREOERAGHIR - geifstht MeFh%ep for
gener at i ngharaeharededl Bg(ogﬂgghg@n@ggregat e by. conbining and integrating a
plurality of related information rélated to said plurality 25 of data
‘included in said gappliaggtepatod, suggpecinyesyid terminal with link

position information iz_ldicating a linking destination of said

vy
v
LTy

10 management information, said link position informat_ibn being
partially or totally encrypted; and '
an access management step of managing access of said
terminal to said management information on a basis of said
link position information decoded by said terminal.
15
9. The access restriction method adcording to claim 8,
characterized by comprising:
a first generating step for generating a data aggregate
by combining and integrating a plurality- of data constitﬁting- |
2‘0: said m—anagenient information with delimiter information
arranged in bétween"t_hem; and . ‘ : _ ' k»} '
a -Secohd-generating step for generating a related
infor_mation aggregate by combining and integrating a
plurality of related information J:elated to said plurality

25 of data included in said data aggregate, res.pedtively. :

10. A computer readable program storage .m_edium having a’
recorded access restriction program for performing a funétion
of restricting a terminal for ac_cess’ing managed-managemenf
30 information, said computer readéble program storage _medium

characterized by having said recorded access restriction
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iO. A conput er readabl e program storage nedlun1haV|ng a or de ccess
restriction programfor performng a function restr?lfgﬁ@ nggﬁnlna

for accessi ng managed managenent 30 infornation, sald conmput er readabl e
‘program storage, --nedium characterized by having said recorded access

restriction 37 programthat executes: a supply step of supplying said
termnal with link position information-indicating a |Iinking destination

of said nanagenent information, said |ink position information being
partial | ypeogiramakh¥tengbyated: and. an. access managenment step of managi ng

access of said terninal to said managenent information on a basis of said

“l'ink position iafenpplivostépcodedupplsding tsrid neérmilfal lwitheldakput er

according. to claim 1Q, characterized by

dabl t di
r ecor di ngP SRR SRR LRI BY A RS ERstahetion 98 paid

'~ generati nﬂaﬁh@@m&ﬁf G asgilaalaﬂ%sgﬂﬁon%fd}mbatﬁdwbéﬂﬂg

integrating a plurality of data constituting 15 sal d management

|nforﬁht|DnrﬁﬁahlﬂebrntOEallmfemonypbedarandged in between theny. and a,
rel ated i nformation aggregate by

second generatin for generating.a

conbi ni ng and i"ﬁ‘? Ca‘%%g‘a&l 9AME i q3531='bf°fr BRRAgdnonAGFRERI 8 Feldted to

said plur gbhhyna20:ofsdlpd adidiiant |thaaihiddhn RA0G BYRLE oECaRERLI Vel Y.
ram

12. An access restriction prog performng a unctlon of "restricting

a tern1nallhbrp@&tbsemrmpfmmmmﬁibmmmmmmmemtbyT&aﬁdmmermunaharacter|zed by
executing: 25 a supply step of supplying said terminal with [ink position

information indicating a |inking destination of said

10 11. The computer readable program storage medium aceording
to claim 10, characterized by recording said access
restriction program that executes:

a first generating step for generating a data aggrlegate
by combining and integrating a plurality of data constituting

15 said management information with delimiter information

| arranged in between them; and |
a. second generating step for generating a related
information aggregate by combining and integrating a
'plnrality of related information related to said plurality

20 of data included in said data aggregate, respectively.

12. An :aecees restriction program for performing a function
of restricting a terminal for accessing managed management
information, characterized by executing: |
25 a supply step of supplyin‘grsaid terminal with 1ink-'.
_pesit'ion information indiCating alinking deetin-ation of said
| management 1nformat10n said link position information belng

' partially or totally encrypted; and
~an access management step of managlng access of said
30 term1na1 to said management 1nformat10n .on a basis gof said

llnk poszl.tlon 1nformat10n decoded by said terminal.
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managenent information, said |link position information in artially or
totally encrypted; and an access managenent step of nanggfﬁ%“EBE%¥§ of said
30 termnal to said managenent information on a basis of said 1ink S
position informati on decoded by said termnal. 38 21 February 2006 13. The
access restriction programaccording to-claim12, characterized by
executing: a first generating step for generating a data aggregate 5 by
conmbining and integrating a plurality of data constituting said. nmanagenent
information with delimter information arranged in between them and a
second generating step for generating a related information aggregate by
combi ni ng&@nd i ﬁ'g@g‘?‘%‘t"i*% restmgiigmpirogrem aecarddngntorgistimiel ated to

sai d pl uraki . a i N .in_said data aggregate, respectively. 39
ABSTRACT g:ha%ﬁgt%%égg&ﬁgggk%%ﬁg%égss restriction apparatus, an access

restriction neaMidstagenspateng FAagabbe QIRAFAME] 8 &6 FeEiddaiavi ng a

recorded access restriction program and the access restricCtion program
~all capabP¥ by andtidriserating arpomal ity rindaferennsititatiati on

- existing ; LiLon. . desi.gnated by Link sition information. An access
restricti %%lgpglg?lg%h'@eﬁtf grﬁfgf‘%&ﬁﬂﬁ 'Yﬁtﬂagggé'glt?rt SPAPFARS10Resiring
access toamrpanged mANpgewBBh thémt n@4aON 19B is provided with supply neans

for supplying the terminals 23A,
a second generating step for generating a related
information aggregate by combining and integrating a

10 pPlurality of related information related to said plﬁrality S Sy

. of data included in said data aggregafe,'respectively.
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23B and 23C with partially or totally encrypted |ink posii.gian sHqer meti on
39a.indicating a linking destination of the nanagenent infor tron, and :
access nmanagement neans 14 for managing the, access of the termnals 23A;
- 23B and 23C to. the managenent information 19B on a basis of the link
position information 39a decoded by the term nals 23A, 23B and 23C.

ABSTRACT OF THE DISCLOSURE

An access restriction apparatus, an access restriction

method, a computer readabie program storage medium having a

'recorded access restriction program, and the .access

5 restriction program, all capable of making a terminal refer

only to management information existing at a position

'desigﬁated by 1link position information. An access
restriction apparatus 1 for limiting the access of _'tei'minals _

N desiring access to managed management information 19B is

N 10 provided with supply means fo_r supplying the terminals ‘23A,
~ 23B and 23C with partially or totally encrypted link position

information 3%a indicating a linking destination of the

management'infoxmation‘, and access management means 14 for

managing the access of the terminals 23A, 23B and 23C to the-

i5 inanagement information 198 on a basis of the link ?dsition

information 39a decoded by the terminals 23A, 23B and 23C.
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