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Application 6836/81 shows the use of optical marks for the purposes of

det er mi ni ngi™EERSIYPRHERS ci ty of a document. The reading beam changes in
vva\kei— engt h Crédit card fraud is now becoming a substantial problem due to the ease with which

15 magnetic stripe memories can be modified and copied. This problem also exists in the
field of security cards and prepaid card systems. Outside the card industry similar
problems exist with documents and products of various types. ‘

Methods have been proposed to overcome the above prbblerris employing

holographic patterns and kinegrams. i —

20 For example a known kmegr‘lm card contains a computer generated holographic
pattern extending along one or -more tracks across the card. The pattern resembles a
conventional hologram but is much brighter and can be made to display a greater degree
of movement when viewed at different angles. When the card is used, for example when - -
making a telephone call, it is inserted in a reader slot and the available balance is .

. 25 displayed. After connection, the equipment automatically emits metering pulses. The

{0 pulses ‘sequentially decrement the card by destroying each bit by thermal energy. The
hologram;is read by directing at the pattern light, which is reflected. The angle of
reflection is in a direction determined by the hologram. A detector is positioned to be
activated by the reflected light.

30 Swiss Patent 622896 (Application No 2995/78) describes the use of a hologram, in
which the reflected light includes a first reflected beam detected by a first sensor, while a
second sensor detects scattered light reflected in a second direction. More particularly, the
light reflected in the second direction includes a narrow beam and a diverging beam. The
narrow beam is blocked so that only the diverging beam is delivered to the second sensor.

35 Australian Patent Applicatic;n 19576/83 describes the use of kinegrams for visual
verification of the authenticity of the article carrying the kinegram. The kinegram
provides diffractive images which move in a predetermined manner with a change in
relative orientation. There is no consideration of nor is this particular arrangement adapted

to be machine readable.
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European Patent Pudlication 0 015 307 (European Application 79104004.1)
(= describes the use of a storec value card. The card has a series of optical marks arranged in
| 15 discrete units. The marks zre sequentially erased in order to decrease the value of the
* card.
_ Swiss Patent 638632 (Application No 929/79) also describes the use of optical
marks on a card. The marks are arranged in a predetermined order ‘and are used for
identification purposes. . ; —
20 Swiss Patent Application 6836/81 shows the use of opncal marks for the purposes of
determining the authenticity of a document. The reading beam changes in wavelength
which alters the direction of the refracted beam. A detector is then used to determine this
change in direction as a mezns of determining the authenticity of the document.

European Patent Publication 0 057 271 (European Application No 81109503.3) .

25 describes the use of optical markings to produce two refracted narrow light beams.
Measurement of the intensity of the light beams is used to verify the authenticity of the
L; documen‘i.

European Publication No 0 366 585 (Application No 89108121. 8) discloses the use

of diffraction gratings arranged in a bar code. However the bars are applied to the carrier
30 in a predetermined order in order to record information.

The above discusse¢ optical diffraction techniques still lend themselves to
unauthorised use particularly unauthorised reproduction of the holograms, and/or are not
suitable for normal commercial use.

A stored value system is one in which the user purchases a memory device which

35 represents usage of some service or facility up to a certain value. A good example can be
found in many telephone systems, where users can purchase a stored value card which
allows usage of the telephone system up to a specifled value.

A stored value system depends on being able to sell to the user a memory device
which can be altered to reflect usage of the system. This memory usually comes in the



formof a card, a good exa'rrﬁl e being a tel ephone-card. The requirenents on

this stored val ue card are that it should be inexpensive; it nust
‘contain a wite-once stored val ue menory so that once the value of
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subj ecting said surface to a re positioning an
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sensor bgi Q%@&Eﬁ(ﬁﬂn{ageéja ect an intensi ty pattern in the diffracted beam
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sal d intensity pattern. 25 Summary QfdhednyeptieR, di scl osed herein a

devi ce conpri simhgre is disclosed herein HE@&thod @f rdxeeetivg iAforinkaton [sered Hnasn @pticaial
menory  di ffract| difftaction zslrael:'ad said®&rea having a diffraction surface adapted to provide a
dlffracted beam with an intensity pattern determined by the configuration of the surface,-
20 said method including the steps of:
subjecting said surface to a reading beam;
positioning an optical sensor so as to be illuminated by the diffracted beam, said
sensor being adapted to detect an intensity pattern in the diffracted beam; and
"activating said sensor to produce a signal indicative of said intensity pattern.
25 There is further disclosed herein a device comprising:
- means to receive an item having an optical memory diffraction area, said area
CJ having a diffraction surface adapted to provide a diffracted beam with an intensity pattern
determined by the configuration of the surface; '
light producing means to produce a light beam directed to illuminate said surface so
30 as to produce a diffracted light beam; and
" an ‘optical sensor positioned to be illuminated by the diffracted light beam, said
optical sensor being adapted to produce a signal indicative of the intensity pattern of the
diffracted light beam.
Description of the Preferred Embodiments
35 Preferred embodiments of the present invention will now be described by way of
non-limiting example with reference to the accompanying drawings, where:
Figure 1 is a schematic illustration of the important optical properties of a
diffraction surface; '
Figure 2 is a schematic illustration of an example of a diffraction surface and a type
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"Significant Optical Feature" means either a local maximum or a local minimum or

a saddle point in an Intensity Pattern, neglecting the local and small scale effects of

7

optical noise on said Intensity Pattern.
{3 “Saddle. Point" means a point in an Intensity Pattern which is a local maximum
15 along one axis and a local minimum along an orthogonal axis. .
Detailed Description of the Preferred Embodiment

Figure 1 is a schematic illustration of some of the optical properties of a preferred
diffraction surface 101. A beam of light 102 is directed to the diffraction surface 101. In
this preferred embodiment the beam of light 102 is collimated (i.e. parallel) and

20 monochromatic or approximately monochromatic. The diffraction surface 101 produces
from the incident beam of light 102 a pair of conjugate diffracted optical beams 103a and
103b, and possibly other beams also. The directions of the diffracted beams 103a and
103b relative to the incident beam 102 depend on the relative orientation of the incident -
beam 102 and the diffraction surface 101.

25 Each of the diffracted beams 103a and 103b has a specified Intensity Pattern (as
defined above) resulting from a specified optically diffractive structure incorporated into

L} the diffragtion surface 101. In figure 1 the Intensity Patterns of the diffracted beams 103a
and 103b are indicated by 104a and 104b respectively. The Intensity Patterns 104a and
104b result from optically diffractive structure incorporated into the diffraction surface

30 101 either at the surface or at an internal interface.

The diffraction surface 101 is authenticated via machine recognition of one or more
of the diffracted beam Intensity Patterns produced by the diffraction surface 101. Hence
-in figure 1 one or both of the Intensity Patterns 104a and 104b must be machine
recognisable and in order to provide secure authentication should preferably differ from

35 the Intensity Patterns produced by conventional diffractive surfaces. The Intensity Patterns
of diffracted beams produced by the preferred diffraction surfaces should therefore be
other than a single peaked Intensity Pattern.

In genefal the diffracted beam Intensity Patterns produced by the preferred
diffraction surfaces will have more than one Significant Optical Feature (as defined



"Intensity Pattern" neans the optical Intensity Pattern, or intensity
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grooves when viewed from above the surface 101 may be straight or curved and in
general will have variable spacings in order to achieve the required diffracted beam
- Intensity Patterns. Furthermore the cross sectional shapes and depths of said grooves in -
the diffraction surface 101 may also be specified in order to determine the properties of .
25 the diffracted beam Intensity Patterns such as the pattern shape or the intensity gradations
. within said patterns. In this case said grooves act as a so-called "phase grating".

(J By way of example. figure 2 is an illustration of a preferred embodiment of a
diffraction surface along with the diffracted beam Intensity Pattern produced from said
surface.

30 Figure 2(a) is an illustration of the diffraction surface 201 as viewed from above the
surface. The surface includes a number of lines or grooves 202 which are curved and have
variable spacing across said surface 201. The diffraction surface 201 is designed to
produce a number of diffracted beams, of the type described in relation to figure 1. The
pattern of the grooves 202 in the surface 201 'is designed so as to produce diffracted

35 beams with specified Intensity Patterns which can be machine recognised in order to
authenticate the diffraction surface 201. Figure 2(b) illustrates the type of diffracted beam
Intensity Patterns produced by a surface of the type illustrated in figure 2(a) when
illuminated by a single collimated monochromatic incident optical beam. In figure 2 the
optical intensity I of the diffracted light is plotted against position (X,Y) in the plane of



of the diffracted beam Intensity Patterns produced by the diffraction
surface 101. Hence in figure 1 one or both of the Intensity
Patterns 104a and 104b nust be nachi ne recogni sabl e and in
order to provide secure authentication shogld preferably differ from
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Intensity Patt erlﬁgm'e 3 is a schematic illustration of a preferred embodiment of a device 301 used

in readnrig and authenticating a diffraction surface 302. Also illustrated in figure 3 is some

15 of the electronics associated with operating the device 301 Figure 3(a) illustrates the

device 301 in side cutaway view. while figure 3(b) illustrates a front view of the device

301, omitting some of the components.
The diffraction surface 302 is positioned by some means relative to the dev1ce 301.
The device 301 has an outer package 303. The device 301 also has a front window 304
20 made up of 3 regions 304a, 304b and 304c, each of said regions performing a different
function in this preferred embodiment. The window 304 may be made from a single piece
of material or may be made up of several different pieces. '
It should be noted that for clarity figure 3(b) illustrates a front view of part of the °
device 301 only. Specifically, figure 3(b) does not include the window 304 and also does .
25 not include the electronics associated: with operation of the device 301 as shown in figure
5 3(a). ' -
aﬁ') Thé device 301 includes a laser diode light source 305 which produces a beam of
light 306. The light beam 306 is usually an asymmetrically divergent light beam. The
section 304b of the window 304 is an optical lens arrangement designed to produce from
30 the light beam 306 a collimated (i.e. parallel) reading light beam 307. The section 304b of
the window 304 may be a single component lens or may consist of a number of lens
components.
The reading light beam 307 is directed to the diffraction surface 302. In this
preferred embodiment the diffraction surface 302 produces from the reading light beam
35 307 a conjugate pair of diffracted light beams 308a and 308b. Other light beams may also
be produced from the reading light beam 307 by the surface 302, but will not be
considered in the present description. The diffracted beams 308a and 308b will generally
be divergent, although some diffraction surfaces may be designed to produce convergent
beams 308a and 308b.



It Should be appreci ated that the diffraction surface 101 may be desi gned

such that the Intensity Pattern, and/or other properties such as
direction, of a diffracted beam may vary as the region of the
diffraction surface 101 illum nated by theyoptical beam 102 varies. For
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The electronic signals 312 representing the Intensity Pattern of the beam 308a are

compared with a specified set of values 314 in an electronic device 315. The set of values
314 is stored in an electronic memory 316 and represents an authentic or "template" -
optical Intensity Pattern. The electronic device 315 therefore compares the measured .
25 optical Intensity Pattern, as represented by the signals 312, with a "template" optical
Intensity Pattern, as represented by the signals 314, in order to determine whether or not
Q) the measﬁred optical Intensity Pattern matches the template to within reasonable error.. -
The comparison device 315 produces an output signal 317 at the output 318 to
indicate whether or not the measured and template optical Intensity -Patterns match, to
30 within reasonable error. :

"~ The measured optical Intensity Pattern results from the diffractive structure
incorporated into the diffraction surface 302. The ‘template Intensity Pattern corresponds
to an authentic diffraction surface. Hence matching of the signals 312 representing the
measured optical Intensity Pattern and the signals 314 representing the template optical

35 Intensity Pattern is an indication that the diffraction surface 302 is authentic, whereas non-
matching is an indication that the surface 302 is not authentic.
Different diffraction surfaces, with different diffracted-beam Intensity Patterns, can
be produced and used in different applications. Each of the different diffraction surfaces
has a corresponding "template” optical Intensity Pattern 314 to be stored in the memory



Intensity Patterns produced by a surface of the type illustrated in figure
2(a) when I1lumnated by a single collimted nonochromatic incident
optical beam In figure 2 the optical intensity |I of the diffracted
light is plotted agai nst position (XY) insgthe plane of
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produceq at the optical sensor 319 will not be the diffracted beam Intensity Pattern, as is
' 15 the case with the diffracted beam 308a and optical sensor 309, but will instead be an
image of any pattern recorded in the diffraction surface 302.
_ The purpose of the optical sensor 319 is to read any information recorded as a
" pattern on or in the diffraction surface 302. The optical sensor 319 includes one or more
optical detection regions-321 each configured according to the type of pattern anticipated
20 at the optical sensor 319. More than one optical detection region 321 may be included on
the optical sensor 319 since the position of the image 320 on the optical sensor 319 will
depend on the relative orientation of the device 301 and the diffraction surface 302, and
hence the inclusion of a number of optical detection regions 321 will help ensure that the -
~ image 320 is detected regardless of its position on the optical sensor 319.
25 In one preferred embodiment the diffraction surface 302 may have a bar code data

sequence recorded on it in some manner, in which case each optical detection region 321

o
-

will preferably be a single optical detector which may have an active detection area
shaped either as a spot or as a narrow slit (as illustrated in figure 3) parallel to the
anticipated direction of the bars in the bar code image 320 formed at the optical sensor

30 319, the diameter of said spot or the width of said slit geometry governing the resolution
of the bar code reading operation at the optical sensor 319.

In another preferred embodiment the diffraction surface 302 may have a two
dimensional array of pixels recorded on or in it in some manner so as to represent
information in a machine readable form,"in which case each optical detection region 321

35 may preferably be a linear or two dimensional array of optical detector elements with the
long axis of said array positioned parallel to the anticipated direction of one of the axes in
the two dimensional array image 320 produced at the optical sensor 319.

Regardless of the type of pattern recorded in the diffraction surface 302, relative

movement of the reading beam 307 and diffraction surface 302 will cause a change in the



device 301 in side cutaway view. while figure 3(b) illustrates a front view
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optical detector array 309 will vary depending on the relative orientation of the reading

device 301 and diffraction surface 302. However, it is intended that authentication of the
~ diffraction surface 302 via comparison of the Intensity Pattern 311 with a "template"
Intensity Pattern stored in the memory device 316 be possible regardless of the position of
20 the Intensity Pattern 311 on the optical detector array 309, provided that the required
diffracted beam Intensity Patterns do fall on the optical detector array 309.

In order to improve the efficiency of the electronic comparison device 315 it may be
advantageous for the device 315 to be able to determine the timing of the portion of the -
signal 312 representing the Intensity Pattern 311. This can be achieved in one of a number .

25 of ways, for example in one preferred embodiment this could be achieved by deliberately
including in the optical Intensity Pattern 311 an optical feature which acts as a “start”

\"'_ signal for‘ihe electronic comparison device 315.
It should be appreciated that numerous variations are possible on the techniques and

devices described herein. Some of the possible variations are described below.

30 In figure 3 the optical detection elements 310 making up the optical detector array
309 are arranged in a Cartesian layout i.e. square or rectangular. However, it should be
appreciated that the optical detection elements 310 could instead be arranged in a different
manner. For example the optical detectlon elements 310 could be arranged in a
radial/circumferential layout.

35 In some applications it will be necessary to authenticate a diffraction surface without
reading ény information recorded in the surface. In such applications a simplified version
of the device shown in figure 3 could be used, where said simplified dévice would not
include the optical. sensor 319 or the electronic device 324, and where the remaining
components may in some embodiments be re-arranged while still performing similar
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As described herein, the diff-ract ed beans produced by the
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diffraction surface 302 have characteri stic and nmachi ne readabl e
Intensity Patterns which patterns result fromthe diffractive structure
i ncorporated into the diffraction surface ;302. The diffracted beam
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ats 20 t he dpttiiostéaddet ke Jsnapshay’ @0Se Intensity Pattern 311. This could be done using one

- 15 of a number of techniques. In one preferred embodiment the laser diode 305 may be

pulsed between lower and upper power output levels at an appropriate repetition rate and

with an appropriate duty cycle to obtain the required “snapshots” of the Intensity Pattern

311 from the optical detector array 309. Pulsing the laser diode 305 has the advantage of

reducing the thermal energy generated by the laser diode and hence reducing the heat

20 dissipation requirement for the reader device. Pulsing of the laser diode, if carried out,

would need to be done under conditions which do not impede reading by the optical

sensor 319 of information recorded in the diffraction surface 302. In another preferred
embodirhent, said "snapshots” could be obtained by electronically "shuttering" the optical -

detector array 309. _

. 25 The device 301 as illustrated in figure 3 uses a single light source to generate a
[ single’ optical reading beam 307 directed to the diffraction surface 302. It should be
’ appreciaféd that multiple optical reading beams, at the same or different wavelengths,

generated by one or more optical sources, could be used in the reading device 301 instead

of the single optical reading beam 307 illustrated in figure 3. In this case each optical
30 reading beam produces a pair of diffracted beams 308a and 308b as illustrated in figure 3.

Said multiple optical reading beams could be directed all to the same point or to different

points on the diffraction surface 302 and may be incident on the diffraction surface at the

same or different angles.
In one preferred embodiment a number of optical réading beams, all of the same
35 wavelength, generated by one or more optical sources, may be incident on the same
region of the diffraction surface 302 from different directions. An advantage of using
multiple optical reading beams in this manner is that multiple diffracted beams will be
produced in different directions, one of type 308a and one of type 308b for each incident
~ optical reading beam, thereby increasing the probability that for a given relative



The*el ectronic signals 312 representing the Intensity Pattern of t he beam
308a are conpared with a specified set of values 314 in an el ectronic
devi ce 315. The set of val ues 314 is stored in an electronic nmenory 316
and represents an authentic or "tenplate"qq optical Intensity Pattern. The
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- Pa%/terns §or those optical Intensity Patterns which require confirmation, which may mean
15 that the memory device 316 must be capable of storing more than one "template" Intensity
Pattern.

The above descriptions are in terms of reflective surfaces. It should be appreciated
~ however that the same principles can be applied to transmissive surfaces in which case the
device iI]ustriated in Figure 3 will have the light source and optical sensors on 6pposi.te.

20 sides of the diffraction surface.
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20 7. The method of claims 3, 4, 5 or 6, wherein said optical sensor includes a first
optical sensor and a second optical sensor, each optical sensor being positioned to be
illuminated by a respective one of the diffracted beams, with the optical sensors each
being adapted to produce a signal indicative of the intensity pattern of its associated
diffracted beam.

25 8.  The method of any one of claims 1 to 7, adapted to determine the authenticity

O of said area, the method including the further step of electronically determining whether
said signal or one of said signals represents a signal produced by an authentic surface.

9. The method of claim 7 or 8, wherein the diffracted beams or one of said

diffracted beams passes through an optical lens to form an image on its respective optical

30 Sensor, '

10. The method of any one of claims 1 to 8, further including the step of causing
movement between said surface and said reading beam.

11. The method of claim 9, wherein the optical sensor/s are operated to produce a
signal or signals intermittently. ' ‘ |

35 12. The method of claim 9, wherein said optical sensor/s produce a signal or
signals which are continuous.

13. The method of any one of claims 1 to 11, wherein said reading light beam is
produced by a laser diode light source.
14. The method of any one of claims 1 to 13, wherein said reading beam is



sequence recorded on it in sonme manner, in which case—each—optical

detection region 321 wi || preferably be a single op i ch
may have an active detection area shaped either as Ii,n’ [j mﬁgﬂﬂﬁﬁrrow
~slit (as illustrated in figure 3) parallel to the i on
of the bars in the bar code i hage 320 forndd at the optlcal sensor 30 319,

the diamet epulsgd. sai d spot or the width of said slit -geonmetry governing the
resol ution ofs.t h?h@ﬁ{etmd@r ern%#ersz cPIRE Blth N oA B :]@ he \QH’érJ @;fﬁena&ﬁﬁpaa,%i@

I n another preferre ment raction surface my have a two
di mensi onal WAFTEHY M Ogg‘géﬂ‘& d?eﬂg’&q\?ﬁe Hie same; 'Ftef'ﬂtys%“?r’fmnner so as to
repr eSFnEj i ni@r MAhé atethiod of anpadnered clamd3itbd, beBrp 1dnwhdén appendattoeelaim 3,
optica etetlonre or two

di mensi ondlV FHVW& gfﬁ‘? dgéﬁa g%td%ﬁgﬁ{ag% §{€€%’§ 'Hg?sztyt%ggﬁ{s | ong axi s of

sai d array posit7.onEe paethdd of any oneeofiglaiws dataed 6diwherein othersf argnat Igfastt tweo

axes in kﬂ&ink%aﬂknﬂns' onal array inmage 320 produced at the optlcal

sensor 319. Regar dl ess of the type of pa tern recorded jn th
di ffraction surt®celRpmmethqd gt agy one %&X@Wén’{ ‘gf thd 7 whef ﬁBP?i\é'SﬁintQCﬁa‘Hha

di ffracti onwhetefraggid3adattion Gatface machange fint tilformation used for authentication

o g 98BS SRS S el 858, 2081 PR it
pattern in inbludingathe mmeontepmf elestfanieallyfdetdrminipg |delthere1hscsrgnal of the sensor
319. By thegy Bfrﬁﬁﬁ&be said o 3f 6%%%%"5%%29 &l'ftf"bé gﬁggmagfﬁ’@n@@%rface

diffraction sur rmatlonre attern in the
di ff raction suri%ceThomethnd ofeclaisr d8; wherpn said second beam passes through an-optical

lens to férm an image on its respective sensor, said image being indicative of said second

15 information, and said respective sensor produces a signal indicative of said second
information.

20. The method of claim 18 or 19, wherein said first information is recorded on
said surface by a first diffraction surface configuration, and said second information is
" recorded on said surface by a second surface configuration superimposed on said first

20 configuration.

21. The method of claim 20, wherein said second configuration is a deformation
of said first configuration. |

22. The method of claim 20, wherein said second configuration is a further -
diffraction surface configuration.

258 23. The method of any one of claims 18 to 22, wherein said second optical sensor

1S adap't'ed to produce a continuous signal.
24.7* The method of any one of claims 18 to 22, wherem said second optical sensor
is adapted to produce a signal intermittently.
25. A data detection device comprising:

30 means to receive an item having an optical memory diffraction area, said area
havmg a diffraction surface adapted to provide a diffracted beam with an mtensrty pattern
determined by the configuration of the surface;

light producing means to produce a light beam directed to illuminate said surface so
as to produce a diffracted light beam; and

35 an optical sensor positioned to be illuminated by the diffracted light beam, said
optical sensor being adapted to produce a signal indicative of the intensity pattern of the
diffracted light beam.

26. The device of claim 25, wherein said light means produces a collimated and
approximately monochromatic reading light beam.
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stored in the ngﬁmrmé%ﬁ@o?%ﬁ H%p‘?%sB@'cf"rélzﬁﬁﬁ%jméﬁaPﬁenfd & 1P efatth 129br gis
20 the Intensity Pattern (gilc detect.or ar , provide

that the re¥bereiysaid second Se“S‘Hl‘? pdapiadete RIRdYEE 1A ROBHEHIQYS Sliﬁlat'erns do fall on

the optical detggt Ofrhard"eai\cew&laxm 27, 28, 30, or claim 29 Whex dperided td"Blafi 2714128,
ef ficiency otht he el.ectr ev ce

advant ageoudETITERd Seeqnd bplisgEseRss R S b ot B Sendly of the
portion ofs the 33. The dewcsucg’rmi\ Fk20f elainess 8httd 13§, ttheheminghwiing means &r pause

311. This cali,fiR ﬁ?bérﬁé’@%ehﬁez@%:d’iur&ﬁ@ﬂm)% res d1n° li fﬁfbeg Ways for

exanple in one erre I ment IS cou e ac | eve dellberatelyn
including in th 4 optlhe slevica of a8y pje phetalnh?2 %101 %anB?ﬂel‘b&ﬂ'dﬂlé t meansyisi adgpted

acts as a "g&f &ke pulsmg of said re%dmﬂaiohi or he el ectrom c conparison device
315. sh ou be ap t nuiTer ous éarlatlo re

possi bl e on the3? ecmﬁ: €afi a"" one”Bf CFa”Hé\n cé% ées‘t‘f STHWa SHE r dwice ACS f
t he possiol elemmmatcompanmmmdmsao|rb<mdvdmﬂid)wgnal or one of38id signdls) sidycompadisbhe

optical detgghio Bef?\k%%BIeﬁ t%lgetg%hggm%wtr@%io%}fgh&labr ‘3&5‘3@ Rprédbh?y signal or

signals produced from an authentic surface.
36. The device of any one of claims 25 to 35, wherein said light producing means -
produces two or more light beams directed to illuminate said surface.
25 37. The method of any one of claims 1 to 24 wherein the or one of the sensors is
. illuminated by two or more diffracted light beams.

L 38;—;-. The method of claim 10, wherein the intensity pattern, the diffracted beam or
one of the diffracted beams alters with movement of the reading beam with respect to said
surface.

30 39. A method of data detection substantially as hereinbefore described with
reference to the accompanying drawings.
40. A data detection device substantially as hereinbefore described with reference
to the accompanying drawings

35



309°are arranged in a Cartesian layout i.e. square or rectanggtf—Hewerer
it should be : appreci ated that the optical detecti oh THI% FHREE HASBEEN
could instead be arranged in a differen manner. Fr exé}EﬂLACEDe

optical detection elements 310 coul d betlgrranged in a

radial /circunferential paxgyy OJ;PCAL RPEMORY FRPCHNDLOGYions it will

be necessary to authenticate a fraction surface w thout
reading any information recorded in the surface. In such applications a
sinmplified version : of the dBBSIBAGbwn in fi gure 3 could be

used, \M;% e sai A méthpd ahd eﬂpzdems €30 Mot detesting information stordtconigie opticalopt i cal
sensor e

component s MEyeRFEERETItieR T 6° 48 R Ferk BB (10D AT e sprtaes,
simlar s (101) “At least one diffracted light beam (104) is produced, with the lightObeam (104) :
functions. havmi a red@fb‘?mﬂ@d' 19@3:':151%5 &ferh O §eﬁ9c5r0({3§9)3gjlllﬁﬁﬁ'nﬁl?&! Q’Qrd if@tadiel { D

masks in order achi eve riate active optica ection, area
and spat i albegm 32)18) Agd bsfu%eﬂefo’f Hﬁh WP“S’bPH“ES?eS A B‘E‘%?Hp semsor (319)Ng Hlumiaatedt
and conpar itgoa s€ont kieffRietddcam 008)1 &vﬁlyh Btohe beard 1308)f pais&es tﬁlﬂoﬁjfgh %ﬁtdpﬂcal

"h or der ¢ gets Offaeie T o0 sedhalhm ik Brodieid Sn e chf G 1D e FSone
| nt ensi t yo R309kprod8dcs afigndidor autUcrftfcaamt purpbeanwlBei8 signaycaartieyconeparahto a ed
at a predetsg %‘HPB&d Weﬁ‘h@%%\ erzﬁécg Bg'llﬂetsén?r (95%}6\%56&9“{3&‘3{m%rmanon to

predet erm-ne ocations on n sur
that information contained in the signal produced by the sensor (309):
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| @Fut henti cate the diffraction surface 302. It may be an
advant age not to operate the device 301 continuously during
authentication and reading of a diffraction surface. For exa"H§3SHEEFWﬁ

an advant age not to neasure continuousty theoptictal Inte sity;ﬁ?{,e .
311 of the diffracted beam 308a; ' ' ake "snapshots——ei—I1]
Intensity Pattern 311. This could b@gﬁi]eﬁiﬁhriﬁi?ﬁcgaw of a nunber of

techni ques. In one preferred enbodinH di ode 305 may be

pul sed between | ower and upper power j at an appropriate
repetition rate and wi th an appropriate duty cycle to obtain the

requi red "snapshots" of the Intensity Pattern 311 fromthe optical
detector array 309. Pulsing the |aser diode 305 has the advantage of
reduci ng the thermal energy generated by the l'aser di ode and hence reducing
the heat 20 dissipation requirenent for the reader device. Pul sing of ‘the

| aser diode, if carried out, woul d need to be done under conditions

whi ch do not .i npede readi ng by the optical sensor 319 of information
recorded in the diffraction surface 302. In another preferred

enbodi nent, said "snapshots" could be obtained by electronically
"shuttering"” the optical . detector array 309. 25 The device 301 as
illustrated in figure 3 uses a single light source to generate a single
optical reading beam 307 directed to the diffraction surface 302. It should
be * appreciated that nmultiple optical reading beans, at the sane or

di fferent wavel engt hs, generated by one or nore optical sources, could
bg-used in the regding device 301 insfyad of the single optical reading
bearh 307 illustrated iM% gure 3. ki R4pptical 30 readi ng beam
produces a pair of diffracty i8a and 30@Y as illustrated in figure
3. Said nmultiple optica 3 8 ® directed all to the sane
point -or to different pof n surface 302 and may be
incident on the diffraction pe or different angl es.

In one preferred enbodinent1- readi ng beans, all of the
sane 35 wavel'ength, generated by i sources, may be

i nci dent aon the sane

FIGURE 1



A

seai on of the diffraction :sefface 302 fromdifferent directiens- -
advant age .of usi ng mul ti pl e optical reading beams in thi sTHf&r&ﬁE’:Tli#\S BEEN
multiple diffracted beans will be produced in different |di recREBIAGEDone

of type 308a and one of type 308b for each incident optical _Jeading
’\’1&"---

beam thereby |n RN —,- s : R ....../,.».ﬂ ve
gr;:fent a: | gnbof t ?N\\i\: _—.-,f%//:;:;q- \\\%- Onef h
ee s o\ "‘;:/"" 2aS n\ n ~l-"'“‘-',c
t;/pergg8g Wi Iefm:‘ ;//f'::} <\ 4%"&&-* ;'-, tiesrenlg ©
t her eby enabl i ng %7 ‘/,....- -»\-;—_-,-,4»/'1 =y \ \___;/ range of
relative orient ., 'm.--. \ /:==§N a\ RS -f'//»:. 302. 5

NS —"“ o //:"-u' -. .n 'u. .«'ﬁ i
The di ffraCt I on / \%;.7{«'//‘{ w\:&*{/ é gogi)ng| e

pai r of conj },/',, --~~.~ ~\.\ /..v-c\ Sty 55 A It
shoul d be apprecps oy \’-*--;-—-f%‘ "‘-T-‘\. :\ designed to
roduce nore .-/n"’ M ‘/-\ -.\a\\.,.--v-v/' that nore
than one di ffrac :._:a\\-\ Wa% \\\V/ F he opti cal
/ NS 7230
detector array 3p2 TR \ \ ~.,:;/Ne¢ AR ‘.f/‘.. may 10
require confi rma \en.-.--f/::}/ ﬁ\‘ %\..- ’;,4#. herein) of
only one of spt ~-~ .----*»-- %}"‘«P “-—4'-/‘%- I cal
e COn ~‘-“~-c‘- '- nunber of
\\&_—, s¢f or array

detector array "’/,& ; = .u,y

sai d diffracted pageRn \\ =2

309. The nenory ?’;4::—-.\ NS ,ﬁﬁ*\ ST j Intensity
Patterns for thog /’:.‘ﬁ«'\- R v-....-//'/y/‘:}".'.'-. AR “: Are4AF i r mati on,
whi ch may mean \_/ \\_/
///,—:-F?‘\\\\ \\--_ ~
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16 that the menory devi ce 316 nust be capable of storing nore than one

"tenplate" .Intensity Patt ern.

sanme principles can be applied to transm ssive surfaces in

The above descri ptipers—are _jn

ich

terms of reflective surfaces. It should be appreciated h \%%BHEEEH;FMN

device illustrated in Figure 3 will have the |light source and upuw

sensors on opposite 20 sides of the diffraction surface.

CLAI V5. 1. A met hod of ggtecting hgf ormation stored on an

optical nenory dlffractlon said ar
adapted to provide=s _ g
~determined by the confi gurat i oﬁ°86
5 steps of: - subpMeti ng sai
positioning an optical sensoa
beam said sensor bein f
diffracted beam and 303

indicative of said |nte

GOCSA O

wherein said readi¥y br OKi rraf[e y

nonochromati c

t wo dlffractedj—tea
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r@¢duced by sai d readi ng beam 4. The nmethod of ¢Laf o '
ltohere are %/wo di ffract eg beans, which 15 diffracted beans & Pﬂéhm ET
pair of diffracted beans.. : - b, The nmethod of claimi3jor 4, wherein
one of the diffracted beanms diverges rel ative to another{ 9f tBHEC 1996
diffracted beans. 6. The nethod of claim3 or -4, ijwherei n one of
the diffracted beans converges relative to another of tHe drffracted
beans. 20 7. The nethod of clainms 3, 4, 5 or 6, wherlein _said optical

sensor includes a first optical sensor land a second optical “sénsor, each -
optical sensor being pospl] c{;),ﬁ) e | i nated by a respective ohe of
the diffracted beans, w H{hgﬁg Q@é@%gh‘ru@\gécﬁETﬁ/%EQRg adapted to
produce a signal indicative .of the inteishicyl petdtern of its associ ated
diffracted beam 28, prccenBhvensid MR D BHH R maRiy Mefndibeys bt Bpudarlofs &
adapted to determ ne ptr%sem ?J‘{eﬁté%'{]ﬁél?ét%t ggncofmsalé a gy;’:he é@tl o% i °T"'8%i ng

a .sa ea, . n
the further sttgﬁ’aBW@F’e‘%[‘arﬁﬂ'iaé%ﬁaFgﬁ* (fé‘fhe?srﬁ"ﬁ’ftr‘?@’dﬁ,ﬁ'@{ freprity caws; ap s’%‘h‘éﬂ% far
one of said sithealanufactpres seading andsnaofifidatipn oftthe énforimatiam ceniaingsinen thesaardsaoe.

9.  The met hogn&fitehls3iidh o tafk RotesMaBsgbe) chrf@crhdtés, and pedReanslsor one of

sai d di ffracted beans passes tdir h .Jens to forman i mage on
Its respective optical 30 sensor.é%&g'%ung%fggé hﬁ’%ét_dr)r'gt hod of any one of

clains | -to 8, furRapisplar nattgetiong ished@wap tof Intamationgl Palgph cApplicatien wdlth
sal d surface @CIr/AUR/002s52li ng beam’ 11. The nethod of claim9, °
whprein the opti cHisiRes /s dte WMRMAYGH SRERAUEE rious Sirfikdlon Surradednal S
intermttently. 3 (g e tho clalm9, V\/n‘?r | N, sal O,Btlca’l
sensor/ s . pr oddeading deviges png,pecor "‘§in%H§F% Wever there 13 oA Fi5RIRsEd nor cons eration; 3 -
Thé met hod of givep tortee ofe of itensityl paterslip thehdiffeicied dearos neradivicgs o detect Isechm i s
produced by ai,l,tgﬁgtry pade |1 ght source. _ ' _

Crédit card fraud is now becoming a substantial problem due to the ease with which
magnetic stripe ‘memories can be modified and copied. This problem also exists in the
field of security cards and prepaid card systems. Outside the card industry similar
problems exist with documents and products of various types.

Methods have been proposed (o overcome the above problems empldying
holographic patterns and kinegrams. . _

For example a known kinegram card contains a computer generated holographic
pattern extending along one or more tracks across the card. The pattern resembles a
conventional. hologram but is much brighter and can be made to display a greater degree
of movement when viewed at different angles. When thé card is used, for example when
making a telephone call, it is inserted in a reader slot and the available balance is
displayed. After connection, the equipment automatically emits metering pulses. The

pulses ‘sequentially decrement the card by destroying each bit by thermal energy. The
hologramyis read by dirécting at the pattern light, which is reflected. The angle of
reflection is in a direction determined by the hologram. A detector is positioned to be
activated by the reflected light.
Swiss Patent 622896 (Application No 2995/78) describes the use of a hologram, in
" which the reflected light includes a first reflected beam detected by a first sensor, while a
second sensor detects scattered light reflected in a second direction. More particularly, the
light reflected in the second direction includes a narrow beam and a diverging beam. The
narrow beam is blocked so that only the diverging beam is delivered to the second sensor.
Australian Patent Applicatic;n 19576/83 describes the use of kinegrams for visual
verification of the authenticity of the article carrying the kinegram. The kinegram
provides diffractive images which move in a predetermined manner with a change in
relative orientation. There is no consideration of nor is this particular arrangement adapted




14.# The method of any one of clains | to 13, wherein said reading beamis

pul sed.’ ! 15. The nethod of any one of clains 3 to 7, WPEA@MMSHEET

when appended to claim 3, wherein two of the diffracted bear
sanme intensity pattern. 16. The method of any one of clalgs 3 to

7, or 8 to 14 when appended to claim3, 5 wherein two of thg diff e d?6
beans have different intensity patterns. 17. The netlhqed_of any one

of clains | to 16, wherein there are at [¥ast two r eadi ng |beans.

18. The method of any one of clainms 7, or 8 to 17 when appended-to.claim?
wherein said diffraction surface has stored first informati on used for

aut hentication 10 purpomFﬁg rﬁ?ﬁf i ODEQ?;'J@I‘D dditional to said
first information, said metho PO i ncl udi ng t%Af er sl'}ep of

el ectronically determ ning whether the signal of the sensor - illum nated
by said fiABSTR®®TIi S a signal that would be produced by an authentic
sur face. 19. The nmethod of claim 18, wherein said second beam

passes through aA mpthodaind appaeates (301) domdetecting geommationsstored perr i vaptical

sensor, said inmage being indicative of said second 15 information, and said

respect i venmmnmodlf@agmwf@esﬁlghhl A nending light tepms 6i02) dlwpingtes the surface

i nformati on. he nethod of ¢claim 18 or 19, wherein said first

i nformati odO0ly A;Clgas(gé@e(qqffracted light beam (104) is produced, with the light beam (104)
having a predetermined intensity pattern. A sensor (309) is illuminated by a diffracted
beam (308) and is used for authentication purposes. A second sensor (319) is
illuminated by a second diffracted beam (308), which second beam (308) passes through
an optical lens (imaging lens) (304) so that an image is produced on the sensor (319).
The sensor (309) produces a signal for authentication purposes which signal can be
compared to a "template” signal. The signal generated by the sensor (319) has additional
infornilation to that information contained in the signal produced by the sensor (309).

Fig. 3(a)



sgaid surface by a first diffraction surface configuration, and said second

information i s recorded on said surface by a second surf{aee
configuration superinposed on said first 20 configuration. REPLACEN&%HLSH&ET
met hod of claim 20, wherein said second configuration is aj deformation
of said first configuration. 22. The method of claj m 20,5 pbereos
sai d second configuration is_a further diffraction surfpc
configuration. 25 23. The nmethod of any one of clai ns| 18—t-e—22;
wherein said second optical sensor i s adapted to producg a continuous

si gnal . 24. The nethod of anV3one of clains 18 to Z2Z,—Wierermsaid
second optical sensor is adapted to produce a signal intermttently.

25. A data detection device conprising: 30 means to receive an item
havi ng an optical nmenory diffraction area, said area havi ng a
diffraction surface adapted to provide a diffracted beamw th an intensity
pattern determ ned by the configuration of the surface; | i ght
produci ng nmeans to produce a |light beamdirected to illum nate said surface
o) as to produce a diffracted |ight beam and 35 an optical sensor
positioned to be illum nated by the diffracted Iight beam said opti cal
sensor being adapted to produce a signal indicative of the intensity
pattern of .the diffracted |ight beam 26. The device of claim
25, wherein said |light nmeans produces a collimted and approxi mat el y

- monochromatic reading |ight beam

104a 102 " 104b

FIGURE 1




14+ 27. The device of claim?25 or 26, wherein said sensor includes

a first and a second sensor, the sensors bei ng adapt ed twodies it NG
by a pair of diffracted Iight beans, said sensors each J@aﬁ _ Ewm
produce a signal indicative of the intensity pattern of jajrespective ong
of the diffracted beams. 5 28. The device of claim 2}, | whed BER 836 d
beans are a conjugate pair of beans. 29. The devi ¢eflof claim 27,
28,-29 or 30, wherein said |light nmeans is a | aser diode | 1 ght source.
30. The device of claim27, 28 or 29, Ifiurther i ncluding anlLaptical lens
through - which at |east _one of the %{'ffract ed |ight beans passes to
produce an image on the |0 associ ated sensor. 31. The device of
claim 27, 28, 30, or claim?29 when appended to claim 27 or 28, wherein
sai d second .Wm‘.\?‘ﬁ&\q;w : ;/‘}mr::ﬂ\-{;sx\\s Siazs 32.
The device of cl m'\ s.va'//:-ﬁ“?‘:zh"‘a&\\?ﬁ'z--}% m 27 or

i '/;":’.":32;.\ :\\\\‘J%/’ ,.-Q?‘Q\\M/,/.
28, wher ei n %‘:%\-W%‘:\\\\\%\Wy

further includi N RN NN e e e RN c“‘-:_;;-'/gf! d surface
and sai d readi ng /AR \V//%M\?/ Zi bt clai s
25 to 33 wherein zf:':ﬁ'::\\\ R -/://”/,-/;i‘\?\\\\\\\ {5'/,/’:: of said
readi ng |ight. %\w\\ e ey
wherein sai d deviFFFAoonN

L1 - P »‘6
signal or one of ,/J/K/ ﬁ:t

R
R NRNShRREEA A0 34,

‘\:“: :J.;.:_, m\ \‘Q::;../,:ﬁ- ve said
det er mi né whet he ARl <

Z
. . . ) A ,f...;b SRS Sty
intermttent sig % %i\\\__ N /‘_\\\ M%. to 32,
X ﬂ"' N
7

NS
, // pted to

C ' e signal s
produced from an gﬁ:ﬂ":\
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36..:The device of any one of clains 25 to 35, wherein said I|i

ght produci ng

nmeans produces two or nore |light beans directed to illu TG o -
surface. 25 . 37. The nethod of any one of clainms | to h&%ﬁ%ﬁﬁﬂﬁiﬁ'f
or one of the sensors is illumnated by two or nore diffracted light
beans. . 38 - The nethod of claim10, wherein the intensi8 EQEGTEr 1,
the diffracted beam or one of the diffracted beans alte w th novenent
of the reading beamw th respect to said surface. 30 —ATettod
of data detection substantially as hergygpbefore described w.th ref erence
to the acconpanying draw ngs. A data detection device
substantially as herei nbefore dess%zl bed vm th ;ef erence to the

acconpanyi ng draw ngs. 35
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