MOBI LE COVMUNI CATI ONS DEVI CE EMPLOYI NG MULTI PLE DATA STORAGE LOCATI ONS FOR
ELECTRONI C MESSAGES TECHNI CAL FI ELD OF THE APPLI CATI ON [ 0001] The present

di scl osure generally relates to wirel ess packet data service networks.

More particularly, and not by way of any limtation, the present
disclosure is directed to a nobile communications device and rel ated data
service network enploying nultiple data storage | ocations for electronic
nmessage information. BACKGROUND [0002] Mobile comuni cations devices are
often designed to receive electronic nessages through nore than one

" channel nd | A Sﬁ ﬁ ]ﬁq]gmgg{ f@;é[r%t @‘6‘5&‘8?{&?8%5 @ngo]? ,{,A ‘fﬁ%@' cations
over & hgg{? NG e A A tose g i oy % as Lext meesages
sent to a nobile tel ephone nunber assigned to the deV|ce In certain

cases, the channel or fornat t hr ough mhlch a nessage is received may have
rel evance to the coni& . ¢ §f APREIGREEGNe itsel f. 1 SUMVARY

[oC01] The present disclosure generally relates to wireless
packet data service networks. More particularly, and not by way
of any 1limitation, the present disclosure is directed to a
mobile communications device and related data service network
employing multiple data storage locations for electronic message

information.

BACKGROUND
[0002] Mobile communications devices are often designed to
receive electronic messages through more than one channel and in
more than one format. For example, a mobile communications
device may be designed to receive electronic mail (email)
messages sent over the internet to one or more email addresses
as well as text messages sent to a mobile telephone number
assigned to the device. 1In certain cases, the channel or format
through which a message is received may have relevance to the

content or the purpose of the message itself.




[ 0003] The present disclosure relates to a nobile conmunications device
i ncorporating a nessage receipt logic structure and a nessage routing

| ogic structure. The nmessage routing logic structure may, in turn,
incorporate a logic structure that conpares the content of each incom ng
nmessage to criteria specified in one or nore nessage routing rules, as

well as a logic structure that stores each incom ng nessage according to
t he nessage routing rules. The nmessage routing logic structure further
incorporates a logic structure that routes all nessages not routed

according to a nessage routing rule into a default nessage database
obj ect. [0004] In another aspect, ZHEPEEd of operation of the above
nobi | e connunlcatlons device is disclosed. Under this nethod, at _|least one

i nconi h§ORBEsage™ r REFRRE vi FE RS vikedatESt woie. TRe cAIPbERE of

each incom ng nessage is routed to at |east one criterion contained in at
| east eREMHRSSAGECRDULdSIY Cq uliadrapiong tangessagec s abaseewhindct lesdeci at ed
with it. Each incom ng nessage neeting each criterion for a nessage
routi ngtrnateres anders stheseadse nroheimgs slage cdattabaseireb] ecThas sesisaped
with that nmessage routing rule. Finally, all messages not routed to a
nmessageodai abasktogbf ecdtacgond nghatyQ aimessage, incorporate a logic
structure that compares the content of each incoming message to
criteria specified in one or more message routing rules, as well
as a logic structure that stores each incoming message according
to the message routing rules. The message routing logic
structure further incorporates a logic structure that routes all
messages not routed according to a message routing rule into a
default message database object.
[0004] In another aspect, a method of operation of the above
mobile communications device is disclosed. Under this method,
at least one incoming message 1is received via a data service
network. The content of each incoming message is routed to at
least one criterion contained in at least one message routing
rule having a message database object associated with it. Each
incoming message meeting each criterion for a message routing

rule is then stored in the message database object asgsociated

with that message routing rule. Finally, all messages not




routing rule into a default nessage dat abase object. [0005] In certain
enbodi nents, an incom ng nessage may contain, for exanple, nessage source
data, nmessage destination data and nessage type data. An incom ng nessage
may be routed based on any one or nore of these data. Message type data
could include, as exanples, electronic mail nessages, SMS nessages,

br oadcast nessages and PI N2PI N nessages. Destination data could include an
el ectronic mai|l address, a device identification nunber or a tel ephone
nunber. Simlarly, source data could include an electronic mail address, a
devi ce ideqéification nunber_or _a tel ephone nunber., In certain

embodi FBRESS &P  PncBRTRPFre SEaGLREY 6BIPCht dF o ng°t & of REFAIS
criteria, _relating to, for exanple, the content of the incom ng nmessage

i tsel f TOBCBrY B BESCRIPA AR foPl1THRECPRAMENESE £ D89S 1o ffr ¢ conpl et e
under st andi ng of the enbodi nents of the present disclosure may be had by
ref erehBB0%b t hell ol Fevkae DethpfeeDescri pRi oANERABANY ak BASFAJGON[NEHCt i on
with the acconpanying draw ngs wherein: [0007] Figure 1 depicts an

exenpl apytash wfkremianpleentmessage source data, message destination

data and message type data. An incoming message may be routed
based on any one or more of these data. Message type data could
include, .as exampleg, electronic mail messages, SMS messages,
broadcast messages and PIN2PIN messages. Destination data could
include an electronic mail address, a device identification
number or a telephone number. Similarly, source data could
include an electronic mail address, a device identification
number or a telephone number. In certain embodiments, an
incoming message may be routed according to other criteria,
relating to, for example, the content of the incoming message

 itself.




including a wirel ess packet data service network wherein an enbodi nent of
the present disclosure nay be practiced; [00081 Figure 2 depicts a software
architectural view of a nobile conmunications device operable to route

i ncom ng nessages according to one enbodi nent; [00091 Figure 3 depicts a
bl ock diagram of a nobile conmunications device operable to route incom ng
nmessages according to one enbodi nent; [00101 Figure 4 depicts a bl ock

di agram of a nobile communications device operable to route incom ng
messages received froma conmuni cati ons network according to one

enbodi nent; and [00111 Fi qure 5 deolcts a fIOM/chart showi ng the process
flow for routing of &Sddty GRSER Sy Y | e conmuni cati ons
devi ce. 4 DETAI LED DESCRI PTI.ON OF THE DRAMVNGS [0012] A system and net hod
of thelPPRE&Ent o sEPESUr® RIgtenowrdpEs Rz Deatwithe r eFePeHERRYD @Ari ous
exanpl es of how the enbodi nents can best be nade and used. Like reference
numer aFBe Rreseseddiaeboghvtit Wahebdebedi pri swfandnsevépralthgi dwdlewinge

Detailed Description when taken in conjunction with the
accompanying drawings wherein:

[0007] Figure 1 depicts an exemplary network environment
including a wireless packet data service network wherein an
embodiment ©f the present disclosure may be practiced;

[co08] Figure 2 depicts a software architectural view of a
mobile communications device operable to route incoming messages
according to one embodiment;

[0009] ‘Figure 3  depicts a block diagram of a mobile
communications device operable to route incoming messages
according to one embodiment;

[0010] Figure 4 <depicts a Dblock diagram of a mobile
communications device operable to route incoming messages
received from a communications network according to one
embodiment; and

[0011] Figure 5 depicts a flow chart showing the process flow
for routing of electronic messages within a mcbile

communications device.




drawings to indicate |ike or corresponding parts, wherein the various
el ements are not necessarily drawn to scale. [0013] Referring nowto the
drawi ngs, and nore particularly to figure 1, depicted therein is an
exenpl ary network environnment 100 including a wrel ess packet data service
network 112 wherein an enbodi nent of the present system nmay be practiced.
An enterprise network 102, which may be a packet- sw tched network, can
i ncl ude one or nore geographic sites and be organized as a | ocal area
network (LAN) , wide area network (WAN) or netropolitan area network
(MAN), et cetera, for_serving _a £Iuralit of corporate users. [0014] A
nunber of applicati oRE 3l SDEPUARBET M (8 THEM DRAVINESosed as part of the
enterprise network 102 are operable to provide or effectuate a_host of
i nter ndPORAN extRrpatt¥erand diethed rrhstepresaiideb salidsurenidihefio¥ccess,
corporate data access, nessaging, cal endaring and scheduling, information
managehentdesguiihdie Mikb, Peboreicr)l o avdrievnse exammlest 6fpdrawonghe
i nformati on appliances such as desktop conputers, |aptop conputers,
pal nt opmbodputers, cat beser hge abtikoagh need.spdcild catiaresivewnunerikilgure 1,
may be operably networked to one

are used throughout the description and several views of the

drawings to indicate like ox corresponding parts, wherein the
various elements are not necessarily drawn to scale.

[0013] Referring now to the drawings, and more particularly
to figure 1, depicted therein 18 an exemplary network
environment 100 including a wireless packet data service network
112 wherein an embodiment of the present system may be
practiced. An enterprise network 102, which may be a packet-
switched network, can include one or more geographic sites and
be organized as a local area network (LAN), wide area network
(WAN) or metropolitan area network (MAN), et cetera, for serving
a plurality of corporate users.

[0014] A number of application servers 104-1 through 104-N
digposed as part of the enterprise network 102 are operable to
provide or effectuate a host of internal and external services
such as email, wvideo mail, Internet access, corporate data
access, messaging, calendaring and scheduling, information

management, and the like. Accordingly, a diverse array of




or nore of the application servers 104-i, i =1, 2,...,N, with respect to
the services supported in the enterprise network 102. [00151 Additionally,
a renote services server 106 may be interfaced with the enterprise network
102 for enabling a corporate user to access or effectuate any of the
services from a renote |ocation using a suitable nobile comrunications
device 116. A secure communication link with end-to-end encryption my be
established that is nmediated through an external IP network, i.e., a
publ i ¢ packet-sw tched network such as the Internet 108, as well as the

w rel ess packet data service network 112 operable wth Mbile

comunPEEEPRRE dERNf LENATPRi LRRA 1K wiFElles£8 nelSHTIOR nfFCIOLEGEPuUr e
that includes a base station (BS) 114 . [00161 In one enbodi nent, a
trust ed2PEPRY GRADNGER S110PABYE PR CHNPYESES - bet e sietera /| nt BFR@EII11 0808nd t he
infrastructure of wireless packet data service network 112. By way of
exanpl epecihbbi4Elye ot cit | sk Vi ¢ enalyl Goarespdimld vl atedvwendisde §ohanghel d
devi ce capabl e of receiving and sendi ng nessages, web browsing,
i nterfaci mgrei o cdrepor@ilel appldrc adeorerserMer s, et sefler &, . .[.Q817¥iEbr
pur poses of the present disclosure, the wireless packet data service
net wor kedpactayo bighd ngeeneRiseduphoatydkiawihe enterprise network 102.
[0015] Additionally, a remote services server 106 may be
interfaced with the enterprise network 102 for enabling a
corporate user to access or effectuate any of the services from
a remote location using a suitable mobile communications device
116. A secure communication link with end-to-end encryption may
be established that is mediated through an extermal IP network,
i.e., a public packet-switched network such as the Internet 108,
as well as the wireless packet data service network 112 operable
with Mobile communications device 116 wvia suitable wireless
network infrastructure that includes a base station (BS) 114
[0016] In one embodiment, a trusted relay network 110 may be
disposed between the Internet 108 and the infrastructure of
wireless packet data service network 112. By way of example,
mobile communications device 116 may be a data-enabled handheld

device capable of receiving and sending messages, web browsing,

interfacing with corporate application servers, et cetera.




or heretofore unknown nobil e comuni cations technol ogi es and network
protocols. For instance, the wirel ess packet data service network 112 may
be conprised of a General Packet Radio Service (GPRS) network that

provi des a packet radio access for nobile devices using the cellular
infrastructure of a Gobal Systemfor Mbile Comunications (GSM -based
carrier network. In other inplenentations, the wreless packet data
service network 112 may conprise an Enhanced Data Rates for GSM Evol ution
(EDGE) network, an Integrated Digital Enhanced Network (IDEN) , a code

EjvisiEn NUJtipIe Access éCImmo net wor k, or ﬁgg ﬁ%d GEnerﬁtion gﬁcg
net wor kOOB{! way 7% pPotPerRy &h 55 e nBo8F MEREEC t hEEedEATNFS=of t he
present disclosure will be illustrated with a CGPRS-based carrier network,
al t houBACkAbsEat3kPRFBHCE NRERECHR t LSRolPY ibéadlmlp}el"“@@B@ﬁi z8 Phadt kﬁﬁ’émscope
of the present disclosure is not limted thereby. [00181 Figure 2 depicts
a sof t aur eheretvices upakneivew Bebile noinmindeamirngat Fornelediss aéesdr di ng
to one enbodinment. A nmulti-layer transport stack (TS) 206 is operable to
provi deeawogenepriataatlas .t r an8por tipstdoon fude anyreypes ofpasdigior degadat a,
including email, via a reliable, secure and seam ess conti nuous
service network 112 may be comprised of a General Packet Radio
Service (GPRS) network that provides a packet radio access for
mobile devices using the cellular infrastructure of a Global
System for Mobile Communications (GSM)-based carrier network.
In other implementations, the wireless packet data service
network 112 may comprise an Enhanced Data Rates for GSM
Evolution (EDGE)} network, an Integrated Digital Enhanced Network
(IDEN), a Code Division Multiple Access (CDMA) network, or any
3rd Generation (3G) network. By way of providing an exemplary
embodiment, the teachings of the present disclosure will be
illustrated with a GPRS-based carrier network, although those
gkilled in the art should readily recognize that the scope of
the present disclosure is not limited thereby.
[o018] Figure 2 depicts a software architectural view of a
mobile communications device according to one embodiment. A

multi-layer transport stack (TS) 206 1is operable to provide a

generic data transport protocol for any type of corporate data,




connection to a wirel ess packet data service network. [00191 As illustrated
in the enbodi nent of Figure 2, an integration |ayer 204A is operable as an
interface between the radio |ayer 202 and the transport stack 206 of
nobil e comuni cations device 116. Likew se, another integration |ayer

204B is provided for interfacing between the transport stack 206 and the
user applications 207 supported on the nobile conmunications device 116,
e.g., emanil 208, cal endar/ scheduler 210, contact managenent 212 and
browser 214. Al though not specifically shown, the transport stack 206 nmay
also be interfaced with the operating systemof nobile conmunications

devi celBE6UAINE afiBRhbr VPl BmERtdfPR, REVEFaRSPorIeESR ISP CLREY USe
provi ded as part of a data communications client nodule operable as a
host - FAdepehdRnttwia tideitgehibaekel daRBbPrEVigRVIREYOS: seen in Figure 2,
a message router 216 is disposed between radio layer 202 and transport
stack 20819] 00204s The Iysttirapeidayen (thyerembodsimeriie PEanBp@vEe st?ack 3206 is
operable as an interface to the wirel ess network's packet |ayer. Layer 1
handl esnbagiret s@n vi.egero@pdindts arpareaidiien ddeanexenpkridngenbetwekn the
envi ronment 100 shown in Figure 1. For exanple, when a nobile
comunirgdt bon3 aglevi ceoroarmmd r oth®netransport stack 206 of mobile
communications device 116. Likewise, another integration layer
204B is provided for interfacing between the transport stack 206
and the wuser . applications 207 supported on the mobile
communications device 116, e.g., email 208, calendar/scheduler
210, contact management 212 and browser 214. Although not
specifically shown, the transport stack 206 may also be
interfaced with the operating system of mobile communications
device 116. In another implementation, the transport stack 206
may be provided as part of a data communications client module
operable as a host-independent wvirtual machine on a wmobile
device. As seen in Figure 2, a message router 216 is disposed
between radio layer 202 and transport stack 206.
[0020] The bottom layer (Layer 1) of the transport stack 206
is operable as an interface to the wirelegs network’s packet
layer. Layer 1 handles basic sgervice coordination within the

exemplary network environment 100 shown in Figure 1. For

example, when a mobile communications device rcamgs from one




carrier network to another, Layer 1 verifies that the packets are relayed
to the appropriate wreless network and that any packets that are pending
fromthe previous network are rerouted to the current network. The top

| ayer (Layer 4) exposes various application interfaces to the services
supported on the nobile conmunications device. The renmaining two | ayers of
the transport stack 206, Layer 2 and Layer 3, are responsible for

dat agram segnentation/ reassenbly and security, conpression and routing,
respectively. [00211 Figure 3 depicts a block diagramof a nDbiIe
comuni cat i ons devi ce according to one enbodinent. It wll reco%nlzed

by t hoSBTEKET| @G EHRTENE Car RNQUHHTE 1 ek8YBRcd HEFBtd e heiat) Fﬁ‘éuéﬁ‘c
enbodi ment of nobil e conmunications device 116 rmay conprise an arrangenent
si mi | aRYEo WHEYSKoWrC | FhFi ARRrPriaifereisaiede achyabbr o vErthat P8is and
nodi fications, in hardware, software or firmware, with respect to the
variouEaCHﬁﬂalébaﬁeprct@@ndAoeoﬁdbmgK%ﬁ e vdougn gertertkofare glereu®edshoul d
be taken as illustrative rather than limting with respect to the
enbodi rentieoturhenpresemdrkli sctlosuter 0022 1(Mayerroprogesse V334 ous
providing for the overall control
application interfaces to the services supported omn the mobile
communications device. The remaining two layers of the
transport stack 206, Layer 2 and Layer 3, are responsible for
datagram segmentation/reassembly and security, compression and
routing, respectively.
[0021] Figure 3 depicts a Dblock diagram of a mobile
communications device according to one embodiment. It will be
recognized by those gkilled in the art upon reference hereto
that although an embodiment of mobile communications device 116
may comprise an arrangement similar to one shown in Figure 3,
there can be a number of wvariations and modifications, in
hardware, software or firmware, with respect to the wvarious
modules depicted. Accordingly, the arrangement of Figure 3
should be taken asg illustrative rather than limiting with
respect to the embodiments of the present disclosure.
[00221] A microprocessor 302 providing for the overall control

of an embodiment of Mobile communications device 116 is operably

coupled to a communication subsystem 304 which includes a




of an enbodi nent of Mobil e comuni cations device 116 is operably coupled
to a communi cation subsystem 304 which includes a receiver 308 and
transmtter 314 as well as associated conponents such as one or nore | ocal
oscillator (LO nodules 310 and a processing nodul e such as a digital
signal processor 312. As will be apparent to those skilled in the field of
communi cations, the particular design of the conmunication nodule 304 may
be dependent upon the comuni cations network with which the nobile
conmmuni cations device 116 is intended to operate. [00231 In one
enbodi nent, the communi cation nodule 304 is operable with both voice and
data cbRRBhTR4t| 8AS. REGar FIETHEtethe Tk t i @0l aledési §F, RGREFEFTE gnal s
recei ved by antenna 306 through base station 114 are provided_to receiver
308, WEPEROR@HLS peiglyrag seieh @BMeFe reeedle?sdilnaidhs(I&s giogHaps 310
anplification, frequency down conversion, filtering, channel selection,
anal ogantoadipgictabsiag Dnodoheessicbn asarmd diled teilksig®iadi Ipgdopsseirgdalls  to
be transmitted are processed, including nodulation and encoding, for
exanpl 8s bwidilgi el Spgpralengr odessoth@d?, ahillled ovidedthe tfamsditoér 314
for digital-to-analog (DA

communications, the particular design of the communication

module 304 may be dependent upon the communications network with

which the mobile communications device 116 1s intended to

cperate.

[0023] In one embodiment, the communication module 2304 is

operable with both voice and data communications. Regardless of

the particular design, however, signals received by antenna 306

through base station 114 are provided to receiver 308, which may

perform such common receiver functions as signal amplification,

frequency down conversion, filtering, channel selection, analog-

to-digital (A/D) conversion, and the like. Similarly, signals

to be transmitted are processed, including modulation and

encoding, for example, by digital signal processor 312, and

provided to transmitter 314 for digital-to-analog (D/A)

conversion, frequency up conversion, filtering, amplification

and transmission over the air-radio interface via antenna 316.

[0024] Microprocessor 302 also interfaces with further device

subsystemg such as auxiliary input/output (I/0) 318, serial port

10




conversion, frequency up conversion, filtering, anplification and

transm ssion over the air-radio interface via antenna 316. [00241

M croprocessor 302 also interfaces with further device subsystens such as
auxi liary input/output (1/0) 318, serial port 10 320, display 322, keyboard
324, speaker 326, m crophone 328, random access nenory (RAM 330, a
short-range communi cations subsystem 332, and any ot her devi ce subsystens
generally | abeled as reference nuneral 333. To control access, a
Subscriber ldentity Mdule (SIM or Renpvable User Identity Modul e (RU M
interface 334 is als%ﬁfrOV|ded in comunication wth the I%grocessor

302. [ 08951 AUFLERY | It enERYROPER, B1M ROPREFRT erfdce @Bﬁr?%ho erdbre with
a SIMRU M card having a nunber of key configurations 344 and ot her

i nf or maendem B esigchmagory defAM)i caBPon anghsubseprnser cowlRica tdara.
Operating system software and transport stack software may be enbodied in
a persilbtenatest 3 ageambdare ¢ther  deoice obadvs et estsorgmyeraddoh labeletash
menory 335. In one inplenentation, Flash nmenory 335 may be segregated into
di ff erent meEassne gnumsralage3ar ea ffor caommit emcpesgr ans Fbsasiwel| as

data storage regions such as

Identity Module (SIM) or Removable User Identity Module (RUIM)
interface 334 is also provided in communication with the
microprocessor 302.

[0025] In one implementation, 8IM/RUIM interface 334 1is
operable with a SIM/RUIM card having a number of key
configurations 344 and other information = 346 such as
identification and subscriber-related data. Operating system
software and transport stack software may be embodied in a
persistent storage module (i.e., non-volatile storage) such as
Flash memory 335. In one implementation, Flash memory 335 may
be segregated into different areas, e.g., storage area for
computer programs 336 as well as data storage regiong such as
device state 337, address book 339, other personal information
manager {PIM) data 341, and other data storage areas generally
labeled as reference numeral 343. Megsage router 216 1is
operably connected to flagsh memory 335, including transport

stack 206, as shown.
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device state 337, address book 339, other personal information manager
(PIM data 341, and other data storage areas generally |abeled as
ref erence nuneral 343. Message router 216 is operably connected to flash
menory 335, including transport stack 206, as shown. 11 [00261 Figure 4
depicts a bl ock diagramof a nobile comrunications device architecture 400
according to one enbodinent. Mbile comunications device 116 comruni cates
t hrough base station 114. The network 400 through which nobile
comuni cati ons device 116 comruni cates may represent a conbination of
ot her netmorks |nclud|n% as exanples, wreless network 112,

a

net wor K094 | ntBIHEEE 108 aREPeREEr pAi s P15t WHICTHTH shdtn 7n ﬁpbﬁﬁg 1 and

described in connection therewith. Network 400 may, of course, have a
di f f er 6REMUR} eAF 1@ ur BeVAEBendITRAIGTEG M Spar £P @ ul ACCRFERPSat itoh. PRE271
Net wor k 400 may commruni cate nmessages of a variety of nessage types between
a vari empodimgmssage ¥obites apunmwebsaiteons ecigiiarnt s. 1 1B argimEBISiefssi n
Figure 4 include nobile comrunications device 402, electronic mail source
404, eheotiwbnbaseaekasbancal406, Ther vieteromiko viode it d@Bigandvinohi mebile
communications device 116 communicates may  represent a
combination of other networks, including, as examples, wireless
network 112, relay network 110, internet 108 and enterprise
network 102 shown in Figure 1 and described in connection
therewith. Network 400 may, of course, have a different
architecture, depending on the particular applicétion.
[0027] Network 400 may communicate messages of a variety of
message types between a variety of message sources and message
recipients. Examples shown in Figure 4 include mobile
communications device 402, electronic mail source 404,
electronic mail source 406, service provider 408 and mobile
communications device 116. The group of other message sources
are represented by message source 414. Any one or more of the
above message sources may be dincluded in a particular
embodiment. Mobile communications devices 116, 402, 410 and 412

may be similar to one another, or may be completely different

from one another, depending on the particular application.
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comuni cati ons device 116. The group of other nessage sources are
represented by nessage source 414. Any one or nore of the above nessage
sources may be included in a particular enbodi nent. Mobile conmunications
devices 116, 402, 410 and 412 may be simlar to one another, or may be
completely different fromone another, depending on the particul ar
application. 12 [0 0281 Messages addressed to nobile conmuni cati ons device
116 are conmuni cated to nobile comuni cati ons device 116 through base
station 114. Message router 216 within nobile conmunications device 116
reviews the characteristics of each incaom ng nessage according to_a_set of

rul es. [BRp%hdi nd'GiFAITE AUPPFIGERA &N, AR 1S CBIVRIFES  GPFhPRVAES sagR
router 216 may be permanent, may be programmabl e or nmay conprise a
conbi na¥¢ orF BIMundepirgAento r Hlobd 1gndoprBgr bedieltes r dREsce| o@g] thxeHshul e
within the nessage router 216 will route each incom ng nessage to one of a
set ofbasssagdadparves 418422, Mghbsficmyralsy be2iéf erwiddhino agolikessage
dat abase or nessage databases, according to one or nore particular
char actemnshicstimis edehinessdge. réviione ehbodihmemcteamstexanpbe, eachul e
may route an incom ng nessage to a particul ar nessage space, such as
incoming message according to a set of rules. Depending on the
application, the get of rules within message router 216 may be
‘permanent, may be programmable or may comprise a combination of
permanent rules and programmable rules.
[00239] Each zrule within the message router 216 will zroute
each incoming message to one of a set of message spaces 418-422,
which may also be referred to as a message database or message
databases, according to one or more particular characteristics
of each message. In one embodiment, for example, a rule may
route an incoming message to a particular message space, such as
message space 418, based upon the identity of the sender, such
ags a particular electronic mail address, domain name or internet
protocol address. In another embodiment, a rule may route an
incoming message to a particular message space, such as message
space 420, based upon the type of the message. So, for example,

a rule may route all incoming text messages to a particular

message sgpace, such as message space 418. In other embodiments,
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nmessage space 418, based upon the identity of the sender, such as a
particul ar electronic nmail address, domain nanme or internet protocol
address. I n another enbodinment, a rule may route an incom ng nmessage to a
particul ar nmessage space, such as nessage space 420, based upon the type
of the message. So, for exanple, a rule may route all incom ng text
nmessages to a particular nessage space, such as nessage space 418. In
ot her enbodi nents, 13 two or nore criteria my be conbined within a single
rule to provide additional flexibility. [00301 Any incom ng nessage not
routed to a particular one of nessage spaces 418 or 420 according to any
rul e i RBWPhOTmes¥eeCri bEX e 28F ke aceBrEre aliihiBute B herdet atiPt
message space 422. In other words, if the nessage router 216 contains no
rul es PuePvidge orddig rmmsslagdd exddpiilagy -al | i ncoming nessages of all types
will be automatically routed to the default nessage space 422, as
descri he830h noréadetrmidmiyel ovedsagzommeEcticrred tte B garesichlaki kewi 98, if
no nmessage routing rules within nmessage router 216 apply to a particular
nmessageesthas Bpssage4ils wautsead tacddelirdeftaul snyresshgeinpane 422sap80311
Figure 5 depicts a flow chart 500 show ng one

router 216 is automatically routed to the default message space

422. In other words, if the message router 216 contains no

rules for incoming message routing, all incoming messages of all

types will be automatically routed to the default message space

422, as described in more detail below in connection with Figure

5. Likewise, if no message routing rules within message router

216 apply to a particular message, that message is routed to the

default message space 422.

[0031] Figure 5 depicts a flow chart 500 showing one

embodiment of a process flow for routing of incoming electronic

messages within mobile communications device 116. Pending the

receipt of an incoming mesgsage, message router 216 is designed

to wait for incoming messages, as indicated by bubble 502. Upon

receipt of an indication that an incoming message is available,

message router 216 recelves the incoming message through the

base station 114 and network 400, as indicated in block 504. If

there are no rules available toc the message router 216 (see

diamond 506), then the incoming message ig routed to default
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enbodi ment of a process flow for routing of incomng electronic nessages
wi thin nobile comruni cations device 116. Pending the receipt of an
i ncom ng nessage, nessage router 216 is designed to wait for incom ng
nmessages, as indicated by bubble 502. Upon receipt of an indication that
an incom ng nessage is available, nessage router 216 receives the incom ng
nmessage through the base station 114 and network 400, as indicated in
bl ock 504. if there are no rules available to the nessage router 216 (see
di anond 506), then the incom ng nessage is routed to default 14 nessage _
space 422, as represented by block 520, and_the nessage router 216 resunes
wai t i NYEFBRIF nEBATRgE AR ssaFeSSPBRBBNESG0DY blothki §2Qpuradotlsr MepsRge
exanple, in the situation wherein the nobile comunications device 116 is
new andCREBT nalbydesheEes WRiRing ok WREAnERy RapeadgdvdébiPhiemessage
routing. This might also occur in the situation wherein the user of the
nmobi | eThgammmilcht poasrdevicae ¢iampief erig t bhhave talalt ipes selgeisedi r ébeed to
a single unified nmessage space or inbox. [00321 If there is at |east one
rul e amabiabl ectouhheantssageleviiaet erl@16santwanandcbasngiatesgage besn
received (block 504), the nessage router 216 retrieves the first rule in
the |igtofsetoned with any rules governing message zrouting. This

might also occur in the situation wherein the user of the mobkile

communications device 116 prefers to have all messages directed

to a gingle unified message space or inbox.

[0032] If there is at least one rule available to the message

router 216 and an incoming message 1is received (block 504), the

message router 216 retrieves the first rule in the list (see

block 508). The characteristics of the incoming message, which

may include, for example, the message header data and the

content of the body of the message itself, are compared to at

least one criterion contained in the rule, as represented in

block 510. If the characteristics of the incoming message match

the c¢riteria specified in the rule (diamond 512,) the incoming

messade is routed to the message gpace (418 or 420) associated

with that rule, as shown in block 514, and the message router

216 resumes waiting for incoming messages (bubble 502).

[0033] As an example of the sort of criteria which may be

employed and implemented in this context, messages originating
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bl ock S08). The characteristics of the incom ng nessage, which nmay

i nclude, for exanple, the nessage header data and the content of the body
of the nmessage itself, are conpared to at |east one criterion contained in
the rule, as represented in block 510. If the characteristics of the

i ncom ng nessage match the criteria specified in the rule (dianond 512,)
the incomng nessage is routed to the nessage space (418 or 420)
associated wth that rule, as shown in block 514, and the nessage router
216 resunes wai ting for incom ng nmessages (bubble 502). [00331 As an

exanp gﬁof t he sort oi criteria which npl oyed and i npl emented in

this conPBxt? ﬁ’é‘§§é§8 aBr i YIS nf2A5 f}?}/ tg‘epalﬂ@?lb‘{ﬁ aPtsothte "&F296y t he
nature of the nessa source itself, be designated as high-priority
nmessag&SVrafd 1&RR trb@al Apsignrerrit Fs paeti- PURaF 1 REs SBRRFXRfoe PRE8 or
420) reserved for high-priority nessages. Accordingly, an incom ng
messagaupPratbeakbnt seuted atpart Peurarukessagesspacepanend¢dp orhd29ource
data in the nessage matches the source data criterion contained in the
rul e. Assanvtfierfogxdnghe prawriihgomeampamwessageAccontiangiyng ancemcamingeywor d
inits subject heading, or in the body of the nessage itself, may be
i denti fieedags &illdwlpy | ooutyd to a particular message space whenever
the source data in the message matches the source data criterion
contained in the rule. Asg another example, an incoming message
containing a certain keyword in ite subject heading, or in the
body of the message itself, may be identified as a low-priority
(or spam) message, and automatically sent to a message space
(418 or 420) reserved for low-priority (or spam) messages.
[0034] If there i1s not a match between the characteristics of
the incoming message and the criteria sgpecified in the current
rule, the process proceeds to decision diamond 516. If there
are more message routing rules to be processed, the next rule is
retrieved (block 518), and the process returns to block 510 for
comparison of additional incoming message characteristice to the
criteria contained in the rule, in the manner described above.
If there are no more message routing rules to be processed by
the message router 216, the incoming message 1is routed to the

default message space 422 (block 520,) and the message router

216 resumes waiting for incoming messages (bubble 502).
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(or span) nessage, and automatically sent to a nessage space (418 or 420)
reserved for lowpriority (or span) nessages. [00341 If there is not a

mat ch between the characteristics of the incom ng nessage and the criteria
specified in the current rule, the process proceeds to decision dianond
516. If there are nore nessage routing rules to be processed, the next
rule is retrieved (block 518), and the process returns to block 510 for
conpari son of additional incom ng nessage characteristics to the criteria
contained in the rule, in the manner described above. |f there are no nore
message routing rules to be processed by  the ness%gg router 216, the

i nconmi n8%#RLsagelt SCRBRFY theem detadho e ddfe EhadE IR BESERIS20, )
and the nessage router 216 resunmes waiting for incom ng nessages (bubble
502). wéllo®ssrautashnthetbeeniafiogrhtt Heesinsire $PrREe ah2f nddnidng neSsage wil |
be routed to the default nessage space 422 in one of at |east two
si tuat Lleast Agodesidrialiednabovedis adesncopéthgahevsagen Wnchmpagessasseby be
routed to the default nessage space 422 if there are no nessage routing
rul es pioli dedetpatheynmbssageatedoutcert?d 6de Paulincoassggeresgage @Rl idl so be
routed to the default nessage space 422 where one or nore nmessage routing
there are no message routing rules provided to the message
router 216. An incoming message will also be routed to the
default message space 422 where one or more message routing
rules have been gpecified, but there is no set of specified
message routing criteria which properly matches the
. characteristics of the incoming message. In both of these
situations, the message router 216 1is 1left without message
routing rules for an incoming message, and the incoming message
is routed, by default, to the default message space 422.
[00236] Az an example of the above, in one embodiment, a
mobile communications device 116 may be set up with a set of
rules incorporating a first rule for routing incoming electronic
mail messages to a first electronic mail address to message
space 418 and a second rule for routing incoming electronic mail
messages to a second electronic mail address to messade space
420. In this embodiment, the message router 216 of the mobile

communication device 116 would route an incoming electronic mail

message to the first emall address to message space 418
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rul es have been specified, but there is no set of specified nessage
routing criteria which properly matches the characteristics of the
i ncom ng nessage. In both of these situations, the nessage router 216 is
| eft without nessage routing rules for an incom ng nmessage, and the
i ncom ng nessage is routed, by default, to the default nessage space 422.
[ 00361 As an exanple of the above, in one enbodinent, a nobile
comuni cations device 116 may be set up with a set of rules incorporating
a first rule for routing incomng electronic nail messages to a first
electronic nmail address to nessage Bace,418 and a second rule for routing
|nconlﬁ@c%¥%%@$dﬁ?djWhEFDV&§§§§§e§ftB & Séedhdrel®ctronic mail address to
‘message sgaoe 420. In this enbodi nent, the nmessage router 216 of the
mobi | e [0B&Rhuni dkibrreRBade P EMONEPHAR & lartiiredm Agidl BEEF8ERC thni |
message to the first emai|l address to nessage space 418 17 according to the
provi stbas secorde dngist adfires§O0FNLcW tdpulekspeter t exanpilacommgiabheet roni c
mai | message to the second email address, which could, for exanple,
ori gi natem tleantebeitrwait santcsodtee 48B4, mbheagessageeroaiér iB16hinm this
enbodi mrent woul d anal yze an incom ng el ectronic nmail nessage
embodiment would analyze an incoming electronic mail message
according to the first rule, and would take no action, as the
criterion of the first rule requires that the incoming message
destination be the first electronic mail address in order for
the first rule to take action with regard to the incoming
message.
[0038] Having taken no action under the first rule, the
message router 216 would then analyze the incoming electronic
mail message according to the criterion of the second rule. The
criterion of the second rule requires that the message
destination be the second electronic wmwail address. The
criterion of the second rule would, therefore, be met by the
incoming electronic mail message, and the message router 216
would route the message to message space 420, according to the
provisions of the second rule.
[0039] With respect to an incoming message which is not sent

to either the first electronic mail address or the second

electronic mail address, such as a PIN2PIN message, a broadcast
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according to the first rule, and would take no action, as the criterion of
the first rule requires that the incom ng nessage destination be the first
el ectronic mail address in order for the first rule to take action with
regard to the incom ng nessage. [0038] Having taken no action under the
first rule, the nessage router 216 woul d then anal yze the incom ng
electronic mail nessage according to the criterion of the second rule. The
criterion of the second rule requires that the nessage destination be the
second el ectronic mail address. The criterion of the second rul e woul d,
therefore, be met by the incomng electronic nmail nessage, and the nessage

rout er™238ISwuPd rIlT eMEREAHBS AUAgethB nMeEidSagetlipadiesFage YT ngifo t he
provi sions of the second rule. [0039] Wth respect to an incom ng nessage
whi ch veuhdt takat na crefidrer t Roder sthegecei bales miteaddEBSs 6FSRAR
second electronic mail address, such as a PIN2PIN nmessage, a broadcast 18
messageouiadr SKE6 ness dge sorendelined, wheldrefsage coupare 2tBewdilcdminie no
action. Under these circunstances, the nmessage router 216 in this
enbodi messag®@utd thestrdoppace bfiethecdiirag rule (message destination
ig the first electronic mail address) and would take no action,
as the criterion of the first rule is not met. The message
router 216 would then compare the incoming message to the
criterion of the second rule (message destination is the first
electronic maill address) and would take no action, as the
criterion of the second rule is also not met. Finding no
gpecific rule corresgponding to the incoming message, the message
router 216 would then route the incoming message to the default
message space 422,
[0040] As another example, in an alternate embodiment, a
message router 216 may be set up with a set of rules
incorporating a first rule for routing device-specific incoming
messages to megsage space 418 and a second rule for routing all
electronic mail messages to message gpace 420. In this
embodiment, the message router 216 of the wmobile communication

device 116 would route an incoming device-gpecific message, such

as a broadcast message from the user’'s wireless sexrvice provider
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nmessage to the criterion of the first rule (nessage destination is the
first electronic nail address) and would take no action, as the criterion
of the first rule is not net. The nessage router 216 would then conpare
the incom ng nessage to the criterion of the second rule (nessage
destination is the first electronic mail address) and woul d take no
action, as the criterion of the second rule is also not nmet. Finding no
specific rule corresponding to the incom ng nessage, the nessage router
216 woul d then route the incom ng nessage to the default nessage space
422. [0040] As another exanple, in an alternate enbodi nent, a nessgge
rout er49d6 Ry WS UPPAFE h 43 8s AT TF BT | AEEr pHAIHEDE 19T stlFul e
for routing device-specific incomng nessages to nessage space 418 and a
secondf#4ife ¥eékerouting all electronic mail nessages to nessage space 420.
In this enbodinent, the nessage router 216 of the nobile comunication
devi ce[@981hwoul d'¥But segpe¢hcém M denferinpeeleieropisagellsugissags . a
broadcast nmessage fromthe user's wirel ess service provider 19 408, to
nmessagehsphceodls, acoor éxagple,t keigriowisi dasmofeleleerohicr shiitulseurce
404, the message router 216 in this embodiment would analyze an
incoming electronic mail message according to the first rule,
and would take no action, as the criterion of the first rule
regquireg that the incoming message type be “device specific” in
order for the first rule to take action with regard to the
incoming message.
[0042] Having taken no action under the first rule, the
message router 216 would then analyze the incoming electronic
mail message according to the criterion of the second rule. The
criterion of the second rule requires that the message be of
electronic mail type. The criterion of the second rule would,
therefore, be met by the electronic mail message, and the
megsage router 216 would route the message to message space 420,
according te the provisions of the second rule.
[0043] With respect to an incoming message which is neither a
'device—specific message nor an electronic mail wmessage, the

message router 216 in this embodiment would first compare the

incoming message to the criterion of the first rule (message
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[00411 Wth respect to an incomng electronic mail nessage, which could,
for exanple, originate fromelectronic mail source 404, the nessage router
216 in this enbodi nent woul d anal yze an incomng electronic mail nessage
according to the first rule, and would take no action, as the criterion of
the first rule requires that the incom ng nessage type be "device
specific" in order for the first- rule to take action with regard to the

i ncom ng nessage. [00421 Havi ng taken no action under the first rule, the
nmessage router 216 woul d then analyze t he inconing el ectronic nmail nessage
according to,the criterion o Ee se ond r The criterion of the second

rul e rE4HPr e5° t BRVH%e FBSSRHLC eaB'f é’loé‘&gr oS milq  BFHEORTherr iH0%r i on
of the second rule would, therefore, be net by the electronic mail
messagET 1 hAEPReOT nEBSagérFEUFELe216 WOl FeFout e @SRESSEgE 16 e Sdhge
space 420, according to the provisions of the second rule. [00431 Wth
respecwovédaﬁhﬁﬁc@@mﬁgrﬁe§§agénW@méﬁgl@eﬁéﬁgﬁeﬁoath@e@ﬂ@éegpéﬁlFﬁct#@ssage
nor an electronic mail nessage, the nessage router 216 in this enbodi nent
woul d Berendconpar dmeheagentygpiend snessageonoct heidd i tedi ewudfl fthdéef nost
rule (nmessage 20
: action, asg the criterion of the second rule is alsoc not met.
Finding no specific rule corresponding to the incoming message,
the message router 216 would then route the incoming message to
the default message space 422.
[0044] The above example could apply in a similar manner to a
set of messages of a common message type but originating from
different sources, such as a set of electronic mail messages
originating from separate electronic mail addresses, or a set of
text messages originating from different sources, or even a sget
of messages having certain keywords. Further, there is nothing
within the scope of the present disclosure 1limiting message
routing rules to single criteria. Combinations of criteria
"linked by boolean operators are similarly included within the
natural scope of the present disclosure.
[0045] It is believed that the operation and construction of
the embodiments of the present disclosure will be apparent from

the Detailed Description set forth above. While the exemplary

embodiments shown and described may have been characterized as
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type is device specific) and would take no action, as the criterion of the
first rule is not met. The nessage router 216 would then conpare the

i ncom ng nessage to the criterion of the second rule (nessage type is
electronic mail) and would take no action, as the criterion of the second
rule is also not net. Finding no specific rule corresponding to the

i ncom ng nmessage, the nessage router 216 would then route the incom ng
nessage to the default nessage space 422. [00441 The above exanple could
apply in a simlar manner to a set of nessages of a commbn nessage type
but originating_from different sources, such as_a set of electronic nai
nmessagestPdr Pﬁf%iﬁSFF‘ﬁﬁf f rom Separht BeelTE@H Y CHRETSTRRY e5Rs, VBF1gUSet of
t ext nmessages oriainatin%_fron1different sources, or even a set  of
messageRaRERs ngeBer t ACALkA¢RBLEBS FEOHREr | Behereads nbhEFrag: wWWikhAuEhe
scope of the present disclosure limting nessage routing rules to single
crit erfepraCoid nttdonshoef scepe epf athei pkedeby Bosréanuvpenat 6£5 apsth
simlarly included within the natural scope of the present disclosure.

[ 00451ihtthes Hellieved dlatimshe operation and construction of the

enbodi nents of the present disclosure will be apparent from the Detail ed
Description set forth above. Wiile the exenplary
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enbodi nents shown and descri bed may have been characterized as 21 being
preferred, it should be readily understood that various changes and

nodi fications could be made therein without departing fromthe scope of
t he present disclosure as set forth in the following clains. 22 Wat is
clainmed is: 1. A nobile comruni cations device (116) conprising: a nessage
receipt logic structure (216) that receives incomng nessages including
i ncom ng nessages having different nessage types via a data service
network (400), conpares the content of each incom ng nessage to at | east
one cr'hgéion gonta'ned.in at | east one nessage routing rule having a
nessag at 3basd'Bvf et (418, 420) associated therewith, stores each

i ncom ng nessage_neetjng each criterion for a nmessage routing rule in the
message dat abase®dBpREtS (PEUERtigesoceNies W) EHERT HeYSHge routing
rule, and stores all nessages not routed to a nessage database object
(418, 420) AccBREFHICt FFTsade@Iicousithgoture | h2boh detaul tranesyage

dat abase obj ect (422). 2. The nobile comunications device (116) of claim1l
incoming messages including incoming messages having different

message types via a data service network (400), compares the
content of each incoming message to at least one criterion
contained in at least one message routing rule having a message
database object (418, 420) associated therewith, stores each
incoming message meeting each criterion for a message routing
rule in the message database object (418, 420) associated with
that message routing rule, and stores all messages not routed to
a message database object (418, 420) according to a message

routing rule into a default message database object (422).

2. The mobile communications device (116) of c¢laim 1
wherein at least one incoming message containg at least message

gource data, message destination data and message type data.

3. The mobile communications device (116) of claim 1
wherein at least one message routing rule routes at least one
incoming message based on at least one of message source data,

message destination data and message type data.
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wherein at | east one incom ng nmessage contains at | east nessage source
data, nessage destination data and nessage type data. 3. The nobile
comuni cations device (116) of claim1l wherein at |east one nessage
routing rule routes at |east one incom ng nessage based on at | east one of
nmessage source data, nessage destination data and nessage type data. 23 4.
The nobi |l e communi cations device (116) of claim1l wherein at |east one
i ncom ng nessage has a nessage type selected fromthe group consisting of
el ectronic mai|l nessages, SMS nmessages, broadcast nessages and PI N2PI N
messages. 5. The nobil e communications device (116) of claim1_ wherein the
desti nati on? dat™®4 s msEidet egofPmiCRELIgRBUpPSECHIRBI stilfy ofPfanCéRré®t r bni c
mai | address, ‘a device identification nunber and a tel ephone nunber. 6.
The nobtihé¢eetonmami daEséns cdevi cacPnisy obhegsaden hasher eimestshgesotivee dat a
is selected fromthe group consisting of an electronic mail address, a
devi cesetented | Ladtm ohhaugbenpardnaistéhgpbdneleanienic24ail Acsebhed, (500)
for routing nessage data within a nobile

SMS messages, broadcast messages and PIN2PIN messages.

5. The mobile communications device (116} of c¢laim 1
wherein the destination data 1is selected from the group
congisting of an electronic mail address, a device

identification number and a telephone number.

6. The mobile communications device (116) of c¢laim 1
wherein the source data is selected from the group consisting of
an electronic mall address, a device identification number and a

telephone number.
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communi cati ons device conprising: receiving (504) incom ng nessages
i ncluding incomng nessages having different nessages types via a data
service network (400); conparing (510) the contents of each incom ng
nessage to at |east one criterion contained in at |east one nessage
routing rule having a nessage dat abase object (418, 420) associ ated
therewith; storing (514) each incom ng nessage in the nessage dat abase
obj ect (418, 420) associated with that nmessage routing rule if the
i ncom ng nessage neets each criterion for the message routing rule; and
storing (520) all nessaggs not routed to a nessage dat abase object g418
420) associ at et WPERCA FB8QhgECF otPHRGRFUNESFATS QataeWéEh%nnésglaaé
dat abase object (422). B. The nmethod (500) of claim 7 wherein an incom ng
mes s ageomE Rt @A trioTH dﬁﬁ%ﬂ? POgPAGE188ur ce data, message destination data
and message type data. 25 9. The nethod (500) of claim7 wherein at |east
one nessagere¢®INing r Wbe4 i outiesaatiniceaste vFrgdshcoingudesg agé nisagedgon at
megsages having different messages types via a data service
network (400);
comparing (510) the contents of each incoming message to at
least one criterion contained in at least one message routing
rule having a message database object (418, 420) associated
therewith;
storing (514) each incoming message in the message database
object (418, 420) associated with that message routing rule if
the incoming message meets each criterion for the wmessage
routing rule; and
storing (520} all messages not routed to a message database

object (418, 420) associated with a message routing rule into a

default message database object (422).
8. The method (500) of claim 7 wherein an incoming message

contains at least message source data, message destination data

and message type data.
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| east one of nessage source data, nessage destination data and nessage
type data. 10. The nethod (500) of claim9 wherein the nessage type data
identifies a nmessage type selected fromthe group consisting of electronic
mai | nmessages, SMS nessages, broadcast nessages and Pl N2PI N nmessages. 11.
The met hod (500) of claim9 wherein the destination data identifies a
destination selected fromthe group consisting of an electronic mai
address, a device identification nunber or a telephone nunber. 12. The
met hod (500) of claim9 wherein the source data identifies a source
selected fromthe group consisting of an electronic mail address, a device
i denti ficat?oniRenBeriet &9%e SpHorehuhbeicrsdid £ R thEPRo 865885 of
claim7 wherein at |east one nessage routing rule routes an incomn
messagESuEERGr lAG tOULEst Atcohtarhe®Nen ISR NECctNEIEHIE dPa3eHe @Iﬁcégi ng
nessage. 27

gleast one of message source data, message destination data and

message type data.

10. The method (500} of claim 92 wherein the message type
data 1identifies a message type selected from the group

consisting of electronic mail messages, SMS messages, broadcast

messages and PIN2PIN messages.

11. The method (500) of claim 9 wherein the destination
data identifiegs a destination selected from the group consisting

of an electronic mail address, a device identification number or

a telephone number,

12. The method (500) of claim 9 wherein the source data
identifies a source selected from the group consisting of an
electronic mail address, a device identification number or a

telephone number.
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13. The method (500) of claim 7 wherein at least one
message routing rule routes an incoming messages according to

data contained in a subject field of the incoming message.
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