BLOCKCHAIN NETWORK-BASED DEVICE MANAGEMENT
METHOD, RELATED DEVICE, AND STORAGE MEDIUM

RELATED APPLICATION

[0001] This application claims priority to Chinese Patent Application No. 202110143735.X,
entitled "METHOD FOR DEVICE MANAGEMENT BASED ON BLOCKCHAIN NETWORK,
RELATED APPARATUS, AND STORAGE MEDIUM" and filed with the China National
Intellectual Property Administration on February 02, 2021, which is incorporated herein by

reference in its entirety.

FIELD OF THE TECHNOLOGY

[0002] The present disclosure relates to the technical field of computers and blockchains,

and in particular to technology of device management based on a blockchain network.

BACKGROUND OF THE DISCLOSURE

[0003] Development of computer technologies renders mobile payments increasingly
common in daily life. For example, a merchant can acquire payment for commodities directly

through a fingerprint, a facial image, or other data provided by a consumer.

[0004] In conventional facial recognition payment, a feature acquiring device for collecting
facial images may correspond to one payment application client running in a terminal. In a case
that multiple payment application clients need to run on the terminal, it is necessary to install
multiple feature acquiring devices corresponding to the multiple payment application clients, which
render payment inconvenient payment between the merchant and the consumer. Thus, itis a
research hotspot how to support different application clients in the terminal using one feature

acquiring device.

SUMMARY

[0005] A method for device management based on a blockchain network, a related
apparatus, and a storage medium are provided according to embodiments of the present disclosure
provide. Different application clients in the terminal are supported using one feature acquiring

device, and hence fewer feature acquiring devices are deployed, which improves convenience.

[0006] In one aspect, a method for device management based on a blockchain network is

provided. The method is executable by a terminal, on which at least two application clients run
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and which corresponds to a feature acquiring device, and comprises: acquiring device information
of the feature acquiring device in response to a triggering operation for associating the feature
acquiring device with a target application client in the at least two application clients; transmitting
the device information to the blockchain network to enable node devices in the blockchain network
to perform authentication on the feature acquiring device according to the device information;
acquiring one or more reference results of the authentication, each returned by a corresponding one
of the node devices, from the blockchain network; and associating the target application client with
the feature acquiring device in response to determining that the feature acquiring device passes the

authentication according to the one or more reference results.

[0007] In another aspect, an apparatus for device management based on a blockchain
network is provided. The apparatus is disposed in a terminal, on which at least two application
clients run and which corresponds to a feature acquiring device, and comprises: an acquiring unit,
configured to acquire device information of the feature acquiring device in response to a triggering
operation for associating the feature acquiring device with a target application client in the at least
two application clients; a transmitting unit, configured to transmit the device information to the
blockchain network to enable node devices in the blockchain network to perform authentication on
the feature acquiring device according to the device information; a determining unit, configured to
acquire one or more reference results of the authentication, each returned by a corresponding one of
the node devices, from the blockchain network; and an associating unit, configured to associate the
target application client with the feature acquiring device in response to the determining unit
determining that the feature acquiring device passes the authentication according to the one or more

reference results.

[0008] In another aspect, a terminal device is provided, comprising a processor, an input
device, an output device, and a memory, where the processor, the input device, the output device,
and the memory are connected to each other, the memory is configured to store a computer program
comprising program instructions, and the processor is configured to invoke the program instructions

to perform the method in the foregoing aspect.

[0009] In another aspect, a computer-readable storage medium storing a computer program
is provided, where the computer program comprises program instructions, and the program
instructions when executed by a processor configure the processor to perform the method in the

foregoing aspect.

[0010] In another aspect, a computer program product or a computer program is provided,

where the computer program product or the computer program comprises computer instructions



stored in a computer-readable storage medium, and a processor of a terminal reads the computer
instructions from the computer-readable storage medium and executes the computer instructions to

configure the terminal to perform the method in the foregoing aspect.

[0011] In embodiments of the present disclosure, the terminal can acquire the device
information of the feature acquiring device in response to the triggering operation for associating
the feature acquiring device with the target application client in the at least two application clients,
and then transmit the device information to the blockchain network, so that the node devices in the
blockchain network perform authentication on the feature acquiring device according to the device
information. The terminal acquires the one or more reference results of the authentication, each
returned by the corresponding node device, from the blockchain network, and determines whether
the feature acquiring device passes the authentication according to the one or more reference results.
When determining that the feature acquiring device passes the authentication, the target application
client is associated with the feature acquiring device. The above solution can support operation of
different application clients in the terminal using one feature acquiring device, which simplifies

deployment of the feature acquiring devices and improves convenience.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] For clearer illustration of the technical solutions according to embodiments of the
present disclosure or conventional techniques, hereinafter briefly described are the drawings to be
applied in embodiments of the present disclosure or conventional techniques. Apparently, the
drawings in the following descriptions are only some embodiments of the present disclosure, and
other drawings may be obtained by those skilled in the art based on the provided drawings without

creative efforts.

[0013] Figure 1a is a schematic architectural diagram of a system for device management

based on a blockchain network according to an embodiment of the present disclosure.

[0014] Figure 1b is a schematic structural diagram of a blockchain according to an

embodiment of the present disclosure.

[0015] Figure 1c is a schematic diagram of a process of generating a new block according to

an embodiment of the present disclosure.

[0016] Figure 2 is a schematic flowchart of a method for device management based on a

blockchain network according to an embodiment of the present disclosure.

[0017] Figure 3 is a schematic diagram of a relationship between blocks and index

according to an embodiment of the present disclosure.
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[0018] Figure 4 is a schematic flowchart of a method for device management based on a

blockchain network according to another embodiment of the present disclosure.

[0019] Figure 5a is a schematic flowchart of a method for device management based on a

blockchain network according to another embodiment of the present disclosure.

[0020] Figure 5b is a schematic flowchart of a process of storing device information of an
image acquiring device into a blockchain network according to an embodiment of the present

disclosure.

[0021] Figure 6 is a schematic block diagram of an apparatus for device management based

on a blockchain network according to an embodiment of the present disclosure.

[0022] Figure 7 is a schematic block diagram of a terminal according to an embodiment of

the present disclosure.

DESCRIPTION OF EMBODIMENTS

[0023] Hereinafter technical solutions in embodiments of the present disclosure are
described clearly and completely in conjunction with the drawings in embodiments of the present
closure. Apparently, the described embodiments are only some rather than all of the embodiments
of the present disclosure. Any other embodiments obtained based on the embodiments of the
present disclosure by those skilled in the art without any creative effort fall within the scope of

protection of the present disclosure.

[0024] A method for device management based on a blockchain network is provided
according to embodiment of the present disclosure. In response to a triggering operation for
associating a feature acquiring device with a target application client in at least two application
clients, a terminal may enable node devices in the blockchain network to authenticate a feature
acquiring device according to device information of such feature acquiring device. Accordingly,
the target application client is associated with the feature acquiring device when it is determined
that the feature acquiring device passes the authentication. Hence, different application clients in
the terminal can be supported using one feature acquiring device, which simplifies deployment of

feature acquiring devices and improves convenience.

[0025] Reference is made to Figure 1a, which is a schematic architectural diagram of a
system for device management based on a blockchain network according to an embodiment of the
present disclosure. The system comprises a terminal 10, a feature acquiring device 11, and a
blockchain network 12.  The blockchain network 12 comprises multiple node devices 13, and any

node device in the blockchain network 12 may be configured to provide a service for a
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corresponding application client in the terminal 10. In an embodiment, a terminal 10 can support
operation of different application clients. The application clients may be payment application
clients, such as payment application client 1, payment application client 2, and payment application
client 3. The payment application client may be a WeChat application client or another payment
application client, which is not limited herein. The feature acquiring device 11 is configured to
collect feature information, and may be arranged in the terminal 10 or independent from the
terminal 10. Herein the feature acquiring device 11 independent from the terminal 10 is taken as a
main example for detailed description. The feature information collected by the feature acquiring
device 11 may be user’s biometric features such as facial images, fingerprint features, vocal print
features, iris features, or the like. Correspondingly, the feature acquiring device 11 may be an
image acquiring device, a fingerprint acquiring device, a vocal-print acquiring device, an
iris-feature acquiring device, or the like. Herein the image acquiring device is taken as a main
example of the feature acquiring device for detailed description, and cases of other feature acquiring
devices may refer to the case of the image acquiring device. The image acquiring device may be,

for example, a device denoted by "11" in Figure 1a.

[0026] In an embodiment, the feature acquiring device 11 is an image acquiring device for
collecting facial images, and the facial images collected by the feature acquiring device 11 can be
used in identity authentication. Specifically, the feature acquiring device 11 may scan a face of a
user so as to acquire a facial image of the user, and then transmit the facial image to a terminal 10.
The terminal 10 transmits the received facial images to a node device in a blockchain network 12.
After receiving the facial image, the node device may analyze the facial image to implement the
identity authentication on the user. Herein a user-initiated operation such as a payment operation
or an unlocking operation may be executed after the node device determines that the user passes the
identity authentication. An application client in the terminal 10 should be associated with the
feature acquiring device 11 such that a user can select it for payment. Hence, when the application
client in the terminal 10 is applicable to user’s online payment for a commodity, the application

client may be first associated with and the feature acquiring device 11.

[0027] In an embodiment, a terminal 10 may respond to a triggering operation for
associating a feature acquiring device 11 with a target application client. In response to the
triggering operation, the terminal 10 may acquire device information of the feature acquiring device
11. The device information may carry a signature. After acquiring the device information
carrying the signature, the terminal 10 may transmit such device information to a blockchain
network 12, so that node devices in the blockchain network 12 can authenticate the feature

acquiring device 11 according to the device information. The terminal 10 may acquire reference
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result(s), each returned by a corresponding node device, of the authentication on the feature
acquiring device 11 from the blockchain network, and determine whether the feature acquiring
device 11 passes the authentication according to the reference results. When it is determined that
the feature acquiring device 11 passes the authentication, the feature acquiring device 11 is

associated with the target application client.

[0028] In an embodiment, when transmitting the device information to the blockchain
network 12, a terminal 10 may transmit the device information to any node device in the blockchain
network 12. In a case that the device information is sent to a node device, a network address of
such node device may be acquired to determine whether the acquired network address is consistent
to a preset network address. In case of positive determination, the node device performs
authentication on the feature acquiring device according to the device information, and then
transmits the device information to other node devices in the blockchain network, in order to enable
the other node devices to perform device authentication. In case of negative determination, the
device information may be sent to a target node device 13 which is in the blockchain network and is
indicated by the preset network address. The target node device 13 performs authentication on the
feature acquiring device according to the device information, and then transmits the device
information to other node devices in the blockchain network, in order to enable the other node

devices to perform device authentication.

[0029] In an embodiment, when a terminal 10 acquires the reference result(s) of the
authentication each returned by the corresponding node device, the terminal 10 may determine
whether the feature acquiring device 11 passes the authentication according to the reference results.
Each reference result may indicate that the feature acquiring device 11 passes the authentication or
the feature acquiring device 11 does not pass the authentication. Then, the terminal 10 may count
a first quantity of the reference results each of which indicate that the corresponding node device
determines that the feature acquiring device 11 passes the authentication, and determine a second
quantity of node devices reporting normality in the blockchain network 12. Thereby, the terminal
10 determines whether the feature acquiring device 11 passes the authentication according to the
first quantity and the second quantity. For example, it is determined that the feature acquiring
device 11 passes the authentication in a case that the first quantity is equal to the second quantity,
and it is determined that the feature acquiring device 11 does not pass the authentication in a case
that the first quantity is less than the second quantity. In an embodiment, the second quantity may
be determined according to verification feedback(s) acquired by the terminal 10. Each verification
feedback is a result fed back from a node device, which performs verification on the device

information of the feature acquiring device in a case that the device information is transmitted from
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the target node device 13 to the other node devices 2. For example, the second quantity is equal to

3 in a case that there are three verification feedbacks acquired by the terminal 10.

[0030] Therefore, when authenticating the feature acquiring device, each node in the
blockchain network can be aware of the device information of the feature acquiring device.
Further, the authentication does not depend on a private protocol of a certain organization but is a
joint result obtained by multiple node devices in the blockchain network. Hence, data security is

guaranteed, and data validity would not be influenced due to a data source being manipulated.

[0031] In an embodiment, when determining that the feature acquiring device 11 passes the
authentication, a terminal 10 may store the device information of the feature acquiring device into
the blockchain network 12.  The terminal 10 may acquire a storage location of the device
information in the blockchain network 12, obtain an index for fetching the device information of the
feature acquiring device, and store the index. In an embodiment, a user performs a relevant
operation by using the feature acquiring device 11, for example, the relevant operation is a payment
operation or an unlocking operation, and the user selects the target application client in the terminal
10 for online payment for a commodity or unlocking a gate. In such case, it may be necessary to
perform the authentication, e.g., check whether the feature acquiring device 11 conforms to a
designated standard, such as a national standard. The subsequent payment operation or unlocking
operation can be performed through the target application client only when the feature acquiring
device 11 conforms to the designated standard. For example, the terminal 10 receives a request
(i.e., query request) for fetching the device information of the feature acquiring device 11, acquires
the index of the device information, then determines the storage location of the device information
in the blockchain network 12 according to the index, and then acquires the device information from
the storage location. After acquiring the device information, the terminal 10 may determine
whether a device signature comprised in the query request matches a device signature in the device
information. In case of matching, it can be determined that the feature acquiring device 11
conforms to the designated standard, and hence the relevant operation can be executed

subsequently.

[0032] A quantity of nodes (one node device serves as a node) as shown in Figure 1a is only

illustrative, and the quantity of deployed nodes may be arbitrary according to practical needs.

[0033] There is a node identifier corresponding to each node in the blockchain network, and
each node in the blockchain network may store node identifiers of other nodes in the blockchain
network, such that a generated block can be broadcast to other nodes in the blockchain network

according to the node identifiers. Each node may maintain a list of node identifiers as shown in



Table 1, and node names and node identifiers are correspondingly stored in the node device
identifier list. Each node identifier may be an Internet Protocol (IP) address or other information
which can be used to identify the nodes. Herein only the IP addresses are taken as an example in
Table 1. For example, Table 1 is the list maintained by node 1. When node 1 generates a new
block, the new block can be broadcast to other nodes in the blockchain network according to the

node identifier of each node in Table 1.

Table 1
Node name Node identifier
Node 1 117.114.151.174
Node 2 117.116.189.145
Node N 119.123.789.258
[0034] Each node in the blockchain system stores the same blockchain. Reference is

made to Figure 1b. The blockchain comprises multiple blocks. A genesis block comprises a
block header and a block body, the block header stores a feature value of input information, a
version number, a timestamp, and a difficulty value, and the block body stores the input information.
Similarly, a next block also comprises a block header and a block body, and the block header stores
a feature value of input information of the current block, a feature value of the block header of a
parent block, a version number, a timestamp, and a difficulty value. The other blocks can be
deduced by analogy. Thereby, data stored in each block of the blockchain is associated with the

data stored in its parent block, which ensures security of information inputted into the blocks.

[0035] Reference is made to Figure 1c. When generating a block in the blockchain, a node
in which the blockchain is located receives and verifies input information, then stores the input
information into a memory pool, and update a hash tree which is of the block and is configured to
record the input information. ~Afterwards, the timestamp is updated to be a moment when the input
information is received. Different random numbers are tried to calculate different feature values,

until the calculated feature value satisfies the following condition:

SHA256(SHA256(version + prev_hash+ merkle _root + ntime + nbits +x) ) < TARGET

SHA256 is an algorithm used for calculating the feature value, version (i.e., a version number)
carries version information of a relevant block protocol in the blockchain, prev_hash represents a

feature value of the block header of the parent block of a current block, merkle root represents a
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feature value of input information, ntime represents a moment at which the timestamp is updated,
nbits represents a current difficulty, which is constant within a time period and is refreshed after
exceeding the time period, x is the random number, TARGET represents a threshold of the feature

value, and the threshold may be determined according to nbits.

[0036] Thereby, when the random umber satisfying the above condition is determined
through calculation, the information may be correspondingly stored, and a block header and a block
body are generated to obtain the current block. Subsequently, the node at which the blockchain is
located transmits the newly generated block respectively to other nodes in the blockchain system, in
which the node is located, according to node identifiers of these nodes. The other nodes verify the
newly generated block, and add the newly generated block into the blockchain stored thereon after

the verification is successful.

[0037] Reference is made to Figure 2, which is a schematic flowchart of a method for
device management based on a blockchain network according to an embodiment of the present
disclosure. The method is applicable to the foregoing terminal, on which at least two application
clients run and which corresponds to a feature acquiring device. As shown in Figure 2, the method

may comprise following steps S201 to S204.

[0038] In step S201, device information of the feature acquiring device is acquired in
response to a triggering operation for associating the feature acquiring device with a target

application client in the at least two application clients.

[0039] In an embodiment, when detecting that the at least two application clients are
installed and run on a terminal, the terminal may determine that the triggering operation for
associating the feature acquiring device with the target application client is detected . The target
application client may be any one of the at least two application clients in the terminal. ~After
detecting the triggering operation, the terminal may acquire the device information of the feature
acquiring device, and transmit the device information of the feature acquiring device to the
blockchain network. Afterwards, the method proceeds to step S202. The device information
may include a manufacturer identifier, time of production, a manufacturer, a device model, a device

identifier, a device parameter, a signature upon production, or the like, which is not limited herein.

[0040] In an embodiment, the feature acquiring device is an image acquiring device for
collecting facial images. When detecting that at least two payment application clients are installed
and run on the terminal, the terminal may determine that a triggering operation for associating
image acquiring device with a target payment application client is detected. A user may perform

online payment for a commodity through the payment application client and the user’s facial image
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collected by the image acquiring device, and the target payment application client may be any one
of the payment application clients in the terminal. ~After detecting the triggering operation, the
terminal may acquire the device information of the feature acquiring device and transmit the device

information of the feature acquiring device to the blockchain network.

[0041] In another embodiment, the feature acquiring device is an image acquiring device for
collecting facial images. When detecting that at least two unlocking application clients are
installed and run on the terminal, the terminal may determine that a triggering operation for
associating image acquiring device with a target unlocking application client is detected. A user
may unlock a gate through the unlocking application client and the user’s facial image collected by
the image acquiring device, and the target unlocking application client may be any one of the
unlocking application clients in the terminal.  After detecting the triggering operation, the terminal
may acquire the device information of the feature acquiring device and transmit the device

information of the feature acquiring device to the blockchain network.

[0042] In step S202, the device information is transmitted to the blockchain network, such
that node devices in the blockchain network perform authentication on the feature acquiring device

according to the device information.

[0043] In an embodiment, upon acquiring the device information of the feature acquiring
device, the terminal may transmit the device information to the blockchain network. In one
embodiment, the terminal may transmit the device information carrying a signature to the
blockchain network, so as to ensure security of the device information. The terminal may acquire
the device information and a private key of the feature acquiring device from the feature acquiring
device, signs the device information using the private key to obtain the device information carrying
the signature, and then transmits the device information carrying the signature to the blockchain
network. Alternatively, the terminal may acquire the device information carrying the signature
directly from the feature acquiring device. In such case, the feature acquiring device signs the
device information using the private key thereof to obtain the device information carrying the

signature.

[0044] In an embodiment, when the terminal needs transmits the device information to the
blockchain network, the device information node need to be directed to a node device of which a
network address is consistent to a network address preset by the target application client. Such
node device may be a target node device. The device information is sent to the target node device,
such that the target node can perform authentication on the feature acquiring device according to the

device information before other node devices in the blockchain network. The terminal may
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transmit the device information to an arbitrary node device in the blockchain network. In such
case, when the terminal transmits the device information to a node device in the blockchain network,
the network address of such node device may be acquired to determine whether the acquired
network address is consistent with the preset network address. In a case that the acquired network
address is consistent with the preset network address, such node device may perform the
authentication on the feature acquiring device according to the device information, and then
transmits the device information to other node devices in the blockchain network. Thereby, the
other node devices can perform the authentication on the feature acquiring device according to the
device information. In a case that the acquired network address is not consistent with the preset
network address, the device information may be sent to the target node device, which indicated by
the preset network address, through a repositioning strategy. Namely, the device information is
sent again, but to a node device corresponding to the preset network address (i.e., the target node
device), according to the preset network address. After receiving the device information of the
feature acquiring device, the target node device can perform authentication on the feature acquiring
device according to the device information, and then transmits the device information to other node
devices in the blockchain network. Thereby, the other node devices can perform authentication on

the feature acquiring device according to the device information.

[0045] In step S203, one or more reference results of the authentication, each returned by a

corresponding one of the node devices, are obtained from the blockchain network.

[0046] In an embodiment, the reference result returned by each node device may indicate
that the feature acquiring device passes the authentication, or the feature acquiring device does not
pass the authentication. In one embodiment, a terminal may acquire each reference result returned
by the node devices and counts positive reference results in the reference results. The positive
reference result refer to the reference result indicating that the corresponding node device determine
that the feature acquiring device passes the authentication. A quantity of the positive reference
results may be called a first quantity. After determining the first quantity of the positive reference
results, the terminal further needs to determine a quantity of node devices reporting normality in the
blockchain network. The quantity of the node devices reporting normality may be called a second
quantity. Then, after determining the first quantity and the second quantity, the terminal may
determine whether the feature acquiring device passes the authentication according to the first

quantity and the second quantity.
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[0047] In step S204, the target application client is associated with the feature acquiring
device in response to determining that the feature acquiring device passes the authentication

according to the reference results.

[0048] In an embodiment, a terminal may establish association between the target
application client and the feature acquiring device when determining that the feature acquiring
device passes the authentication. ~After each of at least two application clients in the terminal has
been associated with the feature acquiring device, the terminal may acquire feature information
from the feature acquiring device and transmit the feature information to any node device in the
blockchain network, such that the node device can analyze the feature information to implement
identity authentication on a user. A user’s corresponding operation can be executed after the node

device determines that the user passes the identity authentication.

[0049] For example, it is assumed that the feature acquiring device is an image acquiring
device for collecting facial images, and the target application client in the terminal is a payment
application client. A user may perform an online payment for a commodity through the feature
acquiring device, after the target application client and the feature acquiring device are associated.
For example, the image acquiring device may scan a face of the user to acquire a facial image of the
user. After acquiring the facial image, the image acquiring device may transmit the facial image of
the user to the terminal, and the terminal transmits the received facial image to any node device in
the blockchain network.  After receiving the facial image, such node device may analyze the facial
image to implement identity authentication on the user. ~After the user is determined to pass the
identity authentication, the online payment may be executed using the corresponding application
client. The terminal may have at least has two payment application clients, in other words, there is
another payment application clients besides the target application client.  In such case, the user is
provided with two means for payment. In order to perform the payment, the user may select a

payment means or a payment application client in advance.

[0050] In an embodiment, when determining that the feature acquiring device passes the
authentication, the device information of the feature acquiring device is stored into the blockchain
network. Data is stored in unit of blocks in each node device of the blockchain network, and data
stored in each node device reporting normality is consistent. In a case that there are multiple
pieces of device information, these pieces of the device information are stored in different blocks.
Taking 5 pieces of device information as an example, a first piece of the device information may be
stored in a first block, a second piece of the device information may be stored in a second block,

and so on, and a fifth piece of the device information may be stored in a fifth block. Specifically,
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each piece of the device information may be stored in a following manner. Hereinafter it is taken

as an example that the third piece of the device information is stored in a third block.

[0051] In an embodiment, in a case that the feature acquiring device is determined to pass
the authentication, the target node device may store the acquired device information into a block
body, calculate a merkle root of the device information, acquire a hash of the currently last block of
in the blockchain, and then store the merkle root, the hash, and a current timestamp into a block
header. The target node device combines the block header and the block body storing the device
information as the third block, adds the third block into the blockchain stored in the target node
device, and broadcasts the third block to other node devices in the blockchain network. Thereby,
the other node devices can add the third block to blockchains maintained by them, respectively,
such that the blockchains maintained by the node devices in the blockchain network are

synchronized.

[0052] Hence, since the blockchain has properties of integrity and tamper-proof, it can be
guaranteed that the device information acquired by the target node device is credible and is not
manipulated, and that the device information stored on the blockchains cannot be manipulated.

Thereby, safety and credibility of device management are improved.

[0053] In an embodiment, after each piece of the device information is stored in the
respective blockchain maintained at each node device in the blockchain network, the terminal may
acquire a storage location of each piece of the device information in the blockchain network, and
store the storage locations sequentially, so as to obtain and store an index for subsequent query on
the pieces of the device information of the feature acquiring device. The index may be numbers,
bit values (bits), or another type, which is not limited by the present disclosure. An example is as
shown in Figure 3. There are 3 pieces of the device information, which are stored in a first block,
a second block, and a third block, respectively, after the device information has been stored in the
blockchain network. The terminal may acquire 3 storage locations corresponding to the 3 pieces
of device information and store the three storage locations sequentially, so as to obtain and store the
index for querying on the device information of the feature acquiring device. As shown in Figure
3, the index for the piece of the device information stored in the first block is "1", the index for the
piece of the device information stored in the second block is "2", and the index for the piece of the
device information stored in the third block is "3". Specifically, the terminal may store
correspondence between the storage locations and the index. For example, Table 2 shows a
correspondence between storage locations of pieces of the device information and indexes stored by

the terminal. It can be seen from Table 2 that the piece of the device information is stored in the
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first block has an index of "1". Hence, when the terminal queries such piece of the device
information, the terminal may acquire the index, i.e., "1", of the query, and then determine that such

piece of the device information is stored in the first block of the blockchain network according to

the index.
Table 2
Storage location Indexing information
First block 1
Second block 2
Third block 3
[0054] In an embodiment, the terminal may receive a request (i.e., query request) for

fetching the device information, and acquire the index for the device information according to the
device information indicated by the query request. After acquiring the index for the device
information, the terminal may determine a storage location of the device information in a
blockchain network according to the index for the device information. Then, it is determined
whether a device signature comprised in the query request matches a device signature in the device
information. In case of positive determination, the stored device information of the feature
acquiring device is acquired from the blockchain network according to the storage location for the

device information.

[0055] After the terminal associates the target application client and the feature acquiring
device, the target application client may run on the terminal. ~ After the target application client is
activated on the terminal, it may be necessary to check whether the feature acquiring device
conforms to a designated standard. For example, the designated standard may be a national
standard. A subsequent user operation may be executed only when the feature acquiring device is
determined to conform to the designated standard. ~For example, it is assumed that the feature
acquiring device is an image acquiring device for collecting facial images and the target application
client is a payment application client. In a case that a user performs online payment for a
commodity by using the target application client, it is necessary to check whether the image
acquiring device conforms to the national standard. The target application client can execute the

user’s payment operation only when the image acquiring device conforms to the national standard.
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[0056] In an embodiment, a specific manner of checking whether the feature acquiring
device conforms to the designated standard may comprises following steps. The terminal may
transmit a request for query on the device information of the feature acquiring device to the
blockchain network, acquire the query index of the device information, and then determine a
storage location of the device information of the feature acquiring device in the blockchain network
according to the query index. The query request is configured to check whether the feature
acquiring device conforms to the designated standard. In a case that the feature acquiring device is
determined to conform to the designated standard, subsequent user operation can be executed. The
query carries a production signature of the feature acquiring device, the production signature may
be a signature generated when the feature acquiring device is produced. The terminal may add a
signature of the target application client on the production signature of the feature acquiring device.
The terminal may transmit the query request to any node device in the blockchain network, namely,
may transmit the query request to the target node device or another node device. In a case that the
terminal transmits the query request to the target node device, the target node device may receive
the query request, and then acquire the index for the device information according to the device
information indicated by the query request.  After receiving the index for the device information,
the terminal may determine the storage location of the device information in the blockchain network
according to the index for the device information, and then acquires the stored device information
from the storage location. After acquiring the stored device information, the terminal may
determine whether a device signature comprised in the query request matches a device signature in
the stored device information. In case of matching, it indicates that the feature acquiring device
conforms to the designated standard, and the subsequent user operation can be executed. In case
of not matching, it indicates that that the feature acquiring device does not conform to the

designated standard, and the subsequent user operation cannot be executed.

[0057] Therefore, one feature acquiring device can support operation of different application
clients in the terminal. In a case the user wishes to use the application client and the feature
acquiring device to implement a certain user operation, the application client needs to check
whether the feature acquiring device conforms to the designated standard. Herein the terminal
may store the device information of the feature acquiring device into the blockchain network in a
consortium blockchain. The consortium blockchain can enable the application client or a terminal
having the application client to query validity of the feature acquiring device or query history
modifications on the feature acquiring device, as long as the application client joins the consortium

blockchain, so as to ensure validity of the feature acquiring device.
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[0058] In an embodiment, after receiving the query request sent by the terminal and
acquiring the device information, the target node device may transmit a verification request to other
node devices, so as to check whether the acquired device information is complete. The
verification request may comprise the device information acquired by the target node device.

After receiving the verification request, another node device may acquire the device information
from the blockchain it maintains, and compare the device information in the verification request
with the acquired device information. In a case that the device information acquired from other
node devices matches with the device information incorporated in the verification request, it is

determined that the device information acquired from the target node device is complete.

[0059] For example, it is assumed that the terminal sends the verification request to node
device A in a blockchain network.  After acquiring the device information from a blockchain
maintained at node device A, node device A may transmit the verification request comprising the
device information to node device B, node device C, node device D, and node device E in the
blockchain network. After receiving the verification request, node device B, node device C, node
device D and node device E may acquire device information from blockchains that are maintained
at these devices, respectively, so as to compare the acquired device information with the device
information in the verification request. In case of consistency, a message indicating that the device
information is complete may be returned to node device A, which informs node device A of the
completeness (integrity) of the device information acquired by node device A. In a case that the
device information is determined to be complete, the node device A compares a device signature in
the acquired device information with a device signature in device information in the query request,

so as to check whether the feature acquiring device conforms to the national standard.

[0060] In embodiments of the present disclosure, the terminal can acquire the device
information of the feature acquiring device in response to the triggering operation for associating
the feature acquiring device with the target application client in the at least two application clients,
and then transmit the device information to the blockchain network, so that the node devices in the
blockchain network perform authentication on the feature acquiring device according to the device
information. The terminal acquires the one or more reference results of the authentication, each
returned by the corresponding node device, from the blockchain network, and determines whether
the feature acquiring device passes the authentication according to the one or more reference results.
When determining that the feature acquiring device passes the authentication, the target application
client is associated with the feature acquiring device. The above solution can support operation of
different application clients in the terminal using one feature acquiring device, which simplifies
deployment of the feature acquiring devices and improves convenience.
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[0061] Reference is made to Figure 4, which is a schematic flowchart of a method for
device management based on a blockchain network according to an embodiment of the present
disclosure. The method is applicable to the foregoing terminal, on which at least two application
clients run and which corresponds to a feature acquiring device. As shown in Figure 4, the method

may comprise following steps S401 to S405.

[0062] In step S401, device information of a feature acquiring device is acquired in response
to a triggering operation for associating the feature acquiring device with a target application client

in the at least two application clients.

[0063] In step S402, the device information is transmitted to the blockchain network, so that
node devices in the blockchain network perform authentication on the feature acquiring device

according to the device information.

[0064] Specific implementation of the steps S401 and S402 may refer forgoing description
on the steps S201 and S202, and are not repeated herein.

[0065] In step S403, a first quantity of positive reference results is determined, and a second
quantity of node devices reporting normality in the blockchain network are determined, where each
positive reference result is a reference result indicating that a corresponding node device determines

that the feature acquiring device passes the authentication.

[0066] In an embodiment, a terminal may count positive reference results to obtain the first
quantity. Each positive reference result is the reference result indicating that the corresponding
node device determines that the feature acquiring device passes the authentication. The terminal is
required to determine both the first quantity of the positive reference results and the second quantity
of the node devices reporting normality in the blockchain network, so as to determine whether the
feature acquiring device passes the authentication according to the first quantity and the second

quantity.

[0067] In an embodiment, a specific manner for determined the first quantity may be as
follows. Each node device in a blockchain network transmits its reference result, which indicates
that it has determined that the feature acquiring device passes the authentication or that it has
determined that the feature acquiring device does not pass the authentication, to the terminal after
the authentication is performed on the feature acquiring device according to device information.
Then, the terminal may determine the first quantity according to the acquired reference results.

The terminal may count the acquired positive reference results to obtain a number, namely, the first

quantity.
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[0068] In an embodiment, a specific manner of determining the second quantity is as
follows. The terminal acquires verification feedbacks from the target node device, and the
verification feedbacks are results determined through the node devices performing verification on
the device information of the feature acquiring device in a case that the target node device transmits
the device information to the other node devices. After acquiring the verification feedbacks from
the target node device, the terminal may determine the second quantity of node devices reporting
normality in the blockchain network according to the acquired verification feedbacks. The target
node device may perform authentication on the feature acquiring device according to the device
information, after receiving the device information of the feature acquiring device. The device
information carries a signature, and is obtained in a following manner. The terminal acquires the
device information and a device private key of the feature acquiring device from the feature
acquiring device, and signs the device information using the device private key. Then, the target
node device performs verification on the feature acquiring device according to the signed device
information, that is, checks whether the signature in the signed device information is valid. Ina
case that the signature is valid, the target node device may transmit the signed device information
(i.e., the device information carrying the signature) to the other node devices in the blockchain
network, such that the other node devices can perform the verification on the feature acquiring
device according to the signed device information. The other node devices also checks whether
the signature in the signed device information is valid after receiving the signed device information.
After perform such verification on the feature acquiring device according to the signed device
information, the other node devices may feed the results of the verification back to the target node

device.

[0069] These results may be used to indicate that the feature acquiring device passes the
authentication or does not pass the authentication. After the target node device receives the results
fed back from the other node devices, the terminal may acquire the verification feedbacks from the
target node device, where each verification feedback refers to the result that a corresponding node
device determines that the feature acquiring device passes verification or does not pass the
verification. Hence, the terminal may determine the second quantity of the node devices reporting
normality in the blockchain network according to a quantity of the verification feedbacks acquired
from the target node device. Namely, after acquiring all verification feedbacks from the target
node device, the terminal may count the verification feedbacks. A quantity obtained by counting
the verification feedbacks is the second quantity of the node devices reporting normality in the
blockchain network. In an alternative manner, the terminal determines that a quantity of the node

device reporting normality in the blockchain network to be 1 when acquiring one verification
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feedback from the target node device, then increases the quantity by 1 when acquiring a new
verification feedback from the target node device, and so on, which can also obtain the second
quantity of the node devices reporting normality. For example, in a case that the last verification
feedback acquired by the terminal from the target node device is the 5™ verification feedback, it can

be determined that the second quantity of the node devices reporting normality is 5.

[0070] In step S404, it is determined whether the feature acquiring device passes the

authentication according to the first quantity and the second quantity.

[0071] In step S405, the target application client is associated with the feature acquiring

device in response to determining that the feature acquiring device passes the authentication.

[0072] In the steps S404 and S405, the terminal determines whether the feature acquiring
device passes the authentication according to the first quantity and the second quantity after
determining the first quantity of the positive reference results and the second quantity of the node
devices reporting normality in the blockchain network. For example, the terminal may compare
the first quantity and the second quantity, and determine whether the feature acquiring device passes
the authentication according to magnitude relationship between the first quantity and the second
quantity. The terminal may determine that the feature acquiring device passes the authentication
in a case that the first quantity is equal to the second quantity, and determine that the feature
acquiring device does not pass the authentication in a case that the first quantity is less than the
second quantity. The association between the target application client and the feature acquiring
device may be established only when the terminal determines that the feature acquiring device

passes the authentication.

[0073] In a specific application scenario, it is assumed that the feature acquiring device is an
image acquiring device for collecting facial images of a user, and the terminal has executable
payment application client 1 corresponding to the image acquiring device. Namely, the image
acquiring device has been associated with payment application client 1, and the user can perform
online payment for commodities through the payment application client 1 by using user’s facial
image collected by the image acquiring device. In a case that payment application client 2 is
installed and to run in the terminal in the terminal and it is desirable that the user can perform the
online payment for commodities through payment application client 2 by using the user’s facial
image collected by the image acquiring device, the image acquiring device is required to be further
associated with payment application client 2. Similarly, in a case than more payment application
clients are installed in the terminal, each of these payment application clients cannot be used to

perform such online payment for commodities unless being associated with the image acquiring
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device. According to the foregoing solution, the terminal can support respective payment of at
least two payment application clients, and hence a facial recognition device (i.e., an image acquiring
device) deployed at a merchant can support multiple payment agencies. It is not necessary that the
merchant purchases multiple facial recognition devices, which simplifies deployment of facial
recognition devices. A cost of the merchant is effectively reduced, and the payment is more

convenient.

[0074] In an embodiment, a device manufacturer of the image acquiring device may store
the device information of the image acquiring device into the blockchain network when the image
acquiring device passes authentication upon production, in order to ensure that terminal support
payment of multiple payment application clients by using one image acquiring device. Any node
device in the blockchain network may provide a service for a payment application client in the
terminal. Before the device information of the image acquiring device is stored into the
blockchain network, the payment application client which is in the terminal and is for online
payment using the image acquiring device may be registered in the blockchain network first, and
the payment application client cannot store the device information of the image acquiring device

into the blockchain network unless being registered in the blockchain network.

[0075] A blockchain network comprising 5 node devices as shown in Figure 5a is taken as
an example. In an embodiment, when payment application clients in the terminal are registered in
the blockchain network, public keys corresponding to the payment application clients, respectively,
are stored in each node device, and the public keys enable the node devices to decrypt the device
information carrying a signature and verify the signature. When a new payment application client
is installed and can run in the terminal, the new payment application client may be registered in the
blockchain network first, where a successful registration requires verification through consensus
among node devices in the blockchain network. After the consensus reaches a positive conclusion,
namely, after approval of other payment application clients corresponding to other node devices in
the blockchain network, the new payment application client is successfully registered in the
blockchain network. In such case, a public key corresponding to the new payment application
client is added into a node device corresponding to the new payment application client, and the
public key is broadcast to other node devices in the blockchain network, such that that the public
keys of all node devices in the blockchain network are still consistent. ~ After the new payment
application client is successfully registered in the blockchain network, the device information of the
image acquiring device for achieving the payment can be stored into the blockchain network, such

that a user can perform the payment using the new payment application client.
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[0076] In an embodiment, a specific implementation of storing the device information of the
image acquiring device into the blockchain network may comprises following steps. When
detecting that a target payment application client (which may be regarded as the foregoing new
payment application client) is installed and runs in a terminal, the terminal determines that the
triggering operation for associating the target payment application client with the image acquiring
device is detected. When the target payment application client is associated with the image
acquiring device, the device information of the image acquiring device may be stored into the
blockchain network. Specifically, when the triggering operation for associating the target payment
application client with the image acquiring device is detected, the device information of the image
acquiring device can be transmitted to the blockchain network such that the node devices in the
blockchain network can perform authentication on the image acquiring device according to the
device information. In response to determining that the image acquiring device passes
authentication, the target payment application client is associated with the image acquiring device,
and the device information of the image acquiring device is stored into the blockchain network.
Figure 5b is a schematic flowchart of storing device information of an image acquiring device into a
blockchain network according to an embodiment of the present disclosure. In the process as
shown in Figure 5b, storing the device information of the image acquiring device into the
blockchain network may comprises four stages, namely, a wring request stage, a broadcast stage, a

preparation stage, and a submission stage.

[0077] A specific implementation for storing (also called wiring) device information of an

image acquiring device into a blockchain network may comprises steps s11 to s16.

[0078] In step s11, after receiving signed device information of an image acquiring device, a
target node device checks whether a signature in signed the device information is valid, and

broadcasts the signed device information to other node devices in a case that the signature is valid.

[0079] In an embodiment, a terminal may acquire the device information of the image
acquiring device when detecting triggering operation for associating a target payment application
client with the image acquiring device. The device information may include an identifier of a
manufacturer, an identifier of the device, a relevant parameter of the device, production time of the
device, etc. The terminal may transmit the device information to the blockchain network after
acquiring the device information. The terminal may transmit the device information to any node
device in the blockchain network. As shown in Figure 5b, the terminal transmits the device

information to node device A.
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[0080] After the device information is sent to the node device A, it is required to determine
whether the node device corresponds to the target payment application client. Each payment
application client in the terminal has a corresponding node device in the blockchain network. For
example, payment application client 1 included in the terminal corresponds to node device A, and
payment application client 2 corresponds to node device B. Hence, after transmitting the device
information to the node device, the terminal may acquire a network address of the node device, and
check whether the acquired network address is consistent with a preset network address of a target
node device. Alternatively, such node device may determine whether it is the target node device.
In case of positive determination, such node device can perform the authentication on the device.

In case of negative determination, such node device may return a network address of the target node
device corresponding to the target payment application client to the terminal. The network address
may be an Internet Protocol (IP) address in the aforementioned node identifier. After receiving the
network address of the target node device, the terminal may redirect the device information to

another node device, i.e., the target node device, according to the network address.

[0081] In a case that node device A is the target node device, node device A may perform
the authentication on the image acquiring device according to the received device information.

The device information is signed using a signature, and hence the target node device can perform
the authentication based on validity of the signature. The image acquiring device is determined to
pass the authentication in a case that the signature is valid, and is determined to not pass the
authentication in a case that that the signature is invalid. ~After the target node device determines
that the image acquiring device passes the authentication, the process proceeds to the broadcast
stage. The signed device information is transmitted to other node devices, i.e., node device B,
node device C, node device D, and node device E in the blockchain network. The other node
devices can perform the authentication on the image acquiring device according to the received

device information.

[0082] In step s12, after receiving the signed device information, node device B, node
device C, node device D, and node device E determine whether the signature in the signed device

information is valid.

[0083] In an embodiment, node device B, node device C, node device D, and node device
check whether the signature carried in device information is valid. When the received device
information comprises multiple pieces, checking validity of the signature comprises checking

whether a sequence of the pieces of the device information and a sequence of operations on the
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device information are correct. The signature is determined to be valid in a case that the sequences

are correct, and is determined to be invalid in a case that any sequence is incorrect.

[0084] In step s13, each node device stores a respective result of authentication performed
by itself and transmit the respective result to other node devices, after node device B, node device C,

node device D, and node device E perform the authentication.

[0085] In an embodiment, the respective result may indicate that the corresponding node
device is a node device reporting normality or that the corresponding node device is a node device
reporting abnormality. Specifically, whether the corresponding node device reporting normality or
abnormality is determined according to whether the signature is checked by such node device
determined to be valid. For example, node device B is determined to report normality in a case
that the signature checked by node device B is determined to be valid, and determined to report

abnormality in a case that the signature checked by node device B is determined to be invalid.
[0086] In step s14, each node counts the node devices reporting normality.

[0087] In an embodiment as shown in Figure 5b, after determining respective abnormality,
node device B, node device C, node device D, and node device E may transmit the result
concerning the respective abnormality to other node devices in the blockchain network, and hence
each node device is capable to count the node devices reporting normality to obtain the foregoing
second quantity. In a case that the second quantity exceeds a threshold, which may be 2f+1, i.e.,
there are more than 2f+1 node devices reporting normality, the process may proceed to the
subsequent submission stage. frepresents a quantity of node devices reporting abnormality, and
hence there is 3f+1 =n, where n is a quantity of the node devices in the blockchain network. That
is, f is the quantity of the node devices reporting abnormality, while 2f+1 is the quantity of the node
devices reporting normality. For example, assuming that there are 5 node devices in total, the
process may proceed to subsequent steps in a case that there are more than 3 node devices reporting

normality, i.e., there is at most 1 node device reporting abnormality.

[0088] In step s15, each node device transmits respective reference result of the
authentication to other node devices, and counts a quantity of positive reference results of the

authentication.

[0089] In an embodiment as shown in Figure 5b, after each node device in a blockchain
network count the node devices reporting normality, it may transmit a reference result of the
authentication, which is performed by itself on the image acquiring device, to other node devices.

The reference result may indicated that the corresponding node device determine that the image
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acquiring device passes the authentication or does not pass the authentication. Specifically, when
a quantity obtained by a node device counting the node devices reporting normality does not exceed
the threshold, such node device transmits the reference result indicating that the image acquiring
device is determined to not pass the authentication to other node devices. When a quantity
obtained by a node device counting the node devices reporting normality exceeds the threshold,
such node device transmits the reference result indicating that the image acquiring device is
determined to pass the authentication to other node devices. After receiving the reference results,
each node device may count the reference results indicating that the image acquiring device is
determined to pass the authentication to obtain the foregoing first quantity. In a case that the first
quantity also exceeds 2f+1, or the first quantity is equal to the second quantity, it is determined that
the image acquiring device passes the authentication. Accordingly, the device information of the

image acquiring device can be stored into the blockchain network.

[0090] In step s16, the terminal receives a quantity of the positive reference results which

are returned by the nodes.

[0091] In an embodiment, each node device may transmit the respective reference result to
the terminal, and the terminal may determine whether the image acquiring device passes the
authentication according to the reference results. After the image acquiring device is determined
to pass the authentication, the target payment application client can be associated with the image
acquiring device, and the device information of the image acquiring device can be stored into the

blockchain network.

[0092] Writing the device information of the image acquiring device is not a high-frequency
operation. The device information of an image acquiring device is not required to be written into
the blockchain network until the image acquiring device has been produced and then tested on a
corresponding factory line. Accordingly, failures of a certain node device in the blockchain
network has an influence merely on association between a payment application client corresponding
to such node device and the image acquiring device, while having no influence on association
between another payment application client and the image acquiring device, because the failure of

such node device would not affect the usage of another node device.

[0093] In embodiments of the present disclosure, the terminal can acquire the device
information of the image acquiring device in response to the triggering operation for associating the
image acquiring device with the target application client in the at least two application clients, and
then transmit the device information to the blockchain network, so that the node devices in the

blockchain network perform authentication on the image acquiring device according to the device
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information. The terminal counts the first quantity of the reference results of the authentication
which indicate that the corresponding node devices determine the image acquiring device to pass
the authentication and the second quantity of the node devices reporting normality in the blockchain
network, and determines whether the image acquiring device passes the authentication according to
the first quantity and the second quantity. When determining that the image acquiring device
passes the authentication, the target application client is associated with the image acquiring device.
The above solution can support operation of different application clients in the terminal using one
image acquiring device, which simplifies deployment of the image acquiring devices and improves

convenience.

[0094] On a basis of the above description, an apparatus for device management based on a
blockchain network is further provided according to an embodiment of the present disclosure. The
apparatus may be disposed in the foregoing terminal or may be a computer program (including a
program code) in the foregoing terminal. At least two application clients run in the terminal, and
the terminal has a corresponding feature acquiring device. The apparatus for device management
may be configured to execute the method for device management based on the blockchain network
as shown in Figure 2 or Figure 4. Reference is made to Figure 6, where the apparatus comprises

an acquiring unit 601, a transmitting unit 602, a determining unit 603 and an associating unit 604.

[0095] The acquiring unit 601 is configured to acquire device information of the feature
acquiring device in response to a triggering operation for associating a feature acquiring device with

a target application client in the at least two application clients.

[0096] The transmitting unit 602 is configured to transmit the device information to the
blockchain network, so as to enable node devices in the blockchain network to perform

authentication on the feature acquiring device according to the device information.

[0097] The determining unit 603 is configured to acquire one or more reference results of
the authentication, each returned by a corresponding one of the node devices, from the blockchain

network.

[0098] The associating unit 604 configured to associate the target application client with the
feature acquiring device in response to the determining unit 603 determining that the feature

acquiring device passes the authentication according to the reference results.

[0099] In an embodiment, the target application client is an arbitrary one of the at least two
application clients, and each node device provides a service for a corresponding one of the at least

two application clients. ~After each application client has been associated with the feature
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acquiring device, the acquiring unit 601 is further configured to: acquire feature information from
the feature acquiring device and transmit the feature information to one of the node devices in the

blockchain network, so as to enable such node device to recognize the feature information.

[0100] In an embodiment, the transmitting unit 602 is further configured to, transmit the
device information to a node device among the node devices in the blockchain network and acquire
a network address of the node device, and in response to determining that the acquired network
address is consistent with a preset network address, instruct the node device to: perform the
authentication on the feature acquiring device according to the device information, and then

transmit the device information to other node devices in the blockchain network.

[0101] In an embodiment, a transmitting unit 602 is further configured to, in response to
determining that the acquired network address is inconsistent with a preset network address,
transmit the device information to a target node device in a blockchain network, where the target
node device is indicated by the preset network address, and instruct the target node device to:
perform the authentication on the feature acquiring device according to the device information, and

then transmit the device information to other node devices in the blockchain network.

[0102] In an embodiment, each reference result indicates that the corresponding node device
determines that the feature acquiring device passes the authentication, or that the corresponding
node device determines that the feature acquiring device does not pass the authentication. The
determining unit 603 is further configured to: determine a first quantity of positive reference results
and a second quantity of node devices reporting normality in the blockchain network, where each
positive reference result is the reference results indicating that the corresponding node device
determines that the feature acquiring device passes the authentication; and determine that the
feature acquiring device passes the authentication according to the first quantity and the second

quantity.

[0103] In an embodiment, the determining unit 603 is further configured to: determine that a
feature acquiring device passes the authentication in a case that the first quantity is equal to the

second quantity.

[0104] In an embodiment, a determining unit 603 is further configured to: acquire
verification feedbacks from a target node device, where the verification feedbacks are results
determined through the node devices performing verification on the device information of the
feature acquiring device in a case that the target node device transmits the device information to the
other node devices; and determine the second quantity of node devices reporting normality in the

blockchain network according to the verification feedbacks.
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[0105] In an embodiment, a transmitting unit 602 is further configured to: acquire the device
information and a device private key of the feature acquiring device from the feature acquiring
device; sign the device information using the device private key to obtain the device information
carrying a signature; and transmit the device information carrying the signature to the blockchain

network.

[0106] In an embodiment, an apparatus further comprises a storing unit 605. The storing
unit 605 is configured to store the device information of the feature acquiring device in the
blockchain network in response to determining that the feature acquiring device passes the

authentication.

[0107] In an embodiment, there are multiple pieces of the device information. The storing
unit 605 is further configured to: acquire a storage location of each piece of the device information
in a blockchain network; record the storage locations sequentially to obtain an index for fetching the

device information of the feature acquiring device; and store the index.

[0108] In an embodiment, an apparatus further comprises a query unit 606. The query unit
606 is configured to acquire the index of the device information in response to a request for fetching
the device information; determine the storage locations of all pieces of the device information in the
blockchain network according to the index; and acquire the device information of the feature
acquiring device from the blockchain network according to the storage locations, in response to a

signature in the request being determined to match a signature in the device information.

[0109] In embodiments of the present disclosure, the acquiring unit 601 acquires the device
information of the feature acquiring device in response to the triggering operation for associating
the feature acquiring device with the target application client in the at least two application clients;
the transmitting unit 602 transmits the device information to the blockchain network, so that the
node devices in the blockchain network perform authentication on the feature acquiring device
according to the device information; the determining unit 603 acquires the one or more reference
results of the authentication, each returned by the corresponding node device, from the blockchain
network; and the associating unit 604 associates the target application client with the feature
acquiring device, when the determining unit 603 determines that the feature acquiring device passes
the authentication according to the one or more reference results. The above solution can support
operation of different application clients in the terminal using one feature acquiring device, which

simplifies deployment of the feature acquiring devices and improves convenience.

[0110] Reference is made to Figure 7, which is a schematic structural block diagram of a

terminal according to an embodiment of the present disclosure. The terminal may be a terminal in
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the foregoing embodiments. The terminal as shown in Figure 7 may comprises one or more
processors 701, one or more input devices 702, one or more output devices 703, and a memory 704.
The processor 701, the input device(s) 702, the output device(s) 703, and the memory 704 are
connected v9a a bus 705. The memory 704 is configured to store a computer program comprising
program instructions. The processor 701 is configured to execute the program instructions stored

in the memory 704.

[0111] The memory 704 may include a volatile memory such as a random access memory
(RAM), or a non-volatile memory such as a flash memory, a solid-state drive (SSD). Alternative,

the memory 704 may include a combination of the foregoing types of memories.

[0112] The processor 701 may be a central processing unit (CPU). The processor 701 may
further include a hardware chip which may be an application-specific integrated circuit (ASIC), a
programmable logic device (PLD), or the like. The PLD may be a field programmable gate array
(FPGA), generic array logic (GAL), or the like. The processor 701 may alternatively be a

combination of the foregoing structures.

[0113] Herein the memory 704 is configured to store a computer program comprising
program instructions. The processor 701 is configured to execute the program instructions stored
in the memory 704 to implement the steps of the corresponding method, for example, as shown in

Figure 2 or Figure 4.

[0114] In an embodiment, a processor 701 is configured to invoke the program instructions
to perform: acquiring device information of the feature acquiring device in response to a triggering
operation for associating the feature acquiring device with a target application client in the at least
two application clients; transmitting the device information to the blockchain network to enable
node devices in the blockchain network to perform authentication on the feature acquiring device
according to the device information; acquiring one or more reference results of the authentication,
each returned by a corresponding one of the node devices, from the blockchain network; and
associating the target application client with the feature acquiring device in response to determining
that the feature acquiring device passes the authentication according to the one or more reference

results.

[0115] In an embodiment, the target application client is an arbitrary one of the at least two
application clients, and each node device provides a service for a corresponding one of the at least
two application clients. After each application client has been associated with the feature
acquiring device, the processor 701 is configured to invoke the program instructions to perform:

acquiring feature information from the feature acquiring device and transmitting the feature
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information to one of the node devices in the blockchain network, so as to enable such node device

to recognize the feature information.

[0116] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: transmitting the device information to a node device among the node
devices in the blockchain network and acquiring a network address of the node device, and in
response to determining that the acquired network address is consistent with a preset network
address, instructing the node device to: perform the authentication on the feature acquiring device
according to the device information, and then transmit the device information to other node devices

in the blockchain network.

[0117] In an embodiment, a processor 701 is configured to invoke the program instructions
to perform: in response to determining that the acquired network address is inconsistent with a
preset network address, transmitting the device information to a target node device in a blockchain
network, where the target node device is indicated by the preset network address, and instructing the
target node device to: perform the authentication on the feature acquiring device according to the
device information, and then transmit the device information to other node devices in the

blockchain network.

[0118] In an embodiment, each reference result indicates that the corresponding node device
determines that the feature acquiring device passes the authentication, or that the corresponding
node device determines that the feature acquiring device does not pass the authentication. The
processor 701 is configured to invoke the program instruction to perform: determining a first
quantity of positive reference results and a second quantity of node devices reporting normality in
the blockchain network, where each positive reference result is the reference results indicating that
the corresponding node device determines that the feature acquiring device passes the
authentication; and determining that the feature acquiring device passes the authentication

according to the first quantity and the second quantity.

[0119] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: determining that a feature acquiring device passes the authentication in a

case that the first quantity is equal to the second quantity.

[0120] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: acquiring verification feedbacks from a target node device, where the
verification feedbacks are results determined through the node devices performing verification on

the device information of the feature acquiring device in a case that the target node device transmits
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the device information to the other node devices; and determining the second quantity of node

devices reporting normality in the blockchain network according to the verification feedbacks.

[0121] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: acquiring the device information and a device private key of the feature
acquiring device from the feature acquiring device; signing the device information using the device
private key to obtain the device information carrying a signature; and transmitting the device

information carrying the signature to the blockchain network.

[0122] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: storing the device information of the feature acquiring device in the
blockchain network in response to determining that the feature acquiring device passes the

authentication.

[0123] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: acquiring a storage location of each piece of the device information in a
blockchain network; recording the storage locations sequentially to obtain an index for fetching the

device information of the feature acquiring device; and storing the index.

[0124] In an embodiment, the processor 701 is configured to invoke the program
instructions to perform: acquiring the index of the device information in response to a request for
fetching the device information; determining the storage locations of all pieces of the device
information in the blockchain network according to the index; and acquiring the device information
of the feature acquiring device from the blockchain network according to the storage locations, in
response to a signature in the request being determined to match a signature in the device

information.

[0125] A computer program product or a computer program is further provided according to
an embodiment of the present disclosure. The computer program product or the computer
program comprises computer instructions, and the computer instructions are stored in a
computer-readable storage medium. A processor of a terminal reads the computer instructions
from the computer-readable storage medium and executes the computer instructions to configure
the terminal to perform the method embodiment, for example, as shown in Figure 2 and Figure 4.
The computer-readable storage medium may include a magnetic disc, an optical disc, a read-only

memory (ROM), a random access memory (RAM), or the like.

[0126] Hereinabove merely some embodiments of the present disclosure are described,

which is not intended for limiting the scope of the present disclosure. Those skilled in the art can
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appreciated and implement all or some processes of the foregoing embodiments, and make
equivalent modifications according to the claims of the present disclosure. These modifications

shall fall within the scope of the present disclosure.
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CLAIMS

1. A method for device management based on a blockchain network, wherein the method is
executable by a terminal, on which at least two application clients run and which corresponds to a

feature acquiring device, and comprises:

acquiring device information of the feature acquiring device in response to a triggering
operation for associating the feature acquiring device with a target application client in the at least

two application clients;

transmitting the device information to the blockchain network to enable node devices in the
blockchain network to perform authentication on the feature acquiring device according to the

device information;

acquiring one or more reference results of the authentication, each returned by a corresponding

one of the node devices, from the blockchain network; and

associating the target application client with the feature acquiring device in response to
determining that the feature acquiring device passes the authentication according to the one or more

reference results.

2. The method according to claim 1, wherein each node device provides a service for a

corresponding one of the at least two application clients, and

after each of the at least two application clients is associated with the feature acquiring device,

the method further comprises:
acquiring feature information from the feature acquiring device; and

transmitting the feature information to one of the node devices in the blockchain network to

enable such node device to recognize the feature information.

3. The method according to claim 1, wherein transmitting the device information to the
blockchain network to enable the node devices in the blockchain network to perform the

authentication on the feature acquiring device according to the device information comprises:

transmitting the device information to a node device among the node devices in the blockchain

network and acquiring a network address of the node device, and

in response to determining that the acquired network address is consistent with a preset
network address, instructing the node device to perform the authentication on the feature acquiring
device according to the device information and then transmit the device information to other node
devices in the blockchain network.
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4. The method according to claim 3, further comprising: in response to determining that the

acquired network address is inconsistent with a preset network address,

transmitting the device information to a target node device in a blockchain network, wherein

the target node device is indicated by the preset network address, and

instructing the target node device to perform the authentication on the feature acquiring device
according to the device information and then transmit the device information to other node devices

in the blockchain network.
5. The method according to claim 1, wherein:

each reference result indicates that the corresponding node device determines that the feature
acquiring device passes the authentication, or that the corresponding node device determines that

the feature acquiring device does not pass the authentication; and

determining that the feature acquiring device passes the authentication according to the one or

more reference results comprises:

determining a first quantity of positive reference results and a second quantity of node
devices reporting normality in the blockchain network, where each positive reference result is
the reference results indicating that the corresponding node device determines that the feature

acquiring device passes the authentication; and

determining that the feature acquiring device passes the authentication according to the

first quantity and the second quantity.

6. The method according to claim 5, wherein determining that the feature acquiring device

passes the authentication according to the first quantity and the second quantity comprises:

determining that a feature acquiring device passes the authentication in response to the first

quantity being equal to the second quantity.

7. The method according to claim 6, wherein the determining the second quantity of the node

devices reporting normality in the blockchain network comprises:

acquiring verification feedbacks from a target node device, wherein the verification feedbacks
are results determined through the node devices performing verification on the device information
of the feature acquiring device in a case that the target node device transmits the device information

to the other node devices; and

determining the second quantity of the node devices reporting normality according to the
verification feedbacks.
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8. The method according to claim 1, wherein transmitting the device information to the

blockchain network comprises:

acquiring the device information and a device private key of the feature acquiring device from

the feature acquiring device;

signing the device information using the device private key to obtain the device information

carrying a signature; and
transmitting the device information carrying the signature to the blockchain network.
9. The method according to claim 1, further comprising:

storing the device information of the feature acquiring device in the blockchain network in

response to determining that the feature acquiring device passes the authentication.

10. The method according to claim 9, wherein there are pieces of the device information, and
after storing the device information of the feature acquiring device in the blockchain network, the

method further comprises:
acquiring a storage location of each piece of the device information in a blockchain network;

recording the storage locations sequentially to obtain an index for fetching the device

information of the feature acquiring device; and
storing the index.
11. The method according to claim 10, further comprising:

acquiring the index of the device information in response to a request for fetching the device

information;

determining the storage locations of all pieces of the device information in the blockchain

network according to the index; and

acquiring the device information of the feature acquiring device from the blockchain network
according to the storage locations, in response to a signature in the request being determined to

match a signature in the device information.

12.  An apparatus for device management based on a blockchain network, wherein the
apparatus is disposed in a terminal, on which at least two application clients run and which

corresponds to a feature acquiring device, and comprises:
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an acquiring unit, configured to acquire device information of the feature acquiring device in
response to a triggering operation for associating the feature acquiring device with a target

application client in the at least two application clients;

a transmitting unit, configured to transmit the device information to the blockchain network to
enable node devices in the blockchain network to perform authentication on the feature acquiring

device according to the device information;

a determining unit, configured to acquire one or more reference results of the authentication,

each returned by a corresponding one of the node devices, from the blockchain network; and

an associating unit, configured to associate the target application client with the feature
acquiring device in response to the determining unit determining that the feature acquiring device

passes the authentication according to the one or more reference results.
13. A terminal device, comprising:

a processor, an input device, an output device, and a memory which are connected to each

other, wherein:

the memory is configured to store a computer program comprising program instructions, and
the processor is configured to invoke the program instructions to perform the method according to

any one of claims 1 to 11.

14. A computer-readable storage medium, storing a computer program comprising program

instructions, wherein:

the program instructions when executed by a processor configure the processor to perform the

method according to any one of claims 1 to 11.

15. A computer program product, wherein the computer program product when executed is

configured to perform the method according to any one of claims 1 to 11.
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