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as a global digital network, is extrenelLyq suitable for use as a technical
platformfor distributing digital data of content providers to their
custoners. Media content such as texts, audio content 15 such as mnusic or
speech, images and noving video content are currently produced al nost
conpletely in digital formor can be digitized with little effort. By

usi ng hi ghly deveD$yvdgesomsaadamentt agith mprdwdsyforadistidbubiaml e, MP3
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to convey data- intensive contént over , current I'nternet
infrastrucfure, which still has a reIa?P#Eﬁ?tnarrOM/ band at the consuner
end. Software which is intended for use by the custoner is also included
within the 25 digital caontent nentioned_above in the context of the

present i nventitn T SH oS IRt RRcH ndfY+ R8I aSToHPRAR Tt §Rfcaptods

operates a parfdrculipetyipovieid Ul bEDIPHyeandr efprined fdr 3Q1g6tal SREVEh
which is contkﬁyqysky connected to the Internet via a broadband dedi cated
line. The custoners. " of the content provi ders nmust respectively have
access tb0a conputer which is connected or can be connected to the

Internet, for T@éarﬂﬂt%r&l%t"m%s 5 SRLSS e&&% &P ﬁe%?oﬂ?“?@aiaxﬁ?gi{ﬂgigjch

(PO, and by using_suitabl e Internet xanpl e service protoc
as, in the simpidspl ecaséorforu%@(anﬁise t e "tRBEHiEE t pdasserm pr éescol
( HTTP) they dewdted®uithegdizdrinenr esaid idW dhee&oNt®dviders to their

customers. Media content such as texts, audio content
15 such as music or speech, images and moving wvideo
content are currently produced almost completely in
digital form or can be digitized with little effort. By
uging highly developed compression techniques such as,
for example, MP3 (for the audio field) or MPEG {for the
20 wvideo field), it 4is also possible to convey data-
intensive content over the . current Internet
infrastructure, which still has a relatively narrow

band at the consumer end. Software which is intended
for use by the customer is also included within the
25 digital content mentioned above in the context of the

present invention.

A provider of such multimedia content typically
operates a particularly powerful computer, referred to
30 as a server, which is continuously connected to the
Internet via a broadband dedicated line. The customers.
of the content providers must respectively have access
to a computer which is connected or can be connected to
the Internet, for example to what is referred to as a
35 personal computer (PC), and by using suitable Internet'

for example service protocols such as, in the simplest
case, for example the “hypertext transport protocol”
(HTTP) they download the data representing the content
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| ocal conputer (client). In this context, the digital content are

frequently star Lnitially in the formof a file on the | ocal_ ¢conputer
before they &gh%géo&§3§4there; Al ternatively, what are 5P?%§%ﬁ¢%£? %s
stream ng protocols are available, in which the data representing the
content is converted directly into perceptible sensory inpressions during

the downl oad ferQMm t#ige SQIVRIe COMRUL €ltrid {H8, £l | £CQTPU L hoyp a
file, which corresponds to tehe 10 digital co%teﬁtgﬁ%gi ng gﬁl%%%%’ a?i!

stored on the tHdS &antSariputidte Evital orgntene ave SAPJUENkEW e§arpdent in

the formof drREishilgh is epanEekad ¢ g£an;ibe eonnacd ettt BendarLpt er net
“via line-bound transmn,ssion rFa]tohs have heen &?iwi dered as clien
i€ Wi

conputers. MBS Equitent? avgat RS beiak r RER on
the persons Eedieplresl ofot kiss ateecanipgctprytaydudck dewi cesmilgdayer sh, for
exanpl e for .audi i or r 20 _digital, readi tter (e-books).

. Recently, eql%ﬁ%%t gl?%r dg:%o%r?ve]r:% ng- ?gﬂq% at(¥1oent gﬁFQgﬂEg,lsbeFégﬁ?Fgfa
sensory . i npr éggegidywhighohapexceptrthlee sationy r éqpercgionsnnéeting to

the It ernet, cha @KGIMSavISHIPOLRE 4EHARNOBSIGHADY 8, suaiL ag CSMLOF

UMTS, has al so becone 25 known. Usua| ] nt types o la are
di ff erenti at eFOMRUERTY e¥PEECU0 tthe Ridkthni Wiyl clijeGerEepRRdRt hodls Waech

are used 1@ canyethla dogikak cpeiept beheratbar Myuhi chrdleganche pgscei ved
by sensory nmeans by the consuner. In the case of texts and inmages,
~including vid& le?éqﬁ8ﬂ€8 ®Tthe sense of sight is stimulated, and the

ternms "display devices" and "display nethods" are used. |In the case of

audi 0 nedi a, L.C ' of heari the, .ter "pl ayback
-devi ces” and Wg#agbg%t‘gu%g&%o%g‘t }ﬁigiﬁs%}e%%ﬁlﬁnp i CHIE 2t %" s?’?rrul ate
" other senses, @i PpaFbiehl akst fens@edf oroust ahe tdmnnected to the

15 Internet via 1ine—bound transmission paths have been
considered as client computers. Mobile equipment is
available which can easily be carried on the person.
Examples of‘ this are compact playback devices
(players), for example for MP3 audio files or for

20 digital reading matter (e-books). Recently, equipment
for converting digital content into: perceptible sensory
impressions which has a wirefree radio-frequency
connection to the Internet, for example wvia mobile
telephone networks such as GSM or UMTS, has also become

25 known. |

Usually, different types of media are differentiated
with respect to the technical devices and methods which
. are used to convert a digital content into a form which
30 can be pefceived by sensory means by the consumer. In
the case of texts and images, including wvideo
sequences, the sense of sight is stimulated, and the
terms “display devices” and “display methods” are used.
In the case of audio media, which stimulate the sense
35 of hearing, the terms “playback devices” aﬁd “playback'
methods” are used. Digital media can also stimulate
other senses, in particular the sense of touch and the
sense. of smell. The subject matter of this invention
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conversi on of these different types of nedia into a formwhich is
ia[lltj'e/rpjgh‘fglﬁation for perception by the senZ6T/EPQE/§&Rétally

suitable in 4 er cep _
i nventive aspects which are 5 explained ip the foll ow ng text"apply,
despite specific expressions such as "display", "playback", "playing

back” etc., basikaldy, tmalds (AOe Glnliie) CORSHIPLEORROL JRALE 85 Long as
they are not restricted expressly 0 specific types of media such a
page- ori ent at@&lld:}iefseerrsd feestt $veexahpredighentgeaofosnf thachk iis al so

subsuned undersditisbikecanses e‘g@ﬁ}ewﬂeé\iﬁ@ééil\@ﬁefcﬁor?eﬁééﬁEIiSna 5P TRULer
ganme or a piece of text roceSS|QgHLsoftmare,,runs he consuner I nteracts
on the I|evel osfenssefﬁsorr‘v{)eper%%rb‘ﬂ Y DebPYERE1 Vs, 2FPeEppearbich are
unavoi dabl & t lestplspesd iim &mrpﬁﬁldﬁm@_aéﬁtiﬂppmﬁugédspﬁﬁé % ecsake of
illustration w.,] restricted to specific typgs.of. nedia. There are
unsol ved prob%%#%xﬁﬁ?h§%ésgg€ t 8%bi | Fﬁgﬁgﬁd' 20p63y98ﬁ% concBpf¥ifgr this
type of noder Wagikst réthuti ohasbfatilyi ttal albht énrmsE)qErtMCEOhaﬁmﬁbﬁlml‘l t hat
he first d f t td ' her Is at _a
the first anddundadental 18u6SUONAS, WAELNGL, f e CLISE ONES gﬁﬁgﬁﬁﬁh’on of

wlling to 25 pay the respective content provi C
digital conteh vPRSEAELFNt BYRet abbvaedial Iseydndashepaoeteriastated for

“the actual0 | nieeRet ofcQRBAG! ifd: chignAnsWerhd Qddi S IYEELLQPe depeRds,
essentially on_the t%chnl al infrastructure required. 30 .For exanple, a
conmpany (‘MP3. 5&2%5 Fch'PS®hadett d nPPRBYSEN| BRER SIvHt¥s SPLEMNSrE sefFce

whi ch i ncl udesxpmpiliediangcombhtént ganet ottﬁeat fSpw'at:hf bffedm%%! ?fb&%ysngégt e
dounoading. Rege.bechangs copt ehbokoble Sl sutho il s Seihe
di scs). The oFEBEAZY perception. Despite this, it appears
15 unavoidable that specific examples which are introduced
for the sake of illustration will be restricted to
specific types of media,

There are unsolved problems with respect to billing and
20 payment concepts for this type of modern distribution
of digital content.

Expefience has shown that the first and fundamental
question is whether the customer is at all willing to

25 pay the respective content providers for the
consumption of digital content wvia the Internet above
and beyond the costs incurred for the actual Internet
connection. The answer to this question depends
essentially on the technical infrastructure required.

30

- For example, a company (MP3.COM) which is based in the

United States offers a service which includes providing
all Internet users with the possibility of downloading
free of charge content in the form of audio‘files in

35 the MP3 format, which originally could only be-
purchased as audio CDs (compact discs). The original
concept originally included a control component which
was such that the downloading of the MP3 audio file
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PCT/ EPO2/ 095 | was associated with a specific [ a
central servéwgo v%/cﬁgv\%} operated by the conmpany was engggégpﬁg/[]ég%
i ndi vidual customer only if this custonep had previously transmtted a
characteristic 5 data sanple of a corresponding audio CD to the server,

the purpose ofwiii® BabNGdAILum thatnt he £sPeell Venqtlstarrer bad o
al ready purchased a%:ﬁopy of this, and that” the grow sion of a
corr espondi ng VB3 Edi GSFIVEE WiHECR oVBFePRRFateast r PEt ithe  pPBRRBY oMasof

copyright lawerdbleéds approaah damieti e iconsisteigd- promisi ngsf orpihe
future, for a&y&?oerelpf hrE%Casons: 1. i)n t he one, hang, at | east for the
United States, 11 has siicePhECofBScrearToREETeuIa 6PeEaG TS tisses,
that at |e&st dakn osagpbel obusi mesxempdelding ghidinotcbetsovheedcyetthe
qual i fyi ng prowuisi S..copyri.ght |law._ 2. t he, ot her hand;,
according to %étﬁén%???%fy hFQEQZé%%gi nteossplfr%‘a%lc?h?ﬁetgfao egpeﬁgﬁé(? from
the consumer t@34ENH obpderlireastyi |Pubelasednat opwabé dhimat@i ahdgoods,
because the caili®EheShWA NQ2bLE O @(ﬁ;:f;é (glggg.‘g& @3t %cgle(g vg;.%gnl y

by purchasing a corresponding audi o CD. Thi's mus be consi dere
di sadvant age i'ff*% He&® S eesSter {10 | PR@T 8t oRB oRBNyOPBrightalawsul t of

the fact ibat THies MeBpavdth fddrefot WhkChr@f oy opdesdikiag ths sehuer
represent, in feﬁOcug:xt re%esl y %009 ﬁual ty, the itenms which were originally
mar ket ed ‘on t he audi’o "D, Faht ™ HefE™E4n be distributed further over
the Internet without a | arge degree of expenditure and. wthout a further
| oss in quality, tlaf.{]etﬂé 8Re3RahACeYd Vv d_; g tqners of .the conpany
to make avail able thensel ve% the élovvnq o‘ge e%l)él\/g gaﬁcglls‘:"o i fed? SEaEes,
it has since become clear, as a result of court
15 cases, that .at least the original business model
might not be covered by the qualifying provisions

of U.S. copyright law.

2. Cn the other hand, éccording to the theory of this

20 business model, the flow of money from the

.consumer to the provider is :still based on the

sale of material goods, because the consumer

should be able to obtain access to the server only

by purchasing a corresponding audio CD. This must

25 ' be considereﬁ a disadvantége in the age of the
digital Internet economy .

3. As a result of the fact that the MP3 audio files
| which are downloaded from the server represent, in |
30 _extremely good quality, the items which were

originally marketed on the audio CD, and
furthermore can be distributed further over the
Internet without a large degree of expenditure and.
without a further loss in quality, there is an
35 incentive for the customers of the compény to make‘
available themselves the downloaded MP3 audio
files free of charge not only, for example, to
close friends or relatives but also to the public
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|large. As a r ervice providers |lose incone as aud

files are dl‘?rﬂi té%&f%fa nmuch wi der public than the oPFE/ﬁgpzﬁﬂ?éﬁésers

of the audio CDs. 4. Finally, the tenporgry possession of a suitable

audio CDis not equivalent to legitimte 6wnership of this data carrier,

i.e. it is not posshglg L8e. %G pati i ch_audi.o, CDs .are | ent
a 96 Léjeréil Ey QH% serwg rov1 erfsorlo[%e |

for 10 a short tine by t owner to axcl Fsive
pur pose of gai ni ng é@%@@% ?% tbﬁeMgér@@ﬁlOPéséﬁblﬁr@I§Gahrhhuaﬁdﬁuihe

shortconi ngs of themids mabrn@uchpaaﬁa%{lttﬁ@nseﬁ k1 Ma3 LM descrd
above, anot her conp€?¥ h$ ster Inc., which is basgé |nNE & Uﬁlted §bates
has devel oped anoth b%% RsSPFodel  whose users are provi ded wi th access

free of ch&rge to, in particular, digital content which are present as MP3
20 audi o fi{es I n ﬁhﬁa £onc%¥} (ﬁeer to-peer file sharlgg there_ iis no
| onger a central seiverttor <tovi GRHPHRFH RUHSFRLON { RE M3 SHIdPSIF | es
and ot her content am@dBQo@@diQSnekcbqauvaﬂynontbheebﬁtahatbl@mme&ﬁﬁﬁglers
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server provides merely t unct i on At ef meditary” i ves
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supplies tbe Internet @M@ssbﬂﬁeclbfnttﬁ@”py%ﬁéé fE8M cWhig artl
corresponding file Sa be r tr| ved and downl oaded. Accor |ng £ th

system it is only© ?Etﬁhﬁmﬁ%%ﬁ&s%lofeé@ﬂn&ﬂgr@ﬁ@?%ﬁ €Qstoner
keeps ready for ret&h&a&ﬁrvyrd downloadlng at a given 35 point intinme on a
conmputer which is under his control. The original business concept is

based on the idea that
Possibly also in view of the shortcomings of the

15 Dbilling and payment concept of MP3.COM described above,
another company, Napster Inc., which is based in the
United States has developed another business model

whose users are provided with access free of charge to,
in particular, digital content which are pPresent as MP3
20 audio files.

In this concept (peer-to-peer file sharing), there is
no longer a central server for storing digital content;
the MP3 audio files and other content are stored
25 exclusively on the local client computers under the
control of the customers of this company. The central
Napster server provides merely the function of an
intermediary, i.e. it receives requests from Napster
customers for a specific digital content and then
30 | supplies the Internet address of client computers from
which a corresponding file can be retrieved and
downloaded. According to this system, it is only
possible to retrieve what at least one Napster customer
keeps ready for retrieval and downloading at a given
35. point in time on a computer which is under his control.
The original business concept is based on the idea that
the noncommercial exchange of items which are protected
by copyright among private individuals is covered by
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assuned that e conmercial intermediary activity by
‘infringe the noncommercial -private charagter of the distribution of
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the content plapsierr Tewieits anﬂﬁimg‘@prgiegh}r%&zonﬂi@ctﬁu p?m%g;bﬁgﬁ?d
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to be abIe5to&ﬁkﬂgﬁﬁ%ﬁdtoeveauﬂnhw shemsommthaﬁé;béb@ﬁ&ScE@atethat
techni cal appraachessyhich hasidial hyes el LORSRYeOL Beelal o peer o,

transacti ons on the 20 I'nternet, for exanp eve
i nfrast ruct ur VL itfye neh reaieis insre af ﬁfdiu derpy tigloughaw conmpul sory
filtering of the Internet data streanms, seem to be problematic. On the one
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hand, newi®ec @ma@dlmmn@eupﬂslﬁ Oth@r obgekbBy fblie LXTNANASE omoﬁéizeﬁrw ough

peer-t o- peer ra ons, udi ng_not | east_a st | ega |
adn1n|strat|vé'|E%%§%%ﬁ]ﬁ(ﬁ? g} %ﬁk??ﬁmﬁ@ﬁ@l%%gng D o %?%p%ﬁ thg -
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' experienced a significant deficiency in available

technical concepts in order to be able to charge and
15 collect appropriate payment even under the conditions

of the Internet economy.

In this context, technical approaches which basically
wish to prevent peer-to-peer transactions on the

20 Internet, for example at the level of the
infrastructure of the Internet access providers through
compulsory filtering of the Internet data streams, seem
to be problematic. On the one hand, for political and
legal reasons it is doubtful whether these concepts

25 could be implemented on the necessary wide scale. On
the other hand, new technical concepts for protecting
the exchange of files through peer-to-peer
transactions, including not least against legal or
administrative intervention, are continuously being

30 developed. An example of this is the peer-to-peer file
transfer protocol “Gnutella” which, in contrast to the
Napster concept, does not require a central server as
intermediary. The ability to identify the client

- Ssubscribers of such a protocol and the_ associated

35 possibility of taking steps against the use of these

technologies at a legal or administrative level are now
‘being undermined by cryptographic anonymity techniques
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protection against unauthorized reproduction IS & basic nica
precondi tion foI° t e SeS hiRGAtPstl ;sust ai ned billing of a payment for the
use of digital content by consuners. If this problemis not solved,

economnical ly éhable biIIingﬁdEes not a]fear possi ble. 10 Cryptographic
concepts whi cRITEES T PRBHEEFVER 71t s YW imed oKepTPAYGHieR -
files incofporatiamgbdigict alectnritcerlt wrecoddi dishr ifust echdopbsavph1t he

I nternet and hysi.¢al_data.carriers such as , exclusively in
encrypt ed forlr%l%E g%gggﬁgh?amﬁ%%fﬁl?esof ncor fEtALT Ny oqa% ?gliecoﬁtg@ntogre 20
provi ded wi t hddgadgarogementl by comcaatesds | nfidr netti onproefetr eids t Aoas
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files represeﬁ??ﬁ@bgﬁe 25 digital content by the consuner by means of
i1legitimede technical manipulations. As a result of this approach, the

crypt ogr aphi c ke whi ch._are necessary to decrypt the files_have to be 30
effectively aﬁ5y¥§P958P§;5rofaﬁFﬁﬁtﬁga%ﬂé?hanyreﬁﬁﬁﬁthBF?@%ﬁlﬁﬁéesﬁo%y

third partiesthia parpbsel are ahes aacekichy consumers. This can be
impl enent ed :
- . files incorporating digital content are
15 distributed both over the Internet and by means of
physical data carriers such as CDs, exclusivély- in
encrypted form, and/or

- 'in which files incorporating digital content are

20 ~ provided with steganographically concealed

information, referred to as “watermarks”, wh:i.c-h_

provide information on the copyright status of the

items contained in said files and which cannot be

removed again from the files representing the

- 25 digital content by the consumer by means of
illegitimate technical manipulations.

As a result of this approach, the cryptographic keys
which are necessary to decrypt the files have to be
30 effectively and reliably protected against any
‘ unauthorized access by third parties, in particular
also access by consumers. This can be implemented
particularly advantageously by content  providers
_ putting on the market, or having other interested
35 companies put on the market, special equibment whose |
functional reliability the service provider trusts and
in which, in particular, cryptographic keys afe
included, preferably for example in special sealed
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of the 10 servigegproviggr, nonitoring of the |level of equipnment by neans
of which cqQnsuners bring about the use of the digital content. In this
context, tHe equi pnent whose functional reliability the service provider

or providers thalStenrfedeinsg r yet Q&h&ékn%:&ﬂ&s al‘P{aYdiBi’Eaﬁa'&r}&rﬂgu'dWé%m
filters out the ste ano:g gﬂ%/vaal I % enbedd copyright information and
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unaut hori zed usEaciprcEessesy; Iorf pb&&&@ubarfuﬂau'&ﬂﬂ@rhz@éi rcﬁprtﬁ@&‘ﬂd . 20

An exanpl e of ti% ) ch frastructure S fromth
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| egal success% wi th respect gl tal cont en are erre
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are known, forfweraiipiml reliability the service provider or
providers trust is constructed in such a way that said
15 equipment filters out the steganographically embedded
copyright information and evaluates it in a suitable
way in order to effectively prevent unauthorized use

processes, in particular unauthorized reproduction.

.20_ An example_of such a technical infrastructure is known
fxroh the SDMI (Secure Digital. Music Initiative)
project.

Generally, devices and methods which have the purpose
25 of technically implementing the monopoly position,
according to copyright law, of the copyright holder or
his legal successor with respect to digital content are
referred to as *“Digital Rights Management Systems
(DRMS) * . |
30
Technical concepts for DRMS are known, for example,
from US-A-6,112,181 as well as from US-A-6,138,119.

| However, such a closed technical infrastructure with a
35 DRMS which, on an effective and sustained basis,

' prevents the consumer from making any use of digital
content which is not authorized by the content provider

does not yet solve the problem of permitting as far as
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technical infrastructure with a 35 DBMS which, on an effective and
sust ai ned basis, prevents the consunmer from maki ng any use of digital
content which is not authorized by the content provider does not yet solve
the problemof permtting as far as 22-F@8bruary 2006 - 9 possible flexible
distribution of, billing of and paynent for digital content both over the
| nt ernet and P&y Hekhs biephyse caflisaribehienerefsuchidsimms. oReventhel ess,

in a method m&wgfw bhgitRYerbneRnt! Yotd SEFdPUERDITnBELhERD 3R
paying for digital nedia content, as well as in a correspondi ng device,
provi ding a dOAMEATDPE P TS W ich SR TGS hiHamd &quiy pr ot ect ed
agai nst m suse represents only one formof inplenentation; such a
crypt ogr aphi cal | rotected,DRVS i s, _not. absol ut el necessary. DRVS with
whi ch charge%§?5§7 é¥1%ﬁhnﬁpoﬁlcgﬁtggda&ﬁﬁ?r %P%iﬁ?td?‘%oﬁ%gﬁptﬁﬁnneans
of suitabl e tiaghniitatrikentept sbatéikgownd Fayim@npbe, di petXt Mnedia

(Ext ensi bl e i Mar kup ua , ichis .ensi bl e
Mar kup Languégg?n%ﬁa wh%ge b%ggif%%%;igﬁ E%n %gﬁ%%%ggﬁggygt_gg%aég’
ht t p: / / v, xrREQBYGNT com ai neonnraisifes o codfi gbRiBg cKHBige schéne

information idr@tdFdPIMHLIN Y Spebitkablkd f9§adata RHAGASS RApSKELARE.
However, such approaches still do no% satj s actorlL%% sol ve probl ens
arising in t 855 ea §7% he £8EMANI caPt exePRITHEVRHIMi ng &HF paynént
processes. AsiyptngsrgitaindyllsuchpltosetesyshEns | hel udohg abBBVBtewyl | gain
accept ance oqgg e:ﬂﬁéyet only if they also provide the consunmer with
perceptible a vaﬁ%ag S because the presence of the DRMS at first tends to
be viewed as a hindrance by the consuner. However, it is also not at al

the case thatpapnSKOe SyMouhdcRgtoRe s PERRATGH G N DeSe t Qb

content provider for the use of glgltal content; what is significant is

r at her to digital content by means of suitable technical
concepts are known. For example, the XrML (Extensible
rights Markup Language), which 1is based on XML
(Extensible Markup Language) and whose specification
can be obtained at  http://www.xrml.org/, contains
measures for configuring charge scheme information in a
form which is suitable for data processing systems.
However, such approaches still do not satisfactorily
solve problems arising in the area of the technical

execution of billing and payment processes.

As things stand, such closed systems including a DRMS
will gain acceptance on the market only if they also
provide the consumer with perceptible advantages
because the presence of the DRMS at first tends to be
viewed as a hindrance by the consumer. However, it is
also not at all the case that consumers would not be
prepared to pay charges to the content provider for the
use of digital content; what 1s significant is rather
the fact that the modalities of the billing and payment
processes do ‘not correspond to customers' wishes. In
this respect, there are considerable shortcomings with

the present state of the art.




the fact that the modalities of the billing and payment »yffeesysgoglo not
correspond to custoners' wishes. In this respect, there are conS| derabl e .

short com ngs esent state of the art. 22 February 20
03/ 019434 PC‘#&F‘%’?’/%@I - 10 One of the problens of p?@WEBQz{%ﬁHcaI
systens for distributing, billing and payi ng for digital content has been

that they are based on concepts of a purchasing charge schene or

subscri ption chree gefsdhener&dmehodr eriead durf | ©xihtEca FoEyvexand! eor
systens. are kngwa. i1y, r b ans .of credit card paynent,
it is necessary to MI@T utqgl&ﬁﬁlggégdprypag Wbt 6P& aéjfgf”r%a ofSE-Etii ng a
10 digital cort@&nt @ﬁnbeth@WI daded famsm dawrderon Thtencekphds bA  a

particular to ﬁlﬁéﬁé@iﬁﬂ@nchgr&/@ Gy V'C&ussuﬁ)%ﬁxg gﬁla[:ggréée\glc rqmgf t he
digital coBtent b%lbt consumner to determne R ui tabl’e,

pl eases e drfeP sjé’-ﬂﬁ?%%\bl% no longer possible. This 15 presents
a considerable barrier to the acqw sition of a digital content by

pur chasi ng as f the tomer is not satisfied it.,is generally inpossible
to reverse-th Si5i TERECPR 28Rt KA 57 YBiCBxakpFeSXpRBlephY chase

of a physi cal rtmaais omf actElitt cagdveeymeitdi fifd cil tnecdd ety t® pepchnd

fromthe cons di sposa ver the-f whi ch has
been supplied 16 hl%J aésl%a cogé/ t}ﬂe%o]f%er halﬁ%lf syg?gﬁﬁlg?gl?ﬂomfﬁ whi ch
permt usél 23ligdgedderenient ricbot ilon ddynboddedgfobmard paynent This
digital contentedéi Ngnt rt\ilc%q%xontéewﬂt@éf&f 1}?%‘?%8%99 ogysStens

have t he -di sa vant_ﬁ&e that the detalled natur process is
associated wi eVoEvandatef | FRR BEgAdad t entent fal BBbe.

(client) and acsesver OEEotH@téQﬂlELﬁ@t mﬂ{éli\ﬁéierltA'ﬁsh%VtaﬁiE cgstssbgr data
transm ssi on Lfﬁlnpgi rg)dern t el ti,ons nent are, c nt| nﬁpusly

dr oppi ng. S ctrt ent | ufiP aF’ o 155 &Y WARRS1P T

presents a consn.derable barrier to the acquisition of a
digital content by purchasing as if the customer is not
satisfied it is generally impossible to reverse the
purchase since, in contrast to, for example, the
purchase of a physical book or a CD, it is very

20 _difficult reliably to rescind from the consumer the
relevant right of disposal over the file which has been
supplied to him as a copy.

On the other hand, systems are known which permit use-

25 dependent distribution of, billing of and payment for
digital content using the *“video on demand” method.
However, such systems have the disadvantage that the
detailed nature of the billing process is associated
with the presence of a data link between the terminal

30. (client) and a server of the content provider. Although
the costs for data transmission using modern
telecommunications equipment are conﬁinuously dropping,
it is currently unrealistic to assume that when
consumers use digital content they will always have

.35 unlnterrupted and secure access to telecommunlcatlons'
networks at low cost.




consuners use digital content they will always have 35 umi réeidriipo@ and
secure access to tel ecomunications networks at |ow cost. 22 February 2006
- 11 An inportant social aspect relating to the use of nedia is the
option of the consuner to be able to act . anonynously when acquiring nedia,
for exanple by purchasing physi cal medild for cash paynment at a ki osk.

K digital, distribut billi nt t [ dat.
fraffic netndiks Beentilt Aot th SPRELT: RebAFEPEuFRr CaPe BHa8d B e

possi bility ofs itddentidptiing t ke | ntevi duoabunensuter sbe Thevles | S meed for
an inproved tgg W&Ilsi nfra %Buctalé e sfen dln%&l%)utlpgr bLLLL geangypayl ng

for digital con V\/m C onsu can al'so act anony Y{
known that bd?4rEhas g kekysbrali GEHAR cf@m erash apayeret nak kat kﬂ@rs

techni cal equirymnt \Wildy vehi Chdlgkghbakléﬁnte%lﬁﬁﬂnée Q{rﬁﬁenbﬁg’mteﬁtt he
consuner in the form of sensor%/ﬁ:gerce %I ons are characterjzed g | evel

of conpetiti SFPRHHTRYT i ST ngddtle PHRLEHF deeVHPFEPY BFCB ffiéreﬁ
t echni cal enbhdiamndts bfi plan:slctlﬁalnnia@al bana‘ercasdm uthalr poskionevety bar the

custoner it fi [ V. nta this di erS|ty als ives
rise to a Iarigcz Iﬁcurswfl}gm%f %EI I IL%r%%gLn me%/ 1 rbr}é Pn pr att | 888 t he
result of thifonliveasity improviegt t H‘eeqi’mﬂsmﬂer i snéxpetredttveent Eprinto

numer ous lndiﬂém%u&%ra&iﬁlﬂg} %M%&fﬁﬁé P&rpéw‘f{?&l%éh‘égﬁt ifor
exanple credit card conpani es, ani es | e=radi o- based paynent

systenms and JiHeHs thseEonsungr &a%@ééﬁm%OQWWal infrastructures
for the controlled distribution of, billing of and paynent for digital

content is percepsi kelown edtumedbbyhtrmﬁee métRatvartragesgifde ebheehtof the
i nvention may. t ergore b eci f a.devi ce and a net hoggf or

di stributing, 215 1 1545 glr‘? payl SF f GFCBPgifA CONCERF Y WACERn ¥RECD
abovenent i oneatigidissladvamterge scar éoali pi e sieed of o oviee cooesameri anwhheh,

form of sensory perceptions are characterized by a
level of competition which is giving rise to a wide
variety of different technical embodiments of this
technical infrastructure. However, for the customer it
is a significant disadvantage if this diversity also
gives rise to a large number of billing and payment
systems. In practice, the result of this diversity is
that the consumer is expected to enter into numerous
individual contracts with providers of payment systems,
for example c¢redit card companies, companies for
mobile-radio-based payment systems and others. The
level of acceptance of technical infrastructures for
the controlled distribution of, billing of and payment
for digital content is perceptively reduced by these

disadvantages.

The object of the invention may therefore be to specify
a device and a method for distributing, billing and
paying for digital content in which the abovementioned
disadvantages are diminished or overcome and in which,
in particular; a more finely detailed billing process
is possible without a permanent data link to a billing

server, for example.




in particular, a nore finely detailed billing process ig irbbgogM t hout
a permanent data link to a billing server, for exanple. 22 February 2006 -
12 The object nmay be achieved according to the invention by neans of the
features of the independent patent clains. Advantageous refinenents of the
invention are contained in the subclal M which are respectively referred

back to said cl ai . I n-accordance with a first ,aspect of the present
i nventi on, th@?% ggjﬁf:gvi“ﬁé'd B€ nB6REEVaEyiACEFEH % rhshi et ilﬁ’ﬁf%&ﬁ&f’&r

storing and/ dvy dinsgdreyi o delha, fdwMmimgs actwotpar tirsiapmeidare: cpapesed of a
di spl ay and or I Lt qnid or.t abl ut er (wear abl
conputer), it %rﬁ% p%gg?lglrcggteg’ﬁgonnec I%Iﬁeen dslascp) a%%é@;dig%%rg?%{?%r lglcl:?%nt r ol
part and weareadheatepputer vihea subecébduad whiehr ebree dasaectAnedti on

(for exanple BFaetootihox aWl d1: peing possible to use the display and
operator control part as an independent termnal (for exanple as a

t el ephone, as_a PDA, as a nedia_  player and/or as a renote control). In
accordance with £<E Fpettthhi & hdt FrdsemSPSGiverti oot hBreseat
provi ded a datrvemtider hevéng aismeppoyidsea £0rmsboOkengdysetespeoific

data and havi . ane, further nenory area far. _stori.ng use, tines
and/ or use data Ia%télntltt?ﬁis ag‘fd;r?erdi a i teny Wi cH “ar e%llf géy&ﬁ‘%i néagﬁ’
offline. In d@ﬁ:‘b#@@n@etwor@aatt rtheEspect cofipohed ppésentdisplant kod, there
i's provided aglata oF acsssidg Glevi andhévgegtabﬂtsgegaﬂFﬁeég vmleg?agfﬂ@pgteﬁe

its status as'a result of use. In accordance w ourth ‘aspect o
present i nveitiRIH e er iReRDWERH Ll data pPoBRess| hgeddipréayhapfng a

menory card wpednieont aigit rdiar gerschen® r weesarfler thaputarsnmyssi og and/ or
use of digital, nedia ,content.. Febr uary 2006 :
: wirebound ~or wirefree data connection (for example
Bluetooth), and it being possible to use the display
and operator control part as an independent terminal
(for example as a telephone, as a PDA, as a media

player and/or as a remote control).

In accordance with a second aspect of the present

invention, there is provided a data carrier having a

memory area for storing user-specific data and having
at least one further memory area for storing use times
and/or use data quantities of media items which are

used online or offline.

In accordance with a third aspect of the present

invention, there is provided a data processing device

having a memory card which changes its status as a

result of use.

In accordance with a fourth aspect of the present
invention, there is provided a data processing device
having a memory card which contains charge scheme rules
for the transmission and/or wuse of digital media

content.



- 13 In accordance with a fifth aspect of the present gzyggﬁhkfggm;here i's
provided a device for distributing and using digital nmedia content, having
.a) at |least one content server for storing and nmaking avail able digital
media content, b) at |east one client for using digital nedia contents, c)
the content server being capabl e of tfaﬂéhftting digital medi a content to
the client viag a data , network, .d) the sgnver haV|ng entification and
aut hent i cat i o cSHPoHS" %ﬁthRﬂn(ﬂ?lt b hGShesite  Por 5 GsePTEEeBE
identified anchvexutient | Clatee wst brogspect 4 ocdéhecsefver dierrtibatdagver
having an it [ rys | east one

user-speci fi g‘ﬂ}‘t e%ll r&#’lﬂﬂ %%cgl}sté%ntge%ﬁés]’er 2{ ored, f) the.
user-specific iterd) st toashi Mgy C@W&ﬁ@@teﬁﬁgvﬁé dtem sftdniews whilch can

be transmtted to tﬂﬁk@hbeﬂbaﬁiab@% @QB&%Q& RERYSM cohBefggordance with a

sixth aspect of t res nt _inventi there is provided a device, for
distributing and 7t alonfedi 1@8ﬁteﬁPr Having Sldttaleadeddpe
content server for stontegtand naking avai |l abl e dlgltal medi a content, b)
at | east one clien n igiital di.a cont t he c tent
server being capab e o ?ra%gﬁgt Fﬁgergg P8|Cﬁ88. cgﬁt ﬁ?an englient

via-a data network, ddyithé oleidémt draviery: aboi tbat icllileatti onlaanal data
aut henti cation conpng@&ogkth which it is possible for a user to be
identified and authenticatéd with respect to the server, 22 February 2006
- 13a e) the cl i éht thavi nBeBAVeT t erRaV 1Y meridt y iAeWhiidAcation  and

authentication component with which it is
possible for a user to be identified and
authenticated with respect to the server,

e) the server having an item 1list memory in which
in each case at least one user-specific item
list for at least one user is stored,

f) the user-specific item list containing
characteristic data of items which <can be

transmitted to the client by the content server.

In -accordance with a sixth aspect of the present
invention, there is provided a device for distributing
and using digital media content, having
a) at least .one content server for storing and
making available digital media content,
b) at least one client for using digital media
contents,
¢) the content server being capable of transmitting
digital media content to the client via a data
network,
d) the client having an identification and
authentication component with which it is
possible for a user to be identified and

authenticated with respect to the server,




in each case at |east one user-specific' item list for Btpdveasy200e user

is stored, f) the user-specific itemlist containing characteristic data
of items which can be transmtted to the client by the content server. In
accordance with a seventh aspect of the_present invention, there is

provi ded a method for selling data cérllg‘ér‘s having digitally coded itens

recorded on them _conprising.the followng, steps: .a) the digitally. coded
itens are provi ded¥ %Pepaqﬁdleqb%ﬁl%‘él%%eaﬁng@nﬂ t dﬂ%m%’é%r?nb)" é%hl east
one digitally coded iinenzéashusedsdyatheleadt | east winer-usweciL)c atitkmast one

reproduction el enent ;of,,t dat.a rier i ol; at | east one user,
d) the purchase pri celqg'ft ?E)g %Eatprlg %rctt ioglr? gﬁg%eﬁg %gfﬁtgﬁié data carrier

bei ng reduced as afk &heti oniser-spechild onkite® useliwi ch kasteakéndapl ace

before the purchase. characeerdaree Wddt2 &ightfraspechnhpbnt heapr epent
invention, there is pcrow ded a nethod for the online wuse of digitally

d .
coded items, conprisi-hgPtHe 60 &R hge SLdFEE BY £Bfr 6QUEEPENSEBEERENt s Of
data carriers having at |east one digitally coded itemrecorded thereon
are provided,.b) _at. | t._one.data carrier.is_sold, c)_.a.specific ni quel y
defined identiti éa;%cﬁé:i%%éceas"s"ilgﬁeaatoseérae@ﬁhpuﬁgﬁﬁg?:ngg%récﬁ'geacPFSﬁ,éng) t he
uni quel'y def ieckentdient,i fieere siaspirgnedetio a aretdnid nEonseelliédgt Heta
digitally coded-i{em s tProvidet {Prepaid ;00hi NBlSEaclhBnUsReRy that
online user to vvhlom 22 FebrcjtjarydI 2006 SQ CiB%é&lt g&h%li gﬁe y {caief ?%eg ?@gnti fier
i s assigned HERG BB Tedfdd vEN Gtapsiing free of charge. In accordance

with a ninth aspect) ehet e jAk838RHt coded items are provided for paid

online use by at least one user,

b) at least one digitally coded item is used by the
at least one user,

c) at least one reproduction element of the data
carrier is sold to the at least one user,

d) the purchase price of the reproduction element
of the data carrier being reduced as a function
of the pald online use which has taken place

before the purchase.

In accordance with a eighth aspect of the present
invention, there is provided a method for the online
use of digitally coded items, comprising the following
steps:

a) reproduction elements of data carriers having at
least one digitally coded item recorded thereon
are provided,

b) at least one data carrier is sold,

c) a specific, uniquely defined identifier being

-assigned to each purchasing transaction,

d) the uniquely defined identifier is assigned to
an online user,

e) the digitally coded items are provided for paid

online use, the use by that online user to whom




invention, there is provided a nmethod for distributing gigiyl@ly o6 ent in

t he broadcast nbde via a data channel, conprising the follow ng steps: a)
a sequence of trailer blocks is output on the data channel during a first
time wi ndow, each trailer block being assigned a specific digital itemin

advance; b) individual trailer blocks atéPmarked interactively by a user;
c) a sequence of digital itenms i.s output on the  dat.a channel duyring a
second time w ndow V\/rjﬁ%cen 4 dfieddon e%&&? vviltdt‘?nrte}?&&?t t§ t RESHIPSH tine
wi ndow, each item fobaidmglata at raidueedhastikeer belnputf reer ofigchhegki.r st
time wi ndow being output at |east once in the broadcast node; d) all those

digital itens_which are associated wth one of the trailer blocks which
are marked iHterae9¥danCchdy MHd user rairdselasmaatel wE f itheer egesent

downl oaded anghsd0f £sh ) 0eBklY; 18n¢rdNedown! Radesa dirgit s sitkammrang pl ayed
back. The soluytion according to the jnvention na i nmproveéd

permt an
techni cal inffu&trdbtoPRteRE +RetBRsPFPEUFFITN MASe VBRI Bi AgtarcC Sday ment
for digital camipartsinghted follswintd uetage: permits the inplenentation of a

partial or total departure fromthe ri.gid connection between the. use of
nmedi a and the pur c%)agie %?qlﬁeal%%eri%\% Egta&qega‘ri??%? ° such Oélé:p@%s,o%v or
video cassettes. Acceitdi nghamnahedpringi @ eSioktt e meorwamddonakacbe of
medi a, the consuner GQuiLes i iiJuOYM A PIECHASLAT, E[&é%i‘%' Qﬁgéﬁﬁi' ngl e

copy of a physical data carrier wth content"recorded on it, a e can
use.said copy at hidt6Rnhid s€verremn: 22 February 2006 - 13c on the one

hand, this approady LheadyitiRaa sSitwatier in phoest he fubl punehase price
is charged even if the con umey uges only a part of the content stored on
the data carrier. itnteractively by a user;

c) a sequence of digital items is output on the
data channel during a second time window which
is discontinuous with respect to the first time
window, each item for which a trailer has been
output during the first time window being output
at least once in the broadcast mode;

d) all those digital items which are associated
with one of the trailer blocks which are marked
interactively by the user are selectively
filtered out, downloaded and stored locally;.and

the downloaded digital items are played back.

The solution according to the invention may permit an
improved technical infrastructure for the distribution
of, billing of and payment for digital content, which
infrastructure permits the implementation of a partial
or total departure from the rigid connection between
the use of media and the purchase of material data
carriers such as CDs, PDVDs or video cassettes.
According to the prinCiples of the conventional use of
media, the consumer acquires, through a purchasing
transaction, a single copy of a physical data carrier
with content recorded on it, and he can use said copy

at his own discretion:




- In addition, the distribution of nedia content throughzgfgn&gygoayd
mar keti ng of physical copies requires conplex and costly logistics for the

manuf acture, storage and retailing of the data carriers. - However, on the
ot her hand, the physical nature of the data carriers permts the billing
of the charges to be paid by the consud8f to be handled conparatively
easily, provided that the wuncontroll]led duplication of the data carriers is
sufficiently TnattPact FP8 fERSt hdaBhsunetis f ofPPEXFD| el ARG elvCof & he
effort involved i nsibkdHgon COH esvidlicH NthieeWsal 1 ungypkgadd e wleicdeases in

quality levels such as _inevitabl,y occur when analog copies are de of
content on audio o$ha€$%%0988§sé¥19 .eAf?ﬂaﬁﬂﬂrtﬁée%iéﬂﬁﬁ?dﬁsgéfggﬁ%bosts
due to the physicathe natntenofsidated cam riles sdatte catoisti cally el im nated
by the changeover to the nonphysical distribution of digital content over

data networks, at the Sae {dd® Y BOSELRLLEIYNOf o HHddX | SR LRet ween
the "original" of a file representing digital content, which was

legiti mately acqui FeECedh otibl &2p6r GHESimRFke v b aet| BRYSARALCcEHIPESS whi ch
were manufactured rydiiived | Yeogd hout £id ordogri i tiits diRGUr 13y €dsts, s
|l ost. When files are distributed digitally over da%a tr&%fgﬁ}netm%rks such
as, in particul ar,™HE IR & Gret STARISi S0P EPEAT HERGee » 3% FEE2 and

"copy" no |onger omkebemny sense what soever. The sol ution according to the
invention may therefore be based on the approach that in a digital econony

fj.he. 22 February ZOIQ&N%Vélﬁ,d oPUfehasen of ﬁﬁﬂh?stgé ghgk}téapeﬂﬁ‘éﬁ%t 29
igital content, wth the subsequent right of disposal of the consuner
acquiring the copythani®H i gRrFigTowPebidiscalibe f bdhlimg pefchase, nust
be replaced or at ch£egds sHepbemyied By the coRGRRIerOftd hBe JhaRkIRE
| comparatively easily, provided that the
uncontrolled duplication of the data carriers is
sufficilently unattractive for the consumer, for
example in view of the effort involved in making
coples or in view of unavoidable decreases in
quality levels such as inevitably occur when
analog copies are made of content on audio or

video cassettes.

Although the high transaction costs due to the physical
nature of data carriers are automatically eliminated by
the changeover to the nonphysical distribution of
digital content over data networks, at the same time
any possibility of distinguishing between the
"original" of a file representing digital content,
which was legitimately acquired through a purchasing
transaction, and copies, which were manufactured
virtually without effort or without incurring costs, is
lost. When files are distributed digitally over data
traffic networks such as, in particular, the Internet,
the distinction between "original™ and "copy"™ no longer

makes any sense whatsoever.

The solution according to the invention may therefore
be based on the approach that in a digital economy the




(generally for paynent) of rights of access and use ("agogpSdi9hdss") tO
the consuner, who however is as a result no |longer able to exert t he

rel evant right of disposal over a data carrier which is typical of its
possession. As a result of this paradi gm change away from purchase and
owner ship and tovvard tenporary granti ngléd Tights of access and use, on
the one hand a s | ution I’OVI ded to the, problemthat files whic
represent di gr-?"l éﬂé( &y Po061le14TepERSEBLHEI ed1EL TR |
since a sui taiairyt@mflgutbdthbem:uaiuenﬁ r asghucbur eimgarsmlt haf the
possession - Glodsgfdgl NabaliF1heS Phet NeRASUMRLidis ND;L0AOCE,1d8G5ST ve

for the use process;. wheréas | n fact é context of the solution

accordi ng to 1#&C3ventirsh tmeflﬂué§h§‘§esuclﬂu%%n Ren pFPherpfe Pe 2Eopi ed
end di stributleshst wwddplemdrte:dconsunethe wicolhowp tadwér sehy abteoting t he
interests of the ..owngrsegf t Lghf s facfﬂ%}?%g'gotfo EBSeéEV%[Hd Vese

sol ution, onl the critjcal ccess rng rmati on which | s necessary
to use the cohtaFfieSHfriHeCs] eEOnB\Wel ﬁoflt?luﬁ‘eﬁas W® OISR stFie%1 ¢ under
control usingd=clhni cal leears, anlé heootdirrthande trikd aeviask arightgofrom the
dependence ofg¢ ns n C L d ranting ;sght $¢ O ccess
and rights of %ﬁ?%ﬁ HﬂgESe%r v%lggga p?g%?ggﬁs wp%%ﬁtligl |t3&’bé§€gne§f geregt er
because, in cﬂﬁﬁsrea%stlctrb t he conventional nodel of purchasing and
ownershi p, the nodel of access and wuse is based on the assunption that the
consunmer carhsont raselt oohatéiacgessdigm cﬂm‘ngecawmmvfdem pukichase
wlling, rea n t I t e rVvi ch the
custoner is d%lncfll ?VIJIZ%]?%%ﬁtghgﬂga?—i%Ho r?a SQX}EQ gtrteaglecagl d cﬁgekggﬁ?b
servi ce providerrCHGS st &% reasons, cl oses down his business or
di sconti nues marketing

- on the one hand a solution is provided to the

problem that files which represent digital content




a specific content, for exanple for econom c reasons O fLLEFPIHRE O
external pressure, the consuner is no |longer able to access his acquired
copy, which he has taken into his possession and archived, for continued
consunption and use, sonething which would be possible with the

pur chasi ng and possession nodel. The soliftion according to the invention
may therefore provide, in particular, a technical infrastructyre with

whi ch & concept | of HbchEs CaRaHsE b o ke TEChnf cAPLy 203V FEBTAPY 2606 - 15
possi bl e as a replzeeneitabf inbrastuppteneat meanst hbatpahehasissgsandn

possessi on nmodel : Jhe aspegin®f~j Nt LOERIbPTtReCBEHsTREY! ¢si RHO18ngek-ution
according to the inpventjon gége | ai ned in nore da&ghkﬁébelom/g%¥ al so nmake

it possible to syntFesTZE " a8&" "aiFd “¥poBEBSEPBA riTyht g8e can
be tied to a physileal objeett wifth tile disdlivdulan t ecdypldicat e tandthe

furthernDre inCOfH%ﬁﬁﬁ%&&&rthEe19@@%#”35!éhéh EQﬁC%ﬂiﬁ&fhé£5ﬁ%tB@ rights
of use which are transferred

to him By virtue qf the advantages of the
sol uti on accordi nd°%" hé”F%vgﬁ?FﬁﬂkPFggsEﬂbs??ﬁﬂe EB H&E% Eﬁgﬁﬁ@?r
i ncurring concept st¥tgroutheadseretlygi giftf@Ectdonrephs yterestcsonstineéhenor e
attractive in comasSon Wet hfd eprqi0fs chargerhiihg sharing fiackhitygs as
the consurmer is praovided with re than just a fllf whi ch |ncon88rates a
digital content: -SHM%¥&one R3nd, a forrFHusfity sPEAESFTT-8M Ensur ed,
i.e. in contrast timfwomeonier cvialclir ée- necefsselrar g fuse thar cngtent

facilities, the consupee rdegs Rk, rﬁ@%a&ahggwtfoorbé_ik@ﬁtweittegghwe been

conditioned in a technically inadequate way, and by virtue of

concept - expl ai ned 1 ?ﬁN%PQ%%ﬁ%ﬂqs%ﬁﬂ(ﬁﬁqhQﬁcq4u?%ﬁQﬁiw rights and its
technical inplenentation, it is possible, at the commercial |evel, to
configure product omhitdte other hand, the risk arising from the

dependence of the consumer on the continued
granting of rights of access and rights of use by
the service providers potentially becomes greater
because, 1in contrast to the conventional model of
purchasing and ownership, the model of access and
use 1is based on the assumption that the consumer
can continue to have access to a service provider
wheo 1is willing, ready and also actually able to
provide the service to which the customer is
entitled on the basis of rights of access and use.
If the service provider, for whatever reasons,
closes down his business or discontinues marketing
a specific content, for example for economic
reasons or in response to external pressure, the
consumer is no longer able to access his acquired
copy, which he has taken into his possession and
. archived, for continued consumption and use,
something which would be possible with the

purchasing and possession model.

The solution according to the invention may therefore
provide, in particular, a technical infrastructure with

which a concept of access and use is made technically




provide the consuner with attractive added features, abov@p beoond t he
file which represents the digital content. Technical Portal Solution One
aspect in conjunction with the invention is that the distribution of,
billing of and . paynent for 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 -
16 digital nedia content can he carried®oat for a large nunber of content
provi ders and for.qglar%e nunbeﬁ_of cqQnsuners by neaEs of oas te%gnica
portal data ProtessTngdeVi FEPATETE cUfar ,%%wi GEBPRI-ERSHEL Wt ks "6 WAN)
can be used hwticheyscontand prssdskeren tmodalad files constituting digital
content onto the portal data processing device, and al so by the consuner to

downl oad saifhd 1l &SeLf O&tbﬁe(gf’ééfﬂ d@? PROGESSh AT EY! Geco1REG 1N
particular two enbodi nents are rOVId%d: 0 se ective In i Vi dual )
transm ssi on FFCYFET | EO cbReeAbVEDLioR denerwPlaid the poreadedata

processi ng deydX&w tifa@ $PE6ihdke devi g8sWbLA 8 sQpRehatedeatykhe gapsuner
end, and 15 npndirected jrans Ssion f specific. contgnt gg "br oadcast™
t echni ques frdmIHePott al 3Fat B¢ p 'ﬁ% deSF cEb R%nohspcit c2nunber

of devices qpersitel bybdeset whiconsisreddff2@uThe por tdalpldatsa ¢pr aadssi ng
devi ce can al ri SS u and [ bi.l| i ng data
A8 R30S o gmcargégggggy 0 Usge <581, &

from the device ] are opera . consumer S, an Yhe Basis of
thi's billing RREGER1IRE pdetar m e 25 iwhts ngobot et t hdvishhar gesef or use

whi ch are to dend@idy e ixndi vi dual consuners as well as the billing
of the royalties to be paid to the individual content providers. Finally,

the portal data ocessi evi c can al so carry out the correspondin
b irtue oggéﬁe advantages of thé/solut{bn accorggng g

paynent processes.
to the invention it is possible to make charge-
incurring concepts for the use of digital concepts by
the consumer more attractive in comparison with free-
of-charge file sharing facilities as the consumer is
provided with more than just a file which incorporates

a digital content:

- on the one hand, a uniform guality standard is
ensured, i.e. in contrast to noncommercial free-
.0of-charge file sharing facilities, the consumer
does not need to allow for files which have been

conditioned in a technically inadequate way, and

- by wvirtue of the concept-explained in more
detail below - of the status rights and its
technical implementation, it is possible, at the
commercial level, to configure products which
provide the consumer with attractive added
features, above and beyond the file which

represents the digital content.
" Technical Portal Solution

One aspect in conjunction with the invention i1is that
the distribution of, billing of and payment for




30 It is particularly advantageous if the portal data MEXE®ssrNQOGEVice is
operated in a node in which content of numerous owners of rights are

mar keted | oigpt | Vs t he one hand, the consumer is s _ to
enter into a“nmij 3e/r§%‘&{hndi vi dual contracts 22 February ggé@gpw?oggﬁ?h
owners of rights; all that is necessary-is6a- single global contract with
the portal operator. On the other hand, the portal data processing system
can be set up dubeah vedientcaridmivechor beal tatheedi loas Vhfc?]zh di gidraje I
content which hawe.£VEE JLes resul t of  which t ort
operator is pl aced. in cc?la a%ngr#&eéfﬁd?ﬁ gI(%((:;i)ngumar targe pgélf@ g dtw?
assuming a typ%OIEﬁUI“e@arhm oFﬂe|§6§|t|an WQh teslplect:alo phethdr t karta
availability obrédesSBLYI GawaliLh ![ﬁ ((}&s Wt By thgr%égqltetgjoxq{ cess

and use. Eyen I f the owner of the r|g pense a certain
content and doB¥MWot SRPsHR o UEEHRY i Proie ni: ag‘F@ifgt%Th*@l Pxootidensg Ehe load

respective filgslds ef@isertdoing d:.@b@é]ﬂoaﬁﬁt'é $, ohBS %ﬂ@SEJB%rtaqa@aQ%
provi ded with ts access

consideration, in ce With his ri _
and use, via t%laocp%ﬁst%’rg 9 T oceR ﬁg 3&7 the ?HE‘SHB‘FFaItOdQPé{m&Pé@es& ng
devi ce can al sseigk fddefki gfiren |trhmc@oat\aay daBd Iﬁrcﬁc@é}sé}ﬁq%pe{re&t&t@ atS a
conponent of " Sipﬂf Ities a contex
the fil es_whi C}E—ﬁ%corp rateécd1 gaelf %h%fenjtmeal}tes N REE i %cFe for
retrieval18n, for exanpl e, client conputers which are operat ed by the

consuner. The managRimRt iQfe I'i ghE $vPEAECELS AR 1%%%on?“ LEheg %%@%EE%”S

o the billing and arrent then typica remalnvm € portal
(rjg'lt gtlppgctesm ng dé&A rg% ol demand” rom the portal data

processing device to a specific device which is

operated at the consumer end, and

15
- nondirected transmission of specific. content by
“broadcast” techniques from the portal data
processing device to a nonspecific number of
devices operated by a set of consumers.
20

The portal data processing device c¢an also manage
rights of access and use and collect billing data from
the devices which are operated by the consumers, and on
the basis of this billing data it can perform the
25 Dbilling both of the charges for use which are to be
paid by the indi#idual consumers as well as the billing
of the royalties to be paid to the individual content
providers. Finally, the portal data processing device
can also carry out the corresponding payment processes.

30
It is particularly advantageous if the portal data
processing device is operated in a mode in which
content of numerous owners of rights are marketed
~ jointly:
35

- on the one hand, the consumer is spared the need
to enter into a number of individual contracts




O fline node Another aspect relating to the invention nep KbagrERoos the
fact that the billing and/or the paynment of charges which have been
incurred for the use of digital content does not necessarily need to be
configured so as to be synchronous with the use process itself. That is to
22 February 2006 - 18 say, depending of’the credit policy of content
providers or billing conpanies, the consuner can be allowed to use the

digital content taixrspeehdéis €£9re€6htBY BRANTHRft A SUdabieaBevises
according to the i.nv ntugp wi.t hout "t here h V|n%bto be .an uni nterrupted
t

data traffic connettt Wite FBHFC B ARl L8 cul ar to

the portal data processing device, during this tine. For this purpose,
during a tinme intlrvdahebetwben thendd | [ty tparessl aldathepnecessany data

relating to the usg ehavi S i e |l ¥..n order
to be able to use%ﬁi at t%%ﬁ géxkggiﬁﬁ?hgngﬁe§%§§%k%5ﬁ%s?§é$%€éb¥?%ing t he
contractual |y |ialld dim gel ¥y witeh dhystakceereentavhichshpref evasly

secured, using suidal emhecBrelogi£s, o agalpst l«brfaum%hzqdum?bwh@ti ons,
in particular by the consuner. It is possjble to provide for the _consuner
to have to make a WEFGHT i nBr d& A ETovet? t RETRREASPr | kTl onfFBRocesses

of the use of digidaisuneant edh wWai Qosireidro be baksedihgt ef . thiod Sof

preferable to hav t in_which,the.risk for the cqnten ovi der or
the billing conpan “%sf%ﬁrﬁ?e%g%%ﬂﬁe A% Preqract (Fen o ogugPhey gi t al
content is preventediilfabitligwuaft dcle pardieki chhhals beenasanciptesiceeds a

speci fic threshol il ugncFU Y W3e obclbe dig) !ake comran siss pol
enabl ed again until billing and paynent ave taken place. Card Mdul e Yet
anot her aspect of &4 nvEnttiben FghbehpRatdidmPrensehangEhblae, cabbai®- | i ke

el ement, for exandtantChiradkdma: fdash tenesyt eyl Ranggindeatiged in
archiving the respective files (referred to as
"abandonwave"™), the consumer can be provided with
a consideration, in accordance with his rights of
access and use, via the portal data processing

device.

The portal data processing device can also be
configured in such a way that it can be operated as a
component of "Peer-To-Peer"™ file sharing facilities. In
such a context, the files which incorporate digital
content are held available for retrieval on, for
example, client computers which are operated by the
consumer. The management of rights of access and use
and the functions relating to the killing and payment
then typically remain with the portal data processing

device.
0ffline mode

Another aspect relating to the invention may consist in
the fact that the billing and/or the payment of charges
which have been incurred for the use of digital content
does not necessarily need to be configured so as to be

synchronous with the use process itself. That is to




particular for storing identity information, billing infordmidrnoead
paynment information. This nodul e does not necessarily need to be enbodi ed
as a card; it is also possible to use other forms, for 22 February 2006 WO
03/ 019434 PCT/ EP02/ 09511 19 - exanple ones which are suitable for
attachment, for exanple sewing in or bokdimg in, to items of clothing. For
the sake of sinplicity, the term"card nodule” will 5 be used bel ow,

however, othegafor meepb8dahg0 tdh berhexpieeslix considefedoas iddeldded in
this. The card nodyl e has agﬂ_)l nterface by neans of which it can exchange

data with ot HRRFOEEYFERs OF nPpattPEul PMRAB¥RTh FH5 eERLEFMBHui FHEnPSnhi ch
i s suitable. ahtowelestgnedefohenmakgngadi gbhakneonbent sperdgit blegrke t he

consuner by nso an sai d piece of equipnment _ bej referred.to bel ow
as "use equi ;Sn%ntﬂlfgagﬁi s%gatga t%ualﬁcsaerﬁlsesi o(g@‘ﬁggetaﬁgcﬁfgg%? fg? ex-grerapl e, in
a line 15 boumivérmsheonvwibpontarshasfe ehaeingcab FPaganypeintemmrepteds,

contact fiel dsa0f CORPPLLIOBnhiBESon LhKEWSE okl Jr 3A3MiAg] QareL data can

take place in,a wrefree fashion by neans of a radio Iin or exanpl e
accordi ng to the FBINEIGET standdidl, POTtsyY neghat i RFORS S Hiflic iedh Cor

visual ly, fordexampl enisd ngiae.i nfoar edhisoNpeebboa, achordiqg o ottihe | rDA
standard. A card m)d:lglg gan advant ﬁgggst%/ Eb:e used i.n conjunction wth the
sol uti on accol'§Fig’3o PREVFRVerdti% Yo7 thESEr st3ibutFon6FSEPE Yal

content, for daxanpkéabyngt dra nghet emespeeidvionaddfeshe | obéosumet ons i. e.
reterence | nfOSfRli Ny abouly 1 PeLH0bESRA! BY Yl MLCN. O gld al e copt gRL can be
accessed, or by storing t I'l és representing igital contéent on the
card nodul e; H¥t bi PL1h§n®y §EBI ngsbi Ithieng-bagiad edfant abdbhling &hed
modul e, and 3%ntractually liable charge for use. This recorded data
is preferably secured, using suitable technologies,
against unauthorized manipulations, in particular by
the consumer. It 1is possible to provide for the
consumer to have to make a deposit in order to cover
the credit risk from processes of the use of digital
content which are to be billed later. It is preferable
to have a system in which the risk for the content
provider or the billing company is limited by the fact
that a further use of digital content is prevented if
the sum to be paid which has been run up exceeds a
specific threshold walue. Further use of the digital
content is not enabled again until billing and payment

have taken place.
Card Module

Yet another aspect of the invention may be that an
exchangeable, module-like element, for example a
chipcard or a flash memory module, can be used in
particular for storing identity information, billing

information and payment information.

This module does not necessarily need to be embodied as

a card; it is also possible to use other forms, for




for paynent by storing data on the card nodule which rqzqte%&aﬁﬁzgdge
paynment nethod and the paynent path. 22 February 2006 - |ng a card

nodul e al so f in particular, contract bundling as the
nodul e can bé”?qudeachajT?“c"bnj unction with a nunber of indi¥¢B(EPO %i’%%i%lof
equi pnent for which otherwise it woul d -bgmecessary to. conclude separate

contracts for use and paynent. DRMS A further aspect of the invention may
be that all trmcan[p]l@someischwhhchrweat euditgitheI tont et aatengpitef eeabl y

distributed in f O g e ult ossi bl e,. in .conjunction
with a cryptogr ap&f Q{rgné%sﬁ Fivets pr evtent t{)? orciﬂzoetgud]sge of
digital content. Wth respect to the use of a crypt ographi c DRVMB It is

necessary to sigreapdeskey oF Keys 1%%{'&{ CEHQtQQMph&Qréeﬁ{%I & %Gh b

necessary for lawfully decrypting | es representing cont ent,
in a suitabl &% eBARFcAPEIRY; sdomeer-heCEBASUNEIrManatse aheo dont bat

whi ch have be%k;@e&tsl’llbl&ﬁﬂéllder%@ra}@tﬁfbfﬁéa i *Hi¥ s context, when a
card nmodule is used, two cases are to be differentiated: - vvhen a card

nodul e is used, the nmultinedia itens can, on the one hand, be encrypted in
a decoder -’ spemief i camdiymodolei hag @af dispectddes M@ymeiane dfheyhta dits used

f d th t d wh he dat

of the 11108 Plbr SECRRHE HRC: ofE “BhPRITH G usdt PEEGLGPPL ed by
~ the use d&¥i ceritp nean®isice crofpt cegma:mm@tdeoﬂymh omxeysmsttainbel i and he
decoder, and g QQmeRf tﬂlﬂ&@f&%@%@?icgoﬁ?gnge g)\(?::lg)q% Ry, thes

senses. I'n this cdontext,. the card e pre erablpy pr
aut hent i cat i ofOPEUME sBVf SENEPBY udESafeyi cEH nPagrsSof 05 ui eapiement

crypt ogr aphi ¢ befieigo et SetiSdddrbheecdala ad I epsa eghopmeAterf atl.s Jata
transmission may take place, for example, in a line-

15 bound fashion, by means of electrical plug-type
connectors, contact fields or connection lines.

Likewise, the transmission of data can take place in a

wirefree fashion by means of a radio link, for example

according to the Bluetooth standard, or by magnetic

20  induction or wvisually, for example using an infrared

connection according to the IrDA standard.

A card module can advantageously be used in conjunction
with the solution according to the invention
25
- for the distribution of digital content, for
example by storing item-specific address
information, i.e. reference information about
network paths wvia which digital content can be
30 accessed, or by storing the files representing
digital content on the card module;

- for billing by storing billing-related data on the
_ card module, and
35 o
-  for payment by stoi:ing data on the card module
~which relates to the payment method and the
payment path. ' ' '




22 February 2006 - 21 when a card nodule is used, the 'HH%&; hd ens
can, on the other hand, be encrypted in a card- specifigy%gi 90%% a
decoder-specific way, i.e. the card is used to store the cryptographic
decryption keys which are necessary to decrypt the digital content, it
being possible to transmt these decryptdon keys to the decoder via an
adequately secured data transmssion |ink. The data of the files

representing @@ﬁ@l ol tadrgonianle to1be Used 19andien b @%qrtmuqqrby the

use device neans t pt ogr aphi c decryptlon key whi ch _ar.e
transmtted %b@W£@%%r@uHG§&P@y AHd t on%%?@e&qQ%%?eF?%rﬁFMh?%%dc&H be
percei ved by ccbﬂﬂ:ﬁJIS@tEtB@S Wi i e Khesge  Sohenmdibdels: IAn@likete sas pect Sf

t he i nvention that th on of digital. co Lent is_re tere in
2 Tinely detairaitenl Sha BB Sy R er S R Ph et falothat
possi bl e way ¢<sn<ph¢ﬁi¢ d@@@ﬁa‘@maMmWQactmef@onmrand @é}zagera:.char ge to the
content provider only for those portions of nultinedia itens which he has
al so actual | yppged. If only a part of a nultinedia itemis used, it is
possi ble to provide a charge schene whi ch al so denmands only a part of the

char ge mhich'xag set for use of t entire item Here, di st | ct%pn IS
made between HTFReM 85BECE ©F t cﬁﬁVﬁﬁtFEQeWaNnhﬁu thallpiteing is
carried out ifidbpendeithy iatotrperdee cigiacdorabmgeio preperkifesablyt he

bi 11 ng 1's. carby i DR nadberSHuEy of TORB | {2 sbodh T Hg 1 o T o8 t1 es
of the equi preegsibland 22 EebluacleGO@imb G8/ 1 P34y RGT EPORRESS1Lo- 22
effectively prevent unauthorized use of digital
content. With respect to the use of a cryptographic
DRMS it is necessary to store the key or keys, the
cryptographic keys which are necessary for lawfully
decrypting the files representing digital content, in a
suitable technical way so that the consumer can use the
content which have been distributed in encrypted form.
In this context, when a card module is used, two cases

‘are to be differentiated:

- when a card module is used, the multimedia items
can, on the one hand, be encrypted in a decoder-

specific way, not in a card-specific way, i.e. the

card is wused for providing authorization with
respect to the decoder, whereas the data of the
files representing the digital content to be used’
is decrypted by the use device by means of
cryptographic decryption keys stored in the
decoder, and is converted into a form which can be
perceived by the senses. In this context, the card
module preferably provides authentication for
itself to the use device by means of suitable
cryptographic protocols using the data

transmission interface.




- hybrid charge level structures conposed of an item charggnlfyehopnd

equi pnent charge |level in which, for exanple, a higher charge ctan be
dermanded for an itemif it is used on a piece of equipnment 5 which permts
better presentation quality (larger screen, better sound quality or the
like). Basic instruments for the itenfbﬁﬁfge | evel are 10 - time-specific
billing, for exanple listening time used in the case of audio content;

vol une-_spetci L i tc bitdﬂérn?a Ic@ﬁ:d?mh hilee thé{ ug@mr ttn‘ed r@@yﬁﬁng@cﬁid@biﬁems
page-oriented text conten ic ave en used; - hybhri illing
nodel s, for exanpfﬁ”hblﬁﬁejﬁgié%?%%r BFPaVngxﬂh?Bﬁrygtﬁ%dﬂpiéﬁ t8 Have
portions with a tdpmsispecitag, chatgénschetegodartdeeciaSies ofan, 20e.

page-oriented text nt F le, th rg or ' i
provided for use of ha _%f ?%eeéggﬁnet%f gtg?gitgPLcoﬁ?§§F$@%5P3£%e set
at half the chargegxRtde fleryusehipth t free eneFe@s2BY cbat eAErYPR £he case

of a digital conteptyithl hedn@m:, of ia t@éim%t%s(éqqpl@, teasuLgERAE could
be carried out far ‘exanple by reference to the pages used in relation to
the overal | nunbertfESHagdRSIHIviRer , XothertC nobt? nedPCefar geVidhefl® nodel s

are al so possi bl e.ada3raddi tde@urddi slamkes rahspossiibhe tondif f ehenti ate
as to whether the, consumer, wopll d |ike to use.a | ti nedi item.as,often
as desired, like ékﬁghﬁgﬁﬁQﬁmﬁaékﬁcﬁ%%%%se?¥%%? %%egggﬁﬁ%%tcﬁggeﬁgen made
on a single occasiton beorusdwbtdmr then tlat i decofpted bgetpeovessdsviaet er ns
of 35 nunber, for a, signifd ca | yreduced.charge. J Sqccp0sidghedyelt 1S

al so possi bl e, fo;g%xanple in the ecaseggf.eaa e%ﬁ itgnlpﬁo detere ne the

charge as a 22 FeBti&ty 2066 WorDSMDEHad4 IPCT/HED2/@gmh 1modudg, f@Reti on of

how often its indigriuaitRpgestOf o exdrhav@icheesuised Peddhs wansyyer. |f

the charge for th%hues%eqse% page-oriented text item

Flexible Charge Scheme Models

Another aspect of the invention may be that the
consumer of digital content is registered in a finely
detailed way and billed fairly. This means in
particular that a possible way is provided of enabling
the consumer to pay a charge to the content provider
only for those portions of multimedia items which he
has also actually used. If only a part of a multimedia
item is used, it 1s possible to provide a charge scheme
which also demands only a part of the charge which was
set for use of the entire item. Here, a distinction is

made between

- an item-specific item charge level in which the
billing is carried out independently of the device

according to properties of the item, and

- an equipment-specific equipment charge level in
which the billing is carried out independently of
the item according to properties of the equipment,
and '




5 is calculated exclusively per page-display process, thgr hﬁwﬁ i ous
di sadvantage that the intuitive search process of "Ieapﬁggbt ro%g “is

billed in an__extrenely costly way for the consunmer as in this process a
| arge nunmber & L4y possibly be 10 displayed in a BEB(EPQ2AR2HELhout

t he consumer actually having been able tp use the respective page content,
as is assuned in this charge schene nodel”. 1f, on the. other hand, the

charge for the use 19f5a PadesAsd er@@@llée Lelheoyi éoﬁ#)&/&g?‘&fdaﬂuﬁ%% as a

function of time, a_.15 sl ow reader would be unaccepta i sadvantaged as a
consuner in conpari YN t heBCt a8Rdr esUEPMeRT GhEHR agtiors senphéghehar ge
scheme nodel can prist dexambbe pakt Gy ERErHEedehedd Nesh PG " ebat ed

charge per page displayed and a _predeternjned orientation tinme 20 is
fixed, it being assﬁfﬁe&)éﬁﬂ‘atl Bhget Tamtste beR £bsBrBER IRF t REUABREBE unti |

this time has expi rgdich Thésmpes nbes tarngitisseriatinat ofyaleef i n@akyaet i on
Furt hernore, each Qﬂg% n igne a_predetermned . .reading tinme, after
the expiry of which el(ﬁ: ellgs%azzutanelséccsj, délln aelr of t e(;ﬁé{rege' schene, that

t he consuner will have been able to conpletely absorb the page content

provided. |1 tdsid Mdtgiih 0ol 8 SRPGHGPAI e 9.0y esented on the
G 3. .

di splay consistently after the expiry e orientation time is shorter
than the 30 predeterm ned reading tinme, the systemacts, for exanple, as
i f the render -had arime-ugRdiFiRr APOI1idy, Ofort REaGRALENt: W Lih$OF f gsponds
to the ratio of the t.ual_.display tine, .in excesS of the orientation
tinme, to the predét’ Jﬁb&hﬁégaﬁﬁéoézﬁ@glﬁbFOPﬁ@nFﬁenaining 35 (residual)

proportion of the reading time, the reader 1is' assigned a tinme credit,

i.e. if the caqnsu 1S -he ge- again renewed page use
charge is demande OO%]% 2 %%%g%@abﬁg%ﬁo 'e%oatiec?{ﬁanfp?lr%eﬁqﬂées ri‘?%ﬁ%%r% ry
2006 - 24 expiredPagssSy 9f @heageediricntiessi terat propenti edmitdhmehahas

~expired. 1% is al spepessisklde to collect all the

- hybrid billing models, for example volume-oriented
billing which is modified to have portionsg with a
time-specific chargé scheme, in the case of a

20 page-oriented text content.

For example, the charge for use which is provided for

use of half of the volume of a digital content could be
set‘at half the charge provided for use of the entire

25 content. In the case of a digital content in the form
of a text item (book), measurement could be carried out

for example by reference to the pages used in relation

to the overall number of pages. However, other
nonlinear charge scheme models are also posgible. In

30 addition, this makes it possible to differentiate as to
whether the consumer would like to use a multimedia
item as often as desired, like a conventional purchased
item, once payment has been made on a single occasion

. or whether limitation of the use processes in terms of
35 number, for a significantly reduced charge, is
' ‘-considered. It is also possible, for example in the
case of a text item, to determine .the charge as a




time credits which have arisen due to premature term nai @by bb® r eadi ng |
~of a page in a user-specific tinme credit account. FuLt her pag;as can the? :
be consider free of charge fromthis account. In the case of equipnmen

charge | evel ??0 i#)goa]r{%%{]l ar time-dependent enabling chBFEEEPBIEPESHLe
possible in which, for exanple, a specifjc _individual piece of equipnent
is enabled for the use of any desired items for 24 hours. Even if the
represent ed ashegitii ai®shd® @fﬁ@&h{‘t§alndi{?{(ﬁ‘§§ir g&&geok\htggtpﬁ%%ts
fair and finelﬁl radu d Sllllng for the use of digrtal content by the
consuner, thi se%jf quO% gjé’ GR8t5P¥¥el ude charge schenes which are based
on flat -rates. This applies both to unit charge |evels and tobeqtjlr]p{re?';]
charge level s.:Bilidling Yet apoth aspect of the invention may be tha e
use gof t he dilgﬁéaéc%% Ig%? ?grbgﬁﬁeblsgn C‘[fﬁéa PRI S U $HeP chEFgel SeRene
nmodel s. FoP billd i sglcalaped f iexcdmsinelyo pee ppadebglifbemt}pn@ﬂ@feésgp a
currency whi chy regogpi z y et ns ctionor a

nul ti pl Z of oﬁ}lie(—?r%eval'%%e %ni%%r?@u%e?%r m_nead{%a%[et hgha%a_sfggeof 1?}:1’%18%.‘{% |'s of
the use acti of$33&H oPredesy afhe“denfiner thuroudie’ basi soufledein an
respectively cappleneall ecehange gahemeopodel FQBn%{uln%J:”Q?s! nihpaE}EJﬁm ar
two secondary _aspects are _significant. on the one hand, it is posSible to
prepare, for FERESESnsGmer2T& | MHRRSE |i%e IRagssg WY t rossblpr deesses

of digital0condtieplawkiicinhe hasraardingd wiQﬂ:thoutf Qhe XA Bnedt na@ﬁg%}jf}hgg
eriod, from yhi 22 February 2006 - .25 the consuner can see

1I‘Oi nal anount ?@’%{He%ﬁﬁs llﬁt &t %’aen&:eﬁﬁeqtslvﬁoé%qg(ﬁ CWProdre, for
the content phéviaeswred lipstthiysi mhaage ngcheme afbdal . andt,i f oApprIePri at e

al so at what eRaEge harRlelShe SPREHEEC RN (LT dheLE di %atgaé“c():lgiwér_letnetd

text item is calculated purely as a function of time, a

15 slow reader would be unacceptably disadvantaged as a
consumer in comparison with a fast reader. An
advantageous complex charge scheme model can provide,
in particular, one predetermined rage-related charge
Per page displayved and a ‘predete‘rmined orientation time

20 is fixed, it being assumed that a page cannot be
- absorbed by the reader until this time has expired.
This permits a nondiscriminatory leafing function.
Furthermore, each page can be assigned a predetermined
reading time, after the expiry of which it is assumed,

25 in terms of the charge scheme, that the consumer will
have been able to completély absorb the page content
provided. If the time period for which a specific page
is presented on the display consistently after the
expiry of the orientation time is shorter than the

30 predetermined reading time, the system acts, for
example, as if the réader had only used a proportion of
the content which corresponds to the ratio of the
actual display time, in excess of the orientation time,
to the predetermined reading time. For the .remaining

35 (residual) proportion of the reading time, the reader

_is'assigned a time credit, i.e. if the consumer
displays the same page again, a renewed prage use charge
is demanded of him, once a new orientation time has



have been used, and what overall charge to be paid to thesHAN };@@(prOV|der
was cal culated on this basis. Consequently, the solution accordlng to the
invention nakes it possible to provide a billing service for the use of
digital content not only for the consuner but also for the content
providers in a fact-based fashion and W4hout flat rates. Status rights A
further aspect of the invention may be the storage of data features

correspondi NG Bt Usn BPdiBr it@lel tofediit@it Srds i | §9§§53}tﬂ‘&h chihbe
consuner can.,acquire.b Qﬂ$|etl roc ses mhlc g gg&o £535|ble
and billed JE?%geFHér%grd. tl?séﬁﬁgﬁ 551 ? é%ﬁnﬁ? vide for
the user to Ubeimabl ectedifse f@hitheehahaseaqyﬂgﬂ;(ﬂu@ité&t premuathreh he
has used suf fd ShemdhobldLM00 AoLBAIgS PaY paobashsal fsbhespasicit! is

al so possible to provid or the consumer di scounts as a
function of prigia ousSF§lekec@ceduide Prdd¥es. P3EEBUS Cﬂnght@l%y Be

al | ocat ed, i ncorprirddrdd afneddroit hdrald dMang dheeelaccoansuner - speci fic
st at us rights i.e. specific status rights are tied to the identity of the

consumer or, f @Qgrggrl at & ‘2‘{%,’{53 degﬂé{tp e GAleeQ}eth’ o{ntpgfﬁ%ﬂggr but

not to a specific |g|ta n exarple o category
-of status ri m?ﬁe@wﬂmrﬂo@hsth@zmmww 2006 \WO03/00439

PCT/ EP02/ 0951}, 1126 fWE'CBxQﬁﬁﬁebeeQ | e § £ | 0 dptalgda t hgepast oand
‘which can be used, for exanple, as the hasis for a discoun 5

Consuner - r el ABHLHEm SpePePeedt fors thyhese of @ny ndeel &gkt hEe‘i“?ght s
are tied si midramaotsiyrs .both to the identity of the consuner or to his
pseudonymidentity and to a file which rep resents a digital content

(,..itent) 'Eﬁn exagptgeo%éﬂ}esented aspect relates to a technical
infrastructure which permits fair and finely graduated
billing for the use of digital content by the consumer,
this of course does not preclude charge schemes which
are based on flat rates. This applies both to unit

charge levels and to equipment charge levels.
Billing

Yet another aspect of the invention may be that the use
of the digital content is billed on the basis of the
charge scheme models. For billing, a specific amount to
be paid by the consumer in a currency which is
recognized as a payment means or a fraction or a
multiple of other wvalue units is determined on the
basis of the details of the use actions performed by
the «c¢onsumer, on the basis of the respectively
applicable charge scheme model. For Dbilling, in

particular two secondary aspects are significant:

- on the one hand, it is possible to prepare, for
the consumer, an invoice-like listing of the use
processes of digital content which he has carried

out, for example, in a billing period, from which




10 category of status rights is an itemspecific statenmentehiay 2006
particul ar consuner has already wused a particular page - orientated text
itemso extensively that according to the charge schenme he is now given
the right to use this text item 15 withaout further restrictions and w thout
further billing of use actions. Itenfég%%FTic status rights which are tied
to consuners can also be tied to a group of itens, 20 for exanple al

itens which are narhetedndymar sprckEiec heantterd firoyi demousditor iexaspke by a
speci fic publi shi house. Substatus rights which are tied to the consuner
25 and to an item ese status rights are tied not only to the identity or
pseudonymidentity of a specific consuner but also to a specific part of
an item An exanpl@ ofh¢ hpshest bgapy 6t sisatR@ess¥ikmteo i Bredecei gher

assigned to a Specﬂﬁé CC%Qt@%S%@avpéeP@I ng abkgtiQqusieqdit dLspeqt to
the wuse of a speC| i C page-ori nted text ,item _specific_individual pages
[

of the |ten1mﬁthod? Cydi IE%aF suﬁgﬁﬁﬂgﬁ%aB?ll?%ﬂ3a§ﬂa Rty feRgdrge,

according to the c}lraregles,schpﬁe;fhas pareadyheeneids c;magld:ai‘lorcbheense of

t hese pages in tmiég% Status éggs %e pecé£¥§iy ormt §a5|s f.or a
y p

claim by the con¥uner $g e af'h C%%E%?f 5 Pa&bfuary

2006 WO 03/019434 tCPC‘EhEPOquIGJ’Q@lil Pr@Vider vivee whalkdnlaep@ndimgtbnst he
circunst ances of thg;d ndividual case, may have to be provided, for
exanpl e, by the content provider or by the operator of the portal data

processi ng deV|ce The p055|ble service in 5 this context is, in
particul ar: CHNEPE M ofh %uﬁ@lﬁﬁlﬁﬁhe%c%ﬁr@&%%rt@aﬂﬂ§3uhPY@nthF

appropriate a{aﬁ@thBm pessinge t benpebiridgaiangdil e stddmgr cdhar g66 anksi ng
from other uge, progesses 19 Whiah favg alrsady been garried out of are to
also for the content providers in a fact-based fashion

and without flat rates.
Status rights

A further aspect of the invention may be the storage of
data features corresponding to status and priority
rights ("privileges") which the consumer can acquire by
completing use processes which are made possible and
billed using the card. It 1s possible, for example, to
provide for the user to be able to use for free those
pages of a text item which he has used sufficiently
often on a charge-paying basis in the past. It is also
possible to provide for the consumer to be allowed
discounts as a function of previously executed use
processes. Status rights may be allocated, in

particular, on the following level:

- Consumer-specific status rights, i1i.e. specific
status rights are tied tc the identity of the
consumer or, 1if appropriate, to a pseudonym
identity . of the consumer, but not to a specific,
digital content {("item"). An example of this

category of status rights are the turnover sums




carried out in the future by the consuner; free-of - char ge msenR§ 20meci fic
digital content wth or without tine restrictions; 15 discount for other

medi a consunptiQ ctiqns by the consuner, for exanple for cinema visits,
visits to fedld \Pg‘l/glé;t@g in which case in particular VBFT6EBORAPRRLLS

mar keti ng of one and 20 the sanme item c_ar%be_ conbi ned, for exanple when a
di scount is given for a conventional book purchase if the film associated

with the book has Beenn GNSYTEdeA! GhEALLLADY HTANS 101 f NELSOBULL Ong

according to the invention; 25 provision of a physic data carrrer wth
specific digital it8HEh (G daripteda Tor RevewPl®, aasspbei bPreipuspt witle
If said item has begscagizssuned a sufficient nunber of tines (i.e. at 30,
| east one predeterm ned nunber of processes) in return for paynment using
the solution according to the invention. . The acquisition of status

rights by Beans of Confifmearonsiliiddn hisbarypeantiake g6 of bhiynes,i. e.

t he device operated at éhesé:on uner. end determ ne‘f., iromt&e consumi on
22 February 2006 - 28" dataSSt oSS (B9 Ght 8 8c g SEBUL RBREBREhifer by
direct reference tdathe tonsimgptidanhisyorof bthet alenspn@ae onl itke, hise. the
portal data procesg | @F@J t t er.m_ne-.the s_righ

accruing to the co?s%%ed}%&rtpﬁ a te&t%‘g& g%n?uehfplt]imon‘&ﬁnfé oF?pg?gfgﬁEs
consuner has been & r@agitaledantrnt hd "déende .opdrateshinle hof cbhéamer to

the portajpdata preeesgory de¥i Carakls tRighyari §Qt1aﬁhe{6eﬂnss#>38iﬁg¥ant age
that the consuner is notivated to nmake an online connection or the

transmission of t h& @5SEGR5t i 'IRrthi &t HgFicular consumer has already

used a particular page-orientated text item so
extensively that according to the charge scheme he
is now given the right to use this text item
15 without further restrictions and without further

billing of use actions.

- Item-specific status rights which are tied to
consumers can also be tied to a group of items,

20 for example all items which are marketed by a
specific content provider, .for example by a

specific publishing house.

- Substatus rights which are tied to the consumer
25 and to an item. These status rights are tied not
only to the identity or pseudonym identity of a
specific consumer but also to a specific part of
‘an item. An example of this category of status
rights 1is the right assigned to a specific
30 consumer of being able to use, with respect to the
‘use of &a specific page-oriented text item,
specific individual pages of the item without
additional subsequent billing as a maximum charge,
according to the charge scheme, has already been

35 . paid for the use of these pages 'in the past.

Status rights respectively form the basis for a claim,
by the consumer to which they pertain, to a specific




frequently as possible. Payment Method Another aspect of %gﬁl on may
be that, on the one hand, the paynent of the incurred 2harges can be

adapted to knowrbr? w systens whi ch have been introduced onto the
mar ket , but &F hand the payment is preferabl y?pb6EP &t €03 hreans

of technl cal nmeasures both anonynously, - €. w thout know edge of the
identity of the consumer and without the possibility of being able to |ink

a plurality ofserprdi@ WaEcH! OCRSSESI Yy aeﬁestwgcéreaﬁg@agxt of the

pseudonynously, e.. w.thout know edge of th entl%%/ e consuner,
but with the STHa Y yCass a’@@@s?ﬁﬁ& Fpfdrgded. bEPRgexaBPéei o | i nk

a plurality ofbyredih@ ugsenpeneessesvidas W | bgs whéh &éérét{& deffai tgeabout

the identity qf_th onsuner bein veal ed, 2, Wit the nang and
ot i LR P R PRl 3 58 e m S S SO VRS NP t he

addr ess .of th&Forsu ‘
scope of the dSdlig icamtaegoridi ngirt q:atﬁ'taculrazcentl onit is possi ble to
provide, in particular, for: paynent on a credit basis, i.e. the consuner
must store an -anmount of noney before the consunption actions are .
accept ed, no furthdfhaugawrdny ofmdeundostihdeey t o ooghetevhhieabniisabl i ng

means, as soon as ﬂﬂ“ead;%ﬁ%flé‘@é begn ysed %@tt‘?_‘hg t??%fﬁ‘%‘ff'& Ah&ars,

i.e. the content provider or _ the operator the por dat a p ocessi ng
device provides afXdFdfce ‘E}é?lf%ﬁ’%ﬁéésb?gpér‘fﬁﬁ tqtﬁ{f‘% Hese cBRSER®PS$ 0 use

~his 'sfer Vi mebw: It houtwr::nrcﬁn\t/)irmxsé ya]}ﬁéaﬁgn%ﬁlénﬂﬁlﬁmed V@J\@OB?U%&% hayipg to
pay after billing has er,f orne so in the case of payment on an
arrears basis it cs?rﬁ&se%elﬂug: £ FHSy ifHE S &Dé’ ttg’f’nﬁ’loélﬁlum& dabl i ng

- free-of-charge use of specific digital content
. with or without time restrictions; |
15
- discount for other media consumption actions by
the consumer, for example for cinema visits,
visits to festivals etc., in which case in
particular wvarious forms of marketing of one and
- 20 ' the same item can be combined, for example when a
discount is given for a conventional book purchase
if the film associated with the boock has been
consumed digitally by means of the solution
according to the invention;
25
- provision of a physical data carrier with specific
digital items, for example a CD-ROM with a
specific music title if said item has been
consumed a sufficient number of times (i.e. at
30 . least one predetermined number of processes) in
return for payment using the solution according to
the invention.

The acquisition of status rights by means of a
35 consumption history can '

- Etake place offline, i.e. the device operated at
the consumer end determines, from the consumption




means to prevent further use actions on the part of the-x hothen a
specific anmount for paynent in arrears is outstanding. In printciple, the
processi ng of the paynment can be perforned using conventional channels
such as a credit card, debit note or bank transfer. However, a variant of
the solution according to the invention 4% “whi ch the paynment process is
performed by interacting with a card nodule (see the third aspect above)
proves particul arlgatsadvantageeuss | ndhts aeakaihg tdwe theé acbakamheng to
the paynent path whi]é:.h has bgﬁn e[arg:reetg v%'th t he consuner, . an. be srtored
digitally on the ¢&f Fhiodut & Eidr U By “Hppi ST TS om I hé Fayivart ©
techni ques. Appliances with Reduced Conplexity Yet another aspect of the
i nvention may- be ttekaiselate uselinevi tes. (Bbpl Panted) dakehpredassdng
compl exity in ordejed 22 F5bEUany:2006 W03 019434 PCTLERD?/ 09511, - 30
to make digital content perceptible by the senses of  the consuner. For
sone tine, data pracessiHy déd ce§hewhi ePRREDRT beei it er édifect e@NBy t he
| nt er net o[) ot hler c%@@@ﬂﬁrﬂmi Qﬁiféﬁlﬂ_sy Syt enshBaveoheemne useHasot beshy byd5
conpani es but al so end users.for participating in "e-c rce’.in order
to carry out corrrreﬁ"i:e?/rhﬁmlqﬁeacﬁsaﬁf?%ns%h? al evt]fﬁes.‘)pﬁl%aetlf‘s(g Yt hEPPnt er net
.and of other tel econmmumeatitonshelosysilentmtsuchrasesdiong edanpte, In
proprietary onl inesyst ey iy hefadeuses isnal IafaAlpYS et | ehoout
using a personal conputer, ‘alsé referred to as PC,~or a - conparable piece
of equi pment, for OGHHNET als ipRkistaliednto ohake paht ableneopiNEELLABL ebook)
or of a 15 piece ofoiMitle el PERM s MW ChE | 814 0cBRshRbEi bR hhetHaPdas
(pal mtop). Personal conputers and such conparabl e pieces of equl pnent have
the advant age t hatt XS &Pk &5F PRFF & i onal i ty whi ch can be nade
avai lable by themto the end user is not determ ned solely by the hardware
Payment Method

Another aspect of the invention may be that, on the one
hand, the payment of the incurred charges can be
adapted to known payment systems which have been
introduced onto the market, but on the other hand the
Ipayment is preférably’ possible by means of technical

measures both

- anonymously, i.e. without knowledge of the
identity of the consumer and without the
possibility of being able to link a plurality of

media use processes by accessing a pseudonym,

- pseudonymously, i.e. without knowledge of the
identity of the consumer, but with the
possibility, by accessing a pseudonym, of being
able to link a plurality of media use processes,

as well as

- with all the details about the identity of the
consumer being revealed, i.e. with the name and

address of the consumer being revealed.




used but also can be changed in an extrenely flexible vayrhyud9adosng
various prograns at any desired tinme. For exanple, it is possible
subsequently to downl oad 25 and install a specific piece of software if the
end user w shes to use additional functjionalities. The di sadvant age of
this universality is the burgeoning c‘orﬁﬁ exity of PCs or workstations

whi ch are equi pped 30 with customary operating systenms such as W ndows or
Uni x. The endiissietn mustie fiscdidey a€quithe ascDasider add@ raimynttof the

backgr ound knowl ergtge abo%t t he stI uc%iére and t he .functi onal el el atii onshi ps
of the conpl eX OVera syst8mi ot 5 bBTRBIESt o Ube PPATA ALt cal

way 35 the pofential universality provided in said- system in' order to
carry out specific tasks. 22 February 2006 WO 03/019434 PCT/ EP0O2/ 09511 - 31

I't becomes appar e%a e Conshderablie grauRs of éendthé's%ﬁsﬁﬁe!?rﬁl%@%c“ ve
end users do not wsh to use, or cannot Use€, telecommunication services,

in particular forSEHe paRpcEeRURE &fc IR % e PeBeEsUSE® hePngHEPESPNS
capabl e of masteriagcides catpl ea@éepmdPC&oorfuﬁmmar abke B BeeSmabe

equi pnent whose use has hith rto ee fac cessary econdltl on
for participatiorf? ?F]gt?l%'se Ou@% gﬁﬁﬁﬁﬁ&ﬁ |o‘ﬁ %%’ %%s Sthe @S

techni cal probl enmssadn chs ddourcfagtitt HeaerigkarsersedMurh) eonventi onal data
processi ng devices are varied. They generally start with the fact that it

I s necessary _not ony40 $et a%&e%Q% Opfr@t' Eﬁesk%trl‘%ré‘nl%unﬁ;ﬁ%r?fdé]? or

configure and finally establish a [ink to a I5 tel econmunication system
for exanpl e the | i neperafer aAbdihiet iRy terl tdrtacreasesdirtiedpiieenet

here vary, inter alidyid<raihyadengndi @@ﬁ@ﬁd&@ac@ow rye@:hlf@gﬂl@nthand al so
fromprovider to provider at the sane, |ocation. i nal | \HIE once

net wor ked data pr SCEEEIHY dé¥i cBSHhi kS i E ! é’l Aide §V588ﬁ

obt ai ned, the end stserirics a credit, the consumer having to pay after
billing has been performed.

- Also in the case of payment on an arrears basis it
is possible to provide for a technical disabling
means to prevent further use actions on the part
of the consumer when a specific amount for payment

in arrears is outstanding.

In principle, the processing of the payment can be
performed using conventional channels such as a credit
card, debit note o¢r bank transfer. However, a wvariant
of the solution according to the invention in which the
payment process is performed by interacting with a card
module (see the third aspect above) proves particularly
advantageous. In this context, the data relating to the
payment path which has been agreed with the consumer
can be stored digitally on the card module and used by
applying online payment techniques.

Appliances with Reduced Complexity

Yet another aspect of the invention may be the use of use

devices (appliances) with reduced complexity in order to




‘presented, for exanple on the Internet, with an unst r uchurpeliapy ohossi on of
offers for commercial 25 activity. In conventional data processing devices,

the end user | s to work through and acquire extensive know edge
from referendss dgsrfddlrs&gra'l to be able to use the offers wRFEAERPR/BPS11

interest to himvia the telecommnicatiofs network. 30 Finally, if the end
user has found a provider with which he W shes to establ i sh a stronger

busi ness - connggt @Re I dids n n&gé_s e.J.nto uny
numer ous partlcular aniﬂée% O?ng%ﬁt (n/€§§%%§L EHéto %%88
i dent i fi cati ontafid COREUAGThenT PE atsiote %#mQhed@ﬁﬁ<ﬁﬁwcassmegld@yuﬂas

delivery of thghDeengge g@@ﬂs1ﬁaer&8ﬁn@e@é§85ynghef IH%E%@ESorZ%tE&%QI uary
2006 WO 03/019434 PCT/ EPO2/ 09511 - In view of this obl em

previously beef® %ﬁ&ﬁﬁ%ﬁ%ﬁ??%P%ﬁo?VﬁEe@ﬁtF@ﬁﬁ?yb%%%cp§ﬁﬁzéﬁﬁﬂa?ﬁly bY
processi ng Sdeveamsamhéshbate £apabbe endroyedsnEan! yareisipgteng in

functionality 0L 5l A snall nu 5 functionalities. An exanple of
this is the nDblﬁggp one. whi'¢h |§r§25ataL8rod%§ g d&F ce S qp
connected to tramfacormmichtabhstymeswrk and whi ch serves essentially
only a single purpose, nanely nmaking a telephone call. However,
restriction to . a single 10 functionality per type of equi pnent proves
cunber sone gﬁ%@ﬁl%%ﬁe?%c?%%slﬂ§e§$©hl@ﬁ@aﬁﬁeoﬁgeﬁetﬂ@Ekemmdaﬁaatppueessing

devi ces siipce émweéu% diakf er el t Vhasnpf, oyl PHBNLL&LQVI badsfar the

vari ous use area eas t oo_much. Wen there 1s an increase in the 15
nunber of funcdty ﬁt %s%’@r FECUSEE dfui PHBASE uSLWGY Sc RS $dnart

procedur es, f(nsxngﬂqﬂpﬁﬁgonﬁﬁh¢mmpuﬁ@r; nEbsagee fat tédiotd 0ag pobi be a

t el ephone, a | ty in terns.of the operator control of the
pi ece of equiﬁ%% t ng%%§%§ a géteFﬁgﬁmeRF mndg 20 §FBtFs®of Bsers

i s agai n reache¥kaf 564440}'1. of a portable computer (notebook) or of a
15 piece of mini equipment which is to be held in the hand
{(palmtop) .

Personal computers and such comparable pieces of
equipment have the advantage that the scope of

20 functionality which can be made available by them to
the end user is not determined solely by the hardware
used but also can be changed in an 'extremely fiexible
way by loading various programs at any desired time.
For example, it is possible subsequently to download

25 and install a specific piece of software if the end
user wishes to use additional functionalities.

The disadvantage of this universality is the burgeoning

complexity of PCs or workstations which are equipped

30 with customary operating systems such as Windows or

Unix. The end user must firstly acquire a considerable

amount of background knowledge about the structure and

the functional relationships of the complex overall

system in order to be able to use in a practical way

- 35 the potential uyniversality provided in said system, in’
order to carry out specific tasks. '




An inportant field of application of e-conmerce rel ates 22Eebhgy 2006
distribution of files which may include data processing prograns, texts,
di agrans, nul iqﬁd} aJTBiterrB 25 or video animations to custoners b,y cont ent
providers. P Q%% % of application there is the paPtFEaF%7093 ure
that the exchange of performances betweenithe content provider and the

- custoner can take place in a conpletely virtual fashion as both the

catal ogue of 30 gbedsmard gepyr&es, e OREREH BErBHIEESSrolhe @8l i ¥ggy of
t he ordered goods and the billjng can _be processed in the formof data
whi ch i's exchaliGad via PEEFBESHITRI 636 oHedoicese t AVFbadvarittte OF

previ ous apprazasitgs usesolmﬁ]jemmﬁmridﬁtsilc?ﬂ bﬁéfﬁgcésemsm' Sp&haiﬁﬁﬁazhe
cust oner gener y S ire-a_c of the'. itemas,a purchased item
~even if he onl%ljwi Eﬁgs pgl%p%(s\s%% i?ffgfgg)}“g‘lefgle’t il?r%cao"}s%na}e%i Més 8t use
parts of iP. ZarRddruar9f200®ste33dngThethaventdrgplatidnef ooé n@®selate to a

techni.cal i nf I | | |1 f h..pur S 1 ruary
2006 - 34 Tol o B At are- Cards AT Ty Ladts uBH BRPa S EER 0
be the approad&®en n i ch £aeteechai camaasssastr uctRFecerdoridimg t ot he

i nvention for gdiretitdipatdiRg iR i RGelRd RAViRSrRm i itdichalserRdicascont ent,
including a card nodule in conjunction with SIMcards and simlar devices,
is inplenented in nobile comuni cations radi o networks, for exanple GSM

or UMIS. 18 aThesutéchhheal upaidbdreads tyhioh ad®ireciopunileat cads €as€ can
advant ageousl y . onmbi ned wiih functionality of nultinedia.
consunption bé’l\%?lrt%%ﬁqg rﬂ? %n?%cgg? %atp THe e sé?‘\%gesatart ev%réln%dti nme as
a card nodul e Thelve ggtheanatldye swhairch widiprtde dedthythdt sitaspectedsssary
particularly tBat 4sipgesuchea 'lthéJr‘SﬁéP&tﬁgéd shisceh eﬂ@éS'aE's% 1%

conbi ne the distribution of digital_ content ove
configure and “finally establish a link to a

15 telecommunication system, for example the Internet. The
modalities of the access to the Internet here vary,
inter alia, locally depending on the country or region
and also from provider to provider at the same
location. |

20
Finally, once a networked data processing device which
is capable of use has been obtained, the end user is
presented, for example on the Internet, with an
unstructured profusion of offers for commercial

25 activity. In conventional data processing deviceé, the
end user himself has to work through and acquire
extensive knowledge from references in order to be able
to use the offers which are of interest to him wvia the
telecommunications network.

30
Finally, if the end user has found a provider with
which he wishes to establish a stronger business
connection, it is gJgenerally necessary to take into
account numerous particular features for each provider

35 relating to the identification and the authentication
of the customer as well as the delivery of the ordered
goods and the processing of payments.



radi o network, the identification and aut hentication of Zhbnifenoedy of
the nmedia consuner, - the billing for the consunption of digita content

ossibly wit tion of a billing server which_can be accessed
5| a they qT rtfgazaﬂ?e%?aﬂ‘tcvmrk and the payment of consunBdT4KRO %i’??%%ll
digital content, in particular with the y;nteraction of the _

tel ecommuni-cations service provider, in a single application device

("appliance”) Im avirey uhicbhis tpasspament i£0 hhe cpRsymBhLs1bvepcLf the
: éreggnt |nvent| n._does notépreclude the distribution o% gB | content by

I git
means of the s& AT Fdor &ty PEEEIAD 03PviveRalrcT/EmyieddFed - dstaand
nmarketing of phystestintatdevacesewhich \brd Ltﬁelpali]!éilt%t h”éﬁcb@?diﬁ 8nl .
nevert hel ess npr rt ry mininzin e costs usi_ne
‘transactions. r% %stlgggblgmdc afellnaaeoﬁr &4 nBPREr RI)CL s@fy 5
for this. ﬁ/bbuﬁtélqt@zmztaueﬁmeﬁes Zgonstanple, oﬁythﬂefmuthemnohlmaapaoﬁé

d t o) a d| ital bj
Fai o notwer k HAGL 1 4P MER pAS IO Ked PAEPESG M B  Fe R RABEERR BS® 10
means of wire- %OUWWWWWW ks netwdsio compll et eblyi gossi beevest hin
the framework eﬁséﬁﬁﬂrlgsela,hlyl ngengilgglesmgygg@f r ee ?,r;u]mg ?hgn for

exanple b a a nobi radi o networK, appears part
advgﬁt agegusrrgcsq] (}t e t hellEBR%ERer E&ﬁté'&FWO@ut tP5 W s ébﬁ@hﬁptlon

transacti dbs vﬁuﬂummrm:my tped t:gpe gt wﬁ&ﬁm@ﬁta%ﬂdﬁfr%ﬁ%éﬁ%ﬂf | enst
d d f e ere e iden

lplsgﬁggg;m gp gl E’%’lr’]gu%rg Bﬁéﬁ‘%% %Jt?rf cf%?%%oﬁ#un?@’é‘f’?ﬁk?ése@%%e

provi der who P¥OFESsipg SlGMJ(SrﬁEd Simce heheagember SIFMdidifksrertt chypse used

on a credit bagi s aliiidnd h%@f&é@r f&?re@hevalv’é?’loh@e areas

I connunlcatlons servi ce provjder
tele increases too pmuch When there iz an increase in the

15 number of functionalities per piece of equipment using
conventional procedures, for example by adding text
fnessage calling to a mobile telephone, a level of
complexity in terms of the operator control of the
piece of equipment Wthh acts as a deterrent for wide

20 groups of users is again reached quickly.

An important field of application of e~commerce relates
tc the distribution of files which may include data
processing programs, texts, diagrams, multimedia items
25 or video animations to customers by content providers.
In this field of application there is the particular
feature that the exchange of performances between the
content provider and the customer can take place in a
completely wvirtual fashion as both the catalogue of
30 goods and services, the ordering process, the delivery
of the ordered goods and the billing can be processed‘
in the form of data which is exchanged via
telec,ommunieations devices. A disadvantage of previous
approaches to solutions for distributing items is that
35 the customer generally has to acquire a copy of the’
item as a purchased item even if he only wishes to use
it for a brief time or only wishes to use parts of it.




al ready know at |east the name and a billing address of Zbpdngargpetermer for
billing purposes. In the case of SIM cards which allow credit, the
t el econmuni cati ons service provider frequently has information on a
specific paynent path, for exanple in the formof a standing order
al | owi ng sai d provider to deduct ampurits> 30 due froma specific account.
In the case of SIMcards which are issued by the teleconmunications
Z_er vi cle pr OViﬂ%Bgﬁlﬁrﬁg@irg a{crmeecdt?ﬂ@l u@ycarr@i,at@eftvahabgegewlmbb@ use Sf
igital content can be Sﬂgfte . fromt amount_ of stored val ue manage
byt he t ol ecOIHARE S TS Eh b1 G HebLs methasiy P RERRRRy mous. or
even anonynous services are technically possible in this context. As far
as the territory of 22 February 2006 36 the Federal Republic of Germany is
concerned, pseudonynous or even anonynous issuing of SIMcards for GSM
networks is not possible according to the relevant regulations of the
t el ecommuni cations | aw which are intended to permt the authorized
authorities to nonitor the tel econmunications traffic without difficulty.
However, in other countries this may be different in certain cases. Video
on Demand Anot her aspect of the solution according to the invention may be
t he approach in which a specific appliance is provided for distributing,
billing and paying for digital content as video on demand. This may, for
exanple, take the formof what is referred to as a "set top box", i.e. a
converter device between a cable television network and a tel evision set.
This set top box can also be provided with a digitization device for
adapti ng anal og tel evision channels, which device detects, sanples and
digitizes the analog signal representing a television frame, for exanple
by what is referred to as a "frame grabber" device. Play and O der




Yet another aspect may relate to a particularly suitabl e fghuty ogod or
ordering and playing itens and can be inplenented wth an independent
inventive idea. Conventionally, virtual itens and the |ike have to be

sel ected and downl oaded, or streaned, via the Internet. By neans of
broadcasting it is possible to br oadcast4 Specific itens inreal tinme in an
encrypted or nonencrypted format predetermned tines and to nake them
avai | abl e t o Tdie eaeIRIa tMeE spacific conditions are fulfilled. However,
this entails considerable costs for the content provider if filnms are to
be supplied, , for_exanple, on d d. As_ in this case one and the 22
February 2008 VBr63/010334°PETFEPOZIDeBT ISt 390 TS i | T hagPPBOBE"
transmtted din diifci ethet iteednaval iafplastatidtyref aheomElsy ito otder to be
able to inplenent. .as it. were,.t hce ."on .deman "'1 f.f ect fgr ‘the._consumer, not
only is the ait GHtEFt ad@ ovErStrdtiddds bhd 1died + RBt r BAEHEsi bRTi s
still ineffectigitalThenedinyertonarenits basedudinigheaobiaetl ohoduly in
broadcasti ng _vi.deo tmateri al_.in ;ﬂe f or m of t%ai l.er.s,_or i,n_.abbreviated
formwith an SRS LER cREMNeT3TTh  BiYer® 6 ke SFREESnS UMY s
famliar w thngs amemydd edn 1ficlabl possinueniian taiend | madger i ndtwdhks,is in

any case already done | ec f yradio transm ssion _as the ..
br gadcast er Hag 1B 138 HorhiThy MeahsroPe aavont| SPAGEBURhLES. By

means of a suift abl e tedechpmoalnicdéiioas atatrhe censumdrarhdgebusdypassible to
mark such 15 jtens by maki inguts on the devijce if there is, a :
correspondi n&o Il(ﬁllj; y d"ejﬁqﬁedmi}beenti W%@l?%%jrﬁ¥y, o?or I&‘igﬁb?%db?/ nmeans
of verbal or ocmmisttrgt iomf dryrationie fobnmtheprfasenttdiat orthd ecdud caétyedby

addi ng an iter{l i%enti fei %r.mien t he tr&r&sm L d item (anal ogous to the 20 DaB
in car radi osa). tI%‘y FarKi sp@g’i fi Co e 6 exanpl e correspondi ng
filters are set up on the reception part of the device. It is possible to

broadcast th&her aedersteger dhyshatiseyeratided ebpal $his aspect is
~particularly that using such a multifunction card it is

possible to combine

- the distribution of digital content over a mobile

radio network,

- the identification and authentication of the

identity of the media consumer,

- the billing for the consumption of digital

content, possibly with the interaction of a
billing server which can be accessed via the

mobile radio network, and

- the payment of <consumed and billed digital
content, in particular with the interaction of the

telecommunications service provider,

in a single application device ("appliance") in a way

which is transparent to the consumer.

Even if the present invention does not preclude the

distribution of digital content by means of the sale




These may be pieces of nusic (radio), games (ganeshow), ah.fg devi deo
trailers) etc. At a later tinme or on another channel it |s pos ?

dependi ng on o transmt them simnultaneously br oadcast | ng t
a large nurrbé‘%&qu}ﬁ?% if ~30 appropriate in the sﬁﬁé@%%é%é 15f

presentation, but this ti rre conpressed ayl encrypted over their entire

|l ength. The preset device at the consumer selects, by neans of the

filters, the desdretideimdy ofi |Pﬁ§rbﬂ8alou<§a€£'e dﬁl%_%fsed il egBrand;stores

themonaswt&blI%I%S st orage nediu \/\41: is provided for this purpose. if
the user is | eg e By rl?‘:é‘é%% %5%1&?1?% lmﬁ?rt@%nbpe%?mﬁeaﬁs of a
rights card (sm:tr@amdjg hehes cabke t @fcornsusinesdOr erathendridhar ges are

preferably 22 r ncurred o e itens are actually
used. The |te§r:rl§]%é§11% éggg%a%r élrdéad a(‘)I\[/‘I"er gwféﬁ%ﬁﬂq@N]orl%fFFFﬁﬁsathe
itens being ddidwer édpiisn t hMebihse ma@maddi@&ssms f ashistitute,

Char ge- i ncur r i it Sséoﬁe%fnsda&f‘ %%cteg%:r. ts Of5 ?Eglcmd%‘aé{:ﬁa

further aspect of the sol ution accor éjg % nvention nmay
approach in witsivaEe s e foga 9k Jéirléiqﬂ{ avibdde wisidsle aegwsaikt.abl e and

intended for transmtting person- speC|f|c data fromthe field of the
I, unption habits, to the operator

consuner, for _exanpl elating to his coq

of the portal I:_g’aefﬁa prreo‘[clé%sVﬁﬁguﬁgsgéﬁFEFLBFGlPHdP\fl dfl}ﬁlt&;nt‘%ﬁﬂt?ﬁtbvli’ﬂers
the consub@r mnigeinzgy gofint edrethousdri ghide | nated ur etabrkBi s id r agsgbssi on
of data The i | e € a|I bel.ow reference to
exenpl ary enb%)ﬁ%elecﬁglaﬁ p%)g%lf% % \%sltguénchtgjr%t LERAWRE O %QA%? WO Hat a
processi ng deviwenidesy dlﬁ*iy?h ovinefiraeeritiasrsmisisiors sEoyerxpatleanoly a
client part, hefins? SHous mep3aReMBLd Lo Vhew.8Exdi Lhefents aspecisu1 4 ng the

commerci al use of a data processing
advantageous as in thls case the consumer can carry out

15 . his consumption transactions without being tied to a
network infrastructure which is linebound and therefore
not available everywhere.

The identity or at least pseudonym of a consumer is
20 known to the telecommunications service provider who
issues the SIM card. In the case of. SIM cards which are
used on a credit basis without the need for stored
value, the telecommunications service provider must
already know at least the name and a billing address of
25 his customer for billing purposes. In the case of SIM
cards which allow credit, the telecommunications
service provider frequently has information on a
specific payment path, for example in the form of a
standing order allowing said provider to deduct amounts
30 due from a specific account.

In the case of SIM cards which are issued by the
telecommunications service provider as prepaid stored
value cards, the charges for the use of digital content
35 can be deducted from the amount of stored value managed
by the telecommunications service provider. In theory,
pseudonymous or even anonymous services are technically
possible in this context. As far as the territory of




device according to the invention, Fig. 3 shows a first f’i’?éﬂrﬁﬁg/ hghg of the
invention wth reference to a schematl c view of a data “processing device
according to the invention, Fig. 4 shows a second application of the
invention wth reference to a schematic view of a data processing device
according to the invention, 22 February 2006 WO 03/019434 PCT/ EP02/ 09511 -
39 Fig. 5 shows a fourth appllcatlon of the invention wth reference to a

schematic vi ew,of adaha pr@%?%%‘l&% deyicce @@ﬁf?&%{]ng 1'[50 ”?:%n'c@!:%@ﬁ' on, S
Fig. 6 shows a first variant of an enbodi nment of t sol ution according to

the inventi orPTRFYRAYRRERY OF n°Y$Y. 2RONYHOHS 285KERI 9LsRdls carescdrd
vari ant of art;mbﬂétmﬂksoﬁst het Sddile agcoseingg t bot BRel MegRiviaoR

i1l d in fj h hi rd nibgdi f
the sl uti or SRELTEH 1 6% n EnvERE EBRAIIERFAoRE 13T MG T, “Ffg.

shows a fourtint/@mdi@mt bbb apeembodi e ofutherised ut aohhactbidsngtoo the
inventionileréjﬁ d fig. s a f riant n
80 e tete ﬁngﬂun]l%aﬁ% | nventlt’{:)%lﬁﬁ‘/?ust twéttg%u%

enbodi nent of solution according to t in fig.
1, 25 Fig. 11d%¢1%y@u1atss1 xtievigaeirant 18f @fhehbegvmeniest Fhés JHNt Pen

according to gherdientionedidarst rededs in fig. 1, Fig. 12 to 15 show
variants of an enbodi mnent of the 30 solution according to the invention

illustrated \.Hﬂ'defégdn e.mamg 16 shows a schematic bl ock-diagram|ike

Another aspect of the solution according to the
invention may be the approach in which a specific
appliance 1is provided for distributing, billing and
paying for digital content as video on demand. This
may, for example, take the form of what is referred to
as a "set top box"™, i.e. a converter device between a
cable television network and a television set. This set
top box can also be provided with a digitization device
for adapting analog television channels, which device
detects, samples and digitizes the analog signal
representing a television frame, for example by what is

referred to as a "frame grabber" device.

Play and Order

Yet another aspect may relate to a particularly suitable
solution for ordering and playing items and can be
implemented with an independent inventive idea.
Conventionally, wvirtual items and the 1like have to be
selected and downloaded, or streamed, via the Internet.
By means of broadcasting it is possible to broadcast
specific items in real time 1in an encrypted or
. nonencrypted form at predetermined times and to make
them available to the consumer when specific conditions
are fulfilled. However, this entails considerable costs
for the content provider if films are to be supplied,

for example, on demand. As in this case one and the




|Ilustrat|on of a device according to the 35 invention f@rg g%%%gi§%$ing,
billing and paying for digital nedia content, 22 February

03/ 019434 PCT/ EPQ2/09511 Fig. 17 shows -- 40 - schematic bl ock-diagram|ike

i | lustrationt &/#H%434 of the device illustrated in fPGT/BBO2/H%5113
shows a schenatic view of a first exempl &y _ systemarchitecture of a
device according to the invention for distributing, billing and paying

for digital nesime cOiliehas 48 E?gtréﬂsﬁh?ﬁ@daa§gB%@%Fg%nFL%@@%%egyggﬁopgr
lary systemarchjtecture of a deyi ce according
grggflbuzlngyéblﬁF? hg glnﬁh?B?eHFgl%%I REdPE c5Rt eRE, #B1Ei gto20

shows a first HM@bﬂHﬂﬁfoanIBtuwerﬁg mﬂe “6@5&%&@ﬂ&@”O%fE@%tVQbMHEt?% pages
of a page- ori ated text.d men celve consuner, on the use
time |ncurred($%{u3|ng ?%t QEH' 150 % E%c%upygr& tLgrshed

rel ating t8 tﬁéﬂldﬁ§§955ﬂ@ﬁ(ﬁraﬂﬁmxm$endense @eihkemﬁéﬁfedﬂﬂwywlwheof use

of an item and $:i8, &% 908dpaki r'dheon 2pp i gb 225y 01‘?‘1f ' Eroaa fﬁ%e of a

relating to the _discussion o e dependen e of The
text document VA& vEateyiehe igonsther f@ﬁﬂtheoﬁsettﬁnéeEBCUKned in using

30 this page, dbfrevdd O WBoAnSFIeARLL é‘é@é@é aEﬁ(re)é' %’M e Of 4] es

age of age-orientated text itemis_use e consuner,
\AhQn a pag orade@' Q!:o make € e consumers familiar w1¥h as many items

10 as possible in one time period. This is in any case
already done in the case of radio transmission as the
broadcaster has to earn its - money Dby means of
advertising revenues. By means of a suitable technical
device at the consumer end it is possible to mark such

15 items by making inputs on the device if there is a
corresponding uniquely defined identifying facility,
for example by means of verbal or written information
from a presenter, or technically by adding an item
identifier in the transmitted item (analogous to the

20 DaB in car radios). By marking specific items, for
example corresponding filters. are set up on the
reception part of the device. It is possible to
broadcast the trailers over days at several intervals.
These may be pieces of music (radio), games (gameshow) ,

25 films (video trailers) etc. |

At a later time or on another channel it is possible,
depending on the items, to transmit them simultaneously

by broadcasting to a large number of consumers, if

‘30 appropriate in the same sequence of presentation, but
| this time compressed and encrypted over their entire
length. The preset device at the consumer selects, by
‘means of the filters, the desired items by filtering

. out the undesired items and stores them on a suitable

- 35 storage medium which is provided for this purpose. If
the user is legitimized by corresponding rights, for
example by means of a rights card (smartcard), he is

able to consume stored items. Charges  are preferably




35 Fig. 24 shows a second diagramrelating to the di scussip,£f 200
dependence of the volune of a page of a text docunent, received by the 22
February 2006 WO 03/019434 PCT/ EP02/ 09511 - 41 consumer, on the use tine
incurred in using this page, Fig. 25 shows a third diagramrelating to the
5 di scussion of the dependence of the voltufe of a page of a text docunent,
received by the consuner, on the .use tinme incurred in using this page,
10 Fig. 26 Sh_?‘{\@mﬁré@h©m%ﬂ cw%_eWt@lfze?t hﬁeﬂasoc@_@ attubeadi rtgsevu;.tthbe_
acquisition of_ status rights ig, shows schematic, view a_device
Bccor i ng o TR 1Rt Poh he (hedeELRaoTeE Erd  158RERG e o8 SEreAREr ¢ view
of the nanagerentitemds beangnidsdivrrefl ringhtlsi hycasansn ohnaaddredssaddul e,
20 Fig. 29 s Aoschematic view of a different way of managing and
transmitting rights by neans of a card nodule, Fig. 30 shows a flow chart
of a downl oad_operation, 25 Fig. 31 shows a di agram of various possible
ways of i ml%ﬂ?‘n@?%%r}ﬁ/e%ﬂfﬁﬁﬁmaﬁélpﬁs Sfcdpitey on efBps, PAO- FP. 32A

shows a wear alle c€ampuier With a display and operator control unit for

uni versal comunications facilities, . Fig. 32B shows a cross section
through the, wearahle 35 conputer. accordi to fig. 32A. Fig, 33 shows a
handhel d par t* a?ugbc %R,elaggﬁggi sBfay " and® Fja?%rgabco(?ﬁﬁ' 90t f 5PCuse as
a separate 22rFehrivayry 28606 be the approach in which technical

facilities are provided which are suitable and intended -
for transmittihg person-specific data from the field of
fhe consumer, for example relating to his consumption
habits, to the operator of the portal data processing
system or to individual content providers, the consumer
being granted status rights 1in return for this

transmission of data

The invention is explained in more detail below with

‘reference to exemplary embodiments:

Fig. 1 shows a schematic view of a networked data
' processing device according to the invention

with a server part and a client part,

Fig. 2 shows a schematic wview of different aspects
during the commercial use of a data processing

device according to the invention,

Fig. 3 shows a first application of the invention
with reference to a schematic view of a data

processing device according to the invention,

Fig. 4 shows a second application of the invention
with reference to a schematic wview of a data

processing .device according to the invention,




WO 03/ 019434 PCT/ EP02/ 09511 - 42 piece of equipnent (BbAehwaby Doogwser,
nmedi a pl ayer, telephone and/or renote control) or in conjunction with a
wear abl e compy | . 34 shows the use of the displ n

control part I'n cdhjunctlon with a hone station or a 3%8?é§?@32@§%§{er,
Fig. .35 shows a preferred enbodi nent of-td3we previously 10 descri bed

di stribution and paynent possibilities (referred to below.as play and 15
_pay system or PRysySt esthows &hefb@&ﬁhofa@plE@BElGnCaéﬂ aik a iSRRG akd
reader in which differe are_accessible by neans of a PP nodul e
solution, Fig. 36 shoﬁg ?%e van gﬁegxﬁf %t FEBAIS BT F8r a &aheent
provider, 20 Fig. 37 W&M@Mﬂ@@mmrdi@%mmﬁmtim,
consuner through a wide variety of possibilities of use, Fig. 38 shows the
possi bility of u5|q9 t he PP systen1|n 25 a very wide variety of playback
devi ces, é 3F M g. kawmwsat Rérgéssianianty of asi rphddimemitsysf etrhef or
online ordering and dléﬁIﬂﬂ&Bﬂ(ﬁbé%Eh ﬁ&ftbnehéomﬁvaﬂkkeﬁ ih 85149 8ROVS
"the handl i ng advant ages &f]ﬂg the PP nbdul e systemby virtue OF t he
possibility of using Jarlety of data nenories and transni ssion
paths for the encrypted content, Fig. 41 |s a general view of the

advant ages of E”.be RP SHRIE™ szgcgg r%ggr an %fV\D 03/ 1c>9c'£lli3rr£11enPtCT</:nl‘:EPgﬁ/e(39511

- 43 5
10 solution according to the invention illustrated
in fig. 1,

Fig. 8 shows a third variant of an embodiment of the

solution according to the invention illustrated
15 in fig. 1,

*Fig._9 shows a fourth variant of an embodiment of the
solution according to the invention illustrated
in fig. 1, |

20 -

Fig. 10 shows a fifth variant of an embodiment of the
solution according to the invention illustrated
in fig. 1,

25 Fig. 11 shows a sixth variant of an embodiment of the
solution according to the invention illustrated

in fig. 1,

Fig. 12 to 15 show variants of an embodiment of the

30 | solution according to the invention illustrated
in fig. 1, '
Fig. 16_shows a schematic block-diagram-like

illustration of a device according to the
35 ' invention for distributing, billing and paying
for digital media content, |




10 Fig. 42 is an exanple of an enbodinent of a PP custonerrehedi-foge a fan
card with access for a specific fan portal and a link to other PP itens

(registers a ks), Fig. 43 shows the use of

(smartcard/ P&@CI %; (ﬁ%lér%;s/stem for connecting to a corrpu?g?@agﬁéa%gsn
comuni cates, as a streamer, with differepf _ playback or display devices,
the itens being streanmed, for exanple, in a browser of-the playback

device, Fig. 4ighows shdf: streaner (RieesefiLqui pm%a{-—\ﬁ'faerahlnﬁfﬂéated
PP decoder or control /mdule and 15 smartcard reader for, infer alia, PP

authentication cards fortEreEdHy | Rt 2onsdedd pl afbadkiglevAgEECEF g.
45 shows pl ayback terrﬁi}rﬂaisst:mttédansrwg cargl 20 reader and integrated PP
decoder or control unit and player or browser,, Fig. 46 shows the
connection of the described play and pay system (PP systen) with.a display
and 25 opér at®irg corit rdlowsar & andhémaminalsienw i gf 49 shiowst aesehphatyc

i stributing. pl ayi ng Bade™ bl FrEcBaeqrel Mo 8 aSviBUeHAdite irg
content, Fi g’ 48 showshe sdmaiemtioni &arof dastmbuhengdevbnd\@megt anfl t he

arrangerrent shown in pr%lrfy £03° it A9 ntliRus Rdnihgmatic view of a
further devel opnents the arrangement shown in fig..48, 22 February 2006

WO 03/ 019434 PCT/ EP02/ 09511 - 44 Fig. 50 shows a schematic overvi ew of a
- phase nodeD f arig.nark ehions: nall tsolrgtisa %Al eSePr @AUCAS tdte ehespBasf the

arrangenents 11 ustrat %%tem. gﬁl ecESrégcﬁ? a device according to
the invention for distributing, billing and
paying for digital media content,

15 Fig. 20 shows a first diagram for discussing the
dependence of the volume of pages of a page-
orientated text document, received by the

consumer, on the use time incurred in using

this page,
20
Fig. 21 shows a curve diagram . relating to the
discussion of the dependence between the
intensity of use of an item and the assigned
price, |
25
Fig. 22 shows a first diagram relating to the
discussion of the dependence of the volume of a
page of a text document, received by the
consumer, on the use time incurred in using
30 this page,
Fig. 23 shows a schematic exemplary view of time
profiles when a page of a page-orientated text
‘ item is used by the consumer,
35

Fig. 24 shows a second diagram relating to the
discussion of the dependence of the volume of a
page of a text document, xreceived by the




Fig. 51A shows a schematic view of an exenplary operat 0F2 EbRidphodat er f ace
of a first aspect of a first substep according to the first phase of the L

phase nodel f b O 10 Fig. 51B shows a schenmatic yj
exenpl ary oryyeér)arqsi))r&bgo%‘%r ol interface of a second aspect%'ﬁ%g{’%?&??&
substep according to the first phase of gihe phase nodel fromfig. 50, 15
Fig. 51C shows a schenmatic view of an exenplary operator control interface
of a second substep ammmméng, t @nf hehéi nade phage ofnthershase nmadehg from
fig. 50, 20 Fig. 51D s cherratl c view of an exenplary operator
control interface of a |r spect of a third substep according to the
first phase of the phase nodel fromfig. 50, 25 Fig. 51E shows a schematic
vi ew of an ex tor, co [ of ec of t he
SHREA Eh&?hphaégé%f&ﬁ r{la%;g%ﬁ&‘o deac%p Eh

third substep accor In totheflrst the S fromt

50, 30 Fig® 52 shows &stdsfian of drofderenderes Q\f\ehh@quqgumamfnaentl ve

arrangenent accordi nggdayd i gsr 472 A8kor égcuﬁ@ﬁg atréggl{;g@teﬁi, PLQui der
o23A sho

end and at the nedia consuner (custoner) 35 Fig ws a
schematic view of a d&EATEBYH G of™a lﬁ%tﬁ’(ﬁ? féi‘—mﬁr obffeEsted| 40y i BELPSN of

digital content in athirstpagri,hod step, 22 February 2006 WO 03/019434
PCT/ EPO2/ 09511 - 45 Fig. 53B shows a schematic view of a device and of a

nmet hod for broadcast distribution of digital
- 10 Fig. 26 shows a schematic view of the process of

reading with the acquisition of status rights,

Fig. 27 shows a schematic view of a device according to

the invention with a card,
15

Fig. 28 shows a schematic view of the management and

transmission of rights by means of a card
module,

20 Fig. 29 shows a schematic view of a different way of
managing and transmitting rights by means of a
card module,

Fig. 30 shows a flow chart of a download operation,
25 |
Fig. 31 shows a diagram of various possible ways of
implementing the invention and its security
levels,

30 Fig. 32A shows a wearable computer with a display and
operator control unit for universal
communications facilities,

Fig. 32B shows a cross section through the wearable
35 computer according to fig. 32a, ' '

Fig. 33 shows a handheld part as a universal display
and operator control unit for use as a separate



content in a second nethod step, 5 Fig. 53C shows a schematdysuayy 2doeof a
device and of a nethod for broadcast distribution of digital Tcontent in a

third net hod 0O Fig. 53D shows a schematic vi and
of a nethod broag‘cg}st distribution of digital cont f}l?ﬁug’eq/

met hod st ep. F| g. 1 shows a schematic wview of a networked data 15

processi ng device according to the invention with a server. part 110 and a
client part 120. The gerewms et eqﬁi@m&mi t hepe| | entb padowk- ar ecgeanect ed

to one another via a Qns n vvork 13 whi ¢ desi nat ed
as a WAN (Wde Area 1\%13?% Qi&éﬁ ipl & V|ra?n} & a%%ﬁnb’@ Ptel 8h h
network, via the | SDN mmmmmtxm@ |wetaratete aromgiweter satel lite, I i nk
for exchangl ng data. The server part 110 and the client part 120 are

~typically each ass:ggned a uni que address or identifier 112, 122, for
exanpl e a Pel NS hERBIS 49 nisehe0 D5 thedr ddspdavt hendi kepekstorhe

purpose of exchangi ng daitaro1vighithe; WABbAPGnct fod. hﬁleﬂa' §nEoﬂérEt§1€90W shes

to set up alink to the server art 110 via the WAN 130, it requires
i nformation about its “Hddr ¥ESTRLLS CHIRI Ay, the server part 110
requires infor ITB.tI on about the 30 address 122 of the client part 120. The
client part 1 dto_ h | e card. modul.e 140. The car
nmodul e 140 corzrfp(?L 'S €S ?t}%q%asaf %rgk QEVTER (ﬂidtme nBﬁ?gFQ&IFi
storage ofOdata (not Z®sicrilesty at ed)daﬂﬁrmlautwnhangeamia W tpayinentl i ent
part = 120 via a dala comEBupiaakhiQRs (exkee:Laotd! hgib&aggg 1alheafdr
er,

nodul e 140 may be configured in partlcu I pcar ot her
easily transportabl e §88) gR¥SPOMFHY udtE f@'@GeWb 031019284 ﬁn@m EPE2/ 89511

_-- 46 are al so possi blpencBasi 6apAopaidi €S ShasbibREQr dcsea?d@: dinscl;Rsed.

inter alia, in Wlfga nkl Wol f gan Effin "Handbuch der
Chi pkarten [ Chi pcarg %gﬁga t r}dormatsg 9&: accesglble %y means of a
15 PP module solution,

Fig. 36 shows the advantages of the PP system for the
content provider,

20 Fig. 37 shows the advantages of the PP system for the
‘ consumer through a wide variety of
possibilities of use,

Fig. 38 shows the possibility of using the PP system in
25 a very wide variety of playback devices,

Fig. 39 shows  the possibility of using the PP system
for online  ordering and distribution and
_ -offline consumption,
30

Fig. 40 shows the handling advantages using the PP
module system by virtue of the possibility of
using a wide variety of data memories and

_ transmission paths for the encrypted content,
35 ' |

Fig. 41 is a general view of the advantages of the PP
system, ' |




‘Munich: Carl Hanser Verlag, 2nd edition 1996. The 5 di scjosdigsy8hod hi s
. publication are included by reference in the present description. A card

nodul e 140 ' used as a chipcard which is pri si des
is particulaﬁ?&qgvgﬁgﬁggd Here, for exanple one side o$&$258@%(€§%¥ﬁ may

be fornmed by a nmedia 10 content provider sasho i ssues this card to his
custoners. Wen the card is inserted with this side facing upward into a
termnal, a prifer rdd icormecttamnmlio af seh eahboMind@geodf at bbscusevinder is
set up. The other side,j r -.far. exa , _by the erator of _the
portal data 15 procesgfﬁgi e%igg%aﬁhéﬁu?%iQyéﬁdgcﬁﬁsﬁhégghr% PRECLALEr t ed
faci ng upward, a connde orPantal reyidtexr himi orta setheh eBBi nétefust his

operat or of the portal(réw&&ryﬁig&%viﬁ%}g% ’preferably made
€

avai l abl e, _: said connection permtting itens to selected 20
Independen?ly of a nedia content provider. However, on the specific side of

the media contrrt. @30WHIRs Wi RKest Wk 08Lr8i6£1 Of s'ﬁxQEt?éEﬁ/b@ﬁ&fA} s
preferably at |east % link to t2§)5|de of the operator of the portal data
processi ng devi ce so thatSYRESsdPTdoeRettHage t95 80 G@WBVER hehigRd and

turn it around but rathemwdratalsso eBange s¥veeaherpt hgitRproyi deeseand the
media content which rovi L clqi_cKki on alink hutton., 30 The -
server part 110 is a @@g E%g%'mﬁ?c%%fgﬂbei@%V?§esas§gﬁﬁe&%ﬁ Sy RSHEr ci al
provi der ¥% goods andpéreasedyi céer Temampleer iparta . btowsey bef fuohe

exanple, a conputer whbeh iy geidgeted to the tel ephone network via a
modem or ‘| SDN and which Can be dialed up for data 35 communication via a
dialed I'ine connection fromthe client part 120. In another enbodi nent,

the server paFtig.14@ Ehoms"\&rbd WhdeaWeh' geraesr 6% ?HéﬂED whigh is
ru

connected to the Internet _an i can conmuni cate 22 Fe ry 2006 WO
- 03/019434 PCT/ EP02/ 0951 eg_rag?‘c’i’”mf? h erfé"‘f‘?‘? e p&GPREYoE vmagﬁﬂ@ MRAfer t ext
PP

t ranspor t15 smartcard reader for, inter alia,
" authentication cards for streaming into
connected playback devices,

Fig. 45 shows playback terminals with a smartcard
20 reader and integrated PP decoder or control
' unit and player or browser, .

Fig. 46 shows the connection of the described play and
pay system (PP system) with a display and
25 operator control part and terminals, '

Fig. 47 shows a schematic block diagram of a further
device according to the invention for
| distributing, playing back, billing and paying

30 for digital media content,

Fig. 48 shows a schematic view of a further development
of the arrangement shown in fig. 47,

35 Fig. 49 shows a schematic view of a further development
of the arrangement shown in fig. 48,




protocol (HTTP protocol). In a further enbodi nent, the e%ﬁkaQ@&Sis
enbodi ed, for exanple, as a conputer which is connected to the Internet
and which can b5 ex electronic mail (e-mail) witht i 120
via. the si c%‘ﬁgﬁﬁ§gggnsport protocol (SMIP) and via Eﬁgfﬁé§§$Q§§i%e
Protocol (POP). The invention is not reguricted to certain types of

t el ecommuni cations networks or to specific protocols;-to this extent, the
12_ i nf (2)r mﬁti omi@‘.veﬁm IO I8 @t}gém@iwlwé@;ié“?%ﬂo;gt £se ofiodid] _U§(|§f ati on].c
.Fig. shows a schenati i.,ew of wvar.ious aspects o conmer ci use o
a data processing devﬁgg%ﬁ%ﬁﬁﬁﬁiﬁ&#ﬁi@éﬁiﬂu&ﬁ%iﬁﬁniQﬁPéa?ﬁﬁiﬁV%nté@%
interaction between thesicar dofiodulhe 148ramdgétmentcsi edtl Ipantrat2d peirrits
the end wuser (not ilkﬁ?%rigeq% @@0 is accessing the server part 110 via
the client part 120 to"Ccarry out ‘advantageous processing of transactions.
.20 Aspect>(1): On the one hand, the card nodule 140 pernits, by

i nteracting wigify {1801 iabhyepard 120nende2¥St eaLLNdepeNdaNt selip Aly the
comuni cation relationship to the server part 110, for exanple ‘ nmeans
of a system i ndependeAPSHRPECEN G Togr dadésfacer athis birgosesrert dat a,
access configurati ong @5 raeCesdhHepl QRERY VL t AR ot Rshygumyy of
‘the card nodul e 140. I i S ﬁyoids thg need for {he end user to carry out
conpl ex 30 confi gurat F6f BfeFRe™@8eesErq% £19f orlexanpl e with an Internet
access prb®%ider, with a server for electronic mail or with a server for
processing e tr@RiC iptio In_one preferred variant, the client
~part. 120 naybgé'cgg igE#g) 35Q%At%é?%%g%%ﬁd ﬁ%%ﬁle°%4OEFh §ﬁ§¥@%%@& t hat
the end user nerely RRSragopl wpntrolkatdtevfate ©f0 ai seconde adpearit part

120 in order to initigke ¢ke SetD @hparbs! QMM LAt ikoNSehlnke ,Q::a

server 22 February 2006 WO 03/019434 PCT/ EP02/ (09511
, prhase of the phase model from fig. 50,

15
' Fig. 51C shows a schematic view of an exemplary
operator control interface of a second substep
according to the first phase of the phase model
from fig. 50, '
20
Fig. 51D shows a schematic view of an exemplary
operator control interface of a first aspect of
a third substep according to the first phase of
the phase model from fig. 50,
25
~Fig. 51E shows a schematic view of an exemplary
operator control interface of a second aspect
of the third substep according to the first
phase of the phase model from fig. 50,
30
Fig. 52 shows a schematic view of sequences when using
' an inventive arrangement according to figs 47,
48 or 49, both at the content provider end and
: at the media consumer (customer) end,
35 ' '
Fig. 53A shows a schematic view of a device and of a
method for broadcast distribution of digital
content in a first method step,




- 48 part 110. Wiere it is displayed, the initiation ofy, gB3g,,56b408 of a
tel ecommuni cations link to the server part 110 can additionally be made

dependent i on of an operator control elenent,
particul ar oﬁ“ﬁ ;ﬁiigsipart 120, and/or on the |nputtPﬁE/E?°%ﬁ°?§%ﬁ1of
security information, for exanple a PINa#spect (2): The card nodul e 140

permts, by interacting with the client part 120, the end. user 10 to be
differentiated and/or identified with respect to the server part 110. Three

cases are to e di ngui shed herg; t he .one hand there be_cases in
which it is no? ec%%%a%%ogF ﬁ%tscgg@?ghﬁlglgw I d?lfeﬁﬁﬁgbé%F%b?g fo
identify the 15 end usmethgdnadime; &addradssset cdisbuibueient hef esidgivaii ous
end users who each havg sepaLaie §a£§Eo£@x%%§ﬁ &4th5e to be capabl e of

bei ng dlstanU|shed from one anothefr 'in said cases.” This may take pl ace,
on the one>hand, by means of pure 20 serialization of the card nmodul e 140,

for exanple by1§Ea®§C0%h%ﬁ@“éﬂ@%ﬂeﬂ§{18991e§eQH?' nHEQ@Eé“H#ﬁ‘OfS
witten into a nenory area, which canngt be overwitten e car

nodul e 140 and whi ch® dB8E Oﬁot‘Fép?§PadFPSFhed%%HrHEQFl%%Cé@%sﬁ#éﬂ?a&ses 25

various card nodul es ldéntéht Thfd eflentd sesdidd swpersngit is not possible
to infer the identity of the end user w thout additional |ogic |inking
information. A third variant includes a .pseudonym identification of the
end user d¥er Bigl 3P thowk 30 schehatoiul esekd®ivha clevioweerd ebea not

permit  the identity qfebiigendserolacheel nEerLefhon Lhouts additiggal

-informati-on. In the case prepal car equently
be possible to di sperfyenth in derfiourtdameshiast atwr 35 end user. |f
paynent processing by the submi ssion' of an invoice, credit card, direct

debit etc. is _provjdedq, data f or et el identifying the_e
Ff@. 1 s schemgggc view o y n%tworked data

15 processing device according to the invention with a
server part 110 and a client part 120. The server part
‘..110 and the client part 120 are connected to one
- another wvia a telecommunications network 130 which is
designated as a WAN (Wide Area Network), for example
20 via the analog telephone network, via the ISDN network,
via the Internet or via a satellite link for exchanging
data. The server part 110 and the client part 120 are
typically each assigned a unique address or identifier
112, 122, for example a telephone number, an Internet
25 address or the like, for the purpose of exchanging data
via the WAN 130. If the client part 120 wishes to set
up a link to the server part 110 wvia the WAN 130, it
requires information about its address 112. Conversely,
the server part 110 requires information about the
30 address 122 of the client part 120.

The client part 120 is designed to hold a mobile card
module 140. The card module 140 comprises at least one
storage device for the nonvolatile storage of data (not
35 illustrated)'and can exchange data with the client part'
120 via a data communications device {(not illustrated).
The card module 140 may be configured in particular as
a chipcard; however, other easily transportable designs




user will generally be necessary. A pseudonymis 22 Febryagy, oD
03/ 019434 PCT/ EP02/ 09511 - 49 always appropriate if the |ntended exchange

of performange | e carried out even without know edge of t

i dentity of Bﬁoe def‘/a&](t)?s “but taking into account the knBGﬁéﬁﬁ@zé?g%?ch 5
di fferent card nodules 140 are to be assigned to the same end user (see
also in particular aspect 7). Aspect (3): The card nodul e 140 al so

pernits, by 10aiat %mwlﬁgsmlsheth%a@ﬂce%r ﬁé£t}§%entlc<}1?§8éé£@§' Q. th

respect to the ser art 110, j.e. speclitfic aut propertles of a

card modul e 148 1\'/: PRl chdBkEd flod t héns@%o\?-&gan}garfﬁan]‘iﬂr efad abioy fignoan
cryptographic mﬁfh@@s C‘&{hrﬂcﬁnﬁﬂl ugieeh f@ﬁléﬁhﬁt@ﬂrpmpdérd S mA@ssifl-e, for

exanpl e, to stpr n a ovo |Ie area of the (not |IIustrated) of
the card rmdullg X%Zl%h s(g \? [%%_ge J§’é"-'cr £96.  The
crypt ogr aphi ¢ dkisscIvsiches s a§5| gﬁmthpabﬂiﬁ)eatfibﬁ Z(hmddmceludé@\/veb?lr, t he
cryptographic :!‘fﬁ’ A98 e gssigned.to an en

caggs it is also po(zeslnﬁetltg% ﬁrég?ﬁesengcﬁﬁof‘grglre Fgrdd{ngfl}lfl‘ ngH card
nmodul es 140 wiiktkrihaganbéen ubedi tdsmtelghigicrost whichr dsl apmm@@ an 25

th d t f av en
ShaLLhor 1 vet Ch o Sies L OTbat R e e PE T B U AETRDY 140

partie ec
permts, by i rﬂrteraé‘ﬂ%ﬁg G\Et I"Fl%%ecélilypé’ﬁtrdpamﬁylil{? fgamerr drvl oyi Befis
recurringlor amaiemqm?\tiﬁéﬂ‘lavmri/@éu@élgthﬂéoctcar?l par h%gubﬁtétorgers.
subscri ptions ecific services, to he._controlled. ec :
Furt herﬁore 6 cardem)% $e1f46n5§§t§& LR tgﬁ/lsf n?%‘g%cf?ﬁbf‘% }(‘H&’?H@
client part 12@1,tccaﬁc dtﬂmm@lspacpme&e_at&@dymammaﬁidﬁ ltas ahseheatton
suppl i ed by tlifag%er ¥er ffd ﬁlgv%@r""%&h-s%%” up. The other side is

formed, for example, by the operator of the portal data

15 ©processing device. When this side of the card is
inserted facing upward, a connection to a register
and/or a search engine of this operator of the portal
data processing device is preferably made available,

- .:said connection permitting items to be selected

20 independently of a media content provider. However, on
the specific side of the media content provider who
takes up one side of the card there is preferably at
least a link to the side of the operator of the portal
data processing device so that the user does not have

25 to remove the card and turn it around but rather can
also change over to other providers and the media
content which they provide by c¢licking on a 1link
button.

30 The server part 110 is a computer which is typically
assigned to a commercial provider of goods and/or
services. The server part 110 may be, for example, a
computer which is connected to the telephone network
via a modem or ISDN and which can be dialed up for data

35 communication via a dialed line connection from the’

| client part 120. In another embodiment, the server part
110 is a “World Wide Web” server (“WWW server”) which
is connected to the Internet and which can communicate




represent,. for exanple, software, text and/ or 22 Febr uay: g_g@y
03/019434. PCT/ EP02/ 09511 - 50 nultinedia itens. This prOV| es

effective ectlon of copyrights. Aspect The card nodul e
140 al so per %&Fndffg{/lgo‘{&g‘ nteracting with the client part%’Q%EPP?V8§5Mi ch

are supplied by the server part 110, and phich may represent, for exanple,
multinmedia itens, to be used in a way which is netered in a tined fashion.

As a result, ?wienhmh@ﬁlﬂmmaspw;et Lnlrza)feltiaé Q@lelohyﬁggrﬁéﬁ@ d;%%t g):g)rlut
calculation o [ enente see also jn _particul ar
Aspect 7). Aspe ??P% ¥ %ﬁgﬁgapﬁ %8&5&% 143 & shUpEhfT t STPRFLIMERter 486 ng
with the cliensepeer pREL pay nemtbdli dd,ansaet insnplid h the @eﬂc\tﬂpu@@&’i 110
to be processgg; o ory xa&gﬂﬁae(pé/ ér@)smt_{tl n rg%l h"gﬁ? dr“]"ﬁ‘éFz{ SSﬁmt e

digital cash. Varlous aI ternatives are
one hand, & ca@’t@Fh#ﬁ%Iélﬁqgrv\th@hmﬁslpl(m@ulr) mutdula]neonlﬂm;atngart

i ncorporate a §:p@cviac tRE0 Wi Of e PLEPR! grgh%gogst %A ?Qﬂ&fﬁf”t g

means of -a correspo g |Q9 predet erm ne ele |ch s St ore
the menory (ntt2i FREstiofttedPtdt cendresaradnd (P@P) On Theheinéretridrands the

payment may bmdeesﬁrﬁc%dproSO@eﬁE@fhf'%@”&P”t@ie&@ﬁmﬁﬂ@@aﬁbﬁ@ of an
[ ebi t necessar etalls relating

I nvoice, a credit ¢ direct
~ to the |dent|§§ an q?% p§9n§ﬁ?cﬁﬁéﬁsﬁgpt8ﬁ°&§vat%hééﬁﬂﬁteﬁﬁﬁﬁér tE‘Pedlt
card nunb&p, binfdmetdddr exsvent cabobei iy steledivel30 fde PREDPYrHBGE
|Ilustrated) S tihe garddmdul e 140. In both cases it is advantageous to
protect the authent|C|ty of the card nodul e 140 and the data elenents
stored in its nmenmory by nmeans of a digital signature which is generated.

by the 35 I egiftigmate dhxwd ng Rifduteid VRIPESE I Ve Alud hespabpye i hlnction
betmeen prepald credlt and
rcial use of a data processing device according to
. 15  the invention. The inventive interaction between the
card module 140 and the client part 120 permits the end
user {(not illustrated) who is accessing the server part
110 via the client part 120 to carry out advantageous
. Pprocessing of transactions.
.20
- Aspect (l): On the one hand, the card module 140
' permits, by interacting with the client part 120,
a system-independent setup of the communication
relationship to the server part 110, for example
25 by means of a system-independent dialing—in
' process. For this purpose, access data, access
configurations or access procedures are stored in
the memory of the card module 140. This avoids the
need for the end user to carry out complex
30 configuration of the access data, for example with
an Internet access provider, with a server for
electronic mail or with a server for processing
electronic ~subscriptions. In one preferred
_ variant, the client part. 120 may: be configured
-35 with the card module 140 in such a way that the’
' - end user merely has to plug the card module 140
into the client part 120 in order to initiate the
setup of a telecommunications link to a server




ongoing billing, there is an alternative between the ac%uib' @By files
according to the 22 February 2006 WO 03/019434 PCT/ EPO2/ 956%‘53!-&21

principle of purchasing, i.e. after a purchase price is_paid once there is
a chronol ogi @I /%&T?Irli%rﬁ ted possibility of use, and bil PYRGEPS2EB R hg to

intensity of use, preferably nmeasured 3 wigh respect to the use time or the
volume of actually used data froma file. Finally, there is a further

i ndependent al t er naddme el Wa@ie£ar g 19dg) 8514483 Whigh, 1 8YEDadioh heset i me
at which they are placed.,in circul atIO:[‘l, have al ready been 10 provided

a bee
with all the necessaly BT ¥ng®Fel até Rt and 1% d tRodEres 140
in which the billisegvest gteadt dal G eheneddst bowa D e anadet Hefdenfien t he

server part 110 to . illustrated) .of. the card dul e 140
ontil said 15 card&ng%%ggﬁgb‘(’%%‘énbgén s eedgattooﬁh ORHP LB S o ght
i ndi vi dual cases whHitthpPartgfwdae foronthe heldenti rrm:it)nl@g,t Resdy crhr e .
alternatives each I 4] I Ul gr. te i ' .1 he car
modul e and its int eér}g:l?ii%ﬂnﬁv}n:t éoﬁé%hgﬂsggggen %Ogﬁuﬁgps%ﬁqﬁ?%%%&é%%brdi ng
to the invention. ASFe&a®le i BIAe card nodul e 140 is equi pped with
sufficient storagegpead ty2)f.0r myami-d N nddigd ori @f its, referred
to as a flash nmenory, 25 fi.les which_represent, for exanple, prograns for

dat a processing sy aqtaRds WhEhmbhs Hdisht maRt beteRedrser
tenporaril@ or perrmnervéy idififeerentdadaddued/Ms aikeswitficdn parth cul ar

the technical inpl tion of ens Wi Cgi ve.30 al ready been
referred to in Aspgggg%k)% .ftg)r t:'t%r?eyezlfjvtegrrﬁaer éﬁi'o&ﬂbrea%q?ﬁss? i B of°
software, text an&Pordigtimguirhsd represenn mide i omeli hanterhearnd may e

distributed by thepger¥ggeparin 1ifhiich LPPrP¥edior necessary or not
desirable or legally unacceptable to identify the

15 end user by name, address etc., but nevertheless

various end users who each have separate card
modules i40 are to be capable of  being

distinguished from one another in said cases. This

may take place, on the one hand, by means of pure

20 serialization of the card module 140, for example
by means of a uniquely defined. serial number which

is written into a memory area, which cannot be
overwritten,_ of the card module 140 and which does

not repeat; if the end user successively uses

25 various card modules 140 with different serial
numbers, it is not possible to infer the identity

of the end user without additional logic 1linking
information. A third variant includes a pseudonym
identification of the end user over a plurality of

30 card modules 140 which, however, does not permit
the identity of the end user to be inferred

without additional information. In the case of

prepaid card modules 140, it will frequently be

_ possible to dispense with identification of the
35 end user. If payment processing by the submission
of an invoice, credit card, direct debit etc. isg
provided, data for completely identifying the end

user will generally be necessary. A pseudonym is



35 Aspect (9): Finally, the card nodul e 140 can be use ting
with the client part 120, to 22 February 2006 WO 03/019%4@%81#%2%@09511
52 enabl e or_di sabl %oem fic functionalities by the server part 110 in a
tel ematic fadil #7944 %ata processi ng device accordi ngPEB/ERS2{9%%ht i on,

it is not necessary to inplenment all the aspects simultaneously. The
exenpl ary enbodi nents and their variants which are described bel ow nake

use, to a certain eaq‘@ﬁrs (gpﬁ&ggﬂe&@gl G £Cr ggog{ﬁ? ée%%h%gl%%nsggh as,

for exanple, asymetrjcal cryptography and digita srgnatur
i ntroduction to appgf¥ W%?%grlagphﬁocaﬁebecé‘l%h@d fort evampl withautBruce

Schnei er: "Applied Giywpt edgaphy’ , thélew_d(éﬁikltﬁomf WeheY éh®onsed Neue 1994
The 15 di scl osures of Ihl S do unent are incor ted_ by reference in the

present description:® BhBus 38t abh | c OB’rJreSIHet he?$ nvERiFBn by

means of a5scherratrq1:1f/f®veruf aadat mo;indreessnmg deyi ee H @@@Ighéw te the
a client part

invention. As alre tr

connected via a Mﬁ%og%ﬂé 8 servéeerr Lc—? 1TEJSOTH‘é1 Fie CLb]aaﬁ iﬁ@eFE
provided with a di®play device 125 vvhr ch is illustrated only
schematically. The card nodule 140 which is held by the 25 client part
identifies aspecrfrc end user o] illustrated) to whomthe card nodul e
140 is assigned pérR5TH %@enﬁaﬁé Fod s eldOnpdsol pegariticully, an

itemof igdentity i rj.frmmdﬁirmng wihCch cgie be  dirjaqpsm ttﬁgr‘i:o thepgerver
part 110 via the WAN :heﬂtrs 30 storeg in the card nodul e 140.- The identity
information 141 n&y BEHdFATSHal FyTRecIRFRETh £ udhGrmmPETYEEhi RAET on

pages of the clientllfartiieo, s’};mmdidanphathgnﬂﬁamsy drapdhtiNe«y bBY ngans of
bi ometric identity davice o ] rated). In addrtrontothe
dé&tde%bﬁule Qv éalg ﬁi&%%qug l%én E%&b

card 35 npdul e 140, there nmy be ot her car
part. Pre erably known cryptographic methods can

15 be used for this purpose. It is possible, for
example, to store in a nonvolatile area of the
memory (not illustrated) of the card module 140 -
said area being tamper-proof - a secret
cryptographic key which is assigned to a specific

20 end user. However, the cryptographic key does not
need to be assigned to an end user in all cases;
it is also possible to use these technologies to
distinguish card modules 140 which have been
legitimately placed in circulation by an

- 25 authorized manufacturer from card modﬁles ‘which
have been simulated by unauthorized third parties.

- Aspect (4): In addition, the card module 140
permits, by interacting with the client part 120,
30 | chronologically recurring transactions with the
server part 110, in particular subscriptions for

specific services, to be controlled.

- Aspect _(5): Furthermore, the card module 140
35 permits, by interacting with the client part 120,
- card-module-specific decryption of files which are
supplied by the server part 110 and which can
represent, for example, software, text and/or




140c which are each assigned to the identities SN1, SNZ&%?E%@?? t he
card nodul e 140 which is associated wth the identity s repl aced

with one of t ry 2006 WO 03/019434 PCT/ EPO2/ 0 ot her
card nodul es vﬁﬁ/{%flmc the respective assigned ?‘g%}ﬁ:?%/ggs“
information SN1, SN2 and SN3 can be transqitted to the server part 110.

The first application of the invention which is illustrated in 5 fig. 3 1is
si gni fi cant partucuh@ntmal@n agkhag suhj;ect pfosut&goe gapablkeqat ;L,gast of
bei ng di stingui shed f@@? le in its property as contractual partner
with respect to the® ‘?teici*@m%ro%l%‘é‘?ﬁf’élql'd:%e capabl e of being

identified directly or by means of a 10 pseudonym Fi g. 4 sh](c)ws S second
application of_t he by, ... mean e view of, a

processi ng devi ce a cor d| gg)toﬂ?ﬁe |aﬁ§£rﬂl?%lh eAgEQI PeEFy FHITF at H in 15
fig. 1, a &lient pamtactingonheot Etietarla.efer wrtpalzolglﬂﬂm%::s ﬁwhl&ﬁN 130.
The client part 12 t ch.is
illustrated only %iénﬁ%%?@ lﬂ%’h‘gh%‘:a?%£ d?#a9§4%£§ d ?dm%%’ t he
client part can i dé?ﬁﬁlfﬁjﬁ%lfsrpeépﬁ cexamptact il tigedieal aitmhl FoAbBe141,

in particular by maafsg ofn a W%F agef &x nl@%e@@%@delﬁ@nﬁlggé&' gaLgiaghi onship

including in the present ex e the reqgular su scription) of a
digital nultinedi a%bsr oBuci®SY4t additsIHAEL héngﬁﬁﬁt%%‘lf:ﬂléel r other card

- nodul es 250140a, 1AGds-tlide dedpesidenrte ea@buaaewﬁed:ﬁ 0cb!@9rle@r&tsr a@zfufwalth

rel ati onshi ps AbA, 41la, 1 1c exi s e

card nodul e 140 V\hﬂéﬁ%@ﬁ zing“els%ocel(d;t (?ewat Ci HE é’&ﬁ)trl E’Iegttl EMShI p 141

is replaced with one of the other card nodul es 140a, 140b 30 1400, t he

respective assi gneg LR aps palmﬂgl éhkﬁ”%dﬁle’ f rrg&bgngjet c’ and
[ ve on

141c can be transmtted to K the server part e res act ual
interacting with the cllent part payment
15 transactions with the server part 110 to be

processed, for example by transmitting credit card
nunbers or digital cash. Various alternatives are
to be distinguished here: on the one hand, a card
module 140 which is placed in circulation may
20 incorporate a specific amount of prepaid credit
which is represented by means .of a corresponding,
predetermined data element which is stored in the
memory (not illustrated) of the card module. On
the other hand, the payment may be made in a
25 person-specific fashion by the submission of an
invoice, a credit card or a direct debit, the
necessary details relating to the identity and the
payment transaction data (account number, credit
card number, billing address etc.} being stored in
30 the memory (not illustrated) of the card module
140. In both cases it is advantageous to protect
the authenticity of the card module 140 and the
data elements stored in its memory by means of a
digital signature which is generated by the
35 : -legitimate dissuing office. Irrespective of the
above distinction between prepaid credit and
ongoing billing, there is an alternative between
the acquisition of files according to the




rel ationship information 141, 141a, 141b, 14lc is a chayaekgldsbbs
vari abl e which controls an automated 35 sel ection process wth tespect to

the file (no [ strated) which is to be transmtted fromthe server
part 110 to b’f%dé}ibérﬁ4aaﬁart 120 and represents a 22 FeerS‘WEE%éO’Wﬁl

03/ 019434 PCT/EPO02/09511 - 54 nultinedia representation, as well as with
respect to the transmssion tine. Fig. shows a fourth application of the
“invention by 5 nmeags:efigischematy s a;data cessin '
according to the i%ﬁ%ti%ﬁ. As al ?eaﬁaﬁ%r%g’trét ed i%ﬁe‘%@g.é 1%“%%§a%%nt
part 120 is connect®drt® aSePfdld porce 1tbeypa &5 WAN I¥gorrHewdeddy par't

120 is provided W tinl fntlts@! aypsleyise1 12p Wheeh issd | | usddept edhianlingl0
schematically. The card carl)dul e 140 which 1s_held by the client part
identifies, in part?TUPEF S EPetPFFRSIEYEr 98 U55rt PYRS SHFOLY MgRsHeed

assi gned, ffor exanpretht resprecassboi atlesl speci €iteseyvi eaeprayiwes SRr4. In
.additiron to the car here be pther 15 card ul es ,140a,
140b,  140c whi ch aréejc{e{gc }gsélétg%eﬁa%ﬁo f{{ﬁ%‘ saerglrjg%‘ p&b{}?g?‘g"sn%g?f? $Br2 and
SPr3 (14la, 141b, a4Xyyrther t Hedemehdmdul eli4fmaticte | beaseen atetdd with
the SCrvice provi dafoddiod o1 {6PhAGE, Welan00g dfn ot fer fard TRdYl oo

140a, 140b, 140c, the respect]ve, 20 assi _service provider Informtion
141a, 141b and 14RECarPtFed ank®i t Féacubdathenser havepapliready Theen

r ﬁspect i veoservi CE_g}j'cT}Miid&i_[ hﬂﬁc@l_r naunon%ﬂgl,néede]s%aryl4%,g,ll;ﬂ§arg§aeed

characteristic varighle whic rings, aboyt in particular an automatic

sel ecti on process V&f‘at% Zgﬂ?‘@?’ﬂg'ﬁt E’g’cgl t figr aﬁ?dﬂlﬁﬁ%‘sn}‘ggi R piritret Eh8 from

the client part 126 drndhatelatteniradatai erileinahizan snfe ancat araaxeahanga

bet ween the client a er rt 10.is de possible. 30 Fig.
Yt ]t?x% %%r%%r&y n’gr?t% 13.%) to g?‘ﬁong‘%‘%?’di rgao

6 shows a first variant of an enbodi of "the “sol o the
i nvention which is ililusigataddd PE filge Tamks apdeiddy 140 usmtdtledsand

15 card modules 140 have been issued to the end user.
The eight individual cases which originate from
the combination of these three alternatives each
condition a particular technical embodiment of the
card module and its interaction within the scope

20 of the solution according to the invention.

- Aspect (8): If the card module 140 is equipped
with sufficient storage capacity, for example in
the form of what is referred to as a flash memory,

25 files which represent, for example, prograrris for
data processing systems, texts or multimedia items
can be stored temporarily or permanently in the
card module. As a result, in particular the
technical implementation of systems which have

- 30 already been referred to in Aspect (4) for the
. automated periodic acquisition of software, text
and/or files which represent multimedia items and
are distributed by the server part 110 is

‘ improved.
35 | -
- Aspect (9): Finally, the card module 140 can be
-used, by interacting with the client part 120, to




fig. 1, a Client part 120 which is designed to hold a 99ﬁ%bﬁﬂ§fb@)l4o IS
connected to a server part 110 via a 35 WAN 130. The client part 120 is

rovi ded wit device 125 which is illustrated_gn
EchenatlcaH{%éiégéyié?%ﬁuw shows a sol ution in which thgcgfﬁgﬂglﬁ%ﬁ%l 120
which is designed to hold a card nodule 140 and the 22 February 2006 WO
03/ 019434 PCT/ EP02/ 09511 - 55 display device 125 form a piece of equi pnent

which is essentialbyzenbodiedmeehaniaald v AR Pl&EE %ﬁéigg JByohges a

second variant of an enbodi nent of utron accor _
i nvention which is FFIUSE rRR%ed 4¥pf4%)a]ﬁe#@mQﬂ¥QmﬁBBh4¢m5trated in fig.
1, aclient part 120 which is designed to hold a card nodule 140 is

i ded. Th I n art 120 is nnect ed vi a data conmmuni cati ons
vl bo 123 1o 518 4 88! hyofeet bao 9EV SR CHcteRafna ot Patha RVAE N,

schemat i cabBl y bmd:mhlahﬁ1snamummm@ﬁ tt® a isgrl\egienpar 81111@nhei aagp¥ANs130.

Fig. 7 thus s in which the client part 120 which is
designed to h%%’ a cafﬂiﬁggule 140, on. the one hand, and the display 15

device 125 which is connected to the WAN 130, on the other, each
| ndependent | y 104 ToReh £62y ObnBOMLRABEEL U U3, é%’%ﬂ&!'%h eakodled i n

one piece in nechanical _terns e exchange ween t efFent
partp120 and tHRF GGy bsdew 12‘5k8e|‘#®ecar¢q> ed 2@er¢l¢t111byEPF§an§. VWEefree

~and " part Loul aspdayi £iid |diStgtasptph i fuasiad gy éﬁcﬁf§%daf§rC@£HMﬂiéat'O”S

hods, i neans o radi o
devi ce 123 WI rEbOL{:rdlcda Vi %%f;p gggap jty' Oanci dr}.gltal s:a.gnatu%/res An

introduction to applied cryptography can be found, for
example, in: Bruce Schneier: ™Applied Cryptography”,
New York: thn Wiley & Sons, Inc., 1994. The

15 disclosures of this document are incorporated by
reference in the present description.

Fig. 3 shows a first application of the invention by
means of a schematic view of a data processing device

20 according to the invention. As already illustrated in
fig. 1, a client part 120 is connected via a WAN 130 to

a server part 110. The client part 120 is provided with

a display device 125 which is illustrated only
schematically. The card module 140 which is held by the
25 client part identifies a specific end wuser (not
illustrated) to whom the card module 140 is assigned
personally or by means of a pseudonym. In particular,

an item of identity information 141, which can be
transmitted to the server part 110 via the WAN 130, is

30 stored in the card module 140. The identity information
141 may be additionally secured in a custbmary fashion

on pages of the client part 120, for example by means

of a PIN or by means of biometric identity detection

. devices (not illustrated). In addition to the card
35 module 140, the:;e may be other card modules 140a, 140b,
: 140c which are each asgigned to the identities SN1, SN2
- and SN3. If the card module 140 which is associated
with the identity SN4 141 is replaced with one of the




exanpl e data transm ssion cable (not (not illustrated) g */uaﬁ;]%c?( not
illustrated), are 25 possible as technical inplenentati ons 0 at
comuni cations device. Fig. 8 shows a third variant of an enbodi nent of t he
sol uti on accdiG¥ HF434e invention which is 30 illustraREB/EROZ{QPSHL As
already illustrated in fig. 1, a client rt 120 which is designed to hold
a card nodule 140 and which is connected to a server part 110 via a WAN

130 i s providegthdhe déirldenﬁloaﬁﬂéslzﬂldé q_qr@@)ect @QO(‘!' a &%aﬁ_‘éspectlve
communi cati ons_devi ce 1zgeto a 35 display device Is Tllustrated

only schemati®aF19°eEi §9eBtihys lé‘f#@\ﬁlaé}l%ll Wt on $Tﬁ2wﬁP€1h SNheCaRi BAt part

120 which is die]saxgcmﬂttt@dholtd a les d sepgeke Iddr-anding  conmnact e@ﬂ:@tt he
WAN 130, on th e 22. Febr 2006 VWO 03/ 01 43 PCT/ EPO2/ 09511 -
.hand, and the atl Pevi e }?% 1B¥eRH&°8t 1 acf ¥ ‘Fﬁ‘?’??tieﬁierréﬁl ves a

devi ce whi 6h |§1®ss%ni$ a$ign1énd:mnit eplarmmm]aaplgcefl annechangcalibfeets, the
exchange of dgtag Eetﬁ@egaﬁglsl%he%nt ard gjgob% %P'th&ghfe\ﬁ y}ieéga%%\ﬂlg?ree

bei ng carried out %%maans conmuni cati ons
and wi rebound SHHEW slﬁndtﬁem’m’.@rhm Par & cuirdragrusEansaginer duiah

transm ssion Gatdfedioled | kust radedd, Pasadip 3)0( not,, i4justrated), of

infrared, for exa Ie IrDA (not 210 il lustrate are OSSIb|e as tec n| cal
i npl enent at i orfEPHLE hat dREANGorhFRitd filiesh RS ek ‘Fng byg megas @f faurth
vari ant ofioan myeaatbment of the solution according to the invention which
Is 15 illustrated in fig. 1. As already illustrated in fig. 1, a client

part 120 which is designed to hold at |east one card nodul e 140 and which
i s connected tRica 4seslews partsetbhdvisprl Watil30 of pheviidadckntdivmddytion

to the client pans 120 Lhe@ehstd I SRhAYofeY Wt Irocessing device
' according to the invention. As already illustrated in
15 fig. 1, a client part 120 is connected to a server part
110 via a WAN 130. The client part 120 is provided with

a display device 125 which is illustrated only
schematically. The card module 140 which is held by the
client part can identify a specific contractual

20 ‘relationship AbD 141, in particular by means of a
" predetermined data element, said relationship including

in the present example the regular supply
(subscription) of a digital multimedia product. In
addition to the card module 140, other card modules

25 1l40a, 140b, 140c which are each assigned to the
contractual relationships AbA, AbB and AbC (14la, 141b,
14lc) may also exist. If the card module 140 which is
associated with the contractual relationship 141 is
replaced with one of the other card modules 140a, 140b,

30 140c¢, the respective assigned contractual relationship
information 14la, 141b and 1l41lc can be transmitted to

the server part 110. The respective contractual
relationship information 141, 14la, 141b, 14lc is a

- characteristic variable which controls an automated
35 =selection process with respect to the file (not’
illustrated) which is to be transmitted from the server
part 110 to the client part 120 and represents a




20 which is illustrated only schematically and which is 8§ shgyned to
hol d at | east one card nodule 140. Fig. 9 thus shows a soluﬂF%ﬁ I'n which

the client part _..120 ich is designed to hold a card nodule 140 and is
connect ed tc)WQNgazé%g ~on the one hand, and the 25 di%pF&F&A(t21425,

on the other, each formin thenselves a 4epe of equi pnment which can be
- enbodi ed essentially in one piece in nechanical terns, the exchange of

data betveen the)elhealspachriadnradithe i spley par twij%ﬁeﬂg%}?%c%g%i ed

. out by reinserting the 30 car pdul e 14 or exanpl e, ul e 140
can be hel d i RREhETRPFBRESHRRtEA®D- in order to store data which is
. supplied by the server part 110. After the respective data has been stored

in the card nmogul e 140 this data can be, presented in a sensorij al
perceptibl e 35 19t b§h93?n§br€??EFWh8P8iFBa aa|é% lh?t%%N%W%b@%y%Y
devi ce. Comvermsedysi bfi & adctoenunsisd bl Eetr0 o$t 6r edatfrpreudspl g datdce

relating to or L ng. processes in the .card. nodul e 140..if it has_been held
by the displayggééfgﬁ@%agg %%5% V&Y%@Fb%@ﬂSﬁsPé#fE56§70@%%&St¥a%9d d8vi ce
125. After theftgrdlnndu¢biaﬂ© bast bé2h isecoseeteddi hboat bergkireparpart
140, this ordefingyala yaani96. fedet 81508 SBRYLT 1PBY Lol 100k Aeling; YN 130

5 Fig. 10 shows a f variant of an e . i _ sol ution.
accordi ng to the FAFBARYON SAVIiEE i s125 | | wBicht eds n #1iustraredal pridy

il lustrated i ngchéatilcaBl £l iBd QFd R38N thoighiesi gvede1Q Bol gna card
nmodul e 140 is g ovided. The clienf_part 120 is 10, connected via a, data
conmmuni cat i ons® tEF e BP8 t ot enBﬁ%ﬁ?%y dENi cRAASECWREL i@ i PPESLfafed

only schematiseitver apairt s1tOnwhdthdmay des arseeiigreal,t Hdd ekanpae)r?ABb130.
L ol 10 078,50l onbloNBLEN Uil ol RAlderl2tl e o
devi ce 125 whiadditiorwohpedihal cardhanafaN € 30400n tthwreothay, eachthermin
thensel vessa pifce Rbagoss PARDE, Wi i s1e68eRhiah! ¥re each assigned
to the service providers SPrl, SPr2 and SPr3 (141la,
14lb, 141c). If the card module 140 which is associated
with the service provider 141 is replaced with one of
the other card modules 140a, 140b, 140c, the respective
20 assigned 'service' provider information l14la, 141b and
141c can be transmitted to the server part 110. The
respective service provider information 141, 14la,
141b, 141c is a characteristic variable which brings
about in particular an automatic selection process with
25 respect to the data transmission parameters frem the
client part 120 so that automatic initiation of a data
exchange between the client part 120 and server part
110 is made possible.

30 Pig. 6 shows a first variant of an embodiment of the
solution according to the invention which is
illustrated in fig. 1. BAs already illustrated in
fig. 1, a client part 120 which is designed to hold a

. card module 140 is connected to a server part 110 via a
-35  WAN 130. The-client‘part 120 is provided with a display
' device 125 which is dillustrated only schematically.
Fig. 6 thus shows a solution in which the client part

120 which is designed to hold a card module 140 and the




enbodi ed in one piece in nechanical terms, the exchange >0fcHead-3 206 ween
the client part 120 and the display 20 part 125 being carried out by neans

of the data | j ons device 123. Wrefree and w rebound ticul ar
by neans of ﬁ%ﬁ%#gt ed), by radio infrared, for _e?gﬁgfﬂ@”g@é%ﬁ e as
technical conmuni cations device. devi cessgnd nethods, in data .

transm ssion cable (not (not illustrated) or by |1rDA (not . illustrated),
are inpl enent di Ephsyotdevhieeddt2n Sf)oiﬁineac:pdi@He p?f'te%‘r'agpl\tﬂ@hgpmicg 'rj;_gdm o
illustrated ingkl i | d hol. nultiplicity of car

140a- 140e whi g%éggﬁigjé%%eglﬁlﬁég%gi Iﬁl%??gﬁécgﬁaycbﬂtgﬁ? pJr%‘a‘épendent ly of
one anot her conmmuni cations processes Wwth the server part 110 by neans of

dul gigb [ a [ I S, S : ai rd'
odul 65 1408 1405, ang ehrok: ca e addr seta ok e RhER AN g Tog  £B
anot her, from f"ﬁgwbb‘i"ﬁt ACRENRY thHe sefher paventiion dumtigh  is

comuni cat i onsillassesté@nsia2 Faly.uary %%@61%()@;%%?9lgégiugg}égtgﬁlz/eggflén'e
of the card molit bsl 1400 ISR bt kAL EBmin RS el sbet BRLGhRCh | <
illustrated i ncafd gmodiule. elda dar Ok’f@dt'ﬂfio\&hm?ﬁ%ﬂireﬁﬂg’aﬁ?d”iﬁ gis;ﬂ My
'?zr% g??[lg Lgé?/%%)%% %18 {/%rg(aatachag %%ﬁ‘f&%b?a#éaﬁ?arﬁe%ﬁﬁ éggnc’?ﬁ oftousl y
with respéft deSRIEF at cleWwotr roll2%&cti ol t lie usddlub@rEhedpar bhlyl ar
feature of theseHdmngenEnt, i bhastaadied ;d ”céahﬂec«]%Qd' 2o YPALL SR wih the
arrangerment |£1I0us'%rligt ea(.j' IWr}]'sl\If I1%'0 .7 %ggl.nTpaé’ﬁd;uS%I’owts ea 1Colutiaotn ain
which the client part 120 which is designed to hold a
card module 140, on the one hand, and the display
15 device 125 which is connected to the WAN 130, on the
other, each independently form a piece of equipment
which is essentially embodied in one piece in
mechanical terms, the exchange of data between the
client part 120 and the display part 125 being carried
20 out by means of the data commﬁnications device 123,
‘Wirefree and wirebound devices. and methods, in
particular by means of a data transmission cable (not
illustrated), by radio (rot illustrated) or by
infrared, for example IrDA (not illustrated), are
25 possible as technical implementations of the data

communications device.

Fig. 8 shows a third variant of an embodiment of the
solution according to the invention which is

30 | illustrated in fig. 1. As already illustrated in
fig. 1, a client part 120 which is designed to hold a
card module 140 and which is connected to a server part

110 via a WAN 130 is provided. The client part 120 is

- connected via a data communications device 123 to a
35 display device 125 which is illustrated only
- schematically. Fig. 8 thus shows a solution in which
the client part 120 which is designed to hold a card
module 140 and is connected to the WAN 130, on the one




master card nmodul e 140 is provided with which the display. %’3&6@9500"625 can
identify and authenticate itself 15 in a particular way Wt th spect to the
client part 120 and the other card nodul es 140a-140e inserted in it. For
exanmpl e, the WRStBOEHI nodul e 140 can be inserted int8CA/BPERYBP5BEOK
which is used as a display device 125._Tgg digital book is then configured
by the master 20 card nodule 140 in such a way that, wth respect to the

client part anHahbe faHd hehec@idprogul®s,l40ai240e o NnsgEt @dnich i teach
specific privil transactions, .for exanp e 't he

d o er r contro
enabling or di Pl %Sjteﬁ? gl"?ént aalfEVisE f gFishhpli%es ?ﬁﬁefrh"e‘-age]ﬂ{/er
part 110 25 oremhedpedf cnnnnneepdfecer der nf&g:mmmotﬂm& WiHe dagpacdeto
t he server par a rrled t usi ng at ,
comuni cat i onsgge\]ﬁécteaclggg‘%ﬁo | sggu %sepa]f eiggt anﬁ‘hﬁl C %pg]ﬁ“(/i a
the data commBaktat1dhs Hevnge qaﬁrledpr@ﬁ’eralbjry peanectell Athagaiatst
t appi ng and mebﬁmhﬁ&eaeleﬁsm%%ﬁfe Stusab' ewlkﬁfi?ee' 0%@ v&ﬁegg%&déf‘“ ar

crypt ographi ¢ technol ogi es. shows a sixth varian ment
of the sol ut.éﬁvae%r&mgmeeﬁl’fcr@a nienPpshiGhilen by 3seans ugfr at ethtien fig.

1. As already tthtsiisbedni rbaElQ thotd ghna@ttra%retdﬁZObe&aié desdgned
ich is connected to a server g)art 110 vi a .

to hold a card dule, 1
a WAN 130 i s piL ﬁ*éﬁat‘?‘ﬁg c‘?‘r’e Y pdPEres6 s S9TFeBEFEPYE 2006PM0 391t019434
PCT/ EP02/ Q9b11il1usOratedheched pbasibilat ascamuiiniesili Gt ldewdmatidhd 0 a
di spl ay device, # @,‘g\héggai 8 %ij%égi o) e\yl?schemat ically. Fig. 10 also

I C | en .

t hus shows a soO Fon 1N’ T°120 which is desi gned to
hold at 5 | east one card nodul e 140, on the one hand, and the display

devi ce 125 whigliyi so CaRBRS! @ £utdie YA 130, ofOf}ﬁ n%&%ﬁ gagl figfmin
t hensel ves a pi ece of equi pnent, whi ch IS essentia ed in one pi ece
in mechani cal S?%‘F?r’sonthea&%%‘rfg% oftQat £h5et \/\é‘équH@-OEO clWhesth parits 120

and the dilSpl ajipastrd@edbeing gderied As already illustrated in
fig. 1, a client part 120 which is designed to hold at
least one card module 140 and which is connected to a
server part 110 via a WAN 130 is provided. In addition

. to the client part 120 there is a display device 125
20 which is illustrated only schematically and which is
aiso designed to hold at least 6ne card module 140,
Fig. 9 thus shows a solution in which the client part

120 which is designed to hold a card module 140 and is
connected to the WAN 130, on the one hand, and the

25 display device 125, on the other, each form in
themselves a piece of equipment which can be embodied
essentially in one piece in mechanical terms, the
exchange of data between the client part 120 and the
display part 125 being carried out by reinserting the

30 card module 140. For example, the card module 140 can
be held in the client part 140 in order to store data
which is supplied by the server part 110. After the
respective data has been stored in the card module 140,

. this data can be presented in a sensorially perceptible
35 form by reinserting the card module into the display’
device. Conversely it is also possible to store, for
example, data relating to ordering processes in the
card module 140 if it has been held by the display




out by means of the data communi cations device 123. The | feature
of "the arrangenent illustrated in fig. 11 with respect Zgg%%)ﬁjﬁi%%ngenent '

illustrated in f.’iia{gf 7 is in particular the fact that the client gart 15
120 i s desi gf€H 03P1A%3 in the case illustrated in figPCTOEPRR/BdPHLa

plurality of card nodul es 140a-140e whi oy, by nmeans of the card nodul e
data (not ~illustrated) which is stored on them can each _respectively
“initiate and cdatied cORBUNI aGtkens tA@ transACiRAsl M thid henssr veeepart

110 i ndepende f... one. anot her d ich can, be addressed independently
" of one anot hg:%%%ﬁ%% elrg%? nt %fggjr%%o?afﬁegégrvgﬂlﬁaPFgeﬂB? 8Ffng.
conmuni cat i onscan drsated dns e cfearexr pattt i HiGedriky e veer VX0 part 110.

For exanple, at |east 25 one of the card nodul es 140a- 140e nay act as a

conponent of a system (illustrated in fig. 4), i.e. a card nodule or a
plurality 8f Jdakd ridtuskewsepydifdhn vampany 66r agi ginkadiment nefli ahe

products whi chs@ine:isppld&bIR Y 0i td] foym by jhensebyer pagkyl10,yia the
30 WAN 130, re,gluﬁlt arly but asynchronously wth respect to operator control
transactions of ‘-}fé:]%/?sreﬁ'é Wt hEiGar fant &8 | wskneadd i hlL¥vgtrateditiproves

par g i C”La[ ly .ﬂ\g&ntla,QGQUﬁliéntﬁbb@EEﬂgzd heh Sk eﬂf-;l pRkY g32dl 3R '|31§o?dfia)r(]edv\AN-

card nodul e statipon | i.s, connected ., essentj a .continuously to,the

130 -and can thclfsré)ain%&‘}gei miY atd & Oé”cdg?‘ffmn?%ﬁt i%ﬁ%n@%ﬁ’fi drftd wiEh

respect t&0t hewaradredarial®0, dahd faonrheninmste aen A2vielr U2y 2006aW0

03/ 019434 PCT/d?Esgﬁ{Sag/?Mﬁev@:e" gggel v%hcﬁjgha cggnumi?%&lsgga% nsagrt1 ons
hema ’

initiated by ver. part 11 asynchronousl'y w réspect to U
transactions &€ tiserllve e iifs panpaindtaeyiservap it ehbddvea as a

mobi | e devi ce aviah 13®. USEE. £@r EhAS HhdWsS LEESPRLS¥AN 1wl g, i spgot
pr esent at t%ﬁ.ile% at;:!acn):'rt]:l '12%Otwr1]1ivc\::nht r}.sr eggseicg}nédo éohehgfé Iaii néazlrtlllrlnjgélrlﬁte ed in
fig. 10 :
15 140, on the one hand, and the display device 125 which
is connected to the WAN 130, on the other, each form in
themselves a piece of equipment which is essentially
embodied in one piece in mechanical terms, the exchange
. of data betweén the client part 120 and the display
20 part 125 being carried out by means of the data

communications device 123.

Wirefree and wirebound devices and .methods, in
particular by means of a data transmission cable (not

25 illustrated), by radio (not illustrated) or by
- infrared, for example IrDA (not illustrated), are
rossible as technical implementations of the data
communications device.

30 The client part 120 which is illustrated in fig. 10 is
designed to hold a multiplicity of card modules 140a-
140e which can respectively initiate and control
independently of one another communications processes

_ with the server part 110 by means of the card module

35 data (not 'illustrated) which is stored on said card’
modules 140a-140e, and which can be addressed
independently of one another, from the point of view of
the _s'erver pai't 110,_ during communications transactions




and with respect to the variant illustrated in fig. 11, 2(]% }']‘ gy ove to
be advant ageous to enbody the display device 125 to hoI at east one card

nodul e 140 sq that the node of use illustrated in -fig. can be used by
reinserting &#THY Wothd%e. 15 Wile the client part 120 P§Td€§p§|ﬁ%%l5%fb hol d
at least. one card nodule 140 in the variggnts illustrated in figs 6 to 11,

figures 12 and 13 each show a variant in which a client part 120 is used

Wi thout a sepastel¢h caisle M Eat&ig. bit3 §H@V\Bsér§éfenﬁaﬁﬁrtliao whabeh is
20 desi gned to, hoI 2 co ete dlsg evi ce device 125

pl a

being in turn ¢ fed o ec'ﬁ‘%lt ™ I%ﬁs? BnE>E rﬂo%aﬁFegiﬁe gamay
communi cat i on acatkess pl aompbetneen ft hae sﬁ_,&rtsarr yiairdh 119 abntueprdts@duhe 140
in a method in:mhich the _excha nge passed 25 ¢t i spl ay
devi ce 125 by e ns41of r}st t abl e Idc} ec ron| S ARasti ez S ]Adﬁarr%ngWSu??Sl s not
absol ut el y> netissards faormemery| f@ntdpaltallmulblrbedd@spgoédcts whotd a
conpl et e di splay dge,%? 25, ETale T e i part

€ s n #¥§f§§f g%¥ gﬁ%a%Q§% af@ 1fb & _

120, on the one h and 30 t di splay d 'S prepared so as
to hold at |dhe Wb L3604 Feeulerinobusn atswc&nmmouahy with resoepte,

al so be inpl erenthraasod |ddddraat eddibnd 0 tha uRereans of a data
communi cati ons device 123. Wrefree and w rebound devi ces nethods, in

particul ar 35 by nmeans of data transm ssion cables (not illustrated), by
radi o (nol0il st reeedicelaby featuaredf f eheexamirgreren®A {DDhstrated
illustrated), e si ble technical._ inplementations for the data
“conmuni cat i onsl%(r:lev?gg 39 ruaryr}(i}%)a(ﬁ')“‘sﬂ%1 03)”5% 434Lg | EPOOMOERSIT . 61
Fi gures 14 and ﬂ@%ﬁé\ﬁeﬂjrﬁmeﬁlg/aﬂ abt siof pantienbedi wiet fefctt hehaolait i on

according to tnta%t:le&veahkan it 1644 | liust 1ated dely f9enl | rgady
il lustrated S%n f| alg l.ient part 1120 biaf:bch |es d{gglth dﬁfcg éj

card nodul e 1 V\Hleérﬁ‘cles 12on et é‘dietl}iildfifsé%rautﬁa?fttlquﬁﬁ/lﬂat%amN 130
is al so pIEVId@dal@dﬁqiculér fray with respect to the client part 120

and the other card modules 140a-140e inserted in it.

For example, the master card module 140 can be inserted
into a digital book which is used as a display device
125. The digital book is then configured by the master
20 card module 140 in such a way that, with respect to the
c¢lient part and the further card modules 140a-140e
inserted in it, specific privileged operator control
transactions, for example the enabling or disabling of
the client part 120 for supplies by the server part 110
25 or the performance of ordering transactions with
respect to the server part 110, can be carried out by
the user using the data communications device 123. For
this purpose, the data communication wvia the data
communications device 123 1is preferably protected
30 against tapping and manipulation by means of suitable
technologies, in particular cryptographic technologies.

Fig. 11 shows a sixth variant of an embodiment of the

- solution according to the invention which is
35 illustrated in K fig. 1. As already illustrated in
fig. 1, a client part 120 which is designed to hold a
card module 140 and which is connected to a server part

110 via a WAN 130 is provided. The client part 120 is




di spl ay device 125 is al so connected to the WAN 130a. ?} M}]?L gcan be
I dentical to the WAN 130a. An 10 interaction - triggered by neahs of the

di spl ay devi b and transmtted via the WAN 130a - with the server
part 110 caug"g% oﬁf(l%’agr?g’cﬁ a data to be transrritted from Bef{&F034%°3%l 1t he
cclient part 120 via the WAN 130. As a rgg the user (not illustrated)
may call, for 15 exanple when on route, a fromthe server part 110

wni ch 1’ tr ansgbibedcuha ddie MANAZD LOhfesChkeRh paiL, 120l cf
Nt i n Whi S‘nt

exanple, installed at hone. Fig. shows varia ch th
part 120 is 2B BP LY de Vi Bea dl%%l aWIHW’P ce ivs5. l‘ﬂkﬂelﬂjmaat@(%ot Only

secondary ¢l Wm“*m%‘%“d e Dol 5t iare A et c
d ar e I gure S

EleggE glr gg?alm‘&‘k }L'g d@?lrc,tev]\%glb "‘g"tjc“ol? djr%gg?%“ﬂﬁ%dl RYeRPiEnator
di stributimg, bedst n@nmdcqmyl mpdu0e digh f abnmedia oﬁén&%ﬂd S&Iﬁl k@S 103
106, 108 whic d i ontent r ovi der a r eady
_for distribut P%%é%l% 852\#\%&% he dit &t G r| X:r?%gftcf hgﬁ?l F"@’s\] igg

i ndi vi dual cloRntthnmithers | saohef Epatl ylnarthedselrves n a&ngriyeteedoff orm
by dO“ﬂloam'KbQﬁfbﬁéﬁh'@Ef&ﬂeisoésQéﬁwgélfglSaﬁééléadlﬂaahétngc8fln

- physical data carriers such etc
i | 1 ustrated). MFhanigrh fESng the t 6xghseeei cef prdvialedetsissn f Ebei t em

formats g¢an helsshechedr uspog aﬁ@ia't%el aidiel L) I;%hlet Cpﬁrp%eﬁn@r cé2righRruary
2006 WO 03/019434 .PCT/ EPO2/ 01};9 l% I n theﬁg yback device so that, for
exanpl e, .an MR dreang g of ﬁe‘aaB‘ﬂl G ORHRL 'SJ“EBFrpQFVbFE L2émsTher

downl oadi ng. @rtmrﬂsazof faaparsonaf adhpuberangemehebadkl WHtdalerVi ?non
with an Inter g Con n ld b ossible to vie a or mat s
of distribut ab € |?l(rahnse‘9%£ﬂ rgggéggf ?’8 ecr% e ewtlis‘ﬁ%hé‘?\ﬁe r48ring
(downl oad, upld&tt, 7 stfedni rxgmtrldml@adctdm)fact that the client part

15 120 is designed, as also in the case illustrated in
fig. 10, to hold a plurality of card modules 140a-140e
which, by means of the card module data {not
illustrated) which is stored on them, can each
respectively initiate and contrdl communications

20 transactions with the server part 110 independently of
one another and which can be addressed independently of
one another, from the point of view of the server part
110, during communications transactions which are
initiated by the server part 110. For example, at least

25 one of the card modules 140a-140e may act as a
component of a system (illustrated in fig. 4)', i.e. a
card module or a plurality of card modules serve as a
memory for digital multimedia products which are
supplied in digital foxrm by the server part 110 via the

30 WAN 130, regularly but asynchronously with respect to
.operator control transactions of the user.

In the variant illustrated in fig. 11, it proves
particularly advantageous to implement the client part
35 120 as a fi:»ﬁed card module station which is connected’
essentially continuously to the WAN 130 and can thus
-always initiate data communication transactions with
respect to the server part 110, and furthermore can




The digital content which is nade available to the. cli %rfbebﬁgﬁgmuter IS
represented synbolically and marked with the reference synbo . The

billing and fhe charges for these digital content '
carried out a@]}oejgeﬁary function bl ock 120. 15 The FE%FP&%B?@& 120
has a decoder 122 which firstly decryptsgdreference synbol 124) the :
~digital content cryptographically and then nekes them accessible in some
sui tabl e technt@@éi\iasfdmtQoﬁ@l&sﬁl’cﬁtgahggﬁ{éhﬁgaé}éibh@ iCrQiftl sw@ébdl% In
~the case of MP3 audio files, this may be one, fqr_ exanple, by
generating an %ﬁ%l %%Pgﬁldi%ag}:gﬂgﬁ' aﬁmﬁhﬁaﬁoBEE%ﬁﬁ'S&ué@g&ﬁcﬂ:h ty use

| oudspeaker 126ramsaetses ofndthe | hastr ateaddn LA tiee Cd$§pDéyOTdhﬁfilc@0nLent
(for exanple tS,o | . Wi degs;_ nat ..l ust.r at. A here al so be,
for exanpl e, ai%?l’(sa'ﬁ | s%?_i%?\éongg a"’.‘sgﬂc’%}l ev?iggtl%%)S Y%%%hl Itfr%%t FEC&d) . An

eval uati on>deGRErisy Py durmdeerson oevhe ddvudenel2® inpt opdesetb génerate
“data continuoughy fgda@&onsunption history 132 while the nmedia is being
used by the consunmer 30 128, said data describing the respective use
process with sufficient precision to allowbilling to be carried out _

| ater. The commd tu‘;iml] hi 6¢9& 0t cw%talh@sxraffgane;@mh?tra@tba i]gn‘_ftige d?][ ation
of use of an audio title or, in t case 0 o r formats ., of itens or
exanpl e text; Tb Vflrtf}bs?‘?%ﬁ’%%%,t%Sgé?s‘(Sa’éb?l’PEi ﬁgiﬁﬁfzﬁaﬁﬁduéﬁdfﬁgge%lof t ext
and the i afi vidduahay upzovienss \ib¢ hadespetagebasi ndi inhiady pelges dobplaxyt .

O her 0ssSi biddJq f ' ri [ S re_a ossible. 22
Febr uary 2006 6 53 QLo AT o baky e 0t fielhle 1] B 5Ral de
in order to supit ymadecqifctse | bhlestrakedhdmngefiomt & whnchpe susedubul at ed
according to the fadidy theansigpiieon history 132, 5 continuously or at
specific time intervals as a function in the consunption history, and to
transmt a disable signal 136 to the decoder 122 when predeterm ned
charge total s Wrideexdesdellies sapth 2830 is designed to hold at least

one card module 140 in the wvariants illustrated in

figs 6 to 11, figures 12 and 13 each show a variant in
which a client part 120 is used without a separate card
module. Fig. 13 shows a client part 120 which is
20 designed to l'iold""'é complete display device 125, the
display device 125 being in turn designed to hold at
least one card module 140. Data communication takes
place between the server part 110 and card module 140
in a& method in which the exchanged data is passed
25 through the display device 125 by means of suitable
electronic measures. Admittedly, it is not absolutely
necessary for the client part 120 to be designed to
hold a complete display device 125. The exchange of
data between the client part 120, on the one hand, and
30 the display device 125 which is prepared so as to hold
at least one card module 140, on the other, may, for
example, also be implemented, as illustrated in
fig. 13, by means of a data communications device 123.
Wirefree and wirebound devices methods, in particular
35 by means of data transmission cables: (not illustrated), ‘
by radio (not illustrated) or by infrared, for example
IrDA (not illustrated), are possible as technical
implementations for the data communications device.




the decoder 122 receives the disable signal 136 from 10 fhey, kﬁa@f&@d 134,
the use of the encrypted content 112 is interrupted unt|I Imter 134

cancels the _dis n 136. Instead of a charge total, time credits
or credits ”sﬁjqeq% ﬁol unme of use are possible. A hyBF‘F'dEP%/pgﬁtlof

the possibilities 15 described above i-sgl so possible. A stored-val ue
"menory 140 stores a data val ue which represents a sum of. noney, an
avai l abl e use tinme or avallable use volune whi ch the consunmer 128 has

stored 20 in ve ut i ng Is for exa hr ough
payment in advacrjrﬂe in CAT? %o‘?m of a § 8‘Hr|t e sYofsd2d IueOf:’ren‘BPy 140
can be toppedmeQQﬁmﬁ&nwofothaHSQiunmmargcomrdn@@yMenﬁﬂsysnanentihﬁse

include, for ygxampl £ gilﬁgtﬁ§g§@u¥ afe gﬂgegg%%%ig n%%FEQ Lpg on by

neans of a_service nunber suc én t he
stored valtie & |GHetted r o %%fleeeneaért ét2@1 igbntier designedostei boed for

exanpl e, to |®adc§1ﬂ@0mﬁtiﬁlémm@t Sarfl whQegd il é'@ml?é!ctQEaQ§ o Qé%&fem

t el ephone nunbersttﬁcIS be 30 configured as end nunbers for a naster
number, and f&P% & ‘éﬂﬁ)u AN 139 i g I%%IS‘ByPFﬁglfléfieé@mﬁﬁﬁca]t

corrpani es. Loadispdayp dewias e:dzsralllse dIBI Yonh&ct Al toC Wy HaN pjtbél ne use

of digital it I r the |i S 0 S nunber is an
35 |ndependenﬁ%%nveﬁgg&gﬁfdggnfo? mhf%ﬁhbfé?ggt Bn {Ee ﬁ%% ﬁgﬂaent%?
cl ai ned. 1% pantiegacgdion| oa@-rrnggep'ed kgt onemhw abfie tienatisplay denbest abl e

payment nodul 8,5 f4g exaiml & %Em of er e;Qupber 22
February 2006 WO 03/019434 PCT/EP02 09%%? %pg advgn?aéég%s?y pd§5|ble

This stored vBRGE daif iGRUSaF Mpktredtd datraetpnbeetmarsimitdrg faomi ne

credit or a wekuee-u&batadt&be@uhenkt%@&Tﬁﬁ@@1vﬂé'HHH“W%N”lBMSQA@ﬂﬁ/OV

privil eges cap_al et up means qf, .a servigce nunber. The | mter
134 preferablyefﬁﬁglllg |tsuF&ﬁ¥tﬁEﬁ§I|ﬁ}lu5tratEd may  call, for

15 example when on route, data from the server part 110
which is transmitted via the WAN 130 to the cllent part
120 which is, for example, installed at home.

. Fig. 15 shows a variant in_which the client part 120 is
20 provided with a display device 125. The data (not
~illustrated) which is called at the server part 110 is
transmitted to a secondary client part 120a via the

WAN 130.

25 Figure 16 shows a schematic block-diagram-like view of

a device 100 according to the invention for

' distributing, billing and paying for digital media
content.

30 . Files 104, 106, 108 which are made available by content
'~ providers 102 are held ready for distribution on a
server 110. The distribution of the files to individual
client computers is preferably carried out in encrypted
form by downloading via the Internet or by the sales
35 and marketing of physical data carriers such as CDs,
DVDs, flash memories etc. (not illustrated). Here, when
dialing in to a service provider, specific item formats
can be selected using means in the client computer or




by interacting with the stored-value nenory 140, i.e. Hg!f stored
value is present, the decoder 122 10 is not bl ocked. Tra%#e% %%(%bl ock
120 contains critical data and functionalities which have to be protected
agai nst any wonaByOpe4zed nani pul ati on fromthe outsidepcrrebd2papsitul ar
by the consuner. The decryption key 123 by neans of which the decoder 122
cryptographically decrypts the data 1% epresenting the digital content,
and thus nmakes it available to further processing, is particularly
sensitive. Tha &hsuplapbackodevical e (hot, 2007 | $rammlaedin SRS adavert he

st or ed- val ue ; BEEREY: 449 é@lﬁ'@@ct@'@é&oﬁ@@%hbl&eltgﬁ@ EOPSHHR I QHhiRRgAsUri ng
nmeans 130 and the lim.ter 134 z%_{?g criti cal functi ﬁalltl es ecause the

ai med- at bi | P¥ndS6PScRar JePTHP EIEFEge Py W &4 ngeiHeseon
devi ces. 25 Wtiths amhelrgfeome tadhamtcageous itto wetldipbe hgofsamble ohno bliegk 120

as 2, partq cubanl veps otesed.({ agck pLOON:AseTBLYs | Asile slpmliagt case.

t he individual_ elenen hi's asse can be e faor exanpl e,
in a 30 seal FHEXEBRpotfd, ForeEdéaspl émért PEPerand r eéfipvniend s yrymead,

- devel oped sokukeaning tort Hrpesieabke.t o provide sensors (not illustrated)
which are suitable for detecting unacceptable nechanical and/or el ectrical
mani pul ati ons. The out put signal of these sensors can 35 then be used to

del et e i nst afkandbusial cpontiad wWdeitck Isucrdss  avairl abdanpice, tha yplicgtaphi ¢

keys 123 or asbpiiisr D§ sbpredeveddiesimibdESl16F eghy aklek88MpiYhl4te The

st ored- val ue 140 and/. or m t 134 one s 22 February 2006 WO
03/ 019434 PCITEPHEIER i'/vlh#ch Thie, ?‘) LI y PEYBGHE men
accordi ng tochdrqpe éfOIG theee dosubtan]ecbqntezme 1ﬂ(3narleonatrb¢®o¢utl2cﬁf @mn al so

be contai nedek&n@las&p%{l%glgydyigc]grlﬁ,epar ate nodul es which can be
connected to the function nodul e

15 The function block 120 has a decoder 122 which firstly
decrypts (reference gymbol 124) the digital content
cryptographically and then makes them accessible in some
suitable technical fashion to sensory perception by the
consumer 128. In the case of MP3 audio files, this may be

20  domne, for example, by generating an analog audio signal
which can be reproduced with a loudspeaker 126 or headset
{(not illustrated). In the case of other content (for
example texts, images, videos; not illustrated}, there may
also be, for example, a wvisual display on a disgplay device

25 (not illustrated).

An evaluation device 130 is connected to the decoder 120 in
order to generate data continuously for a consumption
history 132 while the media is being used by the consumer
30 128, said data describing the regpective use process with
sufficient precision to allow billing to be carried out
later. The congumption history contains, for example, data
on the duration of use of an audio title or, in the case of
other formats of items (for example text; not illustrated),
35 also contains data on used pages of text and the individual
use times with respect to individual pages of text. Other
possibilities for registering or metering use are also

possible.




Al'l the conponents which are conbined in the function gm\%g hd@n be
I npl emented either as separate hardware conponents or as in ual

sof tware nodul es 10 or el se conpletely as a software solution, for exanple
inthe form & A/PH%4S% or a browser. The consunption hPEEEER025%IL0

represents an aggregation of sensitive ¢ata which has to be protected 15

agai nst mani pul ation. To do this, the nenory (not illustrated) for storing
t he consunption history 132 can also be included in the protected function
bl ock "120 (not j)lustrated). Another possibility is to protect the data

val ues of the ‘consufitfon hidt &g 1@OVHIeGai Hat YRAST hoF P zeBUBRAYIgeB by
ong or nore dlcgﬂltcailat&lcg‘nab!ﬂl’&&le T@héggéhltfotﬁ@_ dwmgal i gaéé%ﬁlﬂﬁ‘&ﬁrgthng
and testing cqnpone not rate ich is advantageous ncl ude
in the protect% ec‘focrrquﬂow(:a\_'o hﬁct '3) %?26 nsgut“}%rjroﬁrggjr §>/2£5 3%¥en the
bi ndi ng bi bl i nyprancaymayaient o catri sgectfic thﬁmbat a.rgentwerlls ofad hea
consunption hi | r m tt |n a sl t.abl e wa ver

data network tﬁdﬁ?o ?ﬂ% ‘g%%k)}“%?g% |%:1a IXgal %%R%WD |3ed
noni-tori ng. an@@@thdelmmsgmn@tl onl3to atobil |thﬂg séev:edej:45 17Re biihémng

server cal cul @r%’?iet@kmlrr@aeréﬂéﬁ%éo doeadat a-of egérﬁ %@5“%' %o?ﬂ s{ory,

the charge which is to be t he consuner

cor r espondi ng o uhESORSTF é)@gnﬂ%CW%aﬁgeofdlas@J@ débgﬂai-ré@@acﬁ@m from
a (dumy)laccaeat IOty ch3ds tﬁ&Sh@éedaﬁ Oth8€ cBRRTWIRE. cHift&ANSUNEr can

then carry - out a.paynent .tr nsa tion in a con.ventlo for exanple
. by means of a r?onéﬁl%tyfgﬁlé:ft I mddiss Jeimt elgBra"’Larcg'/g/ %1
03/ 019434 PCTﬂEE@b/l(eeQS&iLgnalm.Bﬁcr el:ln‘.ateaaidaﬂ earlcrigaﬂ‘gmsaot}he aciamint 150

50t OO Qekald cauck RaVEENLLY SR, a8 L gglgpuoedy LGN 45 no
pOSSIble to dp@g@ﬁ?éewtrﬁ hvbrid wvariant of the pOSSlbllltleS

15 _ described above is also possible.

A stored-value memory 140 stores a data wvalue which
represents a sum of money, an available use time or an
available use volume which the consumer 128 has stored
20 in order to cover future billing totals, for example
through payment in advance in the form of a security.
The stored-value memory 140 can be topped up by means

of all customary micropayment systems. These include,
for example, click and buy, paysafe (prepaid) or
25 loading on by means of a service number such aé, for
example, a 0190 number. When the stored value is loaded
on by means of a 0190 number, it is possible, for
example, to load specific amounts of stored value by
, means of different telephone numbers which may be
30 configured as end numbers for a master number, and for
these amounts to be billed by the telecommunications
companies. Loading up a stored-value memory, in
particular for offline use of digital items, programs
or the 1like, by means of a service number is an
35 independent inventive idea for which protection is’
independently claimed. In particular, loading up a
Stored-value memory in a connectable payment module,
for example a smartcard, by means of a service number



5 the account 150. After paynent has been nmade, or, giv ﬁwé had €
credi tworthi ness of the consuner, also after billing byeﬁt e E’W?Pﬁ% server

145 has taken place, the anbunt of 10 stored value which is stored in the
st or ed- val ue W AHAP13448# can be increased by a specific BEBIRR0Df 095Dt ed
value by transmtting a stored-val ue nessgge 155, protected

crypt ographi cal ly agai nst mani pul ations, from the billing server 145 to

the function uri taé\?Qn@égéQusif_ t;!}?sg]t&ree,d-@{ge SRy J4P eT*&gm in
stored-value nenory 140 1s particularly preferably acconnodated ona
smartcard in & R BEOEBReVRdugse D tRITE? 0PEJMAREHNAt 2oftigter eteddt ue

i ndependent |y caf a XAl ayst:amaul i Bradiebi | e dashion. ; €ven egnekhes s pi eces
of equi prment. The function, ule 120 coptaips inthis_ case a snmartcard
reader (not sﬁﬁ%)ﬁl_n#}]ﬁé"% THSS WATR h2 LBt BPnSethétPs Yy fEERP r¥ader nay
be enbodi €8, skaviexammimberas a PCMCI A card which has the 25
functionalities of the function nodule 120. An alternative (not

illustrated) to fig. 16 is for a nodule which can be coupled to a pl ayback
~device to be Tiweefbimbter capdblrrafetsdng phlifpedsi itsf ofurextainghal By
PCMCIA, with I 4 Jreqp [ ' p I | ] t,.are: referred
to as pl ayersﬁgndﬁq%%él?éayq}ack F?icéﬂlse\ggé%%\e%géag%‘gegg?ﬁr%cmé \A%ayet hat
_when the ~nod@Fe 8T oMhett S§reanttiig bt apbaernteviche slecagsmputad t he

license wigh feeneer baspkedi_.ng. playback 35 rights or rights of use can be
used and is not made unusable or invalid by using another playback device.
Here, already existing |license solutions of other providers can easily be
nmodi fi ed and/ het héunodiba chho2R Febo uatyn 206 W3¢ 09U 34RGT/ BRRL/ 09511

i cense o 11 SoRssabbRITESES, T Milyd Mo KSR PEEREl RERre e W  ne-
provi ders by Weausherigpd npanipulstponsi bfeembutthe | outidessibile to
produce a5 particular by the consumer. The decryption key 123 by
means of which the decoder 122 cryptographically
decrypts the data 112 representing the digital content,
and thus makes it available to further processing, is
particularly sensitive. The amount of stored value (not
20 illustrated) stored in the stored-value memory 140 is
also highly sensitive. The consumption measuring means
130 and the limiter 134 are critical functionalities
because the aimed-at billing of charges can be
sabotaged by manipulating these devices.
25
It is therefore advantageous to set up the function
block 120 as a particularly protected (tamper-proof)
assembly. In the simplest case, the individual elements
.. ~Oof this assembly 120 can be embedded, for example, in a
30 | sealing compound, for example artificial resin. In
further developed solutions it is possible to provide
sensors (not illustrated) which are suitable for
detecting unacceptable mechanical and/or electrical
manipulations_. The output signal of these sensors can
35 then be used to delete instantaneously critical data
' such as, for example, cryptographic keys 123 or amounts
of stored value in the stored-value memory 140. The
. stored-value memory 140 and/or limiter 134 components




5 copy of licenses, rights or anounts of stored val ue. Iﬁ F gé(ther
enbodi nent (not illustrated), neans are used to enbody a smartcar as a

rights card i czj#{gl%ﬁétay that they nake it possible, é@l{g}g%g%_&g&wth

a software | |l ed on a conputer, to play bac
correspondi ngly provided nultinedia datadtens). Here, in particular
I nformation for identifying and/or checking the authorization to use the

license, the pliayer andiee %ﬂl&ytéﬂﬁo!ﬁm@ﬁ@e fs%wd a@&@opalﬂ;a% of
the smartcard._|In one further ve nent, a 15 software |icense or a

pl ayer can be TS & i r?]%eucﬂP Ihatngi Frerehenatebsoeknlddechens or
application priegr abe e&@ntaﬂdﬂe@h at eanadépa_vatéahhcﬁitbl/e Means s@ba@ate
separate srrartcat%lg V\nthoult% haV| to mstaﬁé ﬁ ng\{ﬁv ]Lscense on t 1
conputer or playBac c?"ﬁy nt CHIO - Heahs &% TR gopgule

possi bl e, bor 1&anple by neans of units of noney, setting off against a
time credit and/or a credit in ternms of usable data volune. It is

| i kewi se possible to enbody the snartcard as a debit card and/or credit
card. 25 Fig. A7 sHewscampenentsi ebicdckaxk ageabihede in | thet fancohonf a

detail of the feyiiee ildostdafegdn § ﬁ:ﬂemé:@teéhee§@i £r 440 gBKesate

avail able digital content (not illustrated). and can be connected to the
‘protected 30 FFFEHREE LFIBRCASHES f §F SGnpREivhduadarfeidivars Beduieea data

network (Y&\N) o21@1Me comprieraRiZas The sd‘ﬂtmfatﬁeorsamgﬁllbﬁuof@ﬁ efaRgLeéed in

this case to a %iléay%ack devi qe and h IEt?owser Iayer 1500 whi ch can
al so be enbodi‘&d °5ru§s f‘lgr 1H% |rsta1 g B 35 and which is

capabl e of also representing status .information reI ating to consuned

units, tines e§Prigsss e [ unt g, of ed | S adgdj tion
to the decrypted data. u@é\st(g[gg gllfl%g;can{){}éern";l'ganot%fsocg %Z’br%‘aeﬁd&zoo

03/ 019434 PCTPERg2oedior of sgnsdiHivap|da tfe twitidh fltﬁﬂctti@rﬂaelpyoaévt@@ for
exanple fD8 against manipulation. To do this, the memory (not

illustrated) for storing the consumption history 132
can also be included in the protected function block
120 (not illustrated). Another possibility is to
protect the data values of the consumption history 132
20 against unauthorized -changes by one or more digital
signatures. To do this, a digital signature generating
and testing component (not illustrated) which is
advantageously included in the protected critilcal
function block 120 is then provided.
25 |
When the binding billing and payment is carried out,
the data content of the consumption ‘history is
preferably transmitted in a suitable way over a data
network link, protected cryptographically against
30 unauthorized monitoring and data manipulation, to a
billing server 145. The billing server calculates, by
reference to the data of the consumption history, the
charge which is to be paid by the consumer and deducts
the corresponding amount, for example by means of a
35 debit transaction from a (dummy) account 150 which is
assigned to the consumer. The consumer can then carry
6ut a payment transaction in a conventional way, for
example by means of a money transfer or by means of a




| SDN, GSM or UMIS, can al so be used. Specific details fi?ﬁébfrﬁﬂ{ g such
as in particular the consunption nmneasuring neans 130, Iimter %4 and
stored-value 5 nenory 140, are not illustrated in fig. 17. In fig. 17, a
card nodul e 3% 9%/ G IAA4ed which can optionally be useBCELEROZ/§BSE1card
and control card for controlling the decggler 122, which card is 10
~preferably enbodied as a smartcard. Fig. 18 shows a schematic view of a
 first exenpl aryredyst eramt chileetinge Bbusedevitee aceei@i-ng160 the not

i nvention for dj | ing,.billing and paying for 15 digjtal nedia
content. A use%dg%/#%:tg&f;%’r tlhtg ﬁggﬂofpmg?gl SHE By S hE° nsived i s
desi gnat ed by wikch efler emce swthdlre318. (Buwemyyseacevice 3B0,camadie peovi ded
wi th a connect} L Ceqs 2s o] nnect k pg ul A I a
server 320 kee%lgé}#}ggad%§c%%%leg?if{&?%§’ 3%8 ; igﬁsggégﬁnggnfigisﬁégfggi E’Vgl%
content an® chEi¢ea@edeme 15&formati on. The nedia server 320 can be

connected via 25 a data network |link 340, preferably via the Internet, to

t he use device 310, in particzj: ar for downl oading content files 330.
| ndi vi dual pr oVt 'd&r s BT t &2ScoREBRt HAYS opedtt e 9IIH e PPPEPPTIELEer S

350A, 350B, 3Stieditiwdrithinedchoforhectiswhérn daka Aetwer kiconagehi,on
352A, 352B, SE%,?eC,bI?iiexa | e vi a%#‘,‘;hel?l ntgrﬂet, tlo t he di a server _ 320.
35 In the arrangendnt 117 uSEFAEEd 497 1 18Pt Préhe thesybrdtbi Pty of
t he provi d6rs B502d 360B;e 380 ois keepradaihabhe Etbeed3sdMie3méorgs4C
with digital t G h L nf itd.0 A, 3568, q 22
February 2006 f\x%“og?%ﬁ%ﬁ%%?ﬁﬁ%?/%g&é -Sq%%@lﬁlf@ag?‘%&%rff iO%Bnglg?gfi
content is redifeldted Y thHeanspheting (dotstoredtvaled) besaedas b5t he use

devi ce ?_1|0, tm%e?ltCWMQI%1ﬁ%i@@Qné’xfxibﬂﬁatf&'&é?SQQB&U ng
content file ?’c?ll}eA’blSPlPﬁg gerng%SIl%%S to the function unit 120 or to

15 the stored-value memory 140.

The stored-value memory 140 is particularly preferably
accommodated on a smartcard in order to be able to use
the stored amount of stored value independently of a
20 system and in a mobile fashion, even on other pieces of
equipment. The function module 120 contains in this
case a smartcard reader (not shown). The component'
which contains the smartcard reader may be embodied,
for example, as a PCMCIA card which has the
25 functionalities of the function module 120. '

An alternative (not illustrated) to fig. 16 is for a
module which can be coupled to a playback device to be
preferably capable of being plugged in, for example

30 PCMCIA, with an integrated memory in which, inter alia,
what are referred to as players and/of playback
licenses can be stored in such a way that when the
module is connected to another playback device or

- computer the license with the corresponding playback
35 rights or rights of use can be used and is not made"
unusable or invalid by using another playback device.
Here, already existing license solutions of other
providers can easily be modified and/or the module can




5 specific charge scheme information 356A, 356B, 356C angh g4 Fhds the
content files 354A, 354B, 354C to the nedia server 320 from re they can
be transmitted to  the use device 310 for use by the consuner. 10 Flg 19
shows a schen®®i83{PL9#3% a second exenplary system ar cBCESERQRE08514
device according to the invention for digfributing, billing and paying for
digital nedia content. 15 In the variant of the arrangenent fromfig. 18
which is shomeupr@vgdeawmheﬂ@aﬁg ns0ed takkf ftheafs?g%k@ané%%éndeﬁ%ZB

322C, 322D are e nedia_server 320, rovi ders of
content files %% ng‘%ﬁ% iégﬁ@ses?FpﬁFS?’éSFﬁe°§al’:£8 PH&V&@ SChekeYRB8el for

each of the 20azdieentffitles byens r biie tife t beothdérs hby trrli@rdaat@f the
transm ssi on 52B, G, .352 akes.pl a |na -speci,fic fashion
into an area g@ 1%2%%, p%%%‘?lg?,z@bé o{fgt he HeS 9% S900uRPERS: 8
categori zed a%%Yd@f\gh@e@ﬁ%@gert@heﬂeocaaeguntesofzstﬁrgd 281showsna
first di agraméx@éatﬂﬂ&ﬂé}t'&ﬁmboéh?ﬂ‘éﬂﬁs'?ﬂoEf iPg, nce o, tshe gl ume -

received by the consuner - of pages of page-orient ed t'ext ocurrent (not
i 1lustrated) oEthet9eriPedy éxﬁé“aéﬁ:qaﬁéd:«)@suéertlghés wead figr shek page,
on the horizonta) ahae thlégr Sakehel 5CabBILLE, t%? \&Q{Eéx%ﬁe‘tﬁf@ Swi§ht9 be
understood in su vva¥ hat alga'tg ff text which has been read. a
plurality of t¥ t_SW Fo LIS 1R°tALIC@xPBne ESFREESEndi Yy BHAY hpack
pluralityléf tctcmesesmmiﬁfglr}umhmvmecbag.ebtnﬁedm d€£xd (ieamapsupedein the

Illustrated e I ag ruar 2006 VO 0 019434
PCT/ EP02/ 0951)1(&?? gskéléagagng%}fgﬁs Gant reé fng sdpeé1 19 ex @D 87t he

readi ng curve SHAGHNS dds gaatharizahaena tow uisyr ¢he oflisepepnesshand in

whi ch each of ﬁlhﬁfeﬁ(hm HediE c Hmdas: heede f%t?zg} PRgFe D) by, t REafzQNSUTET

after 5 appromfnat ehé/ 1gmgggcr:§rgf read| ng tine is

ohe further development a
15 software license or a player can be modified in such a
way that different users can use items or application
programs etc., which are made available by ‘means of a
separate smartcard, ‘without having to inetall a new
license on the computer or playback device. Payment by
20 means of a smartcard is possible, for example by means
of units of money, setting off against a time credit
and/or a credit in terms of usable data volume. It is
likewise possible to embody the smartcard as a debit
card and/or credit card.
25
Fig. 17 shows a schematic block-diagram-like
illustration of a detail of the device illustrated in
fig. 16. The server 110 makes available digital content
(not illustrated) and can be connected to the protected
30 function block 120, for example, by means of a wide
area data network (WAN) 210 wvia a modem 212. The
. function block 120 is connected in this case to a
‘playback device and has a browser/player 1500 which can
. also be embodied as a plug-in for an existing browser
35 and which is capable of also representing status’
information relating to consumed units, times or prices
or remaining amounts of stored value, in addition to
the decrypted data. Instead of a modem, another




an exenplary, slow reader. Correspondingly, for exanple jhg.y&adhoes curve
which is designated by B and has a high degree of steepness and 10 in
whi ch each of the /3];’2399 pages of the item has been read once by the consuner

after approxiftat® 43%urs of reading tine i s obtai nedPFBFERM2 E4%Hdt ary,

fast reader. 15 Finally, for exanple theggeading curve which is
desi gnated by A and has a | ow degree of steepness and in which each of the
120 pages of tdheitdleie hastbeek fueadionseiby iheicenswsy &fifple for

approxi mat el y = ho, f ing_ti i.S.0obtai ned for an, ex lary,
aver age- 20 sp%selg\l’r e%éer PQVWes%ae%tgﬁgot & rngaﬁff{nqg%%‘F LA, gﬁﬁli\ﬁ/ar ge
schene is selfeaedfiig.sdéh aswal) tamt inhepalisianbar f i t henszepoipni nt to
t he point at i F OXJ |y 0 25. h b r 1

Wl L0, 200 )ﬂ‘ée%%%flSl%%l' P1RP085 hpye bgga gggrgé vta-'fucta of

consuner after approxi mat ours I's assigned to a chargeé anoun
DVB. 00. Acetor diSTfIsY, 140 s8f st ildmsiasasbsirs £iDVB.1O0 i n approxi matel y
7.5 hours. Fractions or nultiples thereof are correspondingly billed 30.

proportionall Fi g \%i shows a curve diagramrelating to_the discussion -
of the dependefitelb8tweédn heCfhtleMadYLSof 21hsd Sof PRAVIERdth add dthecaBsi gned

price. \Wereasptidaa 135 oé agsamd idd uat naledd Nncdid. adl tdunGhar 98ara

i ncreases' proportjionally,to the, nunber o a read, , alternative,

nonl i near chartgogs sc#n%llr;r%r%%lrlvn afge i Icf‘?fsc’f{ed:?egf?%' figrish FAmbnrtfry
2006 WO 089 013 PEhlEPERoeB et as7h smartkiasd.espect, in the illustrated
exanple "sensory itens" such as texts of "high" literature are

di stinguished from"functional items". 5 In the case of sensory itens, it
may be desirabig- ii¥ FReWF oft niirkemprRgCcorisiwierst idnEires céremeliny the

use system architecture of a device according to the
invention for distributing, billing and paying for
15 digital media content.

A use device for the use of digital content by the
consumer is designated by the reference symbol 310. The
use device 310 can be provided with a connection device

20 for comnecting a card module 315.

A media server 320 keeps ready content files 330 which
each contain digital content and charge scheme
information. The media server 320 can be connected via

25 a data network link 340, preferably via the Internet,
to the use device 310, in particular for downloading
content files 330.

Individual providers of digital content may  operate

30 delivery servers 350A, 350B, 350C which are each
connected via a data network comnection 352A, 3528,
325C, for example via the Internet, to the media server
320.

35  In the arrangement illustrated in fig. 18, it is the
responsibility.of the providers 350A, 350B, 350C to
keep available files 354A, 354B, 354C with digital
content and charge scheme information 356A, 356B, 356C.




of di gital content by neans of a corresponding techni caézj:erbfrﬁﬁ?tzowture in
such a way that the first 10 quantity conponents of the use of the item by

the consumer_ar il with a |lower charge so that the consuner
ori entate hi r‘&oeln%}%wst‘iﬁgut worry, in terms of high expeE?EdEﬁg%/Q%¥bes

and he is notivated to continue with the,gonsunption. 15 Correspondingly,

It may be desirable with functional itens to adopt a charge schene for the
use of digitalzfcaont epedikieans Qf 3 cegﬁ%gﬂgnd ng t ¢
infrastructure in such a méLy 9qtﬁle frrst quan{L %@E‘ % r¥ts ]81e t he

use of the iteMAEDY I I(Eatw%lﬁ%trfﬁtg?@ér bhamgénﬁn Q'}Forfliziaﬂ!lsaﬂ wWievhcehe use

of later parts3i®f tdige itcemtand hereoasierer 3ghace .’9@@3'”“%6@ Ian whch s
extracted fromthe |te b the consuner, at the_ beginning frequently

represents, on" & suby GFAERE 28 e ABSP: i mpotBant3Uef assiange for
the consunsr. @@11232: sd:iwusg@ sthehe diagoamutebat BREAL 036k8, . dsgeuaaion of

Lext document SRt E0 S, FoRESEhert 1o udr e ¢ it hagds Lt FBevhi oh
t he consuner teRds tse¥ean azéu rﬁg‘bm pagpere dfheyy tesat -boei Eﬁhﬁbﬁﬁittéﬂm:bs
potted on thaonigoudlicddtn i AL GRNARe Andligquant ity of text

al ready 35 read by the consuner in respect he"overall quantity of text
on the page is represented on the vertical axis. 22 February 2006 WO

03/ 0194341BCT/fERN2/13958Rowd 2 a TBEh&RAEL BT QWY P! at tad il t Beflhagram
shown t akes |nt accoun certain orientation time tl of, for ~exanhple,
15 seconds, i. 6{} fﬁﬁ.t TEHE it He tPRELCE ntdFGardbRIwekd Othad 15

seconds it isiaws@mrm@rt hétorS t:'irie;tlrﬁaﬂmlrﬂgas katllabgor bed rpagding nedier to

any substant 'd%'gﬂ%ﬂrﬁ%d J& tl + t2 which is taken by way of
exanpl e, in the exanple refnore afte

15 In the variant of the arrangement from fig. 18 which is
shown in fig. 19, predetermined tariff categories 322A,
.322B, 322C, 322D are set up on the media server 320,
and the providers of content files 354A, 354B, 354C
stipulate the wvalid charge scheme model for each of the

20 content files by wvirtue of the fact that the data
transmission 352A, 352B, 352C, 352D takes place in a
file~-specific fashion into an area 322Aa, 322B, 322¢,
322D of the media server 320 which is categorized
according to charge scheme categories.

25
Fig. 20 shows a first diagram vrelating to the
discussion of the dependence of the wvolume - received
by the consumer - of pages of a page-oriented text
document (not illustrated) on the vertical axis on the

30 wuse time, used for this page, on the horizontal axis.
’Here, the scaling of the vertical axis is to be
understood in such a way that a page of text which has
been read a plurality of times also counts to the
extent corresponding to this plurality of times. The

35 number of pages of the text item assumed in the
"illustrated example is 120 pages.




2 mnutes and 53 seconds, the reader will be assuned to 2%&?@%6
approxi mately 75% of the quantity of text on 10 the page of text under
consideration. After an overall time tl +t2 + t3 of 3 mnutes and 45
seconds, the Whde/WHLd3feen conpl etely read. The inventi BRTABRZ/9$BL1p e,

for exanple, in 15 particular a charge sghene in which a page-oriented
itemof text is billed as a function of the volune, an individual page

which i s di splysdunm a i sphayanet rbaRffeCagpEss! vesal HhAE the
imedi ately after_ it becones.yi BI ble. | n,s?ea , during the orientation tine
20 [0,t1], in YEIDr CPRECcHBLGE Schets1MatRfyeCi s PoGorfsi Het edeRBESt 0 be
used and is natf bstéeshats ahhd Thewhpape dashc @i tiles etk ¢ ophgye beenndsed

entirely by t o] r.in terns of the charge schene only after a
pr edet er m ned et]‘errr@ ﬁ%gg‘st Heeny 3 TSI i PCS3 BRond 15 aCURHERET | cS4hGT

exenpl ary Por mppmxingrdiy ebs flovutheoliseeafliagpadgaeofia phyeinedi Entat ed
item of text tde, Feof ge schene nethodol ogy which is
G R e ot

illustrated in fi e rectangl'es synbolize, by way of exanple, the
sanme page of a page-orientated itemof text; here a page wth the page

number 21. Af teyrddippatitigiias ﬂ&erbxadﬁfﬁ_ ayes PO @i fl Sphaye dgMi €8, 1Lhe

page is considered 35 not_bei ng, used wi,thin the ortentation tinme of, for
-~ exanple, 15 séfeosrf@é"a(tfq%;.b}?ﬁ) ‘?‘ng\f Par endigh dasesrt t sheeRagSexprfed,

t he pricelbor irhewhsehokaiche gRagehef ,12(f opagxanmplfe, tiM @8R5 Has bbbkad
conpletely (fig._ 23 2, Fehruary 2006 WO Q3/ 019434 PCT/EP02/ 09511 - 73
evgﬁ if the usrgara{%acsﬁ)lcr:%cg vgz on ?/n%mfl?lécf—"? ﬁrofaq%oxﬁ%%%e%n?eﬁ?uﬁia t he
page. The pericdfd seading duimeg isshpbhathed phope ian dieseimgyjedyon fhst
display is reggfsred continuously (fig. 23C). Assuming that the 5 reader
term nates the display of the respective page

15 Finally, for example the reading curve which is
designated by A and has a low degree of steepness and
in which each of the 120 pages of the item has been
read once by the consumer after approximately 7.5 hours
of reading time is obtained for an exemplary, average-

20 speed reader.

With respect to the reading curve A, the charge scheme
is selected in such a way that the distance from the
zero point to the point at which approximately 240
. 25 pages have been read by the consumer after
| approximately 15 hours is assigned to a charge amount
of DM6.00. Accordingly, to read the item once costs
DM3.00 in approximately 7.5 hours. Fractions or
multiples thereof are correspondingly billed

30, proportionally.

Fig. 21 shows a curve diagram relating to the
discussion of the dependence between the intensity of
. use of an item and the assigned price. Whereas in the
.35 diagram illustrated in fig. 20 the charge increases’
proportionally to the number of pages read,
alternative, nonlinear charge scheme curves are
illustrated in fig. 21.




after 15 seconds starting fromthe beginning of the chayopeirizyndOOY Use
of the page after the expiry of the orientation tinme, by noving on to
anot her page (in nple to page 36), aborting the use of th
respective it #1%$}£€%§§£mntchlng of f the display devi cePEFYE Poﬁéﬁ§51%he
use tinme which is stored for this page- uyp until then is buffered. A
free-of-charge orientation tinme of 15 seconds is allocated for the
orientation on the new page 36. If the consunmer then 15 causes t he sane

page 21 to be gis e i n at later, %f 23E irstly a new

ori entation tlﬂrrlle E!hg%aqf o%a%(pc i‘?t erHiE hélék%:?zf t&% t FE or FSH‘%SFVon

tinme (fig. 23FA)temse bekkhng a8 t teeteontéfiueshtiighi’'ng 1itdrrtacoounarehe

time already ciiad atdyelned age by the consumer in
e C%Em %%én&#:ﬂ%letlméné]

the past. Lf the tlne whi ermned for a single use of
. the page hads explred the page is considered to have been conpletely read

(fig. 23¢9 . Thetechs Easfaurotfh%'enédﬂ? fdepgadent Rk ig @ésiﬂ-ﬁ!gléls &%}e page
continues to .25 be |.a e wi t hout _interruption on the display

23H). I nstead BFeY ERPrEps e tednss tosehargent %véhﬁeéﬁe
started for. speti fdtgp’a.glas cohtieait allsp emshhy pegsi bl e terr¥BpanBing

credit account, j-Ch, ties of._al he pa ich.are_exited 30
prematurel y ar eéégﬁlnu 3t ot dHPfjdggr%%t%Jf/%l nglsgcﬁao 1 h‘é(g §grnat| r&?ﬁ dEFTEE view
‘the same plge orardtiter , coopapkestel yofnevh@agm@ Bifg. tm sdtmm; hysetbad

di agram rel at iddghgdned h§re3§)1q'l%%us\§i9€ 1 86eHensn es8f dflg V%%
received by the consuner page of a text docune on the use tine
spent on usi nFAEREETaGEn Bx imaratdr yhiugel Ix0 witiongy 3901R0T/ ERR2Eeossl - 74

Here, the readﬂﬁwgm:g&nvmpbbu&ar ajspd J:Ha{rggs 24ndC 4 espoR: v ddie £gading

?;?;S|gg Egetﬁggﬁlddé %a%%gk%e Egngh%pt%%% 5 Fig. 25 shows a third diagram

15
Correspondingly, it may be desirable with functional
items to adopt a charge scheme for the use of digital
content by means of a corresponding technical
infrastructure in such a way that the first quantity

20  components of the use of the item are billed with a
higher charge in comparison with the use of later parts
of the item by the consumer since the information which
is extracted from the item by the consumer at the
beginning frequently represents, on é. subjective level,

25 the most important useful value for the consumer.

Fig. 22 shows a first diagram relating to the

discussion of the dependence of the volume - received
_ by the consumer - of a page of a text document on the
30 use time spent on using this page.

The time which the consumer takes to read a single page

of a text-orientated item is plotted on the horizontal

. axis. The percentage of the quantity of text already

35 read by the consumer in respect of the overall quantity

of text on t;he page 1is represented on the wvertical
axis.




di scussion of the dependence of the volume - received by tdgufpnsegrer - of
a page of a text docunent on the use tine spent on using this page. 10
ve illustrated in fig. 25 corresponds to the reading

Here, the readin fu

state of the‘ﬁ%d@a Q{QQ%Qrated infig. 23H Fig. 26 showBCE/BEABABIPELvi ew
of the reading process 15 with the acquigition of status rights. The
charge schene options which are nade possible by the invention include, in

particul ar, chenge selEmR &REeLS J1BLMILCH L | BREhecR58,0f . '
page-orientated fext .20 item stgius righf% can bé’aqq&?r% gﬁdtgkggented

in a suitabl eEy iHIBFHs 6f FRFGPHAEL | O ecHHdIbgFige theé dfvefost an
entire item andkampaé, t be Levehdef &.pageor KON exanplfest R ¢BRPkeNe

I [ti billj de which is_il,|l ted in fjgs 20 to 25 makes it
ggsgrglelpgr 5££t%%v%gngﬁt %%Fo Zabpe :g%QHQ4?ré§?dﬁhlaﬁ%Wﬁ%ﬂe &tof
the readi ng titeewnieddes respeabitvebpspabedr erad@ing Hrtstérs imdi aayed.
symbolical ly 'éh]gégangﬁapydé{%fé%’e R} at Pepbagt Lhab %ﬁggcﬁgi%ug%%ﬁ%l Bl eas

components per page are respectively reépresénted Tn
the 30 remai ni ¥Y r eSitdudxanmie conponethe arexamtlehat thedeféne addkeiron, at

- the provider endnimhess Calabes pedshasedindhichadesgt i pepkhg Eﬁ%@ﬁi tbon
froma volunme-orientated billin stem a tinme-orientated EI I'ng system

,Ng S .
or conpl ex valdYR/ FERE BPPFPKITSYEL¥m/Pd & IpdhehaamnigenreEntatedosil | ing
syst emd . E@][ extaapbagef of &esqte(iirfd')é‘r, ddredn ddretaitdd i Qﬂg%%kf%\% ggflééagi?)an
itemidentification nu 2 45 it.1s_22 Februar 19434
PCT/ EP02/-09511€3'I9e7 ggtsejsi’b?t?t%gp? e‘&’erf“i”h%st%‘? %{?t %?c?% i ngPBwWPRESt he
reader acquirdwrm hdprominugiately neadstricted. right of use wthout an
obligation to pay a further charge. In fig. 26, further possible charge

scheme rules are given purely synbolically, for exanple rules that a
degressive charfe sdf¥PEti®mapphpkes orpesdtblee for example, in

15 particular a charge scheme in which a page-oriented
item of text is billed as a function of the volume, an
individual page which is displayed on a display notr
being completely calculated immediately after it
becomes visible. Instead, during the orientation time

20 [0,£1], in terms of the charge scheme the page 1is
considered not to be used and is not billed at all. The
page is considered to have been used entirely by the
consumer in terms of the charge scheme only after a
predetermined time t1 + t2 + t3.

25
Fig. 23 shows in a schematic and exemplary form time
profiles for the use of a page of a page-orientated
item of text by the consumer for a charge scheme
methodology which is illustrated in fig. 22.

30

The rectangles symbolize, by way of example, the same
page qf a page-orientated item of text; here a page
with the page number 21. After the page has been
displayed on a display device, the page is considered
35 ~as not being used within the orientation time of, for
example, 15 seconds (fig. 23A). After the orientation
time has expired, the price for the use of the page of,
for example, DM 0.025 is billed completely (fig. 23B)




content cannot be used further after having been read ty g&maltP2600. 27
shows a schematic view of a device according to the invention Wwth a card.

A first device far using and billing for the use of 15 digital content and
a second devitk °f3dr°1u.?§3%g and billing for the use desi gﬁﬁ'{géﬁp%@/@ﬁ%
distribution server 20 traffic network _for downloading server and have of
said content are respectively references 1202 and 1204. The 110 is

connect ed Vi a diii data chWNisd Onbg Wt es, 1202 A4 i | egewhi ch
are kept available on the digital content ichare provided for use by
the consuner (¥6tt i FPOSEREL éﬂ§ Ehe goRee wi FReutPesksd nglt Haime hdseing| es
can al so be trdnsflerrigaigo paigedcglgsurmrs_m@@éa?e&y ttlglg? de%i[%g§a ZOERSC]Z\A/[ndDVD
1204 by 25 exchangi.n ysical data_caryiers r exanpl e )

etc.). yThe deVices aﬁan%§53083&¥{ h{aﬁ/’eg a éﬁéﬁi cefE58B1RAd thfogthe
respectiveby, Hfemdegccbamnilnttng aloar dispdale &0 &aéo.r@mh n tqfv_elt heagevi ces
1202 and 1204 h Lgn .ch corgyesponds to the detail.s
illustrated i ﬁ%t%%gu?gsgfggglﬁg 1571\,:I\Q|r&ér.lgi r#’rﬁédrot Egﬁl al?e%l_mepflzﬁ%e and
1214 is respectiazgley imcpvirde The ctthetheoppgreraftemhibh anpingcesSary

f billing, sWeh ASiSGRNSWEY I 5 a I a | 1D . red- val ue
_mce):mrly alngg co sur%ﬁ on _hi srgt%%)rf/){,}ng'r eﬂgoﬁg%hﬁgs?ﬁa@d.éﬁ%%r%%(% E%OG WO
03/ 019434 PCT/BS02F588PLC. %8 "PRge 236) || whonftierg oMe huseneohanehe t hat

the consub®r respective item or even switching off the display

' device (fig. 23D), the use time which is stored for

this page ﬁp until then is buffered. A free-of-charge

orientation time of 15 seconds is allocated for the

'orientatibn on the new page 36. If the consumer then

15 causes the same page 21 to be displayed again at a

later time (fig. 23E), firstly a new orientation time

is allocated. After the expiry of the new orientation

time (fig. 23F), the billing of time continues taking

into account the time- already cumulatively spent

20 wviewing this page by the consumer in the past. If the

time which has been predetermined for a single use of

the page has expired, the page is considered to have

been completely read (fig. 23G)}. There is no further

time-dependent billing as long as the page continues to

.25 be displayed without interruption on the display

(£ig. 23H). Instead of individual storage of times of

use which have been started for specific pages, it is

"also easily possible to run a time credit account in

which unused times of all the pages which are exited

30 prematurely are cumulated and made available to the

user in order to view the same page or other,
completely. new pages.

Fig. 24 shows a second diagram relating to the

35 discussion of the dependence of the volume ~ received
by t_hé consumer -~ of a page of a text document on the
use time spent on using this page.




(not illustrated) uses, by means of the device 1202, an piBmaM bho@n item
identification 333 and in doing so has used in total 420% of, that is to

say nore than 4 5 ti ,, the volunme of the item The privileges acquired
by repeat edIS” Iogfioﬂge%é%ck the item 333 are stored here PoR/¥h@2£87 ¥ hodul e

1210. If the user changes over to anotheyrs device 1204 (in the right-hand
half in figure 27) and requests again the itemwhich is not 10 present on

the device 12(Mer®j t hthke ressdinghatesaid Ltemsbastta beigade;availabl e
again by the s L yer 110@1 vi%the WAN 210, this is coded in a different form
for the decode? B SRNE hcqli® ed ™ P viTSAE DoV A& es8E bddire ®BEECtI ve
through the insklustoratodd tie fiay.d 2% nodul e 1210 into the device 1204, with
the result that, depending on the charge schenme nodel, the playing back

of the item 333 again is considered, for exanple, degressively in a

curmul at i ve>f adfit®n,25 or sbgwapl @ asthbeidng $009saw t melandngandtés the

correspondi ngly; dihd £0bn ngT%eexéé@{eﬁdéﬁcéi gHzf Ce il %Bﬁ!‘(ﬁet .tla'ice%.@ﬁ zae
itemcan be de avail able encrypted in a. different formin iIfferent
devi ces and neerEhe| 668suBRThe B8l Pedase @Bans tektt Moaumnicapd fbeul e

1210. 25 Fig. &k shows spathemmuding emief gageheme for managing and
‘transmtting rights by neans of a card nodule. Figure 28 illustrates that
the sane card nodul e 1210 is capable of calling digital nmedia content from
one or nbPe Fmneers ohedi ffeadinty pl aykaek devieesravedi f fier enEigQ bernmats.

As a result, t ule 12 is _illustrated in the left-hand_part in
conj uncti-on w{bﬁrﬁ%ﬁ i\?gg pl g?er,]tq?én or (‘aar(:"H’tné:rr pl igat&:k %%un&'thsei gnBf¥€or
nmusi c, in the dddmstaatsst tin tfios 23%erted into-a set top box B,' or a

tel evision set or sone other termnal 35 connected to the latter, in order
to display vi g_,eo %ibgnallés, and in the right-hand part in conjunction with
an e-book readé®f&° FRXPHyFn§oPEPBS L6 e ahdide HRAEinDfPrAages. 22
February 2906 wi@H) I/l 343k iBCEABB02£0Q%btus rights.

The charge scheme options which are made possible by
the invention include, in particular, charge scheme
models in which, in the case of a page-orientated text
20 item, status rights can be acquired and presented in a
suitable way in terms of information technology at the
level of an entire item and/or at the level of a page.
For example, the complex volume/time billing mode which
is illustrated in figs 20 to 25 makes it possible for
25 the consumer to be credited with residual componeﬁts of
the reading time which is respectively"page*related.
This is indicated symbolically in fig. 26 by virtue of
the fact that the consumed time components per page are
respectively represented in hatched form, whereas the
30 remaining residual time components are not'hatched. In
addition, at the provider end rules can be predefined
which describe the transition from a volume-orientated
billing system, a time-orientated billing system or
complex volume/time billing system to a purchase-
35 orientated billing system. ‘ | '

For example, for a specific item (identified in fig. 26
by an item identification number 2349457) it is




- 77 Fig. 29 shows a schematic view of another schene f’&@ehﬁ?a@ﬁ%dw and
transmtting rights by neans of a card nodule. In particular ere is an
illustration here of 5 nodule-related encryption which nakes it possible to
make tel ephof® A& AF, transnit data online, and consBRE/BPRR{9®51The
user requests an itemfroma nmultinedia-gontent provider CPrl via his

t el ecommuni cations service using a tel econmmuni cations 10 nodule (for

exanpl ¢ CSM orpd B 4nich i RAUHIRREA WRL ofell OGRS (Ied | gfiks card
is additionall rovided wth an encryption no e ose key e IS known
to the telec P R FBAEL LSl i EErOlFHXO%FPHﬁéd}larééﬁ%’éﬁ’éedpifég gepfCPri
as a synergy paséneltigdut hen 181 BYLEDEMUNG Gady N SES@I Ve € &1 res, from
the telecomrunications service using the telephone nunber of the end
user, which key is to be used for this tel ephone nunber and transmts its
i tem directl y Im tfhg. &€6d L&m‘tlt@gepbelsl\bilbh diergor sebpaadi NgLanCcaypt i on.
20 Said end usgy n nIy ing_his. righ rd wth the
mat chi ng i ndi v? u&? (E)ecrS'Lg'neo)ﬁ"lpls Yel t¢:o %FfafnPfLS Eq’f]; %dla}"r-bdg or
of fline in thelegsesdiie nodeard: | I$¢ﬂgeme pesf oapptieda tbe that the

t el ecomuni catdHseSer 2 S n || r use
of digital codﬁt entlﬁ?sa%lgg?téngsg e£% %ré%ggglifg).lng é ni %gﬁ

i nfrastruct ur ¥6¥C% t el ecommuni cat i ons ~ provider is designat ed by the

ref erencejgynbol 1415. 30 Techni cal | T infrastructures of content providers
_for files wit jtal, (multi cont ent aed5|gnated by, the

ref erences 14 01@ gr)47120°é1 AR E %1"'2% VI, O807 shoWsCa FFERE IRE P a
downl oadi ng pridoesisventidm edrijlurctdeaamdwi th Fig. 31 shows vari ous possible
solutions for inplementing the invention. In the sinplest and | east 22

February 2006 V\D 03/ 019434 PCT/ EPO2/ 09511
first device for using and billing for the use of

15 digital content and a second device for using and

billing for the use of said content are respectively
designated by the references 1202 and 1204. The
distribution server 110 is connected via the data
traffic network (WAN) 210 to the devices 1202 and 1204

20 for downloading files which are kept available on the
server and have digital content which are provided for
use by the consumer (not illustrated). It goes without
saying that these files can also be transferred to the
consumer for use by the devices 1202 and 1204 by

25 exchanging physical data carriers (for example CDé, CD-
ROM, DVD etc.}.

The devices 1202 and 1204 each have a device 1206 and
1208, respectively, for accommodating a card module

30 121_0. Each of the devices 1202 and 1204 also has a

| design which corresponds to the details illustrated in
figures 16 and 17, i.e. in particular a decoder 1212
and 1214 is respectively provided. The other components
which are necessary for billing, such as consumption

35 measuring means, limiter, stored-value inemory and
consumption history, are not illustrated.



- 78 reliable case, the entire encryption of.the medi a H pBsyar@dehe0t the
user data and charge schene data is carried out on a conventional PC by
means of a software solution. In order to increase the reliabilit sald

PC 5 can addif9 d1942 4 muni cate with a token sol ution, PEB{EP@ZA
chi pcard. The highest |evel of security ig _obtained with an int egr at ed
termnal which is as far as possible encapsul ated (appliance solution, for

exgn}ﬂ ed MP3 pt:_?gerjv iDlM@tﬁQt@@enbzﬁgtﬁéuéﬁ% ﬁa%gl t%%ﬁ 'tﬂgtespiagu#!%kvgfsa'
mobi | e device Fi ows. an_advant ageous di gi
particul ar enb@&‘?‘?’rehfl‘é§tﬁa§\%‘3)r apFesSc ﬁ%@%ﬁnﬁz?éléhelgem%hlgﬁﬁ b8Rused

in particul ar sisem wikhi radi atagnamrentlrfgngaeﬁ@bﬂ >8331<$1;1%|1 8@1 adcdixggt @b

ri ghts manage t Sys . Srhe | evic

PCMCI A sl ot %25%% eh CfEI)rBF e %Je%j c?}ri' pgﬁ‘?gcﬂlﬁar % osrayhorp?ﬁ% tﬁ

smart card 6&hi ptines, f’oheex'aik'ptne odr tdhiestitidout |'Dhneapd1v2ﬂ)egayrrantm$yeaerrs.
The PCMCIA i ntﬁyfﬁp%@?%?ug bkga(%egh Oﬂtg&h§§3' fa%gcgl:ongl i{Les or

expan5| ons, for cards snar es or
simlar storadge chbflscaxsl gped oi2ﬂ;ar d¥fortle hesesofcdhsmoesanever har dwar e

expansions. |tahstiden gbsocROSSible t o £quULR ther birl e devicer 127010
vmtham)blleahonefu ct| Callty fo?lexa ¥ J"IgrllR a’ GSM GAPS, UMIS.

30 One enbodi VSTURIES A265RR a%h% décgdevhighddise FoF
digital rilght q;mg:ermﬂt tWet ear dent B At efi tREwBRY, ressmrtt catidl r sagdar

and/ or neans far kin epho e call d/or for communi cat j on/ dat a
transni ssi on ug'i ny il Fes ‘I%] ﬁfﬂisfae]? ag?ﬁn3§’yacf§}et i DT VEL {{iﬁ)
advant ageous twigpridwe déAI&ugﬂ.@matylsf mﬁctcwdmi dm aa pét Sherdntdi fotml for

assistant (PDA),SUGR a8, aPROI NERE Nt RAMUNI 10k §80REC nddeFEREYELY 2006
WO 03/ 019434 PCT/ EPO2/ 09511 79 i i
become effective through the insertion of the card

15 module 1210 into the device 1204, with the result that,
depending on the charge scheme model, the playing back
of the item 333 again is considered, for example,
degressively in a cumulative fashion, for example as
being 600% at the end, and is correspondingly billed.

20 The example in figure 27 shows that the same item can
be made available encrypted in a different form in
different devices and nevertheless can be called by
means of the same card module 1210.

25 Fig. 28 shows a schematic view of a scheme for mahaging
and transmitting rights by means of a card module.
Figure 28 illustrates that the same card module 1210 is
capable of calling digital media content from one or
more servers on different playback devices in different

30 , formats. As a result, the card module 1210 ig
illustrated in the left-hand part in conjunction with
an MP3 player, in order to play back sound signals or
music, in the central part it is inserted into a set

. top box B, or a televigion set or some other terminal

35 connected to the latter, in order to display video
signals, and in the right-hand part in conjunction with
‘an e-book reader for displaying pages of text and/or
pages of images.




These can also be inplenented in the nobile device 1270L0:dnhse) bood N the
di spl ay and operator control part 127030 or in a connection nodule, for
exanpl e 127020. 5 Al the functions can, if appropriate, be used

i ndi vi dual | y ¥ 93 ®oitidhation. Further functionalities PEFEERPIH0PDELI bl e.
The discl osed content of PCT/EP 01/03738;7in particular the description of
particul ar enbodi nents of wearable conputers, is 10 herewith expressly made
the subject matter of this patent application. The reference 127030

desi gnates a djspl an erator. control unit. _The displa and oper at or
control unit Cli%lgz%%osﬂl%"pa Qi §5PETAE37046-5hi €h POGEEE 1SR sBPAYI ng
texts and grapharagingclandi ngransebsting theshtappbicatdsons whi ch edpdon t he
nobi | e devi ce e (o] et ween the, e device 127010 and
the display an Qﬂ%r ati_%rpgg?i? ﬁggn:%@%fﬁdﬁ) Tan* g?%%élﬁ%tjz?}q nﬁﬁ’é b?mesans
of a cabl e5(norcdulesrelatert], epgrvaticabl ehish dwmtke scofrumpaatikdes to

connect i on, f%a}%af%l%p%hém% ﬁl%f Lagi Otiﬂﬁz‘{ﬁﬁlt%’s'&kgca fQh§3%ampl gndt he

‘Bl uet oot h standard or neans of I nfrared data ransm ssi on usi ng
exanmpl e, the |?%b?1§?%nd>£rfcilq%- 256y eBERFedreqnes b spiay idem oéefpart oa

control unit IAyDSimedin advesteaeous! yoabspabe proybded W fhzan aggio
subsystem for | e._an ear pi ece/ m ¢crophone conbi nation 127050, For pure

heari ng purpose{i(e?rg)m%nl%ﬁ P Hos SV Lo BEERIT G ERARBPEMURIEREIORBadset .
I n 30 anolfier maahilent ({ootexdrpkbs resied)yr THeS)ri ehophofe eaiippadiswibh
integrated int S o} r nt r ol t 127030, The di.spl ay
and operator. cagn% :%%unﬁf%??gg% Pféﬁ%% ) v%n%ag%%ﬁ%‘:g‘/md? s?ldﬂgd ﬂ such
a way that it vl bancemcenpadion meodle wheskakey | fypdeidi épica\yl ahd
operator cont e Uﬂéleé&ﬁ:&%ﬁ)léétl&@@ogb%@l%t N gl QUETY s RCL LN o h IEn USET

can easily carr i nput_ gper at| ons 22 February 2006 WO 03 019434
PCT/ EPO2/ 0951 Praggder | Cerl . & synergy’ partner of the
15 telecommunications service inquires, from the

telecommunications service using the telephone number
of the end user, which key is to be used for this
telephone number and transmits its item directly to the
end user together with the corresponding encryption.
20 Said end user can consume the item only using his
' rights card with the matching individual decryption
module, either in life-streaming mode or offline in the
viewing mode. Billing is performed via the
telecommunications service.
. 25
' A device for using and billing for the use of digital
content is designated by the reference 1410. A
technical IT infrastructure of a telecommunications
provider is designated by the reference symbol 1415.
30 Technical IT infrastructures of content providers for
files with digital (multimedia) content are designated
by the references 1420a, 1420B, 1420C or 1420D.

. Fig. 30 shows a flowchart of a downloading process in
35 conjunction with ' _ :

Fig. 31 shows various possible solutions for
implementing the invention. In the simplest and least




Wi th the thunb of the hand with which he is holding the Ufdhluary 2006

Al ternatively, operator control using an input pen (not |IIustrated) can
al so be provided. In one developnent, the m crophone/ headset 127050 has a
5 switching d&il3/ 0134360 with which, for exanple, nusi cPCPIERBALASTER be
swi tched off and an incom ng telephone__g% |_ connected. After the end of

the.telephone call, the nusic playback can be switched on again activating
agai n. 10 by Thel thispd aya@ad &E’@réﬁeiréoéﬁéﬂzp%bﬁ d27P30 faaaleefﬁgg' pped
wth its own prqg Eor or control device and itS own rechargeabl e attery.
For this reasdt: t iPe uFgFi datar rad) hara %%#?W@f@aEénlﬁuﬁaérﬁéétly on

the .15 di spl ayouatnd @perat @org@Myieinaini tpcl 273830 meAnisA bFSUbkL , solf"twlz&elhn
" particul ar possi Ie to resolve co rotected . data.f i_n_t he

di spl ay and od%rétorHN)ﬁacﬁré%ﬁu%g12%6§%a3ﬁthseﬁetﬁ@§$Tt5YthégégrBFece.
The encryﬁtlcnﬁnﬁaddmtxhn&ﬂkyr&mmm&mimm@@ WhEhnabtbkeﬂemomat26n1226i0 and
the display a or 27 C rrled 0 for
exanpl e, by ng%ﬁg o % §§§Q%u$%tgg%% %Vfgﬁgghc b con u%? thRe item
decoder (not QbHQkﬂunW&Bh(ﬁntlnt thﬂédt&xmhnahewulghta$ a5|@hrsas
managenent SY%k%mlﬂlérEhégﬁﬁﬁfhﬁgﬂ'Qgpﬁgzgﬁgezidﬂﬁéf&g tfﬁ% fgghggea risk

of unauthorlzed co hi,s _enbodinment, it iIs possib exanpl e,
to stream cont 275 Mo hé-q/vé"é’r"é%! é’H%’rﬁSlﬂ SRUsEE dﬁt@éro e Inwser

i nstal |l ed1for that purpose in the display and operator control unit, for
as long as thqkﬂtegp §%¥§_3 faor this are fulfilled, for exanple by

nmeans of -a connec MC&rd in the wearable part or in the
di spl'ay and operator control part. One particul ar enbodi nent of the display

and operator 3% capt f&toww'én'éatgﬁtaaé?hg' ldlé)it%f @%e”&é ér 8 ang

operator control” function of € con
t he p033|b|I|FyEﬁIQﬂQﬂﬂ%ﬁu?ﬁPOQ%Wen%xaﬁpﬁeWﬁﬁﬁﬁhhﬁﬂﬂ@ﬁ@%ﬂﬁ%nﬂ2%ﬁl@h have

just beenipl ay@dch can be used in particular as a multimedia player,
‘ preferably including a digital rights managemeﬁt system
(DRMS) . The mobile device 127010 may have a PCMCIA slot
127020 which can be used in particular for holding a
smartcard chipcard, for ‘example for distribution and
20 payment systems.

The PCMCIA interface can thus also be used for other
functionalities or expansions, for example for adapter
cards for smart media modules or similar storage cards,
25 processor cards or other software and/or hardware
expansions. It is then also possible to equip the
mobile device 127010 with a mobile phone functionality,

- for example WAP, SMS, GSM, GAPS, UMTS.

30 One embodiment is to embody a PCMCIA card as a decoder

~ module for digital rights management with an integrated

memory, smartcard reader and/or means for making

telephone calls and/or for data communication/data

~ transmission _using WAN (GSM, UMTS, GPRS etc.). In

~ 35 ‘.addition, it 1is advantageous to provide customary’

functions of a personal digital assistant (PDA) such as
appointment planning, notes etc.
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associ ated information such as title, anount of stored value, Pplaying tine
etc., or lists of nultinmedia itens which can be played back or ordered.
Wth a nul ti fh&3/@3&43énmbodi nent of the 5 display and oBeF&ERI2 £ 1D
unit, for exanple both as a nedia player 9arld as a nobile tel ephone, it is
possible to switch to and fro automatical 'y between displaying, for

exanpl e, tel ephg n er d [ it | lch_ak ei yed at
that 10 particul ar t%%g, %%ngﬁfgsﬁakﬁ%ﬁggfédav§§|§%F§ S?ﬁgé% @gvg%%ered,
dependi ng on tie Gferidissld node e | displaporred epevatirnpoentrel apastephone
call is being mpds0 dr tihata RAdd < 1@ i1 d h%o%uté%{afn{fh%r 1931 2Re _

di spl ayed or even represented by an i nmage, and if, for 15 exanple, a piece
of nmusic is being played (suppressed during a tel ephone call),

correspondbng AXif ortiad i ofiunstiphesendsad onifheagbspbatatEhe mbilgsdgvice
127010 can i nt.eract., . vi-a.a LAN data . 20 connecti o W th ot her devices such
as an e--book lrne% Gy QR gt JBPER LA G- b%lé]ﬁr@?e¥ n%Fﬂﬁté‘éﬂ‘Ebele§i ml ar
form if proviegicons adrs madedoibldat piheposelisdhesaexdbi | eoglesmice caf al so
interact with roatz- Vi a jon her .. g W refree one
by GSM 25 GPRS, Sﬁ@é@???%ai gﬁ%mﬁﬁ?gﬁ%ﬁi n&g or %x%p}:‘b\%f{ aéfgl og
tel ephone | i n@®2my 8PN | | erbedingnps. ofi g. weRBkhews compuderd .ew b8 t he
mobi | e deypcenbeéldi®nh ERprBkea§aNhagal reHdd L@Fid WaeRhecRDbLj £ devi ce

s 30 attached to a belt .for ,clothing (not illustrated), the housing has
an ergonom ¢ SREFECWAPEN AFEE18depr essi on 127070' on the side facing the
belt. For reasons of convenience, rechargeable batteries (not illustrated)

o alvant A0S L ALANAS A1 hoteTe 1001 o8 o L%y o ARG
the belt by negnsrefl aunit. The display and operator control unit
15 127030 has a display 127040 which is wused for
| displaying texts and graphics, including videos, of the
applications which run on the mobile device 127010.  The
connection between the mobile device 127010 and the
display and operator control unit 127030 can also be
20 made by means of a cable (not illustrated), but a
cableless data communications connection, for example
by means of radio waves wusing, for example, the
Bluetooth standard or by means of infrared data
transmission using, for example, the IrDA standard, is
25 preferred. The display and operator control unit 127030
can advantageously alsoc be provided with an audio
subsystem, for example an earpiece/microphone
combination 127050. For pure hearing purposes, it is
also possible to use, for example, a HiFi headset. In
30 another wvariant (not illustrated), the microphone can
also be integrated into the display and operator
control unit 127030.

The display and operator control unit 127030 is
35 advantageously dimensioned in such a way that it can be
comfortably held in the hand. If the display and
operator control unit 127030 is embodied with a touch
screen, the user can easily carry out input operations
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Illustrated) so that it can always orientate itself in the direction of

gravity is partic t{ﬁ{% advant ageous. Customary peripherals, for exanple
i—'h(' th

, a
printers etc.Wod nected to the nobile 5 device B8768B02A03511

devel oped enbodi nent. Fig. 33 shows the dé@pl ay and operator control unit
- 127040 fromfig. 32. In a particularly preferred devel opnent, the display

~and oper at or o} nj 7 S, on._the upper and | ower _end. sides

128010a, 1288%%%115 #lﬁgeg%#ﬂga}éé gé%ﬁ%??nwéﬁ% %%Eﬁa%feelaei?f)ﬁm?ng{le

i 1lustrated) bynreansléfermaitdlvedycovepenatatl e cok28020 vahnbe gpushsguand

| ocked onto t hoodi spidty andysepatakpr cant Lhlsdinbt 127040scand posshbl y
Wi I't. ic

al so 15 establjsh el ectrical connection n ‘one sEeci
enbodi nent, t HEEERVFMRIduUI e tRe80I0L GroPheps rrariset h 42F7B8PBphdee kegpad
and hitz?gél\gi ev@mcm:ﬁ@m@@frﬂéedlgpb@w ﬂﬂt‘hhgvlrﬁ.icﬂ'ﬁ,' aﬂofgggx%ﬁﬁiéx loilhuEQBt rog)
uni t , a ave ear pi ece an crophone 20. (not [|lustrated),
if the m cropﬁ%nﬂaeyq?a%c%o?aﬁlﬁﬁﬁuﬁ tFﬁed’t W&fg‘iasrﬁfaﬁ)‘/naﬁ’ac%é?%t 5ELEBRERBI unit
127040. 25 Thecaxblerompdukbedl28FHermayhée eeibosf edhien e Méleorandeall,
~fashionable r pe |l ors. The purpgse is: a) to permi the
‘user to make a’tel g%ﬁ%%% céi"?{;?%&?hecaga evvaf“ﬁ%ﬁ?’eeqss Q%eaa? ¥ ronYa
conventional &afbivating éasfgme, and 30 b) to pernit a device which is
originallypconfigured as a playback device to be possibly subsequently

- easily retrofitted to forma nobile tel ephone, or vice versa. 35 The cover

modul e 128020 The fASPhaYcAfitbcPRBEE oI TEN | uabte 137 $0 plcgggdeef r om
above or bel owcptitpped hei tih Spkay cad PR QEr COAL Bttt JAQ40 gependi ng
on the Ieft-handedness, ol glin R HEENESS Ot e IS veddn COLYALY; 2006
variant the playback software can run directly on the
15 display and operator control unit 127030. As a result,
it is in particular possible to resolve copy-protected
data formats only in the display and operator control
unit 127030 and feed ~them - to the earpiece. The
encryption of the data stream between the mobile device
20 - 127010 and the display and. operator control unit 127030
can be carried out, for example, by means of the SSL
protocol. With such a configuration, the item decoder
(not illustrated) can be provided with the digital
_ rights management system in the mobile device 127010
25 without there being a risk of unauthorized copying. In
this embodiment, it is possible, for example, to stream
content from the wearable computer to a player or
browser installed for that purpoée in the display and
operator control unit, for as long as the preconditions
30 for this are fulfilled, for example by means of a
| connected rights smartcard in the wearable part or in

the display and operator control part.

One particular embodiment of the display and operator
35 control unit is the possibility of repreéenting the
operator control function of the piece of equipment to
be controlled and the possibility of displaying, for
example, multimedia content which have just been played
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di splay and operator control unit 127040 is correspondingly automatically

orientated s h and i nages can always be read. _In lified
embodi nent , %@s@é@f‘ﬁ% can also be 5 onitted. A furthechéggﬁ?ZB%ﬁ%
possi bl e enbodi nent of the display and. opgrator control unit is the

| ateral formation of input or operator control elenents facing away from
the display, abathe etggetiiet heﬁﬂﬁlsplaae/sodm;ét{bd Whirglh A 1S Pl rand s

“operator contr it 127040 c 0 b th e held.with a hand and oper at ed.
One parti cul argit%bdl et % ' the Phputi¥edtie By neal€ of

at | east threelispsit oyﬁusrhﬁumm@rdﬂaeystemrwhithngance;rd apTapasi batkneti ons,
for exanple |¢g scr ng ng rked functions or
8EabBeasCr ARGy 21 LDRuhELOIREI NICRbORRREGE [ UBCL LAY

menus. The 15 position and hu ug I'n |l e
connecti on§ (i 1%?%%%n@§ldaﬁ§etfﬁ§0rm§m‘itp?@§s|Lb111f4,t|@$r epywbe ybohhaas

i ndi vi dual casg. p&@ip! Ltgﬂ:d)f‘élcond[}ﬁft QN is Rkl %relé)é %q)\ﬁ%nt aqetou? by 20
or

virtue of the possj i||t of connecting to an accommo I ng rreans
exanple: in v ‘?%?Je]% enéC FVLESEr diRdpnd hErepermamatdsmilyl  Regvwera

i Eputt}ngh . andt Opt ppiid Ng Cﬁoxsgur&-:atnwéw]g glé;@q% phod e hen%ﬁag%rs: nt 85&306 as
that of the-coyer advant age o tesep ate_di spl ay_an

- operator controf Xmt 3(”19270*233& ‘ﬁ“p%?tl%{ﬁ?ar ?1'%900?4)%3? de?Egn\éﬁﬁFch can
be made ¥Ery paghioelaght timea, ITDID‘I |tel trlael owlapgh | eaki mﬂldlrﬂeﬁih& otakMI'S

30transm55|ngargj%m% an ged_at di st ance from f articularly
sensitive body parts such dg? &%ﬂg g%y ?é%”“or$ra H5h eSS % 'l e™Hevi ce
127010 whi ch CERFPPHSRIH ARV He- pbémbﬁla@lpla@m ¢2bn i hebbddy, made

exanpl e on a tabl ethdk Thardisphay arwhrﬁkper atRE CQRNbLel 1WAt arﬂﬂ'xthg
wearable part_ ,(c ut er al so be embodi ed i n one pi ece, provi ed t hat
iR & SYen for

t he di scl osed oFepresented by an image, and if,
15 example, a piece of music is being played (suppressed

during a telephone call), corresponding information is

pregsented on the display.

The mobile device 127010 can interact, wvia a LAN data

20 connection, with other devices such as an e-book
reader, PDA, web tablet, PC or beamer in the same or

similar form, if provisions are made for that purpose.

- The mobile device can also interact with the Internet

via a WAN connection other than a wirefree one by GSM,

25 GPRS, UMTS etc., said connection being for examﬁle by
analog telephone line, by ISDN line or by DSL.

Fig. 32B shows a side view of the mobile device 127010.

For pleasant carrying comfort when the mobile device is

30 attached to a belt for clothing (not illustrated), the
housing has an ergonomic shape which has a depression
127070 on the side facing the belt. For reasons of
convenience, rechargeable batteries (not illustrated)

. are advantageously arranged in the lower region of the
'35 housing. ' l '

An embodiment in which the housing can rotate
approximately relatively on the belt by means of a
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exanple a DRM solution using a smart nodul e and/ or PCMCI' A nodul e,
recepti on and/or nsni ssi on nodul e for tel ephony, nedia pla and PDA

{
conbi nat i on, %rﬂ)”[/@r@d"rﬁa‘r ols for terminals and/or a lid P?':Td\n"-'?ﬁze'r&?%%%g

wi ndow sol ution are inplenented. O cow s the enbodi nent of a handhel d
nobil e device wth a cover which can be unfol ded and fol ded cl osed or
fol ded over ambmiectidrasparyi émbhginiodevated)tbe tladi spl aynbaheuyit is
possible in a y | et e di nents. ..The advant ageous_cover with a
viewi ng  wi ndow %%}%//%gsé as#%élgas”?gl f S PrriEPertdent S F nvEREYVEY | d8a. The
advant age of tRRES4dawanln adownitedeoas .f oCdshgmenyerpefiptohidle, hanghel d

devices |s | N hamd | GHlatele REM ! &utll 50 6rMERA S P! ERENEE1RE.
read even when_the protective cover is closed, an other functionalrties
can be nadé pdiAe B TtQsithg develonpdrenrdingrtionality of the nobile

devi ce can be expanded by folding over the lid, without a further 20

di spl ay being r.equifred for thjs purpose. As a result, the use of the lid
therefore covgrr’sg' aﬁrgl ﬁ%lﬁ’?”lse @ﬁd@%’la&evﬁ%‘s W ERAFURCIIBHAYL | BBLI®hi ch

are specified 11'2*7104{]1i stobmcl fsgre32f or exanpl ep&£PAi chBAEPRONyrevkretgee
and/ or using qﬁgl or di a;.pl ayer with or 25 without a renpte
control function. %‘fés}lq!dl S(}q}seosgillﬁpg%%oa o8P SEREFar f:io&tﬂrgﬁ dB88#gn of
cover to BB gavbdierhas. asvodihst etpwen hande Lower erdl spldys ah@d80bpar at or

control part, 1@eand ess, Ol bgtet e pfﬁiipiéya Ad QpenAhore cqoyr gL part
is enbodied in one 32 piece wth a contro nit or in nore than one piece
“with an ext er di@CtwearABEETRERBN PY Mg 40&hoBiche dosoven | B9dvie usi ng

the display andgoaperedor beoushediNnhhdl U4 rombi enedufasi 4 figgent 35
Pl eces o SUERTEaand, SELLGRC St Ty lop g ALY cofilo

. 15 establish electrical connection with it. 1In one
specific embodiment, the cover module 128020 is
equipped with a telephone keypad and has a viewing
window for displaying the display and operator control
unit 127040, and may have an earpiece and microphone

20 {not illustrated), if the microphone isrnot included in .

the display and operator control unit 127040.

The cover module 128020 may be embodied in a wide and
fashionable range of shapes and colors. The purpose is:

25
a) to permit the user to make a telephone call in the
same way as he is used to from a conventional
mobile telephone, and
30 b) to permit a device which is originally configured

as a playback device to be possibly subsequently
easily retrofitted to form a mobile telephone, or
vice versa.

35 The cover module 128020 3is, in the connectable
' embodiment, able to be plugged from above or below onto
the display and operator control unit 127040 depending

- on the left-handedness or right-?_handedness of the user.




for use on the person or in the vicinity of the person 9?&?:‘4_ quper at e
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- 85 devices within the distance which can be spanned usin for exanpl e,
Bl uet oot h or Thi%d%d43% DA). For exanple for nonitori n@cﬁgﬁg%/oﬁ%%s
consol es, television set, fixed network é3el_ephone, set top box, video
recorder, 5 nultinedia pI ayer, nobile telephone or PDA. Furt herm)re fig.

34 shows a flxwﬂatv./ea@@arﬁ@ﬂl@h@ha&e 1§ Skmihar d&%pﬁ%? ki e r%\é &‘—e with
the sanme functiopal.and techni cg n%o di nent possibilitie el udin
that of streanfHg" pibittectéd Qntéﬁt W@%%‘?%@boﬁ@ltﬁ@a&l§ﬁﬂ-@(

conmponent s. Th@rﬁmfﬁtﬁ&t@cﬁnC@oV\thé}t teﬁpgcanaomageanaahead%y%eb&}%% from
fig. 32 is. . tively | ard di sk stor syst ens
can be readi | y | n egt ar?p%dlaf%cft ﬁ’é@?r%i‘@‘?ng\ﬂt H% ‘F??\éﬁevé’taﬁ o"ﬁf’%?Q &£0, a
fixed netwdr k @wiineedi oA Iorpbesi Bidvistryt sgyec e smsad;ible embouhmeAt | o
connection pogsib r o] ry. connect | ile in
the case of the mE%LFbiggv%:rgil%{bgggﬁggf %r 1-11%’1 dé"l\élf'\AyUWS %?’ 3?‘%%&8
~network. In thfeoﬁmé@eprva@faﬁnpumzmlwpetratsalpo%@um@ltelpmentdefanlagt er nal

audi 0 20, Qut pubd neerh che, UYSLAICOUSCh Sager BECchERATLAAdy SquRd {7 om

one anot her c%gs of ital Tig managenent syste I spl ay

and oper at or | th %naf'sﬁ ?ﬁ48nddé’§@|rﬁl§@6 éibEV‘éfO]ofuIﬁh*é HehPfe §é@| ce

can al solbe userh tise preldr mmpaeraatnan@oahaolopgréﬂ@afI@ﬁ@l farstahigp,
erator control

whi ch i s advant ggeous f.or.the user since can carry out o

and display func |cglr#r§ St b ﬁgvemipﬁ‘eerﬂe pﬁ’é‘?/eaflp}l & Lol Phae88fng hi s
uni ver sal di smfayaunlleaw-t hduateer egupnitngrestdbbieton r érptee cpeimaktiAg
further advanicage. ot ties i Sl AL 3G GPELaLAL, £ORLLEL AN L 21040 s

that it is possible both to performoperator éren
as shown, and &% rekei & iggerd nehamhemariedhdinndizivong oro e vi Thehe

ext er nal Dﬂtp@bsﬂtﬂﬁf dhdecud®eC&HE t Bhe plug-in and the latchable
connections (if present) and the input possibilities

may vary in an individual case.

The plug-in connection is particularly advantageous by

20 wvirtue of the possibility of connecting to an

accommodating means, for example: in vehicles (not

illustrated), the operator control and the inputting

.and outputting of sound taking place via the same

interface as that of the. cover module. The advantage of

25 the separate display and operator control unit 127040

- is in particular the compact design which can be made
very lightweight.

In mobile radio dpplications, the GSM or UMTS
30 transmission antenna can be arranged at a distance from
for particularly sensitive body parts such as the head
by mounting it on the mobile device 127010 which can
possibly even be positioned away from the body, for
- . example on a table.
35 | |
l The display and operator control unit and the wearable
part (computer) may also be embodied in one piece,
provided that the disclosed embodiments and/or




whi ch external output |oudspeaker systens are usually 3@%%;3@@3 (renote
control with headset). A wide variety of applications, for exanple
nonitoring of a _house, ganes console, television set, fixed 22 February
2006 WO 03/ 0F8u P8 /BEP4B%02/ 09511 86 network tel ephone, BEE/ERARHNELYi deo
recorder, nultinmedia player, nobile tel eé)é{m_ne or PDA, can also run on the
fixed station 129010. 5 The display and operator control unit 127040
detects . advapigeeoystyitfed! iS4 neﬁéﬂgfema ag%hrgngglﬁ?{'loﬂerdgﬁ Lor
spla

which it can perform operat or control. a corresponding
synbol is then"Bishl JRWLF o et ePﬁMﬁéﬁs Wfﬂlelﬁcaﬁeb‘@g’ce%cﬁndéby

operated. 10 |tramémfgsawntm@@@nése@@nt@@éﬁﬁoniormeaﬁgpbfafei'éﬁé pPgt wor k
or radio network for the transm ssion: of nal s between the display and

|
operat or cont roTRE =1 g7 GERPRY ?%treéieégrveererw%%r a’&ﬁiéof)oésr%ﬂe in
one parti éul arith prifeine dviendmdisenit idie L16spegiliemintdmst 15
cost-effective transm ssion is selected. Wien it is used as a tel ephone,
t he di splay and operator control wunit 127040 uses a uniform address and
t el ephone nuntfek cepeyeet ethandemieslident depenrdihegdire lichendlel ephdeeioamber
of 'the subscr ivbarm RArEbsdPaloh | Sud Ne Ch o1 4 Cling 20§ £20SE 33LGNpAL i 5

sel ected as the npst favorable or etter one. unct rons - of
di spl ay and opétxi®st E8REr oind ywibd chanhassa b#ieriggeretndy méars thevoice

conmmand 250corﬁ1rs§d],ay rpegpective ig P1cSakd UR byl ehedieed AP one
part or two pa The refer nce 20 desr ghates the, PCMCI A npdul e whi ch
represents, V&Pttéllgerou@ht §O¥BTnaWhGBreft ¥YRYERY ( DBVS)
Wi th decoder fmm:iqv\orsamdas et ctrhecamszea;lfq'r been chndeséedert o itlilde:ﬁti?v@et ween
the fixed st 1 nohil e Vi ce 127010, partrc ar t he
functi onal |t|g'tsde(1é290 can antggg ortggd g% He“DBiE. ‘ﬂ%m? At e cas®of the
mobi | e devi ce, folgding cover of moblle, handheld devices is in

15 particular to permit a display which is present to be
read even when the protective cover is closed, and
other functionalities can be made possible by closing
the 1lid or the functionality of the mobile device can
be expanded by folding over the 1id, without a further

20 display being required for this purpose. As a result,
the use of the 1id therefore covers. all mobile handheld
devices with functionalities which are specified in
this disclosure, for example PDA, telephony (wirefree
and/or using cables) and/or media player with or

25 without a remote control function. It is also poesible
to embody the particular design of cover to be
permanently associated with one mobile display and
operator = control part, regardless of whether the
display and operator control part is embodied in one

30 piece with a control unit or in more than one piece
with an external wearable computer.

Fig. 34 shows the possibility of using the display and
operator control unit 127040 from fig. 32 for different
35 pieces of equipment and épplications. The display and
operator control unit 127040 can always be kept ready
for use on the person or in the vicinity of the person
and can cooperate with numerous other electronic
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correspondi ng 1l or the Di | I of this at sc ematic
bl ock di agr am}h’?xS h%f Elfvi J‘;gsﬂ%“[)gf ot nt t’ﬁ%rgh%nﬁgﬁwo%l

di stributing, il aa;'lmgl@acktobl IHHeng rewioti bayi dgvioe dmgltttﬁl thesli asaRd

content. A br oxiders pfah ohbal wediaseant euliat L) usbraled] s pogtates o

server conputer which 1s connected via a or exanpie Vi a
the Internet (WstluHng | that ataéd)str@@manaemmmrmedmmm a7e® whi ch

i s | ocat edpat ddl@;é@jﬂjrﬁilq-@’lsg 180d ARloridnltést rat£d)ai FAdrdrRe e¥epp! ary
enbodi nment dep| cted th rre RB ack conponent 4720 1s an audi o player

with at |east "i&e cItou a7 222¢0AREn THRmi Ad9di gidt aJrS audi o
30 data from thetser fier éitaaﬂphm n&m‘l&t(ifveaystlaaﬁ_m Ngargr (HJ.Qﬂ@|st@ﬁéJge

converts themg %n%ouggnv\/rﬂ chrgg?r ¢ d eﬁlrcerlalted bngb‘thg%?“Io%??OIn"?# Of

course, the vention I's not res
al so possibl e tth@ disxed bmeasdon cbaeUh®, viadebixed network connection

15 possibility and a satellite communication connection
possibility are provided as a primary WAN connection,
while in the case of the mobile device it is preferably
GSM, UMTS or a fixed network. In the fixed wvariant
129010 it is possible to provide an external audio

20 output since it is advantageous to separate image and

- sound from one another by means of a digital rights
management system. The display and operator control
unit 127040, described above, of the mobile device can
also be used to perform operator control of the fixed

25 station, which is advantageous for the user siﬁce he
can carry out operator control and display functions,
and have them displayed, in the usual way using his
universal display unit, without requiring another
remote control. A further advantage of the display and

30 operator control unit 127040 is that it is possible
both to perform operator control of different devices,
as shown, and to receive audio channels without having
to pass via the external output of the fixed device, to
which external output loudspeaker systems are usualiy

35 connected (remote control with headset). | |

A wide variety of applications, for example monitoring
of a house, games console, television set, fixed




35 nedia, electronic books or other nedia content in nogdifcbafnenipsdi ments,
a precondition being corresponding display neans. 22 February 2006 WO

03/ 019434 PCT/ EP02/ 09511 - 88 The playback function of the nedia playback
cormponent - 47D 43 Wd&dSfdent on control signals of a trafSBEERGH/ O rol

conponent 4730 which transmts an enableggignal (not illustrated) to the
medi a pl ayback conponent 4720 5 only if billing of the consuned nedi a
content in aqc@dxfdatﬂ@e ﬂé&hphbﬁecharsg& sc bexensufftbo Fofetbi-Ger,

purpose, firstly suffici eni g, secur .ldent cgtion and__aut henticgtlon of
the nedia condUer e hebd8¥EFy ]redeﬁ FPEaEForPandPaut 15t i 24P on
conponent 474Qcurs ¢ o neicteat Stoattjttm tr2@tsiAct i on control conponent 4730
and has a suitable user interface (not illustrated) with which the nedia
consuner can identify and authenticate hinself. In a very sinple variant
this may take Plaacéispley exahpbeperbyorhearadicd constingr2 ithgdergoised to
15 enter his UsGfafiARARANI S;passpords by; 2 reghest gp a3, dgmgéar ot
illustrated). If the entered user name and  t he ent er ed passwo correspond
to. a pair comfidEdad IhevwREER AkmEasn PITESIHOIPHA LIF PN BRThr Ty

stored in thaHdeaispigali an ek Spdalitd L aéﬂn%oPo'Iﬁoﬂﬂ{En Ad#8pladdqit is

assuned that t tered user tches that all the furthe medi a

consunpt i on actx on'gh gefgllnﬁ"esbﬁjre%‘ Sa?h% FEtRE Con r R T a.

identifietloi nIf hdsfhayent n tarareiviasciet vaathant CEfort hexamdphel fal ciitedd and

aut henti cati oqlﬁ%g;g}(?{nerbtr 4741&(5:1 C% 'ﬁ%&u&q{ po 5| blgh tffﬁ 151 V}@re Eoken
en

4745, for- exanple snartca e used secure yi ng and
aut henti cat i n@lmad@esl%et‘@%r thet hirfmleat |de merasasaerh Catgltlfc@r ukianpl e,

fingerprint, voieRo eeRoNHd %wﬁv&t{@mlﬂow@'w&m& | dgntddd cation
and authentlcatlon 30. Imy also be_provided. I'n addition, the
transaction c&RGtd IE&%@n@ﬁef@Fﬁ q embodiment the respectively most

15 cost-effective transmission is selected. When it is
used as a telephone, the display and operator control
unit 127040 uses a uniform address and telephone number
register and decides, depending on the telephone nunmber
of the subscriber participating in the call, which

20 transmission path is selected as the most favorable or

better one.

All the functions of the display and operator control
unit can also be triggered by means of voice command
25 ' control, irrespective of whether said unit is embodied

in one part or two parts.

The reference 129020 designates the PCMCIA module which
represents, in one embodiment, a digital rights

30 management system (DRMS}) with decoder function and
which can easily be connected to and fro between the
fixed station 129010 and the mobile device 127010. In
particular the functionalities 129030 can be supported

~ by the DRMS. As in the case of the mobile device, the
35 PCMCIA module can be embodied with a smartcard reader
and/or an internal data memory for storing, for
example, licenses, DRM sgoftware, decoder software,
player software, browser, rights information, status




connected to a noney transfer control conponent 4750. TherpRASy2606anst er
control conponent 4750 accepts, from 35 the transaction control corrponent
4730, instructions relating to anounts of noney for which t

consuner is P 443944 and signals to the transacti oﬁc'géﬁ?%(o%ﬁ%onent

4730 whether the billing 22 February 200337\/\0 03/019434 PCT/ EPO2/ 09511 89 of
t hese anounts of noney has been conpl ete or if it 1is at least to be

consi dered as metdedtidthe u&é@nﬁq%%gfé%me[&i/&OWBQﬂs%eﬁ@Qs?:Bg&EQ' s the
medi a playback conponent 4720, in specific way so
consunption i s™t nfé&r r{}:’b’f SastRedn &L9 h%oﬁoﬁé%PlﬁtmeéH%Ef‘%r byorteasts cefponent

4750 no Iongerhesnc!;-rm&es té\@lﬁnoldﬂ@ybbkl afe @‘rdﬂ@eﬂwtélpf geneyuwlkch are

owed by the %g:r}_szﬁred been co tet d, qr i at | eas to be

consi dered as secure oY %Ulraens RS r @ 16 GRERPLIA3EHSF S

pr ef er abl y5corﬁmrad3€t<:b abdve st incpaputienlsysteim W@Odmétmbuﬂﬁ@m ahd

institution aty ' £h theedi &, ovider I '1i_ng. nt|t ssmned
has an g'% Gy \i % a%rpe%ttg;' cai) négtl

by the provi der ount, as we toa secon sy%flem
4765 of a fi nafidilaIus 5 embedimeniten §ﬂ-th/m-’chf@he el anqivrﬂsam@rr héisxad
account. Thi saHiest.i on may be made, in particular, via the customary
billing data centers of the banks or the credit card conpany. |f
necessary, the noney transfer control component triggers the transfer of a
specific 20 armumt 36f rrmilmws‘rorathq;p@mdof é;ﬁgo@gdéﬁtconggrrerthéo t he

account of the Lyl der Qr..the billin ntjt onm ssi gned hi m
In . order to avo%’% r%ﬁ”l@ %r epé’t HOABIE PI5F Jﬁ’u %%l ‘g‘F CHEPGH gl OV‘X
transactions figr she yfewal pfamBIMCTE cendywivhi ch smeecessar reydéncr ease

the nmoney tragsfieh GAStSits | tnlS iHREDAN! \?taqﬂﬂllloga &%Cr@dagvfﬁnsumsr a

credit framework, to demand payrrent in a nce or and
provi de a non ac‘"c‘b‘Eﬁ'HmWy°£755f?%e%¢@hﬂhll$gmﬁ§1ﬁ§’erda§ast origd whi ch

corresponts t ectritespohdihoWMbagls for the billing of this data,

Fig. 47 shows a schematic block diagram of a further

device according to the invention for distributing,

playing back, billing and paying for digital media
20 content.

A provider of digital media content (not illustrated)
operates a server computer which is connected via a
digital network, for example via the Internet (not
25 illustrated), to a media playback component 4720 -which
is located at the media consumer end (not illustrated).
In the exemplary embodiment depicted the media playback
component 4720 'is an audio player with at least one
loudspeaker or headset 4722 which obtains digital audio
30 data from the server 4710 by means of a streaming
protocol, and converts them into sound which can be
perceived by the media consumer. Of course, the
invention is not restricted to audio media; it is
likewise also possible to distribute and consume video
35 media, electronic books or other media content in
' modified embodiments, a precondition being
corresponding display means.




is owed by the media consunmer, or to the anmount paid in 223tpanee20d8 ch is
associated with the nedia consuner. The noney transfer control conponent
4750 can then preferably be configured in such a way that a non

transfer ordd© WFi/@%4S%effective to the outside with r%@%é%?o%%ﬁh
conput er systens 4760 and 4765 of the figrancial institute is issued only
fromtinme to tinme if a predefined available credit Iimt of the nedia 22
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or exceeded by tiinued nedia consunption, or if "an ‘advance paynent which
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‘poi nt nunber), re units_of f nci.al val ue accrued to
the media cond mﬁ% l%}?ﬁ%ﬁ?éﬁggeg8r @?pWE?QQufiﬁy nEOBPOnFRhed /£H a
nati onal cbrrencly iist sthurle'lcings adhneticed consttved r argdeat | eBneentr oinsyst em
4730. The cha%ga &gF%OFHgEghgrcgn%% etlogégﬁ%%ons bg%ﬁgggbcarrled

out by the media consumner & generation o Pnts
dependent on ﬂh@gémﬁbnﬁmﬂﬁtlyl%mfftmﬁﬁntIYI$¢mum©nuée@b1ﬁicatn@ngeud

conmponent 473%th&HIdAd orPUbE Eh@afntel:lg'ell Q:‘rons[& :%Znﬁg cdiih-phe,,

principles and 15 features specified parts o scriptio above An
al ternative er?‘tﬁac?d}tnlefr’i'tcaitsl%s(ﬁﬁ%e&‘%tﬁepﬁgﬁlaéé‘?% Caﬁlﬁogﬁntl n4dfBerigo make

t he usef'ofLot gecomfbnb ;jc&:aiﬁ 50 Nghe ’@&ng&mlél%@cﬁ@{e & é&?&h@ @@@@U&Ead in
one preferred,.enbodi nent re i s_pr,ovisi or or nedi a
provider to E afaiTHi r%?cﬁ?ﬁfod@§%¥ (Q9§O%ﬁ Ig%%ﬁﬁé%hwkﬁﬁponent
(search engln@bmﬁhﬂihéWmedEansonéuth cahalicgue ifer vwnd 4adthant hcabe
search 25 co S o 5 C

MRARRY e ch ﬁgg%fg éi% ‘V‘ﬁ&'qgn q.'h?.s % ék%oglac%h‘pl e by

confortably search t irough t a provi der
reference to d&Fa ¢¥amplag by e mﬁﬂﬂé GBHTSAT |, bgbng e restudmadantd or

per f or mers5 enter his user name and his password by a request on a
display (not illustrated). If the entered user name ahd
the entered password correspond to. a pair composed of
‘the user name and password which are securely stored in
the identification and authentication component 4740,

20 it is assumed that the entered user name matches and
that all the further media consumption actions.are to
be billed to this media consumer who is identified in
this way. In an advanced variant of the identification
and authentication component 4740 it is also possible

25 for a hardware token 4745, for example a smartcafd, to
be used to secure the identifying and authenticating
process. Other authentication means such as, for
example, fingerprint, voice recognition and/or other
known biometric identification and authentication means

30 . may also be provided.

In addition, the transaction control component 4730 is
connected to a money transfer control component 4750.

The money transfer control component 4750 accepts, from
35 the transaction control component 4730, instructions
| relating to amounts of money for which the media
~consumer is to be billed, and signals to the
:tfansaction control component 4730 whether the billing




| author or titl® Ke L

When | ess extensive information is made avail able, an 30223#@9.%?%‘?566{5 I ndex
may be sufficient; in the case of very extensive anounts of 1 nformation a
full text search is __advantageous. |f the nmedia consunmer has found, b
means of thdEHAGFfE%erver 4770 and the search engi n&T4 0t %% em
which is of interest to him he can set_ up a data record for this item
in an itemlist 4780 by neansof suitable dialogs at the operatorinterface

(notillustrat el . tBeyONdmbi:St8NbAY o) HaeWiHES dhSSet ddie SR api ayback
conmponent 4720can be 22 Febr uarg 2006 03/ 019434 PCIT/ EP02/ 09511 - 91
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o ot a7 it chltedenf, RI2Redn Aharp et  BiEr BBV s Tl Phé
consunpti o actéedir hasnsembeicar isedntautruptesl | a2nsbbet a478the netead

constitutes a i r ' i dat a t hoseg. i ich the
medi a consumr%ﬁssf[ezge[gg%g%g%wgﬁgflﬁ%n e?@?t"i ?iléj %hoiné}gogjf%%ﬁr%s%%g li st
of the search t@mpohbhingt ofs thes sistunts ool monprc Whilcdngeorowed by

predet erm ned didBnedDs cexa8iRke HEQMVGYRn (ORpisesn!i sl 4680 sefygs not
only as a notes _15 mem)r% nmerely for itemspecific infornmation such_ as

SR I AURECHIRA paHe FoReY | FeapepREi FPRtrol
_nanagerren;;lOof ddmgpdriearn umg@l f Oflsl Opgelfprable ngdhae@e@gu;rea anh-pgfg{t cul ar
it is prefera 0ssi or rmation tQ _be stqre L.each itemin
20 the | tem HREEIRE SHEel  hos0wt hat dapinsaed: ERecrEEBERRI VAL tom
i s consunptieiiddpentbat, médiai sprovideri s orl | ed abidlifhgnctémindfywr
exanpl e of ti @@l MGIdNES I e ! | t | Sifd

"obt ai ned free of lcharge" bgt’(r:cec%{régi ng ‘Eléi%}h%%aéppﬁnc% (f(gdlgtﬁ'arégée_e‘g% eyraesrul es,
i.e. the iteh%ta® bSRUNEPHIEEF uriiShared 4 eeofi thoufinancial

15 institution at which the media consumer has an account.
This connection may be made, in. particular, via the
customary billing data centers of the banks or the
credit card company. If necessary, the money transfer
control component triggers the transfer of a specific

20 amount of money from the account of the media consumer
to the account of the media provider or the billing

entity commissioned by him.

In order to avoid rapid repetition of a large number of
25 money transactions for very small amounts of inoney,
which unnecessarily increase the money transfer costs,
it is expedient to allocate the media consumer a credit
framework, to demand payment in advance or to combine
both and provide a money account memory 4755 in which a
30 number is stored which corresponds to the amount which
is owed by the media consumer, or to the amount paid in
advance which is associated with the media consumer.
The money transfer control component 4750 can then
preferably be configured in such a way that a money
35 transfer order which is effective to the outside with
' respect to the computer systems 4760 and 4765 of the
financial institute is issued only from time to time if
a predefined available credit 1limit of the media




further billing; 30 - whether a physical copy of the respeghiyeybbgm has
been acquired at a price which is reduced according to the charge schene

owing to a previ j he use. Corresponding informatio

represented i P (gg/sq]?ﬁe]ﬁr%sults list of the search conpongﬂf?é%ﬁi%@%‘%f%ul ar
al so information indicating whether itemsdave already been registered,
and if so in which itemlist. 22 February 2006 WO 03/019434 PCT/ EP02/ 09511
- 92 An oper atomswoat r dias nterdnacectpakdi | bdstdaiesedhibgh cbatagsegned to
the itemlist C ' ticular .also ¢ ri se_nmeasur.es for
transmtting, ﬁgég%aggngpmggEE#feﬁ%ﬁﬁﬁgggﬁeﬁ% BB 5o " H 00" Ah b r BEF
reduced 5 accorefmgmadebdnustpei medist oredumen Heabohasnpaised &p or age
conponent 4735480¢; the Q%ﬁﬂ@éepei 2 physhgal o bEfLhe ngvéga;ﬁrwﬁx%em
4795. In cgnjunction wth the purcﬁase process, the nunber of bonus points
which is sPor i nlBRELhoRBE pEWRReTst otk conpolitht BdwBBers, 18hifAkn
reduced in accesedssonds htbhanehar 6 SGhRAR SGORMENSE! YoctdedNEo PEREEr T ed
enbodi ment, it is, also BossibLe to provide for the nmedia consuner tq
acquire, by ﬂU?%H%sFﬂB? BEPhYLTERPEI POWCVESr SEPHRAE % HUdRBOURD, °& shop.
I f at | east omsondenimhachatbsosadredroentpe 15 QU«d:i:@dCIbCaﬁnﬁéSQeﬁEtﬁal | ed
.online via th er I, ssihle t rovide far the nedia
consuner to b§j§%Iygé%%g%gi%%té?n?ﬁgg ggFFE@p%ﬁ%Pﬁg#%%achﬁEQ? Fﬁg?ﬂg item
| i st 478010t hafomceedd® ngonsunhbichargséisvhembiich are pmasiisEde dot himto
-make online usgOf ofeliis | L6HLLMR0 i UkRel F86h 2 ChA 98 0T dagesopheferred
~conditions insofar as,this does not take place autonatical?y at the

provi der end, IVr1exBAPPESnhEIERENsIEEFUCEn | $hepar CrrsEPHPEansiens,

sui tabl e met hads enéd/ Qﬁon&iiCﬁGiﬁﬁ@g srtlrcmig%l th&nd_ pdhh Pl @EESL lifér aga+ 16§

m suse can 25 he provided. t he, deal er_feeding. j.ntao the deale system
1798t ho. bur oIfat HGY et e o Hor SR TROSES NEHIE | tab i F ey bR ot

t oget her Wbt h fidsypmsospécilfiedofin parts of the description above.
: An alternative embodiment is described in figures 16
and 17.

In order to make the use of the media as simple as
20 possible for the media consumer, in one preferred

-embodiment there is provision for, for example, the

media provider to make available a catalogue server
4770 with a search component (search engine) 4775. By
means of the catalogué server 4770 with the search

25 component (search engine) 4775, the media consumer can
' comfortably search through the offer of the media
provider, for example by reference to data relating to

the title, composer, genre, album and/or performers.
When less extensive information is made available, an

30 alphabetic index may be sufficient; in the case of very
extensive amounts of information a full text search is
advantageous. If the media consumer has ﬁound, by means

of the catalogue server 4770 and the search engine

. 4775, an item which is of interest to him, he can set
35 up a data record for this item in an item list 4780 by
means of suitable dialogs at the operator interface
(not illustrated). Beyond 1listening to or viewing
samples, the media playback component 4720 can be



the nedia consuner, insofar as necessary, in order to FUse) Q@@ﬁtlfy
him so that the |tem managenent 30 conponent 4790 can ver| fy t

pur chasing a giher formof protection against t he
f or m of each%gur chaseg i'tem that is to say for exanpl eni)‘?s)df.| ea@% pu?%ﬁased

.audio CD, being provided with a uniquel®i defined, conceal ed code nunber.
Th| s code 35 nunber may be inplenented as a sufficiently large random
nunber whi ch iastgniaiiest ondy dry aseemsangfngths| iipeandl toverdddOni t hha

nont r anspar entyLOver &Hgs hA¥L! canhdBe Vioh AN UIREE e O
digits which is 22 February 2006 WO 03/ 01 R P S Rs p e Such
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deal er sys gt i eg sBRkd RYRETIr TRERe §¢ % Aote
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nont r anspar ent %ove?hgay%t?&gmﬁsﬁansé‘?n%t% 1anE3a§E0Ce rfﬁ%‘ﬁbturn"?%t & t#a%Ftem
managenent corﬁtammtturﬁgﬁliqh acenizineabiie tepenattdro seonittraps |me:e¢1rﬁat;be( not
illustrated). & L& 0 ranst 4 s

nunber to them eal er system 4%@&1%%?3@(%&&11?%9 |¥tcarrllgé our'zblto determ ne
whet her i10isthe Fepnlitd dodd Mintdre Wierch scompprent et | b tResgiphdase

and mar ked as tenugady | BasUChideflsscedrt hr apsagbtePminkhe €ofle, nupber is
mar ked i n the datahase as used and in return a corresponding discount is

entered in th&E*¥®sFective data record (or in the case of a plurality 20 of
itens it is also entered in a plurality of respective data records) in the

itemlist 47891wa TVe'r'rS]S tﬂes siple &?SHHEQF%U %%FEO%‘E' %‘téotes

regi stratjon en sol
enbodi ment> vaﬁ!ea‘ﬁfprr@@F@eE f@rrlzgmns-qmaqsaﬁm ngnformatlon such as

author or title, it also constitutes the basis for

item-specific management of the item usage options by

the media consumer. In particular it is preferably

possible for information to be stored for each item in
20 the item list 4780, indicating:

- whether any use of the respective item is
consumption-dependent, that is to say is billed as a
function for example of time or volume, or whether the

25 item is <classified as “obtained free of charge”
according to the applicable charge scheme rules, i.e.
the item can be consumed to an unlimited degree without
further billing;

30 - whether a physical copy of the respective item has
been acquired at a price which is reduced according to
the charge scheme owing to a previous online use.

Corresponding information can also be represented in

- 35 the results list of the search component, in particular

- also information indicating whether items have already
been registered, and if so in which item list.




25 to an item (rights of use) to be stored, together Mtﬁl%&r&?%%@y
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CD, a shop. If at least one item which is stored on the

15 audio CD can also be called online via the server 4710,
it is possible to provide for the media consumer to be
allowed to note, in a corresponding item entry in the
item list 4780, that according to the charge scheme it

is possible for him to make online use of this item in

20 future free of charge or under preferred conditions
insofar as this does not take place automatically at

the provider end, for example when a product is
purchased, by means of suitable methods and/or
technical provisions. The protection against misuse can

25 Dbe provided by the dealer feeding into the dealer
~system 4795 the purchasing action together with an item
identification and together with the personal data of

the media consumer, insofar as necessary, in order to
uniquely identify him, so that the item management

30 component -4790 can verify the purchasing action.
Another form of protection against misuse may take the
form of each pilrchased item, that is to say for example

of each purchased audio CD, being provided with a

. uniguely defined, concealed code number. This code
35 number may be implemented as a sufficiéntly large
 random number which is printed onto an accompanying
slip and covered with a nontransparent covering layer.

The random number must have a number of digits which is
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consequences there is the risk here of individual nmedia )GBaaREIG06
liberally passing on their access data to third parties. Under” such

ci rcunst ance t t oken 4745 which is difficul t W

proves very gd\s’g'%ﬁgggous for authentication pur posesP %}fg"os sﬁo]vvs
schematic view of a devel opnent of the_ arrangenent shown in fig. 47.
Whereas only one catal ogue server 4770 and one cont ent server 4710 of an

30, individual sws@f vileg: pfl@é’i g%b%mmtfvb@e%ellage%.@lecac%ﬁ qidsd hee as
arr angenent sho i n f| 4%, tFe devel opnent shown in _fig. 48_includes
corresponding & of bfir aF$¥Y° ofl%elsx‘r‘lféécﬁteﬁx‘illé’er§ma§ﬂaec$‘?¥cal ly .

in each case mtae:tma:taaﬂ oguepseexer MN708hed FaBlomd 1i@dbens Welilch35aBs 1 n
each case one s erver 47 O0A, 4710B, 4710 of a fi second and

provi der - §peciafhabm ai@gttélesedaeler4%zr@1&gm477lﬁ8 addioCpnor fidre @2ch
Febr uary 2000 M0 019434, RETLEPRRIOLL, - 4 9o R QI XL SRRE! 1 Eesbt camer

servers 4710A, 4710B, 4/10C, In t I'S case VI a a nu t|-prOV| der " por W th
a netacatal ogtfe JEIY eri t4 7756 amilyeady a breamstuseterfoseryerd49aont e

particul ar enpdidFRNingPrQyi ges ERhr8el aéhéméualrh@r NAAQS BV egntheir
do the billing processes

products vi am;% Slystem described I'n fII? 47 and

for them t hengelSed S ity HIGHILAFFE S| Y Foranh| FHEFEEhs

whi ch ‘ar elacquiteedddecanundberchiartge e bﬁ:ér@gﬁa&ta&j@ﬁbr&ﬂ%@hp&x&ﬁhﬂoa&wmot '

only in the 1Q.i.tem|li f the N ual VI rs but also fo t he
Q’ e SSILE'Lth 8% 8 o‘%‘gﬁ ggrgg& st e{ré and

correspondi ng i'‘Cens™ of e Sar
pl ayed back vﬂélalsltlrnltetid théI‘hmat ar!:@m almama@eme;rpe ot’commomen&al 47T%m | i st.

For this purpesedrhes t@md i shaaf ﬁdh%é@t rslelrveY éa ree g%t%ﬁll5479

quasi - depot for all the,tens which can be acquire arge?rom
vari ous provi d&eEe s tdRgnpite CRHIHIS [ty T RESrRiRe rhathanydd Back
free of charge vaAidokedes hulbiean wMiicth iiss nrugfaieatdy desitgneghéaddi s

and marked as unused. In such a discount transaction,
the code number is marked in the database as used and
in return a corresponding discount is entered in the
respective data record (or in the case of a plurality
20 of items it is also entered in a plurality of
respective data records) in the item list 4780. It is
also possible to make corresponding rights registration
by means of a token solution, for example a smartcard.
One embodiment wvariant provides for rights pertaining
25 to an item (rights of use) to be stored, togethet: with
a uniquely defined item identification, directly on the
smartcard. Here it is 'possible for the data to be
accessed and modified only by the provider or the
dealer system.
30
The invention therefore makes it poséible to combine
the virtual online use of digitizable items and the
acquisition of items by purchasing with one another in
a most advantageous way. If the media consumer firstly
35 starts with ‘the online use of a Specific' item, the
proposed technical infrastructure makes it possible for
him, when this media consumption is billed in
accordance with a charge scheme, to acquire a




purpose, for exanple in the formof a smartcard, has 20 5hhgy 955 Of
unanbi guously aut henticating a user, and prevents free-of-charge passing

on of a PIN S r to third parties. The managene -Qf.-.char ge
itenms by rreagfg @glt%ﬁg’lg#em lists of the netaportal is F)Ba"?f;i%{ﬂzﬁg 11

. advant ageous as the consunmer can use 25 igydivi dual publishing houses, but
~when he wishes only to consune he can preferably access the itemlist of
- the netaport alcompegmending heplepai et peopydess ox  diseshhyelin eader to

- play back all the | t here .which have been acquir free of chayge,
wi t hout havi ngé%v?}og% ngeTt c?l‘fnd“?‘?”oabSPﬂéﬁlﬁthglirﬁgﬂﬂi%“t%rtosr witd
_individual protieleperclkige @D shpgsacatheomyi caviescotinaedevpbepikhy of
the arrange _@yw]_.[_ ' il g eas. no, | I a 5 | gi tal
items is provi e%léi nt Hear%%% aﬁag%ﬁnggom 9% %ﬁ% g %ng%r?gldinggy dﬂ)g
consunpt i of t Hedde @¥es sitlnesy sfor dyju restrandio itiee tgmnr@@mgm stademesont ent
server 4710, the devel opnent shown in fig. 49 includes an item 22 February
2006 WD 03/019434 PCT/ EP02/09511 - 96 nenory conponent 4712 which is
equi pped with B stPfi cite&mhni ElerdTonedeners stepagebredi hq¥hot is

illustrated) aserdatadhi £h eontent idakich dirgidal it eds pidl diaveopeen
downl oaded fro.mcig.nquilc the.conter{t{ 5bser\(‘ers 471%Ec%n be s%ore so that it
can al so be CONSURSH Tt f 15y The PFedi A<@BhSHHer FXPRat Of s £82E%S"

wi t hout amhOoperoroninpid cdatdepsetdsortk [bidklinbthe dmcaccafddnee avath abality
of an itemin | HEor o] : 2 1 .er | n the_.
correspondi ng Ctat zgélg_éﬂr ecor %?g?lﬂ% p?%%nl ?ét ZéS%%L\/%i C éleg' aés]s%%:l}l% @d with
the respecti véUthaRt ITARE ipay | Bikh chamsssishenandbs saddoradions teltihe

inventi?_n whi ?x*b_s:t%feﬁttds;‘ééi b%@bo.’t(&engifi@%ﬁﬂoﬁfplah%ld i@u@lfléﬁti:ﬂ@atjt.orh 1
consunption or_11Lens | are stored I n e Jtemnenory Ccol nen .
As - no 15 fi narﬁ:cﬂ%onterné:nsggtéioonsst‘:%ﬂebetlb%rF‘Iﬁdﬁ'@d FPRSURET f?"ﬁﬂci%@en _

instituti dhs 4&&1lob/65 auri ageof Hagies of the cost consequences
associated with each consumption action, a high degree
of motivation to protect his access data and in
particular - not divulge it to third parties. The
situation is different as soon as it is permitted to
20 tacquire” items free of charge. By limiting the cost
consequences there is the risk here of individual media
.consumers liberally passing on their access data to
third parties. Under such circumstances, the hardware
token 4745 which is difficult to simulate proves very

25 advantageous for authentication purposes. -

Fig. 48 shows a schematic view of a development of the
arrangement shown in fig. 47. Whereas only one
catalogue server 4770 and one content server 4710 of an
30 | individual service provider was provided in each case
in the arrangement shown in fig. 47, the development
shown in fig. 48 includeg corresponding computers of a
plurality of service providers, specifically in each
case one catalogue server 47704, 4770B, 4770C, as wéll
35 as in each case one streamer server 4710a, 47108, 4710C
of a first, second and third service provider. The
media consumer accesses the individual provider-
specific catalogue servers 4770A, 4770B, 4770C, or the




consunption, in this variant the noney account nmenory 485%bhfarydocon! y

advant ageous but al so necessary. 20 In all the arrangenents illustrated in
figs 47, 48 d,. .4 M5 (not illustrated) is prefera%

I mpl ement at i gﬂ) @3@375%?%( not illustrated) in order to 4;%{%%?9#6&% gital
content data against m suse. 25 The arrargenents illustrated in figs 47, 48

and 49 can be inplenented technically in a variety of -ways. In

particul ar, tqumraimdaeflrcemwﬁ@ @&M@LﬁﬂOAprmm AEdE hg on
uni ver sal corrput ers.. Wi I e the , servers 4770, 4710, 4760, 4](7) d 4795 are
general Iy 30 éftbo aS Ut s i THL B T RE T e PUNF pé’F]a

out si de the spte@a@acﬁahd@elemehearvmnsuﬁﬁ’mx t hadot weeh carrmeé\emisrealméﬂ‘l t he

exception of 115 akeq 4695 GAN pECLIGILROT Bty O AN ALY ROr tvere

running on_a wever, ‘it 0Ssi bl 0 USé pa
appl i cati oh- sﬁé@hfvlcét@évumvmm i:tprppmvmtiet s r csmqﬁow@m s7dien dmt her

way, for exanphe iy means-L{pegui abl eflf-aFeqt-;r oni.cqCi fgui t 22, Fepr
2006 WO 03/019434 PCT/ EPQ2/ 09511 -- 97 i g %ovvs a sct errat I C overV| ew
of a phase mo@ACEEEesEFNet FR§IMARaNFEivE S oHﬁcP@lﬂ@r BowEdibdse ofPX he

basis of theea;ra&@l@errefﬁﬁ ohl1usier af eshd nwhies 44d oaéfaulif&aegre@ha—,s@s are

di sti ngui shed: Phase 1: an arr nt. acc rd| to fi 47 |
typically applré g|)en }see PINHEE aeg%é?r%tl?}ray i ity %\‘Fai | abl e
on a provider 1teped|1fS|t$ leefsithe tivadivisddadl x&;pwmdémtbxa: neu]lsto -£dhO girovi der
functionali tYiy %ggon‘%q“ﬁrvﬁé}%ﬁng?t clote) rdlv%gle% 418 ‘;
y, (0] ers
IC efrs f

typlcally applled | are acq ree o
charge" from ¥&rilrs r@@ﬁtséirﬂre@é @néwm@ﬁ@dcaha@b Cirebi ﬁecﬂlni*anégect%d

pl ayed back ﬁ@tﬁpwltb'l RO VA de§pRaYsS wklvdase Bte@N136E2NGRF NN s
according to %pose é%e item list of the metaportal is used as a
15 cquasi-depot for all the items which can be acqguired
free of charge from wvarious providers (for example
publishing houses) and thus played back free of charge.
A token solution which is preferably designed for this
purpose, for example in the form of a smartcard, has
20 the purpose of unambigucusly authenticating a user, and

prevents free-of-charge passing on of a PIN or password

to third parties. The management of free-of-charge

items by means of the item lists of the metaportal is

particularly advantageous as the consumer can use
25 individual publishing houses, but when he wishes only

to consume he can preferably access the item list of
the metaportal wvia one of the content providers or
directly in order to play back all the items there
which have been acquired free of charge, without having

30 to change to and fro between the item lists of .
individual providers.

Fig. 49 shows a schematic view of a development of the
arrangement shown in fig. 48. Whereas no local storage
35 of digital items is provided in the arrangement shown
in fig. 48 and media consumption therefore always
reguires an online connection to a content server 4710,
the development shown in fig. 49 includes an item



typically applied in phase 3 in which items from 20 varinushraRb 206

provi ders can be downl oaded on a nulti-provider basis onto a nass storage
medi um of a | 1. i,.a ., application of the nedia consune d

pl ayed back ﬁt?ear/ﬁg‘%%a"r%e or offline. 25 Fig. 51A shows écgéﬁgﬁggﬁgsﬁew of
an exenplary operator control interfaceosf -a first aspect of a first
substep according to the first phase of the phase nodel fromfig. 50. A
menu bar 5110 mematspl agrdonana didgpllay witheyh ceignoteddilpgsid atwedth n aor e
detail). The nemubare 30 p110: pernilsg sgareh function toobe actiyated.
divided into Tategories-of nusic 1tens, Vidéos, ga and-oef'ect ronic
books. An al phiablktsrdteidx et 51 1¢hpeh ngostent pfabet pfatiipntek seamehi ng

Lor the name qlnidle HBS/l ObEEL RoueRlddiy t IoiINohRe 8t PhaRe! bonckdex. A

35 correspondi ng phabeti c ndex search is also possible according to
other criteéri &XMNIFas 47RE tFane baorf stReerk efp tHRL albunfaRhélfénr Beet ¢

oy Uy 2008 S D R S e e e s prosey. B o2
ebruary res i ears in
whi ch al | t he TtEREGMNPEN ORFR O tl&iene%a‘?% PREoEk,| t1gtantiiy 1PEaL ot ed
in tabul ar foffiMind ereileawicdch. of tdie dase ofinanthexarmsme fnenoxi-he

"musi ¢" col um consectut i@ﬁznunberi re5dthe title of the it(ﬁrH tg nane of

donmpornett i en 11 tlie - corres a
t he perforner NG the name “of *t h&arbum are glven.q N cadd 1 oI, arrrst
operator &6nt rtcagteneht tBel3&ans Ysster 4780 pbicht ey asseciatedewinl of
whi ch first opgrat ppsgaREEQL @t%mnt?«héllv%gié&&r gxapgke Lh&ld chbRgson a
nmouse, causing the 10" respective title to be displayed briefly for a tine
whi ch is predét@iartiay depertdihgiBrierhiont afiighyr arex £t e e 36PS¥BoNdSs.
in addi th i on, arsecangb Ofﬁﬂeﬁi@d iﬁOEbtfgmin@ mu@t;liiiﬁal ié‘a? gepenat REitnr beach
iltem the triggeri 0 I ch, second operator control elepgept 15 5115
causi ng, for éﬁm?ggﬁﬁdcﬁ%kplﬂﬁ &?Feé“ nﬁﬁ%’%’,’ﬂyaﬁmrﬁo&’rﬁ%i gﬁﬁﬁas]}tﬁeeﬂo
searched ibr trsenaimlkedtfamséations can be performed via the

financial institutions 4760, 4765 during offline

- consumption, in this variant the mohey account memory
4755 is not only advantageous but also necéssary.

20 In all the arrangements illustrated in figs 47, 48 and
49, a DRMS (not illustrated) is preferably used with an
implementation component (not illustrated) in order to
protect the digital content data against misuse.

25 The arrangements illustrated in figs 47, 48 and 49 can
be implemented technically in a variety of ways. In
particular, they can also be represented by computer
programs running on universal computers. While the
servers 4770, 4710, 4760, 4765 and 4795 are generally

30 embodied as computers which are installed and operated
outside the sphere of the media consumer, the other
components, with the exception of the token 4795, can
be incorporated, for example, by software running on a
PC. However, it is also possible to use particular

35 application-specific devices which implement these
components in another way, for example by means of

~suitable electronic circuits.




transferring to the "play list", that is to say in the 201RBHIals2006780 from
fig. 47. A direct transfer of individual itens. is also possible if an an

operator 20 control elenent (not illustrated) is provided for_this
pur pose. . Fi d®© Qslr'?oﬁrszea schematic view of an exenpl ar’?/CTZE%?%fQﬁS%%nt rol

interface of a second aspect of the 25 fig-st_ substep according to the first
phase of the phase nodel fromfig. 50. The nedia consuner. (not
illustrated) hesgcasisechads appsepehat ecdatareenr dri g phhgel kedehi $6,-4780

to be generated in the result |ist 5115 b riggeri t he second operator
control el emﬁa%e%ﬁﬂ%bm?gylr&e‘hﬁb% © ‘Fcﬁ"grt‘éﬁ SP’éﬁgg§§l9ﬁ, tgflg’ﬁ?%lﬂc,
5117d, and t hectorsenerrasgenentsedl Wirttranedninnéigkay? tostodi Shkag 5120
on t he operat r [ N . one preferred enbodi ment, the online
play list di SSEF%%?/Q 1%e rr%&g{e E%olnﬁllllégnjktlfr ed in such a way that it can be 35
sorted andPor grouped according to genres or user- defined categories

5122a, 5122b, $122cpndL24., 28 rrahyemet T "dESor ding " tol figo 47 i:
R 22 Febr%ary 5006 VIO 03/ 019434 BCTIEPOY] 09511 2 - "89 "1 9. 51&%shows
a schematic view of ¥R &ehpl ABPLiRRr atr Baeeol 1i nt ERFaee ePegasesond

substep according dénthel figsdpPhaseind tHeaphaseeoggl L oproligerd0. It
is possible, for exanple.b ﬁlickin on a, 5 nouse, to,SﬁIect and ilay back
an individual item%t 1enPPFESpl 39'aY st witth S8%I WHEPPEY & T™ehd™from

the onliaé play |istouidet afurkdt2thnanheyyedi a pl ayback conponent 4720 from
fig. 47 then appears on the operator control interface in the formof an

-~ "online 10 player" object 5130 with the customary functionalities such as
start/stop, fast fdAhRES, 2fasn raskraggenpnt gaydatiod uhet ifoiw .0f4& hés

“online player” obj@gli &H3Q sppenap! £d ?Hb.!éei b 4he Jiaisact&pd GRALHO!
which is described in conjunction with figs 47, 48 and 49 15 permts the
money transfer accédfi nfFIB i &GtitigoRE charge” from various content

15 providers can be combined, managed and played back

on a multi-provider basis.

c) Phase 3: an arrangement according to fig. 49 is
typically applied ih phase 3 in which items from
20 various content providers can be downloaded on a
multi-provider basis onto a mass storage medium of
a multimedia application of the media consumer,

managed and played back either online or offline.

25 Fig. 51A shows a schematic view of an exemplary
operator control interface of a first aspect of a first
substep according to the first phase of the phase model
from fig. 50. A menu bar 5110 is displayed on a display
device (not illustrated in more detail). The menu bar

30 5110 permits a search function to be activated, divided
into categories of music items, wideos, games and
electronic books. An alphabetic index bar 5112 permits
alphabetical index searching for the name of the
prerformer by leafing through the alphabetic index. A

'35 corresponding - alphabetical index search  is also
possible according to other criteria such as the title
of the item, the. album, the genre etc (not illustrated
in more detail). As a result of the search process, a




When t he pl ayback function of the "online player” objech Rbafry 3006
“'triggered by neans of the corresponding operator control elenent, the

consunption-qQrjent at.ed illing of charges for use start wn in
4 S Al Sppflro ot

.20 fig. 51C ion of official paynment neans i
content - provi der--specific amunts of norgtary value starts, and said
anounts can advant ageously be used only for purchasing products and/ or

services fromgda14 eSPEEt Y& 5CARMRM P OV 8K cn231T Eho 1R ShoVWehach
schematic view of an exenplary operator control interface of a first
aspect of a tHTY “SEEEE%ct®r ity C&SHE f ARaRtpRE st tHE TFRasE nodel
fromfig. 50. tuidemfadm nivstlatdren 4620 &aem filg 4Ke 3asppedr Sagn the
operator contrgl_interface i.,n the form of a "product nager". object with
P or oduct 11 sttt €l LA, e pier £l e8bide. CFORF e PRAR kT HeS.
acquired, herehyy waylef odxarp eitinal lblves, name bEstéw et qumefer abtly

1] ustrated by IPansn0f oFCARS o idbyLLD 33 LL PROVESAALICULAT EY oy
advant ageous- to configure e ‘icons Th accordance w THe 5 on ‘page of
the CD bookl éleiatar depnteobnsdermenthighl Yecobgnigenerasefeqer Byewl i cki ng

on an icon of ghe Proguistidd She SwAZent 1822 RSRIMATY 2006 M0 031 049434
PCT/ EPO2/ 09511 - 100 _respective jcon_in the product field 5144 1s

di spl ayed. Operia®or nt Permizl @ ent §15$1F68,9 DY Gh MBIERHc FEFERHgERR0 the
~product field =bilariargenttabedd nber dbisphasd abklierllo tfdHger vaheous

- comer ci al transactions 5 rgl ti ng t% tEe CD .al bum whi Eg I S, %nbol Lzed by
the . icon in tHe St odict PFESFGSETARSAT, AGREPAHTSt n8%f i FLE bﬁ Pat or°Control
el enent 4146a ccmwds tier ndirbeecaids bolns agdiittisnwhiac heearendt opedator t he

ponus Point SIOASICUROREN 9785, 1amddiferdred 0r0E LEAUCOLY  dfe 400,
-and as a result all the itens of the al bumare acquire ree of ‘charge for
online use, wWHAYISF @G ool nawlkieh i readmnd t ORariader TEPEEPILngel®Resecond

operator 15 5115b causing, for example by clicking on a mouse, an
' item‘which has been searched for to be marked for later
trahsferring to the “play 1list”, that is to say in the

~item 1l1ist 4780 from fig. 47. A direct transfer of

individual items is also possible if an an operator

20 control element (not illustrated) is provided for this

purpose,

_Fig. 51B shows a schematic view of an exemplary

operator control interface of a second aspect of the

25 first substep according to the first phase of the‘phase

model from fig. 50. ‘The media consumer {(not

‘illustrated) has caused an appropriate data record in

the item list 4780 to be generated in the result list

5115 by triggering the second operator control element

- 30 5115b for a number of marked items 5117a, 5117b, S5il7c,

5117d, and the consumer is provided with an online play

list display 5120 on the operator control interface. In

one preferred embodiment, the online play list display

5120 may be configured in such a way that it can be

35 sorted and/or grouped according to genres or user-
defined categories 5122a, 5122b, 5122c¢, 51224, 5122e.




control element 4146b has the effect, in the case of righisnafy 2008 Which
have al ready been previously 15 acquired (see above), of reducing the
nunber of bonus __paints stored in the bonus point storage conponent 4735
fromfig. 47y %&,ﬂéﬁ& as a result a contractual pr ogmp%“'e/ﬁgo%/tpeg%tent
provider or of a conmi ssioned internediaky _agent to supply a physical copy
of the 20 respective albumto the respective nedia consuner is triggered
under the contrgy. ofid heshéwen nENagemenk ticoNRARGNt 90, andeRbnb g deal er
system 4795. Triggering of th? thjrd operator control elenent 4146¢C
causes the std?%?fg‘%:éﬁe GPRERE e dtat r Ohi ch | $esP0kpr 84RAHERE i n
t he nmoney accaudordimy yrd7%het of est r pdsed diy d%e Ephase amiieln orggr for
a physi cal co%%_(ﬁséh Les ective gD al un1fron1-hebconten .provi der or
from an interfed ary’ agent “rhESh T i Ysi TR LY P¥aid 57 on%dér™ i &
triggered, Swi tikouge t Heo preslomridi andpdy 30ack g sindiwsdudhvi bgm beenaal r eady
acqui red. For 1:S- P se,. e er, i g S rrd 0 by
nmeans of a goggs.%gikggg?ngff%?lﬂg%ﬂaf%d§?§g§f£%€r§§? i%?ﬁ%rfgggbuc»% or
servi ces of t RNy ddeYcad igitso dderlpyr chds8d uthag madiacoplaveapbi nt s.
35 Fig. S51E shawpcheahendii® VERYnOf £ag. exonphacy QRYIALY QLI Ghe
i nterface of a second aspect of the third substep according to the first
phase of the PIRESYF FEPRtEPy 306674063/ 010882 BPEHEPRS/ G511on4HRe nodel
fromfig. 1Sgbp4{dﬁr”[)icg$ﬁéqtﬂf51l_5@ avuieha]gtqw r@k t Joral fuﬁ@@i?ﬁ@i’ﬁfb‘t@ést he
respective al bum_by riggering the first operataqr control enent
5146a, a - dat furclé%’cofe1 i%£%’r’§8?é%d i ¥%he fzoﬂ%g'pl g?sféi st 88 spl &y© 5120
~of the nedia comvbhask Cudats dvistiertienntonlifer waghef dbteedtt €563 Taoig ai ned
in the CD al bypa3aid Haka riecongd,d ”dd'fa%}é'a&gc'tdf”\‘?t d 6 Fd Phts, of, use, have
been acquired,_i1.e. that the |tqn1|s."acqutred' ree o charge”. Axfﬁay
list with all d&fenibedes ion GRmiamsfkon  with figs 47, 48 and 49

15 permits the money transfer according to regulations.

When the playback function of the “online playver”

object 5130 is triggered by means of the corresponding
operator control element, the consumption-orientated
billing of charges for use starts, or, as shown in
.20  fig. 51C, the conversion of official payment means into
content-provider-specific amounts .of monetary value
starts, and said amounts can advantageously be used
only for purchasing products and/or services from the
respective content provider.
25
Fig. 51D shows a schematic view of an exemplary
operator control interface of a first aspect of a third
-substep according to the first phase of the phase model
from fig. 50. The item administration 4790 from fig. 47
30 appears on the operator control interface in the form
of a “product manager” object with a product list 5142
in which physical copies of items which can be
acquired, here by way of example CD albums, are listed
and preferably illustrated by means of icons, in which
35 it proves particularly advantageous to cohfigure the
~ icons in accordance with the front page of the (D
booklets in order to ensure a high recognition effect.
"By clicking on an icon of the product list 5142, the



10 i s advantageously created autonatically. Titles which) @bgiaa) sEBAY
| ocated in individual itemlists are also marked and if they are included

on the al bun}}gn been acquired free of charge the

back free o f?%/&g%ifé O course, the relationships ex%‘l”gf}ﬁrl%(gfég%ﬁfwm
reference to a CD al bum can al so readily,pge transferred to other
digitizable nedia such as, for exanple, vi deos or electronic books. 20 . An
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whi ch saveS breddidmg caqaad:lliey CDr sdloor respohdiing s@fbokihed Whi ctheaves
br oadband cap dy- 1A nehhe évglggdut#f@ of T%Q%;%e?bhemth'et f OSSI bl e
to use a chann for exam}? erresfrial” transm

preferably durqprﬁj-‘aéoc,ferﬁfaﬁhrﬁlr slement widddéw GBuses é;tmmhamblegm@@ 00

a.m local timRh@ 2498tk Whl'::ﬂcalarta' ngtf:?édt h?ncof'ﬁénuﬂblﬁu ta
eni ssion of nonencrypted exert sanples -of digital 1tens, erre to as
trailers. The X9 CEEPHFEat é7ggl pam cBidr 43 febrhar F%’(Y@d\/\@y

03/0194341@CT/45902/&951&S alOZest 0t viadgo thé rr&tefaudldf Nedea aAbuganese By
means of a deyi c |ng nt|o for exa nthe formof
what is refer?‘e&%tgge%%gf <Set® 08}1%598 Snhins pre- P@k‘

consumer to thegkedewn divei nges tlhfﬁtdayl:ratgmxsm:gje:m sﬁcd@rmcaltbmr&tmnssi ons
and finally echkygialofuflsn] ohoRenablf Merapess.of Ge! Lher ddsdor L0

view specific itens, for exanple video
rights' of wuse which have already been previously

15 acguired (see above), of reducing the number of bonus
points stored in the bonus point storage component 4735
from fig. 47 by 800, and as a result a contractual
promise of the content provider or of a commissioned
intermediary agent to sﬁpply a physical copy of the

20 respective album to the respective media consumer is
triggered under the control of the item management
component 4790 and of the dealer system 4795.
Triggering of the third operator control element 4146c

causes the stored value of the media consumer which is
25 represented in the money account memory 4755 to be
reduced by 15 Euros, and an order for a physical copy . -
of the respective CD album from the content provider or
from an intermediary agent which is commissioned by
said provider is triggered, without the precondition of
30  rights of use having been already acquired. For this
purpose, the order is advantageously .cari:ied out by
means of a goods basket (not illustrated). Of course,
other products or services of the provider can also be
purchased using the acquired points. '
35 |
Fig. 51E shows a schematic view of an exemplary
‘operator control interface of a second aspect of the
- third substep according to the first phase of the phase



associated with the individual trailers which have beenzgqegﬂﬂﬁygmyme | ong
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01.00 22 Febr gasah 2008, WH3£0L2434 P@[AE%’f\”t@l%?“can 183 dPed OGS4k tI ME

to 08.00 a.m ocal tlne t he server e content provider distributes
the digital c f%ﬁﬁé%%ed by the individual nedia consuners, via the
sanme chanb®l which was used for distributing the

Of course, the relationships explained above with
reference to a CD album can also readily be transferred
to other digitizable media such as,'for example, videos
or electronic books.

20
2An on-demand distribution of digital content, for
example via a data network such as the Internet or via
a terrestrial transmitter channel . or wvia a cable
channel or satellite channel proves extremely broadband

25 intensive, in particular if relatively small numbers of
different items are requested by a large number of
individual users at different times. There is therefore
in practice a considerable need to propose a device
which saves broadband capacity, or a corresponding

30 method which saves broadband capacity.

In the inventive solution of this object it is possible

to use a channel, for example a terrestrial transmitter

. ¢hannel, preferably during a certain first tlme w1ndow,

35 for example from 09.00 a.m. local time to 24.00 p.m.
' local time for the continuous sequential emission of
nonencrypted exert samples of digital items, referred

to as trailers. The trailers can relate in particular




Strailers during the first time wi ndow. The set top box HebrnlaReP006
configured with a mass storage nedium (for exanple a hard disk with a
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broadcast node, those itens whose trailers the nmedia consumer had marked
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att a

-before access to the content ata el ng pre er agai n
carried out byoredH€vof Pamdrdvhr ol tken, For esemple b‘{/l@a@ans bfmsy

smartcard. Fi @ss@%a&ml&rﬁ qﬁmﬂ@l%&y&pft@amé:%m Shavethagd, f or
br oadcast di stri buti,on ital content in 30 a first nethod ste On a
channel 5210, S§F8dudt t%ﬁﬁe DVHHE W tH G 1RFEE R br bR le.

conti nuousdy mimhbrtdmlaasthmdacdmrdi@gt he fthiet ihivemtwondowHe anedil9. 00

a.m to 24.00 g t Iers I.t, 1S oss | bl.e ere necessary,
256 to iniorsupuney SEER 308 Red lning R Mg TS TR
i nproved vari &Wreﬁponsllpgsstlbﬂtﬂel@o, prtdeitdehe h@rlﬁb@lsa m)nwmm tthe
nonetary advag B neXa aAde S o oLt s
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consum ng t hese i advertij sements. A ruary 2006
PCT/ EPO2/ 0951f°nt£8 m‘%ﬁ&}% aWhiGh Ry sbensrapdgesyentdor &2Psrderi st by

the factl3hatha specifitopsywd®! ,of OlorexanphemdtBunbeat®hla which is
associated with the set top box. For this purpose, a
‘remote control (not illustrated) which is equipped with

a display, such as has been presented before as a
universal remote contrel in figs 32 to - 34, is

20 advantagéous. On the display it is possible to display
corresponding item identifications such as, for
example, titles and to trigger, by means of a direct
key, a function'which carries out a setting in the set

top box. This may be a filter setting which makes it

25 possible to detect and download an item which is to be
transmitted later by broadcast. Other items which are

not marked in the set top box are not permitted for
downloading. Another possibility is to preset a time
window setting, transmitted with the trailer, for

30 example, which makes it possible to receive a specific
program at a specific time on a predetermined channel,
which program is transmitted in unaddressed form by
means of a broadcast mode. It is optionally possible
for the device, for example in the form of the set top

35 box, to forwérd the consumption request via a suitable
' back channel, for example via a telephone line or via
the Internet, to a server of the content provider.
During a second time window, for example from 01.00




combi nation of letters, is included in each block of adgerebhmAEIUGS
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53.20. The trailers can _be _Caonsuned exanp| e %/ heans of a screen

5340 and/or E£¥VWEDeakBATG3F0skorithy 2 spaticis af stRlnBbYEesi edndf a

device and of @& oweithed fenibroadcasichnd st Ridwt kAol i di gid aboganbeat in a
-second net hod tep t he_ channe] , 5210, qEhe | ong erS|ons cqrrespondi ng

to the trail er SERTONANCH PPt BHFA 1 h© bﬁ) HeasPUhoder 8% FRE t he
~second tii® 3kei ndﬁw ailom thHe OGliagyimal 0i68mB0 whiwh adxck f idntierted ofih

under the contyel, gleddie: aNt10l i £ 5360 20, 5H0" efhooLD | hens' gage

nodul e 5370 hows a sc IC VIiew of a device an
met hod for brd%i”cﬁclei's?nrsdlféﬁlmﬁ@i@rﬂ@ismﬁ thad cearleed duringhthd Abrabd

step. By meansigfe awim (shar tsars,@bre Re gautdaeld zad gﬁ&lffp@@@wa%
identifies and a hceﬁ ZFties hinse]f wth respect to a clearing house 22
February 2006 D Eﬁﬁé Gt @6’?3‘13@5':11115 ai‘ﬁ%om??b?n ARvRhogding and

decoder - shBci fétomieer yprbeeskey fhéréheis no need for any operator

' control intervention on the part of the media consumer

whatsoever. At the latest after the second time window

has been terminated,-all the digital items which are

ordered by the media consumer are stored on the hard

20 disk and can be consumed by the consumer after

decryption. It is advantageous to protect the content

data by means of a DMRS and to identify and

authenticate the authorized media consumer before

access to the content data; the latter being preferably

25 again carried out by means of a hardware tokeri, for
example by means of a smartcard.

' Fig. 53A shows a schematic view of a device and a
method for broadcast distribution of digital content in

30  a first method step. On a channel 5210, product
' presentations with trailers are broadcast continuously
in broadcast mode during the first time window from
09.00 a.m. to 24.00 a.m. Between the trailers it is
possible, where necessary, also to intersperse blocks

35 of advertisements. In a still further improved variant
it 1s possible to provide the media consumer with
monetary advantages, for example in the form of bonus
points, for consuming these blocks of advertisements. A




digital content stored in the storage nodul e 5370 is obbaiehRfry 20061 9- 53D
shows.a schematic view of a device and of a nethod for broadcast

di stribution_of di %ltal content in a fourth nethod step. The gﬁ)ltal
content, for YxARgPE3434vi deo film associated with the tRGEAERO0SGilh s

-stored in the storage nodul e 5370 can bejggcrypted and 10 consuned under
the control of the control unit 5360. 22 February 2006 -- 106 Patent
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1 or 2, char aeexce;rgmeacbd rb:{rhﬁﬁ.mth&o\feeaé}?é%;elé u;n@énaa%zaanﬁapwamr
storing PDA-t |calSd %ta such as addresses, z ephone nunbers,

appoi nt nent s, as d*th ?l kEmOYe  FRBERBD; S W rwed #cl ai m
1 and 3, 18hariact €nigesraiyn pihated hehdt spleayhandaopenatior conturadd plast has
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numbers, -appoi nt nents, tas s an cont ENDr y
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and. Yy means of suil '
15 example by means of a uniquely defined item identifier
or by the specification of a precise time window during
which the corresponding long version is broadcast. The
consumer (not illustrated) marks the trailer A in the
example shown by activating an operator control means
20 on the operator control part (for example remote
control) 5330 of the set top box 5320. The trailers can
be consumed, for example, by means of a screen 5340

and/or a loudspeaker 5350.

25 Fig. 53B shows a schematic view of a device and of a
method for broadcast distribution of digital content in
a second method step. On the channel 5210, the 1long
versions corresponding to the trailers are broadcast
encrypted in the broadcast mode during the second time
- 30 window from 01.00 a.m. to 08.00 a.m., and filtered out
under the control of the control unit 5360 and stored

in the storage module 5370.

- Fig. 53C shows a schematic view of a device and of a
35 method for broadcast distribution of digital content in’
a third method step. By means of a token (smartcard),

the authorized media consumer identifies and
authenticates himself with respect to a clearing house




operator control part and/or the wearable conputer has 22 megrRAREs008N Modul e
for connecting to nobile or fixed playback devices. 22 February 2006 - 10
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| east a licen :nd/-or oder / or limter and/or u jstory
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di splay, synmbols of the termnals in whose range it is located. 12. The
nobi | e device as clained. in one of the preceding clains, characterized in

that, instead of the wearable conputer, or sinultaneously with it, the 22
February 2006




- 108 - display and operator control part can be connectgg.hQ,f 2ddexed
station which can also have all the features of the wearable conputer from
the preceding clainms. 13. The nobile device as clainmed in claim12,
characterized in that the fixed statienl0§ provided with a nenory and a
connection interface for a DRM rmdul e (Digital R ghts Management nodul e)
for managi ng access rights for dif t ntent. 14. A nobile device,
in particular the displ ay and operator control part according to one of

t he precedin art_housin
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upper part |s covere y a transparent panél. 18. The nobil e device as
claimed in onee¥relhinms 14 to 17, characterized in that operator control
elenments are arranged on the insi de of the housi ng upper part. 19. The

nobi | e devi ce_as cI a| rred n one f cl ai ms 14 0. 18, character.i zed,in that
t he housi ng d%per h é)v1ce cfalmed in élau% 1,
characterlzed in that the wearable computer has a

memory for storing digital items.

3. The mobile device as claimed in claim 1 or 2,
characterized in that the wearable computer has a
memory for storing PDA-typical data such as addresses,

telephone numbers, appointments, tasks and the like.

4. The mobile device as claimed in claim 1 and 3,
characterized in that the display and operator control
part has a memory for storing PDA typical data such as
addresses, telephone numbers, appointments, tasks and
the like, the content of which memory is synchronized
with the memory of the wearable computer when a data

connection is set up to the wearable computer.

5. The mobile device as claimed in one of the
preceding claims, characterized in that the display and
operator control part and/or the wearable computer has
a connection module for connecting to mobile or fixed

playback devices.
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ri ght-handed or |eft-handed operation. 20. The nobile device as clained in
one of clainms 14 to 19, characterized in that the housing upper part has
the functions of a nobile tel ephone. 2110The nobile device as clainmed in
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itemor itenscapditrapRdiered tRLAYRT usErdAar erfcr YR STor ANdRE i A t hat
the electroniGidataqpLocessi ng device has a decryption 15 program or
decryption nodul e.

8. The mobile device as claimed in one of the
- preceding claims, characterized in that the display and
operator control part and/or the wearable computer have

a clock module or can be connected to one.

9. The mobile device as claimed in one of the
preceding claims, characterized in that the display and
operator control part and/or the wearable computer can
be connected, for data transmission purposes, to a

mobile radio network or to a fixed network.

10. The mobile device as claimed in one of the
preceding c¢laims, characterized in that when the
display and operator control part is used as a remote
control it communicates with different types of

terminals.

11. The mobile device as claimed in c¢laim 10,
characterized in that the display and operator control
part displays, on a display, symbols of the terminals

in whose range it is located.

12. The mobile device as " claimed in one of the
preceding claims, characterized in that, instead of the

wearable computer, or simultaneously . with it, the




25. The method as clained in one of clains 22 to 24, charpghekizess in that
the transm ssion of recorded use data to the billing portal fromthe data
processing 20 device is carried out when the nedia directory and/or the
search engine is next selected. 26. Thelogt+hod as clainmed in one of the
preceding clainms 22 to 25, characterized in that the electronic 25 data
processi ng dedi el Hasand RRYE XY | @PLWHPEhPRER BRN PRSEPRRECEAA FenBved,

preferably lnfimjfgf@wénawﬁaeﬂ Aahi ciucs REO¥i dad wWiHd sgaehessronic
menory. 27. netho as clalned k? i.m 26 chEract ri,zed 30 in that
o™ ¢

the data carf? %ion of a
specific online portal mnth a prOV|der-speC|f|c medi a directory and/or a

provi der - spgﬁ§f|qm§ea;§g?§fgln%evg%e28 a4 he ngﬁgﬁ as clqg one of

t he preceding ¢l ai s charact et zed at 't onlTn porta
has at | east dmragrmeicaddnino shaur tte dakede spakian aﬁﬂ/§¥oﬁé defle

bi I'ling port%lth’-z Fe&?éﬂ@f%/ 2006 WO GO PChAEPE2LRI5Ady - al1brM29. The

nmet hod as cl aimed in one receding clainms 22 toeﬁg characteri zed

in that when B94ishg! DH%%%?%sRﬂggﬁéWWPP@@QN%§§nﬂ?Qqut L fapePiBYof tine

‘5 and/ or. quardddesd sriufask et e duiddl mgdier talntdemt .cal cul ate a charge
schene which is adapted to the scope of use, and the new charge schene
data is transmtted to the data processing device and/or to the renovable
data carrier Whi clhi mpeidet sdewide saiidh deairtéculer30thea\ dhts®isvocessdi ng
device, in ' a o [ o] ims 1
to 21 and/ of%ﬁaéﬂgcﬂ%dé&ﬂt}%rldl néﬁoé(g%(gf%%&% gtlgngﬁg o¢ EHe, B?e?%d?hgs t he
fol | owi ng corfpeHietss: hQElﬂgaad§M§7Rﬂ@ﬁe#oﬁéwm%gwalﬁﬁnﬁﬁﬁ & eBOBSENgdt ori ng

user - speci fi ¢ data, patt | 838t a0RBUEYHGhIpPB YAt A[@SEPIMEEQIENG HEE tines
and/ or use data
least one of the housing parts having a display, and it
being possible to activate different operator control
functions by moving the two housing parts in relation
“to one another from a closed position into an opened
position, characterized in that one of the housing
parts (cover module) has an opening which permits the
display in the other houSing part also to be used in

the closed position.

15. The mobile device as c¢laimed in claim 14,
characterized in that the housing parts are arranged so

as to be pivotable with respect to one another.

16. The mobile device as claimed in claim 14 or 15,
characterized in that in the closed position the
housing upper part leaves at least one operator control

element on the housing lower part uncovered.




quantities of media items which are used online or of flineshrdfdy 2088 | east
one data term nal having a device for holding the data carrier; having at
| east one data input device and at |east one data output device and

havi ng a connection device for connectingste a digital data network. 25

31. The data processing device as clained in claim30, characterized in

that the data termnal has at |least one nenory for storing a nedia item

33 32.tTh_e dgi"_a. prlﬁl@@smﬁagéde\de@qc@_ &4 abMRUnta qhaidﬁéoofoelainfns 14
characterized_in that the data carrier,contains_ a.nmenory area for, _storing
user - speci f i ct%hﬁégecgﬁﬁ%ﬁjéerﬂé‘? .l§5t1§38 Sfﬁg 88?%890&855%7?9%88\??8& as
clainmed i n oneppér wdat nks oterS82, by haracdrespaesht nedrwt. t he data carrier
has a nmenory area for storing at | east one address of an online portal. 22
February 2006 WO 03/019434 PCT/EP02/09511 - 112 34. A data carrier having
a nenory areal$or Brormpgileseevdgecids cclaimedndnhaviengeht cleans dde

further memiy aneach@ragherliBRgGdusié, LHNBS 8PELofoHSecdairald duaRhitki es of
media itens which are used online, or fline. 35. at a é)rocesm ng devi ce

. .0 A d
havi ng a nmeno?¥e cAFERNIRT PP cHamgeRs 148 2t dthe BRI BERREHPAe. 10 36. A
data processing device having a nenory card which contains charge schene

rules for the. transm ssion, and/aor use of.digital. nedia conten 15 ,37. The
dat a proc.essi}l%' dgf/kil%emg l% aimed 5 ¢ a‘f%ﬁa eé ¢har‘act e?lgz%ga?rﬁstﬁgt t he

charge schenetoul&s ohatheterieadr ynchhdtatbesbpesingospeesnportecase ot her
rules . whi Chbérf‘aéﬁé’ﬁ&g. iR &Ffﬁ%%?g{&abob%%ngoo?ﬁthé H8¥isG R of Aower

distributing and using digita )
-part for right-handed or left-handed operation.

20. The mobile device as claimed in one of claims 14
to 19, characterized in that the housing upper part has

the functions of a mobile telephone.

21. The mobile device as claimed in one of claims 14
to 20, characterized in that the housing lower part has
“the functions of a PDA (Personal Digital Assistant)

and/or of a universal remote control.

22. A method for displaying, for requesting,
transmitting and/or billing digital media content using
a device according to one of claims 1 to 21 having the
following method steps:

- a media directory and/or a search engine for
selecting items is made available wvia an online
portal,

- an item or a plurality of desired items are
selected by the user via the online portal,

- the item or the items are transmitted to the user
for direct online use and/or for storage for later

offline use,




~content, haV| ng 25 a) at least one content server for storidg,hdpogmaki ng
avallable digital nedia content, b) at |east one client for using digital

media conte content server being capabl e of ns
digital madig't 3&#@H€n§3 the client via a data netmork,PéT?Fﬁgﬁgéééih _
having an identification and 30 aut hent.i gapi on conponent with which it is

35 possible for a user to be identified and authenticated with respect to
the server, e)-the Bhevemdﬁﬂﬂdm)a@eétemﬁdsntm@nnhwfuaﬂ@n(ﬁhe$n aa@h case

at | east ‘one user-s e st.fo one user ,is sto

t he usZr-specific |fg§4% %o%]alnl%éecgﬁ égtgﬁ%gtpfoﬁgﬁﬁlBQ %Fgﬁﬁewhlch
can be 22 February @UOGhQEMSGIO$9ﬂ34 PCT/ EP02/ 09511 - 113 transnitted to
the cltent by the comlepbcSPEYE' usdd g0y Ge-LAlnlold | YLLNG:30G,4Si Ng

digital nedia 5 content, having a) at |east one content Server toring
and naklné avallabW%rﬁ?%1tal nmedi a content, b) at least one client for
using digital nedia contents, 10 c) the content server being capable of 15

transmtting digital nedia cqontent to,th client, via a data network, d)
the client ﬁav#g %W“?d@ﬁFPP éF?oﬁiﬁﬁﬂegad%%e%&ﬁﬁ%lg%n EBABERERE LRPEN

which it is possthee the audaerot oibemsdanki fHrethsaid teathentheatigdywi th

respect to thevlsaera\z/r:?rc’,\nline data line.

10
24, The method as claimed in one of claims 22 to 23,
characteriéed in that the item or items are transmitted
to the user in encrypted form, and in that the
electronic data processing device has a decryption

15 program or decryption module.

25. The method as claimed in one of claims 22 to 24,
characterized in that the transmission of recorded use
~data to the billing portal from the data proceésing
20 device is carried out when the media directory and/or

the search engine is next selected.

26. The method as claimed in one of the preceding
‘claims 22 to 25, characterized in that the electronic

25 data processing device has a data carrier which can be
inserted and removed, preferably in the form of a card
which is provided with an electronic memory .

27. The method as claimed in claim 26, characterized

30 in that the data carrier has a memory area for the
preferred selection of a specific online portal with a
provider-specific media dlrectory and/or a provider-
spec1f1c search engine.

35 28. The method as claimed in one of the preceding
claims 22 to 27, characterized in that the online
"portal has at least one connection to a further online
portal and/or to the billing portal.




e) the client having an itemlist nmenory in which .in eaghbaaserdis | east
one user-specific item list for at |east one user is stored, 20 f) the

user-specificg,lt ' ontaining characteristic data [ | can
be transrrittcwe% (f:g)dt%g:i?’c ient by the content server. 25%6&%%%%%& or
selling data carriers having digitally ceded itens recorded on them

having the followng steps: a) the digitally coded itens are provided for
~paid online use by at |east one user, 30 b) at least one digitally coded

itemis used t t d8asiq O u at_| east ope reproducti.on
el ement of th?%l'a; gﬂlgarn{rﬁ er CE%sgg’ol %f%%m‘%%e “at I(?élaGSto netlhésDeP,rLel_é)edﬁLﬁg_
purchase pricectinhel? eficodd8t i orhagtastestizgs di t hbatdatvéharar biidfibgi ng

reduced as a fancdi 98 o zd [ use which a bef ore
t he purchase. 22_Febr uaryn%g%éﬁ% 10&{1?45 1{;"/%903‘;019234 g?:ﬁ_/%%.é%]C)gEl%?m? 114

41. A nethdd fBiMNe sMAMel e T HRG aly ddded Pilddmg RR¥EAY t he
foll owi ng stepsl@)ld@prHdeies oo %E@f&@tﬁhﬂéhdﬁéaaéébﬁbérthﬁlﬂbngco?E | east

one digitally coded item.recorded thereon are proyided, b) at |east _one
dat a cgrrier iY sBPa: Efldaetg't?ec’??"i’c?ﬂﬁﬁgﬁué”l e&“@fi%@"iﬁiﬂ%nﬂl’mpéml&%ﬁﬁg
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30. A data processing device, in particular using a

mobile device according to one of claims 1 to 21 and/or

a method according to one of claims 22 to 29, which has

the following components:

i5 - a data carrier having a memory area for storing
user-specific data, at least one further memory
area for storing use times and/or use data
guantities of media items which are used online or
offline,

20 - at least one data terminal having a device for
holding the data carrier, having at least one data
input device and at least one data output device
and having a connection device for connecting to a
digital data network.

25

31. The data processing device as claimed in claim 30,
characterized in that the data terminal has at least

one memory for storing a media jitem.

30 32. The data processing device as claimed in claim 30
or 31, characterized in that the data carrier contains
a memory area for storing user-specific charge scheme
data.

35 33. The data processing device as claimed in one of
claims 30 to 32, éharacterized in that the data carrier
has a memory area for storing at least one address of
an online portal.




the uni quely defined identifier is assigned being at ahatyafed, s@ee or
being free of charge. 42. A nethod for .distributing digital content in the

broadcast no V] channel , having the foll ow ng t X %
sequence of mlq%@'@%{s is output on the 20 data chaﬁﬂif’ggﬁﬂﬁ 5§1f| rst
time window, each trailer block being-agspgned a specific digital itemin

advance; b) individual trailer blocks are marked interactively by a user;
25 ¢) a sequence of digital itens is output on the data channel during a

second time wydow whi i l.sconijnuous With respect to.the first time
wi ndow, each i:{llfei'm fﬂ\ofa\%ﬁﬁchéaa lregﬁolé?vﬁa% Bedhe Gy p&t Squr’ Fig tgjﬁgrﬁflgst

time wi ndow betsRy-BT®ulput dattd eastl ohgeing tae bressdcasnenodertipral |
those digital ndims, Wik aras%ras%gsﬁ%sd udd t . gRe; of 1) r; " iker gBl gcks

which are marked interactively he“user are selective i1tered out,
downl oaded®anditHriddt §c Al yme@ha 35-ams t WRighwnpsadeisl giondline ens are

pl ayed back. offline.

35. A data processing device having a memory card
which changes its status as a result of usge.

10
36. A data processing device having a memory card
‘which contains charge scheme rules for the transmission

and/or use of digital media content.

15 37. The data processing device as claimed in claim 36,
characterized in that the charge scheme rules on the
memory card are superimposed on or erase other rules

- which are stored in the digital item.

20 38. A device for distributing and using digital media
content, having
a) at least one content server for storing and
making available digital media content,
b} at least one client for wusing digital media
25 contents, '
¢) the content server being capable of
transmitting digital media «content to the
¢lient via a data network,
d) the server having an identification and
30 authentication component with which it is
possible for a user to be identified and
authenticated with respect to the server,
e) the server having an item list memory in which
in each case at least one user-specific item
35 list fot at least one user is stored; 
f) the user-specific item list containing
characteristic data of items Which can be
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transmitted to the client by the content

server.

39. A device for distributing and using digital media

content, having

a)
b)

c)

d)

:e)

£}

40. A

at least one content server for storing and
making available digital media content,

at least one client for using digitai media
contents, _

the content server being ‘capable of
transmitting digital media content to the
client via a data network, '
the client Thaving an identification and
authentication component with which it is
possible for a user to be identified and
authenticated with respect to the server,

the client having an item list memory in which
in each case at least one user-specific item
list for at least one user is stored,

the user-specific item list containing
characteristic data of items which can be
transmitted to the client by the content

server.

method for selling data carriers having

digitaily coded items recorded on them, having the‘

following steps:

a)

b)

c)

d)

the digitally coded items are provided for paid
online use by at least one‘user,

at least one digitally coded item is used by
the at least one user,

at least one reproduction element of the data
carrier is sold to the at least one user,

the purchase price of the reproduction element
of the data carrier being reduced as a function
of the paid online use which has taken place
before the purchase. '
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41. A method for the online use of digitally coded

items, having the following steps:

a)

reproduction elements of data carriers having
at least one digitally coded item recorded
thereon are provided,

at least one data carrier is sold, |

a specific, uniquely defined identifier being
assigned to each purchasing transaction,

the uniquely defined identifier is assigned to
an online uéer, |

the digitally coded items are provided for paid
online use, the use by that online user to whom
the uniquely defined identifier is assigned
being at a reduced rate or being free of charge.

42. A method for .distributing digital content in the
broadcast mode via a data channel, having the following

. steps:
a)

b)

c)

d)

e

a sequence of trailer blocks is output on the
data channel during a first time window, each
trailer block being assigned a specific digital
item in advance;

individual trailer blocks are marked
interactively by a user;

a sequence of digital items is output on the
data channel during a second time window which
is discontinuous with respect to the first time
window, each item for which a trailer has been
output during the first time window being
output at least once in the broadcast mode;

all those digital items which are associated
with one of the trailer blocks which are marked
interactively by the user are selectively
filtered out, downloaded and stored locally; and
the downloaded digital items are played back.






