“-1 SYSTEM AND METHOD FOR SEARCHI NG AND RETRI EVI NG CERTI FI CATES [ 00011 The
invention relates generally to the processing of nessages, such as e- nai
.messages, and nore specifically to a system and nethod for searching and
retrieving certificates used in the processing of encoded nessages.
Background. of the Invention [00021 Electronic mail ("e-mail") nmessages may
be encoded using one of a nunber of known protocols. Sonme of these
protocols, such as Secure Miultiple Internet Mil Extensions (" S/M M")
for exanple, rely on public and private encryption keys to provide
confidentiality and integrity, and on a'ﬁdbllc Key Infrastructure (PKI) to
communi cat e infornatgr‘ ‘ ) : d aut horization.
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Data encrypted using a R 'Eﬁﬁﬁr'- 122 ey pair can
only be decrypted using the Cor r espona punt | C key of the pair, and
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nmessages i s valﬂgd@i’f‘ed us%x{s]j certificates.

conputi ng devic SHEE ?Pﬁﬁ’ll‘ W@§3§§‘§é4“5é1¢8‘9éf°tf brerchins salgerisvingsent t o
a particul ar ieedifivivciuadd,in i grotiséy aftdcbdoia@ithgee a certificate for that

i ndividual. That certificate will typically conprise the public key of the
individual, as well as other identification-related information. 10003] If

t he reqU|S|te cgl i ficate for the intended recipient is not already stored
on the user’ sv&#%’t‘-?ﬁ%—%‘é%@ﬂthe certificate nust first be retrieved.
Sear ching for aR802]r et r ikeeirmge mald rd-inbil qaﬁ&sag@rm@ gp%aédcus;n%cdnploaqt is a
process that gepghald r a cel te server by having
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i npl enent ations, however, Inste orar|
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is dis
typically compns-: I.hf: pubhc key of the individual, as well as other identificarion-relared

informarion.

[0003} If the requisiie certificate for the iniended recipient is not already stored on
the user’s compuring device, the cerificate must first be remrieved. Searching for and
rewieving a certificate for a specific recipient is a process thar generally involves querying
& certificate server by having the user manually enter the name apd/or e-mail address of
the intended recipient in a search form displayed on the computing device. Generally,
certificares located in the search are then temporarily downloaded 1o the computing device
for copsideration, and a list of locard certificates may then be displayed 0 the user.
Selected certificates in the list may then be manuelly identified by a user for storage in a
non-volatile store of the compuring device, for potenrial fumure use.

[A004) Ia some implementations, however, instead of wmporarily downloading alt
the certificates located in the scarch 7o the compuiing device in the first instance, only
certain dain peeded to generate a list of centificates located in the search may be initially
downloaded 1o the computing device. The list is displayed to a user, typically identifying




-2 each located certificate using the coomon nane and e-nmail address of the
individual to whomthe respective certificate has been issued. only after
the user selects specific certificates fromthe list to be stored for
future use are the certificates downl oaded to the conputing device for
storage-.In particular,.if the conputing device is a nobile device,
deferring the downl oading of certificates to the nobile device, and only
downl oadi ng the wuser-selected certificates, can significantly mnim ze
waste of resources. [0006] Unfortunately, si.n these inplenmentations where
t he downl oading of <certificates is deferred, it is generally not possible
to determ ne w thchdant-dicntifcawhSinh 8 oMo [ i f i didentified in
] fhon Rfme AAG e%%h%?ﬁr!ﬁgl g% &,g g}%,ﬁ{,}fj

the list are alr, YinS in a certificate store H& devi ce
fromonly the dg\%gﬁ o%%%ggcglgvt“éxﬁ@éﬂt 5“8‘ semErste Qolerfier B us@orleax sprpie, i n
order for an apfHwis amale lishie be onpd firmgudes ehé ritRaRPidRmlied & L M ne

With certainty chh@fin@adicy i jgentified in.the list is already
ling AL &0 st iRt Bon, T ombe g8 Kb TPl chprecal | v

stored in the C%%xll.fl(i_l?.te store, the

need to be downFOSHEE™E JoYHeAdEe Rpesriifiseeste Wieqwbindevivatand siredoweruiis] ke dat a
needed to make uhesdetedrcmifaks, o ARy AR08k n‘ngs&rd&gn be a Ti me-
consum ng and expensive task (e.g. with respect to bandwi'dth), and nay be

wasteful if thel%%%8n| oabefirewsdy, finchtse implememakans twhedd quﬁ%nio&di?@%ﬁ
certificate stoc@ficiRRENTQ i ,Qn, [0006] - Enbodi nents of” t he
invention are gegﬁial B di?ég&!_tesgaf%aﬂg?%&g%@?n‘%%ﬁ%E"’Hﬁhﬂnﬁﬁw Whsthe any

ef ficiently seafthF GV EErts; ifsmEfitded thnlistiarcareplyt siorgl Dhovicewtican Giokedil heVi Ng
certificates foromsguongdpeice fro: baly GRmBWAIbLAGG W 7. +n eone broad
aspect of the iﬂl"@&trifé?@na%ﬁl&?ignénsx pr oVi ded%y%ﬁg%%% &%ﬂr%rg%f”ﬁﬁ’f’ hd
retrieving certificates conprisi pB TIPuEesdeegp be shbla depimipeavithernainiy cat e
search request THhRE Y TG idswificd fn b lisricaleadynmne! 6 @ictdefririead SorsQhyers,
wherei n at | easbeneiergfitar Yvould b or nore certificate
servers to requgst, ng(} oval ;%LP&E rti f?’(czbae?gg&g@gé) ilggl?“yﬁoﬁlﬁmi“ﬁée‘ﬁ"érsf’ Pt cat e
search request; TetTeviAg ot f"éﬁag’f th Hesergranation 4ap he ebifipdniThineandne vigle- NOT €
certificate ser¢@fmingIndcassivegese e witereipebiCRh®yiig], b fdr St
conputing devi Cgoinad QbR ins&gra(ﬁhmdp%?el t tal, Wﬂaﬁ%e?hsé%ga#ch
result data conprises data that uniquety —identTf*¥& the respective

certificate; and for each certificate retrieved, comunicating search
result data assgciated therewith to a second device fromthe first
conputing devi c¥mmanyof thenventighet er ni ni ng whet her the respective

certificate is [oogled OrEAHRBINRES APMmIGVinGE arEBgenerally directed to a sysrem and

method for more efficiently searching certificates an a énmputing device and retrieving
certificates for storage on the computing device.

[0007) In one broad aspect of the invention, there is provided a method of
searching and rewrieving cerrificares comprising the steps of! receiving a certificate search
Tequest; performing a search on one or more certificate servers, wherein at least one query
is submitted 1o the one or more certificate servers 1o request refrieval of certificates
satisfying the centificate search requesy; retrieving at Jeast one certificare from the one or
more cerfificate servers; processing each cerificate retrieved ar a first computing device to

determine search result data, wherein the search result dala comprises data that uniquely
idenrifies the respective cerificate; and for each cemificate retrieved, communicaring
search result daw associated therewith 1o a second device from The first computing davice,
for use in determining whether the respective certificare i stored on the second device,




" (0008] In another broad aspect of the invention, the data that uniquely
identifies each respective certificate conprises serial nunber and issuer
.data for the respective certificate, and the processing step conprises
parsi ng each certificate retrieved to obtain the respective serial nunber
and i ssuer data. .(0008]" I n another broad aspect of the invention, the data
that uniquely identifies each respective certificate conprises a hash of
at | east a pan of the respective certificate, and the processing step
conprises applying a hash algorithmto each certificate retrieved to
obtain the respective hash (0010] In anot'her broad aspect of the invention,
there is provi 0{96‘0 syst sear chi and .retrieving certificates
conprising at | eas?!t’i a tilgg%ofu%g%ﬁf?s Ik %‘2[8? B RERfY Wy date ghap wpjarinpEEResnher ei n
The first conputéfhiFsereviccertifisarndemirroes eoal miebei ane iBud Qokifhi BakSpecsRar ch
request; perf org@cieanthe 3L tiflcate. servers upbmtting
at least one q’yugr t her _e,tg togggeg_g e‘g?{prﬁsg% ?%r:él%‘%a&gfné%wir?ql%'ﬁ‘?éé’%?&ti sfyi ng
the certificate %%F@W“‘r“@ld\lf@ﬁr;am}’é%‘?ﬁdéve at least one certificate fromthe
one or nore cerpphfd catelggrgo 1N %c{)rocesfs each certificate retrieved to
det ermi ne searc r«!sul_t data, What BPI PHbe Suapeh fedlawher apigusly idewifes ses
data that uni qUREFFSFREEIE Firilngietchaprisesipiestt ofaelease s hisf dfaldt espeding cdnicagach
certificate reintuR\pedessi Jafer=1 ] BRALE ta assaciated therew th
to a second devjce %? qsg%n et er nlz’ngnal‘svﬁ%%&g}g?’hdémrcé’rs‘%gﬁ jeigved
certificate is 'Stored*SAPERY ¥¥cond device, Brief Description of the
Drawi ngs (0011 ab andj .0of enbodi nents of the invention,
and to show ml)[rqgm(j;l ear F@%%ﬁy%%n%§%8k@gﬂ?@&“i 'ﬁ’f’ﬁ BFrPEdad 8 e fence wil |
now be made, by*¥ERHetnd reRaeg ertificoes deepasmompanyd fig @npingGEvikdanahi ch,
FIG | is a bl oekondidagimhetiaahd BRI dtyptded &Sick B FEAMRLE, | ”%'P&m?nt ation;
Stem Conpoh&AESBE t he

FIG 2 is a bl am of a communi cat’i on subs
mobi | e devi ce Osgémé‘e@g&f“%"@’ °F 87 SPOUY BOR cafigataseTvors by sytodwinpdt laswi 1 el ess
network; FIG 4% Guey Bheook wdicggsamuidvil ugtceaificg GoNReNaRtSnBkad Hast system

in one exanpl e re&Rff k@ie¥ak kQR ondd [ bl ock di agr.am show ng an exanpl e
of a certificat g@@ ' 4 Fl aﬂfétg}ﬂgﬁghgﬁng% onaf%'a?rﬁﬁ?’flﬁ‘fa&ss?‘i"é’tsi Higfeas

conponents of fWi&%%‘i‘%”B?“%“éFEWEWB@%WW RhGein Tl searctarehliaahar t
illustrating steepprisendsa wetunindelp{demaRt hB rddgkcARGefi@bhd O¥d Afeach certificate
rerrieved, communicaie search result dara associated therewith to a second deviee for use
in determining whether the respective certificate is stored on the second device,

ief Deseription of wi

[0011] For a benter undersianding of embodiments of the invention, and 1o show
more clearly how it may be camied into effect, reference will now be made, by way of
example, to the accompanying drawings in which:

FIG. 1 is a block diagram of a mobile device in ane example implementation,

FIG. 2 is a black diagram of 3 communication subsystem component of the mobile device
of FIG. 1;

FI1G. 3 is a block diagram of a node of a wireless newwork;

FIG. 4 is a block diagram illustrating components of a host system in one example
configuration;

FIG. 5 is a block diagram showing an example of a cenificate chain:



"certificates in an enbodi rent of the invention; and FIG 711 is a flowhart
illustrating steps in a nethod of searching and retrieving certificates in
.anot her enbodi nent of the invention. Detailed Description of Finbodinents
of the Invention [0012] Sone enbodi ments of the invention nmake use of a
nmobi l e stati.on. A nobile station is a two-way conmuni cati-om device.w th
advanced data communi cation capabilities having the capability to

comuni cate with other conputer systens, and is also referred to herein
generally as a nobile device. A nobile device may al so include the
capability for voice conmunications. Depeﬁdi ng on the functionality

provi ded by a i.l.e deyi,ce, it may be referred to as a data nessagi ng
devi ce, a two- Wawsésgaekg?&gmgﬁsé’l”ﬁﬁ’%%g FRtPapBE e epPiziefiaa enepded mytseay:
capabilities, agywr i.,ance, or .a.data__conmuni cat.ion
device (with or Fﬁ,tﬁ%ﬁﬁtﬂép‘gﬁﬁgﬁ@“gﬁ‘%ﬁ? S B yemod R SRR B, (EEeving
cormmuni cat es wi EfH¥HRISEN 38 epbasieent ofthsimpiertinreod wor k of Transcei ver stati ons.
[0013] To aid the:reader t. n unds rstandipg%t he structure of a nobile device
and how it comhimi cated RFIF T REPIRR IFELD & methed of serrghingnadarergvipe GS, |

t hrough 3, [ 0014§iiRek-emmneber bnbaitmdanoofMeGvediona bl ock di agram of a nobile
device in one exanple inplenentation is shown generally as 100. Mbile
devi ce 100 conprises a nunber of conponents, the controlling conmponent

bei ng ni cr opr oC BEG&aEd Bl aintiole RREI SR hedengRt F Ol S the overall
operation of no 'd1 devi g8 . Conmunr cat 1 on nctions, including data
and voi ce cormuhi cati ons’ Rt EPEFEE e dhet Hrgliehmakeommafp ceebilopaiabsy st em
104. Communi cat Fehilsiioy it emmelds comrmehiveidn TBS&AIRA e daANdmmeRdsioAESSages
to a wirel ess neipaBiliKes f J.opl.enentati on of nobile device
100, conmuni cat i ﬁggh{fﬁgaﬁ%ge}%@f%ﬁ‘b‘?‘s"e‘ég%&d‘f%gw@nmg%%?ﬂﬁﬁééﬂm fidtife

G obal System Sr’*}%ffb‘ﬁ% ﬁﬁ%ﬁ?‘&&%ﬁ’ﬁ?’?‘lf&wyv AmebiBsitetehayRiso ksludRadi 0
Servi ces ( GPRS) capgbitidar deice ddnenucibblidaPRBcyintRL %ﬁ&h&qﬁﬁé’éﬁﬁéﬁt} ﬁmt&ﬁ&db ri dwi de
and it is expechghid fAke, i pﬂgfg&s andards wi |l be _sugerseded event Ually by
Enhanced Data GSM Envi ronnent - { )° BhY R MPEPEIBE d9Vissi § Bro-way pager, a

gel ec Om.m”ib . fi-ti nglasggyem@wmpgygssamgwmmamda;eamnmniﬁbﬂnaﬁteidﬂgdﬂ@fi ned,
Do Seaespariaaiet e SR PR 08 851001
skilled in the an tHhat - t e THYRHET BRugke sepodirfaamsedvengeioany ot her suitabl e
S ceut on < L) SRR IR0 A0 Bl PSSR SO

It communicates with other devices, reference is made 10 FIGS, | through 3,

[0014] Referring first 1o FIG. 1, a block diagram of 2 mobile device in one

example implementation is shown generally as 100. Mobile device 100 COmprises a

number of components, the centrolling component being microprocessor 102.

Micropracessar 102 conwols the overall operation of mobile device 100. Communication

functions, including data and voice commuanications, are performed through

commupication subsystem 104. Communication subsystern 104 receives messages from

and sends messages 10 a wireless network 200. In this example implementation of mobile

device 100, communication subsystem 104 is configured in accordance with the Globa)

System for Mobile Communication (GSM) and Gezieral Packet Radio Services (GPRS)

standards. The GSM/GPRS wireless network is used worldwide and it is expected thar

these standards will be superseded eventually by Fnhanced Data GSM Environment

(EDGE) and Universal Mobile Telecommunicatiops Service (UMTS). New standards are

31ill being defined, bur it is believed that they will have similanties 1o the network



‘represents one or nore different Radi o Frequency (RF) channels, operating
according to defined protocols specified for GSM GPRS comruni cations. Wth
newer network protocols, these channels are capable of supporting both
circuit switched voice communications and packet sw tched data
communi.cations. [0015] Although the wireless network associated with nobile
device 100 is a GSM GPRS wireless network in one exanple inplenentation of
nobi | e device 100, other wreless networks nay al so be associated with
nobi |l e device 100 in variant inplenentations. Different types of wreless
networks That may be enpl oyed incl ude, fot- exanple, data-centric wireless

net wor ks, voi ce: (c?gntrlc % Iess net wor ks, and dual -nbde networks that can
support bot h volCR ik deseried "d’%‘?%’i‘E’Qlt‘ilsﬁﬁgu@?‘e‘fm‘%Wéx%?@ﬁehﬁwgﬂ?@aﬂﬂmbase

Bt ations. IVuclorrbl rlleahvclma:h-urrm&edadabwdﬁs othaﬁi(;)uggﬂe stW’&rdaﬂﬁt ﬂ'@‘de\lc!agésdi @dpd 0 kCode
vi si on ti phgAC net nist wor ks
(as mentioned gg‘gé\?\ef& an ? Ut ur gﬂﬂcﬁu@c TUEREFSE Y Ys(‘e?bjo W ﬁg(ke EDGE
and UMTS.  Some'cgic#al opserrmprre difforniRatlia Fosgndney (RF) iswmis speraniog uﬁadm@m

Mobi t e. 04 Radi Odmtzd/\'ﬁslb&u@lgq cﬁtﬂ@ ané% ﬁ%oﬁﬁwn&a WAk nEXETRILG

ol der voice-centric a ne wor ks inclu Per sona‘:\&(%omrum cation %‘ystems
(PCS) networ ks PPREESHFSnEHiete *1) PPabic ﬁf RAAPPIIBE dothagipugssWiTBMayciegy st ens.
[0016] M croprommmrcaﬁkﬁﬁa:ﬂlps«keusﬂt:ﬁz&sﬁﬁdtﬁcuﬂhﬂdﬁc@dﬁat| onal subsystens such as
a Random Access I\/brmry (RAM 106, flash nmenory 108, display 110, auxiliary
i nput / out put ( 1195 ubs yAltherghthe wirkessi ReFwquio pesociatet] wile yobider devibd 600 speaker

118. mcrophoneﬁsmnm;g HeARES Q,QJ’@M‘I,Q raAexices 124,
[0017] Sone of f Sens. of. I th%%n%%tﬁ?ah%@%r%ﬁgnﬁlgann-

reles !é ens of1 ”ﬁg' | e eV| ce
rel ated functions: Whetexs: dtHersS M5straqeeamd with ’B‘P‘ﬁ'\?l Frericer KW e mirianpr
on-devi ce funcmmuwmyb wezehr iepeanplieeschesipbiayhai bl wehplofddinasd, 416 nmay

message for 1 anoman an ot watel b s shH Rl Vs RS, BRAR P one

message for transm ssion over networ rce-T tions
such as a cal culPEYYrs Brt F284erpT berb V@ﬁe@“&ﬁ?ﬁ%g“%%ﬁﬁmswmmsamewkmaby

m C1 0pr QCesSOr O sty Hoaiky dniiaicad ok BRIRE B 3k e eoaas 1 ash

o age o et SPEARLAE RORL KB B8 B BRI oh P BRR ol S oiies (g
the operating - B¥ipatdetbovalpndifinus el guoeaigpBGratvakslikedE DERRASUMYSS eof |
may be tenpor ar Béne IRRERpIeDbQUB-codtP Rbdr® iRhiE e MBS R RAMA 08k ang

the DanTAC™ Radio Network. Examples of older voice-centric dara networks include

Personal Communication Systems (PCS) networks like GSM and Time Division Multiple
Access (TDMA) systems.

[0016] Microprocessor 102 also interacts with addivional subsystems such as a
Random Access Memory (RAM) 106, flash memory 108, display 110, auxiliary
input/output (1/0) subsystem 112, serial port 114, keyboard 116, speaker 118, microphone
120, short-range comumunications 122 and other devices 124.

{0017} Some of the subsysiems of mobile device 100 perform communication-
related functions, whereas other subsystems may provide “resident” or on-device
funcrions. By way of example, display 110 and keyboard 116 may be used for both
communication-related funciions, such as earering a text message for wansmission over
network 200, and device-resident functions such as a caleulator or wask list, Operating
system seftware used by microprocessor 102 js typically stored in & persistent store such
as flash memory 108, which may alrernatively be a read-only memory (ROM) or similar
storage element (not shown), Those skilled in the art will appreciate that the operating




-100181 Mobil e device 100 may send and recei ve comruni cation signals over
network 200 after required network registration or activation procedures
‘have been conpleted. Network access is associated with a subscriber or
user of a nobile device 100_ To identify a subscri ber, nobile device 100
requi res a Subscriber ddentity Module or 'SIM card 126 to be inserted in
a SIMinterface 128 in order to communicate with a network. SIM 126 is one
type of a conventional "smart card" used to identify a subscriber of
nobi | e device 100 and to personalize the nobile device 100, anong ot her
things. Wthout SIM 126, nobile device 180 is not fully operational for
conmuni cati on vmtJ%m %§£¥o(hvud lc:é |nsert|gg IM 126 into_SIMinterface
128, a subscri bél  Can acces e PPHCAUIN o PrreTenly Hitycedemasarily toadsd insu o

i ncl ude: web br ogdngomthreRaMgidhg such as e-mail, voice mail, Short
Message Service éﬁ#ﬁ) and Multimedi a Messagi ng Servrces (MVB). More
advanced servi c& y i ntobiredevissi 190 may sendl and reqeivk dowmmnication aigoalsavees f or ce

aut omati on. S| MndR6rk zool afﬂeseqauﬂr RHRHE Qfp xﬁ@%%ﬂ”&&fé?’augf? gro%&@?és rhgve br:t:n
i

i nformation. Owce %Ml‘fﬁ“ s inserted in SIM
to m croprocessor B &S P gSsogiagec s pubspraberqriyese pf dyaebile @VWP- 1%
contai ns sone ugeﬂdeparyaﬁmﬂ)wlsersmohlca&vmﬂmtmeqmureahlsqm;be; Rl &cauleser | ber

I dentity (IMSI) -~ A6V piat il k e a subscriber is not
necessarily boug?flg‘é B?:sf?%g ;Qén H%s?gfa Mr&)‘gﬁ Iisdevfdar "o CEPRPISEC W2 st or e
r

addi ti onal subs tﬁr‘hﬁ‘tﬁi%ﬂ? HIOMENFeNY| Tsmar eapd’ ‘cecdasidweify 4 subxdbendi ng
dat ebook (or caf ewbilr Jevicafiop m&iﬂo%sa;murgg%i,ﬂé:ggv[cellm g;,{mé @Q‘ I%u{n 010]
es at

Mobi | e device 1 te p deV| |nc u
interface 132 fg‘?itﬁrn g‘a%%?ﬁg o‘y’g %P’mng& 'Sr"Btc &@%P%ﬁ FIcPBmpricationeith Bat t er y

interface 132 PewednifleBy troening Bidyli) 26t iow S@Mdﬁwr&hom)asmﬁurm& uaﬁscrc&rsaubattery
130 in providi ngutpemed saacac.:s OSchmE)bduﬁi ﬂ@aee%bmgvsmgum% ing Wi S
ec E0ER A nﬁ"%lro fuel

t echnol ogy makes use 95 EF , future ogl es
cell's may provi d&° R&" 580 tsﬁge B’r"i‘“’ésﬁ@aw'ﬂww*ft YesajreMeriapMids sor
102, in additi oMare adwascddpenm@s rmgzys:yahc&mpﬁadﬂﬁi hdl’@&mlcﬁ%@k@&d EXLGHLL on of

softvvare applic 0 vr ce _100. appl i cations that
control basic d%??@gﬁgpgrag??%kﬁgmgé UG Sﬂf&“ﬁgieﬁ“‘a’r{gf 18 A (st | on

appl i cati ons, M 12678 frppegiep o %Mlmﬁ%"ﬁfalllﬁedwonupmm inigrapenisee 100Qn didédg i ts
nmanuf act ure. Anddehiity tRpbsceRt,i |sm 126 hﬁ,&almym@@,ml Q%Eﬂm%@h %rgﬂ gle ice 100
O

woul d be a persgpal t10 ger (PI'M has naltyto
organi ze and rna%g> & %R’%C?%m e - 6&# ‘aﬁ'b“fé’s‘“gs%b’édﬂhﬂérs“b*@@@hs as, but
not limted to, ﬂ%‘— PeEfSsarily Spenddkr are'v:@mgirs phy\rmalc:aumnrdesm appai 176 Rt Sore

additional subscriber informavion for a mobile device as well, including datebook (or

calendar) information and recent call information.

oupl ed

—
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{0019) Mobile device 100 is a banery-powered device and includes a battery
interface 132 for receiving one or more rechargeabie baneries 130. Banery interface 132
is coupled 1o g regulator (not shown), which assists battery 130 in providing power V+
mobile deviee 100. Although current technology makes use of a batery, future
technologies such as micro fusl cells may provide the power 1o mobile devies 100.

. [0020] Microprocessor 102, in addition to its operating system functions, enables
execution of sofiware applicarions on mobile device 100. A set of applications that
- confrol basic device operations, including data and voice communication applications, wil}
narmally be installed on mobile device 100 during its manufacture. Another application
that may be loaded onto mobile device 100 would be a personal information manager

(PIM). A PIM has funcionality to organize and manage data irems of imerest to 2




~and task itens. A PIMapplication has the ability to send and receive data
items via wreless network 200. PIMdata itens nmay be seanl essly
.integrated, synchronized, and wupdated via wireless network 200 with the
nobi | e devi ce subscriber's corresponding data itens stored and/or

associ ated wi-th a host-conputer system This functionality creates a

m rrored host conputer on mobile device 100 with respect to such itens.
This can be particularly advantageous where the host conputer systemis
the nobile device subscribers office conpputer system [0021] Additiona
applications may also be |oaded onto nobile device 100 through network

200, auxiliary V&B&ib@ﬁkﬁﬁﬁm& r 4. short-range
conmuni cati ons Swia%/st em 122%& lmﬁﬁ& h)a& E(P cﬁlr:%d%;[eg s "“’Efb’%agl % BRRDES. Thi s

flexibility in &Y WisonA ”stﬁpaﬁlqﬂmfi F@ﬁtberﬂb#@a@@smtm récgive i iahs ¢ty Of

011 devi oo 10t 00 PGSBS SN SIS,

communi cat i on agi])(ﬁ “cati %ur%g hnlge%?%kn% Wét?’é}feé'é‘fbﬁﬁﬁﬁ"t‘“ é‘@?ﬁ‘f@fréé"*‘?}ﬁ‘é‘lﬁ{“é A¥a and

ot her such fi n#FBf Bved pndies asseciapdovitha: Hos cpmpfia symeth. Uﬁiuﬂﬁmﬂﬂbldy@rﬁﬁyh ce 100.

100221 Seri al paﬁ&uréﬂ.ﬂggeaﬁ{%h@§Oﬁgwg%{lké)ﬁfod&l ?sggcé %ﬁﬁ‘%gce%‘t hr gugh an
ex

external device ar .software application an TP Pes of
mobi | e devi ce 1(36mb'§)“” XARERY PEFTei HY dPferomaren By strof w@ne}nmﬂmads to
nmobi | e devi ce 18@satbhrroffdraompdnrewsgh. a W rel ess comuni cation nerwork. The
alternate downl gad path may, for exanple, be wused to |oad an encryption
key onto nobil e & ce 16 Wa%ﬁlcmghﬂtmnﬂmmbamddeﬁhmsmmleldah&cﬁ{m&mbﬁrUSted

connection to prEwbAe08 afilisy GV Q 199231 Short-range
conmuni cat i ons L{? Xﬁﬁ%ﬁ{g 12§Y Fovi é@gp?rj@ér& “Sr)lgg’a BHPEhLEPRBIF B | e

devi ce 100 and §§/ﬁyeﬁ‘g""cf’t““ﬂ’é’\ﬁ“é%‘emvﬁ?ﬂh&hts fidnibilog & aplicagitmor k
200. For exanpl ésiaBailys yreteases 2 Fumrgnalin of mdmcalavsbé\fdﬁ%@ﬂmﬂSz‘ébﬁa@eﬁ%ed

associ at ed Ci I CjgSvicea) -ran e co ni cation. Exanpl es
of short range communi Qéﬁtﬂ?ﬁ@%ﬁﬂfs@n{nﬁ%fﬁge st“grﬁ’ dEVeTBHEG B he

Infrared Data ASYBEYHEPOaRPlGapps mas| gehiettcronic amdmtrtaefuaﬂanslahd foanid duym of

st andar ds devel éipadiabyandabiioins 10[bd PbhmddisiHS RobiR dbviGgby €d signal such as a
text nmessage, an e-nmail nmessage, or web page download wll be processed by

communi cat i on sififFkt em Jvial pertd 1+ mpbies ¢ Dibscribe nogr mﬁ&ﬁm hidd2h an external

M eWirl t t
i spl By 110 or aliar "’f““**@'a"‘“"ﬁ‘?’ﬁ%ﬁ??ﬂ?“y‘“% oEFlpt PERpale ek bbb

g ti Vg\'lﬁét t o auxi
may al so conpoS¥€EHE Oripationdy, sqfwaes wrf@%bsiagﬂesre 1800nthee shawmbboggh USi ng

keyboard 116 i nawgreless communicarion nerwork. Thf: allernate download path may, for example, be

used 1o load an encryprion key onto mobile device 100 throuph a dircer and thus reliable
and trusted connection to provide secure device communicarion,

[0023} Short-range communications subsysiem 122 provides for communication
between mobile device 100 and different systems or devices, without the use of network
200, For example, subsystem 122 may include an infrared device and associated circuits
and components for shor-range communication. Examples of short range communication
would include standards developed by the Infrared Data Association {IrDA), Bluetooth,
and the 8§02.11 family of standards developed by IEEE,

[0024) In use, a received signal such as a text message, an c-mail message, or web
page downicad will be processed by communication subsystem 104 and inpur to
microprocessar 102. Microprocessor 102 will then process the received signal for owrput
10 display 110 or altemarively 10 auxiliary 1/O subsystems 112. A subscriber may also
compose data items, such as e-mail messages, for example, using keyboard 116 in




conjunction with display 110 and possibly auxiliary |I/O subsystem 112.
Auxiliary subsystem 112 may i nclude devices such as: a touch screen,
.mouse, track ball, infrared fingerprint detector, or a roller wheel wth
dynam c button pressing capability. Keyboard 116 is an al phanuneric
keyboard and/ or tel€phone-type keypad, A composed itemmay be transmtted
over network 200 through comruni cation subsystem 104. [00251 For voice
comuni cations, the overall operation of nobile device 100 is

substantially simlar, except that the recelved signals woul d be output to
speaker 118, and S|gnals for transnissioff-woul d be generated by m crophone
120. Alternative voice or Q.1/ 0O subs %stens such as a_voi ce nessage

recor di ng subsy§?‘8?ﬂ°“%§7“5ld§8ﬁ5ém Pith Pessal cailian MR Brhseae b 1 e Apdtary
Al t hough voi ce owbsatich Ol2snayriatlnde byt sich aaaasmbm@he;duspmmam Wi ough

Kk 118, d ddi {, |
;s g? gr ﬁ;t ion s ui:?]ﬁk@ﬁ{m& cg@é{ QLO%QI ‘p%eluvﬁ'?i? ‘Plﬁ)ug‘\?ﬂ Ty essﬁg ¥ fﬁ’f‘?lhtﬁ n%f""’ﬁ“@m ce
call, or other Wois@a 1@59“!““?’@1 %ﬁi'@éfdl aﬁﬂ/@rlﬁmﬁﬂwtypq Bopd] ARivensed mgmmew t o

FIG 2, a bl ock bdia@ghaRd &fer iddRork QDG bh i aHRSYAL S |&oMPoNent 104 of
FIG | is shown. Communi cation subsystem 104 conpriSes a receiver 150, a

transnitter 1520085k or Foneicehedeianias, hobetanapranin Rabdd &%9&@1@54

156, Local Gsci 0ocessi nodul e suc S

D gl tal Signal S‘#%‘?‘é‘?i‘%?““h%%‘ﬁgé it BB h SR TS et s
communi cat i on sdi¥83/%{qs frpasgussiog “ﬁé‘ﬁéﬁdmﬁ@pﬁynﬂm@ﬁmﬂﬂmr@ﬁﬁa yaicewlni ch
mobi | e device 1Q@dib9/G nibentiad, Li2hQRAr AR, més%é récBrdﬁhOéﬁb%sQﬁ m'z!?%& good

That the design ted i.n FJ G erves only as on |gnals
recei ved by ant e;ﬁha'%%&%? ‘ﬂ’aﬁ %éwéP?j ohghs V?‘ﬁ‘b@f adio rsignal pwpu1isQ,

whi ch may per f aeqemelighpd B@W@mth@@eﬁnﬁe‘m11LmdiSMQ,nSIGaraaySdigrtaluaairtplpfnfvideat| on,
frequency down agdinerisfoRRatioh kich 8¢ ihé‘ﬂlemﬁpﬁfyﬁhméﬁ&ﬁ ﬁv,}:&gh @ggﬁ"s,e call gnal

anal og-t o-di gi ta+h Al Dﬁﬂ‘cjonvgr si on conver
all ows rmore conplEX ¥sMURFER SR lnct i ons such as denodul ation and

decoding to be r med | ar nner, signals To be
transmitted are ZfG]gesse %F%]T?%IG %ﬁf"'}t% éPr‘E'BEﬂ‘??@"“ FHYEsP 160.
These DSP-proc é%@&e‘§|l%%le§G drig Sl‘iowpuf-“ﬂmumqaammmten 104662 rpiges a Teceiver

di tal -t | ago, (aDF: H )
1Bl 11 Cati on AgLtEArE e e oh ot SN 5D i BRUER Tl e VL 6

anplification a m ssi.on .qver

not only pr ocessagstl (E:)oﬁiﬁﬂﬁ @'gﬂ Ic?ﬁ ?fl@ﬁﬁ’f:?&m&)@?d“éﬁ W gndlipinbBistd Procasmeei ver
and transmtter ¥Htfbl . For exanple, the gains applied to conmunication
signals -9 ] .
[0o27] The particular design of communicarion subsysiem 104 is dependen: upon

the network 200 in which mobile device 100 is intended 1o operate, thus it should be
understood that the design illustrawed in FIG. 2 serves only as one example. Signals
recelved by antenna 154 through netwark 200 are inpwi to receiver 150, which may
perform such common receiver functions as signal ampiification, frequency down
conversion, filiering, channe! selection, and analog-to-digital (A/D)) conversion. A/D
conversion of a received signal allows more complex commurication functions such as
demodularion and devoding to be performed in DSP 160. In a similar manner, signals 10
be transminied are processed, including modulation and encoding, by DSP 160. These
DSP-processed signals are input to wansmitter 152 for digiwal-to-apalog (D/A) conversion,
frequency up conversion, filtering, amplification and wansmission over network 200 via
anwenna 156. DSP 160 not only processes communication signals, bur also provides for
receiver and transmitter conwol. For example, the gains applied 10 communicarion signals



~in receiver 150 and transmtter 152 nmay be adaptively controlled through
automatic gain control algorithns inplenented in DSP 160, [0028] The
.wireless link between nobile device 100 and a network 200 may contain one
or nore different channels, typically different RF channels, and associ at ed
prot.ocol s used between.nobile device 100 and network 200. A RF channel is a
limted resource that nust be conserved, Typically due to limts in
overall bandwidth and limted battery power of nobile device 10U [0029]
When nobil e device 100 is fully operational, transmtter 152 is typically
keyed or turned on only when it is sendi ng-to network 200 and i s ot herw se
fured off to conserve resources. Simlarly. receiver 150 is periodically

| amed of f to coRdEFVE 1S8RRF w2y 152 may & i‘fé@ﬁ’é‘d cpgrabledciBiopih aytogwEd &eitor

i nformation (i fvaatclalgeyithoemphgnedesingsatiesl tine periods. [00301 Referring
now to FIG 3, a block diagramof a node of a wireless network is shown as
202. In practi cB98et worke2uplesnhpr bawenonabiio devinr BOnod esicR@B; 200bbiy e

devi‘ce 100 conmuuptaeedresr Wokdifferf@d 2%&;&9 mftﬂ&‘eﬁt%ﬁ%ﬁnu@&tm%o&&%% In the
exanpl e inpl enent ation F%ng%\lﬁb@%dno e 202 is configured 1n accordance

with General PaRR&"™ #5d PR and aerwerk 298| ARFeshanng! is afiminsbi | e
(GSM t echnol ogicestc: Matlmug 02 consraddLiglisalia dhess Skt af dverall 62Riviae] 48 timiBSC) 204

Wi th an associ ahgy QNG s 40, , a Packet Control Unit (PCU) 208
added for GPRS support ionﬁ%%k/ldcngl\l/g@i le Switching Center (MSC) 210, a done

Location Regi st @02§]HLR) Wheh mébiusiide0mo kOGRS & . [ a
Servi ng GPRS SUECSQ ]t Node (S \92;231.6?09 Gat eﬁ%“%&éﬁ%ﬁ%ﬁg}/ﬁéﬂé ( GGSN)
218, and a Dynantc Fogt YoUFRL O EREOP BeyPri Chie)is ogwisqiwmsd pif et of
conponents i s nersangcaroutees. Himidunly eosdeives 1 I0uCpekioditallp hurkdd GO BREBAR Hosve0f  every
~node 202 wi thi i «GSMGRRS RELWPLlms b BLNGL Ral 15,0, GoTRONSALS that

g nethari S o'

are commonly used. in comuni cati ons throu r T a Gsm
net wor k, NMSC 21ef’r\°g"coupl ed to BSC 204 and to a |landline network, such as

a Public Switchggade! ep . [ RSTN) ,222 to satisfy circuit swtched
requirenments. T?g (:]onne(k:i?'gl?on %%&@ﬁ h‘-"-ﬁdﬁ%ﬁ’?ﬁ%&%amﬂgw@@w&w& to the

public or privatéhitet HAOk- [ precsien eeiwolk 200 cahpier ek ef mag odesher eMabigener al | y
as a shared neganekos . ent ; th for RS
100 SRIAMCIMELM Elosk S8 GIENRadsb FerlIB F 3 e e

capabl e nobi | e deyi ces., | GSM_net wor k _ext en ities,

BSC 204 al so coﬁ‘fplﬁ‘ﬁ?gmﬁ"ﬁﬁc'ﬁ@t 3.9k 185 1= coplierred POwrordee: Witk Gewon Redess t 0

SGSN 216 to conRadi SsegniEPRA) barGlobabsens RarVdile (GSM) technologies, Node 202
includes a base station controller (BSC) 204 with an associated tower station 206, z Packer
Contro) Unit (PCU) 208 added for GPRS support in GSM, a Mobile Swirching Center
(M3C) 210, a Home Locarion Register (HLR) 212, a Visitor Location Regisuy (VLR)
214, a Serving GPRS Support Node (SGSN) 216, 3 Gateway GPRS Support Node
(GGSN) 218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of
components is not meant 10 be an exhaustive list of the components of every node 202
within @ GSM/GPRS network, but rather a list of components vhat are commonly used in
commumications through network 200,

[0031] In a GSM neiwork, MSC 210 is conpled 10 BSC 204 and 1 3 landline
Aetwork, such as a Public Switched Telephone Network (PSTN) 222 1o sarisfy circuit
switched requirements. The connection through PCU 208, SGSN 216 and GGSN 218 to
the public or privaie network (Internet) 224 (also referred 1o herein generally as a shared
network Infrastructure) represents the data path for GPRS capable mobile devices, In a
GSM network exiended with GPRS capabilities, BSC 204 also contains a Packet Conirol
Unix (PCU) 208 thar connects to SGSN 216 10 contvol segmentation, radic channel




- -10 allocation and to satisfy packet switched requirenents. To track nobile
device location and availability for both circuit swtched and packet

. Swi tched managenent, HLR 212 is shared between MSC 210 and SGSN 216.
Access to VLR 214 is controlled by MSC 210. [0032] Station 206 is a fixed
transcei ver. station. Station 206 and BSC 204 together formthe fixed
transcei ver equi pnent. The fixed Transceiver equi pnent provides wreless
network coverage for a particul ar coverage area commonly referred to as a
"cell". The fixed transceiver equipnent fransmts comunication signals to
and receives conmuni cation signals from hobi |l e devices withinits cell via

station 206. Thegpdi, C nent nor perform; such
functions as m)gu% a%fcﬁlgaﬁdgd;l 3 § ﬁc‘ﬁe%‘%&‘afeﬁ'ﬁmﬁng‘? ERbAstEOKeHn si gnal s

to be transnitt &bl ¥Gilahiiy fﬂ)b‘i’th élr@é\mu@e@ mdgeder sdnine mmgchezpﬂﬁlm g1l ar,
usual 'y predet erspi:dtaweOMBL B Rl bOEN POt RE! 5 ViR PR! é‘m e% P’M%&’ﬂﬁy

control of its controller. The fixed transcelver equip

denodul at es and [0§23%si bl ytaﬂﬁcmﬁeﬁ aafctd ARGECYRESsiarioh. @%@ﬁ&@g ¥nd BSY 204
comuni cation si @(Lrshrme&g rong nobi | e ice 10 W|th|n Its cell
Communi cati on pr ocof’s an REYE LRS- F%}l""dﬁ‘@?%‘é’ﬁe‘ﬂi‘ﬁ‘fﬂé‘rwdeﬁodes

For exanpl e, onevillseiacimagk corapigefor a patiifulap cmfnmgdmﬂub;aﬁmxﬂy\refeﬁﬁdlﬁ e, aagh oper ate

at different frayuenes %n&.t]aé} LRek bi.l e devices
100 registered with a%‘gem c&ln#gt WOr Efﬁﬂs G%L%gmﬁ%{)ﬁ RGP SRt a such

as it user prof i“PREPUCPYH %W‘%E‘R"’Q’l‘&"‘cﬁL‘R‘hﬂ@ @l yip %@n@ 3P sThel fpedit | on
i nformation for tleaﬁ\;hvwegmgmaneudrnmutb|phﬁorﬁhe%h&&uﬁﬂdn&éﬂn&h@mﬁb}?&d&eﬁ &8y

deter M e S, APl 6k 4o PBLLEndRHL S Be st € parata oL

for a group of |ocatrlon ar eas
currently in itSVgrasicgp. F%%‘b’d?i%@ﬂﬂﬂftdycqmmmcaﬂnz»lmalsﬁm phetiervd Bnd®24 al so

cont ai ns i nf or nebiw@h ob s mbblllce day E‘Qﬁsuén&‘%ivexaéqﬁl Ml gm,my%@gulwg%t yorks.
no

The i nformati on |%E)§L‘§ %1 | udes 1g)an of er nanent evice data
transmtted frof v ?fy‘fisz 38?5%%3&“&%‘6%%0“ ppalswserimey Bateli t i onal
i nformation fromehily @mﬁéOM%ﬂiﬁcﬂbdkmnﬁmanotshﬁd prRs Rby topffic

bet ween these mg,c{@@, &;g&eg% &ad that wojice a servi ces can be
provi ded with fa%c oﬁge ?ﬁﬁ%saﬁ; lﬁdgb%tnog%ma%arﬁélm”ﬁg&f BHAPTYHET | ess

use of conputing¥F& yfraggoRieathg adisrinedBSN 218 are el enents added

for GPRS support( grrel Y %?’2 ev‘yl.tc d dat support, within GSM SGSN
216 and MBC 210 ‘have simTar ofity ‘?gffl“‘- W AiPeetiG ReBYREle PemmsRBr K 200
by keepi ng t r ac KorfEuReRn dagcsuet a5 usér peafdhis swebiid HLRevE. cHLA Ak alo@oMaiad 6 al so

performs securi lgeadod AFbhn@i fBNEHIERRS S DL dclce L@can be queried 1o derermine the

current Jocation of a mobile device. MSC 210 is responsible for a group of location areas
and swores the data of the mobile devices cusrently in its area of responsibilizy in VLR 214.
Further VLR 214 also conrains information on mobile devices thar are visiting other
networks. The information in VLR 214 includes pant of the permancnt mobile device data
ransmitted from HLR 212 to VLR 214 for faster access. By moving additional
information from a remote HLR 212 node to VLR 214, the amount of waffic berween
these nodes can be reduced so that voice and data services can be provided with faster

response times and at the same time requiring less uss of computing resources.

(0034} SGSN 216 and GGSN 218 are clements added for GPRS sUpport; namely
packet swilched dara suppory, within GSM. SGSN 216 and MSC 210 have similar
responsibiliies within wireless network 200 by keeping wack of the location of each
mobile device 100. SGSN 216 alse performs security functions and access conmol for
data wraffic on network 200. GGSN 218 provides interpetworking connections with



-data traffic on network 200. GGSN 218 provides internetworking connections
with -11 external packet sw tched networks and connects to one or nore
.SGSN s 216 via an Internet Protocol (1P) backbone network operated wthin
the network 200. During normal operations, a given nobile device 100 nust
performa "GPRS Attach® to acquire an IF, address and to access: data.
services. This requirenent is not present in circuit swtched voice
channel s as integrated Services Digital Network (1SDN) addresses are used
for routing incom ng and outgoing calls...Currently, all GPRS capabl e
net wor ks use private, dynam cally assi gnéd | P addresses, thus requiring a
DHCP server 220449 t 8. There are ani sns for
dynanic 1P assign ﬁﬂi‘%ﬁck%ds»fzﬁgédhrﬁ%géﬁ:[}l d%%mggtﬁtt)o A rdﬂmggaéNF% ?ﬁgt"éa an
Aut hent i cati on %‘%ﬁiﬁ’rﬁ“’%@?) 'Sé#bfiﬂ%*@“'(ﬂmﬂmﬂsﬁ w@nﬂememmk 200HTRing esrmay . Once
t he GPRS At.tachopesmsxcsnvg@&xemomelaegéecmb I om a
nobi | e devi ce e %%\dq gﬂce %a 08, a ﬂﬁﬁ%}%ﬁzﬂlﬁﬁq%&aﬁﬁkg%d&ngm n{Pr
(APN) Wit hin GC%% "SI IS SABRE FEPF s SRS LU TEHT 18 AT REGTERT oF CEAIL mebﬂhnm
that can eit heroigtcbewslsdi fuegradi$evine tDiginrpamiold @SN 41288 Gt uRii At e
net wor k connect uri t chani sm f or
KR inc Big A Du RS ROERED. PSP aeBR G306 % one or

network 200, insofar as €ach devi C
more APNs and walyersrigned 1A prigresuemiibrs requiriva s qUIGPaewer W0tchstred jorvst

performng a GDRSSIQ\tzuacThetrmamm{}RM h&;ﬁmlﬂgr @a’?zupﬁ-‘eﬂs:@hﬂeﬂﬁjmcﬁﬁﬁg eR L%SE The
APN b n m | tern n S a
Syconnecti on. vy et 8 Remdd wylbnrenid Db GRS DI S sk
tunnel is creat aacanervm |Cneg &l&ﬁPB.Swmclebscchmplge,ch mgxmlc&ms&:aﬂwsgmsﬁﬂpac ket s
usi ng an roto t e L ets des
ol ing n f6th o sl Bt 160, QM&P’% |d8 eS a8 Rla%%\ﬁf %A‘écS??} ouy %g‘g“'cur ity

tunnel i ng net ho over as

(1 Psec) connect ﬂ&ﬁg %‘5‘?9\%{@%/ TI{eU%F[N PPT"MESGF Ingieahordcef AP jonel Thees®r t unnel s
are al so ref err&ithet sreas diva ketmdDadapaRbe saeibs c(r%@?éte Q@ﬂ&:ﬁ%&wé’tﬁbﬂstbﬁ‘é e are a
limted nunberspf net max| m ze use of

t he PDP Cont ext S a%ﬂt?%sr@!%%ﬁ% ﬁeé %ng)ﬁ “?‘ng 2@ Wé’?f“‘fabFa"Eﬁ’@WelﬁE)P"“Cont ext
to determne if {oH@iEEbeassianeq wepe gfmergsiaand mobilrerica 10bhahdopeadRanze@nl 00 i s

not using its P%ﬁmht%ﬂonntr@‘id?@?Amtt@ﬁAﬁ@ g, the IP
address retur neQPI&_o 5 B ?e OQ| mana W%@Ht@é‘ﬁ%ﬁg?u& gkf 100361
Referring now to '&y Eg o wole I%Il g’?“&‘Hf”i I“I tﬁ“&f’?"hg“’@e’ﬁ*pmﬁ@ho#b a host
systemin one emﬂeﬁ!@@wﬁtlg\apm’i on i s shown. Host system 250 will

typically be a

0035} Once the GPRS Anach is complete, a wnnel is created and all waffic is
exchanged within standard [P packets using any protocol that can be supported in [P
packets. This includes waneling methods such as IP over IP as in the case with some
IPSecurity (IPsec) connections used with Virual Private Networks (VPN). These nnnels
are also referred 10 as Packet Dar Protocol (PDP) Contexis and there are a limited
number of these available in the network 200, To maximize use of the PDP Contexis,
network 200 will run an idle vimer for each PDP Context to determine if there is a lack of
activity. When a mobile device 100 is not using its PDP Context, the PDP Context can be

deallocated and the IP address reumed 16 the IP address pool managed by DHCD sepver
220,

[0a38] Referring now 10 FIG. 4, a block diagram iHustrating components of 4 host
system in one example configuration is shown. Host system 250 will typically be a2
corporate office or other local area network (LAN), but may instead be a home office
computer or some other privae system, for example, in variant implementations. In this




-corporate office or other |local area network (LAN), but may instead be a
home office conputer or sone other private system for exanple, in variant
inplenmentations. In this -12. exanple shown in FIG 4, host system 250 is
depicted as a LAN of an organization to which a user of nobile device 100
" bel ongs., [0037] LAN 250 conprises a nunber of network corrponents connect ed
to each other by LAN connections 260. For instance, a user's desktop
conputer 262a with an acconpanying cradle 264 for the user's nobile device
100 is situated on LAN 250. Curdle 264 for nobile device 100 may be

coupl ed to conputer 262a by a seri al or -a2-Uni versal Serial Bus (USB)
connection, for exanple. Oher user uters 262b are also situated on
LAN 250, and ea®Rwisshenn wehjCnbhenay n?%?pé&wwqdwsaw%@mmwﬁ@n@r adl e
264 for a nobil ehideyueeof rfdbacdeeice b thiogds| i tat es the | oading of information
(e.g. PIMdata, private symmetric encryption keys to facilitate secure
communi cat i ons 83dkEen nbdN (280 capribcea rmﬁuﬁcraﬁdetwﬁma&ﬁﬂ»)wdwmm&em g@chiput er

262a to nobile dgw [ r

i nformation upda?esﬁgf%ggmggégﬂ%{%gdt??rnmlgﬁl{c%|aa frgsl Jﬁﬁn%ocﬁwl’te;%éa\‘/?cﬁgioo for
use. The i nfor nBIPHRFYBRTFEkRY fi”b‘hﬁﬂkﬂf’lsém@é@#@@ell@g insippaied ok dadl 250,

certifi caL eISI ug Cehdicrpeaiter maldlarge: o rﬁﬁstﬁa«geﬁed dotmzﬁffpdxt!sr $8a Hiﬂgﬁérﬁl gogd Ibly o
persons skille . user . uter a pi cally be
al so connected tugﬂorsi @S}”aﬁm’ (ggé?' acﬁmecﬁoé‘v Ig‘t 8@‘?2’(]1%’6?‘(‘?‘5}"%#09\?%?““ FIG 4.
100381 Enbodi nefitusiedpn E-h 2§lhwmarbnayrceha¥ aotgemxpaédl withta0 adchmpgayng @adi¢ ng of
nessages, such a& @r Qﬁbﬂuleﬂi@vﬁ&a%&ﬂeﬁ@%ﬁ& %gﬁ%ﬁn&a&@ Fllgglg,gr ally to

the comunicatiaon of such nmessages to an
Accordi ngly, onP{Y% Sym%tenmp‘ﬁétkmrtk fﬁtﬁ%‘f‘f’ﬁoﬁﬁ@ﬁ% eomgunicapens bgweananadiown i n
FIG 4 for easedoficceldpesd LANRS0) fastluded coniplabr T804 WHJSHQQQ ﬂw d&@ﬁ:ﬁ?ﬂé

skilled in the ; i e .addition onent s not
explicitly shovv%allt %ﬂgﬁékéﬁt %?Qulw 'ﬁi’%‘&%@( & Q P.Pfréih i“dﬁ“ ;zmgru@

general |y, LAN 350¢nid} Hiowte Jbninfermaiay ¢¢¥wl°p®ﬁitm giobife dexicgdfO ney wohke [ not

shown] of The oergaaatczaieﬂmh &Bﬁhn uﬁ@gﬁ@’gl ﬁe‘,;pl %gg&g nd/ or
be arranged in ?Hfaj-( y W ! wiﬂ@&%b? exgﬁ]pl éﬂaof FI G

t shown in
4. [0039] Int h| S ‘exa E‘%"’ ““’“HD‘B’S f‘(‘?@n‘i &W@&f‘é‘%‘“\ﬂﬂ'ﬁmﬂmw
through a noded9des Wéwhﬁléy gewn méﬂﬁm k 200 and a shared network
infrastructure i&}% uch service provider network or the public
Internet. Acces&™8! LaN b"qﬁ'ﬁ‘?‘“béf BECbT-gEen redaw genstelivrie thr preoessng ofit er s
[not shown), andhessagpusichgs dandiiCRssazts, laANs@ROIRMIRB R generally to the
' communication of such messages 10 and from mobile device 100, Accordingly, only 8
subset of network components of LAN 250 are shown in FIG. 4 for case of ¢xposition,
and it will be undersiood by persons skilled in the ary thatr LAN 250 will comprise
additional components not explicitly shown in FIG. 4, for this example configurarion.
More generally, LAN 250 may represent a smaller part of a larger network [not shown] of
the organizarion, and may camprise different components and/or be arranged in different
topologies than that shown in the example of FIG. 4.

[0039) In this example, mobile device 100 communicates with LAN 250 through a
node 202 of wireless network 200 and a shared network infrastructure 224 such as a
service provider network or the public Internet. Access 1o LAN 250 may be provided
through one or more routers [not shown}), and computing devices of LAN 250 may operaie
from behind a firewall or proxy server 266.

[0040] In a variant implemantation, LAN 250 comprises a wireless VPN rourer
[not shown] 1o facilitate data exchange between the LAN 250 and mobile device 100. The




-frombehind a firewall or proxy server 266. 10040] In a variant
i npl enmentati on, LAN 250 conprises a wireless VPN router [not shown] to
facilitate data exchange between the LAN 250 and nobil e device 100. The -13
“concept of a wireless VPN router is newin the wireless industry and
inmplies that a VPN .conngction can be established directly through a
specific wirel'ess network to nobile device 100. The possibility of using a
wirel ess VPN router has only recently been avail able and could be used
when the new Internet Protocol (IP) Version 6 (IPV6) arrives into |IP-based
wi rel ess networks. This new protocol wi I-I13provi de enough 1P addresses to
dedicate an | P address to every nobile device, making it possible to push
information to erncapbefid ey VEN rauer rnpwtin e windiess drdvanytaad) enplits wgiaMPNa
wirel ess VPN 1 OpfnRkcibs cdn Wl establishetd Bitkcui Sheiigh gfspe-crdae@ige[ﬂegé Lfnr o6 BN ent

W

not requiring a,separate wreless gateway an separ
infrastructure f‘%‘%g"@sgﬂ!}? PRSSIPBIY Egﬂﬂ%ﬁl AR AN Myee s ey yeoppaly een

Transni ssi on Comisilgille 4R otubis usédER: te Rew Invdrse Profaad QY Wersibk O10e®lar(bDP) | | P
Variant i mpl ene il ik W TRHRIES IR bR ioked GalPPUI woRbaF Sefon 1 ¢
devi ce 100 are fldiceieap [Rpddesias ety inpile deviveswilige ipesiblenc REBInGfmitiAN250. Such
nmessages nay or pghiRakAed 10H) ARY Af aﬁaﬂﬁé@h?ﬁsingfa wireRt PEY §s§§g{s tﬂv?npﬁ &tﬁ{i"& e a

050, from & d f PePLATHOREE & FAB TR pote: SRS ACBRVRL bl BcEabehess
network 200 or tepamediifefeer wftbsnaite i€ BS uBEt WOVIN coledtibid Wodld Gheid@iyent 2
chared natwor k. misfth 5k R BO58 FEARP LR DI MRTEITANE ochrer 1 on
servi ce provi def® SRSPPe BFsshast Ereabt o sebild dedes0s in e rarigh SR)lsmentaon. exanpl e.
0 e A R B bl B A R
or gani zat i on and™gieac s¢rives 26hefiladi 2350 Buch miesshgef masdrginai (ol a7 4k s nkaBd ofiSEr i N

t he organi zati oRukdBatFdh @gakie! d.  JLecei ve messa i's
typi cally associ a[#g ' 2%3 %ﬁ%&%ﬂhﬁeﬁgﬂgﬁ@g’ By e rs%‘gaecogg?{vggfb 268.
One exanmpl e of & gs‘% ot ddesn; mobilenderied bt shomrt hamepssiMe Sercleer . | n

some i npl enent attvak 200 rANa AGRreAPWiITAQERANVER, Ffok A BeriR %rﬁ‘ﬁ%né?c’v%é@ LS 268.
u

Message server o./be .adapted to provi de additi onal nctions
beyond message ﬁ%%gaﬂ%rﬁ ,bﬁelfﬁ%nfhﬁﬁl ‘gj'a%cﬁé”%gﬁé@‘gﬁ%‘fﬂ%fﬂﬁmgurgggﬁ@vﬁt ed

wi th cal endars BRfEIPY Byueh ps nplication scosrmmppivider (ASPY4 Bikerith anvieEseaizedSHY €
recei ved by nessagamsRlver 268, they are typically

[0042) Message sexver 268 typically acts as the primary interface for the exchange
of messages, particularly e-mail messages, within the organization and over the shared
network infrastructure 224. Each vser in the organization thay has beeg set up 10 send and
receive messages is rypically associated with a user account managed by message server
268. One cxample of 2 message server 268 is a Microsof Exchange™ Server. In some
implementations, LAN 250 may comprise multiple message servers 268, Message server
268 may also be adapted jo provide additional funcrions beyond message management,
including the managemenn of data associated with calendars and 1ask lists, for example.

[0043) When messages are veceived by message server 268, they arg typically
stored in a message swre [nov explicitly shown], from which messages can be
subsequently rewrieved and delivered to users. For insmance, an e-mail client application

Operaling 0a 8 user’s computer 262a may request the e-mail messages associated with that



- stored in a nmessage store (not explicitly shown], fromwhich nessages can
be subsequently retrieved and delivered to users. For instance, an e-nail
~client application operating on a user's corrputer 262a ‘may request the
e-mai | messages associated with that -14 user's account stored on nessage
server. 268. These messages woul d then typically be retrieved from nessage
server 268 and stored | ocall y on conputer 262a. 100441 \Wen operati ng

nobi | e devi ce 100, the user may wi sh to have e-mail nessages retrieved for
delivery to the handheld. An e-mail client application oper atl ng on nobile
device 100 may al so request messages assodi-ated with the user's account
from nessage server 268. THe e-mail client may be configured (either by
the user or by HPFTS AT PR 9P Giess0gioRrnio. (Thesy sreemera nooldvihantiypally be

organi zation's ranicvedfiin messdge e3OPE3GNd Gidrdd locallP bk Cvnpub:26bRke this request at
the direction of the user, at some pre-defined tine interval, or upon the
occurrence of s&fd4bre- de%mwewemmpbllmesmﬂma ﬂﬁlmaﬁakmshavd%hde

device 100 is agpig Q@@ L& VR e ITeSS resse
specifically to e ‘?w cehl&n@ar e aut oma i ré%lf'fhem a@‘%g?tg’gt"ﬁeda“f‘%o%bl l e
devi ce 100 as tﬁ@gﬁa#'-‘éw? SR quepaRsIges aseipied wzsgw RO B4ELuTdrom

facilitate the waﬂseéeeﬁﬁres(:Mb 6%!1@ﬁe@fnaﬁﬁ§§&ﬁ§&e@{éﬁh%§§ﬁg§ﬂ f[,}agugad dat a
bet ween nobil e :ﬁ&%&ﬁd CcQ nent.s of LAN 250, ,a nunb W r el ess
conmmuni cati ons SU p hEHEE™ BEEIHFEHO? ﬂ@@““‘?‘f?“t‘%?‘?l%k&?rbl e

i mpl enent at i on, ?vh"‘vblpw# Té@mmwt @ dridgrgios ofsixoustr, g onmope kifticHRk isemR[ i Se a

nessage anageBE{i\;Son&&‘J‘Y&ﬁm%Z@mf&:% Wﬁmd :{yeiéﬁgnee Pcm etan%ng SEhyer 212
is used to spe fIC pr ovi de su port for the mana (e Qges,
such as e-nai | Vé‘"s"ag ‘E‘PFQt“Sz%Wé ﬁt"ﬁ“‘b‘é‘dﬁﬁnwwsﬁwﬂmmﬁﬂeﬂ &muﬁcaﬁs 10

General |y, whil emhmﬂgemoa:weau&mahdauﬁi:m&@ddmnomaﬁaﬁﬁ%@@shw&rm%@éweﬁsSage
nmanagenment servey pdd-Galk g used to control when, if, and how nessages
shoul d be sent to nobile device 100. Message nanagenent server 272 al so

facilitates the[do#8Hl i NgTOfaciiREIRIATISANRRATED1RH o f@%gedlggs aq%{s%%fj"g&d whi ch

are sent to rrea;tgggtw§glrvo | 68 ffnro s;bse uent _
exanpl e, message managentnt  sertet 22 SHERPICHbAT kAN e wigdber of wirelesni | box”
(e.g. the nessag@'fl@tﬂmaémassmmaat ampandons PR migebe Hroaie®Unin eHis e

server 268) foqmﬂgygnﬁngypwmgg%g@lg‘g cwg&gu user - def | bI e filters to new
messages to determne if and how tﬁ é’a fonfmb CAPEVEE T8 he

user's nobile dE\?W@m‘l'@G"W?fo%ﬁf@é?‘W& M%Wbmammmgmﬁz(emgd isi ng an
encryption techsgetifieally pedvida Sugpai: For BRGRINBERA of messages, such as c-mail messages,

that are 70 be handled by mebile devices. Generally, while messages are stil] stored on
message server 268, message management server 272 can be used 1o coniyo) when, if, and
how messages shonld be sent to mobile device 100, Message management server 272 also
facilitates the handling of messages composed on mobile device 100, which are sent w
message server 268 for subsequent delivery.

[0046) For cxample, message management server 272 may: monitor the user’s
“rmailbox” (e.g. the message store associated with the user's BCCORNT 01 MESsSage server
268) for new e-mail messages; apply user-definable filters 1o new messages 1o derermine
i and how the messages will be relayed 1o the user’s mobile device 100; compress and
EDCTypt new messages (=.g- using an encryprion technique such as Daa Encryprion
Standard {DES) ar Trple DES) and push them to mobile device 100 via the shared
nerwork infrasuucture 224 and wireless neywork 200; and receive messages composed on
mobile device 100 (e.g. encrypied using Triple DES), decrypr and decompress the
composed messages, re-formar the composed messages if desired so thar ey will appear




- Standard (DES) or Triple DES) and push themto nobile device 100 via the
shared network infrastructure 224 and wirel ess network 200; and receive
~messages conposed on nobile device 100 (e.g. encrypted using Triple DES),
decrypt and deconpress the conposed nessages, re-format the conposed
messages-if..desired so-that they will appear -15- to have ori.gi nated-from
the user's conputer 262a, and re-route the conposed nessages to nessage
server 268 for delivery. [00471 Certain properties or restrictions
associated wth nmessages that are to be sent from and/or received by

nmobi | e devi ce 100 can be defined (e.g. byl3an administrator in accordance
with IT policy) and enforced by nessage managenent server 272. These may

i ncl ude whet her B 9rignged, frera the OEEr HEgmRvER 2620.andrecpypthe corensstiaressieg fre d
messages, M ni plag@RaTY PES BNdck@yy.Si zes, whet her out goi ng messages nust be
encrypted and/or signed, and whether copies of all secure nessages sent
from nobi | e devii®471100 aRestainriperies antstlidions Ppioeiade him edsagayhhadiess, for
exanpl e. [0048] INesSRgR; . r be adapted to

provi de other ~control fng%g?% gﬁi?"’%‘%@ﬁ“‘%&“@%@%&ﬁﬁ%‘ tgemr“facg‘f‘"%m%%é%ge

i nformation or PFEYHET MRRH Pohen padonbiced byymessask oekegemenbiervar 378s Segemat or ed on
message server @lfidg @hﬁﬁblrhﬁniIQW1i€£16b0;ng rebiVe QXATRE God¥NGihed nilegsa0€ 1S

initially retri %Yned b% cm)gj | e device 100 from nmessage server 268, nmessage
managenent server 272 &% laﬁgfyeﬂ"’f"o“’ TEhOBENRE Biferety PuY bpSPEYRHT 389/ ohpessage
t o nobil e devi c&gmdOand whtthertch@espdinl! reiva geshgeasqar fondabbirervisd Mo afcBo i 2 KB) .
The user can tE&%%@&L@ﬁﬁm@wy%&gss,tmx@'age. to be delivered in

simlar-sized bl ocks by nessage nanage server 272 to nobile device
;100, possi bl'y upnms] a Whmwm&méﬁfdegggzmﬁgg btilaa@%ea{:tg%%ﬂde ofber
ccordingly, neg : STy rver. .acllitates ‘better control over
the type of dat a&%g tﬁe %m)un%’s %’ﬁy 8%h§gt°ﬁ3?m s Py pt"?ig“rﬁf)‘ﬁ? | e
device 100, an8TEe (hie|"poeks”) of ninpssaze spwd eminksige waet 868 nfodikddividé tooor ot her
resour ces. [ 006@dr dulmitk.Wheh nsfder s LAy RYiRE! HORSNS iL)deGll ant 1S, 0 ¢ DAL

[ enme rate

nmessage managenent iﬁrver 272 need notybe ;E‘ nted on a sep

physi cal server *1 i CAN"™SEBEOPBRINEP" SCREt 25k adaped epusthpnle the Josrparoef &1l | of
the functions asesajeat adbiltidevicani®bSagahdBAIGAEENY pre-SPndBlize 42 2. Bhe

integrated w th gessage V& o, sonme ot her server. in LAN 250.
Furthermore, LAN 250 nayég%rgpr?rggp%ﬁ{efsﬁwg% n%esdgﬂﬁﬁeéﬂin‘ﬁﬁgﬂ@ﬁﬁﬁ":a Hoeky Bt s 272,
particul arly i n™WEP§aPRGMETEARIRZHE fomehilpidevies 190 prrsifdy wumwtremaxifiummpioi | e
devi ces need t odéimed message size.

[0N48] Accordingly, message management server 272 facilitates betier contro]
over the type of data and the amount of data that is communicared To mobile device 100,
4nd can help 1o minimize porential waste of bandwidih or other resources.

[00150] {v will be understood by persons skilled in the ant that message MARAZCMEnS
server 272 peed not be implemented on a separate physical server in LAN 250 or other
network. For example, some or all of the functions associated with message management
server 272 may be integrated with message server 268, or some other server in LAN 250,
Furthermore, LAN 250 may comprise multiple message mapagement servers 272,
pasticularly in variant implementations where a largs number of maobile devices need 10 be
supported. |

[o051] Embodiments of the invention relate generally to vhe processing of encoded
wessages, such as e-mail messages that are encrypied and/or signed. While Simple Mail
Transfer Protoco} (SMTP), RFC822 headers, and Multipurpose Interner Mail Extensions




~supported. [0051] Enbodi ments of the invention relate generally to the
processi ng of encoded nessages, such as e-nmail nessages that are encrypted
.and/ or signed. Waile Sinple Mail Transfer Protocol (SMIP), RFC322 headers,
and Multipurpose Internet Mail Extensions -16 (M ME) body parts may be used
to define the format of a typical e-mail nessage not requiring-encoding,
Secure/ MME (S/M ME), a version of the M ME protocol, nay be wused in the
comuni cation of encoded nessages (i.e. in secure messaging applications).
S/ M ME enabl es end-to-end aut henti catl on gnd confidentiality, and protects
data integrity and privacy fromthe ti ma®an origi nator of a rressage sends
a nessage until ecoded and.re reci.pi ent

known standards(mkg‘l) P D LY B YSeh &0 3%%?(‘6’;}]@8‘&{8 it Wllef’&ac‘le“‘??@ﬁf“%‘ rressage
communi cati on, Gummmfﬂmgt Eapu@MINERSTMIME).TE A rsiqnROR)e, MINGR prie@EY], asycbeot her s
known in the anuse(i qu.zaouﬁﬁﬁﬂ&ﬁn%?%m%ssgéa?g%cﬁls %uﬁuﬁ%tsa%ag év]M:M::r hely on

public and pri V%ﬁfﬁ encryption e con I
integrity, and MEmpailss eadgayrnd ‘!W?‘é’é‘fqnl}&‘i epnadenyRkipy) ﬁW*%Fﬁ%W‘%@Fé’

i nformation t hadndprivacy des tuddReMtongiAkbIT 2 daskageaeidd @inicEald WAl 1|t Q@E@d«ﬁﬂcr ypt eg
using a private P can _on ecrypte
using the correasdgg%dpfﬁgaw [B%SL{%E yp%%é #ﬁ%‘*’ﬁ‘ﬁ?‘?’y‘g C\?l“&%a"f)’é{?"gé z\5'5rl?'=’\/ate

key informati onﬁmﬁoﬂqé%ﬁclhﬁtfeﬁﬂﬁ%mmgewhmmwmﬂpmtshahcasld%a;ttyl Grbd Privdey®™n i s
shared. [0053] {pefp), HaMRPCING blhe@ kGHAGEH: Y4 Shes to send a message to a

recipient in encrypted form The recl pi ent s public key is used to encrypt

a nessage, Wwhi Ctﬁﬂwn t heﬁlmbemeﬂ@gﬁyﬁbﬁﬁblﬁﬁbyaéﬁmtrﬁ? oh REBIRIaBA briviadd’ | VAL €
key. Alternati vgr}cy enc ohe-fime_session key is

generated and uSed P{mn Lﬁ"és i vaﬁig "lﬁ’g@i?f“ﬂ‘i%“’é aﬂ&ré%@%fé ad, Bt cafpeviEeh a
symmetric encr ybfflﬂﬂwctuemkﬁﬁlhuec‘(mgucaﬁr inflreaRRShet Frhddsessi-ofaidieynd S t hen

ted a k.
encrypt .eon“s;Fgo‘i“.“’m‘ﬁ‘éLg'fi‘@“*h’%‘”"m"&%.ﬂéﬁ*%éﬁ”‘9 R A St

the recipi ent' sB¥ ‘W’@zfﬁe ﬁ?%wws‘&ﬂwwwd@aﬁwﬁeﬁnw used to

decrypt the rresbiagéwmadgmsiﬁemﬂeg&&g@hﬁ%@ﬁﬂ:cmﬁﬁndﬁwﬁsHaﬁ:dSpeCl fy the
parti cul ar encr%ptl on schene that nust be used to decrypt the nessage.
Qther encryptio O88chni fife s*WaRiedl 8sendeiowisheskie yseust y presrgecahey recipizys be used

in variant inpl exgptatdrmNee rc&"ﬁmﬁgﬁbh«.k@x?@@c‘i‘to‘%ﬁcx}ﬂﬂ%ﬁss&&sﬁﬁeh c%‘{h&h&he

message and | ntFied Sy PhueBe ASHPRRPAY Kby GRemESeN g st aing

mai nt ai ned. techniques, a one-Tlime session key is generated and used 1o encrypt the body of a
message, typically with a symmeiric encryption wechnique (e.g. Triple DES). The session
key is then encrypted wsing the recipient’s public key (e.g. with a public key encryprion
algorithm such as RSA), which can then be decrypred only using the recipient’s privare
key. The decrypted session key can then be used to deerypt the message body. The
message header may be used To specify the particular encryption scheme that must be used
10 decrypt the message. Other encryption techniques based on public key cryptography
may be used in variant implementations. However, in each of these cases, only the
recipient’s privawe key may be used to facilitate decryption of the message, and in this
way, the confidentiality of messages can be maintained.

[nos4) As g further example. a sender may sign a message using 2 digital
signature. A digital signaure is a digest of the message (e.g. a hash of the Mmessage)
encrypled using the sender’s private key, which can then be appended 1o the outgoing
message. To verify the signature of the message when received, the recipicnr uses the
same technique as the sender te.g. using the same standard hash algorithm) to obtain a




- [0054] As a further exanple, a sender may sign a nessage using a digital
signature. A digital signature is a digest of the nessage (e.g. a hash of
_the nessage) encrypted using the sender's private key, which can Then be
appended to the outgoing nessage. To verify the signature of the nessage
when received,. the. recipient uses the sanme technique as The ‘sender. (e.q,
using the sanme standard hash algorithn) to obtain a -17 digest of the
recei ved nessage. The recipient also uses the sender's public key to
decrypt the digital signature, in order to obtain what should be a

mat chi ng di gest for the received nessagd?-If the digests of the received
nmessage do not match, this suggests that either the nessage content was
changed duri ng P8 Fsrtceptinesses. hEheresiiengdscoises thoendor's pyiblickes 1f deompr t he

ST Onature in RS e nont SO R AR e S cte MK LY MRS O .a't y
can be mai nt ai n‘g% e oﬁ%ﬁ ’gﬁﬁs (T ﬁ'&%&gﬁe%ﬁ%gﬂ PrbgPI5E RihegE Bt il diked

both encrypted waffhge 5¢ﬂg€m€ﬂas ‘Firgeddiring nrispint apd/of thipubisige dlaaysorigaed flom t hese
operations is validad wﬂmu%mﬂ keyc'%stds{%:f fﬁﬂeﬁﬁ%ﬁ) RN ' '{ng ?;ﬂue 5@@%&&%&

docunent issued, by a certifjicate authorit used to
aut henti cate t hEISZGLIUPEINIFAN plobaserddr @éewssagsnmeannmau bpuditsinedkeys,  and

essentially, pr es a Jevel qf trust the authenticity of the users’
public keys. C@S{sﬂfl cat’'&s" s qff? ATEH Y Eﬁf"?“ﬁ’ﬁmﬁbwit%é’“é‘eqnﬁfﬁ’ﬂﬁbi&lﬂe

hol der, w th cefigtiefi Jhe Gmbmﬂtlant)ﬁpubﬂlymeﬁaisbcymftﬁiﬁ&bérﬁibnk i REGNECRIGEE W th
an accepted st e ), i,n_ which an
a&ﬁﬁfcﬁke& AQemﬁcépi% 4 %él&p@a@n&%? E}gv.*e £ chgﬁﬁéé Lg!ﬁ}élaf €A% 30hn

exanpl e certifi c ain
Smith" is an ex ‘r'FB Teg) Pre &5 é? i“i‘W‘E"&E"éhq @we@m@w usrdidhefupiblic Whisch may
be referred to &g carmbiig 1em~tmets3a leel bf fnksc ai lﬁc alRGuentdrine ekt hdblic e 310

exanpie)  and t ho e SEnF it olE Bl Molfef v Ee® SOUAG (ol

si gnature of th@PiF%déwaMel mﬂadwrewh@mqemmmmmjgwem publ i c key 318.

Certificate 310[0% éJOCFZ‘?' ly in¢clude other information and

attributes that nt i f OPHET Calt 717 RHE M raanie pauficaecchnni30 ddowes,

or gani zat i on nafatificareg i izaied onalohr Skith'h &, exlaﬁﬁlatdfqngcnﬂkgw Jissudt@ it he

- i ndi vi dual cona@jsiggiﬂa, t j.S customary
to include that gﬂl'[y m%wgrg%%f&)‘?la%%t%eﬂ 3%8’ \ﬁ’? ﬁm{)té‘gﬁ‘ﬁg%ﬁﬂﬁimf 98571 For

a public key tovBEW dropts g segificais Bplde 3R Gietn fobntSmah umhsstethplt)ransmd The

rel ati onshi p beissweesf e éehlftihtedi%ndinﬁluacslb&ﬁémﬁs@ﬁ%é & ‘K@%?‘%$$lg he

represented by ce alsore
certificate Chacl%lglt iﬁglﬁlggrrst 'imfb g‘f:’(eglléghaﬁE t‘:ﬁﬁa%g will also ypically include other
information and atributes thar idenrify the cenificate holder (e.8. e-mail address,

organization name, organizational unit pame, location, e1c.). When the individual

COMPOsEs a Mmessage 10 be sent 1o a recipient, it is customary 1o include thar individual’s
certificate 300 with the message.

[0057] For a public key to b trusted, its issuing organization must be trusied. The
relationshup between g trusted CA and a user’s public key can be represenied by a serics of
related certificates, also referred 1o as a cenificate chain. The centificate chain can be
followed 10 determine the validity of a certificate,

[p058] For instance, in the example cervificae chain 300 shown in FIG. 3, the
recipient of 4 message purported to be sent by John Smith may wish 10 verify the must
sutus of certificate 310 anached to the received message. To verify the wust stams of
certificate 310 on a recipient’s computing device {e.g. computer 2628 of FIG. 4) for
example, the certificate 320 of issuer ABC is obrained, and used 1o verify that cenificate




- followed to deternmine the validity of at certificate. 1006$1 For instance,
in the exanple certificate chain 300 shown in FIG 5, the recipient of a

. message purported to be sent by John Smith may wish to verify the trust
status of certificate 310 attached to the received nessage. To verify the
trust status - of . certificate 310 on a recipient's conputing device (e.g.
conputer 262a of FIG 4) for exanple, the certificate 320 of issuer ABCis
obtai ned, and used to verify that certificate -18 310 was i ndeed signed by
i ssuer ABC. Certificate 320 may already be stored in a certificate store
on the conputing device, or it nay need-t'8*be retrieved froma certificate
source (e.g. LD 2 Serv 284 of FIG 4 or_soume other public or prlvate LDAP
server). If certi¥Y¥c ?egd:g%cqogy SPEEABG SToomiisarei 70 m aedy dreetredsiPonput i ng

devi ce and the eosfichik somtoa ﬂita:smpvhﬁguevﬁtesdrgnﬁyaekdaxsbetmiﬁzeedroh)a ceiflcare
recipient, theng Q e ouste ince i.t chains
‘ﬁﬁ%&éé 'LE@&’ ergerjt 84 §f[F8(8%&S ' v"'éPub I Or privere EQAﬁrﬁ'T“ :

toastored trusted cCertl |cate tllwnln
FIG 5, certifi eaftisag3g is slraflysaoredin dierresepient’ bcm@umfayieumm rha s¢riifidate has

certificate 310b=e@aastgn£¢mms@m theSreS b zﬁénqafaﬂamm@hs'camﬁa%{eﬂm iy as a

"root certificate" certificate 320 may be referre to as an

"intermediate OB ‘Eﬁf’é“"ﬁ%"f%ﬁ?ﬁﬁ“ﬁ%e chai n 300 any given certificate
chain to a root ific ha certificate can
be det er ni ned fg‘rhgg]t partl}q'&c ai i%S‘ﬁdm' | %‘Dﬁm PI ?I %é)}s "gsé’rff‘ﬁ'f’ zero,
one, or multipl & RfahBHt %ftcé“@@ﬂwt-’ilfh Eentibienie 3I39 IS@elfta!gliqd&aﬂwﬂS@cdtbss@a r oot
certificate issvoc dapifidab usgceﬂmﬁgugm‘_gtg r;),@mngy B@Feﬁ%e& sl agll..&ge&,g d?éfct hor| ty

such as \Veri si Entrus € hen cert| i cate
consi dered to bg {’)G"? ﬂce’?{.%&“eq?? %’ﬁggﬁsg"fea cqrifiFgye £haip E’e% f0f F%’%ﬁ‘“é‘e The
inplication is ptepinhotchaip heths aordesrificsek ¢ance d&m:mdeﬁaia pAmidule chR®&RMOe trust

Lhe source of t Kfeel mbRhbhi8! e 2Dl i i L, SROR R, Chal nod

to a trusted certificat ertificat e consi dered

trusted'. [006H)* ‘E%Ircﬁ"?%%?%w@ BY %Ev%ﬁdsSPWéﬁPWfadﬂrﬁmqr@’wma@mmn arch af i cat es
and |ists ident Vessigager Bnend,i i eaihgis), iRt e any 'bEMQJ&@Eied HhRSRsted

certificate ser tal ert es and to verify
certificate aut F¥1§£r1e'tsilI ci yl?‘g?l %t\sl%gg-c?%n?g Csauo’?zﬁrd‘aéi?%‘ﬁﬂfee"““‘jﬁr i Bht wei ght
Directory Acces?"WB‘t‘tféltﬁlmf’é%@m ibiesoptse Oﬁrhyrommm 130. Hhatcedificaeaniniof i cat es,
and an Online Co# éhaihbdiah @usnidrbmiBicad, Ak AP cart (ot cordeYed ko BN used to

verify certificate revocation st at US. [ 00611 St andar _e mal | securlty
protocol s typi cii6d] f aci Cirtfihe savatina: MESRAGR abduk adif@ﬁ&zﬁﬂxﬂﬂmbﬁlh\‘\@ﬁﬁg

non- nobi | & coMPudr;figict G4l 58S bdef +Hok A0 TRHE Slriinae28vers 825U cehkPia obiain
certificates and 1o verify certificate authenticity and revocation status. For examplc, &
Lightweiglt Directory Access Protocol (LDAP) server may be used 10 obtain certificales,
and an Online Certificate Status Protocol (OCSP) server may be used 1o verify cerificate
revocation stgtus.

[0061] Standard e-mail security protocols typically facilitate secure message
wansmission between non-mobile compuring devices (e.g. computers 262a, 262b of FIG.
4; remote deskiop devices). Referring again o FIG. 4, in order thar signed messages
recejved from senders may be read frorn mobile device 100 and encrypred messages be
sent to those senders, mobile device 100 is adapled 1o store certificares and associated
public keys of other individuals. Certificates stored on a user’s corpuier 2623 will
typically be downloaded from computer 262a to mobile device 100 through cradle 264,
for example.



- 4; renote desktop devices). Referring again to FIG 4, in order that signed
nessages received fromsenders may be read from nobil e device 100 and
_encrypted nessages be sent to those senders, nobile device 100 is adapted
to store certificates and associated public keys of other individuals.
Certificates stored..on.a. user's conputer 262a wll typically. be downl oaded
from conputer 262a to nobile device 100 through cradle 264, for exanple.
-19 [0062] Certificates stored on conputer 262a and downl oaded to nobile
device 100 are not limted to certificates associated with individuals but
may al so include certificates issued tog¥@AS, for exanple. Certain
certificates st o%?]ei n couputer 262a and/ or  nobi | e device 100 can also be
explicitly desi Eh;la d as “EHHET AP PyFompraer G833and dovnladed ipymgbile divica 180
certificate is Meodilipddd nceaificmmssosiaaDit iadicienalant hHsol ifcn@a PerfiRaner i fi ed
an nobi | e devi cgg, ' Lficate wth one stored on nobile
devi ce 100 and gégﬁgﬂgﬁgﬁgmﬁﬁaﬁaﬁgg‘%ﬁ teesrs{%fegén @&P@Fﬁ?ﬁéaﬂ% 98 hai ned
to a trusted ceftYofiltlama alsy bossicityiignaredieirated] BOtherasyr. Alesmdibgy, atlapd ed t 0
store the privatsificey i0kceiva@by PUd! drCmdtaY bRik Y& ﬁcﬁ?&év@@ﬁeﬁu&ﬁ@g@g%ted With
goi

the user, so that the yser of qpbl | e device 100 _can's|8{? Ec‘?ressages
composed on robi e dBUTRAE MOR5Tuiise Wik s srred ararelije devite 100 andalesignared s r
encrypted with whedusetevigpditkinint eyhe clidved By d mak@cde@itagBY be downl oaded to
nobi | e devi ce 1?(&\9fromthe .user's conputer 262a through cradle 264, for
exanpl e. The pHi0Gak e KkeMohile dsvies 0mpwalexhaiapetiobstwee priviie kaosfphd er  262a

and nobil e devi publid 06/BOare kdyeair bREeiHSIRTIHTRY usS N ' i nd,one
met hod for acce§ﬂ§,is%qog§§i%a9%?af OOé4 LIJser %onp,ut%é&g%%%ggmb%éﬁ%gg%@obt ain
certificates froma NUADET of &5 EPeEd on pgpiledeyire, 0. a5 decsysp aetsress 982a, 262b

and/ or nobi | e dEVhtEs eryged witlhibk esedepibtie keyl OB} priveRESE maLEd ddfwinoad<g S oUur ces
may be private i@ detied®atal , i, § 4 jzation). o ubli c,
may reside |ocal I.‘y1 j‘g reg?t y?é%ﬁ%&%ﬁ%@%@gﬁ%F‘g%qoﬁfwa?‘ﬁ?h[mgn
organi zation' s PBriFafeR NEXERNGER PEeM therrempier@firaing mbiole deviarid en I n t he

exanpl e shown that thd Ger rday shnd dnk PRI oBBMEIITor2BR: A3 5RGA5ed Wi th the
organi zation reside on LAN 250. PKl servers 280 include a CA server 282

for issuing cerH0Ffkat estsensommpms 26ay 262b AB4buBedriaseabal figibeabd

downl oad certif m&b@&r(s@r@c Dii Qfmfﬂuﬁgll‘?xﬁg g@b%ﬂ%lt rﬁéﬂﬁe Elpv?ces gé';gg{;axlgf?zfel t‘:,igeg% ésand

an OCSP server ?@ Uﬁ{gg teo el é\‘it her gvoc_at Ion status ]
[0065] Certificates may be tarrBYEI™PY SiPOERP (SerdedicaieBipripe avitizesn
conput er  262a, OEeHZAoA AYHUBljc, tay ipsdecianally eraelRdkly, Gnd Wi e Q@i GRmLARmY | @
cradl e 264.  HOWRY&Eanidaflons private nerwork or through the Inmiernet, for example. In the example
shown in FIG. 4, mulviple PKI servers 280 associated with the organizarion reside on LAN
250. PKI servers 280 include a CA server 282 for issuing certificates, an LDAP server
284 used to search for and download cemificates (e.g. for individuals within the
organization), and an OCSP server 286 used to verify the revocation status of cerrificates.

[0065) Ceriificates may be retrieved from LDAP server 284 by a gser compuier
262a, for example, 1o be downloaded to mobile device 100 via cragle 264, However, in a
variant implementation, LDAP server 284 may be accessed directly (ie. “over the air” in
this context) by mobile device 100, and mobile device 100 may search for and reirieve
individual cerificates through a mobile dara server 288. Similarly, mobile data server 288
may be adapred to allow mobile device 100 10 directly query OCSP server 286 1o verify
the revocation status of cenificares.

[0066) b will be understood by persons skilled in the art ther mabile data server
288 need not physically reside on a separate computing device from the other components




‘variant inplenentation, LDAP server 284 may be accessed directly (i.e

"over the air" in this context) by nobile device 100, and nobile device
100 may search for and retrieve individual certificates through a nobile
data server 288. Simlarly, nobile data server 288 nay be adapted to allow
nobi |-e devi ce~100 to eirectly query OC SP server 286 to verify -the
revocation status of certificates. [0066] It wll be understood by persons
skilled in the an that nobile data server 288 need not physically reside
on a separate conputing device fromthe other conponents -20 of LAN 250,

and that nobile data server 288 may be pﬁQV|ded on the same conputi ng;

devi ce as anot h%tr Q\E%Mt of LAN 250 in variant inplenentations.
Fur t her nor e, L4 WAt JRobie, e eeTvEaR REE By Rearo s ongly shee rampetpat ed

with the functlmgeeimmeﬁd&enponeﬁmmm mw%%&@&enéﬁ &, FIRRSAYE the
managenent ser Vﬁ[’cﬁ%@& LBpiad,l.ant ntations. 71 I'n vari ant

i npl ement at i ons, erect ag PrFF 3 '§§§”}‘Fﬁ9‘“‘5éh giong pLedEp| e to
nmobi I e devi ces ‘("—@PQWW inohiddig 28@r teigt ma@% tmendgemeiowiimaaderd) anl yarfkkhom a
user's conput eringd@dRmad2b, while allowi ng the revocation status of
certificates to be checked from nobile device 100). [00681 In vari ant

i npl enent at i ons[006Er t ai rinli?hﬁﬁausmpuﬁeﬁza&ﬂﬁ Wscb&cd@ﬂﬁsarv@&%§%@'b@m%9 y to

nobi | e devi ces o) user ied by an IT
Adni ni strat or, %c%%ézlﬁ%ﬁé ﬁﬁﬁﬁe E(':e?:%%%ea Q%W?ghceﬁﬁhﬁs ‘BE’F %W“l"’?dﬁﬁ‘ RS
[0069] O her so¥FERERsuE 26la 22bawkile dlneingSheowraninnsiann of BeERARYNEOWS

certificate stofRcke@iohRRbilSRE Rogertificate store on or outside LAN 250,
and smart cards, for exanple. [0070] Referring nowto FIG 6, a block

di agram il | ust rﬁiﬂﬁﬁﬂg conponeniSimplenamatieA68Hat K] avaH s qgh rrﬁ@ﬁ,q&e as

T D e TR AVEAIE e L B RGRRG 28 Xa Sr h

is shown gener ‘P‘%b(xﬁ“ Enco

nore of the fol ﬂ@“’“&“ﬁ@!ﬁd@?"cﬁéﬁ“ﬁ‘GW‘@EI?POMMfm«mhkd body portion 354,
optionally one @ﬁ re e&gé)ded attﬁ rr%ants 356, one or nore encrypted

sessi on keys 35 and st gRatdrs 8h4cengRics: Breshosmhmay indadr aWingtn860. For
exanpl e, header *cPHicatk SarcaBprhertspquretrifigare sk ool ersoustiid ILASSIS0 Ginll BhQY (Rl ON such
as "To", "FronprangpleCC' addresses, and nmay al so include nessage 1 ength

i ndi cators, and sender encryption and signature schene identifiers, for

exanpl e. Act ual [0f¥8jsage RefenfivowOIFIRI d, ¥ blddk UMEER ifusHBRS 206, 028Y 0Pty
, example of an encoded message, as may be received by a message server (e.g. message
server 268 of FIG. 4), is shown generally as 350. Encoded message 350 typicaily includes
one or more of the following: a header portion 352, an encoded body portion 354,
oprionally one or more encoded attachments 356, one or more encrypled session keys 358,
and signamure and signature-related information 360. For example, header partion 352
typically includes addressing information such as “To”, “From™, and “CC™ addresses, and
may also include message length indicarors, and sender encryption and signature scheme
identifiers, for example. Actual message content normally includes a message body or
daiz portion 354 and possibly one or more attachments 356, which may be encrypied by
the sender using a session key. If a session key was used, it is typically encrypted for each
inended recipient using the respective public key for each recipient, and included in the
message at 358. If the message was sigped, a signamre and signature-relared information
360 are also included. This may include the sendey’s cerificate, for example.

[0a71] The format for an encoded message as shown in FIG. 6 is provided by way
of example only, and persons skilled in the art will understand that embodiments of the



- data portion 354 and possibly one or nore attachnents 356, which nmay be
encrypted by the sender using a session key. If a session key was used, it
is typically encrypted for each intended recipient using The respective
public key for each recipient, and included in the nessage at 358. If the
nmessage-was. .signed, _.a.signature and signature-related infornation 360 are
al so included. This may include the sender's certificate, for exanple.
[00711 The format for an encoded nessage as shown in FI'G 6 is provided by
way of exanple only, and persons skilled in the an will understand that
embodi ments of the -21 invention will be?pplicable to encoded messages of
other formats. Depending on the specific nessaging schene used, conponents
of an encoded n’é’é’g'é‘@’é“’l"rg??’ RPYSBE 19 ppegded dieppess of Other fgarats: Rapewdivgwn han FI G
6, and atn enmdqﬂciﬁesﬁﬁwngrﬁyedmﬁdgdemﬁ&fﬁﬁ of anaéil&idgci RBRhge 19y dlpeaf g,raentt .
conponent s, e y nd_.on e e encoded nessage IS encrypted,
si gned or bot h. 8‘%‘%&2‘1&%&@%‘0’71’%%&?@ ({'ﬁﬁyﬁh{;‘g’ﬂ?‘iﬂdﬂeséﬁgé o8 e 15%6 1 ect ed
to a system andaddieniiod difsrennompomsiki viidimdy degediciwhatgr e bicodddeatag: on a
devi ce and retr j@urlGiCkkd hirc@l €s for storage on the device. In one
enbodi ment, the device is a nobile device (e.g. nobile device 100 of FIG
4). and a certi {02y e semnwidinaR!dfaRd in0ehibR SleticRGalANGreenGa/h P enP Ind he

nobi | e device i to.initjate searches of certificates on one or
nore certificat %ﬁlﬂé&;g\%g@sﬁ ?réc iegly iﬁ&!"ﬁg §"é?r\‘€j°é"i€5 Ih dyfoe pRAEErigying fepficprpss

enbodi nent, t hefordBiageondbs deyise. soane trawdinfeor thadeice et a mebile Sevica gé. . indbiad

ovice (6.g. mo | o ot Soryin g fbd ﬁ& Phisfbft fPahdndiie: o

. : &
device (e.g. nobi gﬁ data server 288 of F |
FIG 4, consi deP8If EYSHHPEEPHBFERAIAG ok wifigates 0B ors o osetceriS e ch

appl i cation on roBrdesddArcervd(84 SERIGCHE f thiOEmiRaRhchOihE HEMBJevidiyindyal
certificates frembdoRi-S85W84 uah | data ,server, 288. A search
request is received by fthe cdeur%fﬁ%ﬁﬁg%%e seggelgéﬁcgtﬁﬁ'weéﬁr? B0 (VAP v from
a user who pr ovFIREHaE FPIFSE-8. pebipdars goer WAREFIGahd e-nai | address of an

i ndi vi dual for mQ the yser w shes Ito locgte a certjificate. Certain
search requests*nay al so refeEnse 53 B0 &r Conyier @B mamAlfciEP e BiancHereuer | es
wher e i nput t i ngeaifope sedredepplisaticaron nofbiladavianBoidehiches BirahdirelebesGRlididhi cat es
issued With a RRLORLAIHARG +h oB; [ &k X, OF Ry Qtherw se
using wild cards (_;r "Rl ank ent ?%%??ﬁr%ﬁpg{c’&{ﬁﬁ%}a glg%rdgg'xﬁa”ﬁaﬁtha’¥%"§ﬁl‘sch, for
exanpl e. The seXFEHIPElreeritrae paeh aprlisainiyricelle §om sowrvdbipiaiddesfise 100 to

nobi | e data ser vewe, B&SamuvaiddimiilwareSe b RSividldDAP wE&H MR hise? @fshé‘s% 10%:@%

requested certi {1 EaLE( Deraih Dealdl rEquEd ) trJTJE)! flso larnglaedg%?c}aggrj l%néonsw%gt?z}gesearch
queries where inpurting only & few leviers of 2 name will retum all certificares issued with
a name containing those letiers as a prefix, or by otherwise using wild cards or blank
entries in input fields 1o expand a search, for example. The search request is then
communicated from mobile device 100 10 mobile dara server 288, which then queries
LDAP server 284 for the requested certificams(s). In this example implementation, locazed
cerrificares are vetrieved by the mobile data server 288, and specific search result data
relating to each retrieved cenificate, such as the common name and e-mail address of the
individual (or entity) 1o which the respective certificate is issued, s communicated 10 the
mobile device 100 so that 8 list can be generated from the scarch result dara for display to
the user. The user can then select specific venificates for downloading to and swrage on
mobile device 100 from the list. The selections are then communicated 1o mobile daia
server 288, from which the selected certificates are downloaded to mobile device 100,




-certificates are retrieved by the nobile data server 288, and specific
search result data relating to each retrieved certificate, such as the
comon nane and e-mai|l address of the individual (or entity) to which the
respective certificate is issued, is cormmunicated to the nobile device 100
so that a list can be:generated fromthe search result data.for display to
The user. The user can Then select specific certificates for downl oading to
and storage on nobile device 100 from The list. The selections are then
communi cated to nmobile data server 288, .fromwhich the selected
certificates are downl oaded to nobile déffce 100. -22 [ 00741 By

conmuni cati ng O@bf specisqi c search result _data used to generate a |ljist of

| ocated certifita U™ nFSRHTEPCalRg P ePeeife e humsul dorp wse ingencaaepeiial ofe 100 i n
the first instaneed cenifichidsynseml of cobtrandrifieicn® nspiedvice 1 6ak W Tk ak@sesel ect ed
by the user, t ITo gt L: - of certificates. can be performed nom
efficiently (ehﬁ.d %I?ﬁﬁjfg? iy o]flg%é&r%gygelﬁ‘gm g'n’gl\?\ftéd![tﬁ)ﬂ}c“ L %ﬁgﬁ?m}gﬁ‘%&r"ﬂan
systens nay not OfsErifeRisscar bt prrigened arnefligenty (o vl smanofi ta apd bandwicti).  user s
as L0 which CerHbddvep@s stykdif ubySbr Rl 6 Al OF BN PBEADLA [ cat e
store on nobi l eumg%/l C&i %00‘,& wi t hout downl oading the Certificates to nobile
device 100 to faerlrare a” g‘éjf“élpﬂﬁ'ﬁé‘ﬁ‘iaberﬁw‘fdﬁs Tré pp &5PEifisprs siog o aebiled
certificates medevivedf0.twithow dbewiohdingite cedifiondas mobile GORE i1 DM fAdtiekhey are
not already sto o N LIl C e. This consunes ti and

bandwi dt h, ~and ?ﬁ%%eoﬁ't ?Jasﬁﬁ}yh%d#ég%‘%gcg%%ﬁ?ﬁﬁ?ﬁylmﬂg?i’? gi"?%‘?ﬂﬂ‘%& H‘Bffdi ment s
of the inventi off “PEIEIE Herae e phrafiosanst ih i certifirale stoa Thi amisiids dtme aml

det ermi nati on obaniiethlwat isgoiehialll Gakesany al ready be stored on a device
(such as nobile device 100, for exanple), without requiring the
certificates tol888 dowmcserdioely.iembodimems e riteiinvedtipn tebud foRerdlB\d G&hods BR76)
Referring to Fiéan fhitada Ghawshaasd of Jile ] - t hod of

- searching and r&&crigvi | ccgrii fhca}f,lt_eﬂs&?i{egﬁicﬁ%b%%%?f%ﬁ%Sgwgzﬁgnia%\d/‘gﬁti on is
shown general |y A4 e G Va ok Rl ) ovitheuy SeRETing Beputificgeiovic e

recei ves a requéssinlopdediin theisednndo thdasmicee t o search at |east one certificate
server for certjfjicates. |In one exanple inplenmentation, the first

conput i ng devi c@0Ht s aRefming iceFie ddamnylivehuwe diustimgsepend a wanddces and t he
at | east one CehichibCal QeufRing QEnifiAE [ 27 SmBodiR .server (e.q. nobile
data server 28%4?6 FIG 4) Fn the case where %ifgheglgtg%’no 1%%9/%%“?’%% nobi | e
device (e.g. nobile device 100 of FIG 4). In one exanple inplenentation,
erver ooabr iy O MSBSRLSR il IR SSHEh s Fackid”

: evice 10 search at least one cenificate server far cemificaies. In one example

anplementation, the first computing device acts as an imermediary between the second
device and the at least one cervificate server, such as a mobile data server {e.g. mobile dam
server 288 of FIG, 4) in the case where the second device is 2 mabile device (e.g. mobile
device 100 of FIG. 4). In one example implementation, a certificate server 1o be searched
may be an LDAP server (e.g. LDAP server 284 of FIG. 4},

[0078) The request may comprise data provided by a certificate search application
executing and residing on the second device. The dara may originate from user input 10
the ceriificate search application (e.g. when the search is injtiaed by a user), ur from data
generated by an applicarion that initiates the search in variant implementations. The data
will typically include ar least one name and/or an e-mail address, although it will be
understood by persons skilled in the art that a variety of search queries may be construcred
withowr departing from the scope of The invention.




- [0078] The request may conprise data provided by a certificate search
application executing and residing an the second device. The data may
~originate fromuser input to the certificate search application (e.g. when
the search is initiated by a user), or fromdata generated by an
appljcati-on that.ini-tiates the search in variant inplenentations- -The data
will typically include at | east one nanme and/or an e-nmail address, although
it will be wunderstood by persons skilled in the an that a variety of
search queries may be constructed w thout departing fromthe scope of the
i nvention. -23 [0078] For conveni ence, f#ther steps of method 400 will now
be descri bed V\A&)Ia reference to an exanple inplenentation where the first
conput i ng devi cEOTY a o Fenvemnse. TydesBips afetholed08 adlbpy bicdescsibed witth nobi | e

devi ce. However pfasbodi JeQinplkh@itai By FRked ﬁ@fusﬂ%;ﬁﬁ&ﬂn?@gidéﬁistahndbﬁé ghence to
ed to | ement ati ons

net hod 400 or thod 400b of FLG, 713. .be, appl i o i I

where the fi rs'?& Con dt‘?"n”ﬁc Oqt JFVeE 15 %’“‘ﬁ’é}ggémﬁngme‘ge’d&‘f‘%?dg‘éﬂ?@ hpipFenien some
ot her conput i ngdesehed evith mefresce th meliataidr e e0tbof FG. 78 mmltelagplidevwd ce but
is some other  GHERANLIaAGhs A8V GR- ..a systemarchitecture
conprising first and %g%ogﬁ_ﬂegg\ﬁr%ggsmpgﬁlg%%ﬁf lé'g‘gttayrgﬁgeg%r%efvﬁ‘%"é’tsémgaer ver,
where data tranSHiTSenpHies fevicRahorthicqond devicn i nosrwelnld detisribuds sams ofener al | y
nore costly (e. gompuring @évic. Ofor tekdipla A04 GtEm RAMAWLEE BdmpNBR HalRd second
transm ssi ons bg%vﬁga}dtapﬁas;%esct .Figw ce and the at |east_one ce#l ficate
server, may benefit ~From an appritarisn 8 dir Enraarons e s pient i on.
[0080] At step #2@nddeiessprishdradlydurtecosir(v.erin gues dfeme binkorbandwidty thapdga
certificate serwgfsmishiofs hvebd b @At @e%icpﬁrﬁleﬂe AealiNge §e?t%{c§tpts %fgeg}é%%itbﬁ % %gel ved

at step 410 fro? the certificate searc applrcation o evi ce.
Certificates | oCSTEY*RAHCAIALOIR srbagimentot theiipversipBd from the at | east one

certifjcate ser y th I rver. [0081] Al step,430, the
nobi | e data seryfgfrau et urﬁtsﬁ%ggé’c q'?négcu f”Efg?‘&*%‘éf‘gf %“dﬁ%"&m EH* 1°6¢ht ed
certificate to fH&THEsAs Pasednahsseerelciamp pickicat 4t sep 0D fphahaebifita: davi ce. The

search resul t dagpficdiieh bf BelofidREGR! IkmkiPedsYleRe I LONMRDRAVE fldne- i |
address of the d to which the respective certificate

i.ndi vi du or entit
i s issued. Homeetel?a,stoinﬁc%‘?cg‘gfa‘gﬁég" h‘ﬁ\%‘%’mlet“ﬂ??“@ﬁbodi nent of the invention,
the nobile data er f ses. each retrieyed rtificate, b
par si ng each re{%ged cgi_%t%bﬁ?’gg‘?gﬁ‘t%%&i gns?lg’ﬂ/m 8 S&E |’§ﬁ”§ﬁ‘ﬁ5§?““§ﬁcﬂ Y
i ssuer of the r8@’}35(%%“?‘?“‘@8”&@‘@{‘?‘Pi‘@a"@@‘,ﬁc%iieéwh ppplicston of B nabiladqyiret Thé t he
search result datash resplO@fdwbiad SowREly iR RN doRinioR Ame 4l S-nt@ alidrlk 6ALES
retrieved at st ivf&%g g}regmgﬂhyv icggl?regd ter{%gg:arl,l,_ uptil sear c_h result data
is returned to tHE NODI |G Yes EIER BF respegiye sapticates iSsucd. However. in sccordance

with this embodiment of the invention, the mobile data server further processes each

rewjeved certificate, by parsing each retrieved cenificate o identify the serial number and
issucr of the respective certificare, which is revamned as a part of the search result dara.

foos2) In some implementations, the ceriificares retrieved at step 420 are only
stored temporerily until search result data is remrned 1o the mobile device ar step 430, at
which time the rewieved centificates are deleted. In other implementations, the cerificates
tetricved ar step 420 may be cached or otherwise more permanently stored (e.g. umtil a
respanse to the rerurned search result dats is received from the mobile device, or for some
pre-determined duration).

[0083] AT step 440, the certificate search application compares the serial number
and 1ssucr data associated with each located centificate 10 the serial number and jssuer data
associated with certificates stored on the mobile device in one or more designated




-which tine the retrieved certificates are deleted. |In other
i npl ementations, the certificates retrieved at step 420 may be cached or
~otherwise nore pernmanently stored (e.g, until a response to the returned
search result data is received fromthe nobile device, or for sone
pre-determnned duration). [0083] At step 440, the certificate search.

appl i cati on conpares the serial number and issuer data associated with
each located certificate to the serial nunber and issuer data associated
with certificates stored on the nobile device in one or nore designated -24
certificate stores thereof, to determ ne2&hether the respective certificate
is already stored on the nobile device. [0084] At step 450, a list of

| ocat ed certi figifieye poreybeelawaldiennit: Wictpt thy wepetioe aenifiseris gdfeadyrmpndobi | e
devi ce- The |i s§phsmagnasaded from at | east a subset of the search result
data returned to the nobile device at step 430. For instance, the list may
i](c:JenL ify gachOI [0084]t ed cAarstepfaise,at iast bflotdnd comifrans m@emeraamdﬁcmxsp&ywmla addr ess
of the individu er |cate i Ssu In one
embodi nent of t%l é%e‘ﬁﬁ%&mce tfee %vt] g%h &%gg’@@% & Sﬂf’ Ige *&%ﬁ%‘*&‘i“i ve
entry on the |i%¥ Romedache F‘i?b@t@dwe@rﬁﬂpf"r%aﬂe lmc-aﬂsdlstbeay ipmofyicded, where
the indicator lmek:@at:ﬁacw&&ronﬁmnixﬁéda%émm %{:Es'offhﬁ?rgﬁuduél (@Jcﬁﬁéﬁ

stored on the m) il ethdew ﬁ based {\1 det e m nati ons 440.
Accordingly, th® ‘é} ¢ SEEfedtol 1SEre cln e e ?4"8%8§“’Fd?”¢6‘&ﬁnﬁ‘bﬂ’d"‘%‘ﬁht are
al ready stored smomjmeyinpkiclrespeieive ety @iche K dir ethplotagatcermi@edd inby g@d BSs heed

not be necessar h&ydg&om‘p E‘gmﬁg LLJ?&WW%E?‘“%‘%/&EE%?Y&S“%%%’{; ﬁ-ilél.c e*sE

conprise a chec unc box exa r
each entry on tfk FF@P‘i"rﬁﬁy“"bé’aﬁﬁf‘@ﬁﬁ?‘gﬂ!ﬂé@r’emﬂmsmQiﬂ i Apaerddglolahe s ng on

]E he Zt at :JS gf Lh@d nomele® atroficar Gﬁ&%!d&l‘d z&gﬁpaﬂ@.@y ?t&ec[ bl Ezl%ﬁ:%[c@&em]'sel ected
or downl oa bi | e device 0 0086] At
step 470, data F‘tteir%ﬁh‘%éf&%%ﬁ%aﬁég%d SR JRw e dﬁ‘{'@d?'( Af%"ﬁfl‘@""r"egﬁ ved by
t he nobi | e dat aindisatranayfcommrise Hehquidlur wcebiddey, fandatjle Sed fankhee deample,
certificates ar @chaﬁlgs,ggﬂ@igytnl,aybggtgwgﬂ@gjmtng? h%@rﬁm?hé @mﬂ% %1%% bmg%gt ally for

storage on the glgm e device sone ecessary
for The nobile B4 *server to guery a certlflcate server again for a
sel ected certif gy bef t e | cat u o the nobile
device [step not gﬂe B{ﬁcpt geevéé\cta&f ﬁrﬁt P?V’F\P"%ai’%'%‘?e’n?ftm"r et ai ned
by the nobile H&?‘&dé‘é‘fév@rﬂ@mﬂée t he previous downl oad.

[0086} At step 470, data identifying the selections made at step 460 are received

by the mobile data server from the mobile device, and the selected certificates are
subsequently returned to the mobile device, typically for storage on the mobile device. In
some implementations, it may be necessary for the mobile da server 10 query a
cerrificare server again for a selecied centificate before the cenificare is retumed o the
mobile device [siep not shown], in the event that the cenificate was nof retained by the
mabile dara server since the previous download.

[0087] Referring now 1o FIG. 7B, a flowchart illustrating sieps in & method of
searching and refricving cerificates in another embodiment of the jnvention is shown
generally as 400b. Method 400b is similar v method 400, except that the search result
dara associated with certificates retarned by the first computing device to the second
device comprises a hash of a1 least a part of each located cenificate.

[A088] Specifically, at step 430b, the mobile dara server revums search resull data
relating 10 «ach located certificate to the ceriificate search application of the mobile




~[0087] Referring nowto FIG 7B, a flowhart illustrating steps in a nethod
of searching and retrieving certificates in another enbodi nent of the
invention is showmn generally as 400b. Method 400b is simlar to nethod
400, except that the search result data associated with certificates:
retur=ned by the first conputing device to the second device conprises a
hash of at |east a part of each |ocated certificate. [0088] Specifically,
at step 430b, the nobile data server returns search result data relating
to each located certificate to the certifjcate search application of the
mobi | e -25 device. The search result dat@2eturned typically includes the
common nane andd%ic@a' “ead‘c]ir‘e'as of the individual (or entity) to which the
respective certificate o] LHEY™ FHmed pRGHAPRiEcsive rommnadrBarmeht  of
the invention, adkessrobibkdndiddal geramby) busiiliehe rapREASSARIABGNIsGLL.r Leved
certificate by i : lLigor | - sh, at l.east a part of each
retrieved certi 1@? ggﬁ%%ﬁ‘e?ﬁi?ﬁﬁdg&#héﬂmﬁé%ﬁp ﬁé‘ ' smgblﬁa ‘aofer@ﬁé“rg'é'érch
resul t data. | nPrOHEES FaTh resipxed wifighe b apalyioae hesh algenmituinfip bab e lewst apas hed t o

generate the retdh peskvRb®RificatONRAH i ReVi@hudrddls J@hﬁg@%@ﬁ% S0P Of

nore specific p r1s, or ef ields of a cer_hlflg:ate 0 generate
the returned hash, "8 ‘t‘%[?ﬁﬁ“w*ﬁ%“’?‘i“%é"f’f‘ G0 st ke (R ge v i Frned hgBuel v and
correctly ident Fpyevanini vdeat ingddmeperidrisfdne at moapicifie paRGk gagest depaagi ng on
the parts or fj ) p..440. The certificaie search
appl i cati on geng?%t?igggvaﬁggﬁn%%ﬁgezé%@eé Zlésﬁt al‘l‘ﬁf“%gtdéeng’te@}(’g% thS’h‘g'f Rbi | e
devi ce in one oF"HSPE dEXTeRAtEEYAEidepicrlrarificast bwds detiesaaiEpendiageh ibonpar es
each generat ed bashr adsthagedhash associated with each | ocated certificate,
in order to deternm ne whether the respective certificate is already stored
on the mobile HM¥Pke. Thestpahe. hasitdagoristhmpiogbo st 2 ShBRoAR0D i S

applied at thiscafiffeebfdbl e mbiRPang ' > ored,
certificates if_the enti rei} certiéii cat es ogggﬁgﬂﬁgg{?gwq%g ’%@ﬁ@?’é‘fﬁ ng the

hashes of the sioreBPEE P sadredheshiobstargiogiant ity caghineited eifibas in of a
given certifi carwematdsivesina whasdr thereierdd dbhigitad RaRl .00 A 3RbYET at

Sertaining to | pesone MERTES ARy nbR LTHEER REPHIG tecepiterthe
reference to FI @m“fﬁniﬁflf?@%ﬁ P8 stpErdicentificaniiioné eneint @nificaresdhee hovwebédy@n, ot her
data that can begenemest the hasiéi Uil orbdQnirchs. %&?Id%%ﬁgkg?%&&ba%& may be

communi cated no efficiently (e in terns of t vmadth)
t han conmuni cat F’ ﬁfyﬂ %eﬁé&gtﬁtwa%esc%f’%‘ FICRHRdlroR (Peapbile dara server ar siep 430b, a

match is deemed to have been determined,

[00%0) Derails pertaining to the remaining steps of method 400b are provided with
reference 1o FIG. 7A.

[0091] In variant embodiments of the invention, other data that can be used o
uniquely identify a certificate and that may be communicated more efficiently (e.g. in
werms of time and/or bandwidth) than communicating the emtire cerificate may be

retrmed 1o the second device as part of the search result data, and used 1o determine if the
cermificare is already stored on the second device.

[0092} Embodiments of the invention described above generally allow users to
quickly determine which certificate(s) need 10 be downloaded 1o their computing device
withowt making costly requests. Tn variant embodiments of the invention, the certificare
search request may Rot be initiated by a user but may instead be initiated by an application
executing on the second device (possibly by the certificate search application or some
other application). In those embodimenys, & list may not be generated for display 1o a user




.returned to the second device as part of the search result data, and used
to determine if the certificate is already stored on the second device.

[ 0092) Enbodi nents of the invention described above generally allow users
"to quickly determ ne which certificate(s) need to be downl oaded to their
conputing device w thout nmaking costly requests. In variant enbodi nents of
the invention, The certificate search request may not be initiated by a
user but may instead be initiated by an application executing on the
second device (possibly by the certificate search application or sone

ot her application). In those enbodi nentsgga |ist may not be generated for
display to a user -26 (e.g. at step 450 of FIGS. 7A and 78), and
certificates nHysbesteut®mHFIGRI7TAENeR), griakeitcaidaniay downbaadaw dagiataduser

i ntervention af [ i £ i N i rtif.i hay, al ready been
stored on the sfglﬁ‘gnr‘fjél%ggw%édtQ'g%r\é&elg%hf@?g%érﬂ%%%& Sﬁﬁf’% y bt\% 2Ra™ B :fv\é[ 00931
In variant enbdHFafiAees sopEd en ha gwspnd devicarfag: ahstepcrah of GBI TAcad ¥B). ot her
applications n iJavol ving certifigates. For exanple, sone of the foregoing
t echni ques rraah?)%’?used I Janpot gphpdimens HisehbeHAn dum (24t begapplied BCBbYs or

el ectlroni E: doc upplintsona mex inaifhrmyﬁmxgm &?r My leﬁmwmxgqoﬁmﬁgclema‘q@gs

exanpl e. [0094 1.eps a nethod of searchi and retrieving
certificates i rllmggg%b%%‘?%e%% $Uof Effthgmf’ SO ﬁ%’?‘l"ﬁ@f@g%gffﬁw JYHYS B cut abl e
sof t war e i nst r (Aeady siered po# exdnpuiing dederpter emmpleadabl e medi a, whi ch may i ncl ude
transm ssion-ty, dia._[00951 The inyention has been described wth
regard to a nun[ﬁgqﬁgf eﬁﬁ%cﬁ‘%ﬁfsﬁf meﬁﬂ&é’%é??’"‘?‘f‘g RRG retevigth aeFdeaissdinby

per sons ski | | ecenibrditnk@s afitbe intrationatdyee proaideddtesecamtle sofvdielinseibensrdamy be
made without depaptbig-LdaMR LO% S o invention as defined in the
cl ai ms appended hergto. %{;@ 1. §J§r‘e&?ﬁ%‘h&‘¥£g’ggrc "N p%t'ﬁﬁﬁ?etri evi ng

certificates coppeB]lsi ng Thbmvé&idiePias Gicn destrbell QAR WA & AhuaBilor bhikakRmsear ch
request; b. perﬁ&r“m,pg[ rch on one or re certificate servers, wherein

a.sea
at least one quary 7 e CHER PEEHOL% BEsoph alsd iRghceart Bt oPerogpEvsEiver s t o
request retri evatdificgons gy b inedtvedow depaging g thheopeer ihk frivedios as@an@h
request; C, retihiuﬁ\éjamaﬁgmhe@q@&mpne certificate fromthe one or nore
certificate servers; d. processing each certificate retrieved at step e) at
a first conputing device to determ ne search result data, wherein the
search result data conprises data ' '




-that uniquely identifies the respective certificate; and e. for each
certificate retrieved at step c), comrunicating search result data
associated therewith to a second device fromthe first conmputing device,

for wuse in determ ning whether the respective certificate is stored on the
second _device. 2. The nethod of claim1. wherein the data that uni.quely
identifies each respective certificate conprises serial nunber and issuer
data for the respective certificate, and wherein the processing step
conprises parsing each certificate retrieved at step e) to obtain the
respective serial nunber and issuer data??3. The nethod of claim1, wherein
the data that upjguely identifies each respective certificate conprises a
hash of at Ieasﬂj&aﬂpan of the respective certificate, and wherein the
processi ng step conprises applying a hash algorithmto each certificate
retrieved at st bp “pethadefgistching atdverindpetificars chgsiing de sfi3ermet hod of claim
3, wherein the hash olyt akRed QL rtificate is a hash of the entire
respective certificate. 5. '?’ﬁea %rgtﬁﬁgege%%r%&[’of_ claims 1 to 4, wherein the
second device is a m)g’rI%ﬁwgéé?m@“%@wmcmsﬂﬂewwh@mmﬂmehm t he
first conputing device iges ivenhied @ aedos6ived cerificard HeverRE RGCsQhisany Of
claims | to 6, further coqg‘g{iﬁc%{'ep&iq%g&l ag‘%{;}% a list of certificates
retrieved at step c) to a user on thes SeETHEaEHREM herein the |ist

i ndi cates whi ch cert i°f irewt\dRe shleest siegem ficapnan ke ae oomake deifiae saterdet er m ned
at step e). -28 S. Thy. npédbe b : ising receiving one
or nore sel ections of Féti,gfg%?&@*%%ﬁ'ﬁgﬁ[?%é?J%g%ﬁrs{c%?‘r ’H?g%vfcf‘#g
sel ected certificates Tﬁ*ﬂ’é’“%@@&'hﬁ“ﬁfé‘@%é?ﬂgﬂ tha search reaull dnsagoppiissadaion f or

execution 01, a Conputi rbe:deyictddentifie tRPEhicGA de@ficanS QPr i Sing a pluraliity
Chol ement s ng_the. et hod o %ﬁf@#“%?@f“ﬁ?‘g NP & FomMeAB ik BrISEH ohi ng.
and retrieving certificdfPsPEOHFEVE 19 setend deviey fram the fisstcompuriap tiving, fodevi ce

and a second device, whaseindekitnitd WitheCRTRMWeLNG cAEHLE & slob-aaARLELJ 01 @)
receive a certificate seag.gicch request; b) performa search on one of" Mor e
u

. . Iy
certificate servers by s

mtting at | east one query Therein to request
retrieval of ceftifi ca%%f t;sat,i sfying the certificate search request; 0O
retrieve at | eaSt BhER ¢ PPk @hetelmha Haa gk wiquelyoidentiGey tack inspdcBveser ver s;

certificate comprises serial number and issuer dara for the respective centificate, and
wherein the processing siep comprises parsing each cemificate retrieved a1 step ¢} to
obuain the respective serial number and issusr dara.

3. The method of claim 1, wherein the data tha uniquely identifies each respective
certificate comprises a hash of at least & part of the respective certificate, and wherein the

processing step comprises applying a hash algorithm 1o each certificate remjeved at step <)
t0 obrain the respective hash.

4. The method of claim 3, wherein the hash obained for each cenificate is a hash of the
entire respective cerrificate,

5. The method of any of claims 1 1o 4, wherein the second device is a mobile devica.
6. The method of claim 5, wherein the first computing device is a mobile dats server.

7. The method af aay of claims 1 10 6, further comprising displaying & list of certificates
retrieved at step ¢) 1o a user on the second device, wherein vhe list indicates which
cervificates are stored on the second device as determined at step e).




-d) process each certificate retrieved to determ ne search result data,
wherein the search result data conprises data that uniquely identifies The
‘respective certificate; and e) for each certificate retrieved, comrunicate
search result data associated therewith To a second device for use in

det erm ni-ng--whet her the respective certificate is stored on t-he.. second
device. | ).The systemof claim 10, wherein The data that uniquely
identifies cacti respective certificate conprises serial nunber and issuer
data for the respective certificate, and wherein in processing each
certificate, The first conputing device-i28-adapted to parse each
certificate retrieved to obtain the respective serial nunber and issuer
data. 12. The s¥§stnmgfog phirkind 0, fuwherwimgridine redatiag bhabr moleclebiond dentifi es

each respecti VecenfiRhitkd hdot @t ﬁatcﬂﬁmuluﬁﬁﬁ:atﬁlgm@d%mﬁgmé Bteed &E'?ucOf The
respect ive certificat e, and wherein in processi ng each Cer Cat e, t he

first conputingg dgv §i %jf 4 hash al orlthm to each

certificate retri eveg&al’ %‘% %ﬁﬁn Re ef‘%g‘b‘%‘c?ﬂ 3 FORRRYPE device, the applicarion
comprising a plurality of instructions stored on a computer-readable medium, the
instructions for implementing the method of any of claims I w 8.

10. A system for searching and retrieving cermificares comprising at Jeast g first COmpuing
device and a sccond device, wherein the first compuring device is adapted 1o

a) receive a certificare search reguest;

b) perform & search on one or more cemificate servers by submitting a1 least one query
thereto ta request retrieval of cerrificates sarisfying the cenificate search requess;

£) retrieve at least one certificate from the one or more certificate SeTVETS;

d) process each certificate retrieved 1o determine search result data, wherein the search
result data comprises data thar uniquely identifies the respective cerificate; and

e) for sach certificate rewrieved, communicate search result data associated therewith 1o a

second device for use in determining wheiher the respective certificate is stored on the
second device,

1. The system of claim 10, wherein the dara that uniquely identifies cach respective
certificate comprises serial number and issuer data for the respective cermificate, and
wherein in processing each centificate, the firse computing device is adapred 1o parse sach
certificate revrieved to obtain the respective serial number and jssuer data.

12. The system of claim 10, wherein the dara thar umiquely identifies each respective
certificate comprises & hash of ar least 8 part of the respactive certificare, and wherein in
processing each centificate, the first computing device is adapted apply & hash algorithm
w each certificate retrieved 10 obrin the respective hash.



