SYSTEM AND METHOD FOR APPLI CATI ON AUTHORI ZATION Field of the Invention
This invention relates generally to conputing and communi cati on devi ces and
in particular to authorization for application execution on such devices. 5
Background of the Invention As conputing and comuni cati on devi ces becone

i ncreasingly pervasive and as they are relied upon to store and

communi cate information that is intended to be confidential or
trustworthy, the security of such devices becones increasingly inportant:
This is particul aighy1ig 4385 f1it PHOSPRORIA PR ANKT IINMAUWBORIZATION ces 10
that are designed—to—be nobirT&.  For~such devices, such as |aptop conputers
and handhel d wirel ess communi cati on devi ces, security is often provided
usi ng passwor dielppbthedtventiorand encrypti on of data and conmuni cations, as

wel | as other security techniques. In i . j t
applications to bej@%@ﬁﬂ?@&“&Wg?H§m8§@¥%géhmﬁﬁagﬁgiﬁﬁgﬂg%%¥?%g??%ﬁgﬂxﬁII
typically obtgjn, aUthonig@bliofich RraepRsEoslaldutn dintok daidean to al l ow the
applications to"carry out secure operations on the device. One approach to
aut hori zation of application execution is to store authorization

i nformatiors i Bakigeynd ofithe ventionhe devi ce. An application seeking to carry

out an operation that requires a_ _key 1. kS.i i Loke Wl |
typically need to dﬁt%ﬂwgﬁ%ﬁswn ¥ %%1?{1%‘%0%3 %koge%\??%ga\éh%gyrﬁ%asﬁer mt the

key store to ba%tﬁegf%?él%ﬁgd updh th StofJ dn@Rofhenas enfohadtioa tisit inghtendgdgb beat i on

w |l carry out repeated steps that require_authorization. |In such

situations, thenfpetiboativewonty, thespaisity of SibaegesRecHEes NETEIEY devi ce key

store, with the conseguential repgated pr [ LYEGEIMNREd toO
WP E0TR,  RETILOR B St

provi de a pass#Brd®to e ore. Such an approach wil |

25 mai nt ai p, thcﬁat%‘?&&krsil%é’d Bfbelhiilde ¥hicRRacligE exents lapthp copgemendkss by
unaut hori zed users. wever, for trusted users of the degiqe t he %%proach
potential |y resmiliedd wireless communication devices, security 1s often provided using passwoid-

protection and encryption of data and communications, as well as other security

technigues.

In most cases, such devices permit applications to be executed on the devices
15 and the applications will typically obtain authorization to access data or information
1o allow the applications to carry out secure operations on the device. One approach
to authorization of application execution is to store authorization information in a key
store on the device. An application seeking to carry out an operation that requires a
key that is in the device key store will typically need to obtain a password from the

20  device user to permit the key store to be accessed.

It is often the case that a single application will carry out repeated steps that
require authorization. In such situations, the application may require repeated access
to the device key store, with the consequential repeated prompting to the device user
to provide a password to allow access 10 the key store. Such an approach will

25 maintain the security of the device and prevent malicious access by unauthorized
users. However, for trusted users of the device the approach potentially results in
repeated requests for password information that can malke the operation of the device

cumbersome or inefficient for the user.



repeated requests for password information that can nake the operation of
the device cunbersone or inefficient for the user. -1 It is therefore
desirable to have a nmethod and systemto permt an application executing
on a device to carry out repeated steps that require authorization w thout
repeatedly pronpting the user of the device for password information.
Summary of the Invention 5 According to an aspect of the invention there is
provided an inproved method and systemfor allow ng authorized access for
appl i cat i ons. Accorlglsqgeréfgregﬂ% & 1o AZRELTBhd hRtEsyisMaD @Dt ddhbHcatidn
provided an inproved mnethod and system for authorizing application
execution by pa@witHizRg salepic aadairgout lepastdd stdps Ket squistenbarizalier githaug
generated to be securely associated with a.plicatupn 0@.10 a devi ce, such
as a hand- hel drepgatesiemomptinmibgivesiof B dQE6T ©&8 PASHE" dPﬁ’”&% &bt e by the
applications to access one or nore values in a key store on the device.
According to a&g%ﬁ 2Raftenffnt he invention there is provided a system for
granting acceSS*TU%Q—Eey—STUTE'in a device, the device including one or
nmore menorys | ocat i Aasrding tosihasientgpfdirenomiion thereis pravidediss FF@Pl@X"é%E}E’tQB‘ﬁ e on

t he device, the key store 15 iquud'n Kk store entries, the system

i ncluding a se#wrsybtgmdRirlguing aythoga g?sﬁ ﬁ‘é applg%g?%s; each ticket being
associated with one or nore applications and with one or nore entries in
the key store, and d@@c%thi 2S5BS ERE b ORIVEE BT AvabViddl a itprevad
application on condition that a ticket exists that is associated wth the
appl i cati on ansiethbd Mnd dysteloeipr stimrigingrmpplcation exespidey by ngvitine éPR?’ccﬁ‘é?n”as pect
of the invention there is provided th bgove sy L i ; rity
nmanager generaF%@tF*@%eé%ﬂT%gﬁs3?5@5§§%€?§?58u%§%ﬁggﬁaﬁgggﬁggggﬁgﬁgg§ t he
ticket inclydi DgeB.OnRnWRY hiaSTb v RlrtBssd8min@tafis0daveReardrarenuble by the

characteristics of the application. ' )
applications to access one or more values in a key store on the device.

According to another aspect of the invention there is provided a system for
granting access to a key store in a device, the device including one or more memotry
locations for storing one or more applications executable on the device, the key store

15 including key store entries, the system including

a security manager for generating tickets, each ticket being associated with one

or more applications and with one or more entries in the key store, and

each key storc entry being made available to an application on condition that a

ticket exists that is associated with the application and with the key store entry.

20 According to another aspect of the invention there is provided the above
system in which the security manager generates tickets that are associated with an

application by the ticket including a one-way hash value derived from one or more

characteristics of the application.

According to another aspect of the invention there is provided the above

25 system in which the security manager generates tickets that include base tickets and in



According to another aspect of the invention there is provided the above 25
systemin which the security manager generates tickets that include base
tickets and in -2 which tickets potentially reference base tickets to
associ ate one or nore applications wth nultiple entries in the key store.
According to another aspect of the invention there is provided a nmethod for
granting access to a key store in a device, the device including one or
nmore menory S locations for storing one or nore applications executable on
the device, t %ig}‘?ﬂck%%scﬂo?entiﬁlﬂcﬂeféﬁﬁnﬂgbé@@}ﬁcl&dt@ﬂo%s@ﬁlhfd(ELS,OI trloee applitpdidns

i ncluding the steps of generating tickets, each ticket being associated
with one or nowieh apiiplecaticomsthe &erdstoiet h one or nore entries in the key
store, and granting an application access to key store entries based on one

or nore tickets 10 associ,ati the ) i i1 srferentries.
According to anot hét® P m&‘?qg? A& elcﬁ(\%gﬁrlf!t ﬁgéndngﬁéﬁf@éé ﬁggw;ﬁdoe@?)d%%ﬁt he above

method in whi ¢l 1ihe -5e8Pto0l kg SR iRlal dagict, ithkedvicelimbldiipanetdiencst mpmofy
carrying out a one- way hash operation based on one or %grqiﬁ??ra%teristics
of the appld cabeationg for slefinmene ¢ roraepniiestions s¥opRrbleRa te REP: Bf 7 YHe

application. 15 According to anqther,a . of, 1 i.avention there is
provi ded the aBe/ gk@‘(ﬁ%ﬁ cpige ecrﬁeql%%glgﬁéggé esg%ﬁg?ati ng tickets
conprises the step of generating base tickets and in which tickets
potential 'y ref er enggeiagaidbs katistitle: aspabaiaednih ore oronee ARPISRIEL | ons
with nultiple entries in the key store. A conputigg devi ce program product
conpri si ng conput eranpmoigranermge enpis gpde £8Y YeretB9carry out one or nore of
t he above net hods. Advantages of the invention include reduced pronpting of

devi ce users for passwor | Q@R GBIk ORSesas@ R nlofe ideBss a
key store on the de&/?ngle. ag%?é@?@dﬁescrsi ptiégn of the Draw ngs

10 associating the application with the key store entries.
According to another aspect of the invention there is provided the above
method in which the step of generating tickets includes the step of carrying out a one-
way hash operation based on one or more characteristics of the application to define

the association of the ticket with the application.

15 According to another aspect of the invention there is provided the above
method in which the step of generating tickets comprises the step of generating base
tickets and in which tickets potentially reference base tickets to associjate one or more

applications with multiple entries in the key store.

A computing device program product comprising computer program code

20  operative to carry out one or more of the above methods.

Advantages of the invention include reduced prompting of device users for

' passwords to allow applications on a device to access 4 key store on the device.

Brief Description of the Drawings

In drawings which illustrate by way of example only a preferred embodiment

25  of the invention,



In drawi ngs which illustrate by way of exanple only a preferred enbodi nent
25 of the invention, -3 Figure 1 is a block diagram show ng el enents of a
nobi | e hand-hel d device for use in inplenmenting the preferred enbodi nent
of the invention. Figure 2 is a block diagram show ng an exanpl e
interrelationship of applications, tickets, and a key store, in accordance
with the preferred enbodinent of 5 the invention. Detail ed Description of
the Invention The preferred enbodi nrent of the invention is described with
reference to a hanggyhiglids FeRtL BiaSQM TGl @ente)iaaebin daapild datdcons t hat
access key store information in such devices. It will be understood by

t hose skilled fomusdie implemetingtbopreérred emhedisencr hfedyedsnt hat support
application access to key store information nay also be used. Figure 1 is
a bl ock diagramthat. shows i_onal t g : ; bile

communi cat i on devi?%gmﬁgéﬂaﬁﬁggﬁ?%agggggﬁltlggmglel ?ﬁg?ggg?ggpexanples.
Hand- hel d nobi L&, icAENRickaS, 108 » dey it6R, hQctdddnueesh shdabiraged®dimek ey boar d
14 and 15 an output device 16. The output device shown is a display 16,

whi ch is pref ethaldbvwendon. ful | graphic LCD. Other types of output devices may
alternatively be utilized. A processing device 18, which is shown

schematically in Figure. i al.ned wthin the housing 12 and is
coupl ed betwee Biall P Brignion 160D e display 16. The processing device
18 control s the opeTiadireferref edhielidés pt thy id@ntiasis dedckibebwitheefgoedd ¢ 20
operation of nobile device 10, in response to actuation of keyﬁ%on t he

keyboard 14 byhandeldmebile cpmenumingdphdevics ard oPmcalins A e A 1984l 1y, or

may take on of Ner sizes ANl AIAPES K bOGMALAA ) AKBIRAI Howsng

structures). THE % nay | e a no _ .
10 however, that other devices that support application access to key store information

may also be used.

Figure 1 is a block diagram that shows functional elements of hand-held
mobile communication devices used in this description as illustrative examples.
Hand-held mobile communication device 10 includes a housing 12, a keyboard 14 and

15  an output device 16. The output device shown is a display 16, which is preferably a
full graphic LCD. Other types of output devices may alternatively be utilized. A
processing device 18, which is shown schematically in Figure 1, is contained within
the housing 12 and is coupled between the keyboard 14 and the display 16. The
processing device 18 controls the operation of the display 16, as well as the overall

20  operation of mobile device 10, in response to actuation of keys on the keyboard 14 by

the user.

The housing 12 may be elongated vertically, or may take on other sizes and
shapes (including clamshell housing structures). The keyboard may include a mode

selection key, or other hardware or software for switching between text enity and

25  telephony entry.

In addition to the processing device 18, other parts of mobile device 10 are

shown schematically in Figure 1. These include a communications subsystem 100; a

4.



sel ection key, or other hardware or software for sw tching between text
entry and 25 tel ephony entry. In addition to the processing device 18,

ot her parts of nobile device 10 are shown schematically in Figure 1. These
i ncl ude a communi cati ons subsystem 100; a -4 short-range conmuni cations
subsystem 102; the keyboard 14 and the display 16, along wth other

i nput/ out put devices 106, 108, 110 and 112; as well as nenory devices 116,

118 and vari ousiofit:igge dRVheRcARS ¥atSMRmIZA; (MRS EEY iaﬁc?thﬂ]:Qiigp ay 16

preferably a two-way RF (radio frequéncy) communication device V]i hg voice
and 5 data corglid wihiother dwpébitpirt devsees 1106,ddd] t ilomd IMAbid weldeynemod
preferably has,the ility .to communjcate with other conputer systens
via the Internét ?Ce&])g(?’gﬁ?ﬁﬁdé’ ’é?‘@rﬂ@%?éu@yﬁ@ﬂ}ﬁ éd¢b)labre dpyise & & ng
device 18 is pyekel Am_%g@dg.' ; ' re, - such a flash
menory 116, bgr mayﬁge s(% org i Iédc?)? E‘ggl%lt%%éé)gﬂ%‘fﬁ%%rdf% g\%‘?@%%%ﬁgﬁd as a
read only renmslaja (ROWioatie aaphlalitisd dnageitid, mbisifeddvice 1 BER b0k (BY St em
software, specific.device applications, or parts thereof, may be
tenporarily | GABRRIIEY AP sommpwicats with sther eompiiertsyalems viahddneretess menory
(RAM 118. Communi cation signals received by the nobile device may al so be

stored to the RAM At I J 8, in addition.to its_
operating systemfu ctl?%%gsy%%%%gﬁaagﬁg%%%&e@gggﬁﬁe&ﬁO%f?ss@gfd?%ﬁ? ég E&BF{%&%W ons
130A- 130N on shecdiev mesidient forepiuetat eMabNeemes) 1 1, bapPphy BakioRASH bk
control basic devige operations, such as data and voice comrunications

130A and 130BIATEE! BEMORE deyicesasush as acafernle menry(RONY or wamili atragee. | n

addi tion, p | v I i ‘ r.(PLM, applicatj.on may be
st al | oaGur FRERAE erdBURIRR by S RRR ns e BB s SRl SoHaritaarinty  ng
and 20 managi ngydettempb@riby; losdelin®Sa €oliie lsior€ aLENERAL 18NS cesyY Rl | S,

appointnments, and task items. The PIMapplication is also preferably
capabl e of se H8d Gospapwipsipn signals received by the mobile device may also be

stored to the RAM 118,

The processing device 18, in addition to its operating system functions,

15 enables execution of software applications 130A-130N on the device 10. A
predetermined set of applications that control basic device operations, such as data
and voice communications 130A and 130B, may be installed on the device 10 during
manufacture. In addition, a personal information manager (PIM) application may be
installed during manufacture. The PIM is preferably capable of organizing and

20 managing data items, such as e-mail, calendar events, voice mails, appointments, and
task items. The PIM application is also preferably capable of sending and receiving
data items via a wireless network 140. Preferably, the PIM data items are seamlessly
integrated, synchronized and updated via the wireless network 140 with the device
user's corresponding data items stored or associated with a host computer system. As

25 is described in more detail below, other applications are also able to execute on the

device.

Communication functions, including data and voice communications, are

performed through the communication subsystem 100, and possibly through the short-



data itens via a wireless network 140. Preferably, the PIMdata itens are
seam essly integrated, synchroni zed and updated via the w rel ess network
140 with the device wuser's corresponding data itens stored or associated
Wi th a host conputer system As 25 is described in nore detail bel ow, other
applications are also able to execute on the device. Conmmunication
functions, including data and voi ce conmuni cations, are perfornmed through
t he conmuni cati on subsystem 100, and possi bly through the short- -5 range

communi cat i ons,,s4hsYsheMatdRSuESTIINI TR ORSItisyshBMshA0l dorictiutes a
recei ver 150, a transmtter 152, and one or nobre antennas 154@3;1 156. In

addi tion, therecavanifg,cataenitsub®y stdeoncrooiost awenras | e 180 phaded¥ing

nodul e, such as a digital sjgnal ocessor, ( DSP
oscillators (L@éym@@é’{%wﬂ?@ SUREP; 1@5%&8&‘% ‘Ijlﬁg EXal ?ﬁ%?@%&ﬁ‘%%& of the

conmuni cati on &g@ax@a%&%& B S8R IRA 0 MPARITaldhe CRIMEN | Matshaninet wor k in

whi ch nobile device~10 is inténded to operate. For exanple, nobile device
10 may i ncl uidedaigaaniimleatitgvnsiizysnemnietorisdste 1 §bls depsafat &P t h t he

Mobi t exTM Data TACTM or . Gener al . Packet dio. Ser.vi ¢ i.le data

communi cati on HeeoBrKRRacalog naf "(H’e‘%’léh@& %éegbcgﬁgtlsemvﬁn? %Dtag%e%&p? G%O

variety of voi ' ' j | Bes ek S 06 deipnad toAMPS,
éf%mg%gﬁﬁ%{@é&c%%%%&ﬁ&aéoﬁﬁﬁ%aﬂ% sy fEn

TDVA, CDWVA, P her types of data and voice networks, both
separate and i §eegs atfeche Nivhiteal™s ®abeTACT drAgahewd PorkaobidieSeipp (PR,

Net wor k access requirenents vary dependi upon the t 0 ni cation
system For exaapileslaty GomppeiqoHeh peio @%(g%@lﬁ@ﬁ@%&% w&% il 'e “devi ces
are 15 registere K S B WS ReFsRNalchiadaMAd, i cati on
nunmber or N Vaélgt o(;c}ivg gé W pﬁweache evi ge. Il#%GPRS networ ks, however,

net wor k ‘accessThMA, ZINIA| PCRnwiGSM.aOteblyped dalatecmd ygise ngfvoiksdedi ce. A GPRS

device therefore requires a _subscriber_.identity,. ul e, .commonly referred
to as a SIM Caq}e(gga'a’ie%n@ﬁr@@ratg% %é!fsatbg ut111ze% w1hmgbligocgev1ce 10. y

Network access requirements vary depending upon the type of communication
system. For example, in the Mobitex and DataTAC networks, mobile devices are
15  registered on the network using a unique personal identification mumber or PIN
associated with cach device. In GPRS networks, however, network access is
associated with a subscriber or user of a device. A GPRS device therefore requires a
. subscriber identity module, commonly referred to as a SIM card, in order to operate

on a GPRS network.

20 When required network registration or activation procedures have been
completed, mobile device 10 may send and receive commmumication signals over the
communication network 140. Signals received from the communication network 140
by the antenna 154 are routed to the receiver 150, which provides for signal
amplification, frequency down conversion, filtering, channel selection, etc., and may

25 also provide analog to digital conversion. Analog-to-digital conversion of the
received signal allows the DSP 158 to perform more complex communication
functions, such as demodulation and decoding. Ina similar manner, signals to be
transmitted to the network 140 are processed (e.g. modulated and encoded) by the

DSP 158 and are then provided to the transmitter 152 for digital to analog conversion,

-6



on a GPRS network. 20 When required network registration or activation
procedures have been conpleted, nobile device 10 may send and receive
comuni cation signals over the conmunication network 140. Signals received
fromthe communi cati on network 140 by the antenna 154 are routed to the
recei ver 150, which provides for signal anplification, frequency down
conversion, filtering, channel selection, etc., and nay 25 al so provide
anal og to digital conversion. Analog-to-digital conversion of the received

signal allows ff—J@fﬁch§B %éx&reisﬂmpﬁrt&ﬁfgrmragﬁf&aﬁ@nmdmn@mmmloctheI on functions,
such as denodul at1oh and decoding. In a simlar manner, signals to be

transnmtted tamhhamnmhmmm&wmkﬂ4&(@*@ﬁﬁ@b§§éﬁh?@ﬁaﬂmﬁéﬁulated and encoded)
by the DSP 158 and are then provided to the transmtter 152 for digital to

anal og conversi on, 8 %%M‘R’?QC Yoot %{r‘n%'{%h 4%'@?14 LR 0 ssaEkEdsi At i on and

transm ssion to th of networks) via the

antenna 156. |18R,RddricqBect@r PSPARIRE fighsSRreIIbL. c}muemnplemaisappluﬂdéo DSP 158
provides for control of the receiver 150 and the transm ?%%%FV3 For

exanpl e, gai nscoappinicetion vgnals i drrrasaicat POMTHARIUST | 3 VAL 150 and
transmtter 152 é}aopﬁaa%)uﬁfgva%géa%%%}l{r&lall Oglﬂgit;g &ltg.dqmellgs}gpggw control

al gorithns |nﬁP8 ta“‘communi cati on node, a
received signal, such as a text nmessage or web page downl oad, is processed
by the comuni cati qna ghtlsymineMmcdtitd rantt, 4 seceinglitigna, csua;hh@ pedaessizagt devi ce
18. The received signal is then further processed b the & ) rocessgng

devi ce 18 for web wge purnles!, tSH?éOQfF@BIb&@elcﬁnmﬁ’rnmé‘P?%? YRR @ SEWE" ot her

auxiliary 1/0 device 106. . A. deyi dakani igms, such
as e-nmail ne§§363 Omﬁﬁ?%ﬁmTﬁggkg‘ %%%8“%%%§% d?ﬁggﬁg%g%her aKX|I|ary 1/0

device 106;; SUghcedding deviRUS W&aﬂ,ouq:»ut okedisslwy 1 6y ahtertldrtwﬁh’ M@é¢ othgy sone
other type of 'input device. The conposed data itens % hb rmail
transnitted owewilithel/@ deviemlWath dViGFaEHoRR alsppompose data ot St 3 o-

messages, using the keyboard 14 and/or some other auxiliary I/O device 106, such as
a touchpad, a rocker switch, a thumb-~wheel, or some other type of input device. The

composed data items may then be transmitted over the communication network 140

15  viathe communication subsystem 100.

In a voice communication mode, overall operation of the device is
substantially similar to the data communication mode, except that received signals are
output to a speaker 110, and signals for transmission are generated by a microphone
112. Alternative voice or audio I/O subsystems, such as a voice message recording

20 subsystem, may also be implemented on the device 10. In addition, the display 16
may also be utilized in voice communication mode, for example to display the

identity of a calling party, the duration of a voice call, or other voice call related

information.

The short-range communications subsystern enables communication between
25 mobile device 10 and other proximate systems or devices, which need not necessarily
be similar devices. For example, the short-range conmunications subsystem may

i 1 1 i y - Tivi
include an infrared device and associated circuits and components, or a Bluetooth



15 via the conmuni cati on subsystem 100. In a voice conmunication node,
overall operation of the device is substantially simlar to the data
comuni cati on node, except that received signals are output to a speaker
110, and signals for transm ssion are generated by a m crophone 112.

Al ternative voice or audio |I/0O subsystens, such as a voi ce nessage
recordi ng 20 subsystem nay al so be inplenented on the device 10. In
addition, the display 16 may also be utilized in voice conmuni cati on node,

for exanpl e to.gdisalid¥ioh e duledsplolids ffcommaldatingwinsinylarlyhadded gtiemn of a
voice call, or other voice call related information. The short-range
conmuni cat i onsarslulesiget em enabl es conmuni cati on between 25 nobile device 10
and ot her proximte systens or devices, which need not necessarily be

si m | ar devi ces. Fo_ exanpl e, Lhe shor t:£ange GAPIUGLEALIARS Guksyst em my

include an infrare sOCl a circuits a conponents, or a

Bl uet 00t hTM - fosGOUBIW i S UM ¥R SiehBrit Or 268N &tplibatons OAPRItab@L programi t h
simlarly-enabled systens” and devices. As referred to above, a, device such
as the nobite commrbredn ow odewramemelydesetipresdn thesierier pyd o @prigaohenory for
storing applications. plication program .CO 1.5:.S I DE.Or nore
menory | ocat i offSEH R Ctoﬂépsc?é?ﬁ o aﬁﬁ%iﬁfrﬁ tg)b%aln?él g%egﬁor{{ S%Foolé at%q)(r:Ii o ggi s execut ed
as required, tyRic@lde¥icld W ESRINSS it BeloPibifiorsiodBdhM@nidgitne & reqiged, | n

devi ces where security in the operations or communications is requjred,

appl i cati on ausgpticitvatiiborizeipn bay heecwidd befpreras aaplicaliph.ios BEttsod 1L &F 2Bl t s of
it, are able to execute and/or access certain secur.e. | i t he
device. In onéméﬁﬁpgﬁfﬁﬁ¥ﬁaﬁﬁCWEW§§FW61§S%FF%8?|gﬁggﬁ%hgﬁﬁgg |§%£Q%n

appl i cati ofy Wi J|, A6EULEEAB8 afhorPafiéh, K€ Mpplitatidtesill Rqerd@y o8 trdtekdyocat ed on
the device. The possession of ;such a key value permts the application to
execute in acceraanceke toretdveted ot theideyict.eBrepassessipn phach a key value

permits the application to execute in accordance with the security features of the
device or to access secure locations on the device. For example, an email application
may require a private key to decrypt email messages that are sent to the device by

15 correspondents using a public key encryption scheme. This key may be located in the
key store on the device. Access by applications to the key store is restricted to ensure
that only appropriately authorized applications are able to obtain keys or to modify the
key store itself. In some implementations, the key store may also store public
information, such as public keys for correspondents, as well as private information,

20  such as the uset’s private keys. In these instances, applications may only require

authorization to access the private information, which is typically encrypted.

In one prior art approach to application authorization, user prompts for
passwords are required each time that an application seeks to access the key store. In
this approach, execution of the application will result in the user being prompted for a
25 secret password. Ifthe correct password is provided by the user to the application, the
application will be granted authorization to access the key store on the device and to
retrieve the appropriate key or to make the appropriate changes to the key store (for
example, changing a key value or adding a key value). With the key, the application

is able to carry out the operation that requires the key.

-8-



device or to access secure |ocations on the device. For exanple, an enai
application nmay require a private key to decrypt email nessages that are
sent to the device by 15 correspondents using a public key encryption
schene. This key may be located in the key store on the device. Access by
applications to the key store is restricted to ensure that only
appropriately authorized applications are able to obtain keys or to nodify
the key store itself. In sone inplenmentations, the key store may al so
store public infor Rl on e SRR kbslidexsafitii-awiriespoatends, as wel |
as private information, 20 such as the user's private keys. In tqese

i nstances, appippgatiosnbtamys enligatioadeid Gokeghpone v iOPPIRE 26EELeS e

private information, which is typically encrypted. In. I Q-8
approach to appie-cBY PEACIEALTYH ell‘g‘ﬁs&ﬁfh Wgﬁ?at%ﬁ% Aigt 8o 18%%13%2@%$%§£ar e

required each tinp fhat LEAL I PRaRRekDisif 126608 By thepKeytiat sieg | n
this approach,Onea%(‘:’ﬁ??oo%&g?gtBﬁlg appﬂlpi caéti on \1/3_1” result in the user being

pronpted for as2RiaSacHieta passwtidiet] Cotskeuendysrtbe apnpiasisnds hle ¥ 45PEYGed by

the user to the application, the application will be qranted i zation
to access the Hegytoss ofthe @ﬁqueh%t}HW‘E%r%ﬂu§ebpo rre'eefljfef R Y‘/ngi @lp%?%%%?gst e key

or to make thetoggeg{eﬁggogea%gt ig&g@%%ﬁj@{% %x{l%%xﬁgﬁlﬁ%%ﬁtﬁﬁﬁ@fhe paxaenl @terehangi ng

a key val ue or ey va ey, the application is able
to carry out tRanORRF ki ekt thialiscudadiby és abplécaliey after8eckipt ofie pRIEPRSI%ed
enbodi nent, application authorization is carried out bé a %%o%ﬁt-io%”s
obt ai ni ng applticksit i puchen dnplemeriaian, ¢ et Rangegd Pl BaF T 'Access to a key

store. By assqciating. such, i¢4:0 o ARRLCAkd:RBSon, IThid Sphasatdibe for an
appl i cati off it egadic %e{orf%geg@iégéﬁgotﬁét%}r fsted application. This is achieved
by the appli cahiom: 0igetuaskadi Riemkiddddtha spapplictipmretatiokpissword

Consequently, the application is able to access the key st he
devi ce wi t houtinfosgalion ing pateniadFisk 1§ derice fCHT Y, ‘%5?5?368?13’ &pp@%éﬂl?g% ess to

the key store that is nade. t 0 ¢ LBPLEpRh Akt ANtscribb® password
entered by tHEREH Y iiﬂéé; Ogg&{ nglcar ed by the application after
recei pt of the,-3R0¢ MRRLBbEation for key store access to be made independently of the

15  retention of, or the repeated acquisition of, passwords by applications.

Figure 2 is a block diagram showing an example arrangement in which
applications 210, 212 are executable on a device. The device of the example includes
key store 214. As will be appreciated by those in the art, key store 214 may be
implemented to have various different configurations. The example of Figure 2

20  includes key store subset 216. Within key store subset 216, key values 218, 220, 222
are shown in Figure 2. The example of Figure 2 is a simple schematic representation
intended to illustrate the manner in which key values may be arranged to be

referenced as individual key values, as subsets of key values, or as the entire key

store.

25 In the example of Figure 2, the device includes security manager 224. Inthe
preferred embodiment, security manager 224 carries out defined security functions,
including the provision of tickets used by applications, as described in more detail
below. Security manager 224 is illustrated as a separate element in Figure 2.

However, the function of generating tickets for applications carried out by security
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ticket. In such an inplenentation, a security manager retains password
information 10 but the application itself does not retain password
information. This inplenentation nmay be advantageous when it is considered
that an application retaining password information is a potential risk to
device security. Alternatively, an application may cache a password. The
use of tickets in the preferred enbodi nent, as described, pen-nits the

aut hori zation for key store access to be made i ndependently of the 15

retention of, xﬁ%na %@z&%@%ﬁﬁ%@m&é& it fuBBipblity pagiwends abyaregikey sate ons.
Figure 2 is a 0 di agfam showi ng an exanpl e arrangenent in,\Mai C

appl i cati ons 21@, ARkdphrenssieofleyisrol 4haduiledes theiBngies decidicdfi8Vexanpl e
includes key store 214. As wil|l be apprecjat.ed 0SE heaart, key
store 214 may @ése‘;iﬂ'r%l%ar%%ﬂrézﬁ té %%E}&é?qth% S%‘fa@ﬁ:él%%nl (1:(JE)nlrI1le |lg§ff ations. The
exanpl e of Fi |@glydes key store subset 216. Wthin key store
subset 216, k%gtgg%duégbdf%, 220, 222 are shown in Figure 2. The exanpl e of

Figure 2 is a sinple schematic representation intended to i.IIustrgée t he
manner in whi ch keynViguees seayitbeameerdrdetishonge acseanlle By aicdons alityi dual
key val ues, as_subsets of key_ val ues, or i kM Bs. o2 I N

the exanpl e of2'& éﬁ?%"t&fna?%gy%f)é*\ﬁe&gaﬁeﬁ§fk§gg§gétggec%?%(%%gdn\g%%p§1 554 Tn the

preferred e”b%!{;&égmn HREEHE YN BAIBEGE, 1RR4s 6RIrElhi el pithg dietd oigebtsibetme t y
functions, inclfuding the provision of tickets used by ap%Iicat ions, a

) S
descri bed in nmeétcdetmithpplivetioato Ssewspmy onelhalde kepsor SHnPYIETId%Y as a
separate elenent in Fi

gure 2. However, the.fu I f generating tickets
for applicati o‘i‘?§”€é’F‘?‘il‘%&L€ﬁfl’hﬁ§ﬁo§é’€ GRS d%ﬂe%ﬁegﬁasgn may al so be
included in functionality inplenmented as part of key store 214. An

i npl ement atj on of kgynsSampledtfiguhat, séanabudamgtindfiusiovinanscatedide Phed bel ow
for security manager 224 is a design choice that is ay ilgbl e in
i mpl ement i ng tmﬁcqﬁpeﬂé@,r@@pgmj@yiag@lmat_mn 210 may request a ticket Irom securlty

manager 224. The context for such a request is typically where an application seeks
to access key store 214 and requires authorization to make such access. In the
preferred embodiment, application 210 may have a user-supplied password cached in

15  the application. However, such a cached password will be potentially lost if the
application execution is interrupted and resumed. In the preferred embodiment
example of Figure 2, when application 210 seeks to access key store 214 a first step is
to determine if application 210 has the appropriate password cached. Ifnot (and ifno
appropriate ticket exists), then application 210 will prompt the device user for the

20  appropriate password. On receipt of the password requested, application 210 may
then prompt the device user to determine if the application is trusted. Alternatively,
security manager 224 may include logic to determine if the application is to be treated
as trusted. The device administrator may set different security policies that will

determine how easily an application qualifies as trusted or not.

25 If the user or the logic in security manager 224 indicates that application 210 is
trusted, an appropriate ticket is issued. In the preferred embodiment, the ticket is
requested by application 210 calling an API (application program interface) method

IssueTicket. The successful result of requesting a ticket is shown in the example of

- 10 -



5 1n Figure 2, security manager 224 is shown as accessible by applications
210, 212. Security manager 224 generates tickets that are associated with
applications, on request. In the preferred enbodiment, tickets are
relatively long-lived objects that are used to permt applications to
access sone or all of the key store without requiring a wuser to provide
the application wwth a password for each access. 10 In the exanpl e of
Figure 2, security manager 224 is shown as accessible by application 210.

I n operation, I@gﬁl h&tah ABiedl Qou¥py3 0 i@ quast 2 fociieakeinel kol s@pestingy  manager
224. The context for such a request is typical I@/, wher e an,%ggl I cation seeks
to access key ghlesioR 1t taprefegdimbsdimenihbelics 31] sassogatea keneiifittess. I n

the preferred enbodi nent, applicati.on 0_may_ hav Sel - H=ToR
passwor d cachedl Oiby a10ner¥ay héﬁ’p‘l‘fjia@é]f‘iag?ﬂz Wé%’g, togﬁgﬁﬁg&cgéccﬁggngg%gmr d will

be potentially,}],ost, it z@% aﬁgy%%{ii)&é{d LB 8XQEHES BOLdsh of Mieapplipt@d and
resuned. In the pre]?erre enbodi ment exanple of Figure 2, when ap%I bcatl on
210 seeks t9 aceRsguekey ket ave 244 abld sl onttleqaspasiation befatet sphgatiop 21

application 210 has the appropriate password cached. | ] Aoty NO
appropri at e t i @Kdickepatagye the pigket égp%ﬂn?réﬁ\ﬁ‘i%l}g Scﬁff?wsf’qm%?%]% g@ﬁea djtgvi ce
user for the a QpI l.at St s o 86RE Rso@itichhe: fasislsord request ed,
application 27 Om%ﬁelt"liléélﬁodgpg%%?y}ﬁe Faeviacse user to determne if the
application is trusted. Alternatively, security nanager 224 \%}Zﬁ(g' ncl ude

| ogi ¢ to deternine Infihe dxemalpphiveain Bane 8, tplipaion2aa hespssosiatyd d. The
devi ce adm ni strator

t diff LW | G Lk |
det er mi ne how févé@t8|2§72sg%%%a§§?%%%¥?t§%§?ifi*ﬁisr’i%g :érglgp Iﬁlscgﬁdrﬂu%? gagd tgltr}asﬁ%%w% | f the

user or the, | 0glg ik SEEUIILYiABNARE nAddersndipat s dehaleafipliicat i on 210 i s

trusted, an appropriate ticket is issued. In the preferred enbodi nent, the
ticket is requgsiteidnlayo applicketd3Oorbo2e0 cal ling an APl (application program
interface) nmethod |ssueTicket. The successful result of requesting a

Lokt s o i p e bR ' 86 is b ek@tse230 i n
Figure 2, being ret Orfiet 8 1?%1 nﬁseaqséoecé téﬁg{tﬁaac&maﬂh 1S

the ticket to gain access to those parts of the key store that the ticket specifies. In this
way, for example, application 210 may exist and, if ticket 230 remains valid (the

15 validity of the tickets is described in more detail below), then if application 210
resumes execution, it may use ticket 230 to access key store 214 instead of having to
prompt the user for a password. In this manner, an application-level ticket reduces the
number of prompts for passwords that a device user is likely to face in modifying
security settings or running applications that require the use of keys for their

20  operation. Further, as described above, the authorization of an application to access

the key store is made independent of the application retaining or obtaining a

password.

In the example of Figure 2, ticket 230 is shown (by the dashed line) as being
associated with the entire key store 214. This example reflects authorization for
25  application 210 to access the entire contents of key store 214. As will be appreciated,
such access is not intended to be granted to an application unless the application is
established to have a very high degree of trustworthiness. An application that is given

such wide access to key store 214 is potentially able to erroneously or maliciously
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application. In the preferred enbodi nent, ticket 230 is associated with
application 210 by a one-way hash of application 210 mapping to ticket
230. Security manager 224 establishes this association and securely stores
the hash of the application. 5 Consequently, key store 214 is able to rely
on the association between application 210 and ticket 230, once the ticket
is generated and securely associated with application 210. O her nethods
of carrying out such a secure association are possible. In the exanple
shown in Fi gure;2.cnanpl icchbi@ss B4 2ofass eeeioat d. i it therdforetdegibledo 232,
234. These tickets are obtained by application Zlé S‘Sd are §§% rel e L O
associ at ed wi trhstrigiphd mattieonf el apnlicatiosgniehe giefared emPRIiPKLly MHEEFPHEY for

the application 210 and ticket. 230, abave, W LCati isfore.
associ ated w taﬁs%att‘idc‘&‘gt S,ulbfqiﬁa?fkgﬁﬁﬁofeg’a?livglﬁl 1}4@1@[&1@?‘1} e? (R)’/Ql tlhlgﬁﬁ t!tmﬁlgeyti cket to
gain access to those parts of the key store that the ticket specifies. In
this way, for exanpegureDRbpifatiéon224 thovayasxingtssanidied ivith(prrestessizy
remains valid (the 15 validity of the tickets i s,_ﬁiscri bedbi g 1rgor,le['ill(lglet ai l
bel ow), then itickeisioRi Gaisitighet Bthownas heins sBREsES PHR KoY HOmaVORE 'Y i et 230

to access key store 214 instead of. havjr QR At sioRH if Béy dore
password. n tarﬂpgc%’ﬁﬂ%é%fs%aﬁe ppY EY ¥%pﬁc%le%a%ézla%i cket 1krzezleuces the  number

of prompts forgpassyor dswlinidapdrediari o thseskillad inithedry kepstbracsbien2todi f yi ng
security settings or running applications that re_qui{)e,th use of keys for
their 20 oper ateednot Heurdohguounset aBlkayrstase Beagsy/ e cationd oy it ‘f‘?@’ref Fation of an

application to acce t he store.is hLhgde Wa 2 it heredfpl | cati on
retaining or dﬂ?@ifﬁgﬁﬁu%fet%ﬁ%&%ﬁg".mfiﬁnl{%@gg%l’Eezﬁﬁg gtrIi:'(}mgure 2, ticket 230
i's shown (PQ\F tN8 LRSNRE bi ARkt BS thebiaE acass RCilHtegsinicy itorh2l At ixablddey
store 214. "This exanpl € reflects authorization for 25 a,tg)spl i céai]:'hon 210 to
access the enticcessdtiont beysshaohrekidanti§edpsebeipvithas kgy sipresy ﬁb%lre i'§ted, such

appl | cat on | SRR ABIor ST B R S AT A et i ness.
An appl i cati Onm&f'ﬂé irﬁp?elﬂén\f&irln different ways. As described above, the key store itself may
be defined to have a structure so that tickets may be directly associated with different
15 subsets or the entire key store. An alternative approach is to define a base ticket that
can be used to generate tickets for individual keys in the key store, The relationship
between keys in the key store may, in this alternative approach, be expressed in the
manner in which tickets are defined, rather than in how the key store itself is defined.

Tn either approach, the ticket will be able to ultimately specify whether one or more

20  keys are available to the application requesting access.

In Figure 2, application 212 is shown as possessing ticket 234, also. In the
example of Figure 2, ticket 234 is associated only with key 222 in key store 214.
Therefore ticket 234 provides authorization to application 212 only to access key 222

and not other keys in key store 214.

25 A further aspect of tickets is that in the preferred embodiment tickets ave
potentially time-limited. After a certain period, the ticket may be revoked by security
manager 224. In the example of Figure 2, ticket 232 may expire before ticket 234.

Consequently, application 212 has authorization to access all keys in key store subset
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such wi de access to key store 214 is potentially able to erroneously or

mal i ciously -11 make changes to or access the contents of key store 214. |t
is therefore desirable to restrict the nunber of such applications. In the
preferred enbodi nent, tickets may be associated with subsets of key
stores, or with individual key values in the key store. In Figure 2,
application 212 is shown as being associated with (or possessing) 5 ticket
232. This ticket is shown as being associated with key store subset 216.

Thus  appl i catyign,alRe bSingc@NERs 23 DYFoliotvingehiaf applicitiet 223%ilhegeissat o al |
keys stored in key storé "subset 216. As w || be apfpreci__ t ed by those
skilled in theuald psdcoysistenr eondubaion i@ beprofided wib e fhaheg i tﬁ@%’%‘{%’ set of
key store menory |ocations but is rather, an .| ti.f4 o Sk ©of the
oys"found 1 n Hesypss farebs panes Higssrs LEg ned T SSPphSbE2BERAE ) (NP
rely on ti Cketao@e%ﬁk%pzig%iﬁioﬁt AREESSTbAzAbh, dkey whbntidey23tiesexded. bun i s
able to access those keys that are identified as being within key store
subset 216.5 Théermasdimpleatshiationthetseaiiey mag@enRdmpele RUGHEABSEIEH? cket

232 with key store subset 216 y bhe inplenmented in_di . Vife AS
descri bed aboV‘éYOkteFﬁl&et@?sgg%@éz’%éegf’“ﬂg@m%@ %Jgg?éﬁlgaq{%f{ ge\?gggw%%ﬁrﬁ%cture

so that tickets ééﬁ% ' bYdR8Rq6] Wit dydbd feerRnseclify sutsgrs or t he
entire key store: r?Pg]Ie'?Ilééna ive apprggagﬁﬂi s to define a base ticket that

can be used t @genervakeisiucd keltess. f or i ndi vi dual keys in the key store. The
rel ati onship between keys in the key store may, in this alternative

approach, be expr e;f eggésgﬁ%%ggpg?&%%gee %;Ptic‘{‘c’“tis %ﬁ?&;né %%i)?&étio% & Heldinesy t at her

than in how t he key*% I ned. her approach, the

ticket wil &o be..ah] Ssi i, tHiARIEh% GREG doy inshide pesswonkinformatbme Thedek@ys are
avai l abl e to the a%pl Ication requesting access, In Fi g};r 2, application
212 is shown akcpssessiudgpessekistin@gnation)osgot Wil hegpade ?ﬁrﬁl"e of Figure 2,

i cket 234 pr OPRGSRICRERFENER B o eXishT el e T T Mhpauion IR Pe) 222
and not ot her ﬂ?@f}éﬁe& &nlg&l\{m&{t@ﬁ %hi%ﬁﬂ)assword information is included in the tickets, the
authorization for an application to access a key may be determined by comparing the
15 ticket password with a password value in the key store to permit or deny application
access to values in the key store. To effectively end the validity of a ticket, the
corresponding password in the key store may be changed or deleted. Thus the
password in the ticket will no longer match a pasrsword in the key store and

authorization for the application is effectively revoked.

20 According to the preferred embodiment set out above, different application-
Jevel tickets may be generated and may allow applications to: (1) add, delete or
change records in the key store, (2) access secure locations to obtain, for example,
private key information stored in the device, and (3) access security certificate status
items as well as security certificates themselves, The preferred embodiment includes

25  the ability to define applications as being trusted by issuing a ticket that is associated

with the application and that permits access to the key store to potentially carry out

the operations listed above.
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25 A further aspect of tickets is that in the preferred enbodi nent tickets
are potentially tinme-limted. After a certain period, the ticket may be
revoked by security manager 224. In the exanple of Figure 2, ticket 232
may expire before ticket 234. Consequently, application 212 has

aut hori zation to access all keys in key store subset -12 216 until the
expiry of ticket 232. Following this, application 212 will require a
further user or systemconfirmation to be provided with a further ticket.
However, because tigkele dnfihass & honeeht hiéeispanvinhbsentickiescii2glin
application 212 is able to access key 222 w thout further authorijzation,
even when ti ckietail2§2vdyas eesomile,adwilllbe appersnt e thepnsiliedi AR FET B8 t he
security manager 224 may be periodically.instru revoke the tickets
230, 232, 234 anggrodificaiency Wéiﬁ&i“i%@é'%/ 68?%%%%%%}“%? %ge‘%t%’ﬁ'cl ear the
contents of the nmenory of device 10 may periodically request the security
manager 224 to revoke issued tickets. As is described above, the use of
tickets allows applications to avoid having to 10 retain passwords.
Tickets may or may not include password information. The design decision
to include password information or not will be made based on inplenentation
obj ectives for the device in question. In an inplenentation of the
preferred enbodi nent in which password information is included in the
tickets, the authorization for an application to access a key nmay be
determ ned by conparing the 15 ticket password with a password value in the
key store to permt or deny application access to values in the key store.
To effectively end the validity of a ticket, the correspondi ng password in
the key store may be changed or deleted. Thus the password in the ticket
will no Ionger match a password in the key store and authorization for the
application is effectively revoked. 20 According to the preferred

enbodi ment set out above, different application- |evel tickets may be
generated and nay allow applications to: (1) add, delete or
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change records in the key store, (2) access secure |locations to obtain, for
exanple, private key information stored in the device, and (3) access
security certificate status itens as well as security certificates

t hensel ves. The preferred enbodi ment includes 25 the ability to define
applications as being trusted by issuing a ticket that is associated wth
the application and that permts access to the key store to potentially
carry out the operations listed above. - 13 Various enbodi nents of the
present invent{gchaming been thus described in detail by way of exanple,
it wll be apparent to those skilled in the art that variations and

nodi fications may be nmade wi thout departing fromthe iqvenLion. -14 WE
CLAIM 1. A sybtemA eystag fonefaningecsesdo f SesiRigyn 061 iy VRIS Bhe

device conprising one or nore mor.y. |lacat i f iR RN Sk Ot aBIBr €
appl i cati ons execuﬁ?ﬁpéﬁmﬁﬂn?ﬁggg %%%%ﬁgkﬁéh&%ye§¥g¥€§@%ﬁprPsing kgy store

entries, the systerng, {§00RAdcSiHBReAstsRGpiiYinfRaQEE chities, flengstati ng ti ckets,
each ticket being associated with one or nore applications and with one or
more entries in theokeyisisgore, and each key store entry being nade
avai l abl e to an application on condition that a ticket exists that is

associ ated W th they?xﬁagllaéeg*c%rh%gei}'gﬁ LR, éa&?tiéi&%éﬁ%’és@o&ﬁ&d%ﬁh 2ne ofhe system

of claim1 in HCER ager’ generates tickets that are
associated with an apelpslakien by withent bekete catiepi e key stownednay hash
value derived fromone or nore characteristics of the application. 3. The

systemof claiml1l in which the securit nager..generat es,.t i .t hat
conpri se base eack ket Horgsatty Bk e?@@é@? Eﬁ%?@%%ﬁﬁ?P?°?%ﬁ%?@ﬁ%é§C%%e

tickets 10 assocl ahe A iOhssOBkEs ARRUICHHANE Wd iUl lkpboreantry] es 1n the
ey store.

2. The system of claim 1 in which the security manager generates tickets that are
associated with an application by the ticket comprising a one-way hash value

derived from one or more characteristics of the application.

3. The system of claim 1 in which the security manager gencrates tickets that
comprise base tickets and in which tickets potentially reference base tickets to

associate one or more applications with multiple entries in the key store.

4. The system of claim 1 in which the security manager provides each ticket with

a time stamp and which renders tickets invalid after a predetermined time

period.

5. The system of claim 1 in which tickets comprise information to variably

permit associated applications to:

add, delete or change entries in the key store,
access secure locations,

access security certificate status information, and

access security certificates.
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4. The systemof claim1l in which the security manager provi des each ticket
with a tinme stanp and which renders tickets invalid after a predeterm ned
time period. 5. The systemof claiml in which tickets conprise
information to variably permt associated applications to: add, delete or
change entries in the key store, access secure |ocations, access security
certificate status information, and access security certificates. -15 6.
The systemof claim1 in which the security manager naintai ns password
information fog thergeyies of Gaind Den GHish @@ REurty alamgbr mainvisghsed devi ce s
a handhel d w rel ess conmunications device. 8. A nethod for granting access
to a key store in anttemaie, for fhe defétd-ce conprising one or nore nenory

| ocations for storing one or nore applications executable on the device,

Uhe key store GOMPILS! ek (301 fy FRLh LESueifoBS IBLERM GRRLI ST ng the st eps

of (a) generating t bei ng associated with one or nore

applications and W {dhRn8c@bnd@yReentries in the key store, and (b)
granting an application access to key store entries based on one or nore
tickets associating the application with the key store entri.es. ..1he

met hod of clai f 8 i mghodifor Hantegeseest oGeify SHs ‘F\‘lﬁga ‘{fﬁ‘”&ﬁ’etﬁ% 5%"6%"?%“3’%&‘;? he
step of carrying out a one- +i9 bRy BRSO afPlCat@ins BRIcRtable
characteristics of ?eﬁ“gg% %@é?&gﬁgfoﬁggg%neﬂghe assopﬁ%?ion of the ticket
with the applicati@he device, the key store comprising key store entries, the method

comprising the steps of

(a) generating tickets, each ticket being associated with one or more

applications and with one or more entries in the key store, and

(b)  granting an application access to key store entries based on one or

more tickets associating the application with the key store entries.

9. The method of claim 8 in which the step of generating tickets comprises the
step of carrying out a one-way hash operation based on one or more

characteristics of the application to define the association of the ticket with the

application.

10.  'The method of claim 8 in which the step of generating tickets comprises the
step of defining base tickets and in which tickets potentially reference other

base tickets to associate one or more applications with multiple entries in the

key store.

11, The method of claim 8 further comprising the step of providing each ticket
with a time stamp and the step of rendering tickets invalid aftera

predetermined time period.

12, The method of claim § in which tickets comprise information to variably

permit associated applications to:
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10. The nmethod of claim8 in which the step of generating tickets conprises
the step of defining base tickets and in which tickets potentially
reference other base tickets to associate one or nore applications with
multiple entries in the key store. 11. The nethod of claim8 further
conprising the step of providing each ticket wth a time stanp and the
step of rendering tickets invalid after a predetermned tine period. 12.
The nethod of claim8 in which tickets conprise information to variably
permt associ ated appl iGat bomhandnirld dd kefabel € or change entries in the
key store, access secure |ocations, access security certificate status
information, and access security certificates. 13. A conputing device
program product congressiseryredorioier program code operative to carry out
the method of claim@8. 14. A conputing device program product conpri sing
conput er program CO%%GSSQ(%%H%‘?B%&ECE&S&%Sriyfoﬂﬂéﬁohhﬁldmt hod of claim9. 15. A
conputi ng device pr%gran1pr uct conprising computer program code
operative to carry out the nethod of claim10. 16. A conputing device
program product conpeesssevgrityompificetes.pr ogr am code operative to carry out
the method of claim11. 17. A conputing device program product conprising

computer pr _O gr ?Sm ¢ Og %om};c)) tglrg eVite p}o%ra%ilgr%guc? lcjxgm%)rri]s?ngn@o%%gar 81‘0g9€ln§ kéBel2. - 17

operative to carry out the method of claim 8.

14. A computing device program product comprising computer program code

operative to carry out the method of claim 9.

15. A computing device program product comprising computer program code

operative to carry out the method of claim 10.

16. A computing device program product comprising computer program code

operative to carry out the method of claim 11.

17. A computing device program product comprising computer program code

operative to carry out the method of claim 12.
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