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INITIATE AUTHENTICATION PROCESS
501

A 4

SEND USER IDENTIFIER TO AUTHENTICATION GATEWAY COMPUTER
502

RECEIVE USER ENROLLMENT INFORMATION FROM AUTHENTICATION
GATEWAY COMPUTER
503

\ 4

(GENERATE A SECOND ENCRYPTED BIOMETRIC TEMPLATE FROM
BIOMETRIC SAMPLE OBTAINED AT THE USER DEVICE
504

\ 4

OBTAIN A FIRST ENCRYPTED BIOMETRIC TEMPLATE GENERATED AT
ENROLLMENT
305

Y

COMPARE THE FIRST ENCRYPTED BIOMETRIC TEMPLATE AND THE
SECOND ENCRYPTED BIOMETRIC TEMPLATE USING A CRYPTOGRAPHIC
COMPARISON MECHANISM
506

Y

AUTHORIZE ACCESS TO A RESOURCE BASED ON THE MATCH RESULT
507

0 FIG. 5
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OBTAIN A BIOMETRIC SAMPLE GAPTURED BY A MOBILE DEVICE
601

(GENERATE A BIOMETRIC AUTHENTICATION TEMPLATE OF A USER FROM THE
BIOMETRIC SAMPLE OBTAINED AT THE MOBILE DEVICE
602

OBTAIN BIOMETRIC MATCHING INFORMATION RELATED TO THE BIOMETRIC
AUTHENTICATION
603

AUTHENTICATE USER BASED ON THE BIOMETRIC AUTHENTICATION TEMPLATE, THE
BIOMETRIC MATCHING INFORMATION, AND A CRYPTOGRAPHIC COMPARISON
MECHANISM
604

EXECUTING ONE OR MORE OPERATIONS BASED ON AUTHENTICATING THE USER
605

600
FIG. 6



