SYSTEM AND METHOD FOR PROCESSI NG ENCODED MESSACGES CROSS- REFERENCE TO
RELATED APPLI CATI ON This application clains the benefit of United States
Provi sional Application Ser. 5 No. 60/494,380, filed on August 12, 2003,
the entire disclosure of which is incorporated herein by reference.
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many other secure e-mail standards.

In general, secure e-mail messages are relatively large. For example, S/MIME can
increase the size of an e-mail message by a factor of ten (or more in some situations). This
20  size augmentation presents difficulties, especially in the context of a resource-constrained
device, such as a wireless mobile communication device. A resource-constrained device
may also experience difficulty in handling a message wherein only a portion of the
message has been transferred to the device. There is therefore a general need for a more
efficient message handling approach.
25
DISCLOSURE OF THE INVENTION
In accordance with the teachings disclosed herein, systems and methods are
provided for processing encoded messages within a communications system. A server
within. the communications system provides one or more indications to a compufing
30 device as to certain conditions existing with respect to an encoded message. The device
performs a different message processing function based upon whether the indicaﬁoﬁ is

provided. The indications may include indicating whether a message exceeds a message




sender is being sent. As another exanple of a nmethod and system an encoded
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26 capable of causing a device to perform the methods and processor-implemented . :

instructions disclosed herein,
As will be appreciated, the invention is capable of other and different
20 embodiments, and its several details are capable of modifications in various respects, all
without departing from the spirit of the invention. Accordingly, the drawings and
description of the preferred embodiments set forth below are to be regarded as illustrative
in nature and not restrictive.
BRIEF DESCRIPTION OF THE DRAWINGS

25 Fig. 1 is an overview of an example communication system in which a wireless
communication device may be used.
Fig. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices.
Fig. 3 illustrates an example system for transferring messages that were encoded by
30  encryption and possibly signing using S/MIME or similar techniques.
Fig. 3a shows a general encoded message format.

Fig, 4 is a block diagram depicting components used in handling encoded messages.




Figs. 5a and 5b are fl ow diagrans depicting an operational scenario for
processi ng encoded nessages. Fig. 6 is a block diagram depicting
conponents used in handling partially received nessages. 5 Figs. 7a and 7b
are flow di agram depi cting an operational scenario for processing

partially received nessages. Fig. 8 is a block diagram show ng an exanpl e
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shown in Fig. 1 is for illustrative purposes only, and shows perhaps the most prevalent

Internet e-mail environment where security is not generally used.

20 Fig. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a
25  company, possibly connected to a local area network (LAN), and connected to the Internet
20, or connected to the Internet 20 through a large ASP (application service provider) such
as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in Fig. 1 may instead be connected to a wide area network (WAN) other than the Internet,
although e-mail transfers are commonly accomplished through Internet-comnected
30 arrangements as shown in Fig. 1.
The message server 40 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,
and acts as the main interface for e-mail exchange over the Internet 20. Although other




nmessagi ng systens m ght not require a nessage server system 40, a nobile
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Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail

message. These techniques are all well known to those skilled in the art. The message 15

arrives at the message server 40 and is normally stored in a message store. Most known

messaging systems support a so-called “pull” message access scheme, wherein thé mobile

25  device 100 must request that stored messages be forwarded by the message server to the

mobile device 100. Some systems provide for automatic routing of such messages which

are addressed using a specific e-mail address associated with the mobile device 100. Ina

preferred embodiment described in farther detail below, messages addressed to a message

server account associated with a host system such as a home computer or office computer

30 which belongs to the user of a mobile device 100 are redirected from the message server
40 to the mobile device 100 as they are received.

Regardless of the specific mechanism controlling the forwarding of messages to

the mobile device 100, the message 15, or possibly a translated or reformatied version




4 thereof, is sent to the wireless gateway 85. The wireless infrastructure
90 includes a series of connections to wireless network 105. These
connections could be Integrated Services Digital Network (I1SDN), Frane
Rel ay or Ti connections using the TCP/IP protocol used throughout the
Internet. As used herein, the term"w reless network™ is intended to 5
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described above in conjunction with Fig. 1, Fig. 2 represents an overview of a sample

network fopology. Although the encoded message processing systems and methods

described herein may be applied to networks having many different topologies, the network

of Fig. 2 is useful in understanding an automatic e-mail redirection system mentioned briefly
25 above.

The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages
are being exchanged. Within the host system 30 is the message server 40, runming on
some computer within the firewall of the host system, that acts as the main interface for

30 the host sysiem to exchange e-mail with the Internet 20. In the system of Fig. 2, the
redirection program 45 enables redirection of data items from the server 40 to a mobile
communication device 100. Although the redirection program 45 is shown to reside on

the same machine as the message server 40 for ease of presentation, there is no




the sane machi ne as the nessage server 40 for ease of presentation, there
Is no 5 requirenent that it nust reside on the nessage server. The
redirection program 45 and the nmessage server 40 are designed to
co-operate and interact to allow the pushing of information to nobile
devices 100. In this installation, the redirection program 45 takes
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above. _The.concept, of wireless VPN router 75 is relatively newin the
U s

wirel es® I'nmplies that a VPN connection could be established
directly thradglowndinFigcl, ithere wayeeafisny wlieritive pathstior gettimpinfernthtiohee 100.
The possibility of using a wireless VPN router 75 has only recelgtpl,y been
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host system 30 or a computer 35 within the system 30. The other main method for data

-,

exchange is over-the-air using wireless networks to deliver the information. As shown in
Fig. 2, this may be accomplished through a wireless VPN router 75 or through a traditional
25 Internet connmection 95 to a wireless gateway 85 and a wircless infrastructure 90, as
described above. The concept of a wireless VPN router 75 is relatively new in the
wireless industry and implies that a VPN connection could be established directly through
a specific wireless network 110 to a mobile device 100. The possibility of using a wireless
VPN router 75 has only recently been available and could be used when the new Iniernet
30 Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks. This new protocol
will provide enough IP addresses to dedicate an IP address to every mobile device 100 and
thus make it possible to push information to a mobile device 100 at any time. A principal
advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN




thus make it possible to push information to a nobile device 100 at any
time. A principal advantage of using this wreless VPN router 75 is that
it could be an off-the-shelf VPN 6 conponent, thus it would not require a
separate wireless gateway 85 and wireless infrastructure 90 to be used. A
VPN connection would preferably be a Transm ssion Control Protocol
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With reference back to the port 50 and cradle 65 connectivity to the mobile device

100, this connection path offers many advantages for enabling one-{ime data exchange of
large items.  For those skilled in the art of personal digital assistants (PDAs) and
synchronization, the most common data exchanged over this link is Personal Information
25 Management (PIM) data 55. When exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
purposes, including setting up a private security key 210 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists
30 (CRLs) 60. The private key is preferably exchanged so that the desktop 35 and mobile
device 100 share one personality and one method for accessing all mail. The Cert and

CRLs are normally exchanged over such a link because they represent a large amount of
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chapn faoﬁiggpceoﬂhg rﬂlébgage, compare this digest with the digest appended fo the message,
retrieve the sender’s public key, and verify the signature on the appended digest. If the

message content has been changed, then the digests will be different or the signature on
the digest will not verify properly. If the message is not encrypted, this signature does not
prevent anyone from seeing the contents of the message, but does ensure that the message

25  has not been tampered with and is from the actual person as indicated on the ‘From’ field
of the message.

The receiver may also verify the Cert and CRLs if they were appended to the
message. A certificate chain is a Cert along with a number of other Certs required to
verify that the original Cert is authentic. While verifying the signature on a signed

30  message, the receiver of the message will also typically obtain a Cert chain for the signing
Cert and verify that each Cert in the chain was signed by the next Cert in the chain, until a
Cert is found that was signed by a root Cert from a trusted source, perhaps from a large
Public Key Server (PKS) associated with a Certificate Aut_hority (CA) such as Verisign or




Cert and verify that each Cert in the chain was signed by the next Cert in
the chain, until a Cert is found that was signed by a root Cert froma
trusted source, perhaps froma large Public Key Server (PKS) associated
with a Certificate Authority (CA) such as Verisign or 8 Entrust for
exanpl e, both prom nent conpanies in the area of public key cryptography.
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Referring now to Fig. 3, encoded message transfer will be described in further
detail. Fig. 3 illustrates an example system for transferring messages that were encoded
by encryption and possibly signing using S/MIME or similar techniques.

In Fig. 3, User X at system 10 creates a mail message 15 and decides to encrypt

25 and sign the message'. To achieve this, the system 10 first creates a session key and
encrypts the message. Then the public key for each recipient is retrieved from either local
storage or a Public Key Server (PKS) (not shown) on the Internet 20, for example, if
public key cryptography is used. Other crypto schemes may instead be used, although
public key cryptography tends to be common, particularly when a system includes a large

30 number of possible correspondents. In a system such as shown in Fig. 3, there may be
millions of e-mail systems such as 10 that may from time to time wish to exchange
messages with any other e-mail systems. Public key cryptography provides for efficient

key distribution among such large numbers of correspondents. For each recipient, the




30 nunber of possible correspondents. In a systemsuch as shown in Fig. 3,
there may be mllions of e-mail systens such as 10 that may fromtine to
time wish to exchange nessages with any other e-mail systens. Public key
cryptography provides for efficient key distribution anong such | arge
nunbers of correspondents. For each recipient, the 9 session key is

encryptRgsiofkes 1O MRcRbtd, a8 & Qtf&{Btmde_@ EdHt @ingte thiérfiell ReGiplefits, and
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lons sent 1o ea
gateway and infrastructure 85/90 and one or more wiréless networks 110 or through the

Internet 20 and wireless network 110 using a wireless VPN router 75 (in Fig. 2, not shown

in Fig. 3) may be used to forward the e-mail message and attachments to a device 100.

Other transfer mechanisms that are currently known or may become available in the
25  future, may also be used to send the message and attachments to a mobile device 100.

Fig. 3 illustrates receipt of the entire message on each mobile device 100. Before
the message is sent to a mobile device 100, the signature or encryption sections of the
message may instead be re-organized and only the necessary portions sent to each mobile
device 100, as described in detail in United States Patent Applications S/N 60/297,681,

30 filed on June 12, 2001, and S/N 60/365,535, filed on March 20, 2002, both assigned to the
assignee of the present application and incorporated in their entirety herein by reference.
These earlier applications disclose several schemes for rearranging secure messages and

limiting the amount of information sent to a mobile device. For example, in accordance

10




device 100, as described in detail in United States Patent Applications S/ N
60/ 297,681, 30 filed on June 12, 2001, and S/ N 60/365,535, filed on March
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cont ext obj eb$ dessyibedherrligy before an encoded message can be displayed to the user, it

must first be decoded (possibly including decrypting the message), and any decoding steps

may require a long time to complete. Any decoding steps that can be performed without

any action or input from a user can be performed before the user is informed of the receipt

25  of the message. The resultant partially or possibly fully decoded message can then be
stored as a context object in a memory. Upon completion of these decoding steps, the user
is informed that the message has been received. The stored context object may then be
retrieved and further decoded if necessary when the decoded message is required for
display or firther processing,

30 Fig. 3a shows a general encoded message format, and is useful in illustrating the
concept of temporary message storage. The encoded message 350 includes a header
portion 352, an encoded body portion 354, one or more encoded message attachments 356,
one or more encrypted session keys 358, and signature and signature-related information

11




retrieved and further decoded if necessary when the decoded nessage is
required for display or further processing. 30 Fig. 3a shows a general
encoded nessage format, and is useful in illustrating the concept of
tenporary nessage storage. The encoded nessage 350 includes a header
portion 352, an encoded body portion 354, one or nore encoded nessage
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20  described herein are applicable to signed or unsigned, encrypted or unencrypted, and

=

otherwise encoded messages, such that a received message may not necessarily include the

portions related to encryption and/or signing. In addition, the particular message

components may appear in a different order than shown in Fig. 3a. Depending upon the

message scheme used, a message may include fewer, additional, or different message
25  sections or components.

Fig. 4 illustrates a situation where encoded messages are provided to a mobile
device 410 by a server 408 contained within a wireless connector system 406. With
referenc;a to FIG. 4, an encoded message 404 from a sender 402 is provided to the wireless
connector system 406. The server 408 within the wireless connector system 406 analyzes

30 the encoded message 404 with respect to its size. If it is above some predetermined
threshold, then the server 408 notifies the mobile device 410 of this fact by providing
message size related information 414. The server may process the encoded message 412

before sending it to the mobile device such that the encoded message 412 is below the
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device 410 by a server 408 contained within a wirel ess connector system
406. Wth reference to FIG 4, an encoded nessage 404 froma sender 402 is
provided to the wireless connector system 406. The server 408 within the
Wi rel ess connector system 406 anal yzes 30 the encoded nessage 404 with
respect to its size. If it is above sone predeterm ned threshold, then the

server HR8hdlatizk ESshblil HEanidbetoda \tha Riathlifnef 412Nind flachayye snovepaiatdy

nmessage size related information 414. The server_ nmay process {)he encoded

messagdohomabile dewice 4h@ion gaskeged tagstherp Mareowes dataitemn AH 2rmay be ferthercoded
messag t t hat
dat a I&gﬁé&%b?&g%%?ﬁos élg%l tgen Qéﬂéeg% gﬁgfieéoh?cggﬁﬁe mblwqgée\%ogggﬂo or
packagetévicegdOher . I\/breover data item 412 may be further processed by the
server 408 such that the nessage i s decoded ﬁigﬂd t hen, sent to.the nobile

plevﬁce 410. s a&opgratigne] saendio Frasapl s qurrenissaghly device implepentationsayes ce
| mpl e tIeBllﬁﬂﬁo Wembssa hg@sﬁﬁhhemﬁre%&e%msﬁ%esm $MAMEVilcksapgach the

nobi | e devi ce. , nmessage 1s over 32 KB, then the entirée nessage
wi || nds oeendd KBeﬂgenrtmmc neessagb Wil noeoompleteoraach thehpobilsdavite. 1% i€i gned,

then it, cannot bhe ver fied on t | The .ser i n_ t.hi

si t uat |'BRMeSEAgALS Signy &Ii‘e@df Fefo P ﬁe t' ﬁ’éhﬁ‘ﬁﬁ}f‘ﬁée ep}ll%gew?% 'rﬁeese[r}r?rsl{l ﬂiﬁssage
chunk igndhe, iseitisleh idRktbN S PRIBSER dsviéQMm ItIﬁafﬂﬁt fri2ksal g@rc'hfli]l@ﬁidl&ﬁn y the
nobi | e devi cé and optionally indicates to the nobile device that t

med8agdhsidbe messngdys tooderge &on vem@@amn by thesmehite devBscradswptignally wdyates

proces ser vin 3 t the
nobi | estog%ﬂl/ﬂ?g%?:gﬁﬂg‘? {h@gﬁe ??%3 St gha %ﬁg%e e#hgc@? e%/éleggéra%éﬁég%t e user
W 'l nahisWdt&ssinl grrme udeP Iiédeliktiﬁgliﬂlel nisédge grill @owolphteawkey g the ‘mobile”

button to try and verify it. 15 Alsq as part_of this operational scenario,

i f t he devisstganetsvardy ﬂm gignatupr ok Sheir éﬁ\élpg'/ and ap the HS?Th‘éﬂ lagt westadimGe, the
t t h t
Ser Ver oRllyRRE Mok BobliEaniu At R by ghd it 2 at tachrent)

co\qgers the nkksageattef thmapbraﬁdnabtcehhm af ﬂmahmatgaﬂs tdd big te ibgrrethpirslgage

contains a 2 MB _Excel, spreadsheet, en it 00 bjg. be verified
on t he sgBY/focthe mabileyievice, tpﬁ BIVEcan; $3¢e yg@ng%er Pﬂa@é% qtué‘?tagétfﬁe]feﬁé an

Spr ead%@@gtﬁm L@oH&stﬁkfl SOt fhedBbh é‘ »HEe S I W/VmOes, 1R BebsbdpRlsisdbinge! S | UST

one type rati o scenari o an at one or nore processi ng aspects
can be mdehedhe medsaoe dekt and aﬁnﬁMamﬂmnisl |If haigned Inmss@moa‘@mseﬁf 2 aEB

achi eved. For e le, a er at al sce io,could f her..i ncl ude
ot el preaishent, hinfaflReyS: he g REARLoF e dariee, dh IR AR BF e s s age
'S 2500 oGy dbEnct SEnBhe SHtRSEEhER daf tb Rl mBbilodevidd h t he nessage indicating
that the signature has been verified by the server

It should be noted that this is just one type of operational scenario and that one or

more processing aspects can be added, modified or removed and still have the desired
effect achieved. For example, an operational scenario could further include allowing the
server to verify the signature for the user when the message is too big. The server sends
25  anindication with the message indicating that the signature has been verified by the server
or the message is too long to verify on the mobile device, but the signature was
successfully verified by the server. The user can then use this as an indication that the
message is authentic. If the message is not too big, then verification can be left for the
mobile device to perform. Still further an operational scenario could include offloading all
30 or a portion of the decryption work of an encrypted message to the server. If the server
has the user’s private keys, then the server can decrypt any encrypted messages for it and
send the plain text to the mobile device. The message in this example would still be

protected using the shared Triple DES key between the server and the mobile device.
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or the message is too long to verify on the nobile device, but the
signature was successfully verified by the server. The user can then use
this as an indication that the nessage is authentic. If the nessage is not
too big, then verification can be left for the nobile device to perform
Still further an operational scenario could include offloading all 30 or a

portion of tHgs dachdrdy Sfenity differant (R0&dsYiRE QHat PSEVENdQ frobile devies . | f
the server has the user's private keys, then the server can decré t any

encr yptcat nesfosmgereIr armpssagad Wi raferdnse ripaFlrS t5ex startoindjratinn fleck gedi ce

The nes S _exa t

Triple ”E@gﬁﬁ‘éegm%g %ogﬁsﬁnﬁgiﬁ%gﬂe 3‘%‘&6{ ﬁ&gwe i eg%é%dcg)%%%nlﬁ&ﬂé g@% and 5b
exenpl ickymihick feliathér (eogies of Ny nitatage isedbose sapﬁbdatefmhjeﬂeththehmlde Than
perform upon a rressa e. Wth reference to Fig. 5a Start t€e§' cation bl ock

5005 | meRseageetize Frofudss the sizeof a9y ERCIBINTS Prserler It is eefe messageds age.
Deci si tg% r e a
pr edet ?n‘?ﬁée%&t ﬁ% oﬁ{l@ﬁb\%\ﬁéa g’%a%ﬂéa’g?gﬁ%‘iﬁﬁ@f‘h es t he Si zghg?@gﬁ%

at t achnsditiongl @s@nary Ipfodessing ofihe maskagendrocageing Sor fhibiadetcendinueeomobi | e

devi ce roge b 506 .after th rver has performed any additional
custonf% 5&?&&% E?ﬁégﬁﬁ‘q%’é‘“ﬂ%’é’g & ssg) essing for this branch continues
on Fig. 5b Ieaedlaeﬁ%ﬁ;cﬁ%omae{eﬁmemar maheeagaﬁﬁmrabéoe%meltﬁmdmasm@@ bl ock

504 determines that the message size is above the threshold, then 10
dedDsi dreclbiwddlocﬁﬂﬂ(bmmmwlmﬂmrmmbmgma@d iIE theinpeseage if pot signadessage

|7 ¢ he hrscBRgeing EngR & phanon B 1S HBba T Rieirde L0 sty BT

pr OCES%@h@Edégg’%%lguhtfuréﬂﬁveﬁﬁéé o@lsseslomatsmont ain an attachrrent as
determ ned by decision block 514, then processing continues, at process

bl ock 518. IIf thehmessags aiges soheanitpapnowiachment 5 defepningd am%srﬂ@ Gk

at 1 achrili HOp BEressilionliiecd brobdf B YRR ol (OIMER OB e

bl ask e attaElibaBCasdteminel siadeciRivn stlép)ﬂtatth@rprbeesg blvekdt 6demEustthe
I nformati on r“éélnclude i f applicable, an .indicati nthat %lg{ggﬁ naI
rressag@-f@@l@ée begge they mestage rlﬁlﬁglilﬁ tosthe mebile fevicarp tIFEO‘Efé%
if the o h t er
| nf or bR tarzl AGRAG, (bRl s Derll” SolPREGAREA Ay IpclRy S iF
Pr oc es sipplicable) ahiindiestionnthati the ofiginabmessdge arzeWabyoa:hgtfonmatsnnssmmtokthe 508.
Wth reference,to Fi 5b, . the nobi | e, devi c Y rocess ock 530
t he rré%‘é@fjede&?fi? %nvgl)%efr ‘?H—“feéﬁaﬂﬁh’%he?’eveﬁ‘ ﬁ@é‘%@éé‘g?fs%’é’ 2111,4 Rati on
| BRI MBh Q1thy, 012 foyided ﬂaatrﬁe B E&Acd & ﬁ&eegaqﬂbéleswwmseeséﬁgt here
is no indication t

contmues on Fig. Sb as mdlcated by contmuatlon marker 508.

With reference to Fig. 5b, the mobile device receives at process block 530 the
message and any other information (e.g., the message size indication information) the
server may have provided to the mobile device. If there is no indication that the mobile

25 device cannot verify the message (as determined at decision block 532), then process
block 534 verifies the message. However if there is an indication that the mobile device
cannot verify the message, then processing continues at process block 536 wherein the
mobile device provides one or more notifications to the user based upon the server-
generated message information.

30 At process block 538, the message is displayed to the mobile device’s user. The
entire message may be accessed for display fo the user, or as described below, if only a
portion of the message was provided by the server, then as much of the message as

provided is made available for display to the user or for other use by the mobile device.
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25 devi ce cannot verify the nmessage (as determ ned at decision block 532),
then process block 534 verifies the nessage. However if there is an

i ndi cation that the nobile device cannot verify the nessage, then
processi ng conti nues at process block 536 wherein the nobile device

provi des one or nore notifications to the user based upon the server-
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614 may- i ncl ude an indication for the nobile device that the  data being

serl0 ddtesns 2 adrld may be send separptely tadbesmgbile devien 610 ar prckagrfctogelBe t hat
data 1Q.,it .and I ' ; 610
o packUBts Ve g BR 624 el Ry SiRnG o ERALAE skrlcP chB Bl et = S1

t he serp@sageli8 dectded ahdthen¥entronlié mbbilewssd@ysiol s decoded and then sent to

the nobil e device 61Q. The nobile device 6;]0 can hg dle the partial nessage
612 in a nurbermebilgdewce 610 6an handle tis partislgnessags 61 By 2 CHEPRRESYEY: as what

I's proyj : r by T e from
e ser UE i Bpladfhe B S e Rl S AR I PRI e el SO P
i Nfigr neeédiving endré of theanessdye faom dhensepier 608, themobile dhwceraby cavegrevida thati ch t he

bil e devi 610 handl e th ded tial 612 h bi |
fovi ce AIommRPITAREPRIY Jhost| A5 ERGRETBIE S e BrE U P Eoui ¢
the | NAEHTY 6L BIY Bhd BendiD thd BRccABE Bala RiELE8!6 170 SEAGELAd Aovidd 60 an

i | lustration, e contents of an - nessage may include: a header;
si gner mayf partinlly popdatd ot gnatons seftware sbjedts 616 avithebe informationcontaineddn

certificates; gnd. certifst ate revocation list. If the message is cut off
in the Hf gutodedp ©Ot4ten the nobile device can create object(s)

(pajgtially) Rd&nWhgieiohe of &iféntd of ah BIMINE riteafbemay include: a header;
signer information and signatures; text of the message; attachments; certificates; and a
certificate revocation list. If the message is cut off in the middle of the texi, then the
mobile device can create object(s) (partially) 616 where the signer information, header
information, and part of the text can be accessed via the partially populated object(s) 616

25  for use in displaying the incomplete message to the user of the mobile device 610. The

object(s) 616 are populated with as much information as what was provided by the server

608. This approach differs from other approaches which will throw an exception because

not all of the information is present. It should be understood that the handling of partial

messages is not limited to object-oriented environments, but include non-object oriented

30 environments as well. For example, data structures in a non-object oriented environment
may be partially populated with the information provided to the mobile device 616.

As an operational scenario example, a server receives a portion of a message.

When the server receives the first piece of an S/MIME or PGP message, the server
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I nformati on, and part of the text can be accessed via the partially

popul at ed object(s) 616 25 for use in displaying the inconplete nessage to
the user of the nobile device 610. The object(s) 616 are popul ated with as
much information as what was provided by the server 608. This approach
differs fromother approaches which will throw an exception because not
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exenpl i fy diBigseermmdpfoersmnlify diffierentpraesssiag thaie serveandce mebi EQGVIE%m

per form upg p e G start
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r ecei vdfidisatiodssiage 700 Bedic e thab hopiocedd bleckani)abe \smehmceareparmesaigenes sage
has been sent., There are, many 20 ways . .to make this determg ation, such as

by exarPesisien blosk 704 eﬁfe@w@mqthqr@d&r%dﬂ?%ag ks oren semls TG PFEPRY | on,
I N o8/ Myl to kel ARG RLBLIEN SO Ao kAR P 6w hd message it received is

encoded. As an illustration, in S/MIME, the fundamental encoding methods are MIME

(Multipurpose Internet Mail Extensions) and ASN.1 (Abstract Syntax Notation - a tag,

length, value form of encoding). If the encoding is cut off somewhere, this can be

detected since the encoding tells you how long it is, or it uses boundary indicators to say
25  when the data is finished, then the server would know.

It should be understood that many variations exist due to different implementation
environments. For example, the server may provide a partial message to the mobile
device not because the server itself received a partial message, but rather because the
server recognizes that it is going to send only a partial message. In this situation, the

30 server receives the entire message from the sender, and the mobile device may not receive
from the server the entire message. The server can determine if only part of the message
will reach the device (e.g., if the message is too big), however, and can send that

indication. So the processing disclosed herein also applies to such a situation. For
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(Mul ti purpose Internet Mail Extensions) and ASN.1 (Abstract Syntax Notation
- atag, length, value formof encoding). If the encoding is cut off
somewhere, this can be detected since the encoding tells you how long it
is, or it uses boundary indicators to say 25 when the data is finished,
then the server would know. It should be understood that many variations
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t hresh he co | et e S as be n sent eci sion
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708. Processirng for this branch continues on Fig. 7b as indicated by

codgl nubﬁmmaqdaﬂkdﬁcmm blpgknehids thert presiessipg: continves depages hieskptdn sent
t d 70 tial
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t he nesfeliik déviciagrisdicatidn thitaheBRsage camholbé varifigdied as 10 determi ned at
deci sion block 714, then processing, continues at process block 718,

However if tAkpreeess bipski7d 8sthg ifarmationpbopkths gpeseage(pyoh as that ifds 2ipatiahe dat a
t t
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that i tméssage jsaehi wl the mobilagieviendt pretiscsloti @26 Brewbssire ostinoes aeFig.

verified). .-This | formatiQn an partial 15 nmessage is sent to the
mobi | e ‘deaFiindicatpd EYS‘@ECEE‘&E?% CLFEG?O ‘Processing continues on Fig. 7b as

i ndi cat ed by\ﬁﬁiﬂ%fe{%ﬁ@é tPRi "gBkﬁE niobile dW¥ich récefvek & cés@ bfd& 730Bne 8418 nobile

devi ce receives proces [ock 730 the data sen the server. |If there
i s not sanlphytthalsemssd@ethﬂsrndsam|a)part1ahm5$alge mélssmye thm gy mweciSas

usual before the e ount er r there is
bar t1 al OGRS isEal hadhne by G biprle 1A Sy PREVe &f tetrd gt gevi ce
pr oyl dgfeRR& BididARGE then at process block 736, the mobile device provides one or more

notifications to the user based upon the data sent by the server.

At process block 738, one or more objects operating on the mobile device are
populated as completely as possible with the data provided by the server. The partial
message is displayed to the user based upon the populated object(s) at process block 740.

25  As more of the message is provided to the mobile device as determined at decision block
742, the objects are updated at process block 738 and esed in displaying information to the
user at process‘block 740. If no more of the message arrives within a predetermined time,
then processing with respect to the message completes as indicated by end block 744,

Those skilled in the art will also appreciate that encoded message processing

30 methods need not necessarily include all of the steps disclosed herein or may include further
steps and operations in addition thereto, depending upon the types of encoding applied by a

message sender, for example. Other variations of the methods described above will be
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notifications to the user based upon the data sent by the server. [ At
process bl ock 738, one or nore objects operating on the nobile device are
popul ated as conpletely as possible with the data provided by the server.
The partial nessage is displayed to the user based upon the popul at ed
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8160angy, 848 ctiE810, wireless networks 812 and 814, and mobile devices 816 and 818. The

corporate LAN 806 includes a message server 820, a wireless connector system 828, a

data store 817 including at least a plurality of mailboxes 819, a desktop computer system

822 having a communication link directly to a mobile device such as through physical

connection 824 to an interface or connector 826, and a wireless VPN router 832.

25  Operation of the system in Fig. 8 will be described below with reference to the messages
833, 834 and 836.

The computer system 802 may, for example, be a laptop, desktop or palmtop

computer system configured for connection to the WAN 804. Such a computer system

may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer system 802

30 may be a network-connected computer system that, like the computer system 822,

accesses the WAN 804 through a LAN or other network. Many modern mobile devices

are enabled for commection to a WAN through various infrastructure and gateway

arrangements, so that the computer system 802 may also be a mobile device.
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corporate LAN 806 includes a nmessage server 820, a w rel ess connector
system 828, a data store 817 including at |least a plurality of nail boxes
819, a desktop conputer system 822 having a conmunication link directly to
a nobil e device such as through physical connection 824 to an interface or
connector 826, and a wireless VPN router 832. 25 Qperation of the systemin
Fig. 8 Wil Tie deperddadhigedosnisvat HlligifiveneQniple ofea Fesitd]eaveBbased 834 and
836. The conputer system 802 may, for exanple, be a | aptop, desktop or
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20 information to, and to receive information from, one or more mobile devices 816 and 818,

via one or more wireless networks 812 and 814. The wireless connector system 828 may
be a separate component of a messaging system, as shown in Fig. 8, or may instead be
partially or entirely incorporated into other communication system components. For
example, the message server 820 may incorporate a software program, application, or

25 component implementing the wireless commector system 828, portions thereof, or some or
all of its functionality.

The message server 820, running on a computer behind the firewall 808, acts as the
main interface for the corporation to exchange messages, including for example electronic
mail, calendaring data, voice mail, electronic documents, and other PIM data with the

30 WAN 804, which will typically be the Internet. The particular intermediate operations and
computers are dependent upon the specific type of message delivery mechanisms and
networks via which messages are exchanged, and therefore have not been shown in Fig. 8.

The functionality of the message server 820 may extend beyond message sending and

|
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nore nessage server. The wirel ess connector system 828 is used to send
user-sel ected 20 information to, and to receive information from one or
nore nobil e devices 816 and 818, via one or nore wireless netwrks 812 and
814. The wirel ess connector system 828 may be a separate conponent of a
messagi ng system as shown in Fig. 8 or may instead be { partially or

entir el pécdiviang) pRvidied shéi Geafirbe bs ﬂ%ﬂﬂilmsﬁm@eﬁm datapiiite edlendafr
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dynam Cord?d:ﬁﬁeﬁﬁ‘orﬁﬁwmeﬁ chsibs 8tha sith&messake E@&kglcall)t @6rdltd slote tHaadke! | St S,
e-mai| and docunentation, as descri bed above ssage servers such as 820

norlfal | maithexn819. nAdtemativelyi the wessagd sewReB208m9Y iskoTe raesmgie CABY & é&@haast ores
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account, a mail box, gosm bly another address assog ated with,a user,
accountMmessagag |smﬂﬁms,1@c Susgr pecesses dis e hey wadboy B19 andits popnfents sing 2
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820 t I h t bl
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Messages may also be downloaded from the data store 817 to a local data store (not

...4

shown) on the desktop computer system 822.
Within the corporate LAN 806, the wireless connector system 828 operates in
conjunction with the message server 820. The wireless connector system 828 may reside
25 on the same computer system as the message server 820, or may instead be implemented
on a different computer system. Software implementing the wireless connector system
828 may also be partially or entirely integrated with the message server 820. The wireless
connector system 828 and the message server 820 are preferably designed to cooperate
and interact to allow the pushing of information to mobile devices 816, 818. In such an
30 installation, the wireless connector system 828 is preferably configured to send
information that is stored in one or more data stores associated with the corporate LAN
806 to one or more mobile devices 816, 818, through the corporate firewall 808 and via
the WAN 804 and one of the wireless networks 812, 814. For example, a user that has an
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appreciate that a LANw Il typically contain nmany desktop, notebook and

| apt op conputer systens. Each nessaging client normally accesses a nail box
819 through the nessage { server 820, although in some systens, a

nmessagi ng client may enable direct access to the 20 data store 817 and a
mai | box 819 stored thereon by the desktop conputer system 822. Messages
may al sgcdimt devsosidrRd rhiilbaxtd19 if ahad s elofe S8I7Tmkp akol IRRala Hebik ddviveg ( not
shown) on the desktop conmputer system 822. Wthin the corporate LAN 806,
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exanpl e, a user that has an 20 EE account and associated mailbox 819 in the
daflfl stusing tha mohids deviess oh sarae combinatien efdwitle techniguesh as 816. As descri bed

above, nessages recgeived by the Nat o o . | .a_user,
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NESSage, HedsHES seBAP 820 to Be uiefidddas thatadli hstrd evibile desize 816,58 1BHas aomssages

received by the 5 nessage server 820 and stored to the user's mail hox 819
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are sent to a nopile devjce 816, 818 responsive.to yequest or _.access
oper at iAplicakRns @eowgmgi ﬁ’ﬂere%gﬁil‘feeaw&i c & hisy pushy fee i 5T iaones%ot h
techni %@%ﬁ}ﬁ%ﬁﬁ% c%éngjzeééﬁne&tﬁsél RGE Qi fiRSiot dHEPYI SARRhSForetoESSagi ng

systemn | age server 820 to be extended so that each user's
nmobi | e mehileaievRESthus effettamlnextending the company firewsalh §68 twinciude themwhde server
820. A hougglélg(f systens and nethods described herein are not restricted
sol el y 4°HCE I%ased technique, a more detailed 15 description of

push- based nEsgRRNh TRy NehbRUAE deferhBathliféeekohhadias iffr@atiorddth a
mobile device 816, 818 from the corporate LAN 806. One possible information transfer

path is through the physical connection 824 such as a serial port, using an interface or
connector 826. This path may be useful for example for bulk information updates often
performed at initialization of a mobile device 816, 818 or periodically when a user of a
25 mobile device 816, 818 is working at a computer system in the LAN 806, such as the
computer system 822. For example, as described above, PIM data is commonly
exchanged over such a connection, for example a serial port connected to an appropriate
interface or connector 826 such as a cradle in or upon which a mobile device 816, 818
may be placed. The physical connection 824 may also be used to transfer other
30 information from a deskfop computer system 822 to a mobile device 816, 818, including
private security keys (“private keys”) such as private encryption or signature keys

associated with the desktop computer system 822, or other relatively bulky information
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Appl i cations incorporated by reference above. This push techni que, uses a
wireless friendly encoding, conpression and encryption technique to
deliver all information to a nobile device, thus effectively extending the
conpany firewall 808 to include the nobile devices 816, 818. 20 As shown
in Fig. 8, there are several paths for exchanging information wth a
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as Certs an used In's secure messSagi ng schenes such as SIMIVIE
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ei t her &16e8h®Somsths veerisslakiop canipiites syrtern 882 8 Thisdpading ot et eSS ecur e
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allows a nobjl e device user to,select other 15 entities 0£yus Vﬂth whom
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20  also been used to transfer messages from mailboxes 819 associated with a message server
820 to mobile devices 816 and 818.
Another method for data exchange with a mobile device 816, 8§18 is over-the-air,

through the wireless commector system 828 and using wirsless networks 812, 814. As
shown in Fig, 8, this could involve a Wireless VPN router 832, if available in the network

25 806, or, alternatively, a fraditional WAN connection to wireless infrastructure 810 that
provides an interface to one or more wireless networks 812, 814. The Wireless VPN
router 832 provides for creation of a VPN connection directly through a specific wireless
network 812 to a wireless device 816, Such a Wireless VPN router 832 may be used in
conjunction with a static addressing scheme such as IPV6.

30 If a wireless VPN router 832 is not available, then a link to 2 WAN 804, normally
the Internet, is a commonly used connection mechanism that may be employed by the
wireless connector system 828. To handle the addressing of the mobile device 816 and

any other required interface functions, wireless infrastructure 810 is preferably used. The
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the bul ky information onto the nobile device through a physical connection
I nstead of over the air, thus saving tinme and w rel ess bandw dth when a
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20 system 828 to exchange data with any mobile device 816 operating within the wireless

network 812. The wireless network 814 may be a different type of wireless network,

however, such as the Mobitex network, in which case information may instead be

exchanged with a mobile device 818 operating within the wireless network 814 by the

wireless connector system 828 via a connection to the WAN 804 and the wireless
25  infrastructure 810.

Operation of the system in Fig. 8 will now be described using an example of an e-
mail message 833 sent from the computer system 802 and addressed to at least one
recipient having both an account and mailbox 819 or like data store associated with the
message server 820 and a mobile device 816 or 818. However, the e-mail message 833 is

30 intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 806 is preferably also enabled by the wireless connector
system 828.
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15 nmechani sm may be provided in the corporate LAN 806. In the exenplary
comuni cation systemof Fig. 8 for exanple, nobile devices 816, 818
associated with users having nmail boxes 819 associated with user accounts
on the message server 820 are configured to operate on different wreless
networks 812 and 814. If the wireless network 812 supports [|Pv6

addr essi ng, THeefnfaflem¥dshed 835 sWNT6AULE CoPpdtelBYstef 3090¢a e NANVRO4e! ess
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connector system 828. 23 The e-mail nessage 833, sent fromthe conputer
sy$0emdegibed above awibss8e suchnsythp ¢-thail message 838 maemcludgra wseymamesdth a

digital signature and/ or.genctypted, dependi .MDO he Rparticul
messagiuﬁﬁr %&ﬂ‘é‘ﬁ a_u“s~l 0 _ ’cﬁméé%nﬂf gfhef %’Heh‘gf %ﬁ%’ﬁﬁe&éﬁygﬁ qugfo %nabl ed
for segdfiRuliR8esind dr Wsdodhted Mhilfox §1EBy tiemRsdaReé lseVBs 820 € F8B dn Raaibe
signed, 5 encrypted, or both. E-mmil nessages such as 833 normally use

tradi t imgssageSVBPrecigiegy araypigally idsatficdnsins powsil pldresses eprERsponding the2 f or mat
of the_e-mai {{%ﬁ ) chniques are all well known to one in the
art. T 3re%rc‘réu n§§§1§§eJ§§%§a§r1§i ves at the nessage server 820, which

detigr m nes iTheGvivdlesslvofédtereyaiomBLS sehds eraftidrs, ks & agrelds detwonk Bd2 be
stored. As 10 described_ above, a nessage such as ta)%e- mai | [gﬁheﬁ%ge 833 may
i ncl ud814 eEiain wgrselegted dataitems o5 patts obdaia items iromy theroppapte 8 type

of idengifi.er { : Lat ed
i | o pgtite d¥Ree K16SHRPE et Gy Wl AR (R GRUDE itk FiEgfng
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a user, account and thus a pai.l box 819.
following: screen saver actg%tlon at a user’s networked computer system 822,

20 disconnection of the user’s mobile device 816 or 818 from the interface 826, or receipt of
a command sent from a mobile device 816 or 818 to the host system to start sending one
or more messages stored at the host system. Thus, the wireless connector system 828 may
detect triggering events associated with the message server 820, such as receipt of a
command, or with one or more networked computer systems 822, including the screen

25  saver and disconnection events described above. When wireless access to corporate data
for a mobile device 816 or 818 has been activated at the LAN 806, when the wireless
connector system 828 detects the occurrence of a triggering event for a mobile device user,
for example, data items selected by the user are preferably sent fo the user’s mobile
device. In the example of the e-mail message 833, once a triggering event has been

30 detected, the arrival of the message 833 at the message server 820 is detected by the
wireless connector system 828. This may be accomplished, for example, by monitoring or
querying mailboxes 819 associated with the message server 820, or, if the message server

820 is a Microsofi Exchange server, then the wireless connector system 828 may register
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15 The wirel ess connector system 828 sends or mirrors, via a wreless
network 812 or 814, certain user-selected data itens or parts of data
items fromthe corporate LAN 806 to the user's nobile device 816 or 818,
preferably upon detecting that one or nore triggering events has occurred.
A triggering event includes, but is not limted to, one or nore of the
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nanger ghait aisingle aasgibaddresd bettween mohisk sysemi aepuntoor mailbonBeP radithe sent

to and recei ved by the nobile device appears simlar to the infornmation as
st or ed BPPURAEVIEcessi bl e at the host  system LAN 806 in Fig. 8. One
preferred r 1@%“5% £ ROf il REksde 83 PRRICARA ot 838 iaHE 836 RepaREgihg De
sent via a \?&Q%Fe S c()aftq%ork 812, 8I4 in an el ectronic envel ope t%{a}t

cor r es pieciisques mayebensimslae for anytavoiléble transferspaths ehmaybeidepensisyl wpongthe . 818
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nobi | e device 816 or 818 appeari g‘% to cone froma correspondi ng hgst
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to the mobile device 818. Compression reduces the bandwidth required to send the

message, whereas encryption ensures confidentiality of any messages or other information

sent to mobile devices 816 and 818. In contrast, messages transferred via a VPN router

25 832 might only be compressed and not encrypted, since a VPN connection established by

the VPN router 832 is inherently secure. Messages are thereby securely sent, via either

encryption at the wireless connector system 828, which may be considered a non-standard

VPN tumnel or a VPN-like connection for example, or the VPN router 832, to mobile

devices 816 and 818. Accessing messages using a mobile device 816 or 818 is thus no

30  less secure than accessing mailboxes at the LAN 806 using the desktop computer system
822.

When a repackaged message 834 or 836 arrives at a mobile device 816 or 818, via

the wireless infrastructure 810, or via the wireless VPN router 832, the mobile device 816
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sent froma nobile device. A user of a nobile device 816 or 818 may thereby
effectively 15 share a single e-mail|l address between a host system account
or mail box 819 and the nobile device. Repackaging of the e-nmil nessage
833 is indicated at 834 and 836. Repackaging techniques may be simlar for
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20 device 816 or 818 allows a message sent from a mobile device to appear as though the
message originated from the user’s mailbox 819 or account at the host system rather than
the mobile device.

Fig. 9is a block diagram of an alternative exemplary communication system, in
which wireless communications are enabled by a component associated with an operator

25  of a wireless network., As shown in Fig. 9, the system includes a computer system 802,
WAN 804, a corporate LAN 807 located behind a security firewall 808, network operator
infrastructure 840, a wireless network 811, and mobile devices 813 and 815. The
computer system 802, WAN 804, security firewall 808, message server 820, data store
817, mailboxes 819, and VPN router 835 are substantially the same as the similarly-

30 labelled components in Fig, 8. However, since the VPN router 835 communijcates with
the network operator infrastructure 840, it need not necessarily be a wireless VPN router
in the system of Fig. 9. The network operator infrastructure 840 enables wireless
information exchange between the LAN 807 and mobile devices 813, 815, respectively
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and/ or encrypted form This allows original "To", "From' and "CC' addresses
of the e- mail nessage 833 to be displayed when the outer envelope is
renoved and the nessage is 15 di splayed on a nobile device 816 or 818. The
repackaging also allows reply nessages to be delivered to addressed
recipients, with the "From' field reflecting an address of the nobile
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devi ce. Fi % 9is a ? k diagram of an alternative exenplary conmuni cation
systsemc' YRy s communi cations are enabled by a conponent

associ at ed Wrﬁm@emp%ﬂéefm atefs 9440950 88 SMALRY khe MreRI9\WBnretdri 9. 9,
the systeminc es a_conput ef system 802, WAN 804, a corporate LAN 807

| ocat ecsybteni B2B deseibed pbavef i Srhilit cigdEs dats: itomk, aﬂpbrzﬁteamaﬂlmffssws ragét ur e

840, I t wor k 13, and t
Syot omdber G Hoted i mpBor et} Sad BOSSfHER lh 3teB lpdin 4 el B TR o
817, MRich0ONaS: ta‘3§t8re Bk ééﬁNﬁbﬁyﬁnerL&%oa&@ ofi¢|BSnaRs inabily déHeesTBESEE t he

simlarly 30 |abell éd conponents in Fig . However, since the VPN router
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an int erface or ok W rel ess connecto system 844, 854
| S 16peragboung onrth@message sayerr820, Brrevdivdd pathe meSsapsrsprvier B2G the¢ messd4E, 0or852.

The vmreless connect or systens 4, 854 are simlar to the wWreless
connectR9SSIDLL & PRIRicE in2 8B, lgppggaﬁgngd:g%ssagq{stqrﬁ F’e%’f?;maé]goﬂﬁf ng é’ﬁ% such
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fromt r;mmnet\hmen stoogtetor mailtrox kS it eayibe dasessed usng amoblhecrlervmeﬁlé org

bet eorf1% B BEisHREPEaPYBLE it b dhSet Preesar s g afivelt BLOPLC on
of ophe RYMdXE: 819 Wskociated with both desktop computer systems 842 and 852 and thus both
mobile devices 813 and 815.
As those skilled in the art will appreciate, communication network protocols
commonty used in wired networks such as the LAN 807 and/or the WAN 804 are not

suitable or compatible with wireless network commumication protocols used within

25  wireless networks such as 811. For example, communication bandwidth, protocol
overhead and network latency, which are primary concerns in wireless network
communications, are less significant in wired networks, which typically have much higher
capacity and speed than wireless networks. Therefore, mobile devices 813 and 815 cannot
normally access the data store 817 directly. The network operator infrastructure 840

30 provides a bridge between the wireless network 811 and the LAN 807.

The network operator infrastructure 840 enables a mobile device 813, 815 to
establish a connection to the LAN 807 through the WAN 804, and may, for example, be

operated by an operator of the wireless network 811 or a service provider that provides
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in Fig. 9 will be described belowin the context of an e-mail nessage as an
Illustrative exanple of a data itemthat nay be sent to a nobil e device
813, 815. When an e-mmil nessage 833, addressed to one or nore recipients
having an 15 account on the nessage server 820, is received by the nessage
server 820, the nessage, or possibly a pointer to a single copy of the
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access the data store 817 directly. The network operator infrastructure 840
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wireless connector system 844, 854 retrieves requested information from a data store. For

the e-mail message 833, the wireless connector system 844, 854 retrieves the e-mail
message 833 from the appropriate mailbox 819, typically through a messaging client
operating in conjunction with the computer system 842, 852, which may access a mailbox
25 819 ecither via the message server 820 or directly. Alternatively, a wireless connector
system 844, 854 may be configured to access mailboxes 819 itself, directly or through the
message server 820. Also, other data stores, both network data stores similar to the data
store 817 and local data stores associated with each computer system 842, 852, may be
accessible to a wireless connector system 844, 854, and thus to a mobile device 813, 815.
30 If the e-mail message 833 is addressed fo the message server accounts or
mailboxes 819 associated with both computer systems 842 and 852 and devices 813 and
815, then the e-mail message 833 may be sent to the network operator infrastructure 840

as shown at 860 and 862, which then sends a copy of the e-mail message to each mobile
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for exanple, if no session has already been established. As above, a
sessi on between the network operator infrastructure 840 and a w rel ess
connector system 844, 854 may be nmde via a typical WAN connection or

t hrough the VPN router 835 if available. Wen tine delays between
receiving a request froma nobile device 813, 815 and delivering 15
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access gupi | boxes 819 itself, directly or through the mnmessage server 820.
Al so, other data stores, both network data stores_simlar to the data

stdfe 817 arMessagesl orcether nfamation ie be senttdpmia mokile Aedemp i, K15 &y ben 842,

852, may_be .accessi ' . 54 t hus
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systens 842 and 852 and, devices 813 and 815, then the e-nmail sggge 833
may be iBBwttruciire BA0 may ihensead dheindormahiop 49 @rvggqlgﬁsgomtorégs@d%, 860 and

802, Wbt BrollR a2 AAEx Y gdifiersf1d Bhy AHERARA GeliBicRRCLY MRirlcfsageS ©

devi ce , as Indicated at "8 866. rmat 1'on maybe

t r d8sf eerver 826f fresxaniphe ovi mey efsrnatively deliversthe tinfremstlan t@He addiesshd
network gperator infrastructure 840 via either a connection to the WAN 804
or the ToPRIPut er 835. When the network operator infrastructure 840

conmuni ¢ at g:s'[‘l’é@iég@v& Bssg}o{;)psﬁ 68the GORBAGH g, DRlatiRo Hfl-baRforilidnBe The MObI | €

devi ces 8 VI a erent protocols, translafion operations nmay be
per f or reigeledsyconhectoresysizms Side 854 end thef networkuenenter BARsnReRg IRy INstpa

t echni ques | so he .used bhetwee he wirel e onpect or St 844,
854 ancoe RECAUIEGP PUSp AP B DS P aRle ot 815890 B1ande soriaen Pafho: | o
devigce $ddm RlAsPpsksite et WRiriplePL natiftatiol dfas hew Ghéssaie or a list of data

items currently stored in a data store at the LAN 807 could be pushed to a mobile device

813, 815, and then be used to request messages or data items from the LAN 807 via the
network operator infrastructure 840.
If mobile devices associated with user accounts on the LAN 807 are configured to
25 operate within different wireless networks, then each wireless network may have an
associated wireless network infrastructure component similar to 840.

Although separate, dedicated wireless connector systems 844, 854 are shown for
each computer system 842, 852 in the system of Fig. 9, one or more of the wireless
connector systems 844, 854 may preferably be configured to operate in conjunction with

30 more than one computer system 842, 852, or to access a data store or mailbox 819
associated with more than one computer system. For example, the wireless connector
system 844 may be granted access to the mailboxes 819 associated with both the computer
system 842 and the computer system 852, Requests for data items from either mobile
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840. 10 Messages or other information to be sent froma nobile device 813,
815 may be processed in a simlar manner, with such information first
being transferred froma nobile device 813, 815 to the network operator
infrastructure 840. The network operator infrastructure 840 nay then send
the information to a wrel ess connector system 844, 854 for storage in a
mai | boXjeBik8 AR8TH 1B i8Y § ihyiRer by pRFENsaS B the! wittRis&ohfiedidr sySem®His alids 15
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The wireless connector system 878 provides for transfer of data items stored at the

20 LAN 809 to one or more mobile devices 888, 890. These data items preferably include e-

mail messages stored in mailboxes 819 in the data store 817, as well as possibly other

items stored in the data store 817 or another network data store or a local data store of a
computer system such as 822.

As described above, an e-mail message 833 addressed to one or more recipients

25  having an account on the message server 820 and received by the message server 820 is

stored into the mailbox 819 of each such recipient. In the system of Fig. 10, the external

data store 882 preferably has a similar structure to, and femains synchronized with, the

data store 817. PIM information or data stored at data store 882 is preferably

independently modifiable to the PIM information or data stored at the host system. In this

30 particular configuration, the independently modifiable information at the external data

store 882 may maintain synchronization of a plurality of data stores associated with a user

(i.c., data on a mobile device, data on a personal computer at home, data at the corporate

LAN, etc.). This synchronization may be accomplished, for example, through updates sent
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systemincludes a conmputer system 802, WAN 804, a corporate LAN 809 | ocated
behind a security firewall 808, an access gateway 880, data store 882,
wirel ess networks 884 and 10 886, and nobil e devices 888 and 890. In the
LAN 809, the conputer system 802, WAN 804, security firewall 808, nessage
server 820, data store 817, mail boxes 819, desktop conputer system 822,
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being stored in each corresponding location in the data store 882.

The access gateway 880 is effectively an access platform, in that it provides mobile
devices 888 and 890 with access to the data store 882. The data store 882 may be
configured as a resource accessible on the WAN 804, and the access gateway 880 may be

25  an ISP system or WAP gateway through which mobile devices 888 and 890 may connect
to the WAN 804. A WAP browser or other browser compatible with the wireless
networks 884 and 886 may then be used to access the data store 882, which is
synchronized with the data store 817, and download stored data items either automatically
or responsive to a request from a mobile device 888, 890. As shown at 896 and 898,

30 copies of the e-mail message 833, which was stored in the data store 817, may be sent to
the mobile devices 888 and 890. A data store (not shown) on each mobile device 888, 890
may thereby be synchronized with a portion, such as 2 mailbox 819, of a data store 817 on
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certain mailbox 819 in the store 817, and a copy of the e-mail nessage wll
be stored to a corresponding storage area in the data store 882. Wen the
e-mai | message 833 has been stored in the nail boxes 819 corresponding to

t he nobi |l e devices 888 and 890, for 10 exanple, one or nore copies of the
e-mai |l message, indicated at 892 and 894 in Fig. 10, are sent to and

st or ed al gdrpdRhte T BUO.NEheh gk 36 € nibeie HePice dRtalskRX afyisiniliity Bofallesled e 882.
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be senthe date Heres$8Rand B8d7.e 882 via a connection to the WAN 804 or the VPN

ipdates or GG AT b e T ERBICAMR RGeS AT 1008 |
HTTP pasdudl-etpdeshobi devidaiahd dholudsd £ @atigceiver ALDLOd nicobroasssol] TS, or

Secure Sockets lLayer (SSL) may he_used. Those skilled ] he art will
app? ecidispéatt hkd2, &onﬁpﬁ?aul%n@w 324, Fiiam; aeess SEeRY "H28nare Ghe

| ocat i | : : ' b e, dat a
store Syt uRIR BenbBiEuOBovAR P, ol Bok 1ad0 8 KegRba TR L o e
t han omspedker rié34omdningphonatlidé i shoteangst wireless eor@B8®pications sitagystentopy nay
20 be iﬁgé’ed inght e.dat‘g?st?re 82, with a pointer or other identifier of
the st apdoloer GRS BUT-SGLEd: i n each corresponding location in the

data store %%%-ua‘ﬁaé‘ei%gﬁ&i% AaheWeY r380ei $112f hatdnkmater 1314 26fa59s 0186 f or m

in that it provides nobile devices 888 and 890 with access to the data
st d0e 88¢.11THecombarametcdoeal86eillptoys bEL3, codidigitad ¢ignel processer (RSP )atPdssi bl e

gt castenpiigte (A TaEF (B2 Tne RN B Bnde meal pR BN A

b,

804. AW \Brelirahiy intRAdal Rebndk0\WEBTever) Thekydimts whd Mmetivds Wes@ibed heraiet wor ks
884 and 886 may then be used to access the data store 882, which is

synchr @ ineep WRY restristeddgrapastionier 130y of arienngoN AVt do SHisiesy CommymialioR o t her
aut omat ie%%l %y or responsive to a request froma nobile device 888, 890. As
shown éit 8% and 898, 30 copies of the e-mail nmessage 833, which was stored
i n1she dat a THeomebild deviowyl Obeissmoferdbdy at tweo-wapidommimicatesn &SGceahavifi®0. A

data store (not shown) on each nuphile device 888, 89 .t hereb e
synchr dRicgctnd,fiath camgpmicagian capriplities. A Ths |9 X 3mRje, @'P mobilg gﬁ‘@%ﬁ%‘?sn on
31 ac 8 ; aombi [ t R fmlarly
be refl%(rle té@@r‘i‘m f}}ﬁe 5taaq) glte g%%g&%gzsgﬁri]ldé%%nngt%a%Bg? aﬁ%@cl)(r:el%ng?ggram of
an exanptveorks ind enalealse eomifnaicatebovee adiate wawdk) The veiceland datedetwaks | e

1 T9o°° sendsiniad Fi Benbhby She s opisainy toxee LS. oSt §oiRand aRh nsbosie 'or P @
Egggogglga;} b phrRULIRMuRIhdnl hOdwiRY uGRE skhdBic Miffridthre) Rubh b Hise a

1132, a
stations, network controllers, etc., or they may be integrated into a single wireless
network.

The transceiver 1111 is used to communicate with the network 1119, and includes

the receiver 1112, the transmitter 1114, the one or more local oscillators 1113 and the DSP

25  1120. The DSP 1120 is used to send and receive signals to and from the transceivers 1116
and 1118, and also provides control information to the receiver 1112 and the transmitter

1114, If the voice and data communications occur at a single frequency, or closely-spaced

sets of frequehcies, then a single local oscillator 1113 may be used in conjunction with the
receiver 1112 and the transmitter 1114, Alternatively, if different frequencies are utilized

30 for voice communications versus data communications for example, then a plurality of
local oscillators 1113 can be used to generate a plurality of frequencies corresponding to

the voice and data networks 1119. Information, which includes both voice and data
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speaker 1134, a m crophone 1136, a short-range w rel ess conmuni cations
sub-system 1140, and ot her device sub-systens 1142. The transceiver 1111
includes a receiver 1112, a transmitter 1114, antennas 1116 10 and 1118,
one or nore |local oscillators 1113, and a digital signal processor (DSP)
1120. The antennas 1116 and 1118 may be antenna el enents of a

nul ti plieoahsie)is cntuaitisatedcandafiem et aisediver 1T eticelinlabétosamthe DERwever ,

t he systems and net hods desc bed herein are in no way restricted to a
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20 any) may be operable, without the SIM device, but a mobile device will be unable to carry

out any functions involving communications over the data network 1119, other than any
legally required operations, such as ‘911’ emergency calling.

After any required network registration or activation procedures have been

completed, the mobile device 100 may the send and receive communication signals,

25  including both veice and data signals, over the networks 1119, Signals received by the

antenna 1116 from the communication network 1119 are routed to the receiver 1112,

which provides for signal amplification, frequency down conversion, filtering, channel

selection, etc., and may also provide analog to digital conversion. Analog to digital

conversion of the received signal allows more complex communication functions, such as

30 digital demodulation and decoding to be performed using the DSP 1120. In a similar

manner, signals to be transmitted to the network 1119 are processed, including modulation

and encoding, for example, by the DSP 1120 and are then provided to the transmitter 1114
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to operate with any of a variety of voice comunication networks, such as
the Mobitex or DataTAC nobile data communi cati on networks, AWVPS, TDVA,
CDMA, PCS, etc., whereas a nobile device 100 intended for use in Europe
may be configured to operate 10 with the GPRS data conmmruni cati on network
and the GSM voi ce communi cation network. Oher types of data and voice

net wor gy dip@ih 16 QRA0Et @ndadion) fRglickcgtp BBorioH) fiferiti] lanipidicatiod lud nobi | e
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20 module 1124B may provide a high-level user interface operable for sending and receiving

data, such as e-mail messages, files, organizer information, short text messages, etc.,
between the mobile device 100 and a plurality of other data devices via the networks 1119.
The microprocessor 1138 also interacts with other device subsystems, such as the
display 1122, the RAM 1126, the auxiliary input/output (I/O) subsystems 1128, the serial
25  port 1130, the keyboard 1132, the speaker 1134, the microphone 1136, the short-range
communications subsystem 1140 and any other device subsystems generally designated as

1142.
Some of the subsystems shown in Fig. 11 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
30 Notably, some subsystems, such as the keyboard 1132 and the display 1122 may be used
for both communication-related functions, such as entering a text message for
transmission over a data communication network, and device-resident functions such as a

calculator or task list or other PDA type functions.
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gain control algorithms inplenented in the DSP 1120. O her transceiver
control algorithns could also be inplenented in the DSP 1120 in order to
provi de nore sophisticated control of the transceiver 1111. The

m croprocessor 1138 preferably nanages and controls the overall operation
of 10 the nobile device 100. Many types of m croprocessors or

m cr ocont r ol Opgratin®systend Cofiwad usélﬂs}ethe@mro@lrd&smuus&isypre&rzh}yugbmdmp 1120
could be used to carry out the functions, of the m processgi %138
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34 @er%hggﬂwm&%ﬁy\ﬁrﬁ used by the mcroprocessor 1138 is preferably

stored 1n a persistent “store such as non-volatile nenory 1124. The
non-vol ati | eAnmmn;plﬂjzmpphegnonUQodlﬂplld&éNt that opayr b@)l@ﬂ@d@ntﬁsﬂl% npgbaleh
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20  functionality, such as calendar events, appointments, and task items. This module 1124N

may also interact with the voice communication module 1124A for managing phone calls,

voice mails, etc., and may also interact with the data communication module for managing

e-mail communications and other data tfransmissions. Alternatively, all of the

functionality of the voice communication module 1124A and the data commumication
25 module 1124B may be integrated into the PIM module.

The non-volatile memory 1124 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 1124A, 1124B, via the wireiess networks 1119. The PIM

30  dataitems are preferably seamlessly integrated, synchronized and updated, via the wireless
networks 1119, with a corresponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for data items associated with a

particular user.

35




5 nobil e device 1110, the non-volatile nmenory 1124 includes a plurality of
software nodul es 1124A-1124N that can be executed by the m croprocessor
1138 (and/or the DSP 1120), including a voice comrunication nodul e 1124A,
a data conmmuni cation nodule 1124B, and a plurality of other operational
nodul es 1 124N for carrying out a plurality of other functions. These
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20 interface to a similarly eqmpped personal computet.
Additional application modules 1124N may be loaded onto the mobile device 100
through the networks 1119, through an auxiliary I/O subsystem 1128, through the serial
port 1130, through the short-range communications subsystem 1140, or through any other
suitable subsystem 1142, and installed by a user in the non-volatile memory 1124 or RAM

25  1126. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For exampls, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using the
mobile device 100,

30 When the mobile device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver module 1111 and provided to the microprocessor 1138, which preferably

further processes the received signal in multiple stages as described above, for eventual
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non-vol atile nmenory 1124, for exanple, when storage intervals are
relatively short, such 5 that the information is renoved from nenory soon
after it is stored. However, storage of this information in the RAM 1126
or another volatile and non-persistent store is preferred, in order to
ensure that the information is erased fromnenory when the nobile device
100 | ougfut Re'W&Y disglay 9 1p2 e Alisrmativelnaiot domixd bty (14D tdevice dit2B8bAarser nf any
stored deqoded_orgmfartially decoded informatjon by renoving a .nenpry chip
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personal conputer. Additional application nodules 1124N may be | oaded onto
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1126. Such flexibility in_application in | ation i ncreases the
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communicat’i on appl i cati ons may en l'ectroni'c ‘comrerce functions and
ot Hér she mobiladavicall 00.r Althaghi vois: ¢roaud® gigndl et isipiefeyablifaccomplished devi ce

100. 30 Wh t bil e devi 00 i ' [ dat A, cat i
Tode, T FoREs thm speaker, 1 F34, e Tl hEZ B 4 e Jef REPVHRAA oad, i s
pr ocesSasicon! $¥8he ideft |V Sl AP theldukaiifoftd Ribéle4ll, 'oP otte voice call

m croprocessor 1138, ich preferably further processes the receiyved
si gnal rilatediihformbiors t Boyeaxanmle) dhaemidveptoedssardl 138 oin eoninmction witbghoveiget t o

the display 1122, or, altetrnativel tqo an auxiliary 0 i . A
user " ofConpRrToR Hodalé: 658 oy Breing dyBEm” Salhtt dpdy UG 68 SRR
e3P0 Gdentifithiiéh nfStmation of an incoming voice call and display it on the display 1122.

A short-range communications subsystem 1140 is also included in the mobile

device 100. The subsystem 1140 may include an infrared device and associated circuits
and components, or a short-range RF communication module such as a Bluetooth™
module or an 802.11 module, for example, to provide for communication with similarly-
25  enabled systems and devices. Those skilled in the art will appreciate that “Bluetooth” and
“802.11” refer to sets of specifications, available from the Imstitute of Electrical and
Electronics Bngineers, relating to wireless personal area networks and wireless local area
networks, respectively.
INDUSTRIAL APPLICABILITY

30 The present invention is directed af processing encoded messages.
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keyboard 1132, which is preferably a conpl ete al phanuneric keyboard | aid
out in the QNERTY style, although other styles of conplete al phanuneric
keyboards such as the 5 known DVORAK style nmay al so be used. User input to
the nobile device 100 is further enhanced with a plurality of auxiliary
1/0 devices 1128, which may include a thunbwheel input device, a touchpad,
a vari e of ISOLASNED 12 rocker input switch, etc. The conposed data itens
i nput by the user nay then be transmtted over the conmunication networks
1119 via the transceiver nodule 1111. 10 Wien the nobile device 100 is

o o laovh cuerd® SEF SRR o TleBled BiSiagh ovAF L & RABECH A strey "

recei vegnprigingl s are preferably be output to the speaker 1134 and voice
signals for transmssion are generated by a m crophone 1136. Alternative
voi €e or audio lfecel%ggﬁﬁélﬁé%ﬂ%@woﬁ%d@eﬁﬁég%e message recordi ng
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and the operating system so may detect the calTer 20 identification
i nfiOr manéssageaif thesenderomi ng voi ce caII and display it on the display 1122. A
short-range conmu catl ns subs 40..1 S aI 0. in bile
devi ce 100. The § ﬁ]Tﬁfﬁg%ﬁﬁﬁ?ﬁ gHon, is 1) ’ftuﬁ? %ew cgssanﬁbﬁg
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nodul e such as a Bluetooth nodule or an 802.11 nodule, for exanple, to
provi depﬂformeﬁbmld@mcﬁwommmmrwawdﬁcm%%eyst ens and devi ces.
Those skilled in the art will appreciate that "~Bluetooth” and "802.11"
refer to sets of specifications, available fromthe Institute of Electrical
angds ElpcThoOmet®dDigiaeer, svhoréth ahé agoted nictsake saepred bynht sevenfromither ks and
wi rel ess | ocal area networks, respectively. | NDUSTRI AL APPLI CABI LI TY 30
The pr@9@@1'CPWPEﬁﬁsltbﬁeﬂtgemqsé%&eé’éﬂﬁtseﬁﬁiﬁcessi ng encoded nessages. 37 WHAT
IS CLAIMED IS: 1. A nethod for handling an encoded nessage provided by a

sender to a server, conprising: 5 receiving at the server an encoded
messages. The method of claim 1, wherein the encoded message received by the server from the

sender comprises only a portion of the entire message of the sender.

20
4. The method of claim 1, wherein the encoded message received at the server has a

message size, said method further comprising:
determining the size of the encoded message;
if the determined size of the encoded message does not satisfy a
25  predetermined message size criterion, then sending the message status indication to the
device through a wireless connector system that provides information about the size of the
message;
wherein the encoding -related operation is a secure message-related
operation;
30 wherein based upon the provided information about the size of the
message, the device does not perform a secure message operation upon the message data

provided by the server.
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generating at the server a nessage status indication about the received
encoded nessage; sending the nessage status indication and nessage data to
the device; wherein the nmessage data sent to the device is a portion of
the entire 10 nessage of the sender; wherein the nessage status indication
is for use by a wireless nobile comunications device to determ ne that an
encodi 5g- Thé ahéthod p€ ichiimod) whereii tHeoproeided dnifoarhatish byout the desskage sipon t he

partially received encoded nessage. 15 2. The thod of clajm 1, wherein
t he ené%ﬁ%ﬁie%@%ﬁ’&é &8cosipdimessags, did nof Fb‘gﬁ% MEISAZR FiZe GRlTIOBes t he
entire . eﬁﬁﬁ? er?qrmT j i ' encoded
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t he entndieativnss ageprofidet by slnstever @20f the rdseageasizeaddicttion midinates thitdbei n t he
encoded nessage recﬁei \éﬁd at the server has a nessage size, said nmethod
f ur? heSS8A8s S8 sAtsiod e sAen ezt FeEPYe of the encoded nmessage; if the
determ ned size of the encoded nessage does not satisfy a 25 predeterm ned

message size criterion, then sending the nmessage status indication to the
devi ce 6t hTirugtethwdwir dhios 4, whareir ther messegeedateine signedi messagas vdreneiniteh about

the size of t nessage: . . wherein the odi ha, - r.el i Le a
toeur o iivstieg s of ERRRY Shnld B HbridE o ERE Rehdlts rEn B AEBRE Bhele bE

i nf or mptid G5 PMYEnéddRA Hhetsagef whbRin MiB SedeCsenifthednesss sifias mdidatipetd orm a
secure nessage operatiaon upon_ the message data_ provided by the server. 38

5. 1orhe themigbile devies in anfizst epprded message prrbon sdich mdisates dhas{he message i

nessage. Sj I .lﬁﬁ!’.' . . ii%ﬁ] : encoded nessage di d not

sati sfgocf‘nﬂf errfé’{égl%e séz&ghjé%?%&ﬁ?% V\gzel?‘}el% the device attenpts to perform
the secure nessage operation if the message size indication is not

provi ded by the server or if the nmessage size indi Cadtii on i,ndi cates, that the

5 messdgdhsimehadef daimet, Whrseinthe ggeratodmessage datus ndigphiondndicated 104yt ¢ ai m
41 le j b ) - i i I d
eﬁ%@ﬁ%ﬁﬁgﬁﬂ&gﬂm 6§th@¥n%ts%g€§en er,ﬁgﬁeeﬂ’%‘%fffe'd’b fHeserfBSSage data

conpri ses rst portion o encoded ssage because of
15

8. The method of claim 7, wherein the device authenticates the sender’s message after the
server has provided enough of the message to the device for the device to authenticate the

message.

20 9. The method of claim 6, wherein a user of the device that receives the first message
portion is notified that the device cannot verify the signature on the user’s device, thereby
obviating the user from repeatedly activating the device’s more message button in an

attempt to verify the received message.
25  10. The method of claim 4, wherein the server removes attachment data from the sender’s
encoded message before sending the sender’s encoded message to the device; wherein the

message status indication indicates that the attachment has been removed.

11. The method of claim 4, wherein the message size includes size of an attachment

30  associated with the sender’s encoded message.
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the size of the encoded nessage; wherein the server sends the nessage
status indication to 10- the nobile device in a first encoded nessage
portion which indicates that the nmessage is too large for digital
signature verification by the device. { 7. The nethod of claim®6, wherein
t he generated nmessage status indication indicates to the device that the

di gi t al125i Ditpdasthed of clahit 4ressRiethiahesthdenist/inbRaes sies bf 4 afbsdlge Ehevdsgr ver .
15 8. The nethod of claim7, wherein the device authenticates the sender's

mess aghtough ong REmoreet e follawing érphmigness a8 SPMIME ierhmigs; 8 262 teghnigne, devi ce

for th g{n‘}u %&Hi message. 20 9. The nethod of claim6,
wher ei ﬁana ésng&%?dg#gbg Vi %e tha %'r eceives the first nessage portion is

notifired that the device cannot verify the signature on the user's device,
t hereby, . ahviatin he.user . fromrepeatedly activating.the devige's nore
mos Sagelduthesmetind gk clain o Fjereibthy dheseaee Sy Bisahen 58 ase by  3rels The
met hod fibhifd BbintniciiGisCddvidd'® &8hy %Eﬁéﬁﬁﬁ%%s&ﬁf@ﬁ'&%@&r&i%& J#Eta,ﬁﬁbﬁ he
sender's encoded nessage before sending the sender's éncoded ssage to
t he dewintié enovghrafithe miessagerbasbepn movtedsta thdidevice for the dewet tesparfosmn thee
attachnent has been@e%rmve .11, ﬁ{he net hod of claim4, wherein the nessage
si ze i MEPUGELSEEyEegeC AR PR YRR HI® M48*&fssoci ated with the sender's
encoded nessage. 39 6 12. The nethod of claim4, wherein the nessage size
i ncl udes size of a nessage encoded through one or nore of the follow ng
t edfni gle sTheameBod/of olaimtle sisreiiy the messege penit do the dextre@oemmiess a arsi gi t al
signi ng technique T net hod . Al i SS st at us
i ndi Cagby&m} gkg%r Sel??g}%fn%%dr%?sg%%e,%e%%ﬁeﬂ%gs%%rg s{]tg%gﬁ%%f CEND del ay
per f or rhdigatforSiedhis Mobils dadee mbicating taphicahdsedye i5IRid larg@fordigitall siglatursaessage
has been provided to the device for the device to performithe secure
messagereridicatiangbbiherdsvicsnwhersm thi dirhanessage portion is madeavadleblsfondispla% m 1,
wher ei , ttﬁl:?dé@c%S %rdata sent to the device conprises a first portion of
the sender” s encoded nmessage; wherein the server sends the nessage status
i ndiscation to the nobile device indicating that the nessage is too |arge
for digital signature ,verification by the device; wherein the fl§‘£1§§f

Y 15

message-dpoFis Bithpd ofghaim Jy, avhersin the grnerpied messass Hatug dndjeafionpravig

the server to the device indicates that only a portion of the entire message has been sent to

the device.

20  16. The method of claim 15, wherein the message status indication is used by the device
to delay performing a secure message-related operation until enough of the message has
been provided to the device for the device to perform the secure message-related operation

upon the message.

25 17. The method of claim 15, wherein the server provides additional portions of the

sender’s message as the message is provided to the server.

18. The method of claim 1, wherein the device is provided with only a portion of the
message senf from the sender; wherein the device partially 'populates one or more sofiware
30 objecis with the information contained in the partially provided message for use in

handling the message on the device.
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15. The nmethod of claim 1, wherein the generated nessage status indication
provided by the server to the device indicates that only a portion of the
entire nmessage has been sent to the device. 20 16.. The nethod of claim 15,
wherein the nmessage status indication is used by the device to delay
perform ng a secure nessage-rel ated operation until enough of the nessage
has bdén Trequethed of clainh @8 delvdreia theoond remae\pactiallypapealaial sofivhiee sisjects e
nmessage-r el %té,gaifo&erat' on up%the message. .25 17. The method of claim 15,
wher ei 5¢ K¢ 8 ¥ gy HW&F%@P VRESYFCt he sender's nessage as
the nessage is provided to the server. 18. The nmethod of claim1, wherein
the device is provided with only a portion of the nessage sent fromthe
sender ;20wheanethodhef clami 8 ylmreindhe gevparpdibplayssto dineuser additienad pbttivms ef 30
objects,with the informati on contai ned in . th rtially provided nessage

{ or Sus 4b% Fpessagn et PG AL TreES JOORE e IETLEY DRGORET The met hod of ol ai m
18, wherein the one or nore partially popul ated software objects are used

in displaying the inconplete nessage to the device's user. 20. The nethod
of cl aiZh 1&hevinethed roft ¢laimidy i whereinsthe anessege statusuindicatiduliis ifonase pyrzi ons of
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by a ol thd dQodeMheRagey determ ne that an encoding-rel ated operation is
not to be perfornmed  upon the encoded nessage; 10 provi ding the nessage

st 4Pus i ndi cat i orPreyiding: theemspsage patus dndiegtionhand g6 rlgest' & poFi el thessage
to the Sg&i‘@!{[' @&ieﬁqﬂésgfgce tﬁ%he &nmjﬁﬂg(ae%g& handl i ng encoded nessages by a
Ita evFce,

wi rel ess nobiTe commun i ons conprising the steps of 15
receiving a portion of an encoded nessage at the device and a nessage
status .ndicatio bout .t he received nessage portion; using the nessage
St at us Zndic N 28 TodlA eREIE AnesREs o0 8 ‘ﬁa@%ﬁ moblle OPERHETAIRNS s not
to be peier rRQNhE BepP@E tion of the encoded message received by the

L I'ng a Ro

devi ce; 20 ‘genér al tification to comunicate the message status
indfcation to t heceildug @cpartios exf;andersplled megsage a ke device and aumessaghe

recei ved nessage rtion. ) .
tus cgnonp ou{ the received message portion;

using the message status indication to determine that an encoding-related

operation is not to be performed upon the portion of the encoded message received by the
device; '

20 generating a notification fo communicate the message status indication to
the device's user;

displaying to the device’s user the received message portion.

23. The method of claim 22, wherein the encoding -related operation is a secure message-
25  related operation, wherein the message status indication is for use by the device to delay
performing a secure message-related operation unmtil enough of the message has been
provided to the device for the device to perform the secure message-related operation upon

the message.

30 24, An apparatus for handling an encoded message provided by a sender to a server,
comprising:
processor executable instructions configured to receive at the server an

encoded message;
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23. The nethod of claim 22, wherein the encoding -related operation is a
secure nessage- 25 related operation, wherein the nessage status indication
is for use by the device to delay perform ng a secure nessage-rel ated
operation until enough of the nessage has been provided to the device for
the device to performthe secure nessage-rel ated operation upon the
message. 30 24. Aocsssar etedatabler insidtions ¢oafiged o egtnemss ay ¢heps@verded by a
sender to a server,, conprising: processor_executable instructions

conf | gUREssagstatatiadication aboyl thegrgavedencodsBe®assiessage; 41 processor

executabl e instr ﬂﬁ&e@é’lﬁ ﬁfaﬂférﬁgﬁ%&o%'}%e odlio Ld3Rd SBE (Bdssdbe HRGSA0E

status indication about the received enco nessage; process execut abl e
i nst r udhdioaorcandimepsagediatoioshedetibg nessage: status i ndi cati on and nessage

datg to the device, 5 wherein the nessage data sent to the deyice is a
porgi on of the en‘ﬁ?@%g@ﬁﬁéﬁ%ﬁﬂﬁhﬁﬂggﬂﬁ?; evaﬁ%rléianp?ﬂ’é’nn%fgélﬁg%m‘:{?at us
i ndi cathQadeSofitRE seadq; Py a wirel ess nobile conmunications device to

determ ne that an encoding-related operation is not to be performed by the
devi ce upon the puharéinl thy messegw sthiun inginationds Sayaise by a2wireless mobile

communications device to determine that an encoding-related operation is not to be
.p'erformed by the device upon the partially received encoded message.
10
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