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NETWORKING FLOW LOGS FOR MULTI-TENANT ENVIRONMENTS

Divisional Status

The present case claims divisional status frommar@se SG 10201707777Y, the entire

contents of which is incorporated herein by refeesn

CROSS REFERENCE TO RELATED APPLICATION
[0001] This application incorporates by reference fopaliposes the full disclosure
of co-pending U.S. Patent Application No. 14/678,Filed March 30, 2015, entitled
‘NETWORKING FLOW LOGS FOR MULTI-TENANT ENVIRONMENTS

BACKGROUND
[0002] In alarge distributed computing system of a conmgutesource service provider,
various customers, users, services, and resoufties computing resource service provider
are in frequent communication with each other. Kegphe system secure becomes more
challenging as applications are updated and asaimplexity and usage of the system
increases. In such distributed computing systehtsan be difficult to identify the
vulnerabilities of the system. Furthermore, it eédso be difficult to isolate and troubleshoot
issues with the system, and even when issues eméfidd, reliably securing the system may
be challenging. Additionally, many conventionalteyss rely upon manual mitigation of
such vulnerabilities. The complexity and distriloatiof computing resources in these
environments may make it difficult to collect anthéyzes log information generated by the

computing resources.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Various embodiments in accordance with the predisctosure will be described

with reference to the drawings, in which:

[0004] FIG. 1 illustrates an environment in which a conmpyitesource service provider
may provide customers with access to computerritgmation generated by computer
systems operated by the computing resource sgmwagder in accordance with an

embodiment;

[0005] FIG. 2 is an illustrative, simplified block diagrasha server computer system that
may be used to collect computer log informationegated by computer systems operated by

the computing resource service provider in accordance with an embodiment;
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[0006] FIG. 3 illustrates a webpage which may be displdygdn application executed by
a computing device enabling a user to interact witletwork logging service operated by a

computing resource service provider in accordance with an embodiment;

[0007] FIG. 4 illustrates an example environment wheretavark log visualization

browser may be used to display network flow diagrams in accordance with an embodiment;

[0008] FIG. 5 illustrates an example environment wheretavark log visualization

browser may be used to display network flow diagrams in accordance with an embodiment;

[0009] FIG. 6 illustrates an environment which includesoenputing resource service
provider in data communication with a client devarel server computers over a network in

accordance with an embodiment;

[0010] FIG. 7 is an illustrative process which may be usegrovide log information
corresponding to a computer system instance inlé-tenant environment in accordance

with an one embodiment;

[0011] FIG. 8is an illustrative process which may be usegrovide log information
corresponding to a computer system instance inlé-tenant environment in accordance

with an embodiment;

[0012] FIG. 9illustrates an environment in which a custom connected to a computing

resource service provider; and

[0013] FIG. 10 illustrates an environment in which vari@msbodiments can be

implemented.

DETAILED DESCRIPTION
[0014] In the following description, various embodimenil e described. For purposes
of explanation, specific configurations and details set forth in order to provide a thorough
understanding of the embodiments. However, it al8b be apparent to one skilled in the art
that the embodiments may be practiced without pleeific details. Furthermore, well-known
features may be omitted or simplified in order twobbscure the embodiments being

described.

[0015] Techniques described and suggested herein relatgtovement in network
logging and computer logging in multi-tenant conipgiresource service provider

environments. A computing resource service providay operate computing resources
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programmatically managed by the customer of thepdimg resource service provider. For
example, the computing resource service provider oparate a virtual computer system
service and an on-demand storage service, thegeesemay provide computing resources to
customers of the computing resource service provide customer may then remotely load
software, configure, start, stop, and perform othpgrations in connections to the computer
resources made accessible to the customer by thputing resource service provider. The
computing resource service provider may leveragetimputer systems implementing the
services provided to the customers by allowing eudrscription of the computing resources.
Furthermore, at least a portion of the computirsgpueces provided to the customer may be
virtualized. For example, the computing resourggise provider may provide virtual
computer systems to the customer, which that custonay use to implement various

applications, such as a web server.

[0016] The computing resource service provider may alggeément a firewall or other
security features in order to protect customerrimgtion. As a result of these security
features and the virtualized computing environmeetywork log information and other
computer log information may not be accessiblén&dustomer. The computing resource
service provider may collect the log informationtmehalf of the customer, package the
information, and provide the information to the taunser. Additionally, the computing
resource service provider may provide the log imfation to a destination indicated by the
customer. For example, the computing resourcesepriovider may provide the log
information to a metrics service or intrusion détetservice. The metrics service may
generate visualizations, alerts, and on informatimmesponding to the log information on
behalf of the customer. For example, the metricgic® may provide the customer with
current network load on the customer’s virtual cobep system instance. The intrusion
detection service may use the log information tdquen various attack mitigation and attack
detection operations. Furthermore, the intrusidead®n system may use the log information
to update firewall settings, intrusion detectiottisgs, and other security settings of various
computing systems operated by the computing res@ewvice provider. An intrusion
prevention system may also use the log informatashetermine and apply a set of security
policies. For example, the intrusion preventiorteysmay limit the types of data that may be
transmitted by or obtained from a customer virta@hputer system instance.

[0017] The computing systems providing the computing recesito the customer may
include a logging entity configured to obtain netwtwg and computer log information
corresponding to computing resources provided tbqodar customers. The logging entity
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may obtain log information directly from the comimgt system or a component of the
computer system. For example, the computing systeminclude a firewall configured to
block particular traffic directed to customer cortggsystem instances. The logging entity
may obtain network log information from the firelahd cause the log information to be
persistently stored. The metrics service or sorheratervice may determine information
based at least in part on the log information stdmgthe logging entity. For example, the
metrics service may determine an amount of tradficumber of packets, or size of a

particular network flow directed to a particulaistamer’s computer system instance.

[0018] FIG. 1 illustrates an environment 100 in which anpating resource service
provider may provide customers with access to cdaerdag information 114 generated by
computer systems operated by the computing ressereee provider. The computing
resource service provider may provide computingueses to customers 102. Furthermore,
the customers 102 may request log information tdh the computer resource service
provider. A server computer system 108 may be gondid to provide the computing
resources to the customer 102. For example, tiverseomputer system 108 may provide
virtual computing capacity or storage capacityhi® customer 102. The customer 102 and
other entities may communicate with the server aaepsystem 108 over a network 106.
The network 106 may include a virtual private nakyy@n intranet, the Internet, a cellular
network, a local area network, a satellite netwarrlny other such network and/or

combination thereof.

[0019] Additionally, the sever computer system 108 maplement a firewall 104 to
permit or deny communications based at least ingraa security policy. In some examples,
this firewall may block one or more ports of thegst computing system or target virtual
computer system instance unless those ports acdispkty “opened.” In other words, data
packets received at the server computer systensd€dfying the blocked 112 (i.e.,
unopened) ports may be ignored or may cause anarde to be sent to the source of the
packets. If the traffic does not violate the sagupblicies the traffic may be allowed 110 by

the firewall 104 to reach the customers 102 conrmystem instances.

[0020] The server computer system 108 may organize comprasources assigned to
customers in to resource groups such as firewsadling groups and/or other such groups.
One or more resources may be associated with apld@ed in resource groups indicating
one or more resource groupings and/or one or nes@irce dependencies. Resource groups
may be nested so that, for example, a scaling gnmaypinclude one or more firewalls which

may include one or more resources and/or may irectugd or more other resource groups. As
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used herein, the term firewall 104 may refer tadare, software, or combination thereof
configured to control inbound and outbound netwioakic based at least in part on a policy.
The firewall 104 may be configured to ensure tkisusity by, for example, examining
network traffic to verify that incoming and/or ooigg data packets conform to one or more
security policies. The firewall 104 may furtherdmnfigured to verify credentials of
connections to resources, may be configured ta&edithose credentials using one or more
policy services or perform combinations of theseé/another security-related functions. The
firewall 104 may be implemented as hardware, sowamware, a virtual device, or as a

combination of these and/or other such implemematiethods.

[0021] Furthermore, the server computer system 108 mdydaa logging entity

(described in greater detail below) communicativagypled to the firewall 104 such that the
logging entity may obtain log information 114 frahe firewall 104 and store the

information using computing resources of the seceenputer system 108. The customer 102
or other entity may then access the log informatib stored by the server computer system
108. The log information 114, as described in gredetail below, may include information
corresponding to the customer, network interfacepimer of packets transmitted for a
particular network flow, number of bytes for a partar network flow, source address,
destination address, source port, destination potipn performed by the firewall 104,
protocol associated with a particular network flew,application associated with a particular
flow, and other information logged by the servempoter system 108. In various
embodiments, a customer may cause the logging emtiither component of the server
computer system 108 to filter the log informati@séd at least in part on one or more
attributes of the log information. For example, tustomer may, through a management
console described in greater detail below in cotioeavith FIG. 3, cause the log information
to be filtered such that the log information inagcnly log entries corresponding to network
packets and/or network flows denied or blockedhgyfirewall 104. In yet another example,
the customer may request filtered log informati@mmt a metrics service (described in greater
detail below), the metrics service may then fittex log information obtained from the

logging entity for the information requested by tustomer.

[0022] FIG. 2 is an illustrative, simplified block diagramha server computer system 200
that may be used to practice at least one embodiofi¢he present disclosure. The server
computer system 200 may contain system hardwargt@d 3ystem hardware 212 may be
used to support the execution of a variety of @apilons. The system hardware 212 may
include memory 210, one or more central processnitg (CPUS) 214, and a network
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interface 218. The system hardware 212 may inobtlder hardware devices not shown in
FIG. 2 for simplicity, the other hardware deviceynstore devices, graphics devices, input
output (I/O) controller or any other hardware dewstitable for supporting the execution of
one or more hypervisors 202 or other applicatidihg one or more central processing units
214 (also referred to as processors for simplieitgy be communicatively coupled to a
number of systems or hardware devices, such an¢hngory 210, and the network interface
218. The server computer system 200 may also iedegeral applications, including a
hypervisor 218 and a computer system instance#@@h may include as illustrated in FIG.
2 a virtual network driver 226. The virtual netwatkver 226 may provide a network

interface for the customer computer system instaaee.

[0023] The hypervisor 202 may be a set of computer exbitastructions, that when
executed by one or more processors of the servepaier system 200, causes the system to
provide a virtual operating platform and managesasdo the system hardware 212.
Furthermore, the hypervisor 202 may provide supfmortomputer system instance 220.
Computer system instances 220 may be a virtual atgngystem configured to execute one
or more applications implemented by the customar.elxample, the computer system
instance 220 may execute a web server operatdielbgustomer. The computer system
instance 220 may also be communicatively coupldatediypervisor 202 to enable
hypervisor management commands received from tsi@wer to be transmitted to the

hypervisor 202.

[0024] The memory 210 may provide a computer-readablagéomedium for storing data
that may provide the functionality of at least @mebodiment of the present disclosure. The
data stored in the memory 210 (programs, code nesdurstructions) that, when executed by
one or more processors 214, may provide the fumality of one or more embodiments of
the present disclosure. These application modulé@sstructions may be executed by the one
or more processors 214. The network interface 24 Ioe network interfaces connected to
the computing system 200. The network interfacer®a8 be a hardware, software, or
combination thereof configured to receive and tnaihapplication data, such as computer
system instance 220, over a network 206 to oneave mther computing systems. Although
only one enhanced network interface 218 is showFi@ 2, multiple network interfaces 218
may be connected to computing system 200 in acnoed@ith the present disclosure. The
network interfaces 218 may be configured to sertraneive application data through the

virtual network driver 226 included in the compugstem instance 220.
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[0025] The server computer system 200 may also includewdll 204. The firewall 204
may be configured to permit or block network tratliased at least in part on one or more
security policies provided by the customer or cotimguresource service provider. The
firewall 204 may be implemented as hardware, softwar a combination thereof. For
example, the firewall 204 may include a kernel mMedwnfigured to filter network traffic
directed to computer system instances 220 implesaddoy the server computer system 200.
In addition, the server computer system may inclttegging entity 208 configured to
obtain log information from the firewall 204.

[0026] The logging entity 208 allows customers to obtamihformation regarding
network traffic flows to and from the virtual netvkadriver 226 of the server computer
systems 200. The log information captured by tlygilog entity 208 includes customer
identification information, virtual network drivédentification information, packet count,
byte count, timestamp corresponding to the statti@hetwork flow, timestamp
corresponding to the end of the network flow, anéetion performed by the firewall 204.
The logging entity 208 can publish the log inforioatto a storage device, computing
service, or server computer system. For exampgeloiging entity may be configured to
publish the log information to a metrics servicea#ed in greater detail below.
Additionally, the logs may be published at varicugrvals of time or may be streamed
directly to the receiving party as the logs areggated. For example, streaming the log
information to an intrusion detection system magi®e real-time or near real-time attack

mitigation.

[0027] The network log information may enable the custotodroubleshoot various
customer networks. The customer networks may irctedources provided by the
computing resource service provider as well as agim@ resources operated by the

customer, for example, on premise computing ressuia a specific troubleshooting

example, a least some network traffic may not laehing the customer’s computer instances

provided by the computing resource service provitlee network log information may
include information corresponding to denied netwioakfic to the customer’s computer
instance, enabling the customer to see that aditeww other device may be blocking
inbound traffic to the customer’s computer instadeernatively, the network log
information may indicate to the customer that therse traffic from another computer

instance is being blocked and is not reachingittess on a second computer instance.

[0028] The network log information may also be used innemtion with intrusion

detection and mitigation systems. For examplafcustomer’s computer instance has been
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compromised the network log information may indéctitat the customer’s computer
instance is performing port scans of other netwotdrfaces of computer instances in the
customer’s virtual private network, or port scagaiast Internet hosts, or the computer
instance is transmitting files to an Internet hésiditionally, the network log information

may indicate a potential attack that might be mmgnt=or example, the network log
information may include denied SSH traffic goingnaltiple computer instances operated by
the customer, the customer may then take speatiotermeasures as per the customer’s
corporate policy.

[0029] The network logging information may be providedatmetrics service. The metrics
service, described in greater detail below, mayidevarious visualizations to the customer
such as accepted traffic to the customer instami@@Bc patterns to the customer’s instances,
and other visualizations. The network log inforraatmay also include information
corresponding to specific user sessions or IP@essin addition to metrics services, the
network log information may be used for networklgsia. The analysis and/or metrics
service may also include alarms configured to trahsotifications to customers in response
to detected events or attributes, for exampldydfrietwork traffic to the customer’s computer
instance is above a threshold for an intervalra&tor the customer’s computer instance is

receiving no network traffic for an interval of t&m

[0030] Network log information may include a variety offdrent elements including

format version, customer account identificatioromfiation, network interface identification
information on which the flow is captured, sourdel@ss of the flow, destination address of
the flow, source port of the flow, destination poirthe flow, protocol in use by the flow,
calculated number of packets seen in the flow dugisampling window, a number of bytes
seen in the flow during the sampling window, stdrthe sampling period for which flow is
detected, end of the sampling period for which flewletected, and an action associated with
the flow. The action may include a variety of andaken by the firewall or other device

implements by the computing resource service pensdch as accept, deny, or no data.

[0031] FIG. 3 shows a webpage 300 which may be displayaahtapplication executed by
a computing device enabling a user to interact witletwork logging service operated by a
computing resource service provider. The webpa@epB0vides the user the ability to select
a variety of options for controlling providing nedvk log and/or computer log information to
an end point. Network log information may includéormation corresponding to any transfer
of some amount of data between two endpoints (as@hpair of applications or a pair of

modules of the same application, typically runnamgdifferent physical hosts) in accordance
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with one or more networking protocols. It is nothdt although, for ease of explanation,
much of the following description refers to a s@uand a destination for a given network
transmission, either direction for a bi-directiotrainsmission between the two endpoints
involved in the transmission may each be consideitbér a source or a destination for
different subsets of the bi-directional traffic.efbomputer log information may include any
information records by a computer system correspgnit the operation of the computer

system, such as actions taken, error codes, oesudt of an operation.

[0032] As illustrated in FIG. 3, the webpage 300 includasous graphical user interface
elements that enable customers to provision, marmagkeinteract with computer instances
through a management console of which the webp@@es3 part. The webpage 300 may be
displayed by various applications, such as a ma@agfdication or a web browser. In this
example, the webpage 300 includes various navig@tieatures. For instance, on the left-
hand side of the webpage 300, various links 310 Im&yto one or more other webpages that
contain additional content corresponding to a waré different actions the customer may
cause to be performed. The console pages may pormréso operations that may be taken to
manage or otherwise control virtual machine instarzy the virtual machine management
service described in greater detail below. In gkiample, the links appear as textual words
which enable the links to be selected using anapate input device such as a keyboard,
mouse, touchscreen, or other input device. Selecti@ne of the links 310 may cause an
application displaying the webpage 300 to submitspant to a URL associated with the
selected link by the programming of the webpage @8AHTTP request for the content
associated with the link to a server that provittedwebpage 300 or another server.

[0033] In this example, the webpage 300 also includesplgcal user element configured
as a “next” button 304. The next button 304 mag lgeaphical user interface element of the
webpage 300 where the underlying code of the webBag is configured such that selection
by an input device of the next button 304 causksnmation corresponding to the selection

of an endpoint for the network log information asrd¢.omputer log information on the
webpage 300 to be transmitted to one or more sepraputer systems of the computing
resource service provider, such as the server caanpystems responsible for executing the
virtual machine management service. Through theaggment console, the customer may be
guided through the process of setting up loggim@fparticular computer system instance.
The process may be divided into steps and the mestmay be prompted to provide
information at each step. For example, the web@a@@edisplays to the customer a list of
different types of log information that may be eclied. The customer, using an input device,
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may select various attributes of the computer me#aand/or networking environment of the
computer instance. The customer selection maydredsuntil the entire process is completed
or the customer selection may be transmitted twitteal machine management service
upon selection of the next button 304. Although panht for log information selection is
shown in FIG. 3, the customer may be prompted lecsany operating parameters and/or

software application to be executed by the compnttance once instantiated.

[0034] In various embodiments, the service provider mdgrd@ne the particular type of
virtualization layer for the user based at leagian on various factors such as type of log
information selected by the user, quantity of lofipimation selected by the user, operating
system selected by the user, features of the opgsgstem selected by the user, particular
features selected by the user, applications seldxgtehe user, availability of particular
virtualization layer, cost associated with a paitac virtualization layer, or other factors
suitable for selecting virtualization layers baseduser information. In these embodiments,
the user may or may not be presented with thetyahiliselect a particular virtualization layer
but may be presented with a selection of whethentble logging of network transmission
to and/or from the user’s computer system instalfitke user selects to enable or disable
logging, the user may be presented with the ogtaselect between the user-selection and

the service-provider-determined selection.

[0035] The webpage 300 may also include a graphical useremt configured as a “back”
button 306. The back button 306 may be a grapheal interface element of the webpage
300 where the underlying code of the webpage 308asathe application displaying the
webpage 300 to navigate to a previously navigatelpage. Once the customer has made a
selection using the webpage 300 and selected #idbndon 304, the application displaying
the webpage 300 may submit an HTTP request forigioyvor modification of a computer
system instance supported by a virtualization laperfigured to enable or disable logging
for the computer system instance. The request radsabsmitted to one or more server
computer systems or services of the computing resaervice provider. For example, the
request may be transmitted to the virtual machineagement service operated by the
computing resource service provider. The virtuatini@e management service may then
select, based at least in part on the customectg®iea physical host (e.g., server computer
system) capable of performing the selected netwag$iing or computer logging information
and cause the physical host to instantiate a cangystem instance on behalf of the user. At
some point in time after the computer system ircgas instantiated, the virtual machine
management service may pass operation of the hirtaehine to the user. The virtual

10



10

15

20

25

30

machine management service or some other servite @omputing resource service
provider may select the physical host based at iegmrt on a variety of factors beyond the
logging options selected by the user, includingsigular geographic area based at least in
part on an Internet Protocol (IP) address assatiaith the request and the user, load on one
or more physical hosts, network traffic associatéti the one or more physical hosts,
request response latency of the one or more pHysists or any other information suitable

for selecting a physical hosts to instantiate an@are computer instances.

[0036] FIG. 4 illustrates an example environment 400 wiaenetwork log visualization
browser may be used to display network flow diagras described herein at least in
connection with FIGS. 1 and 2 and in accordanch atileast one embodiment. A network
log visualization browser 402 may be configuregtoduce network flow visualization
diagrams using network log information as describexkin above, save network flow
diagrams, load network flow diagrams, apply filbgriand/or analysis processes to network
flow diagrams and/or perform other such processssaated with network flow
visualization. The network log visualization browd@2 may be configured as a computer
service such as a web service and may be proviladarvice by the computing resource

service provider as described herein at leasbimection with FIG. 1.

[0037] The network log visualization browser 402 may in@dunctionality 410 to

perform operations such as loading network flowinfation, generating network flow
visualizations, saving network flow visualizaticarsd/or other such functionality. Network
log information may be saved in a network log réjoog a data store or some other such
location. Network flow visualizations may also laved in a repository, data store or some
other such location. The network log visualizatowawser 402 may include functionality 408
to display at least a subset of the network logrimftion and may also include functionality
to display the filtered results of the network Exgya result of applying one or more filtering
processes 406. The filtering processes 406 maybedmat least in part on one or more tags

as described herein above.

[0038] The network log visualization browser 402 may farthe configured to produce a
network flow diagram 404 based at least in parth@network log information and/or based
at least in part on the filtered network log infatmon. The network flow diagram 404 may be
displayed using block diagrams, generated imagessoalization elements and may, in
some embodiments, include one or more icons. Ttweonk log visualization browser 402
may include a set of tools 412 used to performoearifunctionality in connection with the

displayed network flow diagram 404. The set of $o612 may be a set of functions included
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in the network log visualization browser 402 thadleles the customer to perform a variety of
operations such as analyzing the network flow @iagd04 or altering the network flow

diagram 404.

[0039] As illustrated in FIG. 4, the network flow diagrat@4 may be based at least in part
on the topology of a customer’s computer systerramte and may include relationships
(such as arrows) indicating connections and/or d@gecies between the resources, resource
groups, or networks represented by the blocks amctias and various regions. In the
example illustrated in FIG. 4 the arrows indicataognnections may also indicate an amount
of network traffic transmitted from the customesamputer system instances for various
regions. The regions may be geographic regionsayrlme networks or other groups of
computing resources. In various embodiments, theark flow diagram 404 additionally
includes text elements displaying, for examples @gsociated with resource types, tags
associated with resource instances, tags assogidtedesource groups, tags associated with
networks or combinations of these and/or other sagh. The network flow diagram 404
may additionally include text elements displayirtigey data and/or metadata associated with
the resources, the resource groups, the netwtrstituctured description and/or the
computer system. In some embodiments, the netwegrkibualization browser 402 may
include functionality to update (or refresh) théwark flow diagram 404 and may, in some
embodiments, include functionality to provide segs relating to that update. For example,
the network flow diagram 404 may be updated autmalat once additional network log
information is generated by the server computetesysmplementing the customer computer

system instances.

[0040] As may be contemplated, the contents of the netlogrkisualization browser 402
illustrated herein relating to browser functionaldisplay modalities, the presence and type
of text elements, the presence and type of icomehés and/or other such user interface
elements described herein in connection with theodk log visualization browser 402 are
merely illustrative examples indicating an emboditna& the network log visualization
browser 402. As such, other types of browser fonetiity, display modalities, presence and
type of text elements, presence and type of icements and/or other such user interface
elements may be considered as within the scopeegfriesent disclosure.

[0041] FIG. 5 illustrates an example environment 500 wiaenetwork log visualization
browser may be used to display network flow diagras described herein at least in
connection with FIGS. 1 and 2 and in accordanch atiteast one embodiment. A network

log visualization browser 502 may be configuregtoduce network flow visualization
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diagrams using network log information as describexckin above, save network flow
diagrams, load network flow diagrams, apply filbgriand/or analysis processes to network
flow diagrams and/or perform other such processssaated with network flow
visualization. The network log visualization brow562 may be configured as a computer
service such as a web service and may be provi&ladarvice by the computing resource

service provider as described herein at leastimmection with FIG. 1.

[0042] The network log visualization browser 502 may in@dunctionality 510 to

perform operations such as loading network flowinfation, generating network flow
visualizations, saving network flow visualizaticarsd/or other such functionality. Network
log information may be saved in a network log réjoog a data store or some other such
location. Network flow visualizations may also laved in a repository, data store or some
other such location. The network log visualizatowawser 502 may include functionality 508
to display at least a subset of the network logrimftion and may also include functionality
to display the filtered results of the network kEga result of applying one or more filtering
processes 506. The filtering processes 506 maybedoat least in part on one or more tags

as described herein above.

[0043] The network log visualization browser 502 may farthe configured to produce a
network flow diagram 504 based at least in parth@network log information and/or based
at least in part on the filtered network log infatmon. The network flow diagram 504 may be
displayed using block diagrams, generated imagessoalization elements and may, in
some embodiments, include one or more icons. Ttweonk log visualization browser 502
may include a set of tools 512 used to performoearifunctionality in connection with the
displayed network flow diagram 504. The set of $d8l2 may be a set of functions included
in the network log visualization browser 502 thadleles the customer to perform a variety of
operations such as analyzing the network flow @diagb04 or altering the network flow
diagram 504.

[0044] As illustrated in FIG. 5, the network flow diagr&f4 may be based at least in part
on the amount of network traffic transmitted frondaeceived at the customer’s computer
system instances. The network log visualizatiowsery 502 may generate one or more
graphs to include in the network flow diagram irading an amount of network traffic
transmitted to and from the customer’s computetesysnstances for various intervals of
time. In various embodiments, the network flow deag 504 additionally includes text
elements displaying, for example, tags associatddrasource types, tags associated with

resource instances, tags associated with resowoeg tags associated with networks or
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combinations of these and/or other such tags. €h&ark flow diagram 504 may

additionally include text elements displaying otbata and/or metadata associated with the
resources, the resource groups, the networkstrineilged description and/or the computer
system. In some embodiments, the network log vigatabn browser 502 may include
functionality to update (or refresh) the networdwildiagram 504 and may, in some
embodiments, include functionality to provide segs relating to that update. For example,
the network flow diagram 504 may be updated autmalat once additional network log
information is generated by the server computetesysmplementing the customer computer

system instances.

[0045] As may be contemplated, the contents of the netvogrkisualization browser 502
illustrated herein relating to browser functionaldisplay modalities, the presence and type
of text elements, the presence and type of icomeiés and/or other such user interface
elements described herein in connection with theork log visualization browser 502 are
merely illustrative examples indicating an emboditnaf the network log visualization
browser 502. As such, other types of browser fonetity, display modalities, presence and
type of text elements, presence and type of icemehts and/or other such user interface

elements may be considered as within the scopeeqgfriesent disclosure.

[0046] The environment such as that illustrated in FIG& be useful for a provider such
as a computing resource provider, wherein the coimgpuesource system responds to
requests from customers to perform various log@ungtions in connection with a multi-
tenant environment. As discussed above, the compuisource service provider provides a
mechanism to allow customers to obtain networkimégrmation and computer log
information associated with the customer’s compsystem instances. The environment in
such a case may include additional components anttier arrangements, such as those
illustrated in the environment 600 of FIG. 6. listexample, the environment 600 includes a
computing resource service provider 604 in datamamcation with a client device 610 and
server computers 642 over a network 606. In oneoéeimient, the server computers 642 may
be one or more computer hardware devices thatsae to implement computer system
instances 620, as described above in connectidnPi@. 2. For example, the server
computers 642 may include hardware for implementypgs of computing resources, such
as storage devices, virtualized storage devicaéwanking devices, and the like. Additionally,
the implemented computing resources may be progedivatly and remotely managed by a

customer of the distributed computing resource igiev
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[0047] The server computers 642 include a plurality of patar system devices that are
each capable of executing one or more instancesm@2bed by the distributed computing
resource service provider 604. In one embodimertt ef the server computers 642 includes
a processor, a data store, an input/output bugorady other component known in the art

for executing instances 620. Additionally, the amstes 620 may be virtual machine instances.
As known in the art, a virtual machine instancanisnstance of a software implementation

on a machine (i.e., a computer) that executes progtike a physical machine. For example,
each of the server computers 642 may be configuregecute an instance manager 618

capable of implementing the instances 620.

[0048] The instance manager 618 may be a hypervisoralization layer, or another type
of program configured to enable the execution oftiple instances 620 on a single server
computer system 642, for example. As discussedealsach of the instances 620 may be
configured to execute all or a portion of an agglmn. Additionally, the network 606 may be
similar to the network as described above. The ogtgd environment 600 may span one or
more data centers, where each data center mayolgeagically distinct from each other.
Additionally, the networked environment 600 showrFIG. 6 may be one of several
embodiments employed by the computing resourcecgeprovider. The server computers
642 may further include a firewall 604 and a loggamtity 608. The firewall 604 may be
hardware, software, or combination thereof conkguilo manage network traffic to the
instances 620 as described above. Furthermor&gdbag entity 608 may be a set of
computer executable instructions, that when exedoyeone or more processors of the sever
computers 642, cause the sever computers 642amdby information from the firewall

604 and/or the instance manager 618. For exanti@dpgging entity 608 may obtain
network log information from the firewall 604 andnoputer log information from the

instance manger 618.

[0049] In one embodiment, the computing resource servioeger 604 includes a data
store containing resource data 644, an instane&ed12, a network information service
626, an intrusion detection service 630, a pubiigisiervice 632, a metrics service 634, a
security service 636, and/or other components.rébeurce data 644 may include data
related to the server computers 642. For examplene embodiment, the resource data 610
includes one or more records of server computer 646. Each one of the records of the
server computer data 646 corresponds to the seoveputers 642 of the networked

environment 600.
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[0050] The instance service 612 instantiates instance®©&26€d at least in part on a set of
preferences provided by the customer. In one emfoexdl, the instance service 612 receives,
from the customer on the client device 610, a regj640 to create one or more instances 620
and optionally assign the logging entity 608 to ileigrmation corresponding to the operation
of the instances 620. Additionally, the request feived from the customer operating the
client device 610 may also indicate a time to staecution of the requested instances 620. In
response to receiving the request, the instaneéceddl12 instantiates instances 620. In
various embodiments, the intrusion service 630 eirics service 634 receives the request
640 and transmits a command to the instance seBli2e¢o begin logging information
associated with the instances 620 and store thedtagin the resource data 644 data store,

such as network log data 646.

[0051] The customer may interact with the computing res®service provider 604 (via
appropriately configured and authenticated APIs}dt) create, delete, and describe log
information collected from instances 620 that astantiated on server computers 642 and
operated by the computing resource service prow@ér Additionally, the customer may
create one or more security groups using the dgaeivice 636, the security groups may be
a logical collection of instances 620 that are gogd by the same set of security policies
applied by the firewall 604. The customer may pdevihe set of security policies or the
computing resource service provider 602 may dedingnimum set of security policies. In
various embodiments, the customer may create andgeasecurity groups through a
management console provided by the computing resaervice provider 604. The
management console may be exposed to the custasaraszebpage, such as the webpage
illustrated above in connection with FIG. 3, byeirscting with the webpage (e.g., through a
browser application) the customer may cause AR$ talbe generated. The generated API
calls may cause the computing resource servicagep®04 or component thereof to

perform various operations indicated by the custome

[0052] The intrusion detection service 630 may includeléection of devices and/or
software applications that monitor network 606 angérver computer system 646 activity
for malicious activities or policy violations. Fhdrmore, the logging entity 608 or the
publishing service 632 may provide the intrusiotedgon service 630 with network log data
646. Furthermore, the intrusion detection servig@ ®ay correlate network log data 646
across various instances 620 operated by diffetestbomers. Correlating the network log
data 646 may enable the intrusion detection seB&€eto obtain additional information
corresponding to an attack or attacker. For exantipéelog may indicate that a source IP
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address is scanning a particular network for opgroets. This activity may indicate the
source IP address is involved in an attack andhtingsion detection system may cause data
packets transmitted from the source IP address tddrked. In various embodiments, the
intrusion detection service 630 generates updatteetset of security polices managed by
the security service 636 and provides the updaedfgolicies to the firewall 604 or other
computing devices operated by the computing regosecvice provider 604. In addition to
the intrusion detection service 630, the computespurce service provider may operate an
intrusion prevention service (not illustrated ifGF6 for simplicity). The intrusion prevention
service may include one or more network devicesigored to prevent and/or block
intrusions that are detected. For example, thesian prevention service may send an alarm,
drop malicious packets, reset a connection, orkdlloe traffic from the offending IP address.
The intrusion prevention system may monitor netwaakic by at least obtaining the
network log data 646 from the logging entity 608h@ publishing service 632.

[0053] The network information service 626 may maintaiatomer account information
and other information corresponding to the custofer example, the network information
service 626 may include customer identificatiororniation, instance identification
information, network interface identification infoation, and other information suitable for
identifying information associated with a partiautastomer. For example, as described
above, the network log information may include ousgr identification information. The
logging entity 608 or metrics service 634 may abtae customer identification information
from the network information service 626. The psihing service 632 publishes and
schedules updates to the network log data 646etoetources data 644 or other end point
designated by the customer. The publishing ses8&may also periodically or aperiodically
check if the logging entity 608 has additional iofiprmation to be published to one or more
end points. In various embodiments, the publiskenyice 632 may transmit log information

real-time or near real-time to the various end {®0in

[0054] The metrics service 634 may receive, from the lagitity 608 or other component
of the server computer system 642, resource d&taé4esponding to the instances 620. The
resource data 644 obtained by the metrics senddentay indicate the utilization of various
components of the instances 620 such as the cenb@@dssing unit, memory, networking
interface, operating system, applications, andratbmponents of the instances 620. This
information may be used for a variety of differentposes, for example, determining
whether to allocate or deallocate resources tatie-scaling group 602. Additionally, the
information may be used by the maintenance sef8@eto determine the health of an
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instance 620 and/or a server computer system @#&2mietrics service 634 may obtain and
aggregate utilization information for all of thestances 620 assigned to the auto-scaling
group 602. Furthermore, when instances 620 areglecstandby or detached from the auto-
scaling group 620, the metrics service 634 mayivea command to remove the instances
620 from the set of instances 620 for which theriteservice 632 collects and/or aggregates

utilization information for.

[0055] FIG. 7 shows an illustrative process 700 which toaysed to provide log
information corresponding to a computer systemaims in a multi-tenant environment in
accordance with at least one embodiment. The psod@3 may be performed by any suitable
system such as the firewall and logging entity dbed above in FIGS. 1 and 2 or any
combination of systems or component thereof. Retgro FIG. 7, in an embodiment, the
process 700 includes receiving network traffic 7D2e received network traffic may
comprise one or more network flows or transmissitirscted to a computer system instance
operated by a customer and implemented using congprgsources provided by a
computing resource service provider. The traffig/rba received, as described above, at a
server computer system of the computing resounsécseprovider. A firewall of the server
computer system may then make a firewall decisased at least in part on the received
network traffic and a set of security policies 704e set of security policies may correspond
to a set of network traffic which may be allowedthg firewall on a particular set of ports as
described above. The firewall may take an actiotherreceived traffic such as allow or

deny.

[0056] Returning to FIG. 7, the process 700 may furtheluithe obtaining additional
information corresponding to the received netwoalfic and firewall decisions 706. For
example, the logging entity may obtain network iiftee identification information and the
particular firewall decision corresponding to atmadar network flow or network data
packet. The logging entity may then collect netwokinformation for network flows that
correspond to the received network traffic. As diésd above, the network log information
may include information obtained from the netwosdtadpacket such as source address, size,
protocol, and any other information included in tie@work data packet. The logging entity
may then provide the network log information toetéested destination 710. The destination
may be selected by a customer or may be provideéddogomputing resource service
provider by default or as a result of various omsiselected by the customer, such as a type

of logging or analysis to be provided to the custorRurthermore, the logging entity may
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process at least a portion of the network log imfation before providing the network log

information to the selected destination.

[0057] FIG. 8 shows an illustrative process 800 which taysed to provide log
information corresponding to a computer systemaims in a multi-tenant environment in
accordance with at least one embodiment. The psd@3 may be performed by any suitable
system such as the firewall and logging entity dbed above in FIG 6 or any combination
of systems or component thereof. Returning to BlGn an embodiment, the process 800
includes receiving a selection of a network integféo enable logging and a destination for
the log information 802. As described above, tre@mer may be using a client computing
device to interact with a management console exptusthe customer. Through the
management console, the customer may specify aonetaterface, virtual private network,
subnet, computer system instance, or other congpusource provided to the customer to

enable logging in.

[0058] The management console may then transmit a comtoahe appropriate

computer system or service of the computing resosecvice provider to cause the computer
system to obtain network log information from tleemputer system responsible for
implementing the selected network interface 804aing the network log information may
include receiving from a publishing service logomhation generated by the server computer
system. Furthermore, the log information may ineladl of the log information for the
plurality of customers provided resources by theesecomputer system in the multi-tenant
environment. The log information correspondinghe selected network interface may then
be retrieved from the obtain network log informatR06. For example, the computing
resource service provider may scan the log infalndbr information identifying the

selected network interface. The computing resoseceice provider may then provide the

log information to a destination. For example, plablishing service may then transmit the
log information to a metrics service which may gete visualization of the log information

on behalf of the customer.

[0059] FIG. 9 shows an example of a customer connectacctimputing resource service
provider in accordance with at least one embodinigm computing resource service
provider 902 may provide a variety of servicesh® ¢ustomer 904 and the customer 904
may communicate with the computing resource semiogider 902 via an interface 926,
which may be a web services interface or any diyper of customer interface. The interface
926 may, for instance, be configured to receive édfls from the customer 904 and, to fulfill

the API calls, may cause respective services timgarvarious operations such as described
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above. Each service of the computing resourceceprovider 902 may be implemented as a
computer system (e.g., a distributed computer systamprising multiple computing

devices, each with one or more respective process@t communicate over a network) that
operates according to executable instructions dtoollectively on a set of computer-
readable storage media, where individual compw@adaible storage media may each have a
portion of the instructions for causing a respextievice of the computer system to operate.
In some embodiments, at least some of the seraieemteroperable, thereby forming a
larger distributed computer system made up fronviddal distributed computer systems
each that operates a respective service. While &Ehows one interface 926 for the services
of the computing resource service provider 902heacvice may have its own interface and,
generally, subsets of the services may have canespg interfaces in addition to or as an
alternative to the interface 926. The customer@@¥ be an organization that may utilize
one or more of the services provided by the compgutesource service provider 902 to
maintain and deliver information to its employeshkjch may be located in various
geographical locations. Additionally, the custoriéd may be an individual that utilizes the
services of the computing resource service pro\@@2rto deliver content to a working group
located remotely. As shown in FIG. 9, the custof@® may communicate with the
computing resource service provider 902 througktavark 906, whereby the network 906
may be a communication network, such as the Inteameintranet or an Internet service
provider (ISP) network. Some communications froe¢hstomer 904 to the computing
resource service provider 902 may cause the comptesource service provider 902 to

operate in accordance with one or more embodinusgsribed or a variation thereof.

[0060] The computing resource service provider 902 mayigeovarious computing
resource services to its customers. The serviaesdad by the computing resource service
provider 902, in this example, include a virtuainputer system service 908, a block-level
data storage service 910, a cryptography servige&1ion-demand data storage service 914,
a notification service 916, an authentication sys8d.8, a policy management service 920, a
task service 922 and one or more other servicesI®&4noted that not all embodiments
described include the services 908—-24 describddreference to FIG. 9 and additional
services may be provided in addition to or as #arr@htive to services explicitly described.
As described, each of the services 908—24 maydeaolune or more web service interfaces
that enable the customer 904 to submit appropyiatfigured API calls to the various
services through web service requests. In addigaoh of the services may include one or
more service interfaces that enable the servicasdess each other (e.g., to enable a virtual
computer system of the virtual computer systemiser®08 to store data in or retrieve data
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from the on-demand data storage service 914 atalawmcess one or more block-level data

storage devices provided by the block level daieage service 910).

[0061] The virtual computer system service 908 may inchaeware, software, or
combination thereof configured to instantiate \aitmachine instances on behalf of the
customer 904. The customer 904 may interact wighvtitual computer system service 908
(via appropriately configured and authenticated é&lls) to provision and operate virtual
computer systems that are instantiated on physaaputing devices hosted and operated by
the computing resource service provider 902. Thiead computer systems may be used for
various purposes, such as to operate as servgrersing a website, to operate business
applications or, generally, to serve as computiogey for the customer. Other applications
for the virtual computer systems may be to supgatabase applications, electronic
commerce applications, business applications amdl@r applications. Although the virtual
computer system service 908 is shown in FIG. 8,athgr computer system or computer
system service may be utilized in the computinguese service provider 902, such as a
computer system or computer system service tha doeemploy virtualization or
instantiation and instead provisions computing weses on dedicated or shared

computers/servers and/or other physical devices.

[0062] The block-level data storage service 910 may caene or more computing
resources that collectively operate to store data icustomer 904 using block-level storage
devices (and/or virtualizations thereof). The bléekel storage devices of the block-level
data storage service 910 may, for instance, beatipeally attached to virtual computer
systems provided by the virtual computer systemice©08 to serve as logical units (e.qg.,
virtual drives) for the computer systems. A bloekdl storage device may enable the
persistent storage of data used/generated by espamding virtual computer system where

the virtual computer system service 908 may onbyijole ephemeral data storage.

[0063] The computing resource service provider 902 alsludes a cryptography service
912. The cryptography service 912 may utilize onmore storage services of the computing
resource service provider 902 to store keys ottl®omers in encrypted form, whereby the
keys may be usable to decrypt customer 912 keyesaitde only to particular devices of the

cryptography service 912.

[0064] The computing resource service provider 902 furiheludes an on-demand data
storage service 914. The on-demand data storagees®d4 may include hardware,

software, or combination thereof configured to $yonaously process requests to store and/or
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access data. The on-demand data storage service®idperate using computing resources
(e.g., databases) that enable the on-demand dad@stservice 914 to locate and retrieve
data quickly, to allow data to be provided in rasgEs to requests for the data. For example,
the on-demand data storage service 914 may masittaied data in a manner such that,
when a request for a data object is retrievedd#ia object can be provided (or streaming of
the data object can be initiated) in a responsledoequest. As noted, data stored in the on-
demand data storage service 914 may be organizedata objects. The data objects may
have arbitrary sizes except, perhaps, for cer@anstraints on size. Thus, the on-demand data
storage service 914 may store numerous data olgeetsying sizes. The on-demand data
storage service 914 may operate as a key value thtar associates data objects with
identifiers of the data objects which may be usgthle customer 904 to retrieve or perform
other operations in connection with the data obkjstdred by the on-demand data storage

service 914.

[0065] In the environment illustrated in FIG. 9, a notfilon service 916 is included. The
notification service 916 may comprise hardwaretvgafe, or combination thereof configured
to provide a web service or other interface andvssy-based management console. The
management console can be used to configure tlapigghich customers seek to receive
notifications, configure applications (or peopE)pscribe clients to the topics, publish
messages, or configure delivery of the messagasctieats’ protocol of choice (i.e.,
hypertext transfer protocol (HTTP), e-mail and $smoessage service (SMS), among others).
The notification service 916 may provide notificeis to clients using a “push” mechanism
without the need to periodically check or “poll'rfoew information and updates. The
notification service 916 may further be used faiauas purposes such as monitoring
applications executing in the virtual computer sgsservice 908, workflow systems, time-

sensitive information updates, mobile applicatiarsj many others.

[0066] As illustrated in FIG. 9, the computing resourcese provider 902, in various
embodiments, includes an authentication systema@il@ policy management service 920.
The authentication system 918, in an embodimeiatcemputer system (i.e., collection of
computing resources) configured to perform openatiavolved in authentication of users of
the customer. For instance, one of the servicesB®a8nd 920-24 may provide information
from a user to the authentication service 918 teixe information in return that indicates

whether the user requests are authentic.

[0067] The policy management service 920, in an embodineatcomputer system

configured to manage policies on behalf of custenfguch as customer 904) of the
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computing resource service provider 902. The patienagement service 920 may include
an interface that enables customers to submit stguelated to the management of policy.
Such requests may, for instance, be requests talatite, change or otherwise modify
policy for a customer or for other administratiaians, such as providing an inventory of

existing policies and the like.

[0068] The computing resource service provider 902, itovarembodiments, is also
equipped with a task service 922. The task se@&is configured to receive a task package
from the customer 904 and enable executing taskgted by the task package. The task
service 922 may be configured to use any resourteeacomputing resource service

provider 902, such as one or more instantiatedalirnachines or virtual hosts, for executing
the task. The task service 924 may configure tleeasrmore instantiated virtual machines or
virtual hosts to operate using a selected operatystem and/or a selected execution

application in accordance with a requirement ofdirxstomer 904.

[0069] The computing resource service provider 902 aduilly maintains one or more
other services 924 based at least in part on tedsef its customers 904. For instance, the
computing resource service provider 902 may mairdalatabase service for its customers
904. A database service may hardware softwaregrabmation thereof configured to run one
or more databases for one or more customers 9@icustomer 904 may operate and
manage a database from the database service iayngtippropriately configured API calls.
This, in turn, may allow a customer 904 to maintial potentially scale the operations in the
database. Other services include, but are notddrtid, object-level archival data storage

services, services that manage and/or monitor cdreices.

[0070] Embodiments of the present disclosure can be destimn view of the following

clauses:
1. A computer-implemented method, comprising:
under the control of one or more computer systesnfigured with executable instructions,

receive a request from a customer of a computisguree service provider to enable logging
for a virtual computer system instance, the virta@hputer system instance hosted by the

computing resources service provider;

filter, by a firewall, network traffic directed the virtual computer system instance based at

least in part on one or more seicypolicies maintained by the customer;

obtain network traffic log information and firewall decisions from the firewall;

23



10

15

20

25

30

retrieve network log information correspondinghe wirtual computer system instance

operated by the customer; and

provide the retrieved network log information tdestination, accessible to the customer,

indicated by the customer in the received request.

2. The computer-implemented method of clause 1yewhehe destination comprises a
metrics service of the computing resource serviogiger, where the metrics service
configured to provide the customer with metricomiation corresponding to the virtual
computer system instance hosted by the computsapree service provider for use by the

customer.

3. The computer-implemented method of clause 2y@uhehe metrics service is
further configured to generate a visualization efwork traffic associated with the virtual
computer system instance based at least in paheoprovided network log information.

4, The computer-implemented method of any of clads8, wherein the destination
comprises a storage service of the computing resaervice provider, where the storage
service is configured to persistently store thevoek log information such that the network

log information is accessible to the customer.
5. A system, comprising:
a set of computer systems that is configured to:

receive a request from a customer of a computisguree service provider to enable logging
for a virtual computer system instance supporteddsgputing resources of the system and

programmatically managed by the customer;

receive one or more data packets at a networlkfateof the system, where the one or more
data packets are associated with a set of netimasis fdirected to the virtual computer

system instance;

filter the one or more data packets at a firewatldd at least in part on one or more security
policies, where the one or more security policreidate whether to allow or deny a

particular data packetied at least in part on information contained in the data packet;

as a result of fulfillment of the received requestising logging to be enabled, obtain log
information corresponding to the filtering of theeoor more data packets and a set of actions
performed by the firewall in filtering the one or more data packets; and

provide the log information to a destination acid#edo the customer.
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6. The system of clause 5, wherein the destindtidther comprises an intrusion

prevention system configured to apply the one arensecurity policies.

7. The system of clause 6, wherein the intrusi@vemtion system is further
configured to update the one or more security mdibased at least in part on the provided

log information.

8. The system of clause 7, wherein the intrusi@vemtion system is further

configured to provide the update to the one or nseririty policies to the firewall.

9. The system of any of clauses 5-8, wherein theong further includes instructions
that, when executed by the one or more processause the system to provide a notification

to the customer based at least in part on an aatrby the customer with the metrics service.

10. The system of any of clauses 5-9, wherein temany further includes instructions
that, when executed by the one or more processause the system to filter the obtained log
information based at least in part on one or mtréates of the log information as a result
of receive, from the customer associated with theal computer system instance, a request
to filter the obtained log information.

11. The system of any of clauses 5-10, whereimtémory further includes
instructions that, when executed by the one or rporeessors, cause the system to disable
logging for the virtual computer system instancedabat least in part on receiving, from the
customer associated with the virtual computer systestance, an API call to terminate

logging of the virtual computer system instance.

12. The system of any of clauses 5-11, whereimtémory further includes instructions
that, when executed by the one or more processause the system to provide the log
information to another destination based at lgaptrt on receiving, from the customer
associated with the virtual computer system ingaan API call indicating the other

destination.

13. A set of non-transitory computer-readable gfenmedia having collectively stored
thereon executable instructions that, when exedwezhe or more processors of a set of

computer systems, cause at least a subset ofttbés@mnputer systems to at least:

fulfill a request from a customer of a computingaerce service provider to enable logging
for a virtual computer system instance supporteddmputing resources hosted by a

computing resource service provider;
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filter network traffic at a firewall, at least agion of the network traffic directed to a set of
computing resources used at least in part to stipip@wvirtual computer system instance

managed by the customer bdat least in part on one or more security policies;

as a result of fulfillment of the received requettain, from the firewall, network traffic log

information,;

retrieve, from the obtained network log informatitoy information corresponding to the

virtual computer system instance; and
provide the retrieved log information to a storagevice for persistent storage.

14. The non-transitory computer-readable storaggiumeof clause 13, wherein the
instructions that cause the computer system taweeerequest from a customer of a
computing resource service provider to enable logfurther include instructions that cause
the computer system to enable logging for the Bebmputing resources based at least in
part on receiving a command from a management t®esposed to the customer, where the
management console receives a selection of thealicomputer system instance managed by
the customer to enable logging for.

15. The non-transitory computer-readable storagdiumeof clauses 13 or 14, wherein
the instructions further comprise instructions thdten executed by the one or more
processors, cause the computer system to prowdestheved log information to a metrics

service.

16. The non-transitory computer-readable storagdiumeof any of clauses 13-15,
wherein the instructions further comprise instroies that, when executed by the one or more
processors, cause the computer system to genesatefvisualization indicating one or

more attributes of the portion of the network tiaffirected to the virtual computer system
instance based at least in part on the retrievg@li@rmation.

17. The non-transitory computer-readable storagdiumeof any of clauses 13-16,
wherein the instructions that cause the computgesyto retrieve log information
corresponding to the set of computing resourceblduinclude instructions that cause the
computer system to retrieve log information foead virtual computer system instances
managed by the customer, where at least a portihreset of virtual computer system
instances are supported by the set of computirauress and the virtual computer system

instance is a member of the set of virtual compsystem instances.
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18. The non-transitory computer-readable storagdiumeof any of clauses 13-17,
wherein the instructions further comprise instroiesi that, when executed by the one or more
processors, cause the computer system to provedetheved log information to a third

party service provider not responsible for the cotapsystem.

19. The non-transitory computer-readable storagdiumeof any of clauses 13-18,
wherein the instructions further comprise instroiesi that, when executed by the one or more

processors, cause the computer system to:

retrieve additional network log information corresding to a second set of computing
resources hosted by the computing resource sepuicgder and used to support a second

virtual computer system instance managed by a second customer; and

wherein providing the retrieved network log infoa to the storage service for persistent
storage further includes providing the additionetiwork log information to the storage

service for persistent storage.

20. The non-transitory computer-readable storagdgiumeof any of clauses 13-19,
wherein the instructions further comprise instroies that, when executed by the one or more
processors, cause the computer system to disajgentpfor the virtual computer system

instance based at least in part on receiving a aamdnfrom the customer to disable logging.

[0071] FIG. 10 illustrates aspects of an example envirantrh@00 for implementing
aspects in accordance with various embodimentsvilh\be appreciated, although a web-
based environment is used for purposes of explamadifferent environments may be used,
as appropriate, to implement various embodimerits.énvironment includes an electronic
client device 1002, which can include any apprdpraevice operable to send and/or receive
requests, messages or information over an appteprework 1004 and, in some
embodiments, convey information back to a usehefdevice. Examples of such client
devices include personal computers, cell phonesjhield messaging devices, laptop
computers, tablet computers, set-top boxes, persate assistants, embedded computer
systems, electronic book readers and the like.rnEtwork can include any appropriate
network, including an intranet, the Internet, dudat network, a local area network, a
satellite network or any other such network and@mbination thereof. Components used for
such a system can depend at least in part updypbeof network and/or environment
selected. Protocols and components for commungatansuch a network are well known
and will not be discussed herein in detail. Comroation over the network can be enabled

by wired or wireless connections and combinatitvesgof. In this example, the network
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includes the Internet, as the environment includegb server 1006 for receiving requests
and serving content in response thereto, althoaghbther networks an alternative device
serving a similar purpose could be used as woulabiparent to one of ordinary skill in the
art.

[0072] The illustrative environment includes at least application server 1008 and a data
store 1010. It should be understood that therebeaseveral application servers, layers or
other elements, processes or components, whichbeakained or otherwise configured,
which can interact to perform tasks such as obtgidata from an appropriate data store.
Servers, as used herein, may be implemented iousaways, such as hardware devices or
virtual computer systems. In some contexts, semvegrefer to a programming module
being executed on a computer system. As used herdess otherwise stated or clear from
context, the term “data store” refers to any dewiceombination of devices capable of
storing, accessing and retrieving data, which majude any combination and number of
data servers, databases, data storage devicesi@nstarage media, in any standard,
distributed, virtual or clustered environment. Epplication server can include any
appropriate hardware, software and firmware faegnating with the data store as needed to
execute aspects of one or more applications foclteet device, handling some or all of the
data access and business logic for an applicafio®application server may provide access
control services in cooperation with the data storé is able to generate content including,
but not limited to, text, graphics, audio, videaam other content usable to be provided to
the user, which may be served to the user by thessever in the form of HyperText Markup
Language (“HTML"), Extensible Markup Language (“XM)l.JavaScript, Cascading Style
Sheets (“CSS”) or another appropriate client-stdectured language. Content transferred to
a client device may be processed by the clientogeta provide the content in one or more
forms including, but not limited to, forms that goerceptible to the user audibly, visually
and/or through other senses including touch, tast@/or smell. The handling of all requests
and responses, as well as the delivery of contemiden the client device 1002 and the
application server 1008, can be handled by theseeker using PHP: Hypertext
Preprocessor (“PHP”), Python, Ruby, Perl, Java, HTKML or another appropriate server-
side structured language in this example. It shbeldnderstood that the web and application
servers are not required and are merely exampl@aoents, as structured code discussed
herein can be executed on any appropriate devibesirmachine as discussed elsewhere
herein. Further, operations described herein agl@erformed by a single device may,
unless otherwise clear from context, be perforn@i@ctively by multiple devices, which

may form a distributed and/or virtual system.
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[0073] The data store 1010 can include several separtidatdes, databases, data
documents, dynamic data storage schemes and/ardateestorage mechanisms and media
for storing data relating to a particular aspedhefpresent disclosure. For example, the data
store illustrated may include mechanisms for sgpproduction data 1012 and user
information 1016, which can be used to serve cdriterthe production side. The data store
also is shown to include a mechanism for storimgdata 1014, which can be used for
reporting, analysis or other such purposes. It lshbet understood that there can be many
other aspects that may need to be stored in tlaestiate, such as page image information and
access rights information, which can be storechina the above listed mechanisms as
appropriate or in additional mechanisms in the dedee 1010. The data store 1010 is
operable, through logic associated therewith, ¢eixe instructions from the application
server 1008 and obtain, update or otherwise pratassin response thereto. The application
server 1008 may provide static, dynamic or a coatimn of static and dynamic data in
response to the received instructions. Dynamic, daizh as data used in web logs (blogs),
shopping applications, news services and other apphcations may be generated by server-
side structured languages as described herein ypbmprovided by a content management
system (“CMS”) operating on, or under the contripltiee application server. In one example,
a user, through a device operated by the user,traigimit a search request for a certain type
of item. In this case, the data store might actlessiser information to verify the identity of
the user and can access the catalog detail infamett obtain information about items of

that type. The information then can be returneithéouser, such as in a results listing on a
web page that the user is able to view via a broasdhe user device 1002. Information for
a particular item of interest can be viewed in dickted page or window of the browser. It
should be noted, however, that embodiments of tegegnmt disclosure are not necessarily
limited to the context of web pages, but may beenganerally applicable to processing

requests in general, where the requests are nessatly requests for content.

[0074] Each server typically will include an operatingteys that provides executable
program instructions for the general administragod operation of that server and typically
will include a computer-readable storage medium. (@ hard disk, random access memory,
read only memory, etc.) storing instructions thdien executed by a processor of the server,
allow the server to perform its intended functiddaitable implementations for the operating
system and general functionality of the serverkamvn or commercially available and are
readily implemented by persons having ordinaryl gkithe art, particularly in light of the

disclosure herein.
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[0075] The environment, in one embodiment, is a distrithated/or virtual computing
environment utilizing several computer systems @mponents that are interconnected via
communication links, using one or more computewneis or direct connections. However,
it will be appreciated by those of ordinary skillthe art that such a system could operate
equally well in a system having fewer or a greatanber of components than are illustrated
in FIG. 10. Thus, the depiction of the system 1B0BIG. 10 should be taken as being

illustrative in nature and not limiting to the seopf the disclosure.

[0076] The various embodiments further can be implemeintedwvide variety of operating
environments, which in some cases can include on&oe user computers, computing
devices or processing devices which can be useddrmate any of a number of applications.
User or client devices can include any of a nundbgeneral purpose personal computers,
such as desktop, laptop or tablet computers rurmistgndard operating system, as well as
cellular, wireless and handheld devices runningitaawoftware and capable of supporting a
number of networking and messaging protocols. Susystem also can include a number of
workstations running any of a variety of commeigialvailable operating systems and other
known applications for purposes such as developamhtdatabase management. These
devices also can include other electronic devisesh as dummy terminals, thin-clients,
gaming systems and other devices capable of conuatimg via a network. These devices
also can include virtual devices such as virtuatimrees, hypervisors and other virtual

devices capable of communicating via a network.

[0077] Various embodiments of the present disclosurezetiit least one network that
would be familiar to those skilled in the art faipgporting communications using any of a
variety of commercially-available protocols, sucghTaansmission Control Protocol/Internet
Protocol (“TCP/IP"), User Datagram Protocol (“UDPprotocols operating in various layers
of the Open System Interconnection (“*OSI”) moddk Fransfer Protocol (“FTP”),

Universal Plug and Play (“UpnP”), Network File Sgrst (“NFS”), Common Internet File
System (“CIFS”) and AppleTalk. The network can fog,example, a local area network, a
wide-area network, a virtual private network, theernet, an intranet, an extranet, a public
switched telephone network, an infrared netwonkjraless network, a satellite network and

any combination thereof.

[0078] In embodiments utilizing a web server, the web secan run any of a variety of
server or mid-tier applications, including Hypettéxansfer Protocol (“HTTP”) servers, FTP
servers, Common Gateway Interface (“CGI”) servdasa servers, Java servers, Apache

servers and business application servers. Ther¢ernatéso may be capable of executing
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programs or scripts in response to requests frandevices, such as by executing one or
more web applications that may be implemented asoomore scripts or programs written
in any programming language, such as 3a@a C# or C++, or any scripting language, such
as Ruby, PHP, Perl, Python or TCL, as well as caatimns thereof. The server(s) may also
include database servers, including without lineathose commercially available from
Oraclé®, Microsoff®, Sybas® and IBM® as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other servealdepof storing, retrieving and
accessing structured or unstructured data. Datadmmgers may include table-based servers,
document-based servers, unstructured serverspreldservers, non-relational servers or

combinations of these and/or other database servers

[0079] The environment can include a variety of data stared other memory and storage
media as discussed above. These can reside imegy\varlocations, such as on a storage
medium local to (and/or resident in) one or moréhefcomputers or remote from any or all
of the computers across the network. In a partiedgaof embodiments, the information may
reside in a storage-area network (“SAN”) familiartthose skilled in the art. Similarly, any
necessary files for performing the functions atttéal to the computers, servers or other
network devices may be stored locally and/or reigoses appropriate. Where a system
includes computerized devices, each such devicenchrde hardware elements that may be
electrically coupled via a bus, the elements indggdfor example, at least one central
processing unit (“CPU” or “processor”), at leaseanput device (e.g., a mouse, keyboard,
controller, touch screen or keypad) and at leastautput device (e.g., a display device,
printer or speaker). Such a system may also inabmgeor more storage devices, such as disk
drives, optical storage devices and solid-stateageodevices such as random access memory
(“RAM”) or read-only memory (“ROM”), as well as reswable media devices, memory

cards, flash cards, etc.

[0080] Such devices also can include a computer-readtdiege media reader, a
communications device (e.g., a modem, a networt @aireless or wired), an infrared
communication device, etc.) and working memoryescdbed above. The computer-
readable storage media reader can be connectedowitbnfigured to receive, a computer-
readable storage medium, representing remote,, licxadl and/or removable storage devices
as well as storage media for temporarily and/orenp@rmanently containing, storing,
transmitting and retrieving computer-readable infation. The system and various devices
also typically will include a number of softwarepdipations, modules, services or other

elements located within at least one working mena@&yice, including an operating system
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and application programs, such as a client appicair web browser. It should be
appreciated that alternate embodiments may havermuws variations from that described
above. For example, customized hardware mightlzsased and/or particular elements
might be implemented in hardware, software (inaigdportable software, such as applets) or
both. Further, connection to other computing devgech as network input/output devices

may be employed.

[0081] Storage media and computer readable media forioamgacode, or portions of

code, can include any appropriate media known ed usthe art, including storage media
and communication media, such as, but not limibeddlatile and non-volatile, removable
and non-removable media implemented in any methdeobnology for storage and/or
transmission of information such as computer reldalstructions, data structures, program
modules or other data, including RAM, ROM, Eledlg Erasable Programmable Read-
Only Memory (“EEPROM?”), flash memory or other memaechnology, Compact Disc
Read-Only Memory (“CD-ROM?”), digital versatile digkVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic diskg&t or other magnetic storage devices or
any other medium which can be used to store thieedieimformation and which can be
accessed by the system device. Based on the diselasd teachings provided herein, a
person of ordinary skill in the art will appreciatther ways and/or methods to implement the

various embodiments.

[0082] The specification and drawings are, accordinglypdaegarded in an illustrative
rather than a restrictive sense. It will, howeberevident that various modifications and
changes may be made thereunto without departimg fine broader spirit and scope of the

invention as set forth in the claims.

[0083] Other variations are within the spirit of the prasaisclosure. Thus, while the
disclosed techniques are susceptible to variousfioatibns and alternative constructions,
certain illustrated embodiments thereof are shawthé drawings and have been described
above in detail. It should be understood, howeer, there is no intention to limit the
invention to the specific form or forms disclosbdt on the contrary, the intention is to cover
all modifications, alternative constructions andigglents falling within the spirit and scope

of the invention, as defined in the appended claims

[0084] The use of the terms “a” and “an” and “the” andifanreferents in the context of
describing the disclosed embodiments (especialtijercontext of the following claims) are

to be construed to cover both the singular angblinel, unless otherwise indicated herein or

clearly contradicted by context. The terms “compgs’ “having,” “including” and
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“containing” are to be construed as open-endedgé€r, meaning “including, but not
limited to,”) unless otherwise noted. The term “ceated,” when unmodified and referring to
physical connections, is to be construed as partliyholly contained within, attached to or
joined together, even if there is something intaing. Recitation of ranges of values herein
are merely intended to serve as a shorthand methederring individually to each separate
value falling within the range, unless otherwisdigated herein and each separate value is
incorporated into the specification as if it wemdividually recited herein. The use of the
term “set” (e.g., “a set of items”) or “subset” aa otherwise noted or contradicted by
context, is to be construed as a nonempty collec@mprising one or more members.
Further, unless otherwise noted or contradicteddmgext, the term “subset” of a
corresponding set does not necessarily denotepepsoibset of the corresponding set, but
the subset and the corresponding set may be equal.

[0085] Conjunctive language, such as phrases of the fatrieast one of A, B, and C,” or
“at least one of A, B and C,” unless specificaligted otherwise or otherwise clearly
contradicted by context, is otherwise understodt ¥ie context as used in general to
present that an item, term, etc., may be eitherB or C, or any nonempty subset of the set
of A and B and C. For instance, in the illustratts@mple of a set having three members, the
conjunctive phrases “at least one of A, B, and @ &t least one of A, B and C” refer to any
of the following sets: {A}, {B}, {C}, {A, B}, {A, C }, {B, C}, {A, B, C}. Thus, such
conjunctive language is not generally intendedrtply that certain embodiments require at

least one of A, at least one of B and at leastafi@@ each to be present.

[0086] Operations of processes described herein can beped in any suitable order
unless otherwise indicated herein or otherwiserljl@antradicted by context. Processes
described herein (or variations and/or combinattbeseof) may be performed under the
control of one or more computer systems configuvitd executable instructions and may be
implemented as code (e.g., executable instructmmes or more computer programs or one or
more applications) executing collectively on onermre processors, by hardware or
combinations thereof. The code may be stored amgater-readable storage medium, for
example, in the form of a computer program compgsi plurality of instructions executable

by one or more processors. The computer-readatriaget medium may be non-transitory.

[0087] The use of any and all examples, or exemplary laggye.g., “such as”) provided
herein, is intended merely to better illuminate ediments of the invention and does not
pose a limitation on the scope of the inventioreaslotherwise claimed. No language in the

specification should be construed as indicatingrasmy-claimed element as essential to the
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practice of the invention.

[0088] Embodiments of this disclosure are described hemetfuding the best mode
known to the inventors for carrying out the inventiVariations of those embodiments may
become apparent to those of ordinary skill in thexpon reading the foregoing description.
The inventors expect skilled artisans to employhstariations as appropriate and the
inventors intend for embodiments of the presentldsuire to be practiced otherwise than as
specifically described herein. Accordingly, the peof the present disclosure includes all
modifications and equivalents of the subject matteited in the claims appended hereto as
permitted by applicable law. Moreover, any comhborabf the above-described elements in
all possible variations thereof is encompassedbystope of the present disclosure unless

otherwise indicated herein or otherwise clearlytcdicted by context.

[0089] All references, including publications, patent aggdions and patents, cited herein
are hereby incorporated by reference to the satemieas if each reference were individually
and specifically indicated to be incorporated hemence and were set forth in its entirety

herein.

[0090] A data center is a facility that houses computstesys and various networking,
storage, and other related components. Data centgysfor example, provide computing
services to businesses and individuals as a recoot@uting service or to provide “software
as a service” (e.g., cloud computing). To faciétatilization of data center resources,
virtualization technologies may allow a single phgbcomputing machine to host one or
more instances of virtual machines that appeamgedate as independent computer
machines to a connected computer user. With vigai@bn, the single physical computing

device can create, maintain, or delete virtual nreshin a dynamic manner.

[0091] Customers of data centers may be provided a wittgeraf choices with regard to
the resources that are selected and how the resoare set up and utilized. Depending on
how the resources are set up and utilized, cuskomay experience different levels of

performance for their resources.

[0092] Throughout the drawings, reference numbers magbeed to indicate
correspondence between referenced elements. TWwandsaare provided to illustrate
example embodiments described herein and are teptded to limit the scope of the

disclosure.

[0093] FIG. 11 is a diagram illustrating a mechanism feerg-driven processing of

network traffic flow information in accordance withe present disclosure;
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[0094] FIG. 12 is a diagram illustrating a mechanism fegrg-driven processing of

network traffic flow information in accordance withe present disclosure;

[0095] FIG. 13 is a diagram illustrating a mechanism fagré-driven processing of

network traffic flow information in accordance withe present disclosure;

[0096] FIG. 14 is a diagram illustrating a mechanism fegrg-driven processing of

network traffic flow information in accordance withe present disclosure;

[0097] FIG. 15 is a flowchart depicting an example proecedar event-driven processing
of network traffic flow information in accordancetiwthe present disclosure;

[0098] FIG. 16 is a flowchart depicting an example proecedar event-driven processing

of network traffic flow information in accordancetivthe present disclosure;

[0099] FIG. 17 is a diagram illustrating an example corapenvironment that may be

used in some embodiments;

[0100] FIG. 18 is a diagram illustrating an example corepsistem that may be used in

some embodiments; and

[0101] FIG. 19 is a diagram illustrating an example corapenvironment that may be

used in some embodiments.

[0102] Embodiments of systems and methods are describguidweiding access to data in
a provider network. For defined units or subsetsamhputing resources of the provider
network, network data flows are captured and sttoedelected units of time and during
selected time intervals. Event notifications areegated when network data flows for a unit
of time are stored and available for processingesponse to one of these events, the
provider network may process the stored data ®wtiit of time and make selected parts of
the network data flow data available for requestingtomers. As additional network data
flows are captured and stored for additional uoitSme, the event notifications are sent to a
gueue. The stored data is processed based onaheretifications retrieved from the queue.
If a set of stored data cannot be processed beiktis a delay in processing, then the event
notifications for that set of stored data can lerreed to the queue for processing at a

subsequent time.

[0103] A service provider, such as an entity that operateovider network, may offer
computing resources such as computing instancestarabe resources to customers (who
may also be referred to as entities or users).shotner may be any person or entity who

accesses computing resources of a service provitlerservice provider may, for example,
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provide a web services platform. Multiple custonreesy access the web services platform
via a computing node and issue instructions tontble services platform. The web services
platform may be also be referred to as a multittéemeeb services platform to denote that
multiple customers may access the platform. The seebices platform may respond to
instructions by performing computing operationsome or more of a plurality of computing

nodes that make up the web services platform.

[0104] Other types of resources may be offered by theigeownetwork. For example, the
provider network may provide monitoring and assesgrof a customer’s instances and other
resources and applications running on the resouBtes monitoring and assessment
services may generally be referred to herein asures analysis services. The monitored and
assessed information may be useful for collectimgjteacking various metrics and providing
recommendations regarding system and network aathite, resource utilization, application
performance, and operational health of the resgusssociated with customers. Such
information may be useful for keeping instances amglications operating smoothly and
efficiently. This information may be analyzed tdetenine if the customer’s resources and
their configurations are optimized for their intexdduse.

[0105] Such computing environments are large and compidxreclude a vast number of
interconnected devices with a mix of various typedata flowing through both virtual and
physical components. The various computing devisesh as servers and routers, may have
complex interactions, and behaviors in one areaatfact the performance of the entire
computing environment. In many cases, customershaag hundreds or thousands of
instances, and it may be difficult for a custonteascertain how to assess the customer’s
configuration and architecture and how various rogtmay be impacted by network

configuration and architecture decisions.

[0106] In many cases, customers of the provider network Ioeainterested in network
traffic flow information. The provider network mafgr example, collect IP network traffic as
data enters or exits a selected interface of aeéfetwork boundary. The network traffic
flow information may be useful to analyze netwafic flow and volume to determine
sources and destinations of data traffic as welhas/olume of data traffic being generated.
The provider network may execute one or more fonetito collect IP traffic statistics on
selected interfaces and store the data for netivaffic analysis. Network traffic flow
information can include data packets that incldgeihgress interface, source IP address,

destination IP address, source port, destinatiot) aod egress interface.
[0107] The amount of network traffic flow information thatgenerated for a given set of
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computing resources can be significant. For exanfiptea given droplet or other defined unit
of computing capacity, the provider network may warfilter out unwanted data flows and
identify flows requested by the customers. Becafiske significant volume of data and the
amount of processing for providing the requesteddl, the stored network traffic flow
information may not be processed in time to keewitlp the data as it is collected,
especially using a polling approach where the msiog component continuously polls to

determine if captured network traffic flow infornat is available to be processed.

[0108] The present disclosure describes systems and nsefbiodn event-driven approach
to processing network traffic flow information theatoids polling and allows for processing
of captured network traffic flow information withbloss of data and information. By using
an event-driven approach, the systems responsibf@dcessing the network traffic flow
information can be notified when stored networlfficdlow information is available to be
processed. A number of notifications can be pravide a succession of groupings of
network traffic flow information so that the prosesy workflows can process the groupings
of network traffic flow information in a queued fasn. If an issue or problem arises that
prevents processing of a grouping of network tedtbw information, then that grouping can
be dropped and processing can continue with thegrexping. Dropped groupings may be
revisited at a later time for additional processatigmpts to ensure that all captured data is

processed.

[0109] In some embodiments, the processing workflow caesxthe queue of
notifications to determine if any dropped groupinged to be processed. Alternatively, the
processing workflow can analyze stored informatmdetermine if any dropped groupings
need to be processed. Use of event-driven progessimetwork traffic flow information can
thus allow for more complete processing of netwaaikic flow information in a computing
environment with significant computing resourcetheut loss or dropping of data, and
allows for the processing workflows to processdhta as fast as practicable under current

conditions of the computing environment.

[0110] In some embodiments, the processed network triddficinformation may be
provided to requesting customers, who may accessdtwork traffic flow information
relevant to their allocated computing resource® déscribed event-driven process can be
useful in cases where a customer sets up a seouletpr other configurations incorrectly,
preventing the processing workflows to completeghatblishing tasks for the customer.
Such incomplete events may be queued for repetttad@s at a later time, thus providing

the possibility of fulfilling the customer’s dataquest without loss.
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[0111] In some embodiments, a grouping of data may beresféo as a parcel or bucket of
data, which may include network traffic flow infoation for a discrete defined set of
computing resources such as a droplet in a videdlcomputing environment. In such a
scenario, a parcel or bucket of data for a drapkey include network traffic flow information
collected for a ten minute period, for example. Tikevork traffic flow information may be

collected at defined time intervals (e.g., evernue).

[0112] FIG. 11 is a diagram illustrating an example systenproviding event-driven
processing of network traffic flow information acdance with the present disclosure. In
FIG. 11, system 1100 for providing computing resesris described according to an
embodiment. System 1100 may be implemented, fanpla in one or more data centers as
described herein. System 1100 may include grougsmputing resources that may include
a number of virtual and physical resources. Fomgta, computing instances may be
configured to provide virtual computing servicesatoomputer user of a public network via a
gateway. For example, virtual computing servicey pravide a set of remote access
enterprise applications to a group of users who, fmayexample, be employees of an
enterprise customer. It will be appreciated thats@mbodiments may involve additional

resources that are not illustrated in the figure.

[0113] FIG. 11 also illustrates network traffic flow plah&50 and network traffic flow
packets 1160. Network traffic flow collector 117@yfacilitate the storage of the network
traffic flow packets 1160 in network traffic floviasage 1180. When a determined time
period has lapsed, or when some other indicationedsurement has occurred, events 1165

may be sent to network traffic flow process 1190.

[0114] FIG. 12 is a diagram illustrating one example gyster providing event-driven
processing of network traffic flow information acding to one embodiment. FIG. 12
illustrates a resource group 1210 that is subgentdnitoring and capturing of network traffic
flow information. In one embodiment, data traffar the resource group may be processed
by components and applications running in kernats@nd user space. For example, rules
for the treatment of packet may be implemented bgrael module and packets may be
stored in a buffer. Applications running in useasp may process the stored packets and the
processes packets may be placed in a buffer foadpig to a storage 1220. FIG. 12 also
illustrates network flow publisher 1240 that is igared to receive events from queue 1250
that have been provided by status publisher 12@i@ating that data is available for
processing. The network flow publisher 1240 accepsecels from storage 1220 for

processing in storage 1220. In an embodiment,got220 may be configured to send
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events indicating that data is available for preges The network flow publisher 1240 also
accesses customer information to determine whistoawers have enabled publication of
network traffic flow information. In one embodimettte network flow publisher 1240 may
be configured to retrieve data from cache 126Ceterthine which information has been
requested by customers, determine which informasisaquested by customers, parse the
data in the parcel according to customers and mest information, identify specific data

that matches customers’ requests, and store théfidd data in log 1230.

[0115] FIG. 13 is a diagram illustrating the data flowsaimexample system for providing
event-driven processing of network traffic flowanfnation according to one embodiment.
FIG. 13 illustrates that data from a grouping 18f1@esources is stored in a storage 1320. At
a selected notification point or other criterion,event is sent to notification engine 1350.
Notification engine 1350 sends a notification t@ge 1340 that storage 1320 may be
accessed for stored network traffic flow informati&low publisher 1330 may be configured
to access queue 1340 and access log 1325 for negdad)s for network traffic flow
information. FIG. 13 also illustrates flow publisHe30 and network status publisher 1390
that receive information from cache 1380 regardingtomer configuration information that
is stored in database 1370. The customer configaraiformation may be received as
information from an application programming inteda(API) 1395 that exposes an interface
to console 1360 that includes a management comp&B6é2 and a create/describe/delete
component 1364.

[0116] FIG. 14 is a diagram adding further detail to tkameple system for providing
event-driven processing of network traffic flowanfnation according to one embodiment.
FIG. 14 illustrates example data records storesemers 1410 for customer configuration
and requests that are stored in database 142@afheecords may include identifiers for the
records, a type that indicates whether acceptéfitirgejected traffic, or all traffic should be
flagged, the state of a request (e.g., active spesoded), number of attempts, and other
information if implemented. The data records aralable to workflow 1430, which includes
network flow publisher 1440 that is configured taintain log 1450. The network traffic
flow data stored in log 1450 may include versioreiface identifier, source address,
destination address, source port, destination padkets, bytes, timestamp, and type of
traffic Workflow 1430 also includes status publisthd45 for providing notifications 1480.
Notifications 1470 may be generated by storage B&asuckets or parcels of network traffic

flow data are stored in storage 1475.

[0117] In an example use case, the described systemduidprg event-driven processing
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of network traffic flow information may be useddgpose network traffic being accepted
and/or rejected for the requesting customers \8éegy monitoring logs. For example, the
system for providing event-driven processing ofamek traffic flow information may
employ an IP address table and generate log dgtackets that have been accepted or
rejected. The system may capture these packetdedireed time interval and send the
packets to a storage bucket or parcel at a lamgerihterval for further processing. An
aggregation workflow, such as network flow publishé40 of FIG. 14, may filter out
unwanted log data and select and transmit theaatevaffic information. The aggregation
workflow may extract the customer-specified traffipe(s) from the parcels for a virtual

private cloud, a subnet, or some other definedafrdomputing and/or network capacity.

[0118] The network flow publisher 1440 may be configuredé¢ triggered by event
notifications such as notifications 1470 of FIG. Wpon receiving a notification event,
network flow publisher 1440 may access the assatia¢twork traffic flow information
parcel from storage and generate a log such as46Q of FIG. 14 for the parcel. The log
may be provided to a monitoring and reporting fiorcvia an application programming
interface (API) such as API 1395 of FIG. 13 if thestomer associated with the network
traffic flow information has enabled publicationtbg flow log, the publishing permissions
are correctly configured, and other restrictioresraot active. If there is no network traffic
flow information for a given parcel, then netwoltv publisher 1440 may provide an
indication that there is no traffic informationreport.

[0119] FIG. 15 illustrates an example operational procedar providing access to data in
a provider network configured to provide virtuatizeomputing services implemented on
networked computing resources to customers of ageonetwork. In an embodiment,
event-driven processing of network traffic flowanmation is implemented by the operations
illustrated in FIG. 15, which begins with operatid®00 to start the operational procedure.
The procedure can be implemented for a pluralityashputing nodes communicating over a
network. A computing node can comprise a pluradityirtual machines. Operation 1500
may be followed by operation 1502. Operation 190@trates receiving information for
monitoring a subset of the computing nodes. Thaeetuimay be defined, for example, based
on customers of the provider network who have rstgakaccess to network traffic flow
information for their allocated computing resoutCHse subset may also be defined by the
provider network as computing nodes that are tmbaitored for network traffic flow

information for subsequent analysis.

[0120] Operation 1502 may be followed by operation 150der@tion 1504 illustrates
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receiving data packets being sent over the netwoarkome embodiments, data packets in the
network control plane are received. In other emivedits, data packets being transmitted
across the network are received. Operation 1504badgllowed by operation 1506.
Operation 1506 illustrates examining the data pcicedetermine if the data packets are
network traffic flow data packets entering or engtione of the subset of computing nodes.
Operation 1506 may be followed by operation 1508ctvillustrates storing data packets
that are determined to be network traffic flow dpéakets entering or exiting the one
computing node of the subset. In some embodimeptsations 1502, 1504, and 1506 are
performed during a predetermined time interval. &ample, the network traffic flow data

packets may be stored at one minute intervals.

[0121] Operation 1508 may be followed by operation 151@ei@tion 1510 illustrates
moving the stored data packets to a data storeafieedetermined time period. For
example, the stored data packets may be moveddtasstore every ten minutes. Operation
1510 may be followed by operation 1512. Operati®ib2lillustrates sending a notification to
one or more queues when the stored data packetsomed to the data store. For example,
referring to FIG. 13, notification engine 1350 ns|nd a notification to queue 1340 that
storage 1320 may be accessed for stored netwdfik ftaw information. In some
embodiments, the one or more queues can be imptethan a distributed queue. Operation
1512 may be followed by operation 1514. Operatisidlillustrates repeating said receiving
data packets, examining, and storing for subsequedetermined time periods. For
example, operations 1504 through 1512 may be regedtten minute intervals or other time
interval as configured by the provider network. éyien 1514 may be followed by operation
1516. Operation 1516 illustrates retrieving theugagenotifications from the one or more
gueues and accessing the data packets in thetde¢arsaccordance with the queued
notifications. For example, referring to FIG. 1étwork flow publisher 1440 may be
configured to be triggered by event notificationstsas notifications 1470. Upon receiving a
notification event, network flow publisher 1440 magcess the associated network traffic
flow information parcel from storage and generalegasuch as log 1450 of FIG. 14 for the
parcel. The notifications in the queue may be pEeed in first-in / first-out fashion so that
the stored parcels of data may be processed im.dndgome embodiments, if the one or
more queues are implemented as a distributed gtleerethe notifications can be retrieved
from one of the queues and processed.

[0122] Operation 1516 may be followed by operation 1518e1@tion 1518 illustrates

processing the retrieved data packets to idenéfwark traffic flow data that is to be
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provided to a programmatic interface. Operation8LBihy be followed by operation 1520.
Operation 1520 illustrates sending notificationghi® one or more queues for stored data
packets for which said processing was not complétedexample, some network traffic
flow data may be prevented from being publishecibse a customer may have prevented
due to security settings as configured for theamst’s data. By keeping notifications in the
gueue for stored data packets that have not coetpfgbcessing, repeated attempts to
complete the processing can be made until proaessim be completed or a maximum
timeout is reached.

[0123] In some embodiments, the data traffic may incluetsvork traffic flow data.
Additionally, the access may be provided by a g component configured to filter and
publish the identified data traffic to the indichteustomers. The notification may be sent by
a status publisher component configured to redeiieations that the captured data traffic is
stored in the data store and send the notificatidhe publisher component. The data store

may be a persistent storage resource configurstbte the captured data traffic.

[0124] FIG. 16 illustrates an example operational procedar providing access to data in
a provider network allocating virtualized computmggources to customers of the provider
network. In an embodiment, event-driven processingetwork traffic flow information is
implemented by the operations illustrated in FI6, ihich begins with operation 1600 to
start the operational procedure. Operation 1600 lnedfpllowed by operation 1602.
Operation 1602 illustrates storing time-based groggpof network traffic flow data for the

virtualized computing resources.

[0125] Operation 1602 may be followed by operation 160der@tion 1604 illustrates
providing notifications as the time-based groupiagsstored. Operation 1604 may be
followed by operation 1606, which illustrates retting one or more of the notifications.
Operation 1606 may be followed by operation 1608 ctvillustrates processing the time-
based groupings identified in the notificationseTirocessing operation may include
identifying and publishing network traffic flow dathat is associated with customers who
have requested publication of the network tratfievfdata for associated virtualized

computing resources.

[0126] In some embodiments, the time-based groupingsetezrdined based on
consecutive time slots defined by the provider ekwThe time-based groupings may be
stored based on selected subsets of the virtuatizegbuting resources. The time-based
groupings of network traffic flow data may be stbre a persistent storage resource

configured to store the captured data traffic. Addally, the selected subsets of the
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virtualized computing resources may be units dirgilized computing capacity.

[0127] In some embodiments, the notifications are storetlratrieved from one or more
gueues. The processing may include data trafficgoaccepted or rejected. The publishing
may include making the processed network trafbevfavailable to a monitoring service for
the virtualized computing resources, a network feovalyzer, or a customer-defined storage.
The publishing may be performed by a publisher comept configured to filter and publish
the network traffic flow data to the associatedtcoeers.

[0128] In some embodiments, the selected subsets incluotual private network, a
subnet, or a virtual network interface. Furthermdine notifications may be provided by a
status publisher component configured to receideations that the captured network traffic

flow is stored and send the notifications to thbliglher component.

[0129] It should be appreciated that the subject matesegnted herein may be
implemented as a computer process, a computereti@dtapparatus, or a computing system
or an article of manufacture, such as a computlaiele storage medium. While the subject
matter described herein is presented in the generdéxt of program modules that execute
on one or more computing devices, those skillethiénart will recognize that other
implementations may be performed in combinatiorwiher types of program modules.
Generally, program modules include routines, pnogracomponents, data structures, and
other types of structures that perform particudaks or implement particular abstract data
types.

[0130] Those skilled in the art will also appreciate test subject matter described herein
may be practiced on or in conjunction with othempaiter system configurations beyond
those described herein, including multiprocessetesys, microprocessor-based or
programmable consumer electronics, minicomputeasnitame computers, handheld
computers, personal digital assistants, e-readelisjar telephone devices, special-purposed
hardware devices, network appliances, and theTike.embodiments described herein may
also be practiced in distributed computing envirents, where tasks are performed by
remote processing devices that are linked througdmamunications network. In a distributed
computing environment, program modules may be é&atat both local and remote memory

storage devices.

[0131] Networks established by or on behalf of an ensitigh as a company or
organization, to provide one or more services (@gharious types of cloud-based

computing or storage) accessible via the Internéta other networks to a distributed set of
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clients may be termed provider networks. Such aiges network may include one or more
data centers hosting various resource pools, ssicblkctions of physical and/or virtualized
computer servers, storage devices, networking ewgmp, and the like, that may be used to
implement and distribute the infrastructure andises offered by the provider network. The
resources may in some embodiments be offereddntslin units called “instances,” such as
virtual or physical compute instances or storaggaimces. A virtual computing instance may,
for example, comprise one or more servers withegiipd computational capacity (which
may be specified by indicating the type and nuntb€&PUs, the main memory size, and so
on) and a specified software stack (e.g., a paatictersion of an operating system, which

may in turn run on top of a hypervisor).

[0132] A number of different types of computing devicesyrba used singly or in
combination to implement the resources of the glawvnetwork in different embodiments,
including general-purpose or special-purpose coersérvers, storage devices, network
devices, and the like. In some embodiments a ctienser may be provided direct access to
a resource instance, e.g., by giving a user anragirator login and password. In other
embodiments, the provider network operator mayatibents to specify execution
requirements for specified client applications anldedule execution of the applications on
behalf of the client on execution platforms (sustapplication server instances, Java™
virtual machines (JVMSs), general-purpose or spguigpose operating systems, platforms
that support various interpreted or compiled prograng languages, such as Ruby, Perl,
Python, C, C++, and the like or high-performancenpating platforms) suitable for the
applications. This may be done without, for examp#quiring the client to access an
instance or an execution platform directly. A givecution platform may utilize one or
more resource instances in some implementatiorher implementations, multiple

execution platforms may be mapped to a single resanstance.

[0133] FIG. 17 illustrates an example computing environhervhich the embodiments
described herein may be implemented. FIG. 17 isgrdm schematically illustrating an
example of a data center 1710 that can provide atingpresources to users 1700a and
1700b (which may be referred herein singularlyasiser 1700” or in the plural as “the users
1700”) via user computers 1707a and 1707b (whicy Ineareferred herein singularly as “a
computer 1707” or in the plural as “the computéf® ') via a communications network
1730. Data center 1710 may be configured to prozaheputing resources for executing
applications on a permanent or an as-needed [dmscomputing resources provided by data

center 1710 may include various types of resousagd) as data processing resources, data
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storage resources, data communication resourceshariike. Each type of computing
resource may be general-purpose or may be availabl@umber of specific configurations.
For example, data processing resources may beableds virtual machine instances. The
instances may be configured to execute applicationkiding web servers, application
servers, media servers, database servers, anédghBata storage resources may include file

storage devices, block storage devices, and tke lik

[0134] Each type or configuration of computing resource i@ available in different

sizes, such as large resources, consisting of ETgssors, large amounts of memory,
and/or large storage capacity, and small resowmesisting of fewer processors, smaller
amounts of memory, and/or smaller storage capdciigtomers may choose to allocate a
number of small processing resources as web seamdfsr one large processing resource as

a database server, for example.

[0135] Data center 1710 may include servers 1716a andol(#lltich may be referred

herein singularly as “a server 1716” or in the plas “the servers 1716”) that provide
computing resources available as virtual machistamces 1718a and 1718b (which may be
referred herein singularly as “a virtual machingtamce 1718” or in the plural as “the virtual
machine instances 1718”). The virtual machine mst¢a 1718 may be configured to execute
applications, including web servers, applicatiorvees, media servers, database servers, and
the like. Other resources that may be providedioheldata storage resources (not shown) and
may include file storage devices, block storagaasy and the like.

[0136] Referring to FIG. 17, communications network 1738ynfor example, be a
publicly accessible network of linked networks grugsibly operated by various distinct
parties, such as the Internet. In other embodimentamunications network 1730 may be a
private network, such as, for example, a corpavataiversity network that is wholly or
partially inaccessible to non-privileged usersstili other embodiments, communications
network 1730 may include one or more private nekwavith access to and/or from the

Internet.

[0137] Communications network 1730 may provide accessiaptters 1707. Computers
1707 may be computers utilized by customers 17@har customers of data center 1710.
For instance, user computer 1707a or 1707b mayseevar, a desktop or laptop personal
computer, a tablet computer, a wireless telephampersonal digital assistant (PDA), an e-
book reader, a game console, a set-top box, ootln®gy computing device capable of
accessing data center 1710. User computer 170F20Gb may connect directly to the

Internet (e.g., via a cable modem or a Digital $ubsr Line (DSL)). Although only two
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user computers 1707a and 1707b are depicted,utcsbe appreciated that there may be

multiple user computers.

[0138] User computers 1707 may also be utilized to conéi@spects of the computing
resources provided by data center 1710. In thigrceglata center 1710 might provide a web
interface through which aspects of its operatioly e configured through the use of a web
browser application program executing on user caerdyr07. Alternatively, a stand-alone
application program executing on user computer Id@ht access an application
programming interface (API) exposed by data cehfd0 for performing the configuration
operations. Other mechanisms for configuring theration of the data center 1710,

including deploying updates to an application, mako be utilized.

[0139] Servers 1716a and 1716b shown in FIG. 17 may Ioelatd servers configured
appropriately for providing the computing resourdescribed above and may provide
computing resources for executing one or more egipdins. In one embodiment, the
computing resources may be virtual machine ins&a@a8. In the example of virtual
machine instances, each of the servers 1716 magrifgyured to execute an instance
manager 1770a or 1770b (which may be referredmenegularly as “an instance manager
1770” or in the plural as “the instance manager®1)/capable of executing the virtual
machine instances. The instance managers 1770 enayitual machine monitor (VMM) or
another type of program configured to enable trexetion of virtual machine instances 1718
on servers 1716, for example. As discussed abaweh, @f the virtual machine instances 1718

may be configured to execute all or a portion oapplication.

[0140] It should be appreciated that although the embaoadlisngisclosed above discuss the
context of virtual machine instances, other typasplementations can be utilized with the
concepts and technologies disclosed herein. Fangbea the embodiments disclosed herein

might also be utilized with computing systems thanot utilize virtual machine instances.

[0141] Inthe example data center 1710 shown in FIG. X@uter 1714 may be utilized to
interconnect the servers 1716a and 1716b. Routemély also be connected to gateway
1740, which is connected to communications netvld'®0. Router 1714 may manage
communications within networks in data center 17@0example, by forwarding packets or
other data communications as appropriate basetianacteristics of such communications
(e.g., header information including source andéstidhation addresses, protocol identifiers,
etc.) and/or the characteristics of the privatevoet (e.g., routes based on network topology,
etc.). It will be appreciated that, for the sakesiofiplicity, various aspects of the computing

systems and other devices of this example arergliesl without showing certain
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conventional details. Additional computing systeand other devices may be interconnected

in other embodiments and may be interconnectedferent ways.

[0142] It should be appreciated that the network topoltiggtrated in FIG. 17 has been
greatly simplified and that many more networks aatiorking devices may be utilized to
interconnect the various computing systems disdibeeein. These network topologies and

devices should be apparent to those skilled irathe

[0143] It should also be appreciated that data center #lé6ribed in FIG. 17 is merely
illustrative and that other implementations migétutilized. Additionally, it should be
appreciated that the functionality disclosed hensight be implemented in software,
hardware, or a combination of software and hardw@tkeer implementations should be
apparent to those skilled in the art. It shoula &ls appreciated that a server, gateway, or
other computing device may comprise any combinatidmardware or software that can
interact and perform the described types of fumetiiby, including without limitation desktop
or other computers, database servers, networkgeat@vices and other network devices,
PDAs, tablets, cellphones, wireless phones, paglstronic organizers, Internet appliances,
television-based systems (e.g., using set top baxeér personal/digital video recorders),
and various other consumer products that inclugeagpiate communication capabilities. In
addition, the functionality provided by the illusted modules may in some embodiments be
combined in fewer modules or distributed in additibmodules. Similarly, in some
embodiments the functionality of some of the illagtd modules may not be provided and/or

other additional functionality may be available.

[0144] The provider network may be configured with a dgpient component to assist
customers in the deployment of new instances ofpedimg resources. The deployment
component may receive a configuration from a custaimat includes data describing how
new instances should be configured. For exampéegdmfiguration might specify one or
more applications or software components that shbelinstalled in new instances, provide
scripts, and/or other types of code to be exeduteéw instances, provide cache warming
logic specifying how an application cache shoulgpiepared, and other types of information.
The deployment component utilizes the customerigem/configuration and cache warming

logic to launch, configure, and prime new instarmesomputing resources.

[0145] In at least some embodiments, a computing devatertiplements a portion or all
of one or more of the technologies described henmeatuding the techniques to implement
the functionality of a system for event-driven mesing of network traffic flow information

may include a general purpose computer systemrtblades or is configured to access one
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or more computer-accessible media. FIG. 18 illtsrauch a general-purpose computing
device 1800. In the illustrated embodiment, conmqudevice 1800 includes one or more
processors 1810a, 1810b, and/or 1810n (which magfbeaed herein singularly as “a
processor 1810” or in the plural as “the proces&8d9)”) coupled to a system memory 1820
via an input/output (I/O) interface 1880. Computdeyice 1800 further includes a network
interface 1840 coupled to I/O interface 1880.

[0146] In various embodiments, computing device 1800 neag bniprocessor system
including one processor 1810 or a multiprocessstesy including several processors 1810
(e.g., two, four, eight, or another suitable nunberocessors 1810 may be any suitable
processors capable of executing instructions. kamgle, in various embodiments,
processors 1810 may be general-purpose or emb@ddegssors implementing any of a
variety of instruction set architectures (ISAsksas the x86, PowerPC, SPARC, or MIPS
ISAs, or any other suitable ISA. In multiprocessgstems, each of processors 1810 may

commonly, but not necessarily, implement the sad#e |

[0147] System memory 1820 may be configured to storeuoBtns and data accessible by
processor(s) 1810. In various embodiments, systemary 1820 may be implemented using
any suitable memory technology, such as staticaanaccess memory (SRAM),
synchronous dynamic RAM (SDRAM), nonvolatile/Flagpe memory, or any other type of
memory. In the illustrated embodiment, programringtons and data implementing one or
more desired functions, such as those methodsjiteads, and data described above, are

shown stored within system memory 1820 as code a885lata 1826.

[0148] In one embodiment, I/O interface 1880 may be caméd to coordinate 1/O traffic
between processor 1810, system memory 1820, andeaipheral devices in the device,
including network interface 1840 or other peripharterfaces. In some embodiments, 1/0
interface 1880 may perform any necessary protticoing, or other data transformations to
convert data signals from one component (e.g.esyshemory 1820) into a format suitable
for use by another component (e.g., processor 1818pme embodiments, I/O interface
1880 may include support for devices attached tjinoxarious types of peripheral buses,
such as a variant of the Peripheral Componentdaterect (PCI) bus standard or the
Universal Serial Bus (USB) standard, for exampiesdme embodiments, the function of I/O
interface 1880 may be split into two or more sefgacamponents, such as a north bridge and
a south bridge, for example. Also, in some embodisieome or all of the functionality of

I/O interface 1880, such as an interface to systeamory 1820, may be incorporated directly

into processor 1810.

48



10

15

20

25

30

[0149] Network interface 1840 may be configured to all@atedto be exchanged between
computing device 1800 and other device or devi&&® httached to a network or network(s)
1850, such as other computer systems or devicdasigated in FIGS. 11 through 18, for
example. In various embodiments, network interfe840 may support communication via
any suitable wired or wireless general data neta/slch as types of Ethernet networks, for
example. Additionally, network interface 1840 maypgort communication via
telecommunications/telephony networks, such asognadice networks or digital fiber
communications networks, via storage area netwatks) as Fibre Channel SANs or via any

other suitable type of network and/or protocol.

[0150] In some embodiments, system memory 1820 may bembediment of a
computer-accessible medium configured to storernaragnstructions and data as described
above for FIGS. 11 and 12 for implementing embodits@f the corresponding methods and
apparatus. However, in other embodiments, progrestnuctions and/or data may be
received, sent or stored upon different types ofifpater-accessible media. Generally
speaking, a computer-accessible medium may inglodetransitory storage media or
memory media, such as magnetic or optical medja, @isk or DVD/CD coupled to
computing device 1800 via I/O interface 1880. A tk@msitory computer-accessible storage
medium may also include any volatile or non-votatitedia, such as RAM (e.g., SDRAM,
DDR SDRAM, RDRAM, SRAM, etc.), ROM, etc., that mhg included in some
embodiments of computing device 800 as system mef&20 or another type of memory.
Further, a computer-accessible medium may incltatesimission media or signals such as
electrical, electromagnetic or digital signals, weyed via a communication medium such as
a network and/or a wireless link, such as may hgemented via network interface 1840.
Portions or all of multiple computing devices, sashthose illustrated in FIG. 18, may be
used to implement the described functionality inoxss embodiments; for example, software
components running on a variety of different desiaad servers may collaborate to provide
the functionality. In some embodiments, portionshef described functionality may be
implemented using storage devices, network devarespecial purpose computer systems, in
addition to or instead of being implemented usiagegal purpose computer systems. The
term “computing device,” as used herein, referatteast all these types of devices and is not

limited to these types of devices.

[0151] A network set up by an entity, such as a compargypublic sector organization, to
provide one or more services (such as various tgpemud-based computing or storage)

accessible via the Internet and/or other netwarks distributed set of clients may be termed
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a provider network. Such a provider network mayude numerous data centers hosting
various resource pools, such as collections ofiphlyand/or virtualized computer servers,
storage devices, networking equipment, and the ikeded to implement and distribute the
infrastructure and services offered by the provitstwork. The resources may in some
embodiments be offered to clients in units callestances, such as virtual or physical
computing instances or storage instances. A vidaaiputing instance may, for example,
comprise one or more servers with a specified cdatiomal capacity (which may be
specified by indicating the type and number of CRbls main memory size, and so on) and
a specified software stack (e.g., a particularigarsf an operating system, which may in

turn run on top of a hypervisor).

[0152] A number of different types of computing devicesyrba used singly or in
combination to implement the resources of the glewvnetwork in different embodiments,
including general-purpose or special-purpose coermérvers, storage devices, network
devices, and the like. In some embodiments a ctienser may be provided direct access to
a resource instance, e.g., by giving a user anragrator login and password. In other
embodiments the provider network operator may attbents to specify execution
requirements for specified client applications anldedule execution of the applications on
behalf of the client on execution platforms (sustapplication server instances, Java™
virtual machines (JVMSs), general purpose or spguigbose operating systems, platforms
that support various interpreted or compiled prograng languages, such as Ruby, Perl,
Python, C, C++, and the like, or high-performanomputing platforms) suitable for the
applications, without, for example, requiring thiet to access an instance or an execution
platform directly. A given execution platform matflize one or more resource instances in
some implementations; in other implementations ipleltexecution platforms may be

mapped to a single resource instance.

[0153] In many environments, operators of provider netwdhat implement different
types of virtualized computing, storage, and/oeottetwork-accessible functionality may
allow customers to reserve or purchase access®onees in various resource acquisition
modes. The computing resource provider may profadsities for customers to select and
launch the desired computing resources, deployiGgtimn components to the computing
resources, and maintain an application executingarenvironment. In addition, the
computing resource provider may provide furtheilitaes for the customer to quickly and
easily scale up or scale down the numbers and tfpesources allocated to the application,

either manually or through automatic scaling, asaled for or capacity requirements of the
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application change. The computing resources pravigethe computing resource provider
may be made available in discrete units, which beyeferred to as instances. An instance
may represent a physical server hardware platfarirtual machine instance executing on a
server, or some combination of the two. Varioussypnd configurations of instances may be
made available, including different sizes of resesrexecuting different operating systems
(OS) and/or hypervisors and with various instaieftware applications, runtimes, and the
like. Instances may further be available in spea@frailability zones, representing a data
center or other geographic location of the undegyomputing hardware, for example.

[0154] In some embodiments the provider network may baroegd into a plurality of
geographical regions, and each region may inclugeon more availability zones. An
availability zone (which may also be referred t@aasavailability container) in turn may
comprise one or more distinct locations or dataersnconfigured in such a way that the
resources in a given availability zone may be tsola@r insulated from failures in other
availability zones. That is, a failure in one a&hility zone may not be expected to result in a
failure in any other availability zone. Thus, thagability profile of a resource instance is
intended to be independent of the availability pecdf a resource instance in a different
availability zone. Clients may be able to protéetit applications from failures at a single
location by launching multiple application instasd@e respective availability zones. At the
same time, in some implementations, inexpensivd@mdatency network connectivity may
be provided between resource instances that residm the same geographical region (and

network transmissions between resources of the saaikability zone may be even faster).

[0155] The provider network may make instances availabledemand,” allowing a
customer to select a number of instances of afspégie and configuration (e.g. size,
platform, tenancy, availability zone, and the lilse)d quickly launch the instances for
deployment. On-demand instances may further becaddeemoved as needed, either
manually or automatically through auto scalingdeshand for or capacity requirements
changes over time. The customer may incur ongosage! costs related to their on-demand
instances, based on the number of hours of oparatid/or the actual resources utilized, for

example.

[0156] The computing resource provider may also make veddanstances available to the
customer. Reserved instances may provide the cestoith the ability to reserve a number
of a specific type and configuration of instanaasd fixed term, such as one year or three
years, for a low, upfront cost in exchange for atlhourly or other usage costs, for

example, if and when the instances are launchead.rily allow the customer to defer costs
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related to scaling up the deployed applicatioresponse to increase in demand, while
ensuring that the right resources will be availatten needed. While reserved instances
provide customers with reliable, stand-by capafatyscaling of their application, purchasing
reserved instances may also lock the customemisfmecific number, type, and/or
configuration of computing resource in a specifiaibility zone for a longer period than
desired. If the technical architecture or need$hefapplication change, the customer may

not be able to realize a return on the custompvedtment in the reserved instances.

[0157] Operators of such provider networks may in somtaintes implement a flexible set
of resource reservation, control, and access axted for their clients. For example, a
resource manager of the provider network may impl#na programmatic resource
reservation interface (e.g., via a web site ortabeieb pages) that allows clients to learn
about, select, purchase access to and/or resexverce instances. In some embodiments
discussed below where an entity, such as a resowanager or a pricing optimizer, is
described as implementing one or more programnrggcfaces, such as a web page or an
API, an interface manager subcomponent of thatyemizy be responsible for the interface-
related functionality. In many embodiments equiaglaterface-related functionality may be
implemented by a separate or standalone interfaceger, external to the resource manager.
Such an interface may include capabilities to albvawsing of a resource catalog and details
and specifications of the different types or siaegesources supported and the different

reservation types or modes supported, pricing nsp@eid so on.

[0158] In some embodiments, such as in FIG. 19, a dat@ic2800 may be viewed as a
collection of shared computing resources and/oreshafrastructure. For example, as shown
in FIG. 19, a data center 1900 may include virtnathine slots 1904, physical hosts 1902,
power supplies 1906, routers 1908, isolation zd@t1and geographical location 1912. A
virtual machine slot 1904 may be referred to aetos as a resource slot. A physical host
1902 may be shared by multiple virtual machiness@i4, each slot 1904 being capable of
hosting a virtual machine, such as a guest donMitttiple physical hosts 1902 may share a
power supply 1906, such as a power supply 1906igedwvon a server rack. A router 1908
may service multiple physical hosts 1902 acrossrsypower supplies 1906 to route
network traffic. An isolation zone 1910 may servicany routers 1908, the isolation zone
1910 being a group of computing resources thatlmeaserviced by redundant resources,
such as a backup generator. Isolation zone 1910es&ye at a geographical location 1912,
such as a data center 1900. A provisioning ser@&4 Inay include a memory and processor

configured with instructions to analyze user datd &@nk available implementation resources
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using determined roles and shared resources/iniciste in the calculation. The
provisioning server 1914 may also manage workflemwgprovisioning and deprovisioning

computing resources as well as detecting healtfoafallure of computing resources.

[0159] A provisioning server 1914 may determine a placedroéthe resource within the
data center. In some embodiments, this placemeptw®ased at least in part on available
computing resources and/or relationships betweerpating resources. In one embodiment,
the distance between resources may be measurée biggree of shared resources. This
distance may be used in the ranking of resourcesrding to role. For example, a first
system on a host 1902 that shares a router 1908avaecond system may be more proximate
to the second system than to a third system ordgirglp an isolation zone 1910. Depending
on an application, it may be desirable to keepdib@ance low to increase throughput or high
to increase durability. In another embodiment,distance may be defined in terms of
unshared resources. For example, two slots 19G+hgharouter 1908 may have a distance
of a physical host 1902 and a power supply 1906h E#ference in resources may be

weighted differently in a distance calculation.

[0160] A placement calculation may also be used when tseipa prepared resource to
transfer to a client account. In one embodimentieat requests a virtual machine having an
operating system. The provisioning server 1914 detgrmine that the request may be
satisfied with a staged volume in a slot 1904. &cpment decision may be made that
determines which infrastructure may be desirabkhtire and which infrastructure is
undesirable to share. Using the placement degiaistaged volume that satisfies at least
some of the placement decision characteristicslmagelected from a pool of available
resources. For example, a pool of staged volumegsb@aised in a cluster computing setup.
When a new volume is requested, a provisioningeset914 may determine that a placement
near other existing volumes is desirable for lagezuncerns. Therefore, the decision may
find that sharing a router 1908 is desirable barislg a supply 1906 and physical host 1902
is undesirable. A volume in the pool may then Hected that matches these attributes and
placed preferably on a same router 1908 as the wttheémes but not the same physical host
1902 or power supply 1906. In other examples atgrteent decisions, such as those relating
to a database shard, sharing of infrastructure lmedgss desirable and a volume may be

selected that has less infrastructure in commohn ather related volumes.

[0161] Each of the processes, methods, and algorithmsildedan the preceding sections
may be embodied in, and fully or partially autonddby, code modules executed by one or

more computers or computer processors. The codelesthay be stored on any type of
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non-transitory computer-readable medium or compmttarage device, such as hard drives,
solid state memory, optical disc, and/or the likiee processes and algorithms may be
implemented partially or wholly in application-sjfexcircuitry. The results of the disclosed
processes and process steps may be stored, patgisteotherwise, in any type of non-

transitory computer storage such as, e.g., volatilgon-volatile storage.

[0162] The various features and processes described ahamyde used independently of
one another, or may be combined in various waylsp@dsible combinations and
subcombinations are intended to fall within thepscof this disclosure. In addition, certain
method or process blocks may be omitted in soméeimgntations. The methods and
processes described herein are also not limitediygarticular sequence, and the blocks or
states relating thereto can be performed in otbgueances that are appropriate. For example,
described blocks or states may be performed inr@er @ther than that specifically disclosed,
or multiple blocks or states may be combined imgls block or state. The example blocks
or states may be performed in serial, in paratieln some other manner. Blocks or states
may be added to or removed from the disclosed ebaerpbodiments. The example systems
and components described herein may be configufiedenhtly than described. For example,
elements may be added to, removed from, or reaechogmpared to the disclosed example

embodiments.

[0163] It will also be appreciated that various itemsilustrated as being stored in
memory or on storage while being used, and thaetitems or portions of thereof may be
transferred between memory and other storage defocgurposes of memory management
and data integrity. Alternatively, in other embodims some or all of the software modules
and/or systems may execute in memory on anothece&lamd communicate with the
illustrated computing systems via inter-computenoainication. Furthermore, in some
embodiments, some or all of the systems and/or leeduay be implemented or provided in
other ways, such as at least partially in firmwame/or hardware, including, but not limited
to, one or more application-specific integrateduits (ASICs), standard integrated circuits,
controllers (e.g., by executing appropriate indtams, and including microcontrollers and/or
embedded controllers), field-programmable gateyar(BPGAs), complex programmable
logic devices (CPLDs), etc. Some or all of the medusystems and data structures may also
be stored (e.g., as software instructions or stredtdata) on a computer-readable medium,
such as a hard disk, a memory, a network, or aplarimedia article to be read by an
appropriate drive or via an appropriate connecfidre systems, modules and data structures

may also be transmitted as generated data signgls &s part of a carrier wave or other
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analog or digital propagated signal) on a varidtgamputer-readable transmission media,
including wireless-based and wired/cable-based apedlid may take a variety of forms (e.g.,
as part of a single or multiplexed analog signehmultiple discrete digital packets or
frames). Such computer program products may alsodther forms in other embodiments.
Accordingly, the present invention may be practiedth other computer system

configurations.

[0164] Conditional language used herein, such as, amdmegxt‘can,” “could,” “might,”
“‘may,” “e.g.,” and the like, unless specificallyattd otherwise, or otherwise understood
within the context as used, is generally intenaedonvey that certain embodiments include,
while other embodiments do not include, certainuess, elements, and/or steps. Thus, such
conditional language is not generally intendedply that features, elements and/or steps
are in any way required for one or more embodimentkat one or more embodiments
necessarily include logic for deciding, with or aut author input or prompting, whether
these features, elements and/or steps are includa@ to be performed in any particular
embodiment. The terms “comprising,” “including,”@hing,” and the like are synonymous
and are used inclusively, in an open-ended fashiod,do not exclude additional elements,
features, acts, operations, and so forth. Alsotdha “or” is used in its inclusive sense (and
not in its exclusive sense) so that when usedeXample, to connect a list of elements, the

term “or” means one, some, or all of the elememthe list.

[0165] While certain example embodiments have been destrthese embodiments have
been presented by way of example only, and arentestded to limit the scope of the
inventions disclosed herein. Thus, nothing in thredoing description is intended to imply
that any particular feature, characteristic, stepdule, or block is necessary or
indispensable. Indeed, the novel methods and sgafesctribed herein may be embodied in a
variety of other forms; furthermore, various onuss, substitutions and changes in the form
of the methods and systems described herein menalde without departing from the spirit

of the inventions disclosed herein. The accompangiaims and their equivalents are
intended to cover such forms or modifications asilddall within the scope and spirit of

certain of the inventions disclosed herein.
Embodiments of the present disclosure can be destmn view of the following clauses:

1. A method of providing network traffic flow daf@r a plurality of computing nodes
communicating over a network, each of the computiodes comprising a plurality of virtual

machines, the method comprising:
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receiving information for monitoring a subset oé ttomputing nodes;
during a predetermined time interval:
receiving data packets being sent over the network;
examining the data packets to determine if the patkets are
network traffic flow data packets entering or engtione of the subset of
computing nodes;
storing data packets that are determined to beanktiraffic flow data
packets entering or exiting the one computing rafdbe subset;
after a predetermined time period, moving the stala@a packets to a data store;
sending a notification to one or more queues wherstored data packets are moved
to the data store;
repeating said receiving data packets, examiningj,séoring for subsequent
predetermined time periods;
retrieving the notifications from the one or moreeges and accessing the data
packets in the data store in accordance with thiéications;
processing the retrieved data packets to iden&fwark traffic flow data that is to be
provided to a programmatic interface; and
sending notifications to the one or more queuestianed data packets for which said

processing was not completed.

2. The method of clause 1, wherein the predetexthiime interval is a subset of the

predetermined time period.

3. The method of clauses 1 or 2, further compgigitering and publishing the identified

data traffic.

4. The method of any of clauses 1-3, wherein titéications are sent in response to

indications that the stored data packets have beemd to the data store.

5. The method of any of clauses 1-4, wherein tieea more queues are implemented as a

distributed queue.

6. A system configured to provide access to dataprovider network allocating virtualized
computing resources to customers of the providever, the system comprising:
at least one memory having stored therein compasétuctions that, upon execution

by one or more processors of the system, at l@astecthe system to:
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store time-based groupings of network traffic fldata for the virtualized
computing resources;

provide notifications as the time-based groupingsstéored; and

retrieve one or more of the notifications and psscthe time-based groupings
identified in the one or more notifications, sardgessing including identifying and
publishing network traffic flow data that is assaded with users who have requested
publication of the network traffic flow data forsaiated virtualized computing

resources.

7. The system of clause 6, wherein the time-basaubings are determined based on a

series of consecutive time slots defined by theiper network.

8. The system of clauses 6 or 7, wherein the tiaset groupings are stored based on
selected subsets of the virtualized computing nessu

9. The system of clause 8, wherein the selecteskssilof the virtualized computing

resources are units of virtualized computing cagaci

10. The system of any of clauses 6-9, wherein thidications are stored in and retrieved

from one or more queues.

11.  The system of any of clauses 6-10, whereiptheessing comprises identification of

data traffic that has been accepted or rejected.

12. The system of any of clauses 6-11, whereimpthishing comprises making the
processed groupings available to one or more obmitoring service for the virtualized

computing resources, a network flow analyzer, onstomer-defined storage.

13.  The system of any of clauses 8-12, whereirséected subsets include a virtual

private network, a subnet, or a virtual networlerfdace.

14. The system of any of clauses 6-13, whereipthrishing is performed by a publisher
component configured to filter and publish the ratwtraffic flow data to the associated

users.
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15.  The system of clause 14, wherein the provithiegnotifications is performed by a
status publisher component configured to receideations that the network traffic flow is

stored and send the notifications to the publisbenponent.

16.  The system of any of clauses 6-15, whereitithe-based groupings of network
traffic flow data is stored in a persistent storaggource configured to store the network

traffic flow data.

17. A non-transitory computer-readable storageiomedhaving stored thereon computer-
readable instructions, the computer-readable iatms comprising instructions that upon
execution on a computing node, at least cause:

storing network traffic flow data for groupingswftualized computing resources of a
provider network;

gueueing notifications that network traffic flowtddas been stored for at least one
grouping for selected time ranges; and

accessing the queued notifications and proceskengtored network traffic flow data
identified in the queued notifications , said pisiag including identifying network traffic
flow data associated with customers of the providgwork who have requested access to

network traffic flow data for associated virtualizeomputing resources.

18.  The non-transitory computer-readable mediumlanise 17, further comprising
instructions that upon execution on a computingenad least cause publication of the
identified network traffic flow data.

19.  The non-transitory computer-readable mediumlanise 18, wherein publication for a

grouping is terminated when one or more conditionshe publication are not met.

20. The non-transitory computer-readable mediusngfof clauses 17-19, further
comprising instructions that upon execution on@poting node, at least cause cessation of

processing for a grouping and resumption of prangss the grouping at a subsequent time.
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CLAIMS
WHAT IS CLAIMED IS:

1. A system, comprising:
a set of computer systems that is configured to:
receive a request from a customer of a computisguree service
provider to enable logging for a virtual computgstem instance supported by
computing resources of the system and programntigtroanagecy the customer;
receive one or more data packets at a networlkfaateof the system,
where the one or more data packets are associdted set of network flows
directed to the virtual computer system instance;
filter the one or more data packets at a firewatidd at least in part on
one or more security policies, where the one orensecurity policies indicate
whether to allow or deny a particular data paclestel at least in part on information
contained in the data packet;
as a result of fulfillment of the received requestising logging to be
enabled, obtain log information corresponding ®fthiering of the one or more data
packets and a set of actions performed by the &llawfiltering the one or more data
packets; and

provide the log information to a destination acid#edo the customer.

2. The system of claim 1, wherein the destinatiwothier comprises an

intrusion prevention system configured to applydhe or more security policies.

3. The system of claim 2, wherein the intrusiorvpregion system is
further configured to update the one or more sécpulicies based at least in part on the

provided log information.

4. The system of claim 3, wherein the intrusiorvprgion system is

further configured to provide the update to the onmore security policies to the firewall.

5. The system of claim 1, wherein the memory furtheludes
instructions that, when executed by the one or rmporeessors, cause the system to provide a
notification to the customer based at least in paran alarm set by the customer with the

metrics service.

6. The system of claim 1, wherein the memory furtheludes

instructions that, when executed by the one or rmoreessors, cause the system to filter the
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obtained log information based at least in parbo@ or more attributes of the log
information as a result of receiving, from the omsér associated with the virtual computer

system instance, a request to filter the obtaingdrformation.

7. The system of claim 1, wherein the memory furtheludes
instructions that, when executed by the one or poveessors, cause the system to disable
logging for the virtual computer system instancedabat least in part on receiving, from the
customer associated with the virtual computer systestance, an API call to terminate
logging of the virtual computer system instance.

8. The system of claim 1, wherein the memory furtheludes
instructions that, when executed by the one or rpoveessors, cause the system to provide
the log information to another destination basdéadt in part on receiving, from the
customer associated with the virtual computer systestance, an API call indicating the

other destination.

9. A method, comprising:

fulfilling a request from a customer of a computnegource service provider
to enable logging for a virtual computer systemanse supported by computing resources
hosted by a computing resource service proyider

filtering network traffic at a firewall, at leastpmrtion of the network traffic
directed to a set of computing resources usedaat ie part to support the virtual computer
system instance managed by the customer baseakatrigpart on one or more security
policies;

as a result of fulfillment of the received requedttaining, from the firewall,
network traffic log information;

retrieving, from the obtained network log inforneettj log information
corresponding to the virtual computer system irstaand

providing the retrieved log information to a stagaggrvice for persistent

storage.

10. The method of claim 9, further comprising pding the retrieved log

information to a metrics service.

11. The method of claim 9, further comprising gatiag a visualization
indicating one or more attributes of the portiorited network traffic directed to the virtual

computer system instance based at least in pdhteoretrieved log information.
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12.  The method of claim 9, further comprising eting log information
for a set of virtual computer system instances maddy the customer, where at least a
portion of the set of virtual computer system insts are supported by the set of computing
resources and the virtual computer system instesngenember of the set of virtual computer

system instances.

13.  The method of claim 9, further comprising pding the retrieved log
information to a third party service provider nesponsible for the computer system.

14. The method of claim 9, further comprising:

retrieving additional network log information cosponding to a second set of
computing resources hosted by the computing res@ewvice provider and used to support a
second virtual computer system instance managedsegond customer; and

wherein providing the retrieved network log inforoa to the storage service
for persistent storage further includes providimg &dditional network log information to the
storage service for persistent storage.

15. The method of claim 9, further comprising disaplogging for the
virtual computer system instance based at legsiihon receiving a command from the

customer to disable logging.
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