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FAULT MONI am This invention relates to the @B? | of
a tel ecommuni c6§t&|’43ns system for faults. Tel ecommuni cati o#sg?ne %‘4?022
have a | arge nunber of conponents 5 distributed over a wide area, and it

Is inportant to be able to identify faults when they occur and to deal
with them pronptly before they manifest thenselves to the users of the
network as a serwvice interruption. W}Eﬁﬂ#ﬁﬁbﬁﬁigéﬂﬁinetmork’ in turn,

may have a service | evel agreenent w oper at or whi ch
specifies  contractual penalties if service interruptions exceed a

predetermined linit. Many 10 nethods are known for identifying faults and
al érting the oper Abi§rigventiomealgtes tothe monitqringeef 3| telecommunications syskem.

| ncl uded 1 NideaultS! Mrefebmmuriichl hetWoRRS Rave'a 1d16e numbe? P bbinbBhimE a7

not onIy equ.| p[rent or service eakKkaowns ut events suc oads
whi ch mayp bdisttibyted ouar 2 wide area.od ibist impagtant ¢o thenahle 40 identify fiaults when

Di ff [ fi i,00.J i ffer i SOA
T5 | tel econtipyoctur Snd ¥ upHTRR Shalforoirotly Wialelingly IndflBH ufeniYER 8 he
equi pnrent, uswsof the netwérkoas akefvidel intersuiptioni NdTivé dserl ofertiei eawork, ikaugyer ,

it is possible 'f'or an item of eq%Ji pment in a tel(ecormuni cations petwork
to fail witMaNaYRAdIeLYIEe deyel Aarepimerewith thecehwalk aReraror iNER APSEISE o o
custoner, i orthdcteapanattied! it 8eRddd WRerfuitions dsiceed a predatéiinirddl BinitO" Mahyt he
custoner is not usi ng@t he full capacity of the system 20 Conversely a

cust oner! Grafpethqds are koews foe jdantitying faiiits and dertingche eperatensitpdhem so thatt em
of equi pmenfenfiifiallaitibR Ganf Y tak&AMh&uddd i the! RFA! '+ BptI{é)Puﬂ#?E bt H)§
system by all custonmers exceeds the capacity of the syste ?n order to
noni t or t hespecificationi are RAIPPNIY caniuipmnéntsorc serviseebreakddwns butvevkntspsucht as

For _exanpl covirigads AETRfay be oK 1o R8P LalspE thp VERIIbBBR abfen, . ng o

For exanple, 1n a teleco ni cations ne channe _
full capacity anyDifferedcusecsibf a 3y$tenpheedonotifitasion lim diffdremacitcdinistances!| fAt he
rate of ?ccurrence of such call fail ures ingreases, this .indicates that

. Of . . Jndlc
the net o kteleEoqMunIEations network pperatar, responsibie daumapgitaring, eqyipmant meefs
time. Renefd Rhow@fifailure8yf ifiividual RAEHMYENE. HoWe ¥ ANS Pobdiblecrdl A Gin B¢
capacity from el sewhere (e.g. a second 30 channel in a time division

mul ti pl e act¥drMegLinanjelecommynigationsaneivoricia, failavith nojimmediaip effest on dhe
g comeni vl T SEREnRee DRARREY T ROcRRbMIE 1 for MaaRlY EnlotVE routinas are

guar ant eed avaiiablem dreifelthé scustereend is Thad psingnthe [full e¢apagity bef the agystent.

20 Conversely a customer may experience a service interruption when no individual

_item of equipment has failed, for example if the total demand for use of the system

by all customers exceeds the capacity of the. system. In order to monitor the

service supﬁlied to its customers, the network operator also needs to be informed

~ of such service interrupt‘ions.

25 For example, in a telecommunications network, if a channel is running at

- full capacity any further call attempts on this channel would fail. If the rate of

~ occurrence of such call failures increases, this indicates that the network is at full

capacity for an increasing proportion of the time. Remedial action may be

possible, for example by reallocating capacity from elsewhere (e.g. a second

30 channel 'in a time division multiple access system). ‘In the case of service

interruptions to a customer, these can bé logged. The nature of the service level

agreement will determine what information is required, but in most cases a

guaranteed minimum level is agreed. The minimum level may be an agreed
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proportion of tinme that the service i's available. 1n other ces,
for Pa?ffﬂ" 8rshere re-start procedures -are conpl ex, t hef %tfﬁ%g}f}&bg‘{]
separate i nterruptions may be used. as an additional or alternative
criterion. There is a diffizulty in fault nonitoring, that
phenonena which nay be of 5 a transi ent nature may be indicative of the
presence of an actu or I nmm nent i ng,_prqgblem but may instead
be no rnoreP 't°ﬂ8ﬁ'°§'t8? té"f‘?c'é\atftlhﬁcfﬂéﬂcﬁoﬁsa&?' ﬁ“‘ In” ﬁ'le{]n‘?'f‘i”&%ﬁﬁ’écesA for

transient édthple Witdhe ARDGAFS procédurdd reS Ropldly #hé) Nhdibéh gt ts'ésarate

cause has ceased, or it may signify that there is a underlying problem and
the fault '"te"URMOF‘F mayche Uﬁﬁﬂjé‘-i ag agdizipnal Qs aikernative C"F@'l?&.‘rtlcul ar special - -

Cooe o i, DTSR R TSN o 51

the systemexceeding a predeterm ned reshol d
value i & saettr&nscenlhug#turtehmaal Iaﬂ indicativeaobtheiprésenge of an astual rdrggnmménuntl I

the situatiop s alr critical avin h tot

remedi al a'é'?‘{]eB'M'"g m&@vﬁrbm iy Wgt?alqe%sﬂgg'&p |8§n§%g*#'t§bc?|%°§“%tf°é'svﬁ M be an

- excessi ve significance! Ratrassientafatit whichappears toTbl%ar itpaftmayceugaffytthamment
faults 15 may differ according, to individual cu Mer s quirenents. To a

oot oot B has Cepgadyiar i Man SiaviuInat hert Ae GBRR NG, BroPlacs ABR Chadu | oo

i nt er ni t t R} rebhPMSd? Bertaindétniditions. ATBYrtiR8lar Bp&GIAIdasE lof 10 \WPAREm dcuis
custonmer for whom any interruption, however short, necessitates a

re-stan® owhemenalarmisdriggergd hyns propesty afrthe Bystest exraedingo? peedeterminads
visit to rtﬂrecs?'klcﬁ%ihgm?mh ﬁ\ré@]{oﬂ?vgfdghgrsep¥ %@H%E'Hla&mkﬂiéa‘é&l WAMRof" € .(

much 20 worse an a S|n e Interruption o
Tr ansi ent Beatriggereddawrgil tthe b«euatmmds eueauvf cmmtleayvlrﬂg oormmgmtmam;clmmo téleul t s.

Transient faults clear themsel ves, r e ake renedi al
action refrigd ?e GHOP o HIOWENFY | th WE%E’P% ggstgs ﬁ@{/qg%reear’m ves,
it is diffdxeebdivé umber iofVfaisei agatne mdieatizmsseTbé napbntam:bl ehtrahaleht famfs to

i dentig¥ patter.ns V\hla’] (?/ I ndi cate gn under| 'i/ OIprob em

A prioP dPRY AfRrackeringt Hé"‘"d‘é%/&%‘i‘?f"ﬂ'% RAVTEMETS BeHsteme Whoge |
Di scl osur QeBHinhBédT;LﬂpM@nt ihc(Uudes effeflcorfr8étion fdoiities smefnittent, Niransiert! faligsccor ds
whet her or not a fault is present, by detecting transmission errors. An

al ert is dJaay be unimportant. radood CHSIAMET deravhemcanydstersupgianchoweyery| t
was det ectgpdrd e é%%t]é%d 9é-s ﬁaﬁlm\ﬁ@.ﬁg*e&ﬁﬂ%xase bﬁﬁiitprkbé B9l oL Or:
if in a period o ourstenu er Z o I VI secon S|nwh|c

a faul t wesitedwisit a0 od-sex cquigment.sadargd numbesaf| tdansient\interuptions iare piuspor ti on
L0, e 3o o T LSRG B TRl o0 TS o be
- Transient faults have to be handled differently from non-transient faults.
Transient faults clear themselves, so there is no need fo take any remedial action
to clear them manually. However, because they clear themselves, it is difficult to
investigate the cause of a transient fault, or to identify pattérns which may
25 indicate an underlying problem. |
A prior art fault-monitoring system is known from IBM Technical
Disclosure Bulletin No.- 7 (December 1992). Each second, this system records
whether or not a fault is present, by detecting transmission errors. An alert is sent
if the number X of individual seconds in which a fault was detected in a period of
30 15 minutes exceeds a first threshold L or if in a period of 24 hours the number Z of
individual setonds in which a fault was detected exceeds a second threshold
which is, in proportion to the size of the measurement period, much lower than L.

This arrangen;\ent allows statistically significant changes in féult rate to be
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detected for both I ong and shy SUEEEUASrﬂjEN ' sudden | arge-changes to
be det nptly, and I I er | ong-t ergpGERoRR8e4

whi ch,’ becgg‘éggzog"é)of the | arfler sAfPLACEDze, dre -statistically

Si gnrfrcant wi thout false alerts cauSed Dy normal short-term
statistical fluctuations. 5 Thi 8 prior art systemonly nonitors
the nunber of seconds in which a fault is present. It takes no account

f the durat h d t
e wer r or APEEEY hE Dok ibnd, 8RR, stioPt bhlods, Aoying, IR s oreRBE 'a e
i ndi vi dual fdetédted eremptly, ass alsohddteotigy smalierdiongitern chagges vhidh, uei:aasene
seconds o nmakes nq provision for separate faw_.ts o%eurrr n

si rul taneous‘?{j’}ﬁ“a lasgerszample sizer prgnitptiztiaally sianificant v AiSRtD FaLied Bvaul ¢
per second GRiimBFshort-tdrRCHEHASSkal fluctuations, According to a first aspect of

the invention, there is provided a nethod of m)nrtorrng a

t el ecommufii cat i onsT"Silﬁt'@fnﬁft systeguenly W%%H@r aymher eff sacesds in Wh'Chrééfp}tShse
to the fault;g CRIMY; o)} | ys 15
for the occurrence om pﬁﬂ%t s'q rregédrﬂ&?ﬁgqﬁ lggl?%t |°cf)nrqwc%f h@yc Ft§ Eglm

t he dur aexaople)fa eepbetdfinine Cestdasepom#étlerarﬁ S euinutel miodamuld/be icagsexh
al arm i ndi cat i f th Efon of af 4t do not ee¥mledthe

predeternin VizS'Ieu'Bd'v'd?‘a' f?fﬂtrse % UPS Af 0"8 "a Sihgle” fatii R i ng

to a second seepRdd., Itt 4186 endkes pfoONriod&ibn fon sepmwtfamsf GtEcu?ﬁhg Bihﬁultahl‘ebﬂﬂyﬁ
t el ecomrunr cati ons system for faults, conprisi 29% q alrm I ndi cator

det ect i ohOreAnef NF’E&H’%Q:tq%'%c‘EﬂYe‘thgx'B‘P"f | pre Taultipey fecond £
measuring - recdfdggdurati on of each fault, activation-nmeans for actrvatr ng
t he al armi.f the duration __rr'easured'bz the timng neans exceeds a
predet er i ned val Lkscordinaite adfirstaspect of the invengen.ntheee isorravided iryeethashef

i ncrenment i ngmgﬁlﬁ#} fgr ééu 5@{%9&5{?&\4 @8 ge?f‘r'nfror Zéultg'um)aerge%@tﬁg 8Erﬁ1@em

counti ng neans I'on neasur e t1mng
exceed the p’essmrtsertmthedaultsl seid method comprrsrnmtherntepsvaymnitauhg thé sgstedhoes

et ed on !5 AR 8 rasireycds E uf wealirFiRohE SUREPDE! efth fBle: b7 fre

whi ch can bedwawsredf GofauRudedde at preéleymined vilid)cattiviating Hn alah tindicator,
operator havi-ng to be alerted to every. individual faul t

ransi e
Preferably ta df fBe duratipn ghset fawly @Péaf‘?’nge"&fae‘ﬁ athe; §fe$eéemeeﬁ’ d¥@lueand
~after the oqg&gn{ehﬂﬁggfstafeﬁauéme is recorded, a delay period is initiated,

and if the clea of the fault is recorded before the expiry of the
del ay period the sﬁqqoeﬁng to a second aspect, there is provided an. apparatus for
20 monitoring a telecommunications system for faults, comprising an alarm indicator,

" detection means for detecting occurrences of faults, timing means for measuring
the duration of each fault, activation means for activating the alarm if the duration
measured by fhe timing means exceeds a predetermined value, counting means for

' storing a count number; and incrementing means for incrementing the count
25 number stored in the counting means if the duration measured by the timing means
does not exceed the predetermined value. -

In this way a fault which does not clear spontaneously within a
predetermined period, and must be acted on, can be readily distinguished from
transient fault reports which can be stored for subsequent analysis, without the

30 system operator having to be alerted to every individual trahsient fault.
Preferably the times of the onset and clearing of fauits are recorded, and

after the onset time of a fault is recorded, a delay period ie initiated, and if the

clearing of the fault is recorded before the expiry of the delay period the stored

This Sheet Has Been Rep

A i
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is increnggat nd if the del ayi period expiredihefore the ' f the

fault @Biggﬂ ecorded the al arimindicatoti;is activated. FeAiGhbiios!

Preferably also the systemis nonitored for "occurrences of unavailability

of the system or a function of thd& system to a user. 5 I n

a-preferred arrangenent, an alarmindicator is activated if the stored

val ue reaches a.val ue al tp or_ greater. than hreshol d val ye within a
i B 2 e i a3

pr edet er mi YeHP i'REreMaEn BiPerigshexpines hefore the clearing of ithe faylt oy
co- pendi ngs recordéfthedl@im atfi¢a26r isidctidated. t he same day as the present case,
and claimng the sane priority, Agents Ref A25113. 10 ' Thi s

arrangement neadietesabiy also 1 gystem s mapitered dprcecqurrenees, af unayailakility of |
rather thaRe s@stehd) g,.i'beﬁ_p,&{i?ﬁ of tRPE\IREM Mo diusgussed above, the proportion of
I aul '

tinme ‘that a ftault or ults are present. By generating alarm

i ndi catPons i n rlesporeferred arrangempgt, fanc giaem dpdicatasds Lactivated i thenstoreddual
faults a er_jndicat.j i i | abl . the m gperator as to
whet her tﬁéi#aﬁ?%&%gqgi lr'glgea ?‘%ﬂ%%pt l'ae%{élrft a atra\s?'g%%ﬁi@ }@@ﬁrﬁ'gﬁ@ef are
al ert ed dipreddteymihed tifree inpervalt This ddditionalifeatyre tid thes yubdjesn afasur lke-pendingused -
to identif 11he nurrber,e(é){) times the service is unavail adbl e, . .

Pref er abl y .- i ARPIICATAR diled,an the same day Asthe Rypsent case, and claimiggthe same ng an
anal ysi s priokififl;Agents Ref A251130ni toring the system continuously for the
occurrences of faults; 20 at the end of a scan interval shorter

than th anal ysiThiparpegemensunessises te frequangil ocqurispee of casteal faplts.ne
faul't dur 'rﬁa'lﬂlgl; hRarRNA ¥ tiie PR&A Sarfehfdht Hidkdssdd bb6ve, theeﬁ}??e{tiﬁghﬁfuﬁg%rn of (

I nterval ; activating an al armindi cator
occur r encdhatog fauie of faults are presentie By rgengrating mlar indicationsdh respamsegoeat er

than a th éﬁé'@lﬂﬁf*ﬁwa?g 'oFgérrencfee £t indyiég{a?ffﬁfﬁ%éeutep%ﬁéégﬁ:@higf%vgﬂﬁﬁ%ttgnd

. clearing ecor an end o S rval

- faul ts forhedsystena dperatorgagadewhethen thédauit aéguiies attentjper thath if asarsiensed

si nce iﬁ]e recorded cl egr tcLHE %iye no'g. count ed. Preferably al so
the al &Y mPCRYTIGeS, arp Algrted, ditpetly 9 Ahg pRerator, o for 8.useL fhe pystem canbaio, o
occur r enc @gedto ideatifyathel nurfbdrfiines theselvicsis @iadaiasiend t hreshol d 30
~val ues. In a preferred arrangerrent the alarmindicator is

deactivated if Freferabidhe metheg comprsesthe Stersiofine fault in the anal ysis
period.is equal e&&bﬁéhih&%ﬁ anbRBisperisgond _ : o :
monitoring the system continuously for the occurrences of faults; |

20 at the end of a scan interval shorter than the énalysis period, counting the
number of occurrences of the fault during the analysis period which ends at the
end of the scan interval; and _ _

activating an alarm indicator if the number of occurrences of the fault in
the analysis period is edual to or greater than a threshold value.

25 Preferably, the times of onset and clearing of faults are recorded, ahd' at
the end of each scan interval fauits fo_{ which a time greater than the analysis
period has elapsed since the recorded clear time are not counted.

Preferably also the ala_rm indicator is maintained 'in its current state if the
number of occurrences of the fault is between the first and second threshold

30 values . |

Ina preferred arrangement the alarm indicator is deactivated if the number

of occurrences of the fault in the analysis period is equal to or less than a second
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t hreshol d he second threshol d val ue being |l ess than i

t hr eshol dvygwgyéf’{] This al armindi cator may tﬁg‘q@é‘;‘?@ki@é as
‘that activated if the duratlon of ~ a fault exceeds a predeterm ned
value. It may be arranged to remain actigated as 5 long as either the .

st-ored val ue exceeds the second threshold or - a fault of duration
greater than the predeterm ned val ue rgmal ns uncl eare The al arm may have

di fferent APreshald; yslue: the secpnsh thieshold vajyr PRIt (ase bea s frst tbresbrld ns

above ~iiafuel hreshol d, or a I ong duration fault renmains uncleared, or
bot h. _I'n another arrangement a further alarmindicator is also
activated if the This alarmiiedicatpr mayuthecsamesoog as aat agtivetedhif ithe duratiopsofs

period is ?g@t 40680 3 53 {j@ferr[’nfﬁga gjue. % H}R:%{thn%e?gtbgrebrﬁém stfigatel s e"

al arm i ndi remal ns actl va now an oper at or .
The coundi mmaaleﬁthemghecsmmm Maexatude ,thalseecr_rgbthreshcﬂr! or e faule ofi duketion

of occurrence h\/\ﬁ condi ti on W thin ea‘g ﬁq.f | urallt of
scan int er P&f erg an, Bgeprfﬁ?tgfm'(ﬂ'ﬁf‘a\’ P TPUARPNGEA PR Qﬁa?g'g\"smﬁlérl

The dur at i liffereht Bbevation ﬂraeaieaqweaiuamdomahetﬁé:smbemm g8ide bmialie 5&%

i nt erval ty be se| ectahbl e ef erabl y the equi prent includes

an updat i ndtSphersbeldy, or ér'?%g\é@"'%tfa‘f'héema'"s UnelearededtPetean interval, to
retrieve the dat qn bR drfarigBfment & furfiehl didin® WRitator Is also dctivhatid ffOfH%t i ng

nmeans, and to instruct the store to delete the data relating to the 20
earlieslO s ewimben o€ ogeurrénsies \oif ithé fatdt in the apelysiscperiod is equal to or prester thany

there i's provhafof SafdT 0Rd | b TaRRS: fibrmfll Bhloth! FthBls actiEd” e

of the fault Con ngaflrs predeterm ne racter| rom
‘those havi ragkaowtedgedibpraadnieeatm ned characteri st ic, the countl ng neans

bei ng arrang t o count those occurrences having e haracteristic
cepacately  or o herchubi mints Bag Crrrie o Sits eS8 PR PeuHieSeny

al so be. ar iofRgedrréntesfaKe fault conditish@ithiri §dhedhe 68 pRIFSlity Of stan MRérvalsi on
Thi s aligms routine tests and pre-arranged breaks in-service to be

di scouni®d Whaes® total dusatian ds that ofoithe (analvpis,fesicdon te duratjonss ef Jthgr ng.
An enbodi MypddeRbrmtinéd hﬁM?ﬁE ipBodVbhd of B4 Q@aﬂﬁﬁwﬂbﬁ& b@¥el\9@%b@( exanpl e 30

only, with reference draw ngs, in gure 1, is a
di agranmat i ¢ r epPeeferably thn eatipmeptinecludes asf ummmsprocessoc(aunngacg atrthe

Lgf%ggg}’g'ggg jfo&%hs%% SHterval, to retrleJQQh%Géaztg%4§red in the s_tore and to supply it

to the counting means, and to instruct the store to delete the data relating to the
20 earliest scan interval for which data is stored.

Preferably there is provided discrimination means for distinguishing
occurrences of the fauit condition having a first predetermined characteristic from
those having a second predetermined characteristic, the counting means being
arranged to count those occurrences having each characteristic separately, or to

25 count only one of the types. The count_ing means may also be arranged to be over-

ridden, thereby suspending its operation.' This allows routine tes_té and pre-arranged

" breaks in service to be discounted from the analysis, to avoid the generation of
false alarms.

An embodiment of the invention will now be described, by way of example

30 only, with reference to the drawings, in which
Figure 1, is a diagrammatic representation of a sequence of faults

occurring in a telecommunications system; -



6 . Figure 2 is a functional block diagram show ng the various -
conmponent s of an apparatus according to the invention for nonitoring a
t el econmuni cat i.ons network for intermttent fault condll;d,l%tfgsméeﬁet her
with el eneNP2628548 he network to be nonitored; and 5 'gure 3
shows the general construction of a conputer sui tabl e for operation of
the i nvention. Figure 1 shows a tinme sequence of transient
faults of a particular type occurri ng in a tel econmuni cati ons system

which is to be_ponitored by an Earatus enbodyi ng the invention. For
exanpl e, the syst&gHrend s Bé“@Ft'P@al P'@F diparemi shawi Eh%ﬁ?’mskc%@’l% Phul ts,

may be Overérpﬁai'ﬁu? 4coBTEY Qat{rfén. ventnSR%P%onﬁé]ﬂxdjraewﬁcdrﬂnﬁﬁfc\éhﬁﬁst0 a

speci fic cust e nonitoring apparatus

described bestwiorkvferintesmisten doult sondltmﬁ .jagether witheelemantsi of thevietwork ta o a -
nunber of omé'eedvgbg tlerr], t[err], etc each of length t. In this
enbodi nent fnterval is substantlal ly longer than the 15 duration
of the f8ults, arfigite Bsshawsi thiec generahmoestrhctivrornd & acérhputer oswitable fot he
sanme scan |nterval An .anal ysis period T is defined. In this illustrative
exanpl e th@perat'%ﬁfﬁ;‘fl'g"%%f‘od Tis three times the length of the scan

interval t. HowevEgurel N showsPa &ﬁﬁé GeqlidieadB tnansientd f4ultedotC aUpdttibslal W much
| onger than this. In this invention, a distinctigon is ma

bet ween tr ARSUETNG fimLP t telesAENMYNiRAtions systemo \ush dair i iken menitared %m is
i dentified g, g?étg%’ eQI?IBb n StHen'lrt\\}é?ittlﬁﬂ Th&r |e§991§aié the odystdif ffdya)pePs | 0d

may be conflé)ura ferent custoners and fferent servi ces.
If the ﬂaultale@toesnmmatwhemet\dgm ang thﬁequéﬂsayap@mmrlaad%lraa eoMToNRieation i s

tri ggered. Hihaoraga Yddidiifahlce BddicoaalRns (e one triggered if tho

t hreshol-d nu excee e alarns are distinct from
each 25 ot her, dh tHeenﬂ:In&bﬂm@aippdrams ntri bacdesmnbeérbdo\&tmth sefeteéngé ® ngl e
| ong interryptions . an seri.es of ort .interr ons can_be

55 ngur SHEGreoR: B HEet RS J5, 8 rmber of, 3R TR e, S ratg e, of
response t.Qefpdif €l ahNhis EMBBYIRient ithet f@nf intdrialdisesubstattially longht! thag Hae
delay period the fault is classed as a transient al armg g a service IeveI

transi enP rdugations op the fayits, ppdqit is essible forimers, thap onec 1]y oFGuroiRcthe |
the 30 pr %Qﬁ{eeiésnnﬁfbr&aulﬁtn S5 YIS paisl Tlieaéfind0 IR thidaNustiiive ieXatnpf fRME

scan interva final transient fault score for the scan interval
will be theanalysiscperigd {Tj iscthree sinfasuthe lengthyet dhe sgan intepval ti nHoweyer. in

E’E‘FI)'?ES[QE / gﬁé%%eba%af%&v&eqﬁg oMide V& TEhich longer than thi¥O 96/ 2054;3
In this invention, a distinction is made between transient faults and those
20 of longer duration. When a fault is identified a delay period is initiated. The length
of the delay period may be configurable for different customers and for different
services. If the fault does not clear during the delay period ah alarm indicator is -
‘triggered. This alarm indicator may be the same as the one triggered if the
threshold number is exceeded, but preferably the alarms are distinct from 'each
25 other, or the alarm has distinct activation states, so that single long interruptions
and a series of short interruptions can be distinguished, allowing the operator to
- prioritise his actiohs in response to the alarms. However, if the fault does clear
during thé delay period the fault is classed as a transient alarm and a service level
transient fault score for the current scan interval increased by one. K the
30 predetermined fault occurs and clears more than once in the same scan interval the

final transient fault score for the scan intervai will be the number of times the fault

occurred in that interval. A separate alarm may be provided which remains



activated after a transient fault is reported, until the alarmis cleared

by being acknow edged by the operator. In this exanple
transi ent faul B, C D E, occur in scan intervals t[err err
(twice), t[@b?%’?ogﬂd t[err] respectively. 5 At tﬂlé-b'eﬁg’ L’éach
scan interval the apparatus counts the nunber of faults whi ch have

occurred during the analysis period T, in7his exanple conprising the
| ast three scan intervals, and an alarmindicator is triggered if the

nunber reaches .or exceeds a threshold value, in this exanple set at
3. ‘Only MenacttW@t%ﬁﬁE'F 3 Hansient faulaisafrmoyters upt they alasm is cleaad byl bwing

second t hr esgukhdwietiges: bylmetgak,satg,xarrpl e 1, is 10 the alarm indicator
cleared. Different thresholds are selected to avoid the occurrence of

internittent alarnig thisiexamaletransientcfauits &, & curD viherccuhan rsaam irtérvals t,, ts

occurrence Qqfwid | fa close to a single threshold val ue. For
exanpl e, at Ttw eﬁtﬁ Mtcf Fﬁ%c}%ivagcan interval t3 only one fault, A 1is

counted i B anal ysm:t therergidof each schnﬂrlt}:rval tHecapparatus [counts. thétn&ﬁbér%mda@fs the
next scan |nt§8y. t[lerr are counted 15 in the
t

anal ysi s perV gfrﬁc"#'[*él‘{“f ing it gra,n]alyaﬁcpe(rwgcg 9 this sxarerle somerising the

triggered. Asttihteecshrointervals, bh® aR¥drmS maitatdH i€ tMgderbd & fhe Mithdert rd8chiéu! t s
~are counted, because fault A is now outside the analysis perio :

t[err] +t [ er rar-5Xcesds a thyasheldgralyandn fthis| @emple sel ef3+ Hanly|vihen the numberiphol d
val ue of 3, th8Qndalysis'Beridd erﬁs fJ %Qﬂvgbéagé’éb?lg t%\ﬂﬁ fﬁ%‘;e 9{\ tf’llg%ﬁ’lplenﬂ he

anal ysis period has not fallen to t secon
At the eh@ dhesalarmi indisatarl clegredner Biffgrentortbresbejds narehselecfedultd savdid the D,

thin the nterval t7 there are onl
two f aul ts, Se8UMHEhse BETiSineehs WllimEEneh RBRF olbeRiab ol it T e ot
t[err]) is am:denlendeaul transBemnﬁu[i |arcebse to a Sibgleothireshdfi ViBe 2 FYrYeéXafphe ! dt0d
aarmlng cat or again remal ns
a

1 1
T b couee thhiend ot HHe Soat SRR ty 00, 0pe Haul Ands counl i anslysis corp

period t[ern]+tpnty Aﬁtﬂei rid 6f5thél et Bearllérval tge ]+
thel 1 Y Lo he e R St maVE! o thiveBUh Ot BRC oty Eolhl

the al ar 7 i futhe,aralves paried tHb%ve’vfera"d 1the alarm indigator is Hrigdeeesh Mlth@md qfn
gg::e(rjlg ELreegﬂr‘\eoﬁfgx*EEg]'?\%Yvﬁave een % eac soéfegﬁéiﬁ}t%&”ﬁ?ﬂru of catiSrn%ul d
not cl ear. »Otside the analysis pérind tt;-ba-iftet edlthbagh twe famltktis Ebelalvtflﬁ.-uelbrm
SAECH T8 L RN i o I e Bl A % i o T
time is usedndlysiapedodhat inet talldnab tB@é@cdndttﬁfesﬂbldt\[aNd’]
gg{”zggg%%soz 4 At the end of scan interval tg there are once again three fgults; B, 'ghp
duration of within tieanalysis pee.c ARthéefid of86ari intérodl 1 %hérel £0 DnflHHd kQlled aul t
(see D and E, because although fault E (in scan interval t7) is added, faults B and C are
now outside the analysis period ts+ts+t;. However, the alarm indicator'again
remains on, because the 'clear' threshold has not been passed. At the end of
25 period tg, 'only fault E is within the analysis period t; +tg+1tg, and so ihe number of
faults has fallen to the threshold and the alarm indicator clears. However, had |
fault 'E' been foliowed in period tg or tg by a group of one or more further faults,
~ the second threshold would not have been reached and the alarm indicator would
not clear. :
30 It should be noted that the fault E, although starting in period te, IS
~ counted as being in period t;, the period in which it clears. This avoids double-

counting of fault E. The clear time is used because at the end of scan interval tg



fault F in scan intervals t[err], t[err]). Referring now to
Figure 2, there is shown a functional bl ock diagram of the functional
conmponent ggf apparatus 20 for nonitoring faults in a 5]F

tel ecom*ru';vl 3??%433 network 21, the network including el enen %Tlgnstts(ljosgu These
el ements may be functional conponents of the network, or they may be

el enent s of the service provided by&he network to a customer.

The apparatus 20 is realised on a conputer of conventional construction

10 “and keocuPatiyar B @il BnigeRtdE Aok eV & land diebfon iR dese 20

The TefERRt\F ddtaftytep@ls thgrent ed as a conbl nati on of a hard di sk,
random access menory (RAM. and_Read-q r c&RC]\/r The orrpute has
a program st or edReferring,npwst SBF%/ZQEQ?'%% \%’"p? éé’l’ naj hloc 59’9"58 of -

program Mg kitional CIMISHARRII 310 aho apPétatuincdd ofed! nﬁ:ﬂﬁBﬂﬁEniaﬁth iP.a 7, 8,
9, 10, 11, 12, 13, 14, 1 5 and own in Figure 2. The

appar at @s @dlecommumsa;mrﬁ megwork I%nlthbrnelwpﬁ‘r insludingoelementh @ trebwolhese 21
f faul t
or tau Selétple%(pu ? V%ee#uﬁgﬁ fcan'1p§ne 4s of tRE rﬁ'ﬂﬁofketo\Wﬁgy ra'i]ag %Iﬁgﬁgﬂig or

provi des ah~ou r'st uration discrimnato
i dent i fi esofvihetseevice providea tiyatHetnatwodf d mngstomea;hort duration. |If the
Wi crl m_n

fault has cleared within aég % nedt t he di |

causes i nformat i bTf 2BRAIANYS F%ﬂ?@s? a compy eénqajrﬁ‘f'lvgﬂ R s°t°8agu‘§'°"
i.nformati ogs ShéwRdn adiblué Fand whith homaﬁkwle&nemorw nﬁo,r galispidy sbesh 222
network el enents 2 4 or 5to which it relates, é f onset of
the fadf, a%&eﬁl’f@"@lm'o? QanUA} iPReFaskiBgf Wit (2261 an |%§’tg§a%§# 'ﬁH’
clearing ”@%n&?y QQ@%Q\F? li’r)‘npfeh*%n’ié:‘d &Y 8ok atdhlofed ﬁ%rﬂlsl? raﬁdorﬂ acBéss>, Of (

by the 25 nonit fault has not cleared within the predeterm ned
time the memonsRAM) nadcﬂeadmbeylemrullﬁﬁm) Ahecamputer Dasp HOIrEM §tAtAdcat e a

non-transi |(f3‘|n%t8 %e%ﬁor 220 atnge the eﬁrog{%rﬁ hﬁc@ﬂé? ! gysgtz%f 'F:)P‘;Qf &lﬁ?&oses

it may al so for a e alerted to transient taults
as they ocmlraspbmlmgxarmé ¢uidtioagLegmporientedd§, 7, 8, Be-19etltli NG, 4B 64, 45
mterrq t|on éf such _an ar angerrent is required the alarm7 is 30
actlvat 18 SRPWPHR FIgS 2or 1 detects a fault. An updating
pr ocessor 9 periTHl ﬁﬁddré{tu@eZG bemgaﬁséshe falat mohttomwmmrﬂmnag the netwerkanni ng

i nterval t controlled by a tiner he ting proce 9 instructs -

t he store &' der fRylts v Y?ff%sn%!?‘i“ﬁﬁtsr 31 -ét i‘h? °3 ﬁy“é)mlf ?slf‘ othewmeBRes Tper i od
(t he rowde&@n%ﬁMt to a fault duration discriminator 6 which |dent|f|es whether

PCT/ GBO5/ 03094 anal ysi s

period) hathecfayltsdel of rleeg toreshertedurationThelf athe fawlt has ‘iﬁf’qd awishigc #n

It Et er V"ib tpr8héteRRinBd ¥ih& QBélmlﬁznnﬁHQJoP%t chiel NRformation HoBlY dhe At € Bredi NG

transmitted to store 8. The information stored about each fault includes
information about the network elements 2, 3, 4 or 5 to which it relates, the time
of onset of the fault, and the time of clearing the fault. The times of oriset and
cléaring may be reported by the relevant network element 2, 3, 4, or 5, or by the
25 monitor 1. If -the fault haé not cleared within the predetermined time the
discriminator causes an alarm 7 to be activated, to indicate a non-transient fault to
the user on the display 222. For some purposes_ it may also be necessary for a
user to be alerted to transient faults as they occur, for example if equipment needs
re-setting after an interruption. If such an arrangement is required the alarm 7 is

30 activated whenever the monitor 1 detects a fault.
An updating processor 9 periodically retrieves the data frpm store 8, at a
scanning interval t controlled by a timer 10. The updating processor 9 instructs

the store 8 to delete information relating to any faults for which a period T (the



anal ysis period. The anal ysis peri od Tis typically several tinmes the scan

I nterval t, so that at the end of each scan interval the faults in the
previ ous intervals 5 are retrieved. The processo sses
the data :‘%6 a@%@nt er 11 which counts t he nunber of fauerF%éﬂs)a?q}ﬁg to
each elenent 2, 3, 4, 5 which cleared within the =~ previous analysis
period. The vaI ues obt ained are passed t® a conparator 12 ‘whi ch
conpares the values with activation and deactivation threshold val ues

Sont ror | o alaveR0periad) s, PRl Sinke inbY Hedked o THE 3BRYaE ot T son an

al arm st at enmltorardEbotnmblectabie,alsamct he ﬂnleawan Itbiepadl Qfot 7exceelingo Bk at ed
(activated or cleared)C | n accor.dance Wit re-exi sting state and

the resul t SNEIVSIH PeMio analysis period I s avmga'%sqva I times; thergeapiptesval g ow,

ECEN/A%O that at the end of each scan mtervmét}i%-rh% prevnousB'E/-{\QEEN mtervals

THRESHOLD are retrieved. The processor 9 thercpaqggg@jw data to a counter 11 wh:ch counts

$ ABOVE | KEZW“ faygs; releting o %Tgén%’? 2, q_,ék\%‘vwcgyred withip %EG\\I’E

ACT| VATED ¥sevious analysis pdiinds \Whenvalbes G:Mmbed/drejq:a'ssecbmaa dnmpmratbesEZ t han
t he deacti va%ncgn t hr eshol |d t he. al artm .ndi %g{{ 0 t I rl?ies to
the deacti V¥ COMPUERE Yiues wit |?§r Wla R ag 'Y ng m’es%‘?? Hes |,

if it ri SESStledOIh mlaésnbld Bfor@ i3, \adidi e #eBUR S8 Palsed to ahhalarh WokitroléH ¢4 Or
IS SW t(fSed on. IS between the thresholds the alarm 20 indicator

remai ns1Pn Wea'am-coeﬁﬂlaﬂrt%ﬂso reqeiyes aninput fram #p plarm Statgamaaizer 1 aandn
threshol d Qiaubéd eNé aldnf MbRGr 7 t6\We @gﬁ"gte‘af tfactlvated or cleared)! it aébdtighce
indicator may be held.in its activate tate until a predeterm ne

nunber of il itsmre-existing istate asdape cesultsifeemithe copwiaratel 34 aceomsting to thee
deacti vati old is passed, in order-to allow sufficient tinme for
it to conequhttﬁ%%g{eﬁhon 25 of the operator. Alarnms may al so be cl eared
manual |'y. “A separate alarm nmay be - WD 96/ 20548
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provi-ded whi ch remai ns ,acti%%%ansi ent fault is reported, gntil
the alarm - DEACTIVATION BETWEEN ACTIVATION .
THRESHOLD THRESHOLDS JTHRESHOLD
OR BELOW OR ABOVE
ALARM SWITCH OFF LEAVE ON LEAVE ON
ALARM __ NOT | LEAVE OFF LEAVE OFF SWITCH ON
ACTIVATED

15

. " Thus when the count value is equal to or less than the deactivation
threshold the alarm indicator is off. If it rises to the deactivation threshold the
alarm indicator 7 remains 'off’ until, if it rises to or above the activation threshold,
the alarm indicator is switched on. If it is between the thresholds the alarm
20 indicator remains in the 'on’ condition. If it falls further, to the deactivation

threshold or below, the alarm is switched off. - _
The alarm indicator may be held in its activated state until a predetermined
.number of scan intervals have elapsed since its activation, even if the deactivation
threshold is passed, in order to allow sufficient time for it to come to the attention

25 of the operator. Alarms may also be cleared manually. A separate alarm may be



is cleared by bei ng acknowl edged by the operator A user input
16 associated wth the keyboard 224 or anot her input device . (e.g. a
"nmouse”) aky gsiie fault duration used by the fault duratio I b3apat or
5 6, the sc(g?lﬁf nterval used by tiner 10, the analysis peri ogcgl}s 5/856

updati ng processor 9, and the threshold values stored in threshold
store 13 to be sel ected, and al l ows t1®e sel ection of those of the
elenents 2, 3, 4, 5 which are to be m)nitored by nonitor 1.

The alarmin nf oL er_co rni whi ch of
.10 the el emafg %58 '?'cﬁ rg'ga'ﬂggct' 4ered ¢ {eﬁ% 5% efﬁ‘gl%és feé’f"q'?gt H"@gthﬁal?%t ed
and V\heitsimarédlbyhetug\wkhmleugedmaaemem%ra | ong duration fault or an -
accurul ati on of shorter Jll}g -ocPerat i on of the
apparatus wi |l nowfBiseqIeut |1§e?§sﬂf'f"f?dr‘€m8rt@?1t‘,‘8yt?‘i?r 4 or anothef jBRitdeyice

faul ts shownyeig) & @vuge"} alilb@s thEagitlgardtioni ddedy aHd PRIt Airhtion discAMifatéP
el enent 2 |s nonitored, the long/short fault threshold is set to 5 m nutes,

the scan B 6, the &€amintesvalousach byctimer HiO. athel paalYSIs Raried weed) byoupdating
al arm i ndi Caﬂref:] eio '9"%%{13!13 _thﬁeﬁhéaﬂ%ﬁ{ég'&q}ea in :ﬂméhbuhestakai th'Hd d&?&&&a

deactivation threshof ese va ' ave been sel ecte

illustrati veaqma\hnaestherﬂejqctiandofaﬂmsamf thec elegrants \2, 3, 4, Sephicteatento \be of
appropriate vsJ;l|| Ues for i or tical system It is assuned that no 20 faults
are recorded” Stbé“grél fe start of the time period illustrated, and
that the al ar rTl'hendamirﬂﬁcaion 3 p?@hdéﬂ m&&dmnantto \tbé aser concerning which 6?1 mer

10tr|gg heudatl g processor perat e m nut es.
the fi rs PatS; 2n 3 & gl‘f? eﬁﬂ"sGB ‘3@ ﬂafrﬁt'g '9%1 7 &0 rhe activsted 8’""

cont ai ns no \Idﬁétﬁer the adtfvatibR WekIBédaSe oY Q0BAE BUralioh Shiilk & R d&uﬂﬁia.ow&m (
store 8. Counter 11 passes a 25 zero result to conmparator 12 wh

conpar es t hishopteefaultswi t h the activation and - de-activation threshol ds:

Since the zero couﬁ? 6&,&@@5&{;@ r?gg;aqug m'ﬁﬁmlﬂsdésgﬁ?efu ttﬂ Agfdgg,l,&d{o 0_r

is not activated e seco scan | nterval
det ect ed by seguénasr of_Lfatﬂ‘llsl shovenuin Figuesmrls Berf theesakecobilipstration, t dnly shsihgles et

cr t 0 ' AL t re 8.

A the on AR 2l MoRigreRDpioRoRRR T Moo Rl is bor' @ PRIRRES, feicang
on fault A, ilwmervalee20nminutes, tl'.'lela'ﬁal!?si&aiehbdéoﬂr loors ther ﬂaﬁn lmuisectaldtioﬁﬁ
si nce occurrence, The

| ess than. the a Si eriod . T has

data is pas §E'Ef F‘g]dé?uﬁti‘f’ the alapp f’?ﬁ’écqﬁr §%a°%"PE°" threg JPeh ege Yalies: or
12 wi th the navbupgerst sul@sted NfdrhilRshative Sppesek3.onk)eand are noW}l&fdsggﬁlé
PCT/ GB95/ 03024 counter, is now at the deactivation threshold, but

t he al arm i repregeniative pg aapr,oggase values for a practical system. It is assumed that no
20 faults are recorded in'store 8 at the start of the time period illustrated, and that the

alarm indicator 7 is not aiready activated.
Timer 10 triggers the updating processor © to operate every 20 minutes.
At the first such operation, at the end ef scan interval t1; store 8 contains no data,
so the updating processor 9 retrieves no data from store 8. Counter 11 passes a
25 zero result to comparator 12 which compares this resuit with the activation and
| de-activation thresholds. Since the zero count is less than both thresholds the
alarm indicator 7 is not activated. During the second scan interval t, fault A is
detected by monitor 1. | This fault clears before the 5 minute threshold set by
discriminator 6 and so data concerning fault A is passed to store 8. At the end of
30 the scan interval updating processor 9 retrieves the data on fauit A, but does not
delete fault A from store 8, because a time less than the analysis period T has
elapsed since |ts occurrence ‘The data is passed to counter 11 and the value 1 is

compared in comparator 12 with the values stored in threshold store 13. The



not activated and the count is still less than the activation threshold so
“the al arm indicator 7 is not activated.. . - Simlarly, at the
end of the_scan interval t3 no faults have been added to 5 %fr gbugpd no
faults hav®O8@M4Bn the store for |onger than the anal ysis hé '8&9 b3

so the updating, counting.and conparing processes are as for the previous
'scan Interval t[err]. " Duripg scan interval t[err] two short
faults B, C occur. These are added to store 8 in the sanme way that
fault A was recorded in scan interval t2. At the end 10  of scan interval

t[err] the EBWMEEIS PaWnahtheodanctivation shreshnidsbut the alagmindicator 7 is already
conpar ed Wi K5 GBgvat ‘éﬁdsth gn ps §tlﬂf %§9%§1 ﬁ*@é&l\ﬂﬁyoﬁ'}ﬂrésﬁofoowghé %prtﬁ at

t he activation thresh o e output fromthe conparator
i nput to al indigator 7|l=nd¢1c@qtnrﬁte§bntrol 14 together with an input fromthe

alarmindicator s [

I ndicator is curr?‘?ﬂ.{’f3 Wg%&ttgétepeac{fltge s\?{%{'@ﬁ&&g&l}gg %ef%ut[%%tav% ﬁﬁcﬁ#? P 14
to acti v estdre 8alaadma fadltsawaoe béen in the store for lohperi 11hgn snalanaWSBrpeﬂodt‘I[,er r]
no further 'faglbts ocGcur . %ﬂﬁ{'d of the scan go\r{[{'anls tl{eegq]s t he
updat i ng pr S2dBe HPAAHRG, ?9"!’@'§'gf F°'ﬂp3’é"%8(ﬂ°ﬁ§s?§cﬁrﬁr?% "ECPENIYS scany e
T before t hentB@PENt . having occurred in scan interval tlerr]. Fault Ais

t hus deleted fromthe store 8. The counter 11 therefore only counts two
faults, (faults 20ugngsgarm)intgrcal thitwoyshare faulissBcEnereued Thesa areadded dehol d

val ues storgg, re?h t@@%a?r% way. tpf(] %%ﬂ“ﬂ@véshfecﬁﬁieg% RR3an Wtdratltl, eﬂtl}ﬁ{e% Wyt he

activation.t IS S ove eactivation thresho
t hat al atOn ohdiceat iptervalr anthiensounter t 1 moves @ounts threachaultat e Thisswvalue. 3 is

Buring scan_interval . t[err her D.occuns d, anat her f t E
s 257 aki ngopRie i e Yaudh, SHpd TG ahdhbe SE 5 ond B 4] by of the
cleared it aetivationythreshold belud.et‘afdmprﬂt\ti‘m hiee cbtnpafdtbr ezaeedptithfb alarm

| ong/ short discrimnation thres

interval t[ddiqateneontfi k4 FR?QHP%C‘@EE&" iRt EPEY they ‘T"ﬁ'a'% "E‘HF%‘B" Stars F’%‘Eﬂ"f“s‘ B,

C, and D st qsedHich miiRafesSthal #italim WticdtohRScunRatly HoP aBtivdred. ThHEsusedan
the full analysis period T. They are thus not deleted fromstore 8 and are

all 30 uthealapy ceptint 4 ta activate theiplgemdndicataeder i ned by the counter 11
d l.d 13
i s conpare hﬂ%%aﬁ hAfer 't ﬁ@#d*ﬁ%é?ﬁﬂﬁ@@cg& thg l&:’% &fd;‘a*q ;‘jé?:raﬁ

and found to be at actlvaf’lon t ol d I nce 't rm ndi cator
stat e nonit intervdl txithet udatingtptecessor ideatifies fialiit At as hdving axicuered ymaeretthaat ed

gC'rll'/ev(\ElBg_lS?E)B '%djl'_cﬁetfla%ntﬂesp&%&ngqpa%gn%t Sgcurred in scan Wer%g( %—P SAF%EE A is thus

I n scan i nt deletdd frpmrthp s&emls Fhelcoanter i1t ﬂierefbheodrls)mgshﬁtsotvtm dauits; i(fsuRrat i on
: E ;eshol Bdan?:l()C)I asn t ?sr Sa ue I} |§ tc%Fn%a?ed V%Eth tple threshcﬁd vaP%sSs(t:grgdllrril ts?orrgﬁl t
: Although the value has now fallen below the activation threshold it is still above .
the deactivation threshold so that alarm mdlcator '7 remains in its present
(activated) étate.
During scan interval ts a further fault D occurs, and another fault E is
| 25 taking place as the scan interval ends. As fault E has not yet _cleared it cannot yet
be determined whether it will exceed the long/short discrimination threshold.

. At the end of scan interval tg the updating processor therefore finds three
faults, B, C, and D stored in store 8, none of whfch has been étored for longer than
the full analysis period T. They are thus not deleted from store 8, and are all

| .30 " counted by éounter 11. The value of 3 determined by the counter 11 is compared
 with the threshold values stored in the threshold store 13 and found to be at the
activation threshoid. Since the alarm indicator state monitor 15 identifies the

alarm indicator 7 as already activated a new alarm indication is not generated.



updati ng processor updates store 8 by deleting faults B and C, since the

anal ysis . period T has now el apsed since they occurred. The counter 11
t herefore only two faults, D and E, and this valu '
conpar ed bwgérr,%og‘r's;t or 12 with the threshold val ues. Al ?ﬁg{%{ngﬂgs
val ue has again fallen bel ow the activation ‘threshold it is still
above the deactivation threshold so the all@& mindicator 7 remains in

its present (activated) state. Simlarly in scan interval t[err] no new

faults occur and _none. ar el.et by .t he dat,i n rocessqr 9 so..the
nunber of faults 1@ %EBTJrf%edvﬁy 7t'ﬁ%“|§%urﬁeea s ﬂH.B'E _'?%go'gq/gtmi ‘ﬁﬁﬂ"?'ﬁ@t'%"l‘ arm
i ndi cator 7 freestiold and so a€istoraticifl. store 8. At the eddwirhe sdun Rnerval tf Rke 5
scan intervalg%[t_err anot her fault Foétbar(iezér_ butt- Ea& not . _reached the

| ong/ short dYRAAUNRI RIGEPISAT LRPEISASTIRIeS? bY| REtng, Tayls Jt and Ghesingedthsr analesis
scan i.ntervaperioh TIHAR oW ePdpskd KiRRT they dckarréd. f'ﬁié'_éouﬂtéﬁﬁ%@r‘e?&efédﬁ%s

store 8 by the 15 wupdating processor 9 as the analysis period T has now
expired f@&r omyswbfauits, Diand E, and [thigwaliief| tyor ig ompRrechby compagatern 2 avith

" counted by cgun va ) rat or
1215 hor of Bcirbsl vhltBs *nHfiodifl e vohi8 as eqdifl SAlEH bdibwl hé 3ERGRAA
~control 14 ttheeskiol dt deastilli aadves thed aeactivationathoeshdld so the alarm indizaton @
scan interval tlery]. the lopg/.short discrimnation threshqld expires 20
bef ore faul t"eFALI;iLs P&sﬁei‘%gﬂ%%ﬁﬁefﬁ'@%&t_rﬁ"@"ﬂﬁ‘s'é‘rﬁ‘ﬁf‘daﬁ%ﬁ tﬁé‘l"i’&i‘,’?‘?‘ﬂﬁs
di scri m nat ogccur anfi - ndHeniref detéteti iy fhaUlipdating prbésBof Usd tive HuMbel BRAFARts
alarmindicator 7 imedi ately. ) I'n certain circunstances the
system mdf requsted by the gaynter Jdi fepains ainlwve and the elapy) indicatad Z femainsas
been recei vegtivatdgs may occur for exanple when the systemis first set (
up, or if the "fault' signal is not received because of another 25 nore
general fault makiTrwands tifeend o ithenscans ingervalgcanother fauit dgstadsabyt kaschot
"unpai red' | pdi | e | arJm d.ndi d
I nf or mat i onqjaeggfﬁd pﬁeﬁ)?\ é{fﬁ? 'ét %‘ﬁ%’ﬁ“‘é‘%‘% it%rg%lé qgféﬂ%dﬁgeﬁj’e?égrrgﬁttﬁe %&3& %%or 5

I S gener at i repantiateireall t At thehend of ahelpedod &g Fauit Bnid deleted from aitorec nyr thece.
30 ' The.. t Q | bed . - bhe. d ' th
per for a8 SRBLARETSGRRRor.S 23, REplps pery T e Bty SPrHITRp e SHRFaiBE |

responsi bl e légvesnariiy fSUMAE Gie stdre Betocise BONHEd by icoNAtet AU, PTTHE vakid \outp ! frém

monitor for failures of specific _iteps of equi t. 1pdividual transient
WO 96/ 20548 counter 11s to con‘Pparator 12 is therefore 1q, wgﬂ:ﬁnls the deactivation threshold.

PCT/ GB95/ 030f¢ alarm control 14 therefore deactivates alarm indicator 7. 13 -
interruptions may be insignificant - tBer haps caused by an external cause.
For exanpl e iBuring sean jnfervel it (the dobg/sherd discrispipatien thresholdhexnifest em

ie;u}"i)'ngngéfﬁﬁggr% mTfSHlItCFa%IIQ%%E rHPEl’ié’QxﬁiR: Wﬁwi?HﬁEﬁr}mirﬁ'ﬁopreﬁB&)’trﬁtél@érirhﬁm%ﬂﬁ of
6 identifies the fault as a long fault and activates alarm indicator 7 immediately.

In certain circumstances the system may receive a 'cleaf' indication when
no 'fault’ indication has been received. This may occur for example when the
system is first set up, or if the 'fault’ signal is not received because of another

25 more general fault making it. The system is arranged to disregard any such
'unpaired’ clear indi‘cé_tion. | |
' The alarm indicator 7 may give information _about the faults such as which .
of the elements 2, 3, 4 or 5 is generating the féults_, their total duration and time
of occurrence. |

30' - The apparatus 20 described above can be used to monitor the
performari_c_e of a network at any level. For example, a network operator
responsible for maintenance of -tc__-zl_ecom:m_unica__tions .equipr_nent may wi.sh to

monitor for failures of specific items of equipment. Individual transient



wthit. If the network has so-called "self-healing" capabilities, calls
can be re- routed to avoid the use of the failed equipnent, and only a
single traRg interruption is detected for the other i

Howgver, if a F’g?sé% nunber of transient faults are det ectl;(glqg?’sé“sy"ngl e
item of equi pnment, this can be indicative of a devel oping situation in
whi ch the performance of that itemis detef8orating. This I nformati on
can be used to take renedi al action before the conponent faits 10;

conpl etely, re-rou traffic to ayaid or mn| 'se its_use,’
or -by reg'{élgil}ﬁ%téot}{%Qagoﬁ%dﬂ%&?'ﬁca"t - perhaps °%SE§SQVoﬁBr°’8F’"§ £apss-c For
provi ded by ekampletiahkeduipmientafialiyrenscufB€ 6hd Bdint in thé E%tbmh%ﬂ%hse an
equi prment failures. provided that the service itself is uninterrupte

Such cust onelEeEHRYAD tythe operatien of Koy qHiek dtems of ﬁﬂ*@'ﬁ"‘teﬁb'm@mmtk"catwl'-
operator 15 Wi i. SFefhel NetWork Had) s¥dlled YelfHlakhge chpduftiddPle ?W{ {aﬁ'&eh?é as

a nunber of I ndi vidual interruptions or as a proportion o
The al ar m% nfeuted oo aveidythe use ref| thie falesh sqtipment.c endi onjy t hesingie atrrmsiant

Lhese | Nt er T RbirGd S SERIGE o0 8 otner TR0 BOWAURE §CR NG RioblPor "

net wor k operator ‘an custone ave Visrbil
per formance transieat Eapﬁlseane déteete ararsmglél it ©f equipment,Othisoedri beé |ri‘dhfét|%®fed

details to i etlf rtion he total = elapsed
ime, - for unb SRvPRECTOIbEn iR aiEL e R dminsee f Shebler 6 otecmtioom Haa
val ue, and trnfmtwag chhebélluset Whaakd remednl L&ngEAséfé?@ctﬁé component fails 1

4
met hod of 'GrofPmBletely, &ither Py ferrguting call #eaffis tor awoidePre pumimise it usensor by

system for fadgalrhg theGonfioReat.i Ng al arms in response thereto, said nethod
S5 conprising the steps of nonitoring the el ements for occurrences of

faults; measur Arepstereeriof atseoticeoprovisted byathet neswork issusimlipmodt cboceraad h
I/gluljte Ogg?r \rlg{'tlﬁﬁigdgrhdua e?IrJTPmen{ ffal%lpgs E%Wc}edot'ﬂa? e gg%nc% |P§aﬁfd g&ﬁ{‘&?&gﬁte&oes
not exceed t Suchprcastamersiofezh ha\lfejeerwufecleedeanreageatslﬁnths{hv Aétwatk Usperator
15 which specify maximum levels of service interruption (either as a number of
individual interruptions or as a proportion of total time). The alarm indicator 7 may
include means for recording the details of these interruptions to service to be
monitored and recorded so that the network operator and/or the customer can
have visibility of the performance of the system. The alarm indicator 7 may
20 monitor the stored details to identify when the proportion of time, or the total
elapsed time, for which the service has been interrupted exceeds a predetermined

value, and triggering the alarm when this value is exceeded.



2. A met hod according to claim1, in which the tinmes of onset and
clearing of faults are recorded, and in which after the onset tine of a

fault is r adelay15periodisinitiated, and in ' |
cl earing OW%@?’?UU is recorded before the expi _ry of rﬁgf%&%g&%gri od
the clearing of the fault is reé:orded t he1dl arm i ndi cat ,mﬂ
red
fmetu Om 0O

b oo b TR SRR e (D

system to a (yser A et hod ng to any of clainms 1 to 3
in which an alarmindicator is = activated when the stored val ue reaches
a value equal to or greater than a threshol d value within a

predet er mi nett ti mePi MeEHogapf manitorings a telecommupinglions: ¥#@Mh Jor Jaultai ands
conpri si ng t FitiABSaléims in response to ti FailMs! %Q?d%e%d%ﬂr?éaﬁg kR 'stébs of

noni tori ng e system continuously for.the occurrences of
at the en dﬂoratcymﬂharwetevrarorsmgrqcewremmfthylta,nmpgstrmgﬁbmmlm«mg

e 0, "o Shu! o i AE GRRiOR of  Falifltdectlt'd AbabibimHEY Vil OSHaRfa Y °"

ends at the scan interva
al ar m i ndi catlarm irfdlddna, randtit the Humtionrofean dasit dbeg hot facedd the predetdmmined
anal ysis period is uaI to org%reater than a threshol d val ue.

AVENDED SHERfue. incre GWFQQ%F% alu

PCT/ GB95/ 03024 15 6.
A nethod as clained in Clal m5 in which the tines of onset and cleari ng
of fault¥Qare recorded, and at the end of each scan interval faults for

which a timy QKRG adddfding b6 cRitAlY $h WHRA HRGiMES o bRt A TidiRgidte  (
recorded clear tine are not
faults are recorded, and in which after the onset time of a fauit is recorded, a delay
period is initiated, and in which if the clearing of the fauit is recorded before the
expiry of the delay period the stored value is incremented, and if the delay period

15 expires before the clearing of the fault is recorded the alarm indicator is activated.

3. A method as claimed in claim.1 or 2, wherein the system is monitored for

occurrences of unavailability of the system, or a function of the system, to a user.

20 4. A method according to any of claims 1 to 3 in which an alarm indicator is
activated if, within a predetermined timé' interval, the stored value reaches a value

equal to or greater than a threshoid value.

25 b5, "~ A method according to claim 4 comprising the steps of:
establishing an analysis period;
monitoring the system continuously for the occurrences of faults;
at the end of a scan intetval shorter than the analysis period, counting the
number of occurrences of the fault during the analysié period which ends at the
30 end of the scan interval; and
‘activating an alarm indicator if the number of occurrences of the fault in

the analysis period is equal to or greater than a threshold value.

This Sheet Has Been Replace
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counted. 5 7. dindaim5 or 6, conprising
the further step of gm Imlﬂ >[Blaarmlndl cator if the nunber of
occurrence faul t i s period is equal l.ess
than a sec%ﬁ f’%‘i‘}’gghol d val ue, the second 10 threshol d val ue ‘%feﬁﬁﬁ;ﬁ’

than the first threshold val ue. 8. A nmet hod according to cI aim

5 6 or 7, wherein a further alarmindi cat 6 i's ‘also:activated if the
nurber of occurrences of the fault in the anal yS|s period is 15 equal to

or ‘greater t nathre Y further “alarmindicater renmains
activated untl ackhBf E‘b‘% %’"ﬁﬂ "6333?'5& fn which the tigies of onset.and glearing
claimed in clofifgults aR reéordled SandVBEER &nd BEeddrPédan intbreatfalits Por @vﬁfc‘h\’a’ihﬁ'ﬂ

t he nunber of faults in the anaIyS|s period exceeds the threshold is t

same one as ©Ofeatenthanthecanalysis perif hag plapsest since sbe reqorded: glean time are not

predet er m ne¢gyntegval ue. - 25 10. A nmethod as claimed in claim9,
wherein the alarmrenmains activated as | ong as either the stored val.ue
exceeds th® second threshold or a fault of duration greater than the
predeterm ned val ue renmai ns uncl ear ed. 30 11. - A nethod as clained
in claim9 or 10, wherein the alarmhas different activation states

dependant on Zwhet héx nbéthodtay eldirned Ue (Blemlbm%;']a@w@nbﬁﬁng thetﬁfrﬁh%h@tép o a
| t nmai Ns uncl.eare t
long durati O%efagtlflvatmrgethe 'ﬂarm mJncator(ljf the number of occurrences of the fault in the
analysis period is equal to or less than a second threshold value, the second

10 threshold value being less than the first threshold value.

8. A mettiod according to claim 5, 6 or 7, wherein a further alarm indicator
is also activated if the number of occurrences of the fault in the analysis period is
15 equal to or greater than a threshold value, and the further alarm indicator remains

activated until acknowledged by an operator.

9, A method'as claimed in claim 6, 6, 7 or 8, wheréin the alarm indicator
20 activated if the number of faults in the analysis period exceeds the threshold is the
- same one as that activated if the duration of a fault exceeds a predetermined

value.

25 10. A method as claimed in claim 9, wherein the alarm remains activated as
long as either the stored value exceeds the second threshold or a fault of duration

greater than the predetermined value remains uncleared.

30 11. A method as claimed in claim 9 or 10, wherein the alarm has different
activation states dependant on whether the stored value remains above its

threshold, or a long duration fault remains uncleared, or both.



12. An apparatus for nonitoring a plurality of elements of a

t el ecommuni cations systemfor faults, conprising an alarm i ndi cator,
detection wgog/B@dss associated with each el enent for detect ipggyGupiosigances
of faults, timng means for measuring the duration of each fault

det ected by ar 5 means, activation neans for activating

the alarmif §HHISISHEET BHASBEENl ed by the 16  t.inmi U!ummn I"mmﬂ'

pr edet er m ned |val ueRERLAGEDI ng npans for storing a ,, and
i ncrenmenti ng mea rncrenenti ng the count nunber stored " nsthé :
counting neans if the duration of a fault measured by the timng neans does

“not exced@.t heApr adparatusi ierd maxiimang 1&) telecofi@nunicatiymsasydtem fiarc daults)g

to claim 12, the .detection ng ne for detecting.the
osot a1 GPBrG A AT, TaiaRory SETRELSh Prhene 1t dererting bocirencah 87 faults,
time recordi tighimgsanéarisOfor ARG thé edurktieh @ eavieFauit)d astlivitionNthedhs for
each fault, and delay timng _neans initiated by the detection of the onset

of a 15 f%uF‘E“Va&'l'?Q "Lfséla"ﬁy'ftﬂ@ dwiatien i mpasived (hy eweeamm@ rgeans, exg¢eegdst a
for neasuri ”Hretdgf'ermmede\ta?tﬁbs%uﬁhﬂ&nferaﬁg‘f&h&oﬁﬁéﬁtcoﬂﬁt Ebﬁbélalbhﬁ indrBfmentin
activating neans bel ng arrange operate if the elapsed tine neasured
by the del aymeans rfgr incementing: rtbs @unt numbsd@fc@rﬁm incthey gounging: means if the

ot et he “STRERR R PROFHGIIAR' oS rh shlton %"erf&%‘é“‘“@% VB0,

the delay timng neans reaches said predeterm ned val ue.

Appar at usllpaccordi ng to claim12 or 13, conprising further alarm act I vation
means operable if, within a predeterm ned anal ysis period, the count nunber
stored 25 inmn3fhe Appﬂ*a'tasgamag rteaﬂélmﬂDrﬂ@(GaGdﬁoranWaﬂﬁQioﬁiﬁisﬁ@dmeans
activation threshol d ratus according to Caim

14, further faicretectao ath§t (9f‘§etaraf‘9n§'éﬂ”?% %o '"qé‘{'g'r'@ fatitsn {Rse timifg means
occurrences dmpriéing d ré‘&?&ihé'rﬁéhdy' {drirBcdiam P tHectimb éF onset F%'nHréiéérHé of

scan intervals whose total duration is that of the analysis period
WO 96/-20548- each fault, and delay timing means:initiated by thacqwgggg; ©oi0ba onset of a

15 fault, and reset by the detection of the clearing of the fault, for measuring the

elapsed time from the onset of th_e fault, the activating means being' arranged to
- operate if the elapsed time measured by the delay timing means reaches a
| predetermined value, the incrementing means being arranged to operate if the
detection means detects the clearing of the fauit before the elapsed time measured

20 by the delay timing means reaches said predetermined value.

14. Apparatus according to claim 12 or 13, comprising further alarm activation
means operable if, within a predetermined analysis period, the count number 'stored_
25 in the counting means reaches or exceeds a predetermined activation threshoid

value.

15. Apparatus according to Claim 14, further including a store arranged to
30 store the number of occurrences o_f_ the fault condition within each one of a

plurality of scan intervals whose total duration is that of the analysis period.
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17 16. Appar at us_accor di claim 5, including time recording
- means for record“m“lmmu lmglllonset and cl earing of each fault, and

aIIoCatio for he fault occurrences tg ﬁﬁg1ned
‘anal ysi s perlo S and Scan . . |ntervals in accordance with their tlnes of-
onset and/or clearing. 5 17. A%Faratus according to Caim15 or
16, including an updating processor, he updati ng processor being
arranged, at the end of each scan interval, to retrieve the data

10t he stor d6to aapeRBid dciiie’ s ot 1% PRIk Bk oZoraS) medpe o o'

whi ch dat a tetording Sh@mmbs of onset anﬂ&learing%paaa’i fisule Caar dld&gtlb@ niéahsOfor
Clains 14 to 17 further |S|n8 15 ctivation ans far causms%the
e Hﬁ%" gn

al-ar m meansalqsaypg gthec f W'Elt urrengese 1Ry termined anafysisy, PefiRds ARG

means equal giérvalsSn |a€§&dhhé’é‘wﬁh4§@i9Ttlh'lé%tdf%s&héﬁflbpbléaﬂﬁd ue, | ower than
the activation threshold val ue. Appar atus accordi ng to any

of claim® 14 to 18, conprising a further aI arm i ndi cator which is al so
activated if the nunber of occurrences of the fault in the anal ysi s
period is equal to or greater than a threshold val ue, and neans

control | abl 7.  Bppanatuspecaurding ftorCldieadbi erafi 6 nipciuding an tupdating arouessor,

i ndi cat or 20. aratus according.to any of clai 14 to 19
wher o1 nt heths SRdptinAPecaesp BORE Biraodie o8 s Bk o7 eAfY néen EralvAl a8 rediRyve on
means is ththesddta s@é\@daﬁ thd for@ahd Y&EGPbIY fit to thel dbinting aidams, Bhd @o fritduct
exceeds %npredet erm ned gé)rdl ng to claim

val ue 30 . 21. AP paratus a
20 wher ith theestereterdeiets the data relating 49408 qaglies sc?’ér’fﬁF'rYag i yhicBdata i ong
as either thered.ored value exceeds the second threshold or a fault of
duration greater than the predeterm ned val-ue remai ns uncl eared.

18. Apparatus according to any -of Claims 14 to 17 further comprising
15 deactivation means for causing the alarm means to be deactivated if the number
stored in the counting means equals or is less than a deactivation threshold value,

jower than the activation threshold value.

20 19. Apparatus according to any of claims 14 to 18, comprising a further alarm
indicator which is also activated if the number of occurrences of the fault in the
analysis period is equal to or greater than a threshold value, and means controllable

by an operator for deactivating the further alarm indicator.

25
20. Appa_ratﬁs according to any of claims 14 to 19 wherein the alarm indicator -
activated by the further alarm activation means is the same one as that activated if

the duration of a fa_ult exceeds a predetermined value

30
21. Apparatus according to claim 20 wherein the alarm indicator is arranged to
remain activated as long as either the stored value exceeds the second threshold

or a fault of duration greater than the predetermined value remains uncleared.



gpg?étzggllgccordl ng tJ,mm"""liJEm, wherein the alar #Bhas di'fzfzérent

activati ongg rndant on 8l the stored val ue renai,ﬁfl(;gggmﬁts
threshold, or a long duration fault remai ns uncl eared, or bot

23. Appar atus according to any of clains 12 to 22, in which the detection
means conprises discrimnination means for di8sti ngui shi ng occurrences of the

faul t condition having a first predeterm ned characteristic fromthose
having a secgs t cher u ne bej ng
arranged 1o SHunt ARPEEE FStdRg of SMACHE 21, Sundrdf BB Pt had HiierdRt

char act er i stagtivation statéMdependhnt edrecwhether Cthei med;ymltmnremmi'sl aboee its

noni tori ng appar, cor Clainms 12 .to 23. 15 25.
A et hon o RReStRld Br 3355 Bl fauth e Hbo SRR 64t 1 ool (&
substantially as descri bed W|th reference to the draw ngs. 20 26.

Appar at us for nmonitoring a tel econmuni cations system for faults as
descrl bed®wi th reference to the draw ngs.

23. Apparatus according to any of claims 12 to 22, in which the detection
means comprises discrimination means for distinguishing occurrences of the fault
condition having a first pr’edeterminéd'characteristic from those having a second
predetermined characteristic, the countmg means bemg arranged to count only

10 - those occurrences having the first characteristic.

24, A telecommunications system comprising monitoring apparatus according
to any of Claims 12 to 23.
15

25, A method of monitoring. a telecommunications system for faults

substantially as described with reference to the dfawings.

20
. 26. Apparatus for monitoring a telecommumcatlons system for faults as

descnbed w:th reference to the drawings.



