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METHODS AND APPARATUS FOR EFFI Cl ENT VPN SERVER
| NTERFACE, ADDRESS ALLOCATI ON, AND SI GNALI NG WTH A
WO B060205BDRESSI NG DOVAI N FI ELD OF THE | NVENTI GACTVR82005/028481
present invention relates to communications systens
MEEIODSRND ARPARAIES FOR BFFIETENGSVENS ERVERAINEERSA CE,

ADDRESS A0 @AdT63S AND SECRRALING W & LAXCSABIBDRESSING
DOM‘R or signaling in a virtual comunicati ons network,
e

g., a network supporting virtual private networks

(VPNs) and one or nore addressi ng domai ns. BACKGROUND
FIEIOWMOF $HHE INWENTIEN Pr ot ocol (1 P) access infrastructure

typically need to be able to wholesale their

facilities to external Retail Internet Operators. The

Laydl% ypI%se-BV eht et 18 e8n{uatchBdnd $ystedRidal iyreisetkularly, to

I'n such circunstances. The retail operator

methopeammt appatakues fbncféllclenvjeadmwmnselelpgathu@orv@ﬁ$1g§me1@tr?éld/0r signaling in

access whol esal er op erates _th A
o Vi CEFAC BT BRI A £ R B DRE TR artspre gepyre (VPNS
and M - ¢hed 288888 ddain@nd L2TP provides an | P tunnel

etween the LAC and LNA for forwarding of

Poi nt -t o-Point Protocol (PPP) franmes and users' |IP

BACﬁgﬁSﬁgj The user is authenticated and authori zed
mechani sns and then obtains an | P address
fromthe LNS prefix. The PPP access, LAC and L2TP
tunnel then hides that retail ddress fro
whemases| of Internep Bratorgl (R ) atsess IPF TAYTUCHII @%@W&Ff‘d to be able to

wholg&a‘fﬁe h%gsfgﬁﬁﬁ%satgv\%fe?ﬁlatsl W el Fﬂe‘i Fz’!?(')rﬁ epﬁe“fﬁﬁtei“@ Sfinneling Protocol

I ng o e wrel’'ess access
(L2TPy iy Bpicalig ssdaoddyi insttlycirquingstinaes. Ehtﬁt{talébpctrhf@r pperetss the Local

Netvtq?i]gégéfglr &ﬁ%)srr\g %megq%tggsg rvgwéf\éﬂlff 9pergp%%%§$oca§b QoSS ggﬂ\gentmtor
(LAQ)El A4 §f fI\fgoﬁﬁhd EA@ear@ Hﬁ?e@;y £RA1HRE cbanbltich, ahe I_DEI‘PViﬁﬁﬂdes an IP

ccess uters. dition, L2TP and PPP thensel ve
tunnelrtetwen tuem@mﬂ Iﬂ‘éA fhafwwmfdfngaﬁd’qm@ t91Pg>Ai§|Prﬁt@6@1>&PB?}sframes and
in_ei ﬁiéer protocol to facilitate hand-offs
userp R Pagkelst | y. Mobility management in the whol esal e
domai n instead typically requires Mbile | P between
the Mobile Node (MN), Foreign Agent (FA) and a Local i
Hoifhe Ageem authestipated andhauthpriged ging RRSHechantrisgnd fagprqbdains an IP

s 68 PSR, PPl T 90t 5984 e
addrMsfréth ﬂ%a&dﬂol&famﬁtllﬁ;@mbblﬂmw @Smﬁmbera]ﬁ tphcéﬂ¢m$: arei apparent with this
aut hori zation 1 Express Mil EV5724741 23U

archifentwie Seheagpplgrhiorthe whgmegmlgroé@,r%otg]le Wi esgmcespp%rqsgucture Firstly,
placm%ta ﬁgé at fh%%éce?stlip n'WasotiRinetwork, where the Mobile Node (MN) changes

Access Routers frequently, creates the need to hand-off a large amount of PPP and L2TP state
between Access Routers. In addition, L2TP and PPP themselves are not designed for hand-off

and no signaling exists in either protocol to facilitate hand-offs efficiently.

Mobility management in the wholesale domain instead typically requires Mobile IP between
the Mobile Node (MN), Foreign Agent (FA) and a Local Home Agent (LHA) in the wholesale
domain. This ensures that hand-off signaling is isolated to the wholesale domain to ensure low

Jatency and high availability. MIP already provides capabilities for authentication, authorization

1 Express Mail No. EV572474123US
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however designed with wholesaling in m nd and a nunber
of additional problens are apparent. 1) A Virtual
woreiogare3fNet wor k (VPN) needs to be establ i shedP@BEUSEO51028481
a VPN Server in the retailer domain and the LHA in the
and aldedse aal gimeho fraima prefik aathe A rRRPaisinet thes reqsged i) vas not

for packet forwarding.to apd fromthe_ . ntern

howaRndAaEed Yl ShORTPGan B G TiRahret oC SR BRI g UTApBRAS apparent
Server in the retail domain so that the addresses
assigned to the WMN are retailer addresses. 3) The LHA
IneAd@irtuel PrévaxbNetwonk (%PN/hn‘tj:dp ackfecssatﬂlrsbfrd baivespd ¥PN Server in the

LB 5 RSERALB L B e JBLRET B B ARATE cponsivie
CUR)r QHBIet FordeifS & dnaff&ﬁtrwm&ahdty uni que in the

retailer's network, and especially in the FA and

) 2) T BHYPMeSe fosehtain dlelggated Drsdixrafiomi thetoY PR Sepier trhﬂee E‘F‘iﬂ&l domain

s P P BRSO RO RAR R REHIRSNES, 00 "

i YROLHA hdeds €3i5d Qﬂ@fosfot\ﬁaﬁlpatkemﬁrbmsmhlepkédamlers Wwhen each retailer
vi ew of the above discussion, is a par ent

t h@rd@lqggtng &%@psesof,romlpﬁw@ge@é}dw maaes é]tn%ttaﬁgcqsaomer s
ef ? ? iFnQt % a]?l& ﬁiu%nlﬁ ta}%r tlta%l%{%gﬁ t&'\{qf@ﬂﬁ é'ngcheially in the FA and

SIQBEM|ng and packet forwardi ng bet ween retai

[ nternet operators whol esal at ors
AoTho AP SHvar et sio s Kot SErRaay B EHE Ry DapSRS o those
esh@ﬁ%ﬂt&t}a&ﬂ s@@sdsorfﬁ%}gﬁéfe'%ﬁg cHPMNan DRIHE RIai MIRDbiFCErBES given to its
retal er's addressing donain and a LHA in the
wholstsatmin thabdtolesde dgnaiomai n are needed. SUMMVARY OF
I NVENTI ON The present invention is directed to
provi di ng a novel signaling nessage(s) to enable a
r ei@{q'e@/rofttﬁ’e ﬁibtv@ 'ﬂ?s%hééﬁirﬂ ¥ igl t ehaf BdEeiS 9 nee@fdrigprdved methods
h which it has a VI connectlon Del egat ed
and ap:[maelssstes)r@‘edaa moirel efificient @réhla@tléfé A Fore effckent paralmgdo facilitate

rve he addr es f
the o2 ting nd PRACE TP AT P Rl it oBARRH i wholesale
InterPBESIckdt6rs VRRE RIS \aE abpidratds direeed aiefﬁtlbﬂtﬂy seablshing ahd maintaining
addi'tion, the del egated_addresses can include
VPNsdhesweeai YIRN seivars iathe ratailer paddrasaing dames &t A iR dhe wholesaler's

the del ega esses are constrained to being
mw%ﬁﬂﬂ%ﬁ%%ﬁ%%ﬁﬁxﬁggietalIer custonmers that have a

property that neets the identified constraint. O her

features of the present invention relate to how the
SUMMARY 1 @H INYANEE are associated with a routing

entry in the LHA that is independent of the address

val ue but is instead associated with the VPN

cofMhe ptdsert imidnhion fredivdeidse praeiding hinovelrségnaling meatagelgrte enable a

of the pack

retailer to automatlc elfy delegate address prefixes to a LHA with which it has a VPN connection.
Delegated addresses remain identified as coming from a specific VPN server in the addressing
domain of that specific server because the addresses are routable at that specific VPN Server but
are not at other servers. In addition, the delegated addresses can include constraints that are used
by the LHA to ensure that the delegated addresses are constrained to being assigned only to

retailer customers that have a property that meets the identified constraint.
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fromto retailer custoners that have been assigned an
address froma specific VPN server are forwarded via

Wo b@b/oxgss/er . This i s because neither the sourP€r/082005/028481
destination address of the custoner's packets can be
us édthérdeatnsa of thg. praﬁtrn‘sinwcmtdnrrgla@rto rh9Wit e telegatehaddsesses are

assod%g Vg:ﬂ{/ng ?dut%g repﬁ? {Pﬁﬁ%‘ﬁ ?I%allfj 19% 1ﬁdepe§§? é to? glrera%%eﬁg alPQ But is instead
assocfgdliith thealPIN demteclibewith e VPN sefley €hid &itired ehast @é&lﬁ(ﬁf the packets
t he packet source address of the packet to the LHA

fI'OII.]]fme@fllg]f eustopeary thag havg hegn 9@&@@@1 ap gddigesclromagppgific VPN server are
forv&}cagcgeﬁyé% {hgg%e%«%rbﬂug %_@JCQ@ Q{Qﬁh fi ée?(ﬂ% (?{Jcrﬁgﬁéﬂ'tl?) aﬁdress of the

custbmetpacRets airebeligedfoemuting. ﬂtbny\ra:ndngw entenimctks LA tsl’cbtdriﬂ@ned for

for packets determ ned to _be destlnagfor th
upstecapm,Rickets taralinedovaik thn¥PNsEreR byd QR mtth% P@%@k@‘ﬁvmg at the
LHA Fh Pﬂ%ﬂtlﬂeﬂﬁé PN %‘iiv&qu{t%%EﬁgtEﬁ fRet @ké( RBLRELI&Ess dTake %acket to the

SO been assigned to aW ol esal e domai n,

LHA.hEhetafomtelvery arfivingeapiat kedpesifinalbr idestifidiemnsdime fasm h)as of many

previ ous| ported to the LHA for that MN and
reta’i?%?%ﬂeﬁé‘dﬁ‘égg vari ous aspects of the invention are

directed to the process of address assignment at the

LHA of an address previously del egated by the VPN

s eStdrothestfeateres héthadm\reaggn arcgliigaie e farwqrdbeg cliockmintthe LHA for

S L AT P B of e

pacl@EsURiSa tBlegdrad adtﬁé@lff&ﬂi tHEOVBIN Bervéi) Bad&lv@becacdidsign&d to a MN in the
assi gnnment request nessage of the invention also can

wholasale @a@asm apdthetlpeatian Oﬁﬂtm@?k%i serder ifthmpramag hasgyedausly been

H—éﬁ\ l}%NgH QQQ{ ssignment. The
repo& S R);é f he ddaESI aedﬁ?é@to the constraints
del i ver ed by the VPN server during del egation. A novel

address assi gnnent. response_nessage of the [nyention
£ hHATIYs GEErS Ob thedpYAMSOR AE GIEFIE4S TepTpgrss &iﬁgdg%%% assignment at the

LHA gf M@Jdrésﬁ? M&J%’E@’ﬂﬁ]“f&éﬁr B(}Pt‘ab PPN %era%ﬁ%'tﬁé ﬁﬁirés@ %Emgnment

dress W ting entry’ in the
requestifrdrs tHeamobike whelednydudeas gha/ﬂétdﬂsedmamn ofﬁlesMlefodhatathc adﬂress can be

e ST S L S35 P e e
mes?%? %?H% ifleridf alddRan Hb@ude% daftiohfigRoptetestthd RS that can be used by

ormation, associate it with the routlng entry for
the LHA td gheigatddmgs ageidnsenty dhe peoperty o€ thei MEmay he miaeched to the

t VP t. t.he LHA t ds that VPN
contt By A Pt SRS S0 B8RRI reni s of ¢ e

i nvention, the invention is directed to a nethod

wher eby the addr ess assi gnnent request nessage
t r iAgnyeich addar@sswéauglga@mcwspp@mm@asagﬁe@ébwvema%@at ig pyggel to return the

dd
sl 9 00 55 el P OB e Rl AR BB s i
specifdiontih @ et Bl tha kB1/aamt goiaBnb theakipatig VRS seevce) ’Plﬁd il®tmation is

roperties .
deli\?ere either to the MN itself, or the FA, to be used in the MIP tunnel encapsulation for

upstream packets at the LHA. The LHA can then detect this information, associate it with the
routing entry for the delegating VPN server, and then identify the upstream VPN interface at the

LHA towards that VPN server.
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and aut hentication information, or when there are no
remai ni ng del egated addresses that are unassigned at

w0 b@okpex38 Anot her feature of the invention is PUCT/E61008028481
to a novel address assignnment information update
megs agerdancd With same asbbdinrents of thdi@venidne the invengiomis digected to a
VPN server of the assignnment event, as

] .
methogrhere 1R Bt asERBRA Teaeet et BRgRB e Aeanap ey
mes%g;é,l}afh%r {h3k u?@% an h@&Ratd ihd NHAr B & prévioaddy delegated. This is useful

ermned p erty. This information update nessage _
when e EPN servenitsdiweanssitsoeideraltesassigameridusedorpiieiressi vos| YN properties

o BS80S i Do B BT aocs rc e
unassichtd a@ROLRRY. feature of the invention is directed to

a novel del egated address infornmation update nessage
that is used to informthe VPN server of the status of

t he _addresses t. . el. -
VPRIBHEG RS ot (R En SRARER0TE B iRl ek Dformaion
upd#0 fRkdhge Ibitat b heigmaidngnhé DHW whasnfola theWBBrseofer of the assignment
addresses assigned or unassi gtned f r,omd;tge main, fr MNAT
overtatwalk tgBrwaon fbsit Bie AN OR iR e pALERes Ui gy (B NAL
QL - ; . B ; Iso
toce B LTAERRNRE 1L of BRSER Wropgl, Tyl REEANP o difime ge can alo
in s@fdémbatimenaost wsd talpdraglially meparicthe bpatipn ofide Mitd disl ¥PN Server,
addr esses at tﬂg\)}b}l—IA. One feature of the invention is
as the; MNGpeYpsagross olesplerdeCes FUHFSni zat i on nessage
which is used by the LHA to periodically informthe
VPN server of how long it has been operating so that _
t h&tillRNother featurgafthd énveotion fs ditseted fna hael dalegagd gildess information
the last report,. and then that t
spdbE Fstea et FHEe SR FERZAL A b iRy SEEgERRs that were
dele%é’t%@l tFHAE THA Fogh theSVENtservER &r SWRCHyOVIPK abiveninhs setgiter domain. This
an, in sone enbodi nents, further include a sum*r%ry of
infogmatiam includésshe pamberaf adgisssgprpsigned OF upay et fapkthe gomain, from

[ own state to. s ' . :
o R R Sy byl S8 P B B oo s
infoBX 889 @R YinGem@eRibodinans bs yiséceantheTiPBineriee tb frigger additional address
accordance with the invention and using nethods of the
delegates i tapruihe iaBwilableasddeesses; af the IdIflgw ng of an
exenplary first node, e.g., an exenplary LHA node,
i mpl emented in accordance with the present invention
an®neSemgrettthomsentfon ik dirpeted trd novel satt isprchrdizaiion ngessage which is
is a draw ng of an ex Iar,ﬁ?@econd

. ode, e.. an .
usedy gl trbariosially R RER TP BT T QLR tarikd B o ppegating o0
that Ql%eeg gﬁsgfv%i’ EH a8t 8He ¥R A BasTBASPGRcethe 1RErepb @ SAMthen so that the
inv ion.
VPN server can repopulate the state at the LHA that might have been lost during the restart. The
synchronization message can, in some embodiments, further include a summary of state at the

LHA that the VPN server can compare to its own state to see if they are equal.
BRIEF DESCRIPTION OF THE FIGURES

Figure 1 is a drawing of an exemplary communications system implemented in

accordance with the invention and using methods of the present invention.
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Figure 4 is a drawing of an exenplary third node,
e.g., an exenplary end node such as a M\, inplenented
wo pocaozoBglance with the present invention and PGI/D§2005/028481
met hods of the present invention. Figure 5, which
C OFRifeSEiS atdh@wing i ianakdmyplanyffirki mpuees 2540 e5Bip1B@, LBAMode,
. 5Dis a flowhart illustratin .exerrEI arg rrgﬁh I%? of ¢
implempentedhiPaAsePIgANGeRity the PEESERE R HTIUGR EY HYPE 4% 0;?3 GieRageen
inveddbpexenpl ary first (LHA), second (RHA), and third (MN)

nodes, in accordance with the present invention.
Figure 6 is a drawing illustrating exenplary

gggﬂvgeg;r {; %ﬁé\gl%lg;g igg gxgrﬂ&?ﬁ?él@}g{gqﬁg; ngts 5{2 gygénrﬁ%lﬁgf REAR node,
implgﬁl&ﬂé@in%acp&'&aﬁ&%ﬂgﬁffé(i)?es%ﬁ iRvédtieon Rhe $6nE mollvaRtof die present

I gure is an illustration of an exenplary address
invemt@negat i on nmessage in accordance with the present
invention. Figure 8 is an illustration of an exenplary

address assi gnnent request nessage, in accordance with

t hpjgBFeePRA drhwit@nifiafRxerfplgtyl tir@ nbée, @rg. | dnl axstupdetry end néde such as a

an exenpl ary address assignnent response nessage, ip
MIN, Amplsrupaitdn AradRdanse WHPABe BIESS Ffsa O AR gy gf o present
i_nveitllustration of an exenpl ary address assi gnnment

T or mat i on updat e nessage, in accordance with the
present invention.Figure 11 is an illustration of an

exenpl ary address del egation .informati e .
Eigg@,%ymc}h%)&prggﬁ g@gqgmqlpaltlﬂg oﬁ%@éﬁg}%,ﬁ&gﬁh and 5D is a flowchart

me
inusgétfhgf e%eﬂ%ldr;? n3fhddb bk i dnf8n flchin £XRARI Rk YhA el R8formed by
el €gati on state synchroni zati on nessage, in '
exenglayfaarEEIAY tdeonhRIBAR sed thifdh(MN) hedes, iRiageerdancg wish te present
illustration of an exenplary data packet nessage that
*be communi cat ed between communi cati on peers.
Figure 14 is an illustration of an exenplary nessage
showi ng the encapsul ati on of the data packet nessage. . .
of Fisuta6 s aldawingollnsirasing ep¢taplyrNpPY adinge Inchidingeqiragylation in

o ECE 95 oY 0 SESRGBIGRr My PrREBmoo v

theﬁ%ﬁmm%a&ykﬂessage showi ng the encapsul ati on of the
dat a packet nessage of Figure 13 into an exenplary IP
VPN tunnel between a LHA and a RHA, in accordance with

t h%ig%{ree“? & iilﬂé{ﬁa@itoh QF an exemplary address delegation message in accordance

with the present invention.

inve

Figure 8 is an illustration of an exemplary address assignment request message, in

accordance with the present invention.

Figure 9 is an illustration of an exemplary address assignment response message, in

accordance with the present invention.

Figure 10 is an illustration of an exemplary address assignment information update

message, in accordance with the present invention.
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DETAI LED DESCRI PTI ON Figure 1 shows an exenpl ary
comruni cati ons system 100, inplenented in accordance
wowRah/02d188 | nventi on, including two addressi ng POIHE2985/028481
a first addressing domain 104 and a second addressing
dofigire 1102 an Thstrhiiorsof aduenpkirn gddfessedetegatan infetmpdies uadate
| ocal addressi ng domain with.lnterior Gateway Protocol
messpgeap) A8y VT HRPATCRERE IYCRYE- second addr essi ng
domai n 102 includes a home domain with I GP routing X
106. The hone addressing domain 106 is realized as a .
sefigofe 12 inks illustiationielsan exeaplasypldgsstdetogation dalssyngrgpization
t he.second addr donai n An Interior Gateway
mess?'geolnbEﬁor‘%?c%w&.ﬁiﬁeawe?eégmsv élg%dnas Open Shortest Path
First (OSPF), is typically used as the routing
protocol in the home addressing domain 106, so that
t hBighreckdt is &n ilbstratieholangr<edplary datg @asksiinestigr S iy be
donmai.n end node can then
Cmn%w&%?ﬁ%%%gggﬁﬁﬁﬁﬁggggﬁﬁl%ﬁ%ﬁets towards the
destination address of another end node, and the
routi ng nodes_can thep forward said E kets towards. .. £ th
t BBk 1S 87 HBFSUSHPHO S TCRINATY Mcsther SUVEBE s HicAPgiasion of the
1 . i WA 8 Alccess Node and a
data EAE0ABA SRR 00D Hiaplary FHbaiiAcL biiGEen o Bee
LHA3 irdaceoriaacd With tlenpesent inventamidr esses from the first
addr essi ng domai n 104, whose | ocations are known by
the IGP Y. The first addressing domain 104 includes a
fi F%ﬁre‘ OAR ah 3Pusti@tidn of & éadéﬁqfﬂtﬁﬁ Saes¥idk GHowigtielgioagsudtion of the
link 127 to a network node 126. Node 126 is further
data packet mdssage bf Figue2d inty anexsnplasy IRYEY vangl bepweengpsnd a RHA,
. t&g second addressjnaﬂdonain 102 by link 114 that
in aceIARGEAYIEL DG PSRl ¥ 48de 116 i n the second donmin
102. The Access Node 124 is also coupled to a third
node 140, which is typically an end node, e.g., a
DETRAKSD RISHCRIPEHONbi [ e node, by link 129 which may be
a fixed or wireless link. The | ocal addressing donain
107 with IGP routing Y includes nodes 124, 126, 127,
13Biguantsiidwike ekdihplatP omiRBicationstslystemeldfnunplduerisd imgccordance
~donmin 102 network node 116 is co%fﬁed %% | ink, 115 ﬁ@h d
withgheigvprtighe HEBIINGSeaddeessing domppsy & ishadrtessing domapn 104 and a
secofi® HuEdshf dd n\ﬂ)ﬁ.mhtel'fﬁst_ta]aﬂfegsiﬂgQ&nlﬁlqobfﬁnéi@(ﬂ‘é@,'arlﬁca’elrzlddressing
recerving packets I ch include the address of the )
domhifiwith Iestior GiewafHromook @§Bproating Yntife whilz themeicord addressing

shown i he second addr. i ng dongi 2. .. can . .
domp 5P SR P AERE SRR LB TR peo0s 5L B Teseige comain 106
is reglﬁzrew%ﬁg's&%f\ﬂnﬁs Lien GRS, QRS Rtb E&eiaa8resRR o He2evdridhiddress domain

the third node 140 in the first addressing domain 1

04. .
102 Net Interior Gty ayBrotasof Xir ¢ pe An Kk prabicpsi§pen; Shertestd aghyFigst (OSPE), is

.second, node 120, e.(q...a,first . . .
oSG e 4 g e O R 0 i o
eachgadarass & BEReRE ABHAsRH@orh RHABS malite knowa. Ad@néssdaican then originate

omai n .
communication packets towards the destination address of another end node, and the routing

nodes can then forward said packets towards the location of said destination addresses within the
second addressing domain 102. Similarly, the local addressing domain 107 is realized as a set of
links and nodes that employ the addresses from the first addressing domain 104, whose locations

are known by the IGP Y.
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106 with IGP routing X includes nodes 116, 117, 120

and |inks 115, 118. The second and fourth nodes 120,
wa2®e/0z0788 coupl ed to the first node 130 in theP€¢T/S1005/028481

addr essi ng domain 104 by VPN couplings 150 and 150

r efheﬁtsrt wédryssinBhaon4aN1 ¢@binghidaga fis0 nods v30, prga,\ﬂ 1dda node, which is

courfeymoinn 17y dnePyon ol oL for B bl mutini 28 o an

Accé%g’&oﬁg dARb QZRﬂﬁd 120he sddfhd.adarsdiRatioRaekEeR Hyi ik udithg terminates on
an address del egated fromthe second addressing domain

netwo@enaknl 166n ﬂm@pwbdormmrﬂ% hshasass Derer K4<p Al§o gavRipd 10 a third

o, 00} B o BB SORL By ik 129 v

may Be AEixed bo4iRnds figk. Whedbdallhﬂdiesslﬁg dofnkie 1960mintdIGP routing Y includes
addr essi ngz)dorm n 102. The VPN coupling 150, 150

nodesHad H6all 26 13 ane linkp d2Ld28n%Homai n addr esses and

routing entries, fromthe first domain routing entries
associated with non-VPN routes (i.e., native IGP Y

r ol ihe ge@mtiradés}sing daniiatl 62 neiwdrk hbée hifdisessplsd by linkd 15 to a
first addressi The fourth node

d in 1 ) "
coranendl OB N0 008 e SEEHEES &1 g iRaTHE O f ERe il node 140 by
sendL Adhe ?ﬂﬂg paéﬂé%twlﬁéﬁ‘nﬁl{ﬂ@%é adirddENr BRUBIrH A8del MY, The

ween ourth node 120" and the first node 130 in
corrdspendeint sodealdds ebditrsgosn imihe se@nd afiteessing deraindde, gapge located

del ega addr esses t th t d 30
ey e e TP Lot SRRO T e PHR g T, 02 Fd gl domain 102
withaRS &idaHoad 140 i M8 firdt28lreaskeddmin WOL MNEwioklt ﬁ@deIJlfﬂm ﬁ&ther coupled
VPN i nterface 131. Addresses del e%at ed fromthe fo

by linbdé8 10secanénpdest2ad ga g Sireli Raneefe Otnw Agend (RHA) node (RHAl) and by

i S B i 205890 A 5L PRIl g o

106 HithIGPeaEn L] Ondladds e deeri@nd17ade add Onkdvekk dge ThOsdcend and fourth
an address assi gnnent_i nf or nat i on updat e nes

wh
noddssig9etR( ard Geuplemte Hie fsré@ma 138 e Sl rddzeio A a dPmad {6¥by ven

el e '
couff 18 WRLIS RS AL OB Db 0,150 g gl e
miniMegiyadenkl 6ad raitaicoadentioity (elgl, ﬁgﬂﬂg@ntneﬂ)‘ bﬂtwattn b LHA 130 and the

RHA 380400 RRGPAIEH B HE s SEIgHRe Fora T geciessing

domtiLglgl Baf %@Eﬁ%ﬂ%ﬁ q‘fo %e@l;ndta"d@regélﬁé Horgde10238d dMpetadRito the first
I's an

ress gat| on state synchronization
addrossssadenan d04 sandsceml bt gereaated/ insthenfitest pddressing domain tlA¢ and forwarded

ouctofe i i o B 02RO OnE% L i ot o i e
secopd Qormath M&se%yaﬂﬁ hb@iigZRetiasi B¥MQhe Filie dSMATBOYISE &itfes associated
Messages 160 and 162 can trigger the nessage 161 so

witht rreat VENpowks Gfe., detiegbiR Y raudreenides) assogiafagtwiththg agresses of the

bS58 e PR 0, 300 P55 sins aoma

102 Bﬁ@cafn"tfe% altpd6maidAatlcan sipok aWIENS:)bﬁplh{gOIHOZ Béﬂvman dfe fourth node
he summary state at the second node 120 with the

120 sanaittbe first npde 130 iatthevBipseaddeessingrfiomain LQf- Jdgsceond node 120 delegates
addrefseis go tzxs élﬁ%tql%gghgb sqgff{ 1ﬁt§f—d3}%&in%hfei§s ﬁ&%a@i%h?ﬁesh@%ﬁﬂ, and are

associated in the first node 130 with a first upstream VPN interface 131. Addresses delegated
from the fourth node 120’ are instead associated with a second upstream VPN interface 133 in
the first node 130. Additional messages 160,162 and 169 are sent from the first node 130 to the

second node 120. Message 160 is an address assignment information update message which is
7
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of the retailer that operates the second addressing
domai n 102. When the third node 140 issues an address
w@z®onmmresit request nessage 163 towards the fiPGL/USIHOF028481
130, via the access node 124, then the third node 140
used ypdnipgaghe spsonidnedent 200 niafliess deldgasion tdait infdrmafion MCluding details

t ands that 140
svollREAPReERATE 0 031 B e Ut 55 o
delegami infueahati B Opdedndssags waithahuRdds aﬁcsat@tﬂef&%éoxfdfrﬁﬂb 120 with

del egat ed addresses received fromthe second node

mfonﬁat&d'cﬁb@%fsth@l 3sEgyaRanG patvs oF Meltemtedssddmsws apthe |f1rsttnode 130.

r sses. that have.bee
MosGT 1803 P fadrb MelCBaEI e RS FGS AN ob HibssdlR 450 2588 4o canny
sumadedy g8 frohhheffirstaioda 0@ tclBO seaitigvde { H®sd thasthe 888 $Sde 120 can
Cheoﬁ(o the third node 140 and returns the assigned address

do pefeif the g Uﬁ’éaSel%htﬁq hﬁVfﬂ BEnChERIEskView of germmmary state. Messages
Bl o oo T —
the féstf fosle d 0. Musbago e canuaiso lieh&t:d in the opposid dd@ctk@t (fddd thktsecond node

first . n 130 nclude the fir address as a
120 {ffe i B 45 et SHTHABtAtien PYbe SWRIHTY e a4 thy,second node
120 ¥itd tRagketat fhe Pkt HoBe 1 8@ udes the second address as a

source address when originated by this different end
node. The fi rst node 130 includes a first and second

do’fﬁéc' { ]-T%l noo\gg ?%% i‘ In%ﬁﬁd%rﬁgf} éig WZ]\éc%rinmiat%Q that it is a customer
of the eapieg tthat %b&ateﬁ’mboﬁd é&&ré's@%? donfdft RI2TWIRG th@tlﬁ&%l node 140 issues

recei ved over the first downsfreaminterface
an adgless @segnmpernt frqugsfaBessageolOFeo waids it mderi@ot he tls:muccss node 124,

R T S ST A —

that tlhk: dmﬂﬁﬁw I40deduirerian addrbes fsm HRCRtMRTadAYEREInk MBRAC QO The first
streaminterface 134 because it does not contain
node SPHigas AN 4. adresncither froma delegrisd addrasses Secelé/é@l figyn thesecond node
i
120 1%21 gl%%—sz %@? ﬁBn ?rﬁer : 4 18?(@?@3 Qﬁ%:sg %@&rlg% IB% e?&e(%fqaddresses that
have dpsstodﬁtlegeitmbfrcbrhehsfnmrth aodel t2( sackusseaisdaynd iﬂdﬂlmckhﬁ flI‘St node 130

. Se as, .havin el egat the fourth node
assigh e Tpghiings toole RACRAHoU A anq Feokhofhecietianis isaps o tupird node
140 ihhesdinsss agsgg')nmejﬂ@ ﬁsﬁ@ﬁse@ﬁhs@iﬁe' 164R%h PRGKESS dditer ﬁQGThe second

the first node 130 can identify a routing entry
addrasp baSamraddltwg bpatw@tgnb@mdléferdme endnodeh achi thatearréameed packet 165 at
ctly fromthe information in

the SR 11CHap Rt Fi: aloreh fstbmenclieth Pt pRnie a« the third node
140, &RCHHMeTTow 066 fndludeste bétbndhd@ress 43U %u?&%d'dﬂ%s Skh Knélnated by

sel ects whether the received packet will be forwarde
this diff¢ientpadigde.second node 120 via VPN coupl ing 150, or

towards the fourth node 120" via VPN coupling 150

This routing entry is independent of the value of the

s (XHedferstagde 436 inchnids hfﬂﬁstfahﬂ%écdﬁ@@@wh&%ahﬁlogﬁ%[ BitG@tRe 132, 134
ﬁ ﬁble of_ supporting nmultiple such forwa
over whichjpacket dqwh 193 38 il 6 ¢an Ry reeei veddraspegtivaly. Resiet furlésis

deterﬁi@dgﬁ & B% ﬁ&@w@& obdlGnS REP AGwAIRLESSIMcd PO a3 Q4 inMudls

each
information associating the source address used by the packet sender as having been delegated

by the second node 120. Meanwhile, packet flow 166 is determined to be received over the
second downstream interface 134 because it does not contain information associating the source

address used by the packet sender as having been delegated by the second node 120, but for
8
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domai n re-using the same (or nore generally
over | apping) public or private address space. Figure 1
waebwes2w8e exanpl e of such information that asBODUS1065028481
a packet with a second or fourth node 120, 120", this
examiphd Gt%ﬂdiccmﬂ:hih igfoaunativg dsstendtingitier suirdd) adliRBs tifealtbyi the padishsender as
~at. the access node 124, apd,which i.s included.into a
having fifea delsgura by f}r?_afpmé PP%{% ﬁ@m&%éﬁtsma‘&?‘gg‘ﬁg%&te‘? S
dowrﬁhréé}g fil‘&@lgc% BOS 3N A ArRAEl faket 16 166 thORAL REUAL30A8 identify a
third node 140. Each of the second and fourth nodes
routid@Entryl @0 'the aridingipatkeabasedgisher an thatrsterfapmisleniaes gy sirectly from the

S o e R T S0} Dt e P B AR By goce 120

120° ; ”Iﬁ;% t?o%rt]%g ehidtelbhie witbihbi ik eXdeR@dIpacket il ve doratardddaowards the

e can identify the correct routing entry. A .
seco?hnmigerOS/ilarVPNrcqimhtlg p{(b RF Ry arereihe Fourdy n@sﬂZBéVl@@ coupling
Jfar. downst ream .pack t i
T D
is the?fee dAablk 1o Bufol@iz moligke wich fhievaatingestringdactlBgotitad with a
~_have been_assigned the sanme address but fro iffer en}tl
differpatrborge aedrass, domain pechgisite S&C%nda%iedﬁﬁslfs&@mam i sigh such
ex . f j .
a5 ARG KAL) (RETARD Yy e BAGKELGR spce
&ég to the destination address of the Correspondent
f oFieggéed(imﬁ}g)}?vls,%p@Iege%g]gg%gg '%Eo thb1|31|§ ﬁla]l ?Tség‘?}?jtgg a gacket with a second
. .. 1. . <4 . . t
or o A b g 5 o the aecess
noder EdpAme whick isigelutled RiA) turinak paghsetshaturthes inghpgesardagy packet with a

nove] Mohil el P tunnel ;167 ,i ) t
o el S 00 SRR PRI A58 nd o
n0dds 89D B9t dnhiRrRoBaCIthek BB Qotagnsisiéh 430 sedudidalomain 102, can
novel 1P VPN tunnel 168 is shown between the Laoca

|
be assipmed Agéfiftrent3aulsiplexingddersifist icharaulglaring 29 1R se fthat ghe

used tg furth ' ,
monfind kb anf 0 e A3 REEIRRLAEah e g o
simiAg ﬁﬁl‘ltiﬁé‘}fiﬁ%_ﬁfenﬁﬁ&fcﬁﬁ?oeﬁlbai for dowastaharpaakett betwaen desfirst node 130

node 124. The data ket 165 h f
and g @ﬁ?gs&ngded%o gg@é@%@%ﬁﬁy (tgetggélna&\'/ g4(g_g§r_n q%ﬁrrrﬁntgdgs;at the access

noden%\ﬁethatl'ﬂag% ggéﬁ?:lﬁsi#ﬁ%d tfhyggmg @H@em eloml@Preteht home domains.

encaps _ ormat of exenplary data packet
1400. (See Figure 14). Wiile in novel IP VPN tunnel

168, the data packet .165 i, '
L5 2, At NS SOESREL B AP, O
pacl%ﬁ 1(’584 %%Hf‘fr[)ﬂlttﬁé Pﬁ?ﬁ@ RSy df RALE 8bdl AR 140 e @BYtination address

ar or e sane as a prior art data packet.
of thBalcarespaident Neds@3® IO thacisedéMahileJB feseddprwardizgl The access

1362, 1363, and_1364., Da ack 1300 . C
N L
Ageﬁit‘? g'fe' Raddaib 490 efFuded aRehbte ¥kide MBait (RE )uli@sictshe tKAWPN Server.

address, other packet header fields in part 1363 and
A ndveEMuhil kBt tupzs} [16Ad showpdetweesghe access node 124 and the Local Home Agent
130 which is used to redirect the data packet 165 to the LHA 130, and a novel IP VPN tunnel
168 is shown between the Local Home Agent 130 and the Remote Home Agent 120 which is
used to further redirect the data packet 165 to the RHA 120. The mobile node (MN) 140 has a
shared Foreign Agent Care of Address that is located at the access node 124. The data packet

165 may have the format of exemplary data packet 1300 (See Figure 13). While in novel MIP
9
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Figure 14 is a drawi ng of an exenplary message 1400 of
an exenpl ary packet fromFA 124 to LHA 130, that shows
wo b@sperapsul ati on of the data packet 165 ( 130B)T/UR1005/028481
the MP tunnel 167 at the access node 124, in
tunnelcksyr thenizen pickdt lchés énwpstlﬂatcrhin theﬁ:;mgeoflet@mnlaw Ida@axacket 1400.

oA B e R bt S it g e

fornAPEE SARHIRY BataPRcERNEEN (Secfig ﬁﬂ%(ﬁSZESS&ge parts 1361,
1362, 1363  and 1364 received by the FA 124 in the data

paCket 165 (1300), but with possible prior art
Bl P R0R s RS RH A Dall e 35U iR Bty B SR o Phe seme as o

pno@ﬁﬂ&ﬁﬁﬁa&d‘et tibgra MWhtket ﬁi&@ﬂgc 1800 indoivabs mﬁsdagepﬁﬁs I%rlel&ﬁz 1363, and
Address of the 140. Message part 1452 js

13641 é@ta pasketok30Adas é§@ure¢ aqdsess i patf é%@letﬁlabﬂéltﬂaldﬁ%@ﬁé\@l\f HoA, a
tHRAdEE field rt
cen LB T10L Al A28 ARrsgRySREEL RIS o
1363ﬁﬁltaepasmp@d@adhﬂ@aﬁd%each RHA 120, as the
information in the redirected packet used to identify
the RHA 120, and therefore to guide forwarding at the
; B¢ 140%)&%%6& bRipl ket from FA
ass egt4e (glja‘rge rféaﬁitme(dljid Elaa%:}{}felt S\;[vlgéth t he A Bary gacier oM
124 tdtBHAakiSOSmatl\shdm th@mgﬂllzptamtof bdgta mkghlﬁﬁo(ﬂﬁgq))ngtq the MIP tunnel

mJItl entifier 125 s ored e ac
167 Sighe oSy HERrig ER e e Rl oo sy LB Ples message
parté\/i\itslt4@452\/§§§@qa5@a1r4%1lﬂfa§ 1463, Ueies 2pd 1455 OME&R étpz&ﬁbemm 1462,
fiel'ds wWhi ch 'may potentially be dependent on tﬁ

146 ek bigd gpathesohicomafilmessage m@dﬁétn@@ol%ﬁ?ﬁ e 1§6{1 recelved by the

e FACAYGAATE bARPIEERSHOL R 0Pbbl ROSREERA o win

gedhdd QRN to Hestdps tpaad 363. M%a{@i@ﬁgﬁmatﬁe&oﬁfbﬁ%daﬂeeh of the MIP
st %4 t(%{él dfegntl yr{ghtgg?outlng t abl e entMé at th
P

L
tunngBL7 whichiis e ﬁ@t Coielof Addrespafl s MNI40; Mapsage path 1452 1s the
desti? ﬁ&%{lc?cﬁ?/srsgo:f'tﬂenrg &tt&%/ ddt@p&&?r JhIC tl'%lgcé)cé‘d atthe R11A 130 én some

suc fou at are associ ate
embbiinkends, & peRjut LEIA deﬁtlmm@orearddquss atn bdnemp_lldyedﬁy) thetratess sode 124 for
associated with the data cket 16

cach REA-124y a5 the dRiATR i R e s wed Y ey 3 EHEA 120, ana
ther&‘giéﬁ éﬁ.udeq’ﬁ__\%drﬁfng fgthefLI@q‘QB‘é qﬂrfqﬁlr@rlq fle ?ﬂfbﬂﬁ'&tio?ﬂlsed to associate

ure shows an exenpl ary nessage 1500
the fetliretséd petckagwnﬂin thed®itAd 20 liinstead sfowrhie ndesszgepaeiklet54.16Bich contains

into the | P VPN I t the L
e e S SRR R 978 B g Bl i mossse
part'lﬁgiz Heigs Mﬁsﬁggﬁle%g@ Parl P99 indlRdds oth@hiterhedder fibhkfilwhich may
1564, and 155 Message parts 1561, 1562, 1563

poteatiallylb6depandent e throrthermessage patfs fioss Bigges Ihaccerdiugstp, prior art

enca@a@é%dnlérggﬁs%gl% %}f' gﬁ¥ Bﬁ%g# V%%u;t' ﬂg% Fr?chﬁcfeg lllnﬁﬁéﬁg ﬂ(ge%tlﬁers which can

be udéd 1nr£‘aﬁitifoh%‘tdr@ﬁb$ea@§0? ded AbRdgdpdriy 19162 und tl&tszam;ddemﬁy ithegrouting table
to nessage é)art 1463. Message part 1551 is the source

entrafddtheiéﬂoﬂ tess ajterngtibrely camed used &0 indicate 4 pegihicagetingsentry in the
RH% &ab ggts(%lpﬁglty C')\%S%?@gcﬁmg@ s &n;eg Ergact: Ei%tatsg% Cﬁ(ﬁ?vgtﬂ alsh@fic routing

entry at the LHA 130 that is associated with the data packet 165. Examples of such link-layer

identifiers are MPLS labels, virtual circuit identifiers, frame source and destination addresses.
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| ocated at the RHA 120. In sone enbodi nents, a uni que

LHA source or RHA destination address can be enpl oyed
whgoobloz07BHA 130, RHA 120 to identify a specifiBCT/O81005/028481

entry at the RHA 120 for the data packet 165, and a

sp&eguire ¢S5 slovrd ampexentplary atessdge 15@0\11&@@21&@&9 egegpaulation of the data

b B DS 01 L TR e Lehp 57 scontnce i

inveﬁ’_dbﬁ.'Mé@%gd“ESUOCiﬁélﬁd_iffslrﬁéss%g& PARS 3888 1662,1155856553( 1561, 1562, 1564, and
| i nk-1ayer identifier 1555 can additionally or
1555 Messpgs payis| Ly 6 bel 563 BandtlAp4 asihperndentypkihig geespagetparts 1461,
fi i I i ' .
1a5h 338 SRk RS P gl 8 b chE Byl 66, bt v
possisle blof 4r0ModERaagEs dbbdifated with dedugity andqueningabtmessage part 1463.
encapsul ati on processing. Wilst the aﬁiéfwaor war d

Mesyegs R 13l i eiSeiaine Ao a5k FoY PR iigh ey which 15 an addfess of the
LHzf RS e@wfgg gagt dfﬁz i@tl‘{%%gt?%aéﬂ)? ﬁd&nggsggrg@%gg%&igﬁ d?tg pgéplﬁt which is

unne a packet
locatedrunéle RIB8, 1200t Invdolme dmbaeliraents,tacantiduedei 4 lspiitce dr RE1A Hestination

art that other pack redi L and switch VPN
oo dp s e G Lbvn bt REFS L0 el s B fiar pmgsntcy ot te
REAS86 forTthOuk8 Rgck%h % afll a SYQMY Afuking bAtSY attREEHIBP30 for a data packet
e.g., a LHA node, inplenented in accordance with the

in therewwset difactiemirichnlingsid pliréseesrin other erpbadbaentsfa srgeific multiplexing
. .esent inventi .. The.first node.1 i ncl S g )
e b R b Bt 3355 Pl B yor ety

be uBRPRr ﬁﬁ@q_ﬁx@o&t. Messsdpetparrissnaeasy Atiudbeotbonduisy eatiérddds which may
system The input/output interface 201 is coupled to a

POteggdbeﬁdﬁpeQ@?t an thesotherraesyageairts jrom weshasn L 2t acsALing ko prior art
enc s R o O5L S 80 R0 gty peen grgped o

ma rocess

tunrRK &b RSatidAgor 9pPidkeEB65A9nasabeUO8 i NHP tunnel 167 and a packet 165 in
data/i nformati on 291 stored in the

mestige 1600 &t IFr GBS (BUIoh by 118X eaido AIRSF LR THEE ABAG ofher packet
e BRSOk ey R R AR sha Bty b s
VPN nodul e 204 includes a VPN state synchronization
S S Tkl ek ARGk mpea
accRAHIE SimaARs gﬂ:@éﬂt PverREN R BdfbrnR IhAREheas otk peRbAtGRvention. The

signaling routine 245, an address assignment nodul e
firsthé6e 13Minatideessinpstogpuanterfetay? il usad to cuplaide 2igst node ¢ 30 to other

a forwardi.ng nodul.e 249. bi | |.P Agent .
neni S S U GRS eyt |t P BNCEepse 2 eupled toa
prodeSol HoR Bet MBRIIdy 205b PR abinfiEinRAHokH R 208 CMRnory 205 includes routines
redirection, in su&gort of the third node 140,

290 opd dasp/afoymatipnciHbiThaipiosesso 203, ei8e addlésxepsercthe zautines 290 and

The .VPh nage t . sub- 3 Vi
wss B ARG B e R TRy FRIRIS A N o noe) 10
and ReplBnbhemsBeeNer thogrsdddnwandod.ne fourth node 120'. The
address del egati on nodul e 244 is used to manage

addresses that may be del egated fromthe second node
rlrs %gggﬁrees‘;{%&ﬂﬁesf LHELR P RIGAZN Mol RAIFhE Fdobility Agent / VPN

module 204 includes a VPN state synchronization signaling module 241, a mobile IP home

agent sub-module 242, a VPN Management sub-module 243, an address delegation module 244,
an address delegation signaling routine 245, an address assignment module 246, an address

assignment signaling routine 247, and a forwarding module 249.
11
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i ncl udes enpl oyi ng the address del egati on signaling
routine 245 to send and receive novel signals with the
wa@eweieh7eode 120 to request and report the staPCEUST005/028481
del egat ed addresses. The address assi gnnment nodul e 246

is used to nmanage the assignnment of addresses to end

nodes . such as the third no 140, .foll owin h . . .

doMegis L5 o AskisduiPedBed>r4 wie cho Rl Aty gpepaions inclucing

i1 si i iFRAuh 8n SdhokttF th@Srdaode 140, optionally i
nmbggig??%?%%ﬁgﬁggﬁﬂggﬁ?ﬁﬁgkz48 %se oto énsure fhgt aOplonayln
comliaatid with thezassess nade 24rThh VP Nislaaegemeat gihgmedalefdd manages the

he seco 20, .is.net [
Vel SRS Gebiy Pl DB 0B i St o ot
fourthGobi®30°t rhé dddredelelegtionTModuls @4 i wed to matiderueldbes that may be
specifically supports authentication of authentjcation

delegaiechiremdhescepad negtesl 20ewdifvnsm therfawith Ardc: 10r d hioaidropg gnanagement
. a oper . J .
e BB oS AESP R NIR e T, E0R o v
sign@$ With@hd &R6Hd nedesi2Vnoesjuesead repdrothe kiatis ed delt gatod eddre@es. The
that are associated with addresses del ega_togd from
i

he
address o ENTARH AN 24 UstiiPdadags MCHEmew 4 AdieRys to'6nd nodes
such’a3fid t'ﬂfrdf?néae ?gS QIR tﬁ%%%ﬁﬁ%n oF SR@hARIGsEOHHRGRE Y& oAd node 120.
req or add n

ues ress aSsign t fromthe third node 140
The addteds@ssigmhen rdinlait mskdesa ¢dnatrainhehredk nodine £48 used to ensure that

Al ternatively,. the address, assi gnpent si.gnali WMt .
a copgfaint ﬁ@p@ﬁ;@éé@ﬂﬁr elp%atﬁ;cﬁ%cfda%fé gro%hm%ﬁgccwggﬁoﬁ? tlg@, is melt1 by a property
of thE {51%{@”466 ?14bfﬁggdf9 e4ld\WeleBhiBd hé_rtﬁeswb:laié Ibg adPeridd® (@ eftd node 140. This

ule 242. The forwarding nodul e 249 undert akes
conspraink edutine 24@ sphcifipall g iswepents andentindtion op Rithepgication pagmeters that are

and .t he hile ] P pnacket reditecti ' it A
e AR PR g0 b TR, TR ARt Bl e
nove Adr@ssSREIeRMeAte) 80ahE forRie 283 So 2P8it addigasent @Vérasi® the second node
routi nes, nodul es, and sub-nodul es operate on st

120 that arermasociated2oish eddspeses fiolegnindalrpmitlr yapRbROdeg20; ﬁﬁ? address
assi glnlﬁﬁ% ﬁgﬁlg}g rSﬁ@ﬁe%iﬁépgfgg@ya@g%%gsgs& Fléhglg& qg?eé:?fg@taerequest for address

Oor €each

assigritheat Fof 108 tABnddeal0das td issizh thehdiyessed tht ttiel node 140.
I nformati on 293, second del egated state inf

Alteppavels hageoss eGP0 SRR Ul e §isknede LTp TineBdeship the
mob@{lg F%ﬂ%q@%?@&%@ﬁﬁ%ﬁ (it ML 8B HioA3A e SIS 18RbLieNB12. The forwarding

peer node for Second address _
moddB249rundbeakes backeafsivgriin: bewegathe Y Picoupdisgs 154, 630° and the mobile

second. node 221, nunber. o nassi del d
IP packal BB B M HEHAe DB OROLR) 4t odgeeasgipddress 207 and
| Qliresaffs. r €set 220. First del egated address
ase%#@?%k%h o?nﬁ?#on 293 includes a first address 207, an

address category 219 indicating, for exanple, whether

thi,s address is a public, private, |Pv4d o . .
o TheEoERs wutind, BileS, g BhStndesiopetile 4T lhe informgion 206
store%d%tdﬂgﬂinfd}ﬁllaﬁgﬁ 89 BinVBAbA MBI Siatdinesthiayior 266 inttlideatiategnformation

he VPN coupling 223 towards the second node 120 that .
for dash delsgatedndsidess $Sthtetinformptien 2Quiaeludes fpotdglegated state information 293,

secc{nﬁglpmﬁ]rg%%@ %a%ﬁéﬁ%i@&&r@?@ S{H%ﬁl%}; stQtfe 265,6\7 ﬁﬁlc‘égﬁﬁﬁﬁﬁa@fwith second and
peer node for first address 223, VPN coupling state with fourth and peer node for second address
222, number of unassigned delegated addresses from second node 221, number of unassigned

delegated addresses from fourth node 296, local time 219, and local time of last reset 220.
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fromthe second node 120. An address assi gnnent

constraint 213 may be associated with the first
w@daeess3207 to indicate a requirement for a pPOPER10Y5/028481

of the third node 140 that should be satisfied for

t hﬁirstfder@ateadddxessstét@ihfbnndamn@é?éiigqie@bstadimmdrqsh 209, an address

node 140. The t t d
cateqiy g1 hiioHnBer PTG AT DHs CES iy R habEe aiypis Bykor TPv6
addrg\% P@ﬁ'd@fé 524 88dra stAE HrbinYatidh 99 Furkiee iddNided af RQEN fdr@@rdlng entry
een assigned the first address 207, and

214 imiﬁatmg) the MBN obuplhvg VRitewamdsthe seamdaside H 20 st ISeaéaﬂﬁwtéd with the

first %ép@s-e?&ﬁifﬁg Ogr & g}lﬁcﬁlpp(lbsgg g% :!1 e llt ngl}%gl%ﬁgg&yn ﬁbtﬁ?t%rst address 207

fronPth€E&0aBhYdd $20. e AEHseasi gelfmetnh eora6ias 31310ae beAdsocimted with the
which the third node 140 is connected, said addre

first fddress 23 @dlw MEPEITRIBBR (6T § Properspbfhe A p0dss| 4D (hat should be
tat I a
sat1s§i§f%§l?ag frit ageire gf l?h% ags t@ tlf"f‘é? ﬂ?lgrkpeh(?aéi“err%()nri[‘irl]% figki HQI@gated
addréié%ta@&ﬂif@ﬁfauaﬁ 209 fureer nto(]ndeh assig'nmieaht platte 154{/111bhutndmms an identity
alternatively be stored as the tinme

216 phe tipinesk légéh@m%h@en&égg%ﬁq 55 T RS 0 g locHfcn 217 of the

th1rdfﬁ6rd8 80b wilidE fc}(faéxH %ragﬁlgﬁ 183808 %ﬁl@&ﬁedﬂﬁ? Global
eterm né r uas ning the first

Positiditing Sgst@fl or otifee maplmeo:ammt@nhmmreﬁstabbels Phecaddloess ofi gre access node

i nclude a t d denti f
124 oSG e P U SOBRBI et pAERST R CRPRE. eipg dobile TP
Foreﬁly Acddl CBRIEF Laded K@ﬁéﬁnerﬁ@ta@@m A& gdluldes HBfetime 218 which
| gned. Alternati vel ﬁy speci fic additional sta
0

indiQ@s thaishows of tifleagmaimyng fon thecaddrossrsstinment & t Bémub@uie 140 but can

d to.indicate sm
lterp R P OIS0 8 S enof ReleRBE bRt Aot Gesgation. such hat
the QgleRO@hEJaRE df 8BS Firsiindte 13MEQN edse@ o 2Q¢rnaas teitahefbr unassigning the
W th a second del egated address 208 which is, del ega

ﬁrstfad@msm Pohentthe prstpamenpstate PAa depsiad Iads hiitdaRdo %ﬂﬂfwr 216

t her. incl ude 4 :
analf o AR SR SR F R s F: e, S5 36 LS Cmbodiments,be
consiREERI Herinkes gricdeAftbmativagdpedfic 2ditited waer23Shsech s g flag may, in
node 130 and a tunnel endpgint eer node, e
somepmhedmionts, bhnsed IRt a0 bt RAEIBLHE S of i e dfeation 206
also 1ﬁ<ﬁl§é1&sz§ q&ﬁaﬁ%lzat@ Qo Hrde%%QtEE LAk tNeiREESDn P04 dssodthted with a
to SR said third I's connected. The VPN
secon@dplemgd additss 208twhitlhis detegated frmuthedenrtnuerde ¥20%. fi r st
address 223 includes the first |ocal downstream
interface 132, the first local upstreaminterface 131,
a 'T‘ﬁALvtstaEé X Rat OJIbﬁJ' o0 fulriner m%ﬁr’éei L% ?hﬁg? ﬁa@szzsqdﬁma@ed with the

mul't1 plexing entifier 227 fromthe third node, and
secofnd mode #20) gnd Imﬁ:lkthé teglipectimamechianist fios thei fisatzadderssAQT petayeen the first

erface 132 is .used fo [
o A B S e SR AL B Hpce 140 that s boon
asmﬂ;ﬂ%ﬁtﬂi@ﬂf& hdtr8dst g Cor\iPBYekdbl ©ihk ac&esd Bddd B24us ethiftosaid th1rd node 140 is
Sendi ng and receiving packets wi th_the second node

coneeteduGhe {vny wpphng)sxpueuvngn@e seqadiapé pedopafndirst %dadbqw 323 includes

d
e BEE SRS HBRAN TS HE bRl o), g mutiplvin
idenPi@ieKel5 frémabs ek atde W nbltipheigeidemifier@de fibadthenblird node, and

shoul d be
forwarding check flags 228. The first local downstream interface 132 is used for sending and

receiving packets with the third node 140; the first local upstream interface VPN interface 131 is

used for sending and receiving packets with the second node 120 through the VPN coupling
13
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forwarded using the first |ocal upstreaminterface
131. Alternatively, data packets fromthe third node
wa2@emewE3s edi rected at the access node 124 andpPCT/UBH05/028481
t he access node 124 that adds a multi pl exing
150. Regmédtéd @gké’ta Frobhidt thisd nsled 40can sbadeat reulttliptﬁxmg identifier 227 to
redirected, dat

ket h
b Sl LRSSy ke VRSB 0t e
forw 1Jagd ﬁﬁﬁgﬂ% f1908cat gstre\éﬁl\ln@'éi’f»‘a@é 1B AkRhRiveR2 d)i‘ﬂatﬂackets from the third

our peer node for second address simlar
nodesi40 ra&sredtratted aithoa¢catsorbdail2h andhé IW’N 3@@%1‘»9 pp%l%%at adgls a

o008 o0 R h S50 B Lan Bl 98} bRt e v
coupﬁﬁigI [E8S 2233§m1 e Wchf @5RBAm NIN ifé@a0eng ] itchedidh wlmrthe keeond node 120.
Included in state entries 225, 227 should

VPN"I quhu@siawztza Mnth\/fpuﬂb @mbp@qﬁ gode far seoopd aéére@ﬂhsafmlarely stores state

ni.i
s B LR A PR 0 50 e
for d%%@(&@@la@ﬁlcl%aé thef eeqRicdelagated addick e20tatA diéfleyent hivdtiplexing

denbin thin thattncipdecisiiess R Bes2s bars siab fickikd it YBN coupling
state??%l gé g}atg oo g[%lg’? E% 9(1}:{1 ?x as Qﬁte' %&Hﬁ@&e«? adREf /h BREErANe VPN

€ss e 13 i ncluded in a
couplifiglil F@ et €50’ packmiplihfatatei Equm@@Bfnespecbvdys@]@mm\@lwm role of the

mult;%?%l)qe,rlléip gtdﬁ%reggel%ﬁegk@@ﬁ&r 22 nto:ca];s%og{a eh%ge Erf%ﬁd pg(fke ﬁnth a VPN
oupfh gt15@ QY 150 n%nrlﬁftbémfé)é erforikd bRYE hddre @kt ﬂ&ﬁﬂi@ﬂn&ﬁqlsetthat is

resses an ing identifiers wthi
1nchrdedi i ecadaﬂctpapk@mthamspm&v@to apehifig VEN ggladm:goor by link- layer

BRSSO PRSI B, PREPER ARy rneion
link- Hﬁ ?ecg?e%te\ﬂgia%t ARG 888 B dMultipiexing \vahilidrg withihidedirdA& packets.

ndertakée additional analysis of the redirect
Whigmokemethef ir esefl 60 exspelptag redirackadapghettvrith Hesesonnede \1/%% the VPN

con BB oA TAEDsbPaL 8 e g ol

249 RAGIRHallS AMiiEhaPRAlRdE thdwdires pacieabefdrarforivhmlitgie through the

redirected packet, and that d
determuidied V2D cavling 130,196 Jexs ca%? I R gt ggiricgtion Bt (he Source

addrgﬁlcq g}bee(gaqa é 120 £58 5268 ﬂgd@ FisIeDted qgﬂg Hrthé ﬂ%ﬁfrec?té’d flacket, and that

dress is current y assig first
is de@ekal fhBthe(sberndardapl@, thay it inelutiés ardaduloﬂe thiatt [S) delegatbdcfrom the second

noda Fifh anlor ha) IR GHed RS GBS oo e et Sod 130 (for
examsﬁég A 12 Mi2d fodSPA0S Bt P hetBhiRGtddRRkét W RdetivddTRom a node that

rce address of 'the redirected packet received at
has 4 lveation thbt maxdbes]IB@thntd}mﬂe hedatiop Bb’k,ﬁfq@ lpepsion beingridenpified by the

227 in the redirec ket d/
st e S RPR at L05) e O) Btflproive
1denFiﬁ€1k 5, 2206 Bk ?éc@rebl‘éﬁ%ﬁ&&? 1200/0289 liak 38yek Nehtifles akdvgiated with the
ocal fime 229 at the first node 130 that is used for

recetwedgaedmm@dpapitetons i ncl udi ng determ ning the address
assignnment time and the address

The state information 206 also includes the local time 229 at the first node 130 that is
used for time based options including determining the address assignment time and the address
unassignment time associated with a specific assignment lifetime 218. Local time 229 is also

used to store a local time of the last program restart 220 at the first node 130, and hence the
14
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unassi gnnment tinme associated wth a specific

assignnent lifetinme 218. Local tinme 229 is al so used
wao o00sd20788 a | ocal tinme of the | ast program r esPEr/USDAD028481

at the first node 130, and hence theduration of the
duration oé tite quregt @EEPEoETitons atthe fins nbie $30. nloferne@on 221 includes the

ormati.on 2 es the nunber qf uyn [ d
numly QRO el afiERes HEmOBE Stenl et T35 HRF Gan by forther
br ol&ﬁ doWntiR@ th® hekBE: i ankksi gAb® addiEssiH BRE address Ba® sdr§2@d/or for each
address in each address category and/or for each

consmnm vai mumbezaran fﬂtmwéwglydc@ egrmited i apalygingghe delegated address
mfoi(drﬁ%tgohr?gn g n?% ang.l[ %ﬁjargsggﬁ E]tgt dgt%rﬁ]e% 6fcgn€9116tﬁ?15(%elegated addresses from

the %06MESRRNDONThd Surpbdrf ads@neﬂ ati¢dsses darether be bnadyrddiecally or
second node 120. The nunber of assigned addresses

commsicaled ta i spserfl nasledi2Dyn 3 povd mRsFLE L0 dhatedd dififeal aegisstdelegations
[ t

o

addi2Sfes !fﬂ@ﬁi thd €ésurttheodeubewhioli camas&irthaebiokied égen edo the number of

addresses from:t f th de, 120’ h b
e e SRR GRS RGBT GG 8,20 CTHEEF gRigambers can
alteﬁgﬁﬁf Be bBtefRNBA Bﬂ gﬁaﬁ?ﬁngﬁfe%fé@ﬁeé REAREs fnfSmRAAGA in state 294 and

consttralnt, sald nunbers can alternatively be
smndte*tsechmtmtedcdygesmlmlqgmmghqr deleggted g@ire@etaf:tdmetbg fourth node 120'. The

informatio state 29 uch st at
B PeSmane] HteSeorReRore Baueh oay BEEBbRbfed ruhe fouth node
120'f 19 ldrnbbelr}ﬁgs@agés% thatmamréﬁﬂ%are% dE6&dHBNEe Bartblip @RS d.Can
hen be analyzed locally or conmmunicated to the fourth

node 120 |n a novel msssage so that additional

ﬁ@lﬁ%gl’ﬁ Etél ahlclgrlgs on S naﬁgg%&) %9‘%2241 ?le%{ﬁ%!g thoﬁél%a%nahng to

enSLﬁb ﬂﬁl@ﬂierfﬁstt 1¥bdernsoaad tH&&bcdnld&loﬁb 130 areaderd 30exh d)thdnestatus by
second node 120 are aware of each others status

COMERIPARINE éhei Ingpl s ofgBaresirtrg0ofr theduraler sinee ﬁ*zdaSt ostart, to crable
h
the gsegg%cﬂ d& g@qi ?g@%ea %Qt?xé edci apg gr%ege{s%oc(le%tg% tﬁﬁgﬁfdﬁaﬂé Cummary state 209
is ugsosiamarzd sats tidt ns¢dstte be Symchromyzesitvaitleth2@ecdnd noge diZ(i) and/or fourth
summari ze state that needs to be s nchro i,zed wi.th t

nodg £20,nEhip srpamanonigrpatien s theth bs coamysigate T‘F]F‘EO%‘?LWFE?F%EC to the

secdndoBEREG %eﬁqpcatn afRBYRHAE el ady ki fe H@Eﬁ@ ksecond node 120, so
nessage to the secon ode 120 where i't can

that dﬂﬁﬁtpramoesl caobd datedtedsanmhmbsequentyeelaminaied. %lanmaw 1nﬁmtmat10n 209 used

120, so that dif ces can b et ec
for SaREREHEY oL RANCmIOSINAR I 1 EY RLTT B 5oV EN ggupting 150,
and HEY addlyeR€ BEIBPAZAL hRIkhEBIdrbRHssidRmEbREan &k@ﬂ’bh@z!}din@%tate associated
i's used to control the VPN coupling 15 and the

withadhe BBN cdaplaggatilon, and t he address assi gnnent, and
packet forwarding state associated with that VPN
coupling 150. Figure 3 shows an exenpl ary second node

( Rifgurd 3Qhbwp hee BRI aryi seconelGroe R ) W20 limpl&meht‘wl&m hiooidance with
that perforns the nethods of the invention.

the imargntigngbat nepfosme e methods pitheainsentiony Aigure Agnas aﬁ%qqr@present the
equl,vgféﬁ{ 15].10 (Et?(%ﬁ to]” A2 fourth SodS EAP SriCLE oo de NS0 YHEEdR n input/output

npu
interface 301 used to couple the second node 120 to other network nodes of the communications
system. The input/output interface 301 is coupled to a processor 303, e.g., a CPU, and a memory
305 by a communications bus 302 over which the various elements may interchange data and

information. Memory 305 includes routines 370 and data/information 371. The processor 303
15
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interface 301 used to couple the second node 120 to
ot her network nodes of the conmunications system The
w0 ngpanzoes put interface 301 is coupled to a prPCEESIING/028481
303, e.g., a CPU, and a nenory 305 by a communi cations
perfdatis tiR0gbepations whihetintdneion asing dataéhfemsatian Filystored in the memory 205,

a{gsﬁﬁgza%%? o0y P PR Bao Bk O8 pBBY 465, Rovines
370 1 f\ffﬁli Nl 9088 Lh ARsH& gatdWhay rBYERE profbcyBindgule 310.

ata ormation 371 stored in thé nenory 205, under

the |nstruct|on pf routines 370, e.g., program

VP %oztgg%gla%ﬁ%utgﬁ, Rr?#‘é‘% du%ojfdfd { %ﬁeg’to%dn@ﬁlktl‘fgﬁm?g

eway | ou

adveRisetRRQlfolmRe Bl @eskbO thal i@ 1bdaterlrdt eie @aér&ﬂva}derlamfrdm a routing
prot ocol nodule 310 is used to transmt rout

persprdties, Shidadrvpsss o hoies Bedrde Suslejagaroniodhe Sesege K0 Spemﬁcally,

the s
oo BRI RNy Rt Ol U 091256 AEGLL MR o dstinain
addrédsigdt imQets HadfirsSpaedatddcaldregs 382 willibé delivendd lyy (B ?outmg system to
exists for a first del egated adre 312 so t hat

the spcamraaoée 12 fis VN ercsils g BHOREGo NS RorclrizRe Senling
module 3 99&3@%%%%(6 gﬂt[}s%ﬁ%ng’d]tﬁe WM, Ian Red&d de\I@graﬁQn Fﬁbdhfée}M an

routing s e second ndode 120. The VPN nodul e
addradﬁﬁeleg@mamgn@n\g%htﬁtea% mya&dltwse AbsZENah nmdglﬁa346n gn address

modul e 341, VI
asmggg@péggn%@gg&&tﬁw ALy 2 ar 1ngawn§1ga :32% 314f5: Yglg Jpanagement sub-
modgfzgﬁglnﬁzﬂﬁé EOHE WP gtﬂa%hngdql Rk 9Sh tBS SécdRaRDle Ifmj&ﬂd&he first node

an a ress assi gnnent signaling routine 347, and
130. a‘hfemdmmdei@atmd maluBABi4 iTheedpRnavagiiiesses Gabraybe éelegated

T N TR N -

mgnﬂﬁlg%ﬁﬁﬁmm@%&aﬁﬂécéﬁe et sibhalpRaRgRe At hedsEX) ﬂbhhlegate
may be del egated fromthe second node 120 to the firs

addresseearii30 recRivesinforaiatiee on ehestans efgueihdel aepisdaddresses. The address

o A SRAPLAGRL oY LRl gnsecn e o s

const@ik assseiatedndtt Odslegréd/Ridrast Giomathe second npHe 12@,a$ met by a property of
such del egat ed addresses. The address de

the (hisdands BPrFore e ITBI AEdess SOrETRaPH CHBUTRDRIO at the
first 8§$ ei‘ﬁfdfgk Cé)‘g)gtf‘éiﬁte tbah Eou?ﬁl@ 8h§ gb&ffuﬁﬁ? ngﬁﬁﬁ@umehhca%on of

f ess ron1 second node is net
auth@ntllfaﬁ@@pifﬁnﬁferi thet drl IrdfoleBd fenithe thied node Qiad ad:ebpegtyg éhe address
address can be aSSI o that third Cﬁode

assignmest mepdgle 38as uSﬂ‘h ﬁ AT ERMEH 8L RATESSED ‘?‘\‘i‘é’“ﬁﬁ%su"h as the
thirdS RS 14b R 15%;%&99 %ﬁagatﬁiﬂtd?%ﬁlﬁ'aﬁ@febﬁﬁ t@fheFLRIAL 180 TR Mddress

paraneters t are received fromthe third node 140
as&@ﬂnemt prodpler 346 enfifleysatic newd addrssqpasignmentsignaling rgiting 347 to report

e e SRR IR S0 BB o
secoflll npdd thrdte %&%%dlhg midaglef I495indBedes ﬂ;&ﬂ(et for@antic f8 packets

assi gnnment nodul e npl oys the novel address

assoamidgrittere V3N neuilings ﬂ&tfpmflgwelﬁgﬁt?fb%k‘?ss a43i gnment
events to the second node 120 that are associated with
addresses del egated fromthe

These various routines, modules, and sub-modules operate on VPN state information 306
stored in memory 305. VPN state information 306 includes a block of addresses for delegation
311 which includes a block of addresses that are not yet delegated 316. The block of addresses

311 further includes first delegated address state information 372 and additional state
16
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second node 120. The forwardi ng nodul e 349 undert akes
packet forwarding for packets associated with the VPN
weowplo2a1gs 150, for a first del egated address BARUS2005/028481
These various routines, nodul es, and sub-nodul es
inforapgioater mher\falitesteatieat hafobaratdelrgat8d.oFist deleghated adcbmsrsyate

oIBR8 UL PR A1 PHCTOORAed RIeGER B

assoaggﬁ eeaes7ihatday £VERtfoWirdfigleaaa e imfiéating ige YPNCoupling 317
addresses 311 further includes first del egated address

towe;sdiﬂhe firsthoderdQ hat i3 2gsogiatedawith thedivst] adéteaﬁ 1o fomyarding purposes
or dd that :
o b gL BB 0B SO B R L DRSSO P S ed e 372

mayfalsb%clg&l ﬁga%tde&s askdsrsdnt 3dmdtraing 383 smclatedcwlat tzht: élrél'éadress 312 to
his associated state 373 includes a VPN for

mdl@m ¥ gpqslxeammrt dpmnongﬂy plthenerndsi g ghas fm%lé\kﬁﬁ%r&fkeﬁ dor that first
I
addrgs& d??lé §§ 8% %591 %fl'ﬁ? at &?ral%%ﬁg (ﬂl@t)g ﬂlevi‘ilrsports@@orfd' rf ok 1 O 130

orwar Nng purposes as a resu
Assdteliepabte an3 adrtiieh afclides aésigamickne statul ktatd 3 X Weichiis smnemmd))eet of the

e LA SLat LAl AREL o P ST e
th1r 3998 tlﬁa]t 1?1%5t g%géig%etdeché‘flfs% t&mant for a property

the 't at sould be satisfied for
that first address 312 to be assigned to that third

node 140 b the f d 0 . .
1o, 140 By e TLASl B SSEOTRL RS 120, 50wt
first Abad ¥50. %@t\ﬁ’l\%&lp\ﬁiﬂ? Ghitd $17588MdS&UPREA VN dB®nstream interface 318 at

assl gnment status state 215 at the first node 130
the saboranada dserbfioe serfdinrg @xiangdieing pecketiewith the fisst nade 18R itrgugh the VPN

confRAS SN B B30 et R bt n

fustfﬁe&!@hsmg 184t Bm3 B20ARE aGhALREY WhtelB 1D e tHel first nodedS0 124 have been
he VPN coupling state 317 includes a loca

conmmtedéa thei saeandingsle 139 8y she ﬁllﬁten%d@cléﬂdTh%ﬁétegg@amﬁt&n 306 also
e

deteﬁhﬁlﬂlg the hddles dlcgaibrpsicr esval iime SRR acasstetieo 3@ie tha local time of

the first node 130, a restart t 320 and
the lotlgresrEngedir sbatths StconBaRHL K. ARLPSKE D GEaieH Of the current

prog%%ﬁ%%ﬁ@ﬁseﬂ e se%&fdr SHARH. WSt%t%QnRﬁnﬁtﬂﬁl jOff Ao ﬁh@ﬁﬁes local

e state 1n mati on 306 al so I ncludes | ocal
sumfriaffeste Zzathait mol:sanemﬂommmﬁmztaham picsessdbat i§ vndertaken on the state

based oper cl.udi ng determning th ddr
storefPaidcor 1odrel 0L Btdr atspraca st Lol dspeleR G Tedisy gode 130

t he | ocal tlne of the last programrestart 321 at the

second node 120, and hence the duration of the current

pr Gt AN ptet%ﬂyndmema&t@lrﬁ@gr@hng midntsche | amdertakeringyed signaling to

i nforpatjon I I ne
R g e ML e
mﬂﬁﬁﬁﬁfaﬁﬁé 812 166h1 LR GTHRd Rs@I@2O AN fhel SuenrBa 9 Qratk 20%0% tlif?.ﬂrst node 130
I s associated with and/ or dependent on the fir

to thepcsd@nmde The tofrncanapared ythe presinuslyistased 3laesaidOngl® S0 changes can
be dgpegtléld %ng’ ?'elsyrlilcq]rgrh%ﬁlo%spr&%\ﬁﬁ}es %195@5 59 the PPN management sub-module

343 using the VPN state synchronization signaling module 341. Similarly, the summary state
323 at the second node 120 can be sent by the VPN state synchronization signaling module 341

to the first node 130, for comparison with previously stored summary state 230.
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ensure that the first node 130 and the second node 120
are aware of each others status by communicating the

wo ewalo2d78sre of the restart 229 and the sunmar yPGI/EBM05/028481
209 at the first node 130 to the second node 120 to be
coFpaned it odtawengofear emeﬁipj/arg thordetbde dHQ empRR@NtedliO aseordance with

changes can be det ect and, ~synchr oni
the [P BREMPUON TP i B de AR RGBTy X dbird node 140 s
an eﬁ(f'ﬁo&bs 'e%% AR, \}Bdgnﬁﬁzﬁf& ShifYRGAR 190 A b&dbuﬁleﬂﬁ@kﬂd’@(emplary access
1. Simlarly; the sunmary state 323 at the
nods é%mdd oy de 1361 indhe b?éensldmw c@mwecawans gytstame 100 of Figure 1. The third

noda%%? ing E%%%leﬁlﬁﬁt/% ﬁur{ r eVI ? uﬁ)ﬁz thg%rgt 'n%ﬁé 1&6’{%%e access

nod$ 124, ¢/ Perficg une rrf’ayhﬁcl@ddjd ANeREs @fmrﬁﬁmeatﬁﬁipllla] iﬁtérhalce d30 and a
node 140 inplenmented in accordance with the Er esen

netviaxk &6t ingsmfage d3 u s Wirglase cppanisptionsed/ Q freéane 43 \;%H%qddﬁhen the link

Ex I ge
betvg%g %ﬁ t§{r§ ng)ﬁ %) ﬂ'ﬂigtﬁe % 124513 n\&éﬁ@gsusgfﬁ dwthge g%tgvo?k MY interface 435 is
usedewBeRRtha livik aCce @&8d Hiakewidkess @cnﬂmtrmyathm 1up1ﬁd)u'tputtullterface 430 includes

exenpl ary conmmunij cati ons, system 1 of _ Fi ure 1.
a regemy el gnisBeredtAuerupldto g seceyeT pmgnie/@& m atr Sgp?tg&élt%l?@ 438 coupled

o 5 FEUPLIPL 5000405000 lir 01 ..
CPUE armemonyaklDpars] d wser inpudottpuiintgbcadtD, by m@pmmmwaltl@rls bus 406 over

interface 435. Wreless, co ni.c Ointerface
whiCfhe VS GH THN TER & FE RO IRRGT PROR I B RUge Eagerface 4401s
thena&)qgfeﬁ@o Oy ddshe bsvide ZMZ @'gesaskelypzm( mi¥dbhheN i@ kett | Gled to receive
interface 435 is used whén the link is a wired 1ink.
inpuiied éfemsativorfram ﬂtm:scmuch npmped taxp ard/praustie/sigeal4g@rmation. User /O
a rec er ant e

e 55 LSRR AR5 L E50 68 BT W . o

to dél{vap ﬁﬂbﬁﬁa@fonﬁ@d k& sidftas tERE0IaPLEeh Oskiidhlltnfd)ﬂiﬁ@bha@ @ sé26n and/or
is coupled to a processor 404, e.g., a CPU, a nenory

audigto 2 speddiea user i nput/output interface 440, by a
comruni cati ons bus 406 over which the various el enents
may i nterchange data/information. User input/output
i ni\grhaget1448clidestrbgiines dUp bediddta'infermationpil8. ey proeessor 404

442, e.g pad, m crophone, camera, etc sed to
exequé@éhwuﬂn@wlﬂeaald.q%ﬁhﬁﬁlﬁﬁagﬁformam HS i gusmay 4 038 control the

opel%aﬁ? s € XhirPRSHeA103Md gﬁéhfsﬁghd%ﬁ@&”ﬂ% bfé@entliﬁ%ntlbﬁ Qoutines 411

ace 440 1s also c to a user output device
incl¥des a s%nglmg,&onﬂrd&mddﬁa&aphajule 2 thlaeis used tD maruage thet mobility of the
delcigerjn ormation to a suhas

third BadsehfO, GULTE THABRARRE O 52 CEP SRS IR TR P 130
Moﬁﬂé@?ﬁé&ﬁﬁhoﬂ)ﬁ?%&fu&% @edﬂ'ﬁ@i pedesnabRUhé BESsdidsio@ At reception of data

nformatfon 413. The processor 404 executes the
pacletuMoviede 4iRlinclndes memldrase assignavianhfastine tHl dnselltg reqyest address

s RSP £ e RSB Bl IR ond o

120Routines 411 includes a signaling, control and data
nmodul e 412 that is used to nanage the nobility of the
third node 140, including maintenance of the

' e%arta? ‘iﬁf}o%%atﬁ‘@nci‘ﬁ%&%&t siéx{ll%nyc&’?ﬁol"éf’ageeﬂjﬁ@ignaling/control state 414

includes configuration information including node properties 415 and operation information
420. The configuration information 415 includes properties of the third node 140 used to guide
address assignment at the first node 130, when said properties are included in address

assignment signals. The node properties included in configuration info 415 are : a domain
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Modul e 412 additionally includes features that enable
the transm ssion and reception of data packets. Mdule
wd ideiomoBrides an address assi gnnent routine 41BCTUESI05/028481
request address assignnents fromthe first node 130,
identifieraldt 1atigtrindisatedthnt tha shibbsnleddDagatsedated rithtthe seoné address domain

102 i fncs iy BB e eneicpbaras ot S EIFe Reihe ptgongiogqurth nodes

120,456 IHAFAH USSR FROBERd @IndiA 02 WderAbe £1AS 4101 5T9hddEtE node 140
‘properties 415 and operation information 420. The

that cmmlhd@uileaitpmmt}’ fiiranraddiess 012 5pgaifi¢ arisess ppolpd tha @@t pede 130, from

he third node 140 sed t o U|de a
i LT oA et BR8P B TRILAEIRY ot vt
a publit, %ﬁ@ﬁt@sﬁwﬁ%? RN RIdbesS isORghifed; Iﬁ@aﬂb@fﬂw@ﬂi@pﬁﬁtﬁl%Q that may be
included in configuration info 4

compwnigated de Hiei firste second alechﬁxurqhﬁ@ri@%%?@a 12@»&{2% srethehihe dirst node 130
1denﬁ8' ag]DA' Q/ﬁhﬁec‘?g%ﬁe {2l h%s%@ﬁedsﬁgg@gn@%dg §80domai n

e assigned”an address that was
del egated by the second or fourth nodes 120, 120' that
are located in the second domain 102; [

| .
oo Lo ot Lo aetond comin a0 o cori 2.0 88 o
addrF:I%rz a n@@gﬁﬁg gden?fler‘% if the tRROTRE 340 90the Pbert dF8he first node 130

rom whi ch an address can be assi gned;
for thmmlddwtﬁg&mﬂiaegm(\gudﬂz& antPch IR Mitibela {1 surnek foe g dippoaated Care of

L B L O LB VA2 d YR RO ESS819 o s

as a %ﬂ%@ﬂg inf & %tés@ ak ?ﬂlﬁéﬂt%ﬁgnaﬁ 8@ R o et 402 JTeRkethird node 140,
SO first node 130 identi td)g/i can

whidhefor exanﬁple darbbef gther afolatdtedSare of Addiesreich Caeohaddrsss gf the access

nodeaggéf t@ﬁgla lé%ﬁ@g(il gc%lf%? é?r]ruagtll ﬁf(‘izgl crag§1l1 ggf §an 1E§:ported to the first

nod@ 80 &Shat the Ak b £30 @ théiﬁ@ﬂirédt%clé?ﬁto\ﬂikeébﬂdﬁeldchﬂmhﬂ and so that
node 140 is the peer of the first node 130 for th

the fiitstiiadedB0 @ﬁn reprReskeinthab e reersvegdrrqnpa dif farentypgstion hapcould
ol
Bk bR, B bPA) RS2 0N AR ok on e

com@itintanbhcakican state 419 for inclusion as a property
in an address assignnent signal; and a node | ocation
424 of the third node 140, which for exanple can be

d?ﬂ{ ﬁpéﬁnﬁé st fnbﬁga‘fli'bﬁ%? FRlurd 522158, 8L, and 5D, is a

SS no e 124 to which the third node
ﬂow]:ﬁﬁt 680 filmsphtary, exdiogiary oedtdds of d@24neatioh that ersaondeciedby the

excmilan et 3Rk Gecsng 8B h 8 SR P ety The
metl#cnfst&jtsrag?stfep ade aﬁ&;?oo%?él &8RP AIOB Sfterd MBheMidRk h6G& M &k first 104

rom a erent tion that could therefore have
and baend (6% eddiessihghdonzains dre initidliredt Newt, insstaprihds thakV Yy cawpling 150

ST S e e
Val‘lél.E VPR identifieialRad bt &0€r édd f3hé adipliglg BpdTRi & Pprod@ide 6@ step 504 to

of the invention that are conducted by the
steps 506 and 508.

In step 506, the second node 120 (RHA) is operated to monitor for messages from the
first node 130 (LHA), and the method moves to step 510 (node A) where the RHA 120 waits for
received messages. When a message is received, the method moves to step 512 where the RHA

120 is operated to determine processing based on the received message. If the RHA 120 has
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exenplary first (LHA), second (RHA), and third (IWN
nodes, (130, 120, 140), respectively. The nethod starts
w@eoosz3®01l and progresses to step 502 where PEBEUS2005/028481
network nodes in the first 104 and second 102
receif@eﬁ@l ﬁl?/%%ldreg démgal j ﬁ@l‘irSeqtlgst invsdaigaldveads 1 3)eten thennaheqbn@@as, to step 514
e couplin O between the first and seco
wherrdte g §20 %mexgageq thiseleeons @B mog eéf[re@as S BTEang fdhe second

addrégsg{ gac?)%%aglfl 152 ech e‘t@?g%'%eﬁqg el TH A M120 Y$R FraftbmBict rﬂl‘?d address

e coup I on proceeds fromste
deleganloatrecpﬁsﬁﬁéssagﬂjtoﬁﬁcSRﬂﬁnlm Nex6 @6 step Aé6,.3he B h’dﬁlé opgted to

Rt Pl TS IR e gRA G REUTGRT QooRLee, Lragetsdyyitn e
prop(eﬂg gﬁaﬂnd"ﬁ&feeretca%e@fi'&n]tg@ firtRinb& {30, el GIr¥edty associated with MN

sages. Wien a nessage is recei ved, the nethod noves
140.tNexstie ptep 52 8ythe RELA A20 RroReRd! rpéra@g@ﬁaﬂér@s& delegation ffpemation for

b th
e 58 SRR ESE  ab e SR PP L o Bl 0. 5t
518 ﬁf%l/&!@& sibldtp shtem subatepesdoothe RINARY20 6s Gfeeqedidoptivanky include in
RHA 120 is operated to select one or, nore

said @dumtgéﬂebe@tr%@pfﬂﬁ@ﬁh@}l @blepsions addrss atigpwsy| Gogstraint that is
assoi;lla{éﬁlswr}hﬂ}lgaéd délﬁgatte s &@ (cg g’l tﬁ&%ﬁgest e Eﬁggt I}'f@éiigeodeth%ﬁed address).

ess egation reque age
The nftghdadHRed 2urnNexdtep 510 wtaepitFibhertomssd@dd 120 i s
operated to further refine the selected address(es) to

be froma category of addresses associated with a

%%ﬁfrﬁﬁ‘lg % st%g 580 ds HRAECE RAGh4SEbefis Qﬂbfﬁ:ﬁlﬁe(ﬁ bdlc&%ssrlﬁﬂ)?matlon update

roperty associ ate . Next, in
mes§etge me\&i;BSZII leeg. Rhi#fssdg201 106) tperiateg 5[2@ the RAEALRO icofregased to store

e it L
%@ #0fe _LQ-PA 150 §Rcladid g isikg] infiEmatibias fefxanPle, ti number of
step 520, the RHA120 is operated to optionall

unassrgmbdl delegaicd addiesseninsath caseag| Bganetbed then aravss F%ﬁep at0 to await
ddl east one address assignnent constraint that is
addifjou} MesFAFSwi t h sai d del egat ed address (e.g. that

defines the category of the del egated address). The

met hod then returns to step 510 to await further

rres}?@agemg tRetenSALNg thede%qi%%‘ rggspage; if ap pddregscassigappent information

upd%g %ieg %e Ié%‘(;%t ??_JB g%atrﬁgss?g%dl:@g)c‘%lég El‘% Irg%;'\b@ Ele '49@1?; 5261 where the

R [—]&%20 t1§ &tﬁrﬁé‘@to’]@&eIa§s1gtpﬁd§rﬁﬁ1€fdr1hallc81tthattes rectivedrat $aDdlmessage and which
t

ot (e s athe s LhE, FERA BA0,01 LU, SOLERSERE S, o

rREASH uﬂ{er}getﬁgg ngg%&fe% éteg 58510 dvfit BX ABBDEon ST8rtALHREsages.

of “unassi 'egat ed addresses I n each category.
The nethod then noves to step 510 to await additiona

TR Do ko P et MR ap e
synéﬁélﬂ?%ﬁrrrlgﬂéée’sg% oég%é 59% §2b4g mxgg}éggegﬁzob@ Qfdn tnhedp 3388 the RHA 120 is
operated to store synchromzatlon state received in said message from the LHA 130 and to verify
it by comparing to the RHA 120 version of the state at the LHA 130 to ensure they are
compatible. Next, in step 528 the LHA 130 is operated to transmit back to the LHA 130 the
latest version of the local synchronization state information that is stored at the RHA 120, that
was requested in the received message. The method then moves to step 510 to await further

received messages.
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RHA 120 is operated to store assignnent information

that is received in said nessage and which is
was@eor@sed with the assignment at the LHA 130r@f/Us2005/028481

previously del egated address fromthe RHA 120. The

met hod then noves to step 510 to await the reception

of further nes ng to ste t
P o Refrrie e Sea S0 Be oAy Qéﬂ%eét%ﬁtsf 5t Sl ot E1A 130 is operated
to nﬁMﬁ&WonHcéﬁ’E& e ERES AEhE BMEVd theiPmo®estto step5IHABEIe B) to await such
, then in step 526, the RHA 120 is operated to
messttgctse synchroni zation state received in said nessage
fromthe LHA 130 and to verify it by conparing to the
RHA 120 version of the state at the LHA 130 to ensure
t hgyora kR@pG30RAGdeI § theNadthod dved ©RtdpAF2twigenladheskage isseceived by
erated to transmt back to the LHA 130 the | at est

the VdAsi39n To$top a2 Be st a9dcHribh) H¥t is oReratedite dpigrBingag pyRcessing
basetdho%tthé 81‘1? lhgtr Or Bk LR ﬁh %ég gﬂea% of @/géjﬁl%ts@&) ldhode 120
e hod t e

message. nmoves to step
(RHAD Qevenrt GG@Itlﬁen‘ the trﬂtel’(od aoEs\esiepess ades. tRe i i 3istoperated to

step 504, the nethod al so, noves, t t 08
deteppiRe PaRPeF SN BRFA OB A GDRBHIE 8705 VoA TReSEAR ey %ﬁg@ée@% If the
mes?'%g i !ﬂ‘?a Lode gm ﬁ@é’s@ (teQerﬁt6g9 & Om(:@éﬁ%@ 7@) théh in step 656 the

nessages step 550 {hode
LHA30 tsobpafmmtstotsmrs delpgﬁﬁ@a&dnas nafoneascag@s@csatﬁewehh\ﬂe@jsel@ynd node 120

t he LHA 130. In ste the fi d
(Rflé\aépéee@gta&yaé%Oéﬁmq%éﬁﬁtéaw%e ot FinsREE PGk e bt tne LEA 130
is ofrAted RGO aQbr A18ink @GS \f d@@g%%l&iddfd‘ss s Wed §b BRéRpackets

s the second node 120 (RHA) (event 653) then the

includit g odonmnatios assmcmtlep apBakepbeires advsess MAthBE s¢eond pede (RIdA) 120,

throp%b% %’2‘@%?@%@5 A th,]n ?ﬁ-@& Eﬁ&oqgﬁge'&??(ﬁ %ﬁﬁ Ie ?EOS@{P?A) the forwarding

entr Bp@&ﬁ[@Sﬁcl@(ﬁhﬁﬁ@ﬂt%WﬂE@é@gﬁlt&fﬁpe denfifibr argl g upstream VPN interface
message 700 en in step 656 the LHA 130 is_operate

identifies tsmdenf@en@tgcat ationily wekading: %mﬁﬁwt%ﬁlgdgelabft%@éwcw@hwﬁh a
down% SO0, 008 31611(219 INCL i} 'rede{‘f%h Fgg&l&g i&AH¥n Qs%ﬁ&ﬁﬂegt\ﬁ?htge VPN

r'ess asslgnment constr in ste
couplitd 15800 itise sep@t(aﬁc&té (ReltI@0¢via tHeostovad dimmg:rchng entry mformation, using

delegated address to be used t i rect ket s
at lepying @f prid PATKSE PRIESoRIdaese Jbe atuftﬂge’%t%%ﬁté et gif} (g downstream

intqu%’riﬁtfﬁﬁiaf%’é@ir.tl‘@e)& thg 69NIhIPHR fﬂi@‘bﬁé‘g@d td Hﬁ&&‘ﬁtﬁe @ss thbent of a

coup he ‘LHA 130 to the second node
delegﬂbmaddfetseo fany matsttmdglgeddneys opighoesd ﬂeguasttﬁtauhtasrt@ea received from the

o B G Taee L et o B VR e,
in tﬂgo oNEod BY likd PHAXI 0w 648 Prtielr ﬁ’fes@%é@m ated with a

( stream i nterface of the LHA 130 recei ved packet
|s then associated with the VPN coupling 150 to the

SRS Bl SR O AR e
syn&%@mﬁg?% arfrlnéls@ag@(lﬁ:{'érﬁ 8%y, Bg., ntksHgk 169 frece’:lﬁdl ttrblﬁ the RHA 120, then in
step 660 the LHA 130 is operated to store the received RHA 120 synchronization state from the
RHA 120, and to verify it by comparing it to the LHA 130 version of the RHA 120
synchronization state to ensure they are equivalent. Next, the method moves to step 550 (node

B) to await further messages.
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interface identifier. Next in step 657, the LHA 130 is

operated to undertake assignnent of a del egated
w@daemss3g 0 any out st andi ng address assi gnnment PCEYS9$/028481

that has been received fromthe third node 140, and

t hREwEhE hesep 662, ifahe gareived nitstdge icdtrstatiaehytrscaifed fiem the third

nodeﬁ]eﬁ!Qe( A e(g«g&gg%f ﬁ}qnﬁl\g)ﬁaﬁglg gg‘&gg ssv%_lg 550 n]%)%le (YB )éBO %o setep 670. In
step gﬁ?‘lthe T'HA 180 TESRAM& to3deAdrhdd 1RbéasGiny bﬁébdﬁﬂﬂh@ $¥pe of the received

egation state synchroni zati on nessage (event 659),
messaggfromnhs srgknaied40r ¥ estop 670, thrmessegRisaletczainade e jap address

step 660 the LHA 130 operated t t
s SO0y oA G b SRSl o R g 7S E R Y 1010
operXt@H 'tJ &etéﬂrmﬁ’é/ froRRA tbRdin iledt@iet 121 tnhdindlin\saidshenagy a category of
O synchroni zation state to ensure they

delemm a&tﬂmms frowan RHA 26nin the detepvingd demainggf the éOIPﬁlgldéemlflef that
f S
may?ﬁ asgt %rlgga%g 8ajd ﬁ]&lg{i gdeeni?@ N ?tﬁa«%p%e:, ggrlélg%ﬁ?g gh%?% ’rtrcl) bde if there is
at leAdi8nd BhdsSigh@PRddt ik M) détersined Ei€dory t Hehero paeatdeaso pne unassigned
proceeds via connecting node C 560 to step 2?
addressap s@d @e{eﬁ@mgimatgg@y, ep ngrg@@aprpgeeéé{%§tgﬁ) g‘z In step 674 an
w5 PR D PRt g Spt g rEszatac o o

in stéﬁGfBﬁ&l&fﬁfbpﬁdei @f the thanl mdid 1148 swiisls bxproptiopaltyeigaksled in the assignment
nessage (event 671, e. e 800), then at

requgst Zestags, ApACmparef 4o H‘Gé%eéﬁ@@efsi&g%%‘%f%"r CH’éSt‘far“Bf‘nIPﬁfaep%W operation
oSG ST SE b MGG e SO S aggra oy fn
addrdgtaemgnmemt coosteiint i fatisFied thovten 6777, thentapkiadon pregeedfgy sisp 678. In

oo B B B B0 %yl s s o e

thlrcf’lﬁﬁ‘ﬁsmg NG UettiRSEe Fifst 88WHsttahah B Resmak&uae thrd fiode 140 and then
I's at | east one unassigned address in sai

to stateetthe thirdetbde 440 érdemiity, theeassienrst adrass apd thedeentiop @f ghedpird node 140 in
the I.gééolé n&oZa%sc%e{%% ﬁ-gg%{a A37 ml\a f;oga?fcﬁ% éHtr;I lge%/eénsthe determined

dowﬁaire%hmn&@ﬁce andlthe NN cd)liplﬁlg a0 6Rbards tme mmaemfrce]s wifch the now
he third node 140, which are optionally include

assigriod cddrshemmEaR caeesliabt VIR Soryarting EMBoRJHTCAF g o o Forwarding of
L B R AL e R 20 Ty e

dowastSdagimeittace. Nt ridisttp 686, tha s 18@lis d}slenaltqd UOftraaBtmlt an address
address assi gnnent constrai b iS's | sfi H p
assigyent (oFRANSS FRTSAIGCo P 2p P88 900 OU ang Ef‘%@ 1%‘%‘%5‘““% said
[
e A 0 i
infotratttet thatrissueididrsepatkets tncﬁmlmﬁhc saurce addsessaf ¢het thisdmade 140 with the

the third d
ik b LB, BT SO O 08 i
at th'éth—IA ki Hj%srfﬁg Brst A0whfrdaiinteitdcd RRntifi&t, asEaEl at@itibattifier at the

he VPN forwarding entry bet ween t he
LHAd et ae combmdtwiwﬁmmlelasmh ndestifiarseThavarcthnd themnedsriplo; sty 550 (node B)

150
‘o awmtf&rt%\g?k%gsatggse RHA 120 from which the now

Returning to step 673, if there is not at least one unassigned address in said determined
category, then operation proceeds to step 675. Returning to step 677, if the address assignment

constraint is not satisfied, then processing again moves to step 675. In either case, step 675
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assi gned address was del egated. This VPN forwarding
entry is then activated for forwarding of packets with
W@ 26020788 address that is associated wi th the REEUID0;/028481
that arrive on the downstreaminterface. Next, in step
dete®@0¢s Whethdriihe RBIA supporienddred deteghtianisiggeredbyaddiddssss assignment
. assignment response nessage, €. .. ssage, 9 .
Falufi BT 428 AP ReRIE e iRt T dh e Asa BREdA 190 s
oper?tgg E(ﬁsce%d a8 3H8re80GH1E58 0R SRR TRAL 2 de RS RRYREANERS fdcating the nature of
urther optionally including the 1nformation that
the aasigomémtfaidurpac ket snd erohougi apgrophietesddresees agr kesdelegatadq However, if

i td node 140 with the RHA 120, Thjs.j t
the REAL S0, ot Sl etsnrd PyaloR phehnleiyer bR FRITAR S8 operated to
respOfd tofh@BkaeRde A0 Wi ahH8siSiuabnt @sfubdl Sarld the LEIOWSG israpaionally

interface identifier, a virtual circuit identifier at
opertiad ta $¢adan addissndslesatipn informajioniupdate dupsprgcde At misseags 1100, to RHA

0 Y8y S 0 803050 R Ph A e o

LHA030, aF tHeqaglirednategonsaidgnschiag diedadicatad sanstrathed. €Find metdtiod then
cat egor t hen_operation proceeds to step 675.

returRe tFeR %@0 (neda Ba i &7t furghet Mgssadei ess assi gnnent
constraint is not satisfied, then processing again
noves to step 675. In either case, step 675determ nes
whRetueing estBrs7 G ipthe messapd dy tsnalivebgietdronnedsto pgeyredirected data

by an address assignment failure. If th 20 d
packe? sgior PO GUBIE: HPSHRIET VREA2 1 HELEE dd o § ngessege 1400)
incl dd%a hécl&PﬁBﬁllt R i Iﬁﬁe%@ge. addi@sssodRle@@atekOhat includes the
request ssage to the RHA 120, "indicating the nature

assignied taidresesthitgmasede] egateid| frore thedR LAG2050 éhedk 3) (event 681), then at

r i.at ddr es be del egat ed. i f . .
oo BRE PR, BRSSP UG g oot
withi tRe ¥P&cRPEng 1 5@ fdifintS@ndtidn oRgidida tHeret@sqbrdirtaed Bfta packet
third node 140 with an a55|%gnent refusal, and the LHA
t

that a@0ciatss dyst datmpackst wige thetRidA T80 swibinfermagan eg4onally including a

del egatj on.i nfor mat.| GBS . .
MR 80 TP AT B Bt 0 PER B arting ne
that Shedseapdted weldithd RAAl 1280 Nees sesem684 tnel FIAT 180ds bperetetioo determine a

the LHA 130, of the reciui red cat egory and t chi n%.t e .
forwiardingeltesly (@ bnBerfamedon U eitkicRyAT AHARAF St (ORLSIPR é’t‘gﬁnaﬁm

(had to. j , : _
s B A 454080 R PR08  PELMER IR e
perfé@nddethan iestep 686,ahle HHAAL Jieis optrated tg perfarnt afrelasting check that is one

packet f th 12 he LHA.13 ,
ora RSt BBy AEFEGT PR B SRR o B e

frorrpﬂﬁg Qedii nb8e @gIvdTé‘j\’il 56 tRat T rsSﬁc@Qt?dr@s%ShaE Badn és@f‘gkhlé@%&le LHA 130,

e assl gned fess that was del egated from the
and {20 theaeditretadipacke Bps besnantei 6RIIyom thregpriect locapng8 2, sudheas one of the

L 130 i s ted to determn h P :
comp e F b M QoA IubB e GrBh BT PRe SR gPS coordinite),
said}aQtioh B&E{% B¢t Bk i hie el 86 oh BtokdiBfok @feaisvigtled address in the LHA

redirected data packet that associates the data packet

130N, infstepri9s, it 2odetermiined whesherdhe fonwaidingstherk of step 686 is successful.

If the ?grlwl'ég&rqg check is successful, operation proceeds from step 688 to step 690, where the

LHA 130 is operated to forward the data packet, e.g., message 1300, that was included in the
received redirected data packet, e.g., message 1400, and recovered, for example, by a tunnel
decapsulation process, to the determined upstream VPN interface of the VPN coupling 150

towards the RHA 120 that delegated the source address of the data packet to the LHA 130, e.g.,
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mul tiplexing identifier. The upstream VPN identifier
is contained in the VPN forwarding entry that is
waswoor@sed with the RHA 120. Next, in step 68ECT/URM05/028481
LHA 130 is operated to determ ne a forwardi ng check to
in mdssageelr0Or Mt forwaklmgshick wes:mt\se@bedﬁtlh operetien pfoeesés from step 688

to stqspié)grxg&@ I'lstl% %rgzra f:l?/ 82’[@% e‘t:isfa 1 c@‘{l@%ﬁ%}% ;t]}geg r?ncr)]\zeq tf%éngleuher step
690 é}%&%e g’st Q*S%O (htle35)BPheSfhe TS 1BbAWAED fiirtheppREAREY

forwarding check that is one of a check:
that the source address of the data packet has a

ess that :
)lrel ]81 t{%%% an[ ?{(gfnwzaé‘& ?lg(l]e.l‘gagi TC%S 15% Htets%geé z&gggiﬁjcé:gﬂi%ﬁce with the
presé%Y idvRBti bt Vckdthe B0yt ant dxempaly repeésettapiac kEtmetsage 161 of Figure
been received fromthe correct l|ocation (

1 Bromplay adiesciblosston FRseanToh moNdSEBReRe PRAS T TP bcaqund 764
Mes a%% §?e.1£[ ggpﬁngﬁlglgeggl%:@g% tlde%?i‘fllef"s@%s @MOQLF&@%dréélbﬂnessage at the

mat ches t | ocation
RHASWRI € Ghdsgetpas 764 sncdinded tlijd]i‘IAsdentrﬁetr hlﬂ:kﬂ.&dkhd@@tmmtt address of
in step 688, it is deterg& ethe forvvardlrig ted to th
packet sekards therldA gMgssage Bafk oS i aC{ctt st g geiceated to the

LH C&%ﬁiﬁeésé?‘%ﬁm%lﬂﬁlonﬂgﬁ&ﬁ%% ﬁﬁ@ﬁﬁ@%&é@ﬁhﬁés@&&g@ with the

HA 130 is operated to forward
delegdnel aihlt@s,p;aclkes theaddress qabmponyer A800ce clast was i ncl uded
in the received redirected data packet, e.g., nessage
1400, and recovered, for exanple, by a tunnel

de 5PERSDlary Adéress AeleafRhiegudspaicss2ge8PM accordance
[ n?%ﬁfé%grucs)ffmteﬁe VPN cagEIpI [ n g%ﬁt ovvargs t he R%A 120

withttieeprestek Bryantéah. tMessggm%QQemajd ¢ an gxmplméepraﬁealtqé%kﬁéﬂnessage 163 of

risoh) TheE iRy A e i EGREEBeR IR0 b messae pars 65,8,

862, %69 cgradand 86U MR 865 1$1&lﬁﬂesﬁeﬁﬁldelhtif13tfwh6 @rd fidde 140 such as
data packet is discarded. The nethod then noves f

the seiutch @fdressedf raokpteromythe thiginode 140 aphikss messigs 8%)865\/I‘1‘g|1‘§1es aLHA

iden {1 (lergg}f_he alt%g B8y B({TH(EQ g%?%ss g/ﬁfds FhOHER . Kessage part 861

es an exe egat | on message
mclu?EQa dBmamcaendiHiee e4]Nbf ihettlliled podeslelftthatiy esedito assoMatesthe ghird node 140

o o e s S RO e
102. 'M@ésﬁg%% Livat ﬁd& to'i)tlgﬁzﬁ'prc?&%b of & thﬁﬁ‘ﬁoa@‘ﬂo ¥rsma@ed to guide

est RHAldentlfler such as the
addrssstamgnrhautaﬂdiwmsh 6dr emampbg@uh:t bet 4neaddkas whie ey omestaged service

s A3 5l BFE kSR R P Brampt oude e

FA é@& SH¢ @O&%r &r ezzgg oh&6F MERSGRS casldinafes ubdibio tiask Bivethent of the third
del'egated to the LHA and nessage part 763 ogtl onal |y

nodd hif). Missagapar$6b gariedes ag ontenadimutiplexipg identgesfhatis Pﬁ@mumcated to

d h
e 35 SN C LR UGG AR GRS HAE nR can socia
paclé&%ﬁﬁémﬁé ﬁie%ngﬁed AdREH4E Sith TRSRADEhEO:1E g’atainhmtradldmeto the LHA.
h the present invention. Message 800 may be an

exerrpl ary representation of nmessage 163 of Figure 1.
?r%a%é)é addr eétsémgﬁaf‘rg %@%E&t ag%i%ﬂfﬁgﬁttrem§@ﬁl§ss§g9 900 in accordance

w1th the present 1nvent10n Message 900 may be an exemplary representation of message 164 of
Figure 1. Exemplary address assignment response message 900 includes message parts 963, 965,
961, and 962. Message part 963 includes an LHA identifier such as the source address of

packets from the LHA, whilst message part 965 includes a third node identifier such as the
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862, 863, 864, and 866. Message part 865 includes an
identifier for the third node 140 such as the source
wadasesw3of packets fromthe third node 140, whCT/8552005/028481
nmessage part 863 includes a LHA identifier such as the
destintemhiaddtesoof prdliete ssvapds tha thiet godeod@r Message paR61 includes an

_Me + 861 incl i identifier.d4
o SRR A L P SR AT e s o
shoulisendift@eintrBditdeeedspekrsts icxdederss LETA sotmat the T@Hrected packet can be
even a specific RHA e HA 120, in that domain

.0. R , 102.
assodied aifh thaVPNEoTVInEsaEY (T iedHA thit Gilegiiyd gte dsigned address
. t.hir 0 4 i 1S.e. . Ol . pe
e AR o P RA 9635 B e s e

part 963 i6 98¢ d/toQderdif ¢ tiri VIEN faevavding entrpsisthe MB¥sage part 864

i ncl udes an optional third node |ocation which for
exanpl e could be the FA CoA the CCoA or even one or

i ! Lnat dReds 226 bnEMEARKhatn ditRt 1000
{Tﬁ%& lgagﬁo% glg%%ésr%eﬁggggggrt CSt8566 ilérrllcl udes aerll onptlft%nearlnessage.
in acoardhnoel veidi the pretenttinféntiont Messdge 1000mayibeanedemplarheepresentation of

messgg%!A n(gf %\I}ghq%ﬁafé]&%?ag?&d%rg% 35%1%%%]:6]2&1@?08@%&@% §19dag§ }n%ssage 1000

i L} SRiE2N e6k32 406106 ahh 1068 NREWa 1061 includes an
mClugg eg%tagﬂgﬁsglt@mg’ddr ess to the LHA.a Figure 9 3%163%1 a

LHAeidentjileamshictuidr esampls samborihatsowiss pddrews afwsskegelronghe g,HA, and
messggg gz%g Z(E@%a\é\fg};lgs %:&g{ﬂgrslggﬂ%g{elr %ﬁc%i%tthéég%sgggé%agﬁg%g %f H?&f(ets towards

the m.tmss%g% gase IS GiYluaey ease a5mhE golepatd hddpansieh which the
|

nessage ncl udes nmessage parts 963, 965, 9 1@@@%
inforaGPion Npdajagwsiige is BeFiated and aresgage PrA 1068 aptigrally 1 54

a he,_sour 4 - whi
celefid A4 B BEMoRRR: i PAFRHRGH SIIDAL Kt s been
assigh8d ihaneshicdadiess wHidstesssab ppadkes sptiadly dsclodes thdiocation of the

~ node 140. Message part 961 includes an assi gned

thirdgwpde d4@. whi | st part 962 includes an optional

multiplexing identifier fromthe LHA that shoul d be

included in redirected packets towards the LHA so that

t hBigued] T Bhbestepackempiay abdessitegation thfoinationgdyPrnessage 1100

s AN L QUL L B 0t SELE0R) Sl prsemationo
mes étlgf#)fgiigﬁlﬂani.glglr@%éag% gf()()giﬁ@luhés RAbEER partsNa 61} 62| HA3, 1164, and

I denti Is used to identify the VPN
1165. dviessagh payt eHflrinclades HeHAHdentHjeg whéchifor prdmpile e bathgsource

B A

desti{RESPHRIAR OP pAikLtsREwAAs EecRIFAMesERp Has enbRbptishatll includes a
nmessage 160 of Figure 1. Exenplary address assignnent

categarf of nddresses tgfereadeio by dhia gressegooMiirepubws | Hdksigdigatep egrymmber of
061 62, 1063, 10 t

54 oS58 17 0 90 e SO A BSOS IR v o

deleBRed BeiRRMACMRIGEE Bart 016 apkedtivelyrindichthetheymbendf allocated
nessage part 1062 includes an RHA identifier such a

addresses dbe L AMY Fh@hafﬁ@ﬁﬂ’éﬁtengYﬁd’ﬁ@tlé6? avéw&@%e B delegated by the

RHég/ﬁg %ggs%g%%%.l{% 1 \%ﬁf ghrfop ﬁ{gﬂfél@&, tRen/@k Y8dREs ddixafleh GF8tRMion update

message 1100 is associated with each of the addresses that have been delegated from the RHA to

the LHA.

25



10

15

20

25

30

infornmation update message is associated, and nessage
part 1063 optionally includes a del egated address
wea1eg207y8 Message part 1064 includes a third POO®s2005/028481

identifier that has been assigned the del egated
aﬂﬂirglesasl Nitlubtsttesrssagplqyp pddie S lagptipw siale syn¢hienigefion message
the location, of the third no 140. , fi~qu

1200 i et aies S e RN P L B oetel A0gHH iy dh exemplary

reprsB Qi SRS S rﬁébsh%@ﬁ@eof TesFaqe Efkéﬁ}x%la&jﬂ addiefRddaaRomsthte syfchronization
present invention. Message 1100 nmay be an exe Iar¥

messagpi 2¥sintlateomeshenpatsdghl1gp20 265 §if%e 1265,%58699?@ , and 1268.

1100 | des ne . part .
L
packbRiffin fHRrLIeX sarl message et 1162 isdudse Riddridesifef spacisebsdestination

fromthe LHA, and nessage part 11(1;%3gglaﬂcl udes a RHA

[

address of pagketsriowards thesRHAe Mssage part SR Ghtap AT pighe LHA
L.owar c,l . ¢ tq. i i
ol 454 W ity VSSSARE, 7oA SptA RNt el
LHA\%@@@% petaid Fzﬁﬁﬁt@M%ar@med hethe REbA1to détenmiat lifgbe L&A has
addr esses a e t hat [ t f
restatie@ 3ngs et SHA TMSBER SomE P MBy e AR Ll gammary
infox‘ﬂ?z{ti%n 1d6e u&lélgﬁf ﬁ%'syﬁélﬂoﬂiﬁlﬂioﬁ%ﬁﬁeeh hge DH_'Abzﬁfd taé RHA, for the state at
allocated addresses”at the LHA that are in the
the Id#A £Dlds yurofapainforinkéan axuberineparérhipsypelspanigaieyyate gt thy RHA

the RHA | ssage.part 1163. i t i >
oG S ot L PSR en oAt Ao
LHA S2R%50 5t ffaftedy Méhsg%aﬁﬁhr@ﬁzsael 28ddnesseSarcaéd bythe LHA to request
been delegated fromithe RHA to the LHA Figure 12
equiivaléntstioanatsorafiomyesB Hay for thedtid dgresiant g restirisdusption and RHA

nchr.oni zati o a . i t :

smeBERHEn FaTeet e halle SE0Po Ry e SRR 18 CADS, this
infofSRioRTeA balikédto AbtctEs fe3@e of G RHARINgUo @etbrmineevipnahy/ LHA and

address del egati on state synchronjzation nessage 1200
RHA hevediffererbssashionizationstaipdar the REDA stpigg thatsgmpncqupgsate can be
repalrz 6, 1267, and 1268. Message part 1261 includes a LHA

{'dentifier which for exanpl e can be the source address

of packets fromthe LHA, and nessage part 1262

includes a RHA identifi h t he .dest | .

R RN T R TR e ——"—

. r 1 . y 1 . .
e e
addiséses,eniltiplelead modesssialn ts the thikdnoddA 40Mmulinfempliplexingiigntifiers,

and/ or 1264 are us t t,he RHA t.o, det.er.ni if o
mutfiacreodaedioPenatnbadis Fr BrkRE e i dfonipation sate
entriZE SEAISe orMBRiIDA G 1S atibd Oyl BRAlsHRIE S0 RAGTERMY total amount of messages

I nformation to be used for state synchroni zation

betvizen Weethirt med¢ HEO, AdHA tene, fRisnodeok30; and BHA: &-2atseqqid nodp 120.
This summary information can be conpared to
synchroni zation state at the RHA associated with the
L HAW ki®st kiftaRbérdidon MAS Becit RE@ilbied i Gering 0@ exdirsytivrhofandazepacket using a

so that erroneous ,
tunnel encapsulation between either the MN 140 or the access node 124 and the first node 130, it

will be clear to those skilled in the art that packet redirection can be accomplished by using
additional headers such as destination and routing headers in IPv6 (Internet Protocol version 0)
and by using link-layer identifiers such as in MPLS (MultiProtocol Label Switching) or ATM
(Asynchronous Transfer Mode). In addition, the invention has been described in terms of

multiple new messages although the features of those messages can be provided by extensions to
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LHA state can be repaired. Message parts 1266, 1267
and 1268 are used by the LHA to request equival ent
wo pdoeonErts on fromthe RHA for the RHA restart PCTES2005/028481
restart duration and RHA synchroni zation state for the
existi_lﬁglfn@mte_e suchep egtenyiehyto REEP (Respurca &¢servationePropgsoltanf JPLS
information can be used to detec. restart of
taffi AR NG ETRAMERS SR NG AP BRETCE s feet ent
synchroni zation state for the RHA state so that
erroneous state can be repaired. The messages of
fi Ifgamgesmmbmgndm aphpsital magkine irppdablgancshign sheh asp hard disk,
memgp S s ot d: Aqap geot sEPUb B B IEh SR hid machine readable
mediﬁﬁf 9088 wRHE QEEREssafBs rhaybecstared ap adiecens sarhofisitd inghe storage
third node 140, multiple multiplexing identifiers,.
medioml. tl‘itl@s_@g? rgdnfprg‘ilsté ang epmmyRisatehin @(pclgrcgangg Withdhe invention are stored,
constrain or L j i : i
e BRRPFEL R0 b Ry AR RS R A g s
medilifh §s88 US ofeltBe hidbake agvfwire afodubs sagessdiet sered it He physical
third node 140, LHA, e.g., first node 130, and RHA,
machéngreadahle BIREOAGde 120. Wi | st the invention has been
described in terns of redirection of a data packet
using a tunnel encapsul ati on between either the MN 140
or It igioas embsdineds nbads descriiddehefdin gte impimerdod using gg ¢r more
be clear to those skilled in the art th

{ .pa t . .
modvaiyirerbe derReLsE St bt odhaf i prsgpnt invention, for
ader s Siehsas. JeshbdaddeiopRdd/opthhshgssieastepss Thus, i
ex%g%ﬁnﬁﬂgr _n(Set gpr ot o‘lc"’:ogfg ver gi on 6) and %; usie%g > ST
embtliidilgielnﬂs aysoud fdemtdsfaf érespresenhinaentiqn aypigplemgnier Bige geqsiules. Such
abel Swi.tchin or. ATM. ( Asynchr onous

modies B PEBRCTERIE UGRET SA AL B Ar0 G DB, R Ehare and
hardglﬁre'm/ia:r% R ehe Wy EBSR ABESmeihblotigRethbe stepatan isingflemented using

those ssages can be provi ded by extensions, :
machu%e Excstiahly insscagas sudtes swivaze dielydsAdn g garlipe readable medium such

esour.ce Reser, I on fifcC

oo BRSRRBRERC Ll B0 TR o ARH P ] g oo
comPRbBi With ¥r Ve s@gAgitioEiSEagese By mbRnsnoalkdr portians of the above
physi cal machi ne readabl e medj um Uﬁh as a q rq dis%
desclnbcdnfmpth@ds,@tgqem_@@ OF BIPE RRAFS-/eCCQENBBIY o NERg Eﬁr B thg present
. ocat e B i i o di . :
iR s Db By R O T G o
for ca@iifg @maehins, d.8., ploeesdamigssovidedinardwariss wywsiogarmae ar spre of the

and communi cated i n accordance with the invention are
SteP%t)Hﬁléﬁl?Q‘@:‘&S‘Enl?eélrfB@P% (ﬁ'y, in buffers and/or other

menory inplemented as a physical nachine readable

medi um used to store the nessage. Software nodul es_ nmay

al so be Natngeres addittdnel yemiatipesson e oteitlsls aad gapratus of the present

e BTG 5T AR B s e

descfri';gﬁoﬁ LERS ifRnliBs PR ivadat dhs R0 Ve cahsiers® Withitsthescdeef the
P esent 1 nventi on, for

invention. The methods and apparatus of the present invention may be, and in various

embodiments are, used with CDMA, orthogonal frequency division multiplexing (OFDM), or
various other types of communications techniques which may be used to provide wireless
communications links between access nodes and mobile nodes. In some embodiments the
access nodes are implemented as base stations which establish communications links with

mobile nodes using OFDM and/or CDMA. In various embodiments the mobile nodes are
27



exanpl e, signal processing, nmessage generation and/or
transm ssion steps. Thus, in sonme enbodi nents vari ous
wo e@b2@E38 of the present invention are inpl enePCEUS2005/028481
usi ng nodul es. Such nodul es may be inpl enented using ‘
implé@éritv@aenotttmoli wamputers, aesom ida@tasostawh (BlanAswar ethgnpprtable devices
har dware. Many of the abqye.described nefhods, or ..
inclugREHERP S B EART BRI OIRE S SO NG STalohi g ciienting the methods
ofm§§§£&ﬁﬁﬁkﬁﬁ&QStrUCti0”5’ such as software, included in
a machi ne readabl e nmedi um such as a nenory devi ce,
e.g., RAM floppy disk, etc. to control a machine,
e.g., general purpose conmputer with or wthout
addi ti onal hardware, to inplenent all or portions of
t he above described nmethods, e.g., in one or nore
nodes. Accordi ngly, anong other things, the present
invention is directed to a machi ne-readabl e nedi um
i ncl udi ng machi ne executabl e instructions for causing
a machine, e.g., processor and associ ated hardware, to
performone or nore of the steps of the
above-descri bed net hod(s). Nunerous additiona
vari ations on the nmethods and apparatus of the present
i nvention described above will be apparent to those
skilled in the art in view of the above description of
the invention. Such variations are to be considered
within the scope of the invention. The nethods and
apparatus of the present invention nmay be, and in
various enbodi nents are, used with CDMVA, orthogona
frequency division nultiplexing (OFDM, or various
ot her types of comuni cations techni ques which may be
used to provide w rel ess communications |inks between
access nodes and nobil e nodes. In sone enbodi nents the
access nodes are inplenmented as base stations which
establ i sh communi cations |inks with nobile nodes using
OFDM and/ or CDMA. In various enbodi ments the nobile
nodes arei npl enented as not ebook conputers, persona
data assistants (PDAs), or other portable devices
including receiver/transmtter circuits and |ogic
and/or routines, for inplenenting the nethods of the
present invention. WHAT IS CLAIMED 1. A Commruni cati ons
nmet hod for use in a conmuni cations system i ncl udi ng
first and second addressing donains, a first set of
addresses corresponding to the first addressing
domai n, a second set of addresses corresponding to the
second addressing domain, the first addressi ng donain
including a first node said first node including a
plurality of interfaces, said second addressing domain
i ncludi ng a second node, a virtual private network
coupling said first and second nodes, an upstream VPN
interface identifier that identifies an interface at
said first node through which packets to be
communi cat ed over said VPN are forwarded to the second
node,
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the nethod conprising: operating the first node to
receive fromsaid second node address del egation
WO pdoe/02erBs on i ndi cating at |east one del egat edPEDUREES028481
fromsaid second set of addresses which said first
WHAPES CEATMED! gn; operating the first node, in response
recei vi ng sai d address del egation information from
%he segpnd node, to install a forwarding entry said
or war di ng_entr l.afd J F St i
L o RN e ARERE L b RO TR st nd
second3@atekdihdorbyins ai fitsties of &aresséaNormesEilingeoitiefinst fddspssing domain,

e 2 FEERL 58 LS RS B
doma%efngﬂlﬁhlgg) dt?rggﬁcﬁi%_%alﬁirfﬁsﬂ R difR 2 PRENGY F inerf4des, said second

source ss with the second node, sald first node
addres@hedomnng incduding anetandmods, asvitdalipnivaiergtwask coupling said first and

associating th d. itk o o
wceorgear Oh e PSR TS iR B PILpEEssa t moce
througlg P@ﬂﬁ{hﬁfa@k&é RO RS tiE R8db M Naid WX hacfory ardbd touthe dedond node,

\ said received first packet. 2. The method of
the meth@drofprifingt her conpri si ng: operating the first node

to receive a second_pack ' ' . .
SR Saf SR SRS L D 1 y0us g RMsSFintomaton
indichtf{eOft TRk &t RipaedatiRgs fio@ saialsecendasdtiofeaklrassestwhich said first node
anot her node that is different to the second node,
can asslagrd }‘ irst node selecting a different one of the
pl urality, of ' ' . - i ai .
B PG bR PR SR s R L ormation
from HRERMRInGRCdstpih e Katvarding antdy said fdrerardimglentrygassquiating a first node

met hod of claim1 furt i ncl udj ng: cat | .
dowpra oot o tgonp et ey b, PRSAH fyt ream ve

intert.tageidfe. {if?ér; WSt ream i nt erface over the upstream VPN
interrace’ determ ned using the selected forwardin

endpeyatihg tAhBrsorodecd redeiv aofiirst paolm‘reip@l.uﬁingwesoggg@ﬁgr%ss having the
valudG e folp e GHIe R HBRT PG 1D oo oSt bfiThe second
nodeggagfiéi%& R&&L &Yeeﬁ?é 8¢ AMAlcABn bNehdhEetnitibh associadag vedsource address

O , said information including network identifiers.
with itrecdevetidnpdovericif oneaof anPuBlityaefdprwadipgeptigs @ P%eclar{eteﬂmnmg an

identifier, a frame sourc - -
wpstga LR PR B R R RS AR e R

_op;aratl ng said first node to determne from said

information included with a received packet a subset
2. o_fTl;l]@mgﬁmdioﬁglaéntlrfvé@e’é?(’fflﬁésmg:r st node associ at ed

with the secon oral. 1. JolyaneBtal 'gOa“‘s% daaes i

of ORFr&{1A tﬁ? %\5\% g“r)g? {nmjgélélnc’ié% %e-r%?rﬁcrll P cat | iglgﬁlg %/ﬂst e muﬁ’:tr ther having the
value of the delegated address and information associating the source address with another node

that is different to the second node, said first node selecting a different one of the plurality of
forwarding entries to use in determining an upstream VPN interface to be used to forward said

received second packet to said another node.

3. The method of claim 1 further including:
operating the first node to forward the first packet received over the first downstream

interface over the upstream VPN interface determined using the selected forwarding entry.
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includes a third node |ocated in said first address
domain, the third node being coupled to said first
woowe/0207B& et hod further conprising: operati nBCT/H82005/028481

third nod transm t. Lo .
e
interfa88] WeRItfirfRS Sagmd ddeingdédig imerfae daihgdieterinineddgrihidrinetion included

sai d address assignment regquest nmessage requestin :
with asedeijiesrmaekesfsaighinig B@%méb%_dﬁ&fﬁé%ﬁ?‘dge‘%t’éle %ﬁnﬁf@@%o‘ﬁ‘& of: an
MPng%l eg,ga.sviggg c%%?ft UdniBef RGrahld DlirddQA8rekQakPNHaRB destination address,

egafl1 on request nessage to the second
the nebpieal farther doagpRINge to the reception of the address

assi gnnment | r equest ssage. .6. The. conmuni cat.i . .
eRIFeHIngad R AEPETIRe SRS Ign S gfyith a received

packétezgéﬁ%%t orir?(ﬁ'?@&ﬁn LtchiBEk thOfilsHH6S AL R8S wthTh@SH¥BAd domain.
property information indicating a property of the

third node, said property information including one of
ut hentication i i.on f

: fo r the.. . of.
5. au }?’Fe?ﬂm@ﬁ?licﬁtbonls l’?ée%‘ﬁ {;%tlﬂg]d]e whergij) galﬁ .% it gl%c%glgré (s)}/]séem further
incluagéiﬁhﬁd%dé ESc4tedlan Shia Fastolidiebeddhiin dhe adel noudibentg cogpled to said
the services provided to the third node, an address

first cades ormyethodifurdeneornsprisieg: i ng bet ween subsets of

SRS B R B ML s Bl s
nodeV0gd 8l die&alsdl ghibsttreqREmessagaicieluding asetohdadiings sdentifier, said

del egati on request nessage constraint [nformation . .
addrests tasdi gratleTit restcSianepsaged e @des g A et Oﬁ §58 R EspgRding to said

sai.d con aint information indicating a property of
S“m?ingﬁpr%&Lode; and operating the second node to

debgdrainpethi first hedproogead by addreshizldghtiomiraqueie masstigede gy second

in said address del_ega%i on r%guest mesE%ae sat i sfies
domai ip eRsPRRSS Lo B1CERPIIGA OF HIFHLgsHssIggmoRpfrduest message.

conmuni cations nmethod of claim?7, wherein said second

node declines to del egate an address when the second
6. nolke dahmunicagsnsanethodlobdsind®| vepatin spidadAress assignmest request

o TR T A T STy r
third?r[gd.tdﬁb %ﬁc%’ E{?}P%g}?ﬁ%éh&ﬁﬁﬂ hRQudifs & 6F :fautthticueida infoh@ation for the

onprising: operating said first node .
purpbee ofcendienticatingdbieliesnods & Gafiasior seqond sodende sequice plgss of the third

sai.d third node, sai r ' o .
noasBe€al roPiag oI Rr ARAAPR. P GRAG ingicstor scletng
betwea Bibsbis ©F a8@kshes QRANE pdbItgiphivate [RVAii I vE hddfessest

node to identify an unassi gned del egat ed address

corresponding to said second donmain identifier; and
operatlng, Lhgh Soh@BintsBR fidedefih@@des in said address
7. adgﬁggg uPF%%%%ﬁ%%%ggggdég?g’secoﬁé g%nain i dentifier
delebAicnatgudshine shagocmsirainainfadeitios sbaswil grome siid pedssspssignment
request message, said constraint information indicating a property of the third node; and
operating the second node to determine if the property of the third node indicated in said

address delegation request message satisfies an address delegation constraint.

8. The communications method of claim 7, wherein said second node declines to delegate

an address when the second node determines an address delegation constraint is not satisfied.
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10. The comuni cati on nethod of claim9, further
conprising: operating the first node to transmt an

w@dasmess3assi gnment i nformati on updat e messagePCDUSENS 028481
second node that include e _inf

. includes. upda [ .
0. GanegamBu e weton e B FelCRL AR Rufep ol fes a third
node hﬂ&iid* ﬁ}s@ doRsHi GOPRALo b43d AFsTRbI theakotibd flreher bomgrisingte
that has been assigned said del egated address, said .
i rdporating isaisl firstaloddiatpoeine o pddiessiissianheRideqrshnpispes from said

..used tq identify the thi B Aot :
s S U b PR AR v
identiflék k& dReRdidondale first domain, and information

it ;

I ndicating a geographical location of the third node .. .
i rpneraémgitlaesﬁlrsa@@% tR idepdify aih@laéﬁ%‘iﬂﬁ?e&%ﬁafegﬁdﬁﬁﬁsﬁ gefigponding to said
claim. 1, furtr conprising: operating the first node
Secoqdoél(}r?aé]ﬁ%c}%nﬁﬁéalﬂgé%dr ess del egation state . _
sydehiipRitEatiisonodeEsaagen the idaiified eddmss avortepindiniaidisaig second
at | east one of: tg%.ti me that the fiést node | ast
domaie ideatifierto spiddhisdpedn ingp a0flyess BN MGRLTRISAB% ed si nce
the first node | ast restarted, address del egation
state synchroni zation information at the first node, a
10. r eTuesimhoicitton methoddf ¢laiged tfortheqromprisig: t i me t hat
S CasRITRGE Lo PR e Ah e 5P BT ipfaff update message o
said SR BSlchAGRILAS FRERMFRaseD @Dt 4 edbgaiédatldress, said update
Information to the first node, and a request for

tne .
message hmtenindinding assigomenttipformaioreahougbeduyad pety Gathas en assigned
, nchronj zati on, i of or mat i -2 - ‘
i RS 251 0 TR s B SRERS AP o enity
the 1SRl hYdeas HRCIcabRIdMhAiR, inhenkiiosindicateg ¥ espopemited focation of the third
further indicates that the source address. of a £ the third node i
noderie ¢l firstidgragireanddnforppiien HAicaHRE # g?%farg%%%g‘{%%‘?r? the third node in
h fi nttdg)rface is to be checked against the |ist of
© T CPHd addresses fromthe second node, the method
further conprising:operating the first node to drop a
recei ved packet when a_source_address in the received

11. padhecommuaicaien wRthof Ob ARy e eomNIiM S ses i ncl uded
:’128}%&&%{3@ 'ﬁf‘ﬁi%t ofige mrﬁgﬁ%qd@&%ﬁa%lggfﬁh@% SEebitilization message

e conmmuni cations nethod of claim 1l wherein
to sas@éedosdnmderinclatiingrat kpsttommof:the fime that the s negder pst reptarted, the

node | ocated in sajd first add d ' '
amoR B i 155 PR el BrF P T atenrh R sl eatlon sae
synchitriZ48bn GRORAAtRIN theARSY MideNd rédiestifor Sie saeudel dode to mpos the time
recei velgl packet i ncl udi ng the del egat ed address

when .
that e sdcanddrods dast sestanadsi tgaesst fas theieqondnads tAseRort the ampppt of time

that ggstre:igépg fp]ﬁlgc{: %ggc}cgl Iﬁ)lrdg Zaré}]iégiggteg AFDMARCALD B B¥SAKR) and a request

for the second node to report the address delegation state synchronization information at the

second node.

12.  The method of claim 1 wherein the selected forwarding entry associated with the first
received packet further indicates that the source address of a received packet arriving on the first
downstream interface is to be checked against the list of delegated addresses from the second

node, the method further comprising:
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| ocated in said first address domain, the third node
bei ng coupled to said first node, wherein the third

woome/ 038 a t opol ogi cal |ocation in the first POIES2005/028481
sai d topol ogical |location being identified by an .
adpeesiag arsignemely dtdpe modusbpaskdevhen awAvess addeess H thy received

node i s coupled, .and wherei.n .said forwgrdi
v st D P95 B L o 1577 R4 escs rom
Seanhﬁﬁﬂehas been assi gned sai d del egated address, the

et

od further conprising: operating the first node to
recei ve a packet including a source address having the

val.ue of the del egated._.a i.nf i Qn: furth
o Yo S AT S by s
incluflélea th28 Ab¥SHcRBE Keéaid Eifst Bédredsrivimadh, nige thive rodp beingicoapled to said

ocation of the packet originator; and operating the
first fddesthe method fyrtheioemEistig ecei ved packet 1 f the

| ocat i.on i N ' ISt Sl eeifed Adtfress when

| PR oA BPArRBFEEpacS Lt B
said &ddddsEislunaWdigdesi to shidehied hadea predet ermined rel ationship

between the information in a received packet

associ ating the source address of the received packet

Wyl i &sm $@tlér includes a third node
1. up@%erlégt%o@gﬁ@?ﬂ?gr a(r:eelﬁllg%g%ﬂy’fﬁ{iug%a?gfg}f/ orwarding to .
locatbda) SRTHRtades doffin, Treethird nhdebaing eouplef to spidelirss ppde, wherein the

sai d communj catjon system further. i nc [ .
hird B GUAPBRE A e rhe e 0 ) MPRDeaBpifon peine
identp?e%w P yRk &ld 9 tBehdedsinodt twHRN thhehindeiodeds coupled, and
urtHer 1 nc i i ;

udi ng: operating the first node to assi (t]hn
whertin safl forwiiding entyénclndesdl woelogispklgadtian qfthgythinddrode that has been

. secon ode; . andoper at | j e to transmt
aSSIgHE‘%%?dS F‘@&%ﬂt%%%&gﬁﬁ%eﬁﬁﬁ? H}e@%ﬁ%@g}eﬁnggs 5% e%fo the third
nogﬁerﬂ.ttﬂfé tHEFiRG nS@d & 865V O patkadidciadmgarsusaiaddress having the value of

i nf'ormat’i on that associates the source ddreSﬁlgf saig de. th
the dplegited agdress andanfosmatien #fseraatingthe Sf‘?PéCfiﬁibl’i"c?a Vg O §7Gpng node, the
wher ei n id inf ' i fner; and
receligp et SneiobaliEth; Wpelolft IS 20GH BF 68 phie: SRgGr an
MubpertirRxhe Giritdens i drep said eetetved pasitet ighé kisatiorpiadhereceived packet
associated with the second node wi thin an aggregate of
is differeptafenm that pralydpdin sdfd ey ¢ FRTY-i r st node. 18. The
met hod of claim 1l wherein said information that
associ ates the source address of said packet with the
15. seTadthetpdaficiim lymheie theieng aiptesietarmined relgdenship between the

~ distinguish a packet associated Wth a s i fic .
inforsppiion 41 aéeé:teg/@gwclﬂ aﬁnglaglé%@ﬁ FOWSS 8d%e§sh(|§%§ﬁéa ;necglved packet with the

secoﬁ% gé&g AL & a Yh1uk BsRPEKBISuReb 48 VIFT Ritdtde adentifier for fartvarding to the

second node.

16.  The method of claim 1 wherein said communication system further includes a third node
located in said first address domain, the third node being coupled to said first node, the method
further including:

operating the first node to assign to said third node an address delegated from the second

node; and
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19. The nmethod of claim 1l wherein said information
t hat associ ates the source address of said packet with
wo b@eszwend node i s a destination address of tPET/US2005/028481
recei ved packet that is an address of the first node
t hsplerattifig lﬁﬁdi‘ﬁirsoﬁktcle tb rapsoik et sddresskesignmenstrespongs migsage to the third

second node. co tio hod .of
node fnglydigg sad ﬁﬁ}gngflﬁ drewé]gnu llﬁﬁﬁfaatlw&{] o1 {@{ asH%%ate% fHeAbMcd address of
Smdémﬁgﬁﬁhhhggﬂﬁﬁﬁqoagcond node an address del egati on
nmessage requesting del egation of at |east one

address i ncluded in said second set of addresses, said

secon e .tran . N ald r t
7. el ot G gurero Pl BBt 0 Ll AR P urcc address of
said %@ﬁ&%ﬁl fielseqmldinRae [%ﬁﬁipldiﬁfg&d@lﬁlﬁéi LisedTt lkn&hstmgmsh a packet
ommuni cati ons nethod of claim 20, wherein said rﬂ
assodiated wish thewsicontbrods Wikhin @n aaeregate o5 I prokets @Fm&;ﬁﬁl%d at the first
coupled to said first node, said third node storing
nodej ht or mation on a property of the third node, the
nmet hod further conprising: operating said first node

18 ESa’gQ Farhed a1 Bt A U BTG TRb G G e R dress of

94 Rleftifidhusél fRHSing8Rh@ packet
Sald?: gtt‘iygl]& ﬁ}% %%%@gﬁggaﬁ?ﬁggmg%% 1| rstS node t(;g%be P
asso@@tbd $ithedspbeifionadsss chtdgorysat thmmond;sq)@wnlmh anageiicaate of IP packets

to the third nodg sai d address being delegated in
being eespiged af the ERNA%ddr ess del egati on request
nmessage. 22. The nethod of claim2 1 wherein the
constraint information includes one of: an identifie
19. f oThé imethbﬁlouf dlairodevhenein sgidgnfarmatica that 4§§0qﬂﬁ@3 @éé%ﬂe address of
omai n, i.on .i nf or mat
soid BARRLRED BIRSERE g nt P RBU 1R oF e gBiPRRERA Rl s an
2ddr&K oY HHeSrirel AR tl‘i’eft i$ fiedloRiyid paclees ot distiedgo tiessecond node.
services provided to the third node. 23. The nethod of
cIa|n12 1 wherein the constraint information includes
an _address ca j 33t. identifies
.  ThpeanfiupPaiyh i fRL SR L REIERtahpiRt O he
t OpsU A LAL firQ Gl rakmitte shid rss«tond(mbde am addressfdetegation request
donmai n, said topol ogical |ocation b ddre
mossage r@n@&ilmgdielqgétl@fh? ha Topskrneritent e Bed i G SSep g At of addtesses
the thi Boatibh $nfeANTALN Bédsh@in response to
sa1dﬁ%ctngao%§tr ai m % ?lg:ﬁtagl%?s %% arll sing: operati négmt hep
receptidnSdf sarRctRIdtes ﬂél&gm&rmtre@esltahmgageed address infornation
update nessage to said second node, said update
nmessage i ncluding informati on on the status of the

. d e;l‘gg é&)?ﬂ‘lo ﬂfME &h@@ of él@inf D0, S¥heP&f 8aid $9ét6m further includes a third

n |n one of: a nunber indicating the
nodet fatsald ﬁmedldmmat:euplscbto@adi fmstnmdq sedidl thisslonodle WiOrEE Wf@?f@atlon on a

del egat ed aid fi a numpber indicating the
PrOPFEYQ th@ﬁ%’lr‘ia 88%‘1’ %%8‘51 glrg’gﬁ%?lﬂp%d‘g%oesses whi ch were
del,5gafiesls4i@ fis@inddd forifiéludR&aid address delegation request message, constraint

information indicating a constraint that is associated with a property of said third node, said

constraint being required by said first node to be satisfied before said first node assigns the
address to the third node, said address being delegated in response to said address delegation

request message.
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by said second node, a nunber indicating the total
al | ocat ed second donai n addresses whi ch were del egat ed
wo o00sard3s i rst node, and a nunber indicating tPET/U82085/028481

- -allocat ed second domai.n addresses. whi I .64 identifi
22. t &hs meghad qu:ialwo?alewg%aye@éﬁ%c%@'gﬁgmn%%‘gaﬁo%&*(%g o9 8F:4 identifier
for ths HIRURdE #dt WS allBLARb yothe §écdnidbmetis bethentiatidn information for the

conmuni cation system further includes a third nodg ird nod
purposoofiuitbnitinatieg the Hirdstoda delesscansmeids, the pervicRiclags R third node
.. being coupl ed t. i i ode, wherein said address
indicfiggd W‘é‘ﬁesi RYP?S‘:aﬁéﬁ)l tg‘ﬁfﬁ}l{edz%old\%'ed from said second node

i ndi cat es address assignnment constraint informtion

which is to be satisfied when said first noqe assi

S
2. aiThedurtbabolchimoak BHeH BaFeTSHadH BYerrRioBdaiiHds one Of an address
i nf.or.mation 1 he thir, : hede @hd eleabpdlogical
categoly lﬁéfg%gf ﬁmaE ]ﬁlgntézfgeﬁs Jrada?\isgtt&?‘lgl or %tait Eg%esfgsg{dude_s one of 15@ g‘
locatiBh of B Tirtriode if te firkielobiin, daiddogological loresion beinganagddisys assigned
the second donmin, the servjce.class.of t third node
to thej thiad aads bigan wew(@wﬁﬁﬁ%@ @‘é@ 8 tHhE Pt d node, an
address category indicator identifying specific

subsets of addresses del egated to the first node by
24. t NEhes@eomechicetide meinatl efvdaimohbirdigr exmpiiwegit i on of the

first node [ n the first donai n, 10 '
somng et 15t el S B T BRI 8 Eesge

said &b@'ﬁf ndiRIEd Bpdateesdate AcREiRdaiRMaacdortr stanisoofitht delngated
updat e nessage to said second node, said updat

addreves sage firsiolodd; saif infiroatian inskding nveols e BY ergpdipng the total
del egat ed, addr.esses at [ i b

oSN PRSP A BsPRLE 88 e g gumoer

indic B tFedREs@se it 6t dvreais ubjreses hich vpare delegitad to said first node
address allocation constraint and a nunmb

: er .of . .
by saishggobnd nodsd 2 sEbAHNdisAEn S Rirldosaled ATCORd dPmal Agdissses which
to a particul. ’ Al LRSS thRd I ated 8ecofdd domain
Wemé%ﬁﬁﬂ%ﬁ&%%?%hgﬁgés’3%?%8%%Fﬁg?n§:la first addressing
addrEesRi K cRdreddianaddo agid festsiode by saidisecond node.st set  of
addresses corresponding to the first addressing
domai n, a second set of addresses corresponding to the

25. 3 egl?en%)&gﬂﬁig?c‘tf‘dn@ o filaitEwhédet sadflebreaahiogiciosysiem further
incluarng a tirst node said first node including a )
includbs i Biidinodelodatedan faid disst addiess danandhe durdragedgingaienpigd to said
~including a,second node, a virtual pri : ndi
O Sk AR T R T L A
addréég.tagsfi St icHitat dt ifbrhAtasn wislelts thibesatiet vtenfsaidefirattnode assigns
sai I'rst node through which packets to bhe
an adtesstmdicaedoh saideaddsesi delvgmioariaiorpaien @dhe thirdnadesecond
node; wherein the first node includes: neans receiving
from said second node address del egation information o
76.  The method of claim 25 wherein the constraint information includes one of: an identifier

for the third node that was allocated by the second domain, the service class of the third node
indicating the services provided to the third node, an address category indicator identifying
specific subsets of addresses delegated to the first node by the second node, and the topological

location of the first node in the first domain.

27 The communication method of claim 25, further comprising:
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i ndicating at |east one del egated address from said

second set of addresses which said first node can
wa@g@egen73sreans for, in response to receiving seCTUS2005/028481

addr ess delegatlon informati on fromthe second node,

| Bpé@tihg g tast mideas darrsgnemuﬂygzﬁ@d @ﬂdfr@ﬁ vﬁpﬂnﬁg)ﬂémdla? message to

i G e T AT A SR B A e
addreé'gt%;s3 b tﬁ@ @rs\( nk%'dé @Bﬁrlflﬁ)‘fﬁaﬂl&ﬁﬁ%]uﬁir@ a nﬂﬁi@&soff AMocited @ac‘vbndl domain

I ncluding a source address haV|n
addrevsak mlajnf are el te g atwtidulatiatidsess alpeptionconrAintaRd % num %er of

i S R RSP PR o SRt apcaion

constiaiftOr mati on associ ating the source address with the
second node which one of a plurality of forwarding

entries to use in determ ning an upstream VPN

28, Lg%grfa%%m% onssy%'t%% OETR)I‘{S vvard said received first

a first addressing domain and a second addressing domain, a first set of addresses
corresponding to the first addressing domain, a second set of addresses corresponding to the
second addressing domain, the first addressing domain including a first node said first node
including a plurality of interfaces, said second addressing domain including a second node, a
virtual private network coupling said first and second nodes, an upstream VPN interface
identifier that identifies an interface at said first node through which packets to be
communicated over said VPN are forwarded to the second node;

wherein the first node includes:

means receiving from said second node address delegation information
indicating at least one delegated address from said second set of addresses which said
first node can assign;

means for, in response to receiving said address delegation information from the
second node, installing a forwarding entry said forwarding entry associating a first node
downstream interface with the first node upstream interface identified by said upstream

VPN interface identifier; '

means for receiving a first packet including a source address having the value of
the delegated address and information associating the source address with the second
node; and

means for selecting as a function of said information associating the source
address with the second node which one of a plurality of forwarding entries to use in

determining an upstream VPN interface to be used to forward said received first packet.
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