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PRI VATE NETWORK ACCESS PO NT ROUTER FOR | NTERCONNECTI NG AMONG | NTERNET
ROUTE PROVI DERS Technical Field The present invention relates to route
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pre- Somer Bagke M%f the Internet, there was one NSP, the US Nati onal
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known as the
destinations over a plurality of large, nationwide networks whose operating entities are

typically referred to as National Internet Service Providers or NSPs. An NSP is an Internet
Service Provider (ISP) which has a_ nationwide network of DS3 capacity of 44.736

10 Megabits per second (Mbps) or higher, and is present at a minimum of five public NAPs.
NAP stands for Network Access Point. There are at least 15-20 such nationwide networks
in the United States (U.S.) at the present time, many of which are owned and operated by
large telephone companies. Some representative NSPs are MCI, Sprint, WorldCom/UUNet,
ANS, AGIS, Netcom and PSI.

15 In the pre-commercial days of the Internet, there was one NSP, the US National
Science Foundation (NSF), which ran a nationwide network infrastructure known as the |
NSFNet. If two end-users wanted to communicate with one another, they had to connect
either directly or indirectly (via a smaller regional ISP) to the NSFNet. Over time, a small
pumber of commercial entities evolved to create their own nationwide network

20 infrastructures which provided the same services as the NSFNet, but for the commercial
sector. When the NSF decided to decommission the NSFNet and thereby commercialize
the entire Internet, it was anticipated that there would evolve an even larger number of
commercial nationwide network infrastructures which would become the Internet
connectivity points, either directly or indirectly (via a smaller regional ISP), for all end-

25 users. Two end-users connected via the same national infrastructure would communicate
with one another over that infrastructure, but a method was needed to allow for the
exchange of traffic between the various national infrastructures so end-users on different
infrastructures could communicate with one another. This problem was solved by the
creation of several Network Access Points or NAPs.

30 A public NAP is a public infrastructure operated by private entities (NAP operators)
which creates a neutral meeting place for the exchange of TCP/IP packet traffic between
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NSFNet. If two end-users wanted to communi cate with one another, they had
to connect either directly or indirectly (via a snmaller regional ISP) to
the NSFNet. Over tinme, a small nunber of conmercial entities evolved to
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reasons for this. First, because the Internet routing protocol used among entities at a NAP
10 (Border Gateway Protocol version 4, or BGP4) does not have hooks to allow for
automated, even traffic distribution across NAPs, most of the world's exchanged traffic
occurs at a small number of the total number of NAPs because the NAPs which are used
must be manually configured by each provider. The result of this is that those NAPs which
are taking most of the traffic are overloaded and packets going through them are being
15 dropped. It should be noted that the Transmission Control Protocol/Internet Protocol
(TCP/IP) can gracefully recover from a dropped packet because of its Acknowledgement
scheme, but this greatly increases the time it takes for information to be exchanged between
two end-users, thus causing performance problems for the users. | Second, the lack of quick
technical advances in Local Area Network/Metropolitan Area Network (LAN/MAN)
20 technologies have made the NAP scaling problems worse. Asynchronous Transfer Mode
(ATM) and its promise of high bandwidth is unsuitable for TCP/IP traffic. FDDI (Fiber
Distributed Data Interface, operating at 100 Mbps) the only current, stable LAN technology
today, is not enough bandwidth to handle traffic levels in the current model. Finally,
because the NAP infrastructures are managed by the NAP operators and connections into
25 the NAPs are managed by the connecting entities themselves, there is a continual
discontinuity between the available bandwidth within the NAP infrastructure and the amount

of bandwidth the entities put into the NAP, thus causing more packet loss.
Thus, there exists a need for a way to bypass the NAPs whenever possible by

creating a new interconnection model managing the routing of TCP/IP traffic between the
30 NSPs and users.

Disclosure of the Invention

The present invention provides a method for TCP/IP packet traffic bypass of the
Internet Public Network Access Points by providing direct connections to an array of
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2 any two entities connected to the NAP, provli ded the entities have an
agreenent in place to exchange traffic (known as a peering agreenent).
Today, there are five major NAPs |located in the U S. Two are located in the

San Franci area, one in Washington, D.C., one in W, and one
i n Chi caggﬁﬂ%ﬁle P operator is paid a §ee by any 5 . en Slg%&gzonnecti ng

to the NAP, and the peering agreenents between entities outline the
strategy f NativasltInterzoSeawice Providess indiushizfa Proeierac@aedtioh 1@ fyare oy i gh t he

NAP archit seened sound when it was first devel.oped, .{i as shown
that it hagféwgﬁiﬁﬁ dﬁiuﬂF‘g%\?rt ‘f?“f‘ﬂ%t&&?"o‘gﬁswmt fitacheq;t F’H@@‘ﬁ% e are a
number of reasomy abédrdindé withFhé PrincipRS B IBe plSedt ThRhAG, théretis HoHact gcol

used anong entitjes at .a NAE,lO ﬁoBorder Gat evva\yP Pr ot ocol "version 4, or
BGP4) does Frdmtenbewor Areest Boint, irefirred o s, BrABY The\ RN AR, i1 bogal letwark put i on

acro NAP ' : j s S nunber
s Snfrif%tua whits wh&&&m@g%@r \?ihsfpgcanecama% ; vrlr%gtlﬁgéﬁet U

of the total nunber of NAPs because th h are use
manual | y cIPRReLivity tanany other eptity pieeding dirasbaqeess ip thegg NSPs, sheigcustomers,iapde NAPs

which are t mgmggﬁt Qdrait he traffic are overl oaded and packets goi ng
t hr ough the%gare el r% f%l dropped. It should be noted that the

Transmi si on ContSofiwarer bt wsideut! int henRNAR thad Joplefit@r/d Burktio TERAR froutey
v g8 iR Bl ISBRN Bl « AR R B
bet we@n t wothe sale parposs oftcomeunizating wittpe déstnationoeithin this NSPs Convetstly, traffics .
Second, | NEckails BhmLhed P ISPOR, n RATARRED fof ukO%R phDER of  destnation
within the NSP communicating with a P-NAP customer. Known as symmetric routing
because the forward and reverse traffic paths flow across the same NSP link, this is the
basis for the bypass of the NAPs. In most cases, traffic is never sent to an NSP in which
15 that NSP must turn around and send to another NSP via the NAPs. The same is true inthe
reverse; in most cases, NSPs will not send P-NAP destined traffic to other NSPs via the
NAPs when they have their own direct connection back to the P-NAP.
In the event of failure of a P-NAP connection to one of its NSPs, the route
management control method of the present invention uses a pre-determined, primary _
20 "default” NSP to route to destinations within the NSP of the failed connection. Shouid the .
primary "default” NSP be upavailable, traffic is routed to a secondary "default”.  Should
the secondary "default" be unavailable, traffic is routed to a tertiary "default”, and so on
for all available NSPs in the pre-determined order. These "default” NSPs are also used (in
the same order and under the same conditions) for traffic routed to destinations not
25 connected to any P-NAP NSP (which is the degenerative case of a failed P-NAP connection
to one of its NSPs). In all cases of "default" NSP use, there is no longer a NAP bypass,
but the traffic routing to/from the "default” NSP remains symmetric.
Thus, the P-NAP of the present invention provides a method for managing the
traffic routing among the P-NAP users and NSPs without random route switching, without
30 asymmetric routing, and allowing for a bypass of the public NAPs.

Brief Description of the Drawings
For a fuller understanding of the present invention, reference is made to the

accompanying drawing taken in conjunction with the following detailed description of the
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20 t echnol ogi es have nmade the NAP scaling problens worse. Asynchronous
Transfer Mode (ATM and its prom se of high bandwi dth is unsuitable for
TCP/IP traffic. FDDI (Fiber Distributed Data Interface, operating at 100
Mops) the only current, stable LAN technol ogy today, is not enough

bandwi dt h two $saastre traffic | evels in the current nodel . BGTABP§I845Zhecause
the NAP infrastructures are managed by the NAP operators and connections

into 25 S Aare.na d.b onnecti.ng entities thensel ves,

there is a &fﬁ‘[“uﬁﬂﬁN":ﬁ% Bﬁgﬁ}“‘@{‘ Ryt | abl e bandwi dth within
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to bypass t “W%@ﬁr’rfg eq“p ?P‘b‘tceﬁgg et*@ﬁ 'é“ Pt paskst Joptng, -
nodel nanagimcﬁb&ufsoutl ng of TCP/IP traffic bet ween the 30 NSPs and
users._Di scl osure of the_ Invention The present venilon prow des  a net hod

for TGP/ I P packetfig-rZif pidisgiphshowing, af h¥cry bk ﬁ\?@
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PCT/ US98/ 18 Nat 1 onal I nternet Service Providers and using a Pr ow der's
connect i on tsymmegricpasketyroptingswehich occurs.

Fig. 3 is a front elevation view of hardware implementing a P-NAP and disposed

in four racks of communication eqmpment

10 Fig 4. is a block diagram showmg in part the connecuon of core routers to interface
the P-NAP to NSPs in the outside world of the Internet.

Fig. 5 is a simplified block diagram showing customer servers comnected by
dedicated access LANs to the P-NAP of the present invention.

Fig. 6 is a block diagram showing multiple dedicated access LANs connected to the

15 P-NAP of the present invention. .

Fig. 7 is a block diagram showing shared access connection of customer servers to
the P-NAP of the present invention. R

Fig. 8 is a block diagram showing remote connectivity from the P-NAP of the
present invention via T1 lines to customer servers located on customer premises. °

20 Fig. 9 is a block diagram showing remote connectivity from the P-NAP of the
present invention via T3 lines to customer servers located on customer premises.

Fig. 10 is a schematic representation of a routing diagram of the P-NAP and -its
connections to P-NAP Providers indicating the methods for exchanging packets in forward
and reverse directions between node A and node B. . |

25 Fig. 11 is a flow chart in accordance with the principles of the present invention
indicating steps to achieve symmetric P-NAP routing in an Internet system such as that
shown in Fig. 10.

Fig. 12 is a flow chart in accordance with the principles of the present invention

indicating steps in a process to accomplish path verification in an Internet system such as
30 that shown in Fig. 10.

Figs. 13 and 14 taken together comprise a flow chart indicating method steps in the
operation of the P-NAP ASsimilator process of the present invention.

Fig. 15 is a flow chart in accordance with the principles of the present invention

indicating a process for determining appropriate AS PATH lengths for each P-NAP
. {
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TCP/ | P packets destined to or comng fromdestinations attached to said
Provider. In accordance with the principles of the present invention, there
is provided a Private Network Access Point, referred to as a P-NAP. The
P-NAP i s @ddfdaynetwork 5 infrastructure which is geqRRS&igash to a
plurality of NSPs and which provides IMternet connectivity to any other
entity needing direct access to these NSPs, their custoners, and the

I nternet iRrayid¢eral. Software is resident in the P-NAP that inplenments a
heuristic TCP/ IR, @t HSED Rﬂ&{ it R ' t“gehE ' ent to a
connect ed NSP |isEig ?ﬁtlserr%gteacases, E‘%cgr A [}ﬁgmg’gﬁs\g@pur %gs‘%{ i&*vgnéo%
communi cat indigating & procese forjdeterminingthe hOCALL PREBFalucowsed withinthe PANAP for _
received fro NSP is, in nost cases, for the sole purpose of a
desti natioﬁaﬁ%ltﬁwgﬁgéP comuni cating with a P-NAP custoner. Known as
symmét ri ¢ rout i Rig. h®dsa flewtchart iralicating! steprinveivel incapplyidgf databases lefeated®y acr oss
the same NP || his is the bagis for..the bypass, o : nost
cases, traﬁ?‘i %‘% ﬁgv@atggﬁ{oc?s(g “&ﬁ WWCWWLH%@TSS to ﬁ'ﬁﬁmﬂl’ﬁ& turn
around and rafdictohfiguraiind for dabPprovidet.ne NAPs. The sanme is true in the
reverse; in nost, cases, NSPs w !l not send P-NAP destined traffic to other

NSPs via the NAPE- #Bdn? flpw¢hath indicating steps,ipvalyeddp appiping @ databpse srcatedi by ¢ he
P-NAP. I n leAS \tetH MngihdirbdssPtoOthe 2ouver NORGHRARS FdrOfACh ProvitRr.Of 1ts NSPs,

t he route nmanagenent control nethod of the present i1nvention uses a

pre-eterm ned, primary 20 "default’ NSP to route to destinations
Wi thin the NSP of t MWWM@@‘#WW ON "default" NSP
be unavail%t;l:ke, tEia Ic Is routed to a secondary efault™. Shoul d

groun

Given that the NAPs do not scale well and therefore can easily become overloaded,

there are other aspects of today's Internet architecture which compound the performance
15 problems of the NAPs.

First, the protocol BGP4 gives equal protocol configuration control to all entities
exchanging routing information. Thus, no single entity has the ability to exert more control
over its own routing than another entity has over its own routing, without cooi)eration
among the two entities. Because most of these entities are competing against one another,

20 there is little incentive to take the cooperative aspects beyond just peerihg with one another.
Add to this the fact that there is no economic settlement between NSPs for the exchange
of traffic at a NAP, and the result is both an economic and technical incentive on the part
of an NSP to get rid of traffic at its closest NAP connection in common with the destination
NSP rather than try to carry the traffic across its own backbone to another NAP. The same

25 thing happens when the destination NSP returns a packet to the originating NSP.

For example, Fig. 1 is a simplified depiction of Internet traffic exchange prior to
the advent of the present invention. There is shown five public NAPs, Pac-Bell (SF) 403,
MAE-West (SF) 404, MAE-East (DC) 405, NY (NY) 406 and Ameritech (Chi) 407, as
well as 2 plurality of NSPs connected to them such as MCI 401, UUNet 402 and others

30 410. Tf a source A 408 that is a customer of MCI 401 wants to establish two-way
communication with a destination B 409 which is a customer of UUNet 402, then in today's
Internet, the traffic from the source A 408 to the destination B 409 will take ope path 411
and the traffic from the destination B 409 back to the source A 408 will take another path
412. Each traffic path is divided into three sub-paths. For path 411, as stated above, MCI
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t he secondary "default" be unavailable, traffic is routed to a tertiary
"default”, and so on for all available NSPs in the pre-determ ned order.
These "default™ NSPs are al so used (in the sanme order and under the sane

condi tions raffic routed to destinations not 25 nnected to any
P- NAP NSP W?’Uﬁsl S the degeneratlve cage of a failed P—Wﬁg%ﬁﬁ‘é%tlon to
one of its NSPs). In all cases of "default” NSP use, there is no |onger a

NAP bypass, 401Uas fistentved td 4 maver 08 daffit $104tf hawoik R so&?Ws&foxeN%aﬁe% g
symmetric. Thus, the P-NAP of the E)resent i.nvention provides od for

managi ng t h 408 sends fratfis gver yo-patid # Incitspprayiger MEk 401, H@Wﬂm:fﬁitandom
route swit Céjepg, se&ﬂdmﬂﬁ{gaﬁmllb to tRSUBIRL KA, fxp?ﬁ %Qm&}}aw £y go@g%%l 2

bypass of the public rief Description o

under st andi wgereﬂt expkangesehe Haffic wWitnU et 402e1a@d UhdNst #62 cramies mot:afra all the

Gocer S R RIS SR e A R Y,

description of t
Qut the | nvease fagrpathi411; HYNgt 403 kg thesame incentives asi MK rdaints mowe thg tradfic offvery

s b BRERIRTSE e e Do oy A Ry b v
to its provider UUNet 402, UUNet 402 sends the traffic over a second sub-path 412b to
the closest NAP, in this example MAE-East (DC) 405 where it exchanges the traffic with
10 MCI 401, and MCI 401 carries the traffic all the way back across its backbone to source
A 408 over sub-path 412c.

This traffic flow phenomenon within the Internet is known as asymmetric routing

because the forward and reverse traffic flows in any two-way communication are traversing
separate paths. The paths are exactly opposite from the source to the destination. In the

15 forward direction, the traffic goes from the source 408 to MCI 401 to a first NAP 404 to
UUNet 402 which carries the traffic to the destination 409. In the reverse direction, the
traffic goes from the destination 409 to UUNet 402 to a second NAP 405 to MCI 401
which carries the traffic back to the source A 408. This is also known as "hot potato”
routing because each NSP is trying to rid its backbone of one-way traffic of a two-way flow

20 . by pushing as much traffic as possible at the closest NAP(s).

Asymmetric routing, in and of itself, is not a problem. The problem is that
asymmetric routing causes traffic to traverse four separate entities that the source and
destination really have little or no control over: MCI 401, UUNet 402, and two different
NAPs 404, 405. The source A 408 may have a little bit of control over MCI 401 because

25 the source A 408 is a customer of MCI 401. The same with the relationship of destination
B 409 with its provider, UUNet 402. But neither the source A 408 nor the destination B
409 has any control over the other NSP or either of the two NAPs 404, 405 that the traffic
must traverse. Thus the source A 408 and the destination B 409 don't have many ways to
force the NAPs 404, 405 or the other NSPs to make their service better.

30 Secoﬁdly, the current NAP architecture creates problems when two entities in the
same city or region are trying to communicate with one another, but they are customers of
different NSPs. Again referring to Fig. 1, when source A 408 attached to MCI 401 and
destination C 417 attached to UUNet 402, both in Seattle, Washington, want to
communicate with one another, the traffic flows from source A 408 to destination C 417

!
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whi ch occurs. 5 Fig. 2 is a diagramshowi ng, at a very high

| evel, a P-NAP in accordance with the invention connected to a plurality of
P- NAP Provi ders and custonmers and the resulting symetric packet routing
whi ch occuwosytibg. 3 is a front elevation view of hardwaperisghsaenting a

P- NAP and di sposed in four racks of confunicati on equi pment.

10

Fig 4. bl m show connection of core routers to

|In19erfalcz ?‘ﬁ% g‘?‘ﬁ gg" qorfu‘rf}ﬁés g?ffé?ﬁié%@“@? Nt opiy; daep the tl‘ﬁfﬁg 5is

a sinpl lflaﬁtdaéeﬁQWoénﬁm&mhabm &ty w&ﬁ@ﬁﬁfer%Vﬁeﬁdgﬁ%QG A E?P E@ecat ed
| S

%e&s‘%wex\wt E%Fﬂﬁ@%ttbﬂsmt"t he 15

access LANs t he E Nﬁg of .th resent i nvention
B Ist £V

di agram sh

P- NAP of the pr Qﬁﬂll? ittiev BotdcOINBGPA Hoey b a&oﬂhlﬁ%k&%?&hﬂ%ép g)uﬁﬂgr ed

access connection of_ custonmer servers to

i nverti on.

showi ng rerﬂiﬁé‘reﬁPEH&ﬁE&nb‘NS‘P shdhOfy)

lines to customer servers oca e(;slon custoner prem Dgi@e

9 is a bl octhaniprgyNSH using BGRY wishowt ¢hecbeneficof thettgchhollogy hititbéd?ultiﬂf’pﬁ:todohe
rvers ocatea .on cuUusto
D o ses. | Feanbfyicts bt ié drisBliindchabl YaBlIF rodkg (58 ocy® ik FOvER SRR Fof ¢ he

€ presen
to/from a destination over a directly connected ligk When the smg'calsb:lonndctedltagmayn

0F of Yot 'whdiCar L

ﬂ hﬂec?egtlon via TI

Fi g.

P-NAP and isheuld drenunderstovs that e NWSPsPinolutlelar plutalitli oRkduters tahe aBlabaitp of or

EXChfdlgl ng

15

20

30

rR:@v%(rﬁ Zonng ctch Elrm@lgg the routers.

Networks contain destinations or unique IP addresses. A router has a plurality of
unique IP addresses that identify it, one for each of its directly connected networks. When

BGPr is used, a grouping of networks within an NSP is referred to as an Autonomous

System or AS. The routers originate advertisements of their directly connected networks
to other routers and other routers in turn forward those advertisements to more routers.
The advertised routes can indicate distance in terms of a metric such as the number of
"hops" to reach a destination. In BGP4, a "hop" is an AS that a route advertisement has |
traversed in its path of origination to current location. The number of BGP4 "hops" to
reach a destination is the count of all ASes that a route has traversed from its originating
point to the current point. Thus, a certain destination network might appear to be nearer
or farther depending upon the different hop counts in route advertisements received from
different NSPs. The BGP4 protocol is defined such that a router can only forward packets
based on one advertised route. Thus, a router cannot forward packets to the same
destination based on two different routing advertisements. To ensure that only one route
is used at any time, a number of "tie breakers" were developed such that when two or more
routes were considered "equal”, there would be a way to automatically choose one. The
BGP4 protocol has different attributes (the hop metric mentioned above is one type of
BGP4 attribute) and there are a set of "tie breakers" for each different BGP4 attribute. If
after all tie breakers are used, there are still two or more routes that are considered equal,
the protocol BGP4 contains a "last chance” tie breaker. The method chosen is that the
route coming from an advertising router with the higher IP address is better. This
essentially makes the protocol BGP4 random in its choice of which route is best when
confronted with the same route advertised by multiple NSPs. Thus, an entity which
connects itself to many different providers using vanilla BGP4 can not guarantee that when

1
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and reverse directions between node A and node B. 25 Fig. 11 is
a flow chart in accordance with the principles of the present invention
i ndicating steps to achieve symmetric P-NAP routing in an Internet system

such as that shown in Fig. 10. Fig. 12 is a flow chart | rdance with
the princPR%4¥8t the present inventiorgindicating st epggrﬁgit‘?lﬁ%gcess to

acconplish path verification in an Internet system such as 30 t hat
shown in Fitgyinghtd geftogsdestindtiomon MCItinken it send €itds 65 UTDepandsiet WUNeOsvng by t

i ndi cating ho eps .i.n the operation,of the P-NAP ASsi[u | ator process
of the. pr o3 PrChR spich-fads e BARE woil Boye s pebersns MATS  Nahay o i ¢ ne
princi pl es aGfindiidf of tHRIGENg gv0EY]] R dlsot fitétiodDf ThePWHCHE Tiffefint NSPE hileNi NG

appropri ate ASPATH. | engt hs for each P-NAP 5 Provider. Fig. 16 is a flow"
chart in ade'dHHEE backbPRe YMENG i nci pl es of the present invention indicating

a praoress nsdstarEondvensond he LOCAL PREP val ues used within the P-NAP for
each P-NAP Provider. 5 Fig. 17 is a flow qhart I ndi cating steps
i nvol ved i n appordentg sqlye she-peaformance peablems inherent in today's NAP traffic exchange

model, there is a need for a way to bypass the NAPs by giving sources and destinations
direct access to one another without requiring that every source and destination be
connected to the same NSP. Thus there is a need for a technology with an infrastructure
10 connecting to a plurality of NSPs -- the P-NAP, allowing customers to connect to the
infrastructure and the infrastructure ensuring, at all times possible, that traffic from its
sources is destined only to an NSP when the destination is attached to the NSP. The
technology must also provide that traffic from destinations back to the sources flow across
the same connection. This is a concept known as symmetric routing which, as explained
15 above, is not inherent to the protocol BGP4.
Referring now to Fig. 2, there is shown a schematic representation of a P-NAP 100,
having connections to seven NSPs, namely MCI 420, UUNet 421, Sprint 422, ANS 423,
AGIS 424, Netcom 425, and PSI 426, known as P-NAP Providers 420-426, and a
. representation of it's customers, source A 427, Also, for clarity, Fig. 2 shows one of the
20 five NAPs 432 and connections to it maintained by all of the NSPs. When source A 427
attached to the P-NAP 100 in Seattle wants to communicate with a destination B 428
attached to MCI 420, also in Seattle, the P-NAP 100 sends traffic directly out its
connection 430 to MCI 420. Destination B 428 will send the traffic back to source A 427
over the same MCI connection 430. This also shows the localization aspects of the P-NAP
25 100 in that the traffic between source A 427 and destination B 428 stays in Seattle and
doesn't have to traverse to a NAP in a different region.
The same traffic pattern (without the localization) will occur for source A 427 attached
to the P-NAP 100 in Seattle and a destination C 429 attached to UUNet 421 in Atlanta.
Source A 427 will send packet traffic to the P-NAP 100 and the P-NAP 100 will in tum
30 send the traffic directly to UUNet 421 which will take the traffic across its backbone to
destination C 429. Destination C 429 will send the traffic over the exact same path in
reverse on the return path to source A 427.
Conceptually, the P-NAP 100 can be thought of as being made up of two halves. One
half of the P-NAP 100 connects to customers such as source A 427 which want direct
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the P-NAP ASsim | ator process and path verification process to P-NAP LOCAL
PREF router configurations for each provider. Fig. 18 is a flow chart

i ndicating steps involved in applying a database created by the AS-PATH

| engt h proggesdosy t he router configurations for each proyecg@kesisss2BEST MODE

FOR CARRYI NG OUT THE | NVENTI ON Backgroun®¥ G ven that the NAPs do not scale
wel | and therefore can easi Féqgﬁ%oma overl oaded, there are other aspects of
today' s |nt SYREFTIEACHSE e E?Y‘%sn%@mﬂ? t ¥R e piher hatfeoanacts to the P-

probl ems of NA®PRWRRErs 4207-5026. e uby 6X186 PIN AERdrastniafte SAH é:ﬂ&?&ﬁinﬁ

configuration control to all entities exchanging routi n%/i ntor mat i of. Thus,
no singl e edeq PPNAR sustomers 9ply; t Thyse they BANAR, Broyi do npt usedNAB UL | ng

than anot ne e lirhrire't8P cdHéilpig! Parfi inbf thiilhivel! 'THOBINAP Mgl @8 Q4RO the

two entities. Because nost O Se entitles are conpeting agal one
anot hér, 20 exchange tafific with the¢ PtNAP i10Q &ort the sole purpasecofi routingoiwafic a4 ow fromspect s

beyond j ust i ] Add to this the fact that there is no
Bb ol el 1€ pf0E A207

econoni c sett r 'the exchange of traffic at a NAP, and
the result is Bedahsedhe P-dGPOI00ds comledterito miany differenePtovidersai20t #26,nhe P-NXP an

dost i natt on RS PRERCER St S SEPeraty biolany (b Brest of FERE gy |
backbone t o cotuctier toNAFP-NAFeProvider 220 - 426 bhii) ¢heh&RBe fifat \eh@ustikdiion is not
desti ﬂ)at on clglgnF;ctre ttg rogg 0? &aﬁ% i’r%v}dg?s ﬁro' -gil%?ttﬁens%'mﬁixseiﬁc routing technology

allows the P-NAP 100 to route symmetrically across a "default” Provider to the destination.

The "default” provider is a set of the P-NAP Providers 420 - 426 ordered in such a way

that one is chosen to be the primary default. If the primary default fails, the secondary

default takes over. If the primary and secondary default both fail, the tertiary default takes
15 over and so on for all P-NAP Providers 420 - 426.

Thus, the P-NAP infrastructure, coupled with symmetric routing, solves the problem

of needing the public NAPs 432 for two-way communication among sources and
destinations, when at least one of the source or destination is connected to a P-NAP 100.
Because the P-NAP technology is metropolitan based, it scales much better than the NAP

. 20 architecture and provides localization of traffic and a level of fault-tolerance which is not **
found in today's NAP architecture.
The Invention

Hardware for embodying a Private Network Access Point or P-NAP 100 in accordance

with the principles of the present invention is illustrated in Fig. 3. The P-NAP 100
25 comprises four racks 101, 102, 103 and 104 filled with communications hardware. The

second and third racks 103 and 104 contain TCP/IP switching and routing gear. The

designation TCP/IP identifies the layer 3 network protocol conventionally used with the

Internet. The third rack 103 contains two core routers 105 and 106, two FDDI

concentrators 107 and 108, two catalyst switches 110 and 111, three border routers 112,
30 113 and 114, and a spare border router 115.

The upper core router 105 is referred to as core-1, while the lower core router 106 is
referred to as core-2. In this particular embodiment, the core routers 105, 106 are
identified as Cisco 7505-6E1F1HS8T routers available from Cisco Systems, Inc., 170 W.
Tasman Drive, San Jose, CA 95134. The upper FDDI concentrator 107 is known as

!
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For exanple, Fig. 1 is a sinplified depiction of Internet traffic exchange
prior to the advent of the present invention. There is shown five public
NAPs, Pac-Bell (SF) 403, MAE-West (SF) 404, MAE-East (DC) 405, NY (NY) 406
and Aneritech (A hi) 407, as well as a plurality of NSPs_connected to them
such as MCPVORY4%UUNet 402 and others 3Q 410. |f a EEEHUEPNRR08 t hat
Is a custonmer of MClI 401 wants to establish two-way conmunication with a

desti nati on FBBIOL WﬂE@&blbﬁeﬁEﬂB&oﬁ%&a&i‘ 108 Naiowh ds FODED. Mhe Upstd ¥atdlyst '
| nt er net , thetraff| fromt S 08 to fhe destination B 409 w |

take one patsHitgl 1105 ¥Si-¢. ‘E’V‘iﬁé’é YRS 1hL. Aoiparsa dknoyn; he
source A 40&samystlzamemmﬁcem&s4éi 1oEaﬁd1mE Eﬂﬂ?ét%wﬁéﬂe@ 116, 191 ¥redold | nt 0

three sub-paths. For path 411, as stat ed above,

to nove the byrGisqo Sysms. Ings The mupparibogder SOHeT H@‘b&%@?‘bﬁsebméﬂ'@ﬁmm@dlﬁ ce A
408 sends 1 idfdet cottf135RadH b Birddr 30 solt IePloRY B l\ﬁé%n wirgs sends
ub- pat 1

the traffic over a second s to the c osest I's exanpl e
MAE- st ( SPoprdee2Swkheemiddle and ﬂmmyé@rden aouterab13; ¢ 14\areridentified a&@§006ﬁ7&0-UUNet

402 o T, gl ook 12 ATl TRRORE Mo
411, UUNet 403 ihudentified a8 arfeisdorC4i0:6E4E4Rs MCI 401 to nove the traffic off
s netaork as ool SraAP 1) Blohins™P ol e T8, Bl kolhed 197, Bunkindf 1 ©
10 Hubs 118, 120, and four more border routers 121-124. The core router 116 is known as
core-3 and is the same as the other core routers 105, 106. The upper border router 117
is known as border-4S and is identified as Cisco 7505-6E1F2H. The upper Ethernet Hub
118 is known as Ethernet-1, while the lower Ethernet Hub 120 is known as Ethernet-2.
The Ethernet Hubs 118, 120 are made by Hewlett-Packard of Palo Alto, California. Of
15 the four border routers 121-124, the topmost border router 121 is known as border-5B, the
next border router 122 is known as border-5A, the following border router 123 is known
as border-1B, and the bottom border router 124 is known as border-1A. These border
routers 121-124 are all identified as Cisco 4700-12E1F. - Lou
The second rack 102 contains three T1 CSU/DSU shelves 125, 126, 127, two DSX1
20 shelves 128, 130, one DSX3 shelf 131, and five or more T3 CSU/DSUs 132, 133, 134,
135, 136. The acronym CSU/DSU stands for Channel Service Unit/Data Service Unit.
As is well knoWn, the Telco T1 digital carrier system carries digital muitiplexed channels
at the DS1 data rate of 1.544 Mbps, while the T3 digital carrier system carries digital
multiplexed channels at the DS3 data rate of 44.736 Mbps. In regard to the three T1
25 shelves 125, 126, 127, each shelf contains 12 T1 CSU/DSUs, 125a-1, 126a-1, and 127a-1.
Each T1 CSU/DSU handles one T1 circuit. The T3 CSU/DSUs 132, 133, and 134 each
handle one T3 circuit. In regard to the two DSX1 shelves 128, 130, each shelf handles 28
T1 circuits. The DSX3 shelf 131 handles 28 T3 circuits. All DSX shelves 128, 130, 131
perform the function of interface between the circuit carriers and the CSU/DSUs 125a-],
30 126a-1, 127a-, 132, 133, 134. From this point forward, it should be understood that a
DSX cross-connect connection exists between any CSU/DSU and a T1 or T3 circuit. For
simplicity, the DSX cross-connects are omitted from the drawings. As the number of
circuits increases beyond the capacity of any of the equipment shown in Fig. 1, additional
equipment of the appropriate type may be added to the racks 101 - 104 as required.

i
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to its provider UUNet 402, UUNet 402 sends the traffic over a second
sub-path 412b to the closest NAP, in this exanple MAE-East (DC) 405 where
it exchanges the traffic with 10 MCI 401, and MCl 401 carries the
traffic akwodonesemay back across its backbone to source AciOiegrvaasz sub- path
412c. This traffic flow phenomenon witHiln the Internet is known as
asymretric r bec setheforward and r traffic flows in any

t wo- way com‘ru-hl?ecﬁ'gﬁ CoRfARs PPy Aéétﬁé?%dsgy%‘alt smdﬁ?@vb'aP%Wé“éxact ly

opposi te f hefk Vel SanY Se@virOuiibe st DN profodoll NBNE Rtands for 'thE Yahflin
direction, the traffic goes fromthe source 408 to MCI 401 to a first NAP

404 to UUNameystrp, shichis g system fhat exist acress the glohal Intarnat that pllowsimy “SFIh t he
reverse di "t&?ésbﬁ@ mé 8mé o faf demoOREchine 0B ifsP AHaRdst B tul S8 né&ck fe 402

to a second NAP 405 to MCl 401 which carrlesthetraf1 esource
A 408. Thi §omgma4d9§1am]m %b%tn\s@mtsbelf:sdumgmédammmmm its

trying to t B I by
pushi ng as bhﬂ%‘% ic ag lgisg?ﬁmx“é{‘ﬁ 5@&%@‘%{1{/\?!41 tgﬁ\é")e‘%)‘lrl '
routing, i ntsabadﬂmf NﬁtvmkManagt;mu &ﬁor'ﬁlﬁmﬂsﬁlfes palled backup 446, Mchmn‘ret ric

routing ca ] te entl 473 t hat the.source
and desti n??‘?l;&)lﬁ rea %‘Iﬁ’% a’%ﬁ‘f@%%ﬁ&gﬁ?ﬁ& % rvEP“Bd‘l’,‘P 402,
and two di flﬁaehmetep‘lmmeﬂ()fbr adp bf thehserversul40e146. 4THe wemy sieif\ie adtape triabltindi t oOf
cont over 401 b ca source. A.408 |, oner, of M
401. foThe s SR % faRe ke ?’%F@i %ﬁ%mcb"%ulﬁi@% %F"oﬁe EAPg @‘Rﬁﬂ Ef#, %sﬁﬁw der,
UUNet 402. cﬁutbaampt tapés fonfe tRoughet. ATRO BextQhelf Rea 8663 mBcHiReOT5050f Ghtettab any
control oved ot he’i‘heNSP or et P}%B of the two NAPs 404, 405 that the
traffic senet ews news mac?un employs an Internet protocol called INN. At the

bottom of the first rack 101 there are disposed a plurality of Internet World Wide Web

(WWW) customer servers 151. It should be noted that as additional equipment and

15 customer servers are deployed, there will be a need to add additional racks beyond these
four racks 101 - 104.

It will be understood that support facilities are provided that are not shown in Fig. 3.

M
-

-

The racks 101-104 are located in a room having a floor space of 1,800 square feet, known

as the Internet Data Center, or IDC. The support facilities include two 20-ton Heating

20 Ventilation and Air Conditioning (HVAC) systems, one being a spare that automatically

switches on if the primary system fails. The two HVACs are rotated on a weekly basis.

There is also a 50 KVA Uninterruptible Power Supply (UPS). Both the UPS and HVAC

are connected to a motor generator which automatically switches on if there is 2 main

power failure to provide power for the UPS and the HVAC system. The four racks 101-

25 104 are mounted on a raised floor that is provided with an under-floor ladder rack which

facilitates wire runs between them. Fire protection for the racks 101-104 is provided.

There is a dry fire protection system that uses Halon, which is backed up by a wet fire
protection pre-action system.

Wire conduits are provided from the IDC to a "meet-me room" where connections can

30 be made to all of the different circuit carriers co-located in the same building. These

provide for T1 connections as well as T3 connections. A meet-me room allows the system

of the present invention to make cable runs to one central place. All circuit carriers take

their wire to the same central place. Then, éveryone cross-connects amongst each other

in that single centrally located place. This avoids having to run spaghetti wire all over the

!
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must traverse. Thus the source A 408 and the destination B 409 don't have
many ways to force the NAPs 404, 405 or the other NSPs to nmake their
service better. 30 Secondly, the current NAP architecture

creates pr en two entities in the sane city or regi 2't\lrsyingto
W A HRoolifisl 1

communi cat e one anot her, but they aae cust oners of
Again referring to Fig. 1, when source 408 attached to MClI 401 and

destinati on trildihg, aid Rahews the syl tto Afde: albi INSPR abaainglepladétinithé BhiRling Want
to communicate wmth _one angther, the traffic fJ]ows fromsource A 408 to

desti nati on Vitepthaving fopuse its30 P FeMOFCloctions uch as Pac Bel | (SF) NAP

403. Not only Q@@ fHySicdl’cBhdectionlevelCRiP, 4 ¥Wowalth bldcR Hidgfint fiPmSAdReakt dfithd1ave
to traverse an alrea congested NAP 403, the traffic nust fl ow thousands

of miles outcosRectvity githe P 0P tocheQuisifieword pibe Intemnptvp the NSPs knewa eoc ol
BGP4 dges nofye PURPBIrbAErS.Y THO Backbohe! Jf3hd k-%l; % él%élbbﬂﬂp?shﬂxed FHBE LANM &

destination over a irectfy connected I n soufce I's connected to

many di f f er eWwith [fee KEMbps Kdpomet §MMNsqused a5 redundagkidbackupyfon thenFRBLi {Theicore
tcggﬂﬁglt gd to, F&secc}n]n?c? 10 bdd?ﬂoﬁg . 24 without the benefit of the
gy and resulting protocol conirgurations of the present invention,
packet routi ng FRDI (FibeuDistributedrRataibnterfage)lis a B.AN or EéraliAckaiNetwonkacchnology t hat
tcgﬁ nsgf Z di ,[] ﬁ{hgﬁ g‘f?%i#% lis)g ld%légss Bgnd(v?dfﬁ Ovar %E@ca? ﬂ%Ll“ raﬁ‘& iaisx ﬁ)r];)vi%gs self- gt wor ks
10 capabilities. FDDI is a dual, counter-rotating token ring technology. The network forms
two cycles (rings), starting at one computer, passing through all other computers and
ending back at the source. A token is passed between computers in a ring to control
transmission by signaling that the system currently holding the token may transmit or
receive data. Within one ring, all tokens flow in the clockwise direction and within the
15 other ring, all tokens flow in the counter-clockwise direction. Only one of the rings is used
in a fully functioning FDDI network. The other ring is only used if a system is unable to
transmit the token to the next system on the primary ring. In this case, the system noticing
the transmission problem will "wrap" the token to the secondary (opposite direction) ring
in an effort to route around the problem on the primary ring. The token may flow back
20 (on the secondary ring) to systems which have already seen it, but because the token is on
the secondary ring, they will eventually forward the token to systems which haven't yet
received it.
FDDI has two physical connection methods. In the first, known as "daisy-chaining",
computer A connects directly to computer B which connects directly to computer C and
25 computer C connects back to computer A, forming the cycle discussed above. To add
additional computers, the cycle must be broken to insert the new computer between A and
BorBand Cor Cand A. The second method is known as the "concentrated" method.
Two FDDI concentrators are used to make up the primary and secondary rings. Each
computer, rather than connecting to another computer, connects to both concentrators. The
30 two concentrators in turn are dually connected to one another and handle the token passing
among the different systems and different rings. Even though each computer is connected
to two different concentrators in this method, the FDDI is still thought of as a single LAN.
The concentrated method does not need a ring break in order to add new computers and
it better isolates computers from one another. In Fig. 4, FDDI-1 107 and FDDI-2 108 are
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Net wor ks contain destinations or unique |IP addresses. A router has a
plurality of unique |IP addresses that identify it, one for each of its
directly connected networks. Wien BGPr is used, a groupi ng of networks

W thin an Neiedfyesef erred to as an Aut ononous System or AfctTrissmnsdapt ers
originate advertisenents of their directl3 connected networks 15 to
other routers and other routers in turn forward those adverti senents to

mor e rout er she MFREN spaceaEatons aud ar dully samaeciet 1@ oae 3nethrr as indicatediat 152. o
metric such as E&Iﬁ&cﬁw@mtxﬂﬂa ‘which g&aﬁ@s f0 gg,?& 'bQﬁHi&lﬂ'quPtvﬁ@?cﬁp%i?

"hop" is an AS that a route advertiseneht has t ersed Inits pa
ori gi nat i on cablel¥Base’k Ethemat) ovepax Tahle (1OBasweR/SdEthezm); Bthesget is nova selfbdaling
destinationl'!a1 t g r sad hromits
originating Bm@y%ggm)ﬁ?’oqltohaeé?ﬁéen uﬁ%’l %?’H}s%haggéﬂéae @ér a‘?ﬁ" e“?t idr’lat i on
net wor& m ghtonagep devicesotobune rapother. InrFig.a4,t Béernetch 4 181 amdy Ethernet-2 H20diré two ent

hop counts in route.advertis nts. received . fromdjff NSPs.. The BGP4
protocol is %Wﬁe%hg%%ﬂébﬁa%%moe ﬁ’fg}?gs‘ﬁfli%’fgjrs%r ci{‘if?ﬂbﬁoél on
one adverti sechnblogy cthe HDDI, LAN riothe girintady bavkbérer over which al eiaffid flowsandsthee
destination sed t | fferent routi dverti se ts, To e re that
only one rouﬁ@% LANs \et?)ge%gegr &tw%ir’]ﬁq %Sé"n & ggnp{qqgs%9rg§ﬁgp§f wer e
devel oped su@GbFDIA! P @Xariphé) ift theBRER of @ FAiRiFe Yo Rukee’s FDDIifterfac(lihat romerher €
woul d _be a V\@ﬁ to, autonmmtically choose one. The BGP4 protocal has different

attri B0t es (VHEbegiusing the v EihemetJeANs potpansit fraffice Inihscevent of fipilurg,ef onenft e)
and there arfje &pifitcofifentrhof 1072806 m&":c&ﬂ{daﬁ%{aﬁlrgafzﬁmfﬁm HiieR1 Rkfd o

ke. |f
after all tie breakers are used, there are sti WO or nore routes %‘lhat

are consi der @herigidBI comentrator. Bueinghe eventpf faiyms of bpthaftke BDDI gencentrtonse”
tie breaker. 16‘3*3%@'?%6?&?&%@%%&@% meEthemet LANSs to be used as backup. The

system can be expanded to include additional Ethernets as needed for backup.

15 Core-1 105, Core-2 106 and Core-3 116 are each connected to FDDI-1 107, FDDI-2
108, Ethernet-1 118 and Ethernet-2 120. Each core router, Core-1 105, Core-2 106 and
Core-3 116 also connect to the P-NAP Providers (NSPs to which the P-NAP has chosen
to connect). For redundancy among providers, the P-NAP architecture only allows one

DS3 connection on each core router so that if one core router fails, there are still two other
20 core routers with DS3 connections which continue to function. The same is true for T1 -
connections in that they are spread among the core routers rather than all concentrated into
a single core router. In Fig. 4, the service providers are indicated by a WAN symbol that
represents a lightning bolt. The WAN lightning bolt symbols are identified by the names
of the service providers placed adjacent thereto, and the data rate is indicated as being at
25 either the DS3 rate or some muiltiple of the T1 rate. Core-1 105 is connected to T3
CSU/DSU 132, which is then connected to Sprint. Core-1 105 is also connected to T1
CSU/DSU 127a which connects to ANS and T1 CSU/DSU 127b which connects to AGIS.
Core-2 106 is connected to T3 CSU/DSU 133, which is then connected to UUNet. Core-2
106 is also connected to T1 CSU/DSU 127c which connects to Netcom and T1 CSU/DSU
30 127d which connects to PSI. Core-3 116 is connected to T3 CSU/DSU 134 which is then
connected to MCI. It should be noted that if current T1 connections need to be upgraded
to DS3 or a DS3 is required to an NSP which does not currently exist in the P-NAP fabric,
there will need to be an additional core router and an additional CSU/DSU for each DS3
connection. That core router will be connected to the P-NAP backbone in the same manner

!
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route comng froman advertising router with the higher 1P address is
better. This essentially nakes the protocol BG4 randomin its choice of
which route is best when confronted with the sanme route advertised by

mul ti pl e NSPs. Thus, an entity which connects itself to LS lerent
provi ders ¥aMNG4Vanilla BGP4 can not gugyantee that \Ahenwxjéw(lrsésﬁng to get

to a destination on MCI it won't send first to UUNet and | et UUNet send the
traffic to Mglay diibr\ehieGHute@2ad tHRDST cwhhdctionvwill bt tvauertddao tieNSP irethe siidd. Not
only is this a function of _the routin iﬁg{pgﬁl it s also.a fg&ﬁtin%{] of
the way the whamepasal OMS%MPS-UE% tiona] T4, 458 Yider,copRactigps. additio

Di scl osure mobgtr@??ﬂlwﬂi B RESHT it QhesObotRedtidRs AT doRAATRNS Be Byredd Gitamonger ent

in today's I c exchange nodel, there is a need for a way to bypass
the NAPs by aji of thg coxsiroutets cgeestopish £arohandle; upde sixaTE eepRestiondne anot her
wi thoug requiri : 8 G BRFEON WPARBIRA R thetBwishe
same NSP. Thus 1@%5&@&}%&&%@9&3?&& t echnol o%t;/1 vgmtrl] an in rasatructrga 10
connecting tar atyal-comakition leyel ofshe connegsiwitpofthe P-NAP wityprovidess o Refes 9 Fis-

connect to t i nfr.asiruc | r get %gﬂ ePBverat all tines
possi bl e, thggo ﬁ‘a‘{“ﬁwﬁ%ﬁft‘%nsg‘géﬁg %Eﬁégg?‘?ﬁg %cl)‘%Py opanel'\lSP when t he
destination is IatthepiefaredcenttodinéBPof Meepresent invention, there are three ways that an

entity can connect to the P-NAP: 1) via servers on a dedicated access LAN; 2) via servers

10 on a shared access LAN; and 3) via remote connectivity circuits. Servers on a LAN refers
to customer servers which are physically located on the premises of the P-NAP facility,
attached to a LAN. Remote connectivity refers to connecting a circuit from the customer’s
office to the P-NAP.

Referring now to Fig. 5, in conjunction with Fig. 4, there is illustrated in block

15 diagram form the first of these ways that customer servers 151 are connected to the P-
NAP, namely, via a dedicated access LAN. The FDDI-1 107, FDDI-2 108, Ethernet-1:118
and Ethernet-2 120 from the bottom of Fig. 4 are shown at the top of Fig. 5. Below these
LAN s are shown four border routers: border 1A 124, border 1B 123, border SA‘ 122 and
border 5B 121. These four border routers work in pairs for redundancy's sake (1A with

20 1B, and 5A with 5B, known as A/B pairs). The two members of a pair actually operate
at the same time. That is, the pairs work in parallel together, but should one router of a
pair fail, the other router takes over and does what the failed router was doing. This all
happens automaticaily, and is in accord with the redundancy dictated by standard protocols.

. Border 1A 124 is connected to each of the LAN units: FDDI-1 107, FDDI-2 108,

25 Ethernet-1 118 and Ethernet-2 120. Similarly, border 1B 123, border 5A, 122 and border
5B 121 are also connected to each of the LAN units. A first Ethernet hub 153 is connected
to border 1A 124 and to border 1B 123. This Ethernet hub 153 is not shown in Fig. 3,
but is a unit manufactured by Asante of San Jose, California, for use with individual
servers. Any number of customer servers 151a are connected to the Ethernet hub 153.

30 Similarly, a second Asante Ethernet hub 154 is connected to Ethernet-1 122 and to
Ethernet-2 121. Any number of customer servers 151b are connected to the Ethernet hub
154.

Referring now to Fig. 6, each router pair actually has ten customer connections. That
is, the router pair identified as border 1A 124 and border 1B 123 has the capacity to handle

1
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technol ogy nust al so provide that traffic fromdestinations back to the
sources flow across the sane connection. This is a concept known as
symmetric routing which, as explained 15 above, is not inherent to the

prot ocol RfiB9endgef erring nowto Fig. 2, there i s shown apefhsysAkdse
representation of a P-NAP 100, having cl:ﬁmections to seven NSPs, nanely M

420, UUNet 421, Sprint 42 éh Agls 42 %om 425, and PSl 426,
known as P- IRASUSHIREY SSBES thisy %%I%FHQF ubse B% $h g P- I 4 similar papnefiver s
source A 42she stdofi®route? paif idRhiified as BbﬂeriAﬁﬁtPU&d&@B Ao ﬂabﬁle%epam to Handie NAPS

432 and connections to it maintained by all of the NSPs. Wien source A 427

attached t oteptrasipmepperyesy thraugbeten Btherpgtrfmbs &b@%ﬂﬂ@@&ﬂe‘ﬁwr handling
rafflo dr el bedebdia Risiddaalhuctiodl sty dtled BB, dnd ool 8 01
send fhe tr BAN enils FDDk b 1675 JFRIA-11082 Ethernst- 1tH£8 andrishevmt-2cB0nect | on 430.
e e oa i oo sdaBEr I ARST R 0P Bl sh S M S ppernd Wplif 17
doesn't haveingle nmmﬁrﬁaﬂure;)but AP aj lmwaledelf Wn'mgndevnwglandl has? Iverysmle toriaf fi c
Phe. NP 1BOVFIEr bt et Bl ¥ pay B P, sSfoodiBel oo LR THS1 |
Atlanta. Sogptiva i ithplemented byeputtingaamiisthier tortieétion 619tliehﬁc?si&é\|:6flﬁ?@cﬁ&ﬂnérhe o
i 11 0aico 1 Faverin Fpecs fagnetes G iegenssiaet s, 3 e AN s, Boadded 21| on
C 429 will geriectionsill Wﬁd&oﬁﬂe‘éﬁvﬂ”’@r theaaitomedRrRal rl‘hisflylfeelifQl’n&ﬁctﬂﬂx 4s0e
return path_to source A 427,
is illustrated in Fig. 6. This is strictly an economic issue for the customer.
In regard to Figs. 5 and 6, the type of service depicted is referred to as dedicated
access because only one customer entity has its customer servers 151a connected to the
15 Asante Ethernet bub 153. In Fig. 7, on the other hand, there is shown an example of a -
shared access LAN. In Fig. 7 two servers 151c, 151d of two different customers share one
Asante Ethernet hub 153 connected to the border router pair. In order to do this, it is
necessary to provide a separation so that one customer cannot see the other customer's
traffic. The two customer servers 151c, 151d cannot just be connected to the Asante
20 Ethernet hub 153. Accordingly, the Ethernet hub 153 is connected to two customef routers -
155, 156, each of which is in turn connected to another Asante Ethernet bub 157, 158.
The customer routers 155, 156 are, in the preferred embodiment, two Cisco Model 2514
routers. These provide what is known as "firewall" protection to the two customers that
share the first Ethernet hub 153. Thus, the firewall router is a physical separation device.
25 The one customer no longer sees the other customer’s traffic, and vice versa. It should be
noted that the shared access LAN is just one of the dedicated LANS, but with'many
different customers. To this end, there can be as many shared access LANs as needed by
just converting a dedicated access LAN.

The dedicated access connections and the shared access connections have been described

30 hereinabove. The remote conneéﬁvity access to customer servers located on the customer
premises will now be described with reference to Figs. 8 and 9. Fig. 8 shows remote
connectivity access from the P-NAP of the present invention via T1 lines to the customer

servers, while Fig. 9 shows remote connectivity access from the P-NAP via T3 lines to the

customer servers.
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Conceptual ly, the P-NAP 100 can be thought of as being nmade up of two

hal ves. One half of the P-NAP 100 connects to custoners such as source A
427 whi ch want direct 9 symmetric access to the P-NAP Providers 420 -
426, and the other half connects to the P- NAP Providers 420 - 426. The use
of the P-W8P%14% astructure and syrmet;' c routing is fofCPBUNEMSEst oners
only. Thus, the P-NAP Providers 420 - §6 do not use P-NAP infrastructure

for exchangi NRefbrtiak fth (H%”PnGatﬁlgﬁf‘iB @iwsscoﬂ&&aﬁo%ﬂ Q4 %ﬁg%ﬁiﬁ% 10426 S

exchange traffic wth for the sol e purpose o routlngtrafflé
to or from(%aﬂF‘YMPﬂét}Stabm‘mé‘Eféﬁl a)@re%omélamlmsmwbea@ms@ brifige betweBn 100 i s

g;nmr]ﬂea;:'; ?2 F’glut Ing 1S 1 nher e%\ggﬁfﬁ 1fa%féer aﬁﬁn ﬁﬂﬁgmg@egﬁg)o%f%%ﬁ ure of ~
any connecrémoie cannectivitiberder rovietiaton have-to ka@ FRDliintetfives ¢insnallowingimare
St O % eSO CRL AR R R PG Qi
symetric allﬁQO-&EtR)EANesWitdha‘samhb ‘bordepronttey idémified es Bardér ZSatljmmd Borger 4glef aul t "
PLOVY o0 1 307 SlonAlt\i Eb AL O T i i B BthE 8 1Y)
t he SeCOﬂdﬁtherﬁbt’—fldllBTand mﬁxeozaao Il CSWDRUI dmrsxfrmmemcommu giefivy! t bot h
fail, thet 8& iZ%r ¥2§j ggn%lél(l:ttto %ﬁd%? 2S and Border 48 as they themselves get connected via
10 circuits to the customer premises. Each of these border routers can handle eight T1 remote
connectivity connections (of which only one connection to each router is shown in Fig. 8).
As connections beyond the total number afforded by Border 2S and Border 4S are needed,
additional border routers of this type may be added to the P-NAP as required.
Referring now to Fig. 9, there is shown a block diagram of remote connectivity from
15 the P-NAP of the present invention via DS3 circuits to customer servers located on the
customer prémises. The border router identified as Border 3S 113 and the border router
identified as Border 6S 112 are each connected to FDDI-1 107, FDDI-2 108, Ettiernet-1
118 and Ethernet-2 120. Additional T3 CSU/DSUs such as 135, 136 connect’t5 either
Border 3S 113 or Border 68 112 (as shown T3 CSU/DSU 135 connects to Border 3S 113
20 and T3 CSU/DSU 136 connects to Border 6S 112). The T3 CSU/DSUs are then connected
via circuits to customer premises. Each of these border routers can handle two DS3 remote
connectivity connections (of which only one connection to each of the routers is shown in
Fig. 9). As connections beyond the total pumber afforded by Border 3S and Border 6S are
needed, additional border routers of this type may be added to the P-NAP as required.
25 It should be understood that these border routers 112, 113, 114, 117 do not work in
pairs as did the A/B routers described hereinbefore, These routers 112, 113, 114, 117
work individually. If a remote connectivity customer wants redimdancy of the type
afforded by dedicated and shared connectivity customers, the remote connectivity customer
must arrange for a second remote connectivity circuit to the P-NAP which will be
30 terminated into a different border router. Thus, this second circuit will provide redundancy
because it is different from any other circuit that customer has connected to the P-NAP.
The "S" in Border 2S, Border 4S, Border 3S and Border 6S stands for "serial” because
it is called a serial type connection.

It will be understood that the network management servers 144, 145 in the first rack
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15 over and so on for all P-NAP Providers 420 - 426. Thus, the P-NAP
infrastructure, coupled with symretric routing, solves the probl em of
needi ng the public NAPs 432 for two-way conmuni cati on anong sources and

desti natiog,% mb%;l at | east one of the source or desti natpcarusbssisasannect ed
to a P-NAP 093 ecause the P-NAP techndl7fogy is nmetropolitan based, it

scal es much better than the NAP 20 architecture and provides
| ocal i zat i orlOdfshewrainHig. Jarelcenneeiedto ope of the dedieatadd.ANe E53 fdessribedpraviousiy, und

in today's NAP archit : | fﬂﬁﬁﬁ@f@é ToTe "t} i@a:E(;i vat e
Net wor k Accéggolf-%ltﬁn%ﬁg{gm&%bwég&gé]cance w?ﬁﬁgﬁzﬁﬁl ncﬁp@%s of the
present i nvebANdS3 B-NAP residenttsefiwane fé1i execugion ofiearjous\pyocesses ip gccordancewithbr i ses

four racks 101, 102, .1Q03 and. fill ] | cat isqas hardware. Th

second and t _?me?[_éd%%fg?egﬁ%%ﬁ&&c%gg’aaﬁréwwwfﬁér%igﬁ‘g and routing ©
gear. 5;|' he dﬁSl gmﬁtsgﬂwmiﬁﬂorl?ﬁafd&hn'l'famSMﬂmwwn'ﬁm ofa henristipTCPAR obute -

conventionally used with the Internet. The I.rd rack 103. cont ai t

routers 105 BAREIDHY COBREP! PRISESS WP TRsHISS H’F&%‘i%&%ﬂb‘é‘?ﬂ %\E&F}Et‘%‘ﬁ% . e
swi tches 110parxb dnklanottef ity eotRéted Qither direbly or ddirectly) td A P-NAR Prdviderand a

spare border router 115. The upper corer r 105 is referred to.as,.
core-1, whi | enly Haversesihe P-NAR cpriisetian to ghs 3—8&’31‘%‘?8% A3 Jessaibed previgusty, fhis

particular e gm%ymﬁ&?ic(i&ftﬁlg][lﬁé&l@éﬁotﬁ% folidrd ALE révéRB iafficeshusfollowC O

7505- 6El FI H8T routers” avail abl e from C sco Systens, Inc., 170 Tagan
Drivel0San Jtesamerowsthaengh previdessseShouigyhe PoNAR coraection tothe PNAR Brovides

be currently unavailable or should the other entity not be connected to a P-NAP Provider,

the route management control prdcess of the invention causes the traffic to flow
symmetrically across one of the P-NAP Providers currently configured as primary
"default”. With the redundancy that is built into the P-NAP, the current "default” may

15 change to other P-NAP Providers based on the availability of the current "default”
Provider.

‘ASsimilator. comprises three major aspects: 1) determination of routing policy
configuration; 2) software which develops and automatically maintains routing databases;
and 3) working with P-NAP Providers to set their BGP4 LOCAL_PREF attribute to prefer

20 access to the P-NAP via their local connection to the P-NAP rather than via another P-NAP *
Provider (through the Public NAPs). LOCAL_PREF is a BGP attribute which gives the
local Autonomous System (AS) control over preference of packet routing.. This
LOCAL_PREF attribute is attached to routes through the AS's router configurations. By
definition, a higher LOCAL_PREF value is more preferred than a lower LOCAL_PREF

25 value.

The function of aspect number 1 is to determine a preference ordering of P-NAP
Providers to be used in the "default" case discussed above. Determination needs to be
made which P-NAP Provider will act as the "primary" default, which will act as
“secondary” default, which will act as the "tertiary” default and so on for all P-NAP

30 Providers. Once this determination is made, then ASsimilator processes can be used to
create base router configurations which work with other processes in ensuring that traffic
between the P-NAP and an entity not connected to a P-NAP Provider or an entity
connected to a P-NAP Provider where the provider circuit is éurrently unavailable, is
routed symmetrically across the current "default” Provider. Aspect number 1 is also

E
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10 FDDI -1, while the | ower FDDI concentrator 108 is known as FDDI-2. The
upper catalyst switch 110 is known as catalyst-i,»while the | ower catalyst
switch 111, a spare, is known as catalyst-2. The FDDI concentrators 107,

108 and the catal yst switches 110, 111 are sold by Ci sco %stems‘ Inc. The
upper bor d¥O¥a#0er 112 is known as borger-6S, the niddl S98845h 01 der

router 113 is known as border-3S, and the | ower border router 114 is known

as bor der - 2Qeeddify fHutMyfnittitballp Ve deshRidRY atfa@hEdeto rlokd thahlohe BLRAPdentified as
Cisco 4700- 6E8T, whilée the upper border router 112 is identified as Ci sco

7505- 6El F2H. THee fupetioa of aspeptsnumhsr 2;if to-ereats apd maitain datrbasesstf| Autqnomays

fourth rack 24 "@Sa rhRbees, ©ed Gh BGE% t@dﬁﬁﬁgﬁﬁh SritUEcRfingl detity { ff6in .
Et her net 108}% Hu ssl 8,n120,sand four nore border routersé‘lzity124. The

core rout er anater) esseqiasedwitk eachFeNAPRyavides as iwelles AS mumberscofpropddery which
dont 1 i od 25 eved 16 b RR o) Qb of B eibuc ARETURAENR cB9 oy el !
Et her net - | , thusé databiases atecupdated:t1) en ASsimilator prRcess andassnsintedsoftwarer andi2) pathThe
L e et o 1 Sl s MR PP Mol Bl e bl o,
router 121 irsutingaattle advehisedisy edolB P-NAP Previderpid Adipossibleuto deterbfiffe which obthe as
bor der - 54, trgt?tesf (a).él\lre:(gt\fs\/it:c'iI gbyb %zrxc%e i)rorv(lJ e% earre 1a%§mh}§ c%pn(x)cc\’\@d to each provider while
10 maintaining the redundancy and symmetric routing aspects described in connection with
aspect number 1 above. It must be understood that from each P-NAP Provider, the P-NAP
will receive not only that Provider's routes, but also the routes of all other providers
(including those other providers also connected to the P-NAP), with no automated way of
distinguishing the provider's own routes from those of all other providers. Given this
15 ability to determine a P-NAP Provider's own routes from the entire Internet routing table,
aspect number 2 is the basis for controlling the routing from the P-NAP to a P-NAP
Provider over the P-NAP Provider connection for only those destinations within the P-NAP
Provider's network. _ e
Determining which providers are peering at the Public NAPs is where the "heuristic
20 techniques of ASsimilator are employed. From a BGP4 routing perspective, there is no
way to tell the difference between an entity peering with a provider over a NAP and that
same entity buying service from that provider directly. Since the NAPs are layer 2
architectures, the NAPs are invisible from a la};er 3 TCP/IP routing perspective. Thus, a
NAP does not appear in BGP4 routing advertisements, making peering at a NAP look the
25 same as direct connections. Currently, ASsimilator assumes that if an entity is connected
to more than three NSPs, then the entity is peering with the NSPs across the NAPs. This
heuristic is based upon the assumption that there are few, if any, entities other than the P-
NAP which are directly connected to more than three NSPs. This does cause problems
though, with those entities which are peering at the NAPs but with only three or fewer
30 providers. ASsimilator provides a technique to manually update the databases to cover
cases such as this which are found to exist.
The function of aspect number 3 is to cause each P-NAP Provider to set it's BGP4
LOCAL_PREF attribute such that any P-NAP routes a provider receives over its connection

to the P-NAP are preferred over P-NAP routes received from other providers over peering
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as border-1B, and the bottom border router 124 is known as border-1 A These
border routers 121-124 are all identified as Cisco 4700-12E1F. The second
rack 102 contains three Tl CSU DSU shel ves 125, 126, 127, two DSX1 20
shel ves 1280 9d/8897 one DSX3 shel f 131, and five or nore TBcStdshsiss 132,
133, 134, 135, 136. The acronym CSU DSUl®tands for Channel Service

Unit/Data Service Unit. I S ] known, .the Tel.co TI di.gital carrier
syst em car r PEECRADE ?taﬁﬁle nbﬁ]ﬁ'pl-[ﬁ;e‘a tgﬁg?‘ﬁfef% @P“‘ﬁh%g_ 5§1’°H’<¥?¥1 oy BetHPIE 544
Mops, whi | ecddngetdBtodheP-INAP Providerchacks 10SheEPINAT dveLthe BENAP Provider borkationd
channels at the DS3 data rate, of 44, 736 Mops. l.n regard to the three T1 25

. n . .
o TRRSiGrepreseniation of 26 4a- | |

shel ves 125, 1aferring powdgdig.cHh there is,showna simplifi
and 127a- 1. rfma didgrtmUbPR PERAPAS rékiRnship @b el flobal Matefrbt Qﬁkiéé&%gSgﬁ%

133, and 134 each handle one T3 circuit. In regard to_the two DSX el ves
128, 130, elnsercarmestionsahirieys mogting pathsy digereds shipyya aBINAPJAQ) £ publia NAR60es 28

T3 circuits . amﬁisﬁgﬂ ‘i'@rfnnk?e% iti _1431; r : NEtq
i nterface bgrtld\;‘\iél%n the ci reg:w t catrlr%girgé lgﬁdl:@ﬁg%%%%&fébg% ?&%165
126a-1, 127arelNSPs3pnecsd directly. to edtyNAR 190 paiditheréforemaytbe thoughhofids P-NAP
under st ood e - fi | n DSsuU
and o Tr or Phaaety. CRides 185 i DI NGR, Wi, 650 ShBoBhl BRR 4 VB e
from the dr asewogs. THese wilbbewefdreed tofs jostrentitiess The foue PeeddebelG1n 162, 164 cHgSaci t y
of any of the i pnent sh an Fi 1. _addi t.i anal, .equi, nt, of t
appr géri at eaﬁ}g%TMn%ﬁ'é’ggﬁ%\é% Téenfnﬁgfﬁh&'z Rgsuiqylm&el%ﬂmgg %’&‘1 F%ﬂe.scrqged
above: primary, secondary, tertiary, etc. In Fig. 10 it is shown that the circuit between
the P-NAP 100 and Provider 164 is currently unavailable. This is indicated by a large "X"
in the connection. Three of the four Providers 161, 165, and 164 are also connected to
entity 166. The four Providers 161, 162, 164 and 165 as well as entity 163 connect
15 directly to the public NAP 160.

The P-NAP 100 of the present invention routes packets between a customer of the P-

NAP and a customer of any provider in a symmetric fashion such as to bypass the public
NAPs such as NAP 160 whenever possible. Specifically, in a first case, the P-NAP 100
creates configuration files which when applied to the core routers 105, 106 and 116 (see
20 Figs. 3 and 4) use the BGP4 LOCAL_PREF attribute to cause the P-NAP 100 to route to - . _
the P-NAP Providci's customers over that provider's network. This is illustrated in Fig.
10 by a source A 167 which is a customer of the P-NAP 100 wanting to exchange packets
with a destination B1 168 which is a customer of P-NAP Provider 161. The forward
packet goes via a first routing path 170 directly to the Provider 161 and directly to
25 destination B1 168. At the P-NAP 100, when the connection to Provider 161 was created, .
the local preference of Provider 161 was set for causing Provider 161 to prefer direct
routing to the P-NAP 100, rather than routing via a public NAP like NAP 160. Thus,
when the destination B1 168 sends the return packet to the source A 167, the return packet
travels via the first routing path 170' from destination B1 168 and Provider 161 directly
30 to the P-NAP 100 and to the source A 167.
In a second case, the P-NAP 100 creates configuration files which use local preferences
and varying AS path lengths of routes advertised to each P-NAP Provider to route over the
"default” P-NAP Provider's network to customers not connected to any P-NAP Provider.
This is illustrated in Fig. 10 by the source A 167 which is a customer of the P-NAP 100
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The first rack 101 contains servers. At the top is NS1 140, and bel ow t hat
Is NS2 141, both being nanme servers using the Internet DNS protocol. DNS
stands for the Domain Nane System which is a systemthat exists across the
gl obal Int S net t hat allows any user to resolve the nane te

machi ne t o A¥MP addr ess by using nanmepgervers that 5 Pejm’g%% %lgn a

domai n nanme dat abase. The next shelf is Internet Mail 1 142, and below it

I's its backuyantihditocexokingd/packet? withd dektimation B2 lgﬂleﬁlﬁchxsal\msmmekoi\haagmyent 1 .

144, followed,b t.s backu 5,.~khe ne e S
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tape j ukebo)cumrgst y”‘t‘ﬁ’ig’é“a f@?pgﬂﬁ dy EQPS (VIR 1 F5CP WH%P?%SQ&Q PIQ,‘Qderand
the daga bacigipmb N&pas@aﬂdhh@emy 163 totﬁedda%oﬁmlml BesaubtoHe rédghi ne

150 for Internet enet .. The_ news nachi_ne 150 enp é; an | nternet

pr ot ocol cal‘?aélélml mP Wtﬂﬁ’éeﬁlﬂ 83 reseives from; Rrayider 16 hlm 1§BorEesAS Patbs posed
a plurality A& 1694 {nd pHeley Weikuid M BherSH% RIFRfe SRIMAAS patd tenih

shoul d be not that as addltlonal equi pnent rgfg&t © cﬁstorrer eggrvers

are depl oyedf EllI‘%NAPVRIDYld%‘S therrewimn pasketdtavel ¢via the mmp@s lsscané yemgtm@s e
four racks L ' vialé e

provi ded tha are not nétkown Inﬁbﬁ@ﬂ@@%%&?@%ﬂ%?@?&& tlIaeratgNI oca |n a

room bBavi ng sufcedotbkspace of 1, 800 square feet, known as the Inter net Dat a
Center, or | DCIn ;I' Bﬁrdsc%?e? ﬁxretP-I\ﬁfiJi fdotcireea&s icgt%é&gﬁio}t‘fﬁes%éhoﬁe IT@c%f iax@&rences
and varying AS path lengths to route to customers with connections to more than one
provider in common with the P-NAP 100 over the customer's P-NAP Provider which is
highest in the order of "default" P-NAP Providers. This is illustrated in Fig. 10 by the
15 source A 167 which is a customer of the P-NAP 100 wanting to exchange packets with a
destination B3 173 which is a customer of the entity 166 which is connected to P-NAP
Providers 161, 164 and 165. Because Provider 165 is the highest in the "default" order
(secondary) among the three common P-NAP Providers 161, 164 and 165, it is selected as
the symmetric path that packets will follow. The forward packet goes via a third routing _
20 path 174 via Provider 165 directly to entity 166 and to destination B3 173. Because routes -
back to the P-NAP 100 that entity 166 receives from Provider 165 have the shortest AS
path length of the three Providers 161, 164 and 165 to which entity 166 is connected
(Provider 165 is secondary "default”, thus of all P-NAP Providers, in common with entity
166, Provider 165 has the second shortest AS path length), the return packet travels via the
25 symmetric third routing path 174' via the entity 166, Provider 165 and the P-NAP 100
back to source A 167.
In a fourth case, the P-NAP 100 creates configuration files which use local preferences
and varying AS path lengths to cause the P-NAP 100 to route to customers of P-NAP
Providers over the current "default" P-NAP Provider when the destination Provider
30 connection to the P-NAP 100 is currently unavailable. Unavailable in this case means the
circuit or routing relationship between the P-NAP 100 and the P-NAP Provider has failed.
This is illustrated in Fig. 10 by the source A 167 and a customer of the P-NAP 100
wanting to exchange packets with a destination B4 175 which is a customer of the P-NAP
Provider 164, but the connection between the P-NAP 100 and P-NAP Provider 164 is
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20 Ventilation and Air Conditioning (H/AC) systens, one being a spare

that automatically switches on if the primary systemfails. The tw HLVACs

are rotated on a weekly basis. There is also a 50 KVA Uninterruptible Power

Supply (UsSenBath the UPS and HVAC are connected to a rrausogjmas at or

whi ch automatically switches on if therd is a main power failure to provide
104 are

24

power for the S_and e C system The faur racks 101-,. 25 .

mount ed on BT ys'é[&vﬂa%g’r F’;@PF °'p$?§6‘1“83§“w‘§ I‘?°a‘ﬁreﬁtr1‘ﬂ°é‘P9cﬂ°8c3‘F s SR+ ack
whi ch faci rbbmmﬂm\m-wapnoommd nro?memmEuﬁsacapsﬁgeﬁamemfﬂ&Lse&dhamksl
101-104 is proyided. There.is r i.re ot ect | stem. t hat uses Hal on,
which is bé‘gﬂ"-é’ge‘g 6‘9%- TRider; }&e'sp%sﬁlﬁ‘?dg H}ee‘gh@}li %&g%l%%ﬁhe\ﬁlr@nf __
condui ts argefaulf\bedfide ftiBtdNR "piaty® aid it BRQtreH®y mﬁiﬂie.wiwﬁnmapﬁsku ons
can 30 be made to all of the different circuit carriers co-lTocated in

the Same b@eFLYiAd fourtrquting path 46 visProviderié e theipyhlic NAP 460 ang the sNAP
connect i ONProViddFEISH 16 the RORaRbA B 75 NBesatisd PN r&ﬂ?ﬁrcralﬁg?g‘&céim pon to

make cable runs to one central |ace. Al circuit ca take tHeir wire

to the samdVARRrqvider 3p4 &om BN Provider ificover e publimNAR: 160 bavmiye shastesh ot her
oo oy P BRI ) by o Gl B B 8 A0
NSPs at a dJéength of 3l B-NAR Providers) the réturp packet travels via the symmetric fourth routing

10 path 176' via Provider 164, the public NAP 160 and Provider 162 to the P-NAP 100 and
the source A 167.

The second and fourth cases above are the only two cases where traffic must traverse
the public NAP 160. Thus, the more P-NAP Providers, the less often the public NAPs will
have to be traversed.

15 As may be seen from the foregoing, in accordance with the principles of the present
invention, there is provided a method for routing packets symmetrically among a P-NAP
100 and at least two P-NAP Providers connected to the P-NAP 100. For the outgoing
packet, it may be seen that the P-NAP 100 creates routing configuration files which when
applied to routers, use local preferences to cause the P-NAP 100 to route to the P-NAP _

20 Provider's customers over that provider's network. Furthermore, these same router .-

| configuration files cause the P-NAP 100 to route over a pre-selected "default" provider's
network to customers not directly connected to a P-NAP Provider or to customer's of a P-
NAP Provider when the P-NAP's connection to the Provider is currently down. For
returning incoming packets of customers of P-NAP Providers, the P-NAP process sets the '

25 P-NAP Provider's local preferences, at connection setup, to prefer direct rouﬁng to the P-
NAP 100. For returning incoming packéts of all other destinations, the P-NAP 100 uses
differing AS path lengths to each of the P-NAP Providers to cause the return path to
coincide across the same P-NAP Provider as that which is chosen as the current "default"
provider as described above. The method of the present invention includes the steps 6f

30 applying the configuration files to a router, causing the router to obtain routes from each
P-NAP Provider, and causing the router to apply the configuration files to the routes
received.

Referring now to Fig. 11, there is shown a flow chart indicating method steps to
achieve symmetric P-NAP routing in an Internet system such as that shown in Fig. 10. It
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Wi t hout having to purchase circuits to a renote |ocation. At the physical
connection level, Fig. 4 shows in block diagramformthe heart of the
Klgnneﬁtivity of the P-NAP 100 to the outside world of the Internet via the
Ps known_as 5 t he P-NAP Providers. The backbone of -NAP i s one
100Mbps shYRY 9D LAN with two 10Mops 28t her net LANs usggtrg%,dr?lg“undant
backup for the FDDI. The core routers connect to all three backbone LANSs.
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functioning FDDI network. The other ring is in)( used if_a system. s, unable
to transmit PrREiderspemthe same,AS numnbers , We davepreYipusty,deserbed the ﬁ&%eq Wrglﬁ'i W ase,
the system n&tﬁﬂspgréghﬁrstdhﬁ%ﬁ%ﬁﬁesp WO WalMhoW hlso T¥ERPR thdse Bath® kiititieS @s t he

secondary (opposi I rectl Ing in an effort to route around_the problem
on t hd0 pr i necojlestions) of Ahtonoraeus Bystems (drgyepadlie BGP4 routing, gepters advesiiss Tautes
ring) to sysfeqs.Wwi ' S, 0N

o iRunibdsba B Fredthd SAYwE kbl abh ARGEAIAE: ASPATH Sfribie

the secondary ring, they w even or war en To systens which
haven't yet of BGP4) attached to each route. An AS path is the path of Autonomous Systems that a

routing advertisement traverses from the point at which it is originated to the point at which
the route advertisement is received. In most cases this can be equated to the same path a
15 packet would take if originated at the point the route advertisement was received and
destined for the point at which the route advertisement was originated.
Fig. 11 in its entirety shows the ASsimilator process which is part of the P-NAP. The
ASsimilator process should not be confused with the Assimilator Algorithm 180. The
Assimilator Algorithm 180 is the primary aigorithm used by the ASsimilator process. The
20 ASsimilator process of Fig. 11 actually consists of two main software applications:
ASsimilator and Routebot. Routebot is responsible for Path Verification application 184.
ASsimilator handles the remaining automated steps of Fig. 11.
At least twice a day, minimum, the ASsimilator application retrieves data it has already
fed into its Provider AS Data database 181, verifies that the data is still valid and runs its
25 algorithm to determine if any additional data should be added to the Provider AS Data
database 181. The Provider AS Data database 181 is a mapping of P-NAP Providers to
Provider AS numbers which is located on network management server 144 of Fig. 3. This
database may look something like the following:

30 Sprint:
1239 1785 1790 1791 1792 1793 1794 1795 400 4001 4002 40034004 4005 6174
6175 6176 6177 1800 1789 1784 6449 6637 3650 3651 3652 3972 3973 4950 4951
6153 6154 6242 3447 7882 4000 4999 6367 1801 5778 7308
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received it. FDDI has two physical connection nethods. In the first, known
as 'dai sy-chaining", conputer A connects directly to conputer B which
connects directly to conputer C and 25 conput er C connects back to
conput er Awofeondmng the cycle di scussed above. To add ad@cwiusssaB4szonput ers,
the cycle nust be broken to insert the 3ew conputer between A and B or B
and C or C and A. The second nethod is known as the "concentrated" nethod.
Two FDDI coM&ntrators are used to make up the primaty and secondary rings.

Each conput g461 4296 lags1 hmmzsp GPSFA28301286 42804 428910200 8291 4230293 S t o both
concentrators. e 30 concentrators in turn are dually connected

to one anotﬁ@"r@ﬁé{‘*ﬁ%ﬂﬂ%"ﬂﬂ%l{"@ﬁ%# passi ng anong the di fferent. systens and

different rings. Even though each conputer is connected to two different
concentrators in this nmethod, the FDDI is still thought of as a single LAN
The cdncent BAINett net hod does not need a ring break in order- to .add new :

conputers a t | tes conputers fromone another. In Fig. 4,
FDDI -1 107 Zﬁldbw_i}ﬁ%g?g?% the two FDDI concentrators and are dually

connected to one another as indicated at 152. Ethernet is a LAN technol ogy
whi ch provi .10 Mops bandw dth over tw sted-pair cable (| OBaseT Ethernet)
or coax cab $| OBase2/ 5 Ethernet). Ethernet is not a self-healing

t echnol ogy a673 B32E0BL6 15278328 T3ED h33011331U882 13313341 1662 16211322 1328wn as a
hub 10t O 1660 1335 1667 1670 1672 1674 1675 1683 1686 1687 1694 1324 1325 1665 1677

BSL
174 1280 2554 8013

15 AGIS:
4200 4993

Netcom;
2551 6996
20 _ _ _ _
Fach time the ASsimilator is run it also re-creates that portion of the Exception AS
Data database 182 which it previously created. The Exception AS Database 182 is a listing
of those AS numbers which appear to be originating from more than three different P-NAP
Providers, and is also located on network management server 144 of Fig. 3. As described
25 above, this is the heuristic mechanism by which the invention determines that an entity is
connected to the public NAPs and is peering with P-NAP Providers. Thus, the Exception
AS Data 182 is an approximation of those ASes which peer at the public NAPs. This
database 182 may look something like the following:

30 Exceptions:
2685 1 3914 568 6456 5761 4136 6113 286 6172 293 297 2041 4006 1740 3703 2828

The Exception AS Data database can also have a number of "manual” entries which are
added via the Path Verification application 184 described below, or added by humans when

[
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5 connect devices to one another. In Fig. 4, Ethernet-1 118 and

Et hernet-2 120 are two separate Ethernet hubs, form ng two Et hernet LANSs.
Using TCP/IP internal routing technology, the FDDI LAN is the primary
backbone over which all traffic flows and the Ethernet L &%ﬁ%%:her for
a total ofW28¥MIP5) are used as backup 4y case of failure /‘J For
exanple, in the event of a failure of a router's FDDI interface, that
router 10 automated medMafiisis stili dtﬂnﬁth@néd&? delefinin &l excépdiont A5 hunstiesd. t Algbad fi C.
In the event of failure of on FDDI nce trators_107, 1gc8,,t,he
redundant n@Rample of thisrisjan4s ?'ifgt‘séfqutﬁtéfq‘ 3

concent r at 0gpneBUto hivd plitBased @iéer Bénnbativiry! mmmebmsom A8sifmiibr and Path
concentrators 107, 10 TCP/IP routing will cause the two Ethernet LANs to

be used as Nexifieaion applicatipal8fwonld noebeablatodelithatshis A Vet adVAR. i EW&F“S
Et her ets aﬁmﬂ at1©fo 18K ¢! dﬁ:me%ﬁ%ﬁuo? %%@Wét thidAS @%@aﬁeﬁ at ANAP

Core-3 116 are a connect e FDDI -2 108 rnet-i 118 and
Et her net 2 12(ThefRath Vernificatioro applicatiogdi84, l:nomas R@uﬁebotzundass Sath e Proviier 16

al so connecty ot N@D | P'rgé,ﬁg:ﬂﬁ? en to
connect). élsl?ad E‘c]’gﬂcy a@%%ﬁk%%Ogers at{\ﬁatwék tvg‘%ghl ec ureth%{r]\@g '
al |l ows one ASSimilatondehtistics dail da@roduse symmetrizr ropting. h Routdbob mmscevery fivet er
fails, there, ar e i1l cor r.out -\ 0, tions
whi ch cont i FRIENS osé f‘%ﬁatﬁwfgﬁgéwg apglication &f(iﬁ‘élbsﬁ%&eg\“li’%?ﬁéﬁﬁ ‘n%t
they 18re spreagdraafgINQ triveroney ie a MO/ mechadisne to detbmnmlalpamm ataheﬂment 0 a
single core router e servic ers are | cat by a WAN
symbol that of by ?H‘&‘Eﬂglpgﬂ?h T its S°ngt‘?/éﬁl Hlﬁ'eg"ﬁ?ef ‘-§§/ s are
identified kgt de&emnﬁrmépm bi&wwlﬁﬁmﬁﬁmdﬁ@uﬁbﬁm@m e erottetusinget o,
and the data rate is indicated as being a
the destination as a source back to the ongmal source as a destination is required. The
traceroute path contains each of the "hops" or TCP/IP routers which a packet must

15 traverse. The Path Verification application 184, then, is able to look at the path from

source to destination and back to determine if the routing is symmetric. If it is not, the
Path Verification application 184 may be able to determine if an AS number should be
added or deleted from the Exception AS Data database 182 to ensure that the packet routing
will be symmetric when the AS data is reloaded into the routers.

20 Given the Provider AS Data database 181 and the Exception AS Data database 182, it
is possible to determine which route advertisements from each P-NAP Provider is
associated with the provider’s customers. This is done by taking the union of the two
databases 181, 182 and for each provider, remove that provider's AS numbers from the
union and then apply the resulting AS list to routes only advertised by that provider. The

25 application of the AS list to routes is done in such a way that routes pot matching any of
the ASes in the resulting list are considered to be routes of the provider.

As a simplified example, let's assume that we want to determine all of the customer
routes of Provider A. Consider the following fictional Provider AS Data database:

30 Provider A
12

Provider B
3
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25 either the DS3 rate or sone nmultiple of the Tl rate. Core-.1 105 is
connected to T3 CSU/ DSU 132, which is then connected to Sprint. Core-lI 105
is al so connected to Ti CSU DSU 127a whi ch connects to ANS and Tl CSU DSU
127b whi chweonmnaegts to AGS. Core-2 106 is connected to ASRSBAES) 133,
which is then connected to UUNet. Core23 106 is al so connected to TI

CSU/ DSU 127 I ch connects to Netcom and T1 CSUI DSU 30 127d which
connect s t(ﬁ@gg—%o‘?r re-3 116 is connected to T3 CSU DSU 134 which is then
connected tps5MCl. It should be noted that if current T1 connections need to
be upgraded to DS3 or a DS3 is required to an NSP which does not currently
exist in the P-NAP fabric, there will need to be an additional core router
and an addi t i Qi@ cofsitbr B SoliBwinR FichoRP ExEQRBE ALY Dita dAABdsecOr e router will be
connected to the P-NAP backbone in the sane manner 14 as all other core
route¥s and the DS3 connection will be connected to the NSP in the same
manner as ﬂgﬁ#&r DS3 connections. For additional Ti provider

connecti ons, . ional T1 CSU(DSUs wi |l be needed, but these connections
will contifu® to be spread out anong all of the core routers (each core
router can handle up to six Ti connections). 5 The foregoi ng
description of the block diagramof Fig. 4 is a description at the | owest
or act ual - condaatatedrabbwey wk také thelvaionof thesd twoidatabasks, twhichivésRs the following

pr ov'idjer S. h%?fo?kst 0 Fli 3.
1234567

3
Then, we remove the AS numbers of the provider whose routes we are trying to

15 determine. In this case, we remove the AS numbers of Provider A, resulting in the -
following AS list: ' '
34567

20 Now, given the following routes advertised to the P-NAP by Provider A and their
associated AS paths:

Route R1: 16 13 17
Route R2: 12 1921
25 Route R3: 1 4

Notice that every route from Provider A terminates (in BGP routing the terminating AS
is the left-most AS mumber, the origin is the right-most AS number) with one of Provider
A's AS numbers as found in the Provider AS Data database. This is why it is not possible
30 to simply filter on the directly connected AS number of each provider to determine that
provider's routes, because that provider is advertising the entire Internet routing table, and
all of the routes terminate with the Provider's AS number.
Now, apply the resulting AS list to each of the routes in such a way that a route is not
considered to be part of Provider A if it contains an AS number which is in the resulting

f
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2 to see diagrammatically the sanme thing as Fig. 4, but at a nuch higher

l evel. In the preferred enbodi nent of the present invention, there are
three ways that an entity can connect to the P-NAP: 1) via servers on a
dedi cat edvﬁ)cﬁﬂ 3507 LAN; 2) via servers 10 on a sharegd.ageess,LAN, and 3)

via renote connect|V|ty circuits. Serveggs on a LAN refers to custorrer
servers which are physically located on the prem ses of the P-NAP facility,
attached t é\Salist ANhisHe kniven a;o"dmg"\ﬂm 1outesf dmy rowsescumt derded arg censiderstitot from

h .
wtn Fro. e chndhert EbBrd A rbel moiE L b fled Babed i o gt efhsi 1T "
of tlhese vvaglnclidhgn thn;mgtdeSdmlfeR@uttaﬂB Ifggd[e)?mm?ggteenk Als ﬁ;ﬂﬁcdﬁmm

: edi ed. acg . . - :
St hor et 1 R 8 EE e S opte T oot bt e g 0 &S ey o
t he tsop of idriitg path.wHicH mutch fegesulfilisAsitist. Shown four border routers: border

1A 124, border, | B. 123 bor der 22 . and border 121. These f our, bor der
routers work FPETRifiapather 3°P§Hﬁﬁ§§ﬁ6§n?@a F%t% Of 83gh particularprovidery 5

Wi th SB, KRehi¢h ases A Bifferehf Sot-of Idagibhses. rm&&ﬂf&‘ﬁinn :BaMoaCdftmbwexonsr ate at
the sane tine. That is, the pairs work in paralle oget her, but should one

router of AUBREE apgiExceptips, &W%@FGP“?‘!&IPE%“@&&S efforng theradenying f ai | ed
router was igl0joifds wﬁkvhsnﬁéhlmﬂaqapmeﬁﬁemomﬂ gr&te@i‘ﬂst'o?tﬂerhsaﬁﬁﬂ{gs ¥ th the

redundancy di ctated by standard protocol Bor I's connected to
eachlOf th@imowﬁﬁt@mmthwE Qatalw 1813 and any AS-mpmbers peexing18 - and

5 geglng'é gaéllﬁ{e)cafeg to eg%mpﬁ)b%tsl_(%\l‘%% a.r@%r%@s}[l rst %%%erﬁldwﬁﬁﬁ%& gBi 221

connect ed this list. Because the second component (AS numbers peering with each provider) changes
on a very regular basis, the second algorithm must be run more often than the first
algorithm described to be effective. The first algorithm is the one which is currently in use.
15

Referring back to Fig. 10, the ability to determine which routes from each Provider are
those of each Provider's customers ensures that packets will flow from source A 167 to

destination B1 168 over B1's Provider NSP 161. E
Referring again to Fig. 11, there is provided an AS_PATH Length Algorithm 185
20 which feeds data into a Provider AS_PATH Prepend Data database 186 located on network
management server 144 of Fig. 3. The AS path length of routes advertised by the P-NAP
to its providers is one of the protocol attributes that is adjusted in accordance with the
principles of the invention to achieve symmetric P-NAP routing such as that shown in Fig.
10. Specifically referring back to Fig. 10, AS path modifications ensure that routing from
25 destination B2 171 back to source A 167 flows across the same path' as that from source
A 167 to destination B2 171. Modifications t6 the AS path length is a way of increasing
and decreasing a destination's "distance" from the P-NAP through each of the P-NAP
Providers. In this case, distance is defined as the number of ASes in the AS PATH of a
BGP4 route advertisement. For example, the destination may see the P-NAP as having a
30 distance 10 from MC], a distanée 7 from Sprint and a distance 5 from UUNet, selecting
to take the path with the lowest distance; UUNet in this example. If a destination sees all
paths back to the P-NAP as having the same distance, then there is no control over which
path the traffic will follow. In order to ensure that there is control over traffic flow back
to the P-NAP and achieve symmetric routing, it is necessary to artificially increase the AS
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to border 1A 124 and to border | B 123. This Ethernet hub 153 is not shown
in Fig. 3, but is a unit manufactured by Asante of San Jose, California,
for use with individual servers. Any nunber of custoner servers 15la are
connect edwapesrikm7Et her net hub 153. 30 Simlarly, apawseghsdsant e

Et hernet hub 154 is connected to Ether#ét - 1 122 and to Ethernet-2 121. Any
nunber of cut QRIS ShuLE noeg d to the Ethernet h 54,

Ref erri ng Uto) Oroﬁeba \g’.ms %\%ﬁ tﬁe gthg‘?f 80 t’ﬁaﬁr?‘ﬁ}&ﬁﬁgl L Hax M%he
connect i onsrdefing tof i'defauld providereas mcmbeddbml fbt makfio to b dedidation’is {Bdsagied

bor der 3 S, t t o _handl e 15 ten er, hr ough
ten Et herné‘? 'Ff{}ﬁ‘éba‘\gs‘ mﬁ%ﬂ&m@%ﬂmﬁ Jpstinalipn; %‘ﬁkﬁ% Pf??'é‘i '3‘5
router paifis AdieRéd by pepaming(aditig GAaeya potértially BiffertnfRunites of the PORARGI ty tO

handl e ten custoner servers through ten Ethernet hubs. Shoul d additional

cust dmer h&QWE AN gmEbesscior spulss aduethsed o fagh Proyider in sughop WAy, that wlien e added

as requi r edestfiAforsGob Bstin8ded © 4 PANAP Prowde#é%x&@th&%mﬁ@kﬁo&ei&x?esf&@kh@ 108,
Et hernet-1 118 and Ethernet-2 120. No_redundancy rovi ded for the

Et her net hdbAPS3cureny "defpplt” EprRsides:will have §h°a8h9ﬁﬂﬁj pathdength. f'BmFiume but
t | f th
it is a .O‘Qlcéd?i(ﬁce Wltﬁ'tﬂ&gﬁﬁ:lﬁh&eof 8 thvBRR o hﬁ@ai%%:t{/l& %cguﬁn%ﬂaé been' eﬁr ' €

custoner is w rice, € provi Thi s
Given that an ordermg of "default" P-NAP Providers has been pre—determmed the
10 AS_PATH Length Algorithm 185 figures out the quantity of P-NAP AS numbers to attach

to the routing advertisements sent to each provider. Each provider will have its own
number of P-NAP AS numbers which must be attached to routes sent to that provider. The
Provider AS PATH Prepend Data database 186 may look something like the following:

15 et (pri default
0 AS additions

Sprint (secondary default
1 AS addition
20

MCI (tertiary defauit)
3 AS additions

ANS (guad default
25 4 AS additions

AGIS
5 AS additions

30 Netcom
6 AS additions

PSI
7 AS additions
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option is inplenmented by putting anot her connection on the back side of the
custoner 10 server that connects to another one of the ten dedicated
LANs. If one LAN fails, the added connection will provide connectivity for

t he cust ogRt goRGdoY € - Thi s type of connection 450 is '”HE'M@J §Q 55” Fi g 6
This is strlctly an econom ¢ issue forgthe custonmer. |n regar [ Fig

and 6, the type of service depicted is referred to as dedi cated access
because onl yRaftﬁ-ingnghmrmFxgeht atrgctirgte 187 enconsphssees sexies vEblockt pdpresetingect ed to

t he 15 Et her net 153, In F| on the other hand, there is

e an ASERES B oS 5 & FAY ShAr: dlpae fitiofs nellssiey o BHIGE siameric 50

?L t\é/o S' f foffify i the BINAFEsfIheSpresent mmﬁﬁam&sataﬁlmis tiie teplfUefeniiingigt €d t o
e or aer

ter pair,. In order to do_thi S necessary_to provide a
separ at i orP’QYJ‘H?fHS‘E h%gﬂﬂli‘g?ﬂ ynderstopd thag a?ﬁé*@i’ st ?H?E%‘%WE‘P‘“§ sebefific.
The W0 CUsdiRyBhidSiftiey SdSront Cotea ﬂegst%aeamaﬁsméﬂmﬂxt&c@%rﬁﬁz@e& withih g Asant e

t hernet hub 153. I ngly, the Ethernet hub 153 is connected

t o two cushtasgst Proterobujies g@"fe £Kigls ag a'etwgcpphmlemor docpment that setoforthsuedd t o

anot her Asgd}% gﬁg‘gglgf =pet hub 157, 158. The custonmer routers 155, 156 are, in
the preferre ment, two Cisco Mbdel 2514 routers. These provide what
is known as "The rﬁéMFﬂlp"lsﬁrlmMWonhmof drtermining provisiee renting polisyhivelvesne fir st

£ her net haderbilg el Buickids. 'h S46hs of ' DRYAB B¢ Bredblt fellion? SREpAMRS!

devi ce. cust omefr no longer see €r 'cus
trafi®ic, amdtmg modicy guidaline which ot te dammmtdax! theroxdertoli Sdefauda” @nbvadnmﬁmi_AN is

Lnd, hor PSR “Seoifief o apipey, A0 o0 oh Tor R B AR B Ph@H b 1 ng
dedi cat ed orderdns twé\lifferent LOCAL _PREF (local preference) values will be attached to each
provider. It will be understood that within the BGP4 protocol, a LOCAL_PREF attribute
is a number that, if not specifically set, will default to 100. The higher the LOCAL_PREF
15 attribute attached to a route from a particular location, the more preferred the route. -
The first set of LOCAL _PREF values are the values attached to routes which the
present invention determines are directly connected to that specific Provider. The'second
set of LOCAL_PREF values are assigned to routes which are sent by that Provider, but are
found to not be directly connected to the provider. These rontes become the "default"
20 routes. The second set of LOCAL_PREF values must begin at a value lower than the
lowest values in the first set. The first set of LOCAL _PREF values are in decreasing order
because, as described above in connection with Fig. 10, when a destination is attached to
two P-NAP Providers, we want to choose the P-NAP Provider which is highest in the
order. The second set of LOCAL PREF values are in decreasing order because, as
25 described above in connection with Fig. 10, when a destination is not attached to a P-NAP
Provider, we want to choose the “defanit” P-NAP Provider which is highest in the order.
The ordered list and associated LOCAL_PREF values may look like the following:

Order Provider LOCAL PREF LOCAL PREF .
1. UUNet 100 75
30 2. Sprint 99 50
3. MCI 98 25
4. ANS 95 20
5. AGIS 90 15
6. Netcom 85 10
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The dedi cated access connections and the shared access connections have
been descri bed 30 her ei nabove. The renopte connectivity access to
custoner servers |located on the custonmer prem ses will now be descri bed
with referwocwnsmrFigs. 8 and 9. Fig. 8 _shows renote con®EMSI¥/I8Y52access
fromthe P-NAP of the present invention2§ia Tl lines to the custoner

servers, whil e7Fi g. sfi show§0rem)te conne%tivi ty access fromthe P-NAP via
T3 lines to the cusPt'omar servers. 16 Referring to Fig. 8, Catalyst-1 110
is connected to FDDI -1 107 and FDDI -2 108 (Catalyst-2 111 is an unconnected

spare). The al yst ' ts as_.a brid ernet a DDI
(transl ati ngcae'i"}Fe‘%/fﬁ‘e‘rSW%ﬁWW?3#&3@%@@@%&@“{%&@#%‘&& e
Cf)lnneCtiVitYonh&rﬂﬁéhmwmﬂs?ﬁmir'écdiaamxeétedhaem}ﬁaﬁﬂe)sri. r‘lthersémel or fightost ;
all owi_ng nore 5 ce for TI ser] i es). .Catalyst-1 110 an
Cat ol St - 5 LOCAR PREE frhiam epve 1 we L0 CAL SR aobhik s g dnal otber 54, e
routers i degid bR provider der 2S 114 and Border 4S 117 are connected via

Et hernet interface to Catalyst-I 110 and via Ethernet interfaces to

Et her net - | 118Thip@rdering is\then psedhy the ASPATHIsngth Algorithy 185 a determing thss)
shel ves 127 ’aaﬂléﬁgat%glﬁmﬁﬁ‘w&s ad SR 0P sént WARCroBRS 46 bach P-RAP Bravider giab el ves

get connecte circuits to the customer prem ses. Each of these
bor der rout dheyeforencantrabithe inkiognd ropring éothe -NAP.
10 Additional routing policy implementation which is not specifically related to the
invention includes items such as: 1) The use of BGP version 4; 2) Do not send or receive
the Internet default route (0.0.0.0) to/from any P-NAP Provider; and 3) Do not send P-
NAP Providers routes received from other P-NAP Providers.
A second step 189 in the flow chart of Fig. 11 is responsible for creating the necessary
15 "base" router configurations for each P-NAP Provider. These base configurations (base
configurations plus additional configuration added by the processes of the present invention)
are located on network management server 144 of Fig. 1 as well as in the respective
routers 105, 106 and 116. 'A base configuration for a particular P-NAP Provider will only
be located on the router to which that P-NAP Provider connects. The primary purpose of
20 this step is to translate the routing policy guidelines of the first step 188 into appropriate
router configuration commands. Where appropriate, flags will be added to the base router
configurations to tie the base cbnﬁgurations into the added configuration commands of
farther steps. . ' _
The base router configurations which implement the above routing policy guidelines
25 may look as follows for each P-NAP Provider:
UUNet
router bgp 6993
neighbor 137.39.136.137 remote-as 701
neighbor 137.39.136.137 version 4
30 neighbor 137.39.136.137 distribute-list 1 out
neighbor 137.39.136.137 filter-list 10 out
neighbor 137.39.136.137 distribute-list 1 in
neighbor 137.39.136.137 route-map UUNET-LOCAL-PREF in
route-map UUNET-LOCAL-PREF permit 10
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connectivity connections (of which only one connection to each router is
shown in Fig. 8). As connections beyond the total nunber afforded by Border
2S and Border 4S are needed, additional border routers of this type may be

added to - NAP as required. Referring nowto Fig. 9, ks shown a
bl ock di atgv?(g?nﬁé‘ renmote connectivity fnom 15 t he P—Pﬁilyyggs?lst he present

invention via DS3 ci rcui_ts to custoner servers | ocated on'the customer
prenm ses. Thmatgoasipath <Killed injbycthird stepd9%® Bor der 3S 113 and t he border

router identy.fi I; r ach connected to FDDI -1 107, FDDI -2
108, Eter netg-eF °§%§’q§n§%ggﬁé’r‘§gf‘%&f§6?8%dditi onal T3 CSU DSUs such as 135,
136 connect tO either Border 3S 113 or Border 6S 112 (as shown T3 CSU DSU .
135 connects to B . aRd T3 CSUI DSU 136 connects to Border
6S 112). TH@W@%@&@EU@‘%@%E %egﬂﬁg@t ed via circuits to customner
prenmses. Eammcwhs-paikde border routers can handle two DS3 renpte:
connectivity connectiaq Qof j ch. only one connection to each of the
routers is sﬁ‘?&gﬁ‘? 'W}Fﬁﬁleé)“?b %5ﬁﬂg§¥?ons beyond the total nunber

af forded by Border 3S and Border 6S are needed, additional border routers
of this type may be added to the P-NAP as required. 25 It should
be underst ;¥ hat these border routers 112, 113, 114, 117 do not work in
pai rs as digulelBo by out ers described hereinbefore. These routers 112,
113, 114, 117 work individually. If a renote connectivity custoner wants

redud@ancy oreighber 44422896 B wmotens 128%i cat ed and shared connectivity
cust oners, tHé?%HbSP‘Q&@MfBC%MB 'y customer nust arrange for a second
ctT Vi Trcul t

remote connectTvity circurt to the P-NAP which will be 30 term nated
into a diff eneighbohd#4i228.9612 distributedist 1 o#ti s second circuit will provide
redundancy  ,eionbor 144.228.96.13 route-map SPRINT-ASPATH-PREPEND ot '

neighbor 144.228.96.13 distribute-list 1 in - | .

15 neighbor 144.228.96.13 route-map SPRINT-LOCAL-PREF in

route-map SPRINT-ASPATH-PREPEND permit 10
match as-path 10 . IS T
set as-path prepend <Filled in by fourth step 191> '

route-map SPRINT-LOCAL-PREF permit 10
match as-path <Filled in by third step 190>
set local-pref <Filled in by first step 188>

25 route-map SPRINT-LOCAL-PREF permit 20
match as-path 1
set local-pref <Filled in by first step 188>

MCI
30 router bgp 6993
neighbor 204.70.233.5 remote-as 3561
neighbor 204.70.233.5 distribute-list 1 out

neighbor 204.70.233.5 route-map MCI-ASPATH-PREPEND out
neighbor 204.70.233.5 distribute-list 1 in
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because it is different fromany other circuit that customer has connected
to the P-NAP. The "S" in Border 2S, Border 4S, Border 3S and Border 6S
stands for "serial" because it is called a serial type connection. It wll
be under stwodsndset t he net work managenent servers 144, 1RET/USPSIPAS2f | r st
rack 17 101 shown in Fig. 3 are conndtted to one of the dedicated LANs

153 (descri bed previ Iy, .n_connegt, j 1 gs. 5 & 6). There are no
cust oner ser °5:5P§'§§@ 3‘?6"'1"5'["?"3@8?@9&@8%&?%3. P- NAP resi dent
software for execution of various processes in accordance with the

invention is disposed in the network managenent servers 144, 145. 5
This software, known as ASsimlator, inplenents portions of a heuristic

TCP/ | P 10Ut goii@ i MEPASPATHPREPENDS gérnitd ch ensures that traffic between
an entity connected to the P-NAP and another entity connected (either

direcfly or mphrasathd0 t o a P-NAP Provider, only traverses the P-NAP
connection t Qedt &l@{’ B OF#ide in by fourtBStehi 198< previously, this.is known as
get“ﬁgm@eca ege bot h tnheff?oorvva%g

symetric routin and reverse traffic paths follow
10 the sane route through providers. Should the P-NAP connection to

t he P-NAP Pg%é_ggﬁyﬂ&gﬁgm@w B‘gﬁﬂd able or should the other entity not
0 a P- rovider,

be connecte e route nmanagenent control process of
t he i nvent i omatchussematht kFilledzin fby ahird step 490>

10 - set local-pref <Filled in by first step 188>

route-map MCI-LOCAL-PREF permit 20
match as-path 1
set local-pref <Filled in by first step 188>
15
ANS
router bgp 6993
neighbor 199.221.63.89 remote-as 1331
neighbor 199.221.63.89 version 4
20 neighbor 199.221.63.89 distribute-list 1 out S .
neighbor 199.221.63.89 route-map ANS-ASPATH-PREPEND out
neighbor 199.221.63.89 distribute-list 1 in
neighbor 199.221.63.89 route-map ANS-LOCAL-PREF in

25 route-map ANS-ASPATH-PREPEND permit 10
match as-path 10 '
set as-path prepend <Filled in by fourth step 191>

route-map ANS-LOCAL-PREF permit 10
30 match as-path <Filled in by third step 190>
set local-pref <Filled in by first step 188>

route-map ANS-LOCAL-PREF permit 20
match as-path 1

T
SUBSTITUTE SHEET (RULE 26)



symmetrically across one of the P-NAP Providers currently configured as
primary "default”. Wth the redundancy that is built into the P-NAP, the
current "default" may 15 change to other P-NAP Providers based on the
avai | abi lyybh¥opleet Ne current 'default” Provider. ASsim | gé9fsespiEs i ses three
maj or aspects: 1) determnation of roudd ng policy configuration; 2)

sof tware whi ch devel ops._and automatically maintains routing databases; and
3) worki ng ﬁ‘ﬂ%aﬂmg@md’ﬂr@s‘t*%@s% heir BGP4 LOCAL PREF attribute to
prefer 20 access to the P-NAP via their |ocal connection to the P-NAP
rat her than via another P-NAP Provider (through the Public NAPs). LOCALPREF
is a BGP attribute which gives the |ocal Autononmous System (AS) control
over prefe e of packet routing. This LOCALPREF attribute is attached to
rout es thr%% the AS's router configurations. By definition, a higher
LOCAS PREF rostendbgp $99bre preferred than a | ower LOCAL PREF 25 - -  val ue.

The functiop,, lbggb J determ ne a preference ordering of
P- NAP Provi geelgébo?gaﬁ'gg%ge ﬁlm#ﬁkess“%@f ault' case discussed above.
Det er mi nat i neighbee @66.250.249.9welsiondi ch P- NAP Provider will act as the
"primary" def.aylt i A1) act as."secondary" default, which will act as
the "terti awgtﬁ?é?g%&m gﬁ“g’ﬁ{efllf‘? L% P NAP 30 Provi ders. Once this
det er m nat i aeightsor 1296.250.245:9 rdtsmap ABIS/ASPATH-BREPENDbube used to create
base_router confiqurations ich rk with other processes in ensuring that
traﬁpi c bet m&w%@%%%@%‘eﬁﬁtw not connected to a P-NAP Provi der
or an entit Yeighbor 206.250.249.9 route-map AGIS-LOCAL-PREF in

route-map AGIS-ASPATH-PREPEND permit 10

match as-path 10

set as-path prepend <Filled in by fourth stesp 191>

15
route-map AGIS-LOCAL-PREF permit 10
match as-path <Filled in by third step 190> R
set local-pref <Filled in by first step 188> _ . T

20 route-map AGIS-LOCAL-PREF permit 20
match as-path 1
set local-pref <Filled in by first step 188>

Netcom

25 router bgp 6993

neighbor 206.215.28.1 remote-as 2551

neighbor 206.215.28.1 version 4

neighbor 206.215.28.1 distribute-list 1 out

neighbor 206.215.28.1 route-map NETCOM-ASPATH-PREPEND out
30 neighbor 206.215.28.1 distribute-list 1 in

neighbor 206.215.28.1 route-map NETCOM-LOCAL-PREF in

route-map NETCOM-ASPATH-PREPEND permit 10
match as-path 10
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connected to a P-NAP Provider where the provider circuit is currently
unavailable, is routed symmetrically across the current 'default" Provider.
Aspect nunber 1 is also needed to route symretrically to destinations
attached twopar4g07t han one P-NAP. The function of aspect raEmsIsndsi s to
create and maintain databases of Autondfous System numbers (AS nunbers,
used in BGP4 to di,stinaui sh..one routi ent from anot her) associ at ed
with each PSRIASBBFLRITRREY %gu@gln}ﬁ%gougg%ﬁag@é s of providers which 5

are believed to be currently peering at the Public NAPs. There are two

met hods by which these databases are updated: 1) an ASsim | ator process and
associ ated software; and 2) path verification software known as Routebot.
G ven t hesgosla A MEFCOMLOOALPREF gerniti 1@ net routing table advertised by
each P-NAP Provider, it _is pQssjible tqQ determ ne which of the routes
adverti sed BYAELRsPath &ﬁ%miﬁyéh‘é‘éﬁﬁallngconnect ed to each provider while

10 mai nbefobdipgert 8 Eille® S Bl KRG ¥tepN@g SyMMEL Ii C routing aspect.s, descri bed
in connection wth aspect nunber 1 above. It nust be understood that from

each P-NAP Provider, the P-NAP will receive not only that Provider's

routes, bu SEnPereOMiEST ‘{Sﬁ}’ﬁr roviders (including those other
provi ders té?\g%%% nnect@g‘t]'?% %ﬁgﬁ\ﬁ , %/(\lﬁoth no automated way of
di sti ngui shimasck asepath bvi der' s own routes fromthose of- all other providers.

B T1E e S o ™ e er s ool ron

PSI

router bgp 6993 ,
neighbor 204.6.107.1 remote-as 174

15 neighbor 204.6.107.1 version 4

neighbor 204.6.107.1 distribute-list 1 out
neighbor 204.6.107.1 route-map PSI-LOCAL-PREF in
neighbor 204.6.107.1 distribute-list 1 in . o
neighbor 204.6.107.1 route-map PSI-ASPATH-PREPEND out

20
route-map PSI-ASPATH-PREPEND permit 10
match as-path 10
set as-path prepend <Filled in by fourth step 191>
25 route-map PSI-LOCAL-PREF permit 10

match as-path <Filled in by third step 190>
set local-pref <Filled in by first step 188>

route-map PSI-LOCAL-PREF permit 20
30 match as-path 1
set local-pref <Filled in by first step 188>

It will be seen that for each P-NAP Provider base configuration there are the following
statements:

H
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aspect nmber 2 is the basis for controlling the routing fromthe P-NAP to
a P-NAP Provi der over the P-NAP Provider connection for only those
destinations within the P-NAP Provider's network. Determ ning which
providers @ne ,&%@p ng at the Public NAPs is where the hepél/gdosfsedd

t echni ques of Simlator are enployed. 3¢roma BGP4 routing perspective,
there is no way to tell the difference between an entity peering with a
provi der ov gaeighboARernotd-as:nEhis defines tha rémoge Autpnompous Sysiém of the BrNAPRrovleovi der
directly. Sin | ayer 2 architectures, the NAPs are invisible
froma Iayef %&E@%g‘%g"gg perspective. Thus, a NAP does not appear in
BGP4 routing advertisenents, making peering at a NAP | ook the 25 sane
as direct conngctions Nt Ssi m | as S t f anetltyis
connect ed t%&%‘-ﬁmﬂ% @E’srﬁé&n éfwgﬁuisﬁ%ﬁél?ﬁ?eﬂwgsl’ﬁ&bp veW‘% ‘the NSPs
acrosg the NAPs. This heuristic is based upon the assurrptlon that there are
few, if any, entitigs othgr than_the P- NAP whi e con cted to
nore than tmm 8%5 W%F%S@%%%ﬁﬁi’t ‘Q ities
whi ch are pegEinBOdetiuld #oaeNOBD. 01> #PINAFOPoYideT ee o T ewer 30

providers. ASsimlator provides a technique to manually update the

dat abases to cover cases such as th| s which are found to exist. The

function of t ANAT | I S
nepa LocaL PR UHERREIS 16 ThisRRal AklieF naliBe PUOAD Uit dobrestibe e °.

over 1&s codntemet dﬁfammmﬁdoﬂ&mm@ eProwderover P- NAP routes received
from other providers over peering

peighbor...route-map <Provider>-LOCAL-PREF in: This statement refers to the set of

statements later beginning with "route-map <Provider>-LOCAL-PREF permit 10".

These later statements define the LOCAL_PREF values to apply to routes from this P-NAP
15 Provider.

neighbor. ..route-map <Provider >-ASPATH-PREPEND out: This statement refers to the

set of statements later beginning with "route-map < Provider> -ASPATH-PREPEND

permit 10". These later statements define the AS additions which will be applied to routes
20 sent to this P-NAP Provider.

route-map < Provider>-LOCAL-PREF permit 10: This piece of the route-map (permit
10 as opposed to permit 20) attaches the appropriate local preference (from the table above)
to routes which are found to be directly connected to the current provider. The "set local-

25 pref" value is filled in at the time the base router configuration is created from the
LOCAL_PREF(1) column in the table above. The "match as-path” attribute is filled in
during the third step 190. This "match"” clause takes all of the "deny" AS numbers for
this provider and when applied to routes, any route not matching any "deny" statement will
get assigned this local preference. As described above, in terms of the present invention,

30 any route not matching any "deny" statement for this provider will be those directly
connected routes of the current provider. |

route-map < Provider>-LOCAL-PREF permit 20: This piece of the route-map attaches
the appropriate local preference (from the table above) to all routes which fail the previous
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19 agreenments at the NAPs. This is the basis for controlling the routing
from networks connected to the P-NAP Provider back to the P-NAP over the
P- NAP Provi der connection. Referring nowto Fig. 10, there is shown a
sinplifiedVQ&WWMHti c representation of dﬁ routing di agranfOVUSRASEE NAP' S
relationship to the global Internet indrcating the 5 I nt erconnecti ons

of various piQulor ik fdiietfap. TGk &, iafl roReyihidh WelAReniddln the prePohCrd¥Rfndf0 and

six admnistrative routing entities 161-166. Four of the entities, 161
162, 164 arfd allcontes ehiskyos ngtulieett coanestadde thepurrentiprevider NKhis ivagcomplished

therefore npyadyGohdde eifils @E tp_?e'irid%‘s!}‘&ﬁe 'xaﬂag"cieﬂﬁragpli@foi %%&%nﬁé coul d

be NSPs, |SPs, “or a corporafion with a very~|arge netwo se W T be
referred t docab-prefistvalugtis filledsin arthe time thehagp mouter corifiguration 25 creged from3hel 0

are |gabel eg@%@ﬁ#‘f@;@%ﬁ%ﬁgmm%&%&g their position in the chain of

"defaul t" primary, secondary, tertiary, etc. In Fig. 10
it is shown that the circuit between the P-NAP 100 and Provider 164 is
currently unavail ablg. T ST FaF=Y = .

Three of t HEHEIRP~F O BB o R & oo Fi= 121V . A51- 'ggl@i)(s 5%?%&9%8{] gf’l![ ?'[]y
166. The f cippropriaccintimber cEPINAPGS nuikbérsao éachGbuta serittd 4 paticud ipravidet 6The onnect
ilﬁvent [ oﬁl ;'gg{ ilé%/p O&E@pﬁm&ﬁé g Of '6‘;;2‘?“‘5# SIEITAHI: OPT%&%Q%S%E%BHH of
any [y ovi degiatéier? s@p6oRpply this F810¢ eNalk poiles Ihatéhingdthl 295 PATH Sdibfibed by the
mumber 10. All other routes are implicitly denied. In the case of the P-NAP, "as-path 10"
is the list of all P-NAP and P-NAP customer AS numbers. Thus, the route map solves two
requirements in one: (1) It only ailows routes of the P-NAP or P-NAP customers to be
advertised to the Provider; and (2) it attaches the appropriate number of additional ASes
15 to each of those routes.

A third step 190 in the flow chart of Fig. 11 is responsible for creating the "deny" list
of AS numbers for each provider, turning that list into the appropriate router configuration
commands adding the commands to the base router configuration and filling in the base

20 configurations with the AS list pointer value (noted as <filled in by third step 190>
above).

Given that the "deny" list of AS numbers for each provider is made up of the union of
all Provider AS numbers and the Exception AS numbers as described above with the
current Provider's AS mumbers removed, the resulting list for UUNet might be:

25 1239 1785 1790 1791 1792 1793 1794 1795 400 4001 4002 4003 4004 4005 6174
6175 6176 6177 1800 1789 1784 6449 6637 3650 3651 3652 3972 3973 4950 4951
6153 6154 6242 3447 7882 4000 4999 6367 1801 5778 7308
3561 4286 4281 4282 4283 4284 4285 4286 4287 4288 4289 4290 4291 4292 4293
4294 4295 4296 4297 4298 145 3378

30 -1673 1321 1326 1327 1328 1329 1330 1331 1332 1333 1334 1662 1671 1322 1323
1660 1335 1667 1670 1672 1674 1675 1683 1686 1687 1694 1324 1325 1665 1677
174 1280 2554 8013
4200 4993
2551 6996
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NAPs such as NAP 160 whenever possible. Specifically, in a first case, the
P- NAP 100 creates configuration files which when applied to the core
routers 105, 106 and 116 (see 20 Figs. 3 and 4) use the BGP4 LOCAL
PREF attriygbéndosy cause the P-NAP 100 to route to the P-gidtisbfdsder’ s
custoners over that provider's network.36This is illustrated in Fig. 10 by a
source A 167 which is a custoner of the P-NAP 100 wanting to exchange

packet s w t2685 103di 56816425761 4188 603 286 6192292 387 304dr4086 P- NAP Provi der

161. The fo%r O:?Qﬁf&et goes via a first routing path 170 directly to the
Provider 161 and directly to 25 destination Bl 168. At the P-NAP 100,
when the connection to Provider 161 was created, the | ocal preference of

Provi der 161 vwas set. far causi r Qvi der : fer.direct routing to
the P-NAP 100%5?%%‘2‘?“% ferly ?*%ﬁkgﬁagmﬁféﬂ%%%ﬁ*ﬁ %’%ﬁ%ﬁ‘&ﬁ?emp 160. Thus,
when $he deiptasipath avoesBlist1303deapnt3ot he return packet to the source A 167,

the return packet travel v%at first routing path 170" from destination
Bl 168 and BrSPARACCTE ISR €Y 1y R0 to the P-NAP 100 and to the source

A 167. | n ajpsdGaihtacoessdist 200deny- MAG 100 creates configuration files which
use | ocal preferences and varggl'n_?9 AS path lengths of routes advertised to
each P-NAP Prasvatheccess-listopl deng b9 he "defaul t" P-NAP Provider's network to

custoners nptasGRNREeiEHst D sy PyAP Provider. This is illustrated in Fig.
10 by the source A 167 which 1§ a Tustoner of the P-NAP 100

ip as-path access-list 20 deny _1793_
ip as-path access-list 20 deny _1794
ip as-path access-list 20 deny _1795_
ip as-path access-list 20 deny _4000_
ip as-path access-list 20 deny _4001_

15 ip as-path access-list 20 deny _4002_
ip as-path access-list 20 deny _4003 _
ip as-path access-list 20 deny 4004 | e
ip as-path access-list 20 deny _4005_ B
ip as-path access-list 20 deny _6174_

20 ip as-path access-list 20 deny _6175_
ip as-path access-list 20 deny 6176 _
ip as-path access-list 20 deny _6177_
ip as-path access-list 20 deny _1800_
ip as-path access-list 20 deny _1789_

25 ip as-path access-list 20 deny _1784
ip as-path access-list 20 deny _6449_
ip as-path access-list 20 deny _6637_
ip as-path access-list 20 deny _1238_
ip as-path access-list 20 deny _1801_

30 ip as-path access-list 20 deny _3447
ip as-path access-list 20 deny _3650_
ip as-path access-list 20 deny _3651_
ip as-path access-list 20 deny _3652_
ip as-path access-list 20 deny _3972_

SUBSTITUTE SHEET (RULE 26)



20 wanting to exchange packets with a destination B2 171 which is a
custoner of the entity 163 which is not connected to the P-NAP 100
directly. Provider 162 is pre-selected by the P-NAP 100 as being the
current " ¥PaN4PO7 because it is listed as "primary" and PeT/USHsasesz ent |y
avai |l able. The forward packet goes via3 second routing path 172 via

Provi der C P 160 and the entity 163 to the
destinati onpgﬁpi"@%gceﬁgeﬁﬁ 26[88{1*1 3%

cause the rodtes back to the P-NAP that entity 163
recei ves fripas-pathuacabes-list@0 deny ed950e shortest AS path |ength (Provider 162

Is the prinar faul t her re has the shortest AS path length of all
P- NAP Pr OV|'%5¥33% af‘f??""%?ﬁ ‘g;g-t- travel s- via the symetric:second '

routi ng patipasgith av¢ess-hheomﬁyt499963 the public NAP 160 and Provider 162°
to the P-NAP 100 andﬂq S rceA167 I'n a third case, the P-NAP 100 .
creates cor? Pﬁﬂ?tﬁtaf’??ﬁs t20deqpi 2H8use | ocal - preferences. and vacyi.ng AS. pat h

| engt hs tolpqybﬁhta@cegyﬁgtqmﬁyvmtsb connections to nore than one pI’OVI der in
common with the P-NAP 100 over "t he“custoner'ss P-NAP Priovi der which is

hi ghest i n 1P A&P¥h dasesylist 20<ienY 8154p- NAP Provi ders. This is-illustrated in
Fig. 10 by jhe Qtﬁaccess-h&%rcﬁﬁy 1897 which is a custoner of the P-NAP 100
wanting to excﬁan e packets with a~destination B3 173 ‘which i s a custoner
of the ent |1P?S-mﬁha%%h8t|2§ d@mhn@éﬂgd to P-NAP Providers 161, 164.and 165.

Becaggse Pr in the "default' or der (secondary)
3 el Al i 2Rl 00T -

anong the conmon OV|ders 161, 164 and 165, i s selected as
t he synmet npas-pathhcaebsahstmcdeuy s730i8|| follow The forward packet., goes via a

third routiyge path access-list 20 deny 7882
ip as-path access-list 20 deny _1660_
ip as-path access-list 20 deny _1665_
15 ip as-path access-list 20 deny _1667_
ip as-path access-list 20 deny _1670_
ip as-path access-list 20 deny _1672_
ip as-path access-list 20 deny _1674_
ip as-path access-list 20 deny _1675_
20 ip as-path access-list 20 deny _1677_
ip as-path access-list 20 deny _1683 _
ip as-path access-list 20 deny _1686_
ip as-path access-list 20 deny _1687_
ip as-path access-list 20 deny _1693 _
25 ip as-path access-list 20 deriy _1694_
ip as-path access-list 20 deny _1681_
ip as-path access-list 20 deny _1673_
ip as-path access-list 20 deny _1321_
ip as-path access-list 20 deny _1326_
30 ip as-path access-list 20 deny _1327_
ip as-path access-list 20 deny _1328 _
ip as-path access-list 20 deny _1329 _
ip as-path access-list 20 deny _1330_
ip as-path access-list 20 deny _1331_
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20 path 174 via Provider 165 directly to entity 166 and to destination
B3 173. Because routes back to the P-NAP 100 that entity 166 receives from
Provi der 165 have the shortest AS path length of the three Providers 161,

164 and 1 ich entity 166 is connected (Provider ' ondary
%9914 zdsﬁsn?gsg
’ y ’

"defaul t" us“of all P-NAP Providersggin comon with entit Provi der
165 has the second shortest AS path length), the return packet travels via
the 25 ip sgypadeadcess-lish20 denyouB32ng path 174' via the entity 166,  Provider .
165 and the P-NAP 100 bai(t to ig#gce A 167. In a fourth case, the P-NAP 100
creates cofft PYRAMAGCEH 1 FLdeNnildPuse | ocal preferences and varying AS path

| engt hs t Ojpadisaeh hdeessHisD\P dédy0 183 route to custorers of P-NAP Providers
over the current "default" P-NAP Provider when the destination Provider 30
connect i onlR #-Ratagsesqrist 4G denys 1862 r ent |y unavail abl e. Unavailable in this

case smeans i Rendeh hécistlisP 90 agugt ijggg r el ati onshi p between the P-NAP 100 and
the P-NAP Provider has failed.”"This is illustrated in Fig. 10 by the source

A 167 and 3 eupatiypesessdist Phdeny. NAR2 100 wanting to exchange packets with a
connect i on et bl ecibEl20 S, 38 TUEL Rp Provi der 164 1s 21 currently
unavai | abl dp ad-path hécesselist 80 deénycd324 t here is no direct connection.at this
time ip as-path access-list 20 deny _1325_ -
10 ip as-path access-list 20 deny _1335_
ip as-path access-list 20 deny _4200_
ip as-path access-list 20 deny 4993 _
ip as-path access-list 20 deny _2551_
ip as-path access-list 20 deny _6996_
15 ip as-path access-list 20 deny _3561_
ip as-path access-list 20 deny _4286_
ip as-path access-list 20 deny 4281 _ ' _ e
ip as-path access-list 20 deny 4282 R
ip as-path access-list 20 deny 4283 _ ' '
20 ip as-path access-list 20 deny _4284
ip as-path access-list 20 deny _4285_
ip as-path access-list 20 deny _4286_
ip as-path access-list 20 deny _4287_
ip as-path access-list 20 deny _4288
25 ip as-path access-list 20 deny _4289
ip as-path access-list 20 deny _4290_
ip as-path access-list 20 deny _4291 _
ip as-path access-list 20 deny _4292
ip as-path access-list 20 deny _4293_
30. . ip as-path access-list 20 deny _4294 _
ip as-path access-list 20 deny _4295_
ip as-path access-list 20 deny _4296_
ip as-path access-list 20 deny _4297 _
ip as-path access-list 20 deny 4298
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bet ween the P-NAP 100 and P-NAP Provider 164, this case degenerates to the
second case descri bed above. Provider 162 is pre-selected by the P-NAP 100
as being the current "default" because it is listed as "primary" and it is
currently e9y¥ia7e. The forward packet 5 goes Vi a RETYERIS845% out i ng

path 176 via Provider 162, the public NAP 160 and the P-NAP Provider 164 to

the desti natbgpggﬁ#{?if)hgr Y gglhf’ P routes currently received by P- NAP

Provi der 164 62 over the public NAP 160 have the
short est ASIpas-bamangashh(tmomenyieBS‘ZBGZ is the primary default and therefore

has t he shor.t est n all P-NAP Providers), the return packet
travel s via ’Pﬁépg@rﬁ?g Pﬁtﬁ%ﬂ' hﬁ 4uting 10 path 176' via Provider
164, the pulipias-phtARcddssH-listnd d%m;avuw 162 to the P-NAP 100 and the source A

167. The second andfou se Eve are the only two cases where traffic
must t¥ aver d8 FRath ;ﬁ&'ﬁ?sﬁ °f the nore P-NAP Providers, the |ess

often the pqplag.gamsg\qlgtlzd&ﬁy 2554be traversed. 15 _ As may be seen
fromthe foregoin |n accor danCe with the principles of the present

i nvention, tR&sPA (ROHeRY n80%3ad for routing packets symetrically
anong a P- Nﬁﬁal?%%@es@ﬁxsﬂﬁ)a&én y{ ¥95g>- NAP Provi ders connected to the P-NAP

100. For the outgoln acket, Tt may be seen that the P-NAP 100 creates
routing conflpgiﬂ'rpaﬂll@ﬁesﬁllﬁte@ WIWQ_BG en applied . to routers, use |ocal

pref eygnces | gc%s@ s&ésg?mpdwquo o route to the P-NAP 20 Provider's

custoners ov a prow metwor k. Furthernore, these same router
conhguraﬂapdmplaﬂmccm-émtilﬂ*n&n? BPH4 100 to route over a pre-selected

UL pr'OVI p%{h access-list 20 deny _568
ip as-path access-list 20 deny _6456_
ip as-path access-list 20 deny _5761_
15 ip as-path access-list 20 deny _4136_
ip as-path access-list 20 deny 6113 _
ip as-path access-list 20 deny _286_
ip as-path access-list 20 deny _6172_
ip as-path access-list 20 deny _293 _
20 ip as-path access-list 20 deny _297 . ' : - ey
ip as-path access-list 20 deny _2041_
ip as-path access-list 20 deny _4006_
ip as-path access-list 20 deny 1740 _
ip as-path access-list 20 deny _3703_
25 ip as-path access-list 20 deny 2828

The resulting "match as-path” statement in "route-map UUNET-LOCAL-PREF permit
10" would get the value 20 because the list above is numbered "20". Thus the statement
would look like "match as-path 20", .

30 A fourth step 191 in the flow chart of Fig. 11 is responsible for taking the number of
AS path additions for each provider and filling in the "as-path prepend” statement of the
<Provider > -ASPATH-PREPEND route-map. The "as-path prepend” statement expects
any number of the current Autonomous System's AS numbers as arguments. Thus, UUNet
does not have an ASPATH-PREPEND route map because its number of AS additions is

(
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network to custoners not directly connected to a P-NAP Provider or to
custoner's of a P- NAP Provider when the P-NAP's connection to the Provider
is currently down. For returning inconm ng packets of custonmers of P-NAP
Provi ders P process sets the 25 P- NAP Proch%{ cal
preferencevgét}9214§c€ﬁnectlon setup, to prgefer direct routin oél{énge}' P-

100. For returning incom ng packets of all other destinations, the P- NAP
100 uses diz’efcerAmgdk@ tp shetexhmppig 0HAS tnombercidditibng gieed%bWSPrim\M/mmasc ¢r® cause
the return t nt rovider as that which is
chosen as tﬂ%ghjéﬁr(r)%ln agguﬁ?’fe%%?dovs:& éﬁe%gg'ﬂgcla%?ﬁkged above. The net hod of
the present invention includes the steps of 30 appl ying the
conflguratlon iles tdoq?garouter, causing the router to obtain routes from
each P-NAP P causing the router to apply the configuration
filessto the routes received. Referring nowto Fig. 11, there is shown a

fl ow chart hod, ste to ac symmetric P-NAP routing in an
| nt er net sy‘é’ﬂ%ﬁ]%géﬁcﬁqﬂ% ?ﬁ%ﬁ gﬁ ct 22 will be understood

t hat each provider contains networks, and that each network contains
destinati ons, typ| cal | y conputers. Routers connect networks to one anot her

and connect prUsinedhe ASpah addition isiusedescribed prryiqusly; the remaining Browidapasdathy ny
number of ngEuog ‘%&té%énky Will look Iike the following:
10

MCI: as-path prepend 6993 6993 6993

ANS: as-path prepend 6993 6993 6993 6993

AGIS: as-path prepend 6993 6993 6993 6993 6993

Netcom: as-path prepend 6993 6993 6993 6993 6993 6993
15 PSI: as-path prepend 6993 6993 6993 6993 6993 6993 6993

A fifth step 192 in the flow chart of Fig. 11 is the step of setting a P-NAP Provider's
LOCAL_PREF value. This step 192 occurs at connection turn up time and-involves
informing the P-NAP Provider, by telephone or E-mail, that arrangements should be made

20 to set their BGP4 LOCAL _PREF for the P-NAP connection to a value which is higher than .~
their LOCAL_PREF for routes received at the NAPs. Once this LOCAL_PREF is set, it
is left alone for the duration of time that the provider is attached to the P-NAP.

A sixth step 193 in the flow chart of Fig. 11 is that of applying each provider specific

router configuration to the router connecting the provider. What this step 193 entails is

25 applying the router configuration files that were created in the four preceding steps 188,
189, 190, 191 to routers that connect to each P-NAP Provider. In the preferred -
embodiment disclosed herein, the ASsimilator algorithm 180 which resides in the network
management shelves 144, 145 (shown in Fig. 3) creates router configuration files by
following the four steps 188, 189, 190, 191 shown in Fig. 11, and the created router

30 configuration files are applied to the core routers 105 , 106, 116 (shown in Figs. 3 and 4)
as indicated in the sixth step 193 (Fig. 11).

A seventh step 194 in the flow chart of Fig. 11 is that of causing the router to obtain
full routes from the provider. This is done via BGP4 at the time the router configurations
are loaded into the core routers 105, 106, 116 and the BGP4 protocol negotiation is

H
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a provider is described by a routing termknown as Autononous System or
AS. An 5 Aut ononmous System may be as snmall as a single |ocal area
network or as large as many | ong haul networks. Each AS has a uni que AS
nunber thatVoOP@M498% to identify it and each provi der has PCI/USPMSEE2St i nCt
set of AS nunbers. There is never a cast where two different provi ders use

t he sane A r VENAEY I l.ped the entities in Fig. 10 as
NSPs, provi%gglpigégnb(ft‘g%ﬁg%af ent %{#%{EPYWW H‘E%DW al so refer to those sane
entities as 1@n eighth step 195 ini the Slowfchantof Figraiilsis Sas becamsing the o6} to ApplyBEGP4

ting, ' .es.to _destinatigns..on the Internet with what
o knoan 2 S NAP Bt ol aRake i B oy, BI cbajottirs g8 Redretemahon
route. An Ammbodinient,shis Iiuac]}qnatﬁroﬁh thel reuierBoifigy R Qsasm_t niaAdd which Wfﬁd&%mt ] :
d [ t, t e int a ich it is originate 0 e
So?/ﬁist gfeﬁﬁér%%ﬁfﬁ%@sagge@? %mai“ P2ceived. In nost cases this can
be equated t oFigha2sireflg@tdhaf ixliccordanc@&ﬁﬂﬁﬁwgﬁi&%lc(&j%%é gfﬁdtqwaﬁ&&fi at
an

the point the route advertisement was received al estined for the point
at whi ch t RAiFeRe e Rl sz BHelvedia the Pagh VariBento prpcess 154 (e tDerRatly et y
shows the Agsifititioni®iccBmpiRed byt isciwics apatichti mfééﬁ’ he g ator
process shouldl ngt lbe cogﬁse. V\A's:th thgpﬁsstllénqlfl{g?@rag gotF?éEhmR@g{k%e
Assi mi | at ord saftyarei programaigit isgesideat isrthematyorkimpmagenient shelyes bid, 145 Rstéboi | at or

Lo, THpulue of o Skl i U RSy s ing Ukl Ef 02
responsi bl dofhoshowatin Fisrilt i cation application 184. ASsinilator handles the
L o0 B R bl e LRSS e B e
Fig. 12. The process starts at the terminal 200 labéled "Begin". A box 201 shows the first
step labeled "Find a traceroute server within each of the P-NAP Provider networks."

15 Referring back to Fig. 2, the P-NAP 100 of the preferred embodiment has seven providers, - -
namely Sprint, MCI, UUNet, Netcom, PSI, AGIS and ANS. Itis necessary to find, within
each of these providers, a server supporting traceroute that allows outside entities to use
it to determine paths from it to other destinations within the Internet. Today, a good source
for locations of public traceroute servers can be found at http://www.boardwatch.com/

20 isp/trace.htm. Once an acceptable traceroute server has been located within each P-NAP
Provider, that server's address is configured into the Routebot software. The remainder
of the steps described in Fig. 12 are the algorithm used by Routebot to update the
Exception AS Data database 182. :

The next step in the series of steps in Fig. 12 is indicated by a box 202 labeled "For

25 each Provider". Box 202 indicates that the path verification process will occur for each of
the Providers shown in Fig. 2 and listed above. Within the remainder of this process, the
term "Provider” is used to indicate the current Provider. The next step in the series of
steps is indicated by a box 203 which is labeled "prtraceroute to Provider traceroute
server”. The box 203 thus indicates that the command "prtraceroute” is invoked from the

30 server Network Mgmt-1 144 (Fig. 3) to the current Provider traceroute server. It will be
understood that "priraceroute” is an enhanced version of the "traceroute” application which
appends AS numbers to each hop. In the preferred embodiment, such a command used to

trace to the current Sprint traceroute server would return the following output:
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fed into its Provider AS Data database 181, verifies that the data is still
valid and runs its 25 algorithmto determne if any additional data
shoul d be added to the Provider AS Data database 181. The Provider AS Data
dat abase h§é ob/psegy Mappi Nng of P-NAP Providers to Provider &%%gmg{s whi ch
I's located on network managenent server4344 of Fig. 3. T%IS at abase may
| ook sonmething |ike the follow ng: 30 Sprint: 1239 1785 1790 1791 1792
1793 1794 1795 400 4004349532 bevlsslagdaondod . sea. PANAR 730625561981607 FHO0 1789

4000 4999 6367 180F 5798 7308 R LA H N80 1 0SB0, T, 4200

4286 4287 4288 428F 429812890 sl-saadpHI0Q-T34p8ntlinR a5 424622R206/13129971145 3378 S

UUNet: 701 705 702 4/04 1321 1326 1327 9 1330 1331
1332 1333 1334 16624 16?§%2§1‘§§%§3§8 1660 131!%4?:%%%670 672 1674
1675 3683 1686 1687 1698118244423%.815865 1677 PS|:  144.232.8.53 M

6  AS1239 sl-fw-11-F0/0.sprintlink.net 144.228.30.11 M
7  AS1239 sl-igsi-2-SO-T1.sprintlink.net 144.228.131.46 [0
8  AS1239 develop.iglobal.net 207.43.170.13 m
10 The first column is the hop number; the second column is the AS number of the current

hop; the third column is the IP address or domain name (if available) of the current hop;
the fifth column is the IP address of the current hop; and the sixth column is an
administrative flag which is not used for the purposes of this invention. This output defines
the path a packet takes from the P-NAP to the traceroute server located within Sprint. The

15 AS path of this output would be "6993 6993 1239 1239 1790 1239 1239 1239".

The next step is indicated by a box 204 labeled "Determine if more than one P-NAP
Provider is represented in the AS path".. Box 204 thus is seen to make a ‘comparison
between the AS path returned by the traceroute and the Provider AS Data database 181.
The purpose of this step is to determine if there is more than one P-NAP Provider

20 represented in the AS path. In the example above, 6993 is the P-NAP, 1239 is Sprint and
1790 is Sprint. Thus, when tracing from the P-NAP to a destination on Sprint, this
example only traverses Sprint. The step of box 204 goes to a decision block 205. The
decision block 205 asks a question "More than 1 P-NAP Provider in AS path?" If no (as
with the example above), then the method sequence moves on to box 206.

25 The step of box 206 is identified as "Use Provider traceroute server to traceroute back
to the P-NAP and run through prtraceroute”. Referring back to the step of box 203, in that
step, the outgoing path from the P-NAP to the Provider traceroute server was determined.
In the box 206, the reverse path is being determined and will list the path from the
Provider traceroute server back to the P-NAP. Because provider traceroute servers do not,

30 in most cases, run "prtraceroute”, the output of the Provider traceroute server must be run
through "prtraceroute”. An example of the output from the Sprint traceroute server back
to the P-NAP after it has been run through prtraceroute might be as follows:
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174 1280 2554 8013 15 AGd S: 4200 4993 2551 6996 20 Each tine the
ASsimlator is run it also re-creates that portion of the Exception AS Data
dat abase 182 which it previously created. The Exception AS Database 1.82 is
a listingWP%¥H¥¥e AS nunbers which appgar to be origi naPFHYSBHE nore t han
three different P-NAP Providers, and is also | ocated on network nmanagenent

server 144 of Fig.] 3S1A39 desgackiomeligdbal.net  above,aoihizs 705 fthelggeuri stic
mechani sm by which the invention determnes that an entity is nnected to

the public NAPs ard A3232er j shiwwidt3/BTiaprimlink derld4.228434.26 hellExcepti on AS

Data 182 is an approxdpgd i ongek-1Lh96 s I%&ﬂﬁk. i ch fodlagtihe ppblic NAPs.
Thi s dat abase 182 may | ook sonet hilagg ?I e tﬁ% f ol F@%zr%gfsoslo H?

Exceptions: 2685 # 179868 6456 5761 4136 6113 28@4@28238.%203 2@Y 2041 4006

1740 8703 2828 Th I ONGAS B can gy ve a ghuber of
" manugl " entries \%h?%%egée %&ﬁ%ﬁf@@ﬁ%@g?‘ﬁ Veri%ﬁ?g?':aghéeapp cation 184

descri bed bel ow, & AS8123% bysHintennays-1:s0-d13.sprintl 144.228.96.14 [7M
7 AS6993  borderla.fO-fddil.sea.P-NAP  206.253.192.68 [I]
8 AS6993 hercules.internap.com 206.253.194.98 (1]

10 The AS path of this output would be "1239 1239 1239 1790 1239 1239 6993 6993".

The next step is indicated by a box 207 which is labeled "Determine if more than one P-
NAP Provider is represented in the AS path". This step of box 207 is the equivalent of the
step above in box 204 except it is working on the path from the Provider back to the P-
NAP. Following the step of box 207, there is another decision block 208. As in the
15 previous decision block 205, this decision block 208 asks "More than 1 provider in AS
path?”. If yes, this decision block flows to a second decision block 210. This decision
block 210 asks the question "Is Provider connection to P-NAP currently active?”. - If yes,
this method flows to another method step as shown by box 211. If the Provider connection
to the P-NAP were down for some reason when the traceroute was active, the results would
20 be incorrect because we would be routing on redundant P-NAP Providers until the Provider -
connection were activated again. In this case, there is no problem. But, if the Provider
connection to the P-NAP is up and we are at this step, then there is a problem which can
not be solved automatically by the Routebot. Box 211 is labeled "Send e-mail to Network
Operation Center”. Thus, if the path from the P-NAP to the Provider is correct, but the
25 path back from the Provider is incorrect and the Provider connection is currently active,
send E-mail so that a human can diagnose and attend to the problem.
Returning to the first decision block 205, if the decision is yes, it goes to a decision
block 212. Thus, if when running a traceroute from the P-NAP to the Provider, and the
AS path goes through more than one P-NAP Provider, we end up at decision block 212.

30 The output of a prtraceroute with more than one provider may look like the following
fictionalized output:
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24 aut omat ed nmechani sns still do not correctly determne all exception AS
nunbers. A good exanple of this is an AS which is really at a NAP, but from
the ASsimlator heuristic appears to have purchased direct connectivity
fromthr eg{)d\@% sThe ASsim | ator and Path Verification appikssakisen 184
woul d not be able to tell that this AS agas at a NAP. Humans, 5 t hough,
are able to | ook at some indications and know that this AS.is.located at a

NAP. The Path Veriki &869%n agrﬂmleaﬁicmlamwa B-N&Ba as 306:2538364.60 uflat es bot h
the Provider AS a ba i on abgase 182
when it determ neD?t a?é%heéf%g%l ni ;w? heur| fcs f?ﬂs%&%g éuiﬁ
symmetric routing.3 Rasf@bot 9061Hss14i~0é3W28EAé Ach'lﬁiR NET Hawemnsz At h
Verification appligat 18 hr ough of

et acerout on. A trhoott o A2 e RAReCulRE Rk 70" At M
(curr@nt at the tifre ASTOL hell(DHsaI-OﬂW?FFKatAler[N:cketlamﬂm&yommts sour ce
to the destination, T 0 oes etermne t k from

t he destination to tﬁgﬁéﬂrj gfw ﬁ EQ@(?RH“ route us}‘ﬁ}%ﬁ@ estiffati on as
a source back to theAS1938 nai.lgslcms@ma?mhﬂe@tl natlonluszzageyuﬁeqn The
traceroute path co t?:sgg eacheﬂ?tggg ops" or TCP/IP [0 tﬁs whi a
packet nust 15 14 s developdsioBlipet/er i f i cat i on 0ildn t hen,
is able to | ook at the path from source to destlnatlon and back to
determine if the routing is symetr the Path Verification

appl ilat i on 15Uhery Piib famthis quitpuy iy eﬁ99=?’ 58931 ?&lawlﬁ'@lrﬁ?ﬁ%é??‘%méf .d Bgeauseided or
oLl o Ly o SRR A5G SR TRl fo1 e it !
1239 would be found in the Provider AS Data Database 181 as belonging to Sprint, this
AS path crosses more than one P-NAP Provider.
. The decision block 212 asks "Is Provider connection to P-NAP currently active?". If
15 the answer is no, then it is potentially acceptable to have this kind of trace. If the Provider
circuit is currently unavailable, then the P-NAP must route to the destination on the current
"default” provider and the above trace output would be the result. The sequence flows to
decision block 213. This decision block 213 asks "Additional Providers?”. If the answer
is no (all P-NAP Providers have been tested in this run), the sequence stops at a terminal
20 214 Jabeled "End". If the answer to decision block 213 is yes, then the method flows back
to box 202 where the algorithm is run on the next Provider in the list of Providers.
Returning to decision block 20§, if it yields a no, then the method sequence flows to
decision block 213, asking "Additional Providers?”. As above, if the answer is no, the
sequence stops at a terminal 214 labeled "End”. Returning also to decision block 210, if
25 the answer is no, then it flows to the decision block 213.
If the answer to decision block 212 is yes, then the sequence flows to a box 217 labeled
"Begin searching AS path from the destination AS back toward the P-NAP AS (right to
left)". This is the beginning of an inner loop which will operate on each of the AS
numbers in the AS path from right to left. The listing presented above is shown as lines
30 1 to 8, top to bottom. However; the AS path numbers should be visualized in order from
left to right. Thus, using the AS path above (6993 6993 701 701 701 1239 1239 3914),
this loop will begin with the rightmost AS number (3914) and work its way back to the
leftmost AS number (6993). For each AS number from that step, the method step sequence
flows to a box 218 labeled "Determine if the current AS is from a P-NAP Provider".

z
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20 G ven the Provider AS Data database 181 and the Exception AS
Dat a database 182, it is possible to determ ne which route advertisenents
fromeach P-NAP Provider is associated with the provider's custoners. This
I s done bywoakit#sg?t he uni on of the two dat abases 181, 182rarrdsdsasdseach
provi der, renpve that provider's AS nuntfys fromthe uni on and then apply

e ool ouSobt ol 58 ke S AR BY o P e oo
mat chi ng anymaéh isifeundSeith énie of e PR Pioviflet AStnufibérsC Ficr Wk 8@p | @e AReHoAUt €5
det er i he. alSFHGRS, AEWE Jo bIEHEIFDHSE 270 MPBiER does s PalepE tAcs FNABui ng
fictional Prreyvida? At (R ansthet 3086 ihe3quence 16WS\th d€decRioh Blobk 9!4 (iﬂfelea 3
Provider C 45 Also consider the f ol | owing fictional EXception
dat abase: 5 "Additional AS numbers in the path?". If the answer to decision block 224 is yes. then go
back to the step of box 217 and run the previous step on the next AS number, If the
answer to decision block 224 is no, then the method moves to another decision block 225
labeled "Additional Providers?". If the answer to decision block 225 is no, the sequence
stops at a terminal 226 labeled "End". If the answer to decision block 225 is yes, the
10 sequence moves back to box 202 where the algorithm is run for the next provider.
If the answer to decision block 220 is yes, then the sequence flows to a box 221 labeled
"Back-up to the non-Provider AS you just previously checked." Using the above example,
the "yes" answer to decision block 220 would occur after the program processed. *3914"
in the path and had moved on to "1239". Looking up 1239 in the Provider AS Data
15 database 181, it would be found that it was mapped to Sprint. Thus, box 221 tells the
process to back-up to the previous AS number, 3914 in the example case. From box 221,
the method flows to box 222 labeled "Check to see if the AS exists in the Exception AS
database”. Thus, a search of the Exception AS Data dafabase 182 needs to be made to see
if the AS (3914 in this case) exists in that database. The method then flows to a decision
20 block 223 labeled "AS exist in the Exception AS database?”. Here, if the answer is yes,
then the AS number 3914 was incorrectly added to the Exception AS Data database 181
by the Assimilator algorithm 180. The reason for this is that if an AS number exists in the
Exception AS Data database 181, then it is assumed that the AS number is not directly
attached to any P-NAP Provider. In the case where routing occurs as in the above
25 example, it is obvious that the traffic should have gone directly to Sprint, but instead used
the current "default” provider UUNet. Thus, if AS3914 were removed from the Exception
AS database 182, because its routes will be tagged with a 1239 (because they have a Sprint
connection), the routing will see AS3914 as being directly connected to Sprint and route
via Sprint. If the answer to decision block 223 is yes, then the method advances to box
.30 216 where the incorrect AS number is removed from the Exception AS Data database 182.
The method then flows to decision block 213 described previously.
If the answer to decision block 223 is no, then the method flows to a box 215 labeled
"Send e-mail to Network Operations Center. A routing problem exists”. Thus, there is a

problem which must be solved by human intervention. The method flows from box 215

4
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Exceptions 67 As stated above, we take the union of these two databases,
whi ch gives us the follow ng 10 list of AS nunbers: 1234567 Then, we
renove the AS nurrbers of the provider whose routes we are trying to 15

det erm nev pj s case, we renove the AS nunbers of Pr@grARbs/Aes2 €SuUl ting
|nthefoPOW|ngASI|st 34567 2046 Now, given the follow ng
routes advertised to the P-NAP by Provider A and their associ ated AS pat hs:
Rout e RI: t@ dgcisign block3id émnb@zmsmu% Route R3: 1 4 Notice that every.

route from Prgxl ¢9hnd\14 e RRk®Er édrﬁbﬁﬁ@% fiqy EhaRdi \dB@fidd Rerfe 3! S Lhe

| eft-nmost AS nunber, the origin is rlght nost AS nunber) wth one of
Provi der Ahe ASsimilatep algorithm mﬂﬂf@g i11).t Refeming\nogcto g 13athe a#ammefestep?hl sis .

A8 nunber it QTR abeted "o ADfe don daT b rRBad Bl Xs PRASTC °
t hatSprovi iliélcat'esﬂlaﬁnsestbp i thgmethed .cThis slep taktealhefithe Provider/AS adappingsframal | of
the routes t Fovide 5\% ﬂ“at;[ &atatbgs?e 1%"1%&9 é%ntg lljnr?ﬁl%rry The next step is indicated
by a box 232 labeled "For each AS in the list associated with each Provider”. This step
marks the beginning of a double loop, the first of which traverses each provider in the
Provider AS Data database 181 and the second which traverses all of the AS numbers
10 currently associated with each provider. The next step is indicated by a box 233 labeled
"Use whois to lookup AS information”. For the current AS number within the current
Provider, an Internet directory lookup service, “whois”, is used to get information. As
defined in Request For Comment (RFC) 954, the “whois” service allows a client on one
machine to obtain information on a remote system. When doing a "whois" for AS

15 information, the remote system name is rs.internic.net, a server managed by an entity
known as the InterNIC, the Internet Network Information Center. Following the step of
box 233, the method flows to a decision block 234 labeled "Does AS information
correspond to Provider?”. A "whois" query will return information such as the following:

20 Sprint (ASN-ICM-INRIA)
Government Systems Division
13221 Woodland Park Road
Herndon, VA 22071

25 Autonomous System Name: SprintLink
Autonomous System Number: 1239

Coordinator:
Goel, Vab (VAB-US) vgoel@SPRINT.NET
30 703-689-6249
Alternate Contact:

Sprint Network Info. & Support Center (SPRINT-NOC) noc@sprintlink.net
(800) 669-8303
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Now, apply the resulting AS |ist to each of the routes in such a way that a
route i s not considered to be part of Provider Aif it contains an AS
nunber which is in the resulting 26 AS list. This is known as 'denying"
the rout eV MM out es not denied are cgpsidered to be cESTEHFHSBr the
provider. Thus, Route Rl is denied because its AS path contains "6" which
i's in the regRdtdri Nt HfddddSén 20:_MMar®7R3 i s deni ed because its AS path

contains "4" which is in the resultin list. Route R3 is accepted
because t her PE@P@S%GS‘RB“%%%?@* ‘5; 0‘93@%@% path which match the
resulting AS |ist. There is another algorithmwhich can be applied to
routes fromeach particul ar provi der which uses a different set of

dat abases. | nétegerdsimilaste this for ghe purrsat A4 npmber; isithen Agnprdhior the namg of the
e Pt os RN PRNARO), (6o [UERA proidl e Al MD Rt Mihib 16 185, 00

t he routes mat c I ternate a i st of
t he AS nunisberefops theqanswer togigeisiop black 234 i§ ooy the methodiflowsdo iachax 23S lakefesl

oatabase gl A Mo BB B SRR Y, s g

Because t hewaseprevioustypregisteredt to(thScurmeni Provider cbut igis b tiongen sdregisteved] @o the

CRADG=S, O B Yahbed £%4) s A€ BRI D MRS 4P o TudBSE

al gotd t hm i thed flowo feansities Hedisiorcbibtie236 abéled UAdditional AS numbers to process”. If
the answer to decision block 234 is yes, the method also flows to decision block 236. At -
decision block 236, if there are additional AS numbers for the current Provider and
additional Providers to verify, the answer to the block being yes, then the method flows
back to box 232. If the answer to decision block 236 is no, then the process has just

15 finished the task of verifying that all of the current Provider/AS mappings are still valid.
This algorithm works in such a way that the Provider AS Data database 181 only needs to
be primed with the directly connected AS mumber of each Provider the first time it is run.
Then each time the algorithm is run, the data is first verified, any incorrect data is removed
and then new data is added. _

20 Once the answer to decision block 236 is no, then the method flows to a box 237 . -
labeled "Get & process full routing table dump from each Provider”. This step in the
process goes to each of the core routers 105, 106, and 116 (Fig. 3) and downloads all of
the AS_PATH attributes attached to each route within each router. The list of AS paths

is then sorted by P-NAP Provider and all duplicates removed. The resulting list looks like
25 the following partial list:

1239 1 3749
1239 1 3790
1239 1 3801
30 1239 1 3909 3909
1239 1 4151
1239 1 4355
1239 1 4454
1239 1 4550
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15 Referring back to Fig. 10, the ability to determ ne which routes from
each Provider are those of each Provider's custoners ensures that packets

will flow fromsource A 167 to destination Bl 168 over Bl's Provi der NSP
161. Refemomgesmgain to Fig. 11, there is provided an AS&AdstaRot h
Al gorithm 185 20 whi ch feeds datd8into a Provider AS PATH Prepend

Dat a dat abi }2?64 cated on network nmanagenent server 144 of Fig. 3. The
AS path | e éﬂegn es advertised by the P-NAP to its providers is one of .
t he prot ocep3ef 4red38s04o6tpat i s adjusted in accordance with the principles
of the invention to achieve symmetric P-NAP routing such as that shown in
Fig. 10. Sé@:ﬂ*ﬂ@ﬁ‘f@ﬁoreferri ng back to Fig. 10, AS path nodifications
ensure thafogopltong from 25 destination B2 171 back to source A 167"
flows across the sanme path as that from source A 167 to destination B2 171.
Modi Pi cat i 4239 1 4926he AS path length is a way of increasing and decreasing a
desti nati ORyfg 1 @i g4 OM t he P-NAP t hrough each -of .t he P- NAP

Provi ders. @%ér?%ﬁ???;@?,@%i stance is defined as the nunber of ASes in the
ASPATH of 3239GP4000:3000 5300 6660 $560e5560 5560 556023860, t he destination may see
t he P- NAP ?%&féf?@g a 30 di stance 10 from MCl, a distance 7 from
Sprint and @"d ance 5 from UUNet, selecting to take the path with the

| owest di s123%cE5494UNet in this exanple. If a destination sees all paths

back,to th - s having the sane di stance, then there is no .control.
ove:ﬁo\/\hich?%&ﬁé&’fg traffic will follow. In order to ensure that there is

control ovez3ar 8633 05 ow back to the P-NAP and achieve symetric routing,
it is neceifﬁrflsé& artificially increase the AS

1239 1 5691
1239 1 5691 35
15 1239 1 5723
1239 1 5727 2713 2915 - r - s
1239 1 5727 4631 - e e
1239 1 5727 4742 4742 S e e
12391 6 - R
20 1239 1 6059 |
1239 1 6203

At the current time, there are 9,209 of these paths which will be processed each time
this algorithm is run. This mumber may change on an hourly basis. :
From the step of box 237, the process flows to a box 238 labeled "For each AS PATH
from dump”. Box 237 indicates a loop which will run on each of the AS paths from the
30 routing table dump described above. From the step of box 238, the method flows to box
240 labeled "For each AS within the AS_PATH(L- >R, Forward-Path). Box 240 indicates
that within each AS path, a loop will run on each of the AS mumbers within each path,
moving from left to right in the path. Thus, if a path is "1239 1 6203", the first AS
number processed is "1239" and the last AS number processed is "6203". Note that this
35 is exactly opposite of the way the Path Verification process 184 (Fig. 11) works. Path
Verification process 184 works from right to left in the AS path. From the step of box

25

!
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27 path of routes advertised by the P-NAP to each of its providers in such
a way that the ordering of "default" providers as described above for
traffic to a destination is the same for traffic back to the P-NAP from
that sanme WRE¥HMEt i on. For each P-NAP Provider, this is ®crrusesbdsey
prepend| ng (addi ng di stance) a potentlaf‘ y dlfferent nunber of the P- NAP'

5 t a r

Chat when (he Heobdiches Aol i BRAHIAAR L ke KR Y R4S Palitfr T he”

rout es, thobis is ghe fiest ASowmbeethet hasrbeen poocessad withif ﬂnulrclzui‘rﬁmr&mpm; theh|the Pa;/ﬁ
h h ance.Wwth the principles. o e

| nvent f’éﬁesé‘ﬁ@m%e‘t?’?‘?"é £ block 4T, i be V0 S 3RE. S et A 03 By B4T of

"def aul t" Fabeid IlmkmijSummdbeA& ?ataae@eﬂmbﬂdﬁ?dvcrhﬁﬁmpg %\% AS nl;)Aﬁi}‘ Fﬁé;t t ac’h

L Al fli t .t anti numbers to

PO Toactkt AS g ERy SR S Bt e SR Bhinctted AR mibes of o 6 isch- NAK |

have its ovhomidaﬂserTmE By MARingSipt BﬂﬁﬁtSAS\AimﬁBcrfﬂfSin As pﬁﬂ:tﬁctﬂéﬂrév@de?q!cg es

sent to th rovj The. Provij PATH Prepend Dat a dat abase 186 nay
| ook sonet ?#?PS tlﬁé V& KROW, Y@"’ \9dr@rtisedgthe memte withithig| AS pgthAS

addi tions Sphd sequéx&e e fows dsfaaaédiﬁion block 247 labeled "Additional AS number in
AS_PATH?". Thus, when moving from left to fight across AS numbers in the current path,
10 if there are additional AS numbers to process, the answer to this decision block would be
yes and the sequence moves back to box 240. If there are no additional AS numbers within
the current AS path, then the answer to decision block 247 is no and the sequence moves
to a decision block 248 labeled "Additional AS_PATHs?". If there are additional AS paths
to process from the routing dump, then the answer to decision block 248 is yes and the
15 sequence moves back to box 238.
If the answer to decision block 241 is no, the sequence flows to a box 242 labeled "Use
whois to lookup AS information”. In the same manner that already existing Provider AS
Data database 181 information was verified above, each AS beyond the first in any AS path
is looked up using "whois" and the current provider name (which is found when the first
20 AS in the Provider AS Data database 181 is looked up) is searched for within the returned
record. From this step, the sequence flows to a decision block 243 labeled "Does AS
information correspond to AS_PATH Provider?". If the Provider name is matched within
the resulting “whois” lookup record, then the answer to this decision block 243 is yes and
the sequence goes to a box 244 labeled "Add AS to Provider AS Data for Provider if it
25 doesn't already exist". Thus, if the current Provider is found within the “whois” record
of the current AS number within the current path, then the current AS number is added to
the Provider AS Data database 181 as being part of the current Provider. The sequence
then moves to decision block 247 as described above. If, back to decision block 243, the
current AS number does not correspond to a Provider and the answer to the decision block
30 243 is no, then the sequence moves to a box 246-labeled "Increment a counter specific to
this AS number". The sequence then moves to decision block 248 as described above.
Thus, if the current AS number is not found to belong to a Provider, then processing on
this AS path can stop. The process of the present invention is only concerned with AS
numbers that belong to P-NAP Providers. A counter is kept for this AS number/Provider
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1 AS addition 20 MCl (tertiary default) 3 AS additions ANS (quad default)
25 4 AS additions AGS 5 AS additions 30 Net com 6 AS additions
PSI 7 AS additions Referring again to Fig. 11, a rectangle 187

enconpasses,gonfhi£s Of blocks representing a series of spgpgsdshsaf! ow
chart illustrating the operations necessggy to achieve symmetric routing in
the P-NAP of the present invention. Afirst step 188 is the step of’

det er mi ni ng pairow iniplementithe keyrigtid meohanisin within ASsimilatdewbereo eny A8 sthichliendxt NAP
R e e T LAy
and thus belongs in the Exception AS Data database 182. '
Returning back to decision block 248, if the system has processéd all AS paths from
5 the routing dump, then the sequence moves to Fig. 14 and to box 250 Iabeled "For each
AS with a counter” where it is determined which non-Provider AS numbers that were
encountered should be added to the Exception AS Data database 182. From box 250, the
sequence moves to a decision block 251 labeled "Counter > 3". Thus, if for the cur_rent'
encountered AS number, if it is found to connect to more than three Providers, thus the
10 answer to decision block 251 is yes, the sequence moves to a box 252 labeled "Add AS to
Exception AS Data". The current AS, if it is connected to more than three P-NAP
Providers, should be added to the Exception AS Data Database 182. The sequence then
stops at the terminal 254 labeled "End". If the answer to decision block 251 is no, the
sequence moves to another decision block 253 labeled "Additional AS numbers with a
15 counter?”. If additional AS numbers were encountered, and thus the answer to decision
block 253 is yes, the sequence moves back to box 250. If no additional AS numbers were
encountered directly after a Provider AS number and thus the answer to decision block 253
is no, the sequence stops at the terminal 254 labeled "End".
Fig. 15 is a flow chart indicating the steps for the process of determining the mumber
20 of P-NAP AS numbers to add to routes advertised to each Provider. This flow chart is the
detail surrounding the AS_PATH Length Algorithm 185 of Fig. 11. This process starts
at a terminal 260 labeled "Begin". The first step is a box 261 labeled "For each Provider".
This signals the beginning of a loop which will work on each of the P-NAP Providers,
known individually as Provider. The sequence then flows to a box 262 labeled "Go to any
25 public NAP and get a sample P-NAP route from Provider". There exist public servers
located at the NAPs which allow looking at any Internet route from the perspective of a
server peering with different providers at the NAP. Thus the concept is to look at a route
advertised by the P-NAP to a Provider and then from the Provider to this public server.
In the P-NAP of the present invention there exists a TCP/IP route, 206.253.192.0/19,
30 advertised to each of the P-NAP Providers and then re-advertised to the NAPs. From the
perspective of the NAPs, this route and its associated AS paths (one for each provider) look
like the following:

SUBSTITUTE SHEET (RULE 26)



Internet Protocol Suite. There exists a routing policy plan or docunent
that sets forth such policy guidelines. The first step 188 in the flow
chart of determ ning provider routing policy involves devel opi ng these

gui del i nesWOI%14%% s of the P- NAP of prgient i nventi on, t?fér’%'g?‘gﬁﬁ/ 10
routing policy guideline which nust be termned is the order of "default"”
provi ders, Fodtirg B1¥ chity 2208A35 ) 08 @/ 1o WedsRiny10385kos0 on for all P-NAP
Provi ders. Egged or%r?!?ﬂ SB‘%F dering, two different LOCAL PREP (I ocal
preference) VM6 will be attached to each provider. It will be understood
that within G ?9? Qgﬁ_gngFattributeisanunberthat, | f
not specifi cg y Se:k’QB%MB?fQC e a‘%?% to EO . The higher the LOCAL PREF 15 _
attribute at 12369316992 route froma particular |ocation, the nore

prefegred th (o) A Lot t %PREP val ues are the val ues
attacﬁed to ?g{}t@gﬁpgﬁs?%éé%r%%gr??g ﬁven |8n determines are directly =
connect ed t 0356126993/6998 16D23 6993vi der. The second set of LOCALPREP val ues are
assigned to rout i e hat Provider, but are found to not be
directly conﬂg& gﬁﬂ%ﬁ%@%&% @t@?%? ese routes becone the "default' 20
routes. The 394695 6988 6903 GG E993RIE83\69H316993 83 begi n at a val ue | ower

than the lowest values in the first set. The first set of LOCAL PREF val ues
are in decreasing order because, as described above in connection with Fig.

10, wgen a desSfien@bidéhtlySis ¥hhthb fshtd Roky kel thiS Exid¥entl S Srithiis Yaind e

choose the P-NAP Provider which is highest in the order. The second set of
LOCAL PREF ¢pnropriate;pumbes of ASy Raghs additions dayve breafound. Rauting table entgjessquchgs

above N CORREHh}eAha e kit gokiy to WHEBLAIY §¥4ila bR ThiBthel fouRterit bithEthat 0 2

i found at http://nitrous.digex.net. After determining where in the route-server's network
you want to query for a routing entry (typically at one of the public NAPs), you simply
15 type in the route &ou want to verify and wait for a response. Assume the following
fictional list of AS paths for route 206.253.192.0/19 before an AS path additions:
701 6993
1239 1661 6993 :
20 3561 3993 ' : o
1673 1331 1211 1213 1214 1215 1216 1217 1218 6993
4200 6993
2551 6993
174 6993
25
In the above example, the path corresponding to 701 is UUNet; 1239 is Sprint; 3561
is MCI; 1673 is ANS; 4200 is AGIS; 2551 is Netcom; and 174 is PSI. The step covered
by box 262 takes one of the above AS paths depending upon which Provider is currently
being analyzed. _
30 The sequence then moves to box 263 labeled "Call the length of the AS_PATH for this

sample route PAPL". Thus, using programming arrays, there is a PAPL value for each
provider which is the length of the AS path for that provider from the sample route. The
sequence then moves to the decision block 264 labeled "More Providers®. If there are

additional Providers to process then the sequence moves back to box 261. If there are no

H
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Provider, we want to choose the 'default” P-NAP Provider which is highest
in the order. The ordered list and associ ated LOCAL PREF val ues may | ook

| i ke the follow ng: Oder ' Provi der LOCAL PREF LOCALPREP 1.
UUNet 10 75 30 2. Spri nt : : 50
3E NG N 25 4. 52 ANS o5 FPOTusmss o o

AG S 90 6. Netcom 85 10 29 7.

PS| g(uore Providers, then usms ththebove exampleotim PARE valges fon cadbRrovider arias L OCAL
PREF attri kyiigws@ssi gned to those routes which are found to be directly
connected to each provider. The second or rightnost 5 ~ LOCALPREF col um
above is the LOCALPREF attribute assigned to all other routes from each
provi der. Wlng i sythen used by the ASPATH Length Al gorithm 185 to
determ ne the prop]rlate nunber of AS additions to be sent W|th routes to

each 5P- NAP H?KRNSW] and 3

PAPL[MCI]: 2
PAPL[ANS]: 10
PAPLIAGIS]: 2
PAPL[Netcom]: 2
10 PAPL[PSI]: 2

When the answer to decision block 264 is no, and the PAPL values for each Provider
are filled in as above, the sequence moves to box 265 labeled "For each Provider in order
of most preferred to least preferred (see routing policy) get the PAPL value (PAPLO)".

15 This is the point in the process when we begin the first of two loops, this loop going
through each of the P-NAP Providers from most preferred to least preferred as defined by
the routing policy in the first step 188 of Fig. 11. Referring back to the Provider order
previously shown to exist for the P-NAP of the present invention: R

20 UUNet

Sprint

MCI

ANS

AGIS

Netcom

PSI

- 25

Now s LN

The first provider to be processed starting at box 265 is UUNet; the second is Sprint;
and so on through to PSI. The PAPL value for the current Provider is moved into a

30 temporary variable called PAPLO. The sequence then moves to a box 266 labeled "For -
each other Provider, not including providers aiready done in main loop get the PAPL value
(PAPLI)". Thus, this inner loop goes through all other Providers except the current
Provider and skips those that have already been through the first loop. Therefore, the first
time through the outer loop, UUNet is the outer loop Provider and Sprint, MCI, ANS,

[
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therefore control the inbound routing to the P-NAP. 10 Addi ti onal
routing policy inplenentation which is not specifically related to the
i nvention includes itens such as: 1) The use of BGP version 4; 2) Do not
send or reweisgmsvhe I nternet default route (0.0.0.0) to/ {RCGUWIHA8H2 NAP
Provider; and 3) Do not send P- NAP ProvPders routes received from other

P- NAP Provi ders..;A seco t 139 | - FI |

responsi bl eiﬁtﬁ’ Ig?t‘é%‘i ‘ggﬁ“e‘gﬁ‘é"c‘é”s‘%‘aﬁ?ﬁs ?%vﬁe?é’.v fgggseté:pﬂr tg’é{: g‘rm‘g%lnth SE‘F& i ons
flor eagg_ P- N@;Bi S’pnint}idere. oufdrdoep ga&&iecmnd IMOE, ANS,NAGIS) datcamp ahid HSF atei thers

pl us additignal configuration . th f. 1.0 .

vent i on) o8 R ERtetn Neden Bel TR s E B g iR Do er bt 8 B ey o |
as it_n tlhe rg&ﬁ@g&%ﬂ?bﬁ?&ﬁi@lﬁlﬁ&uf&@?@d thsGis nét tb &6 asedowitliiy theditvier fodpor  a
particul ar P-] 2rovi der W n e locate t t, tQ,.whi ch that
P- NAPSPr ovi d@Is GoBHmee matil fip Quise i?‘?PR)r/VS;ﬁ?P?)g‘E‘ “!g’f 823"?& %g‘lfjﬂ‘%"s%g"’fo .a
translate thge Qe ki tQEIE theGihed 9bop) e Efrrdol Enret Idvh FrbAGer IBEPT, Rin@ber is

appropriate router configuration conmands. Were appropriate, flags will be
added to t haoyedinte akeraporary arighle PAPIEs to tie the base configurations into

t he added confj | geap=Yola) f g "
configurati ons%%e@h&?ﬁpﬂfegnent '?%g d%%@?@%ﬁﬁﬁgﬁ%%ﬁ?; gui C%%E?S?I{’S

may | ook as Thus, ipthe RARL valushfoptid/qurrent outercioop er igerates thapghe BABR valeghbor
137. 3% 136. 137k QURLE iRier 1% Provider. If the answer to decision block 267 is no, then the
sequence moves back to box 266 to process the next inner loop provider. If the outer loop
provider PAPL value is less than the inner loop provider PAPL value then nothing needs
to be done, because the outer loop is controlling the primary order, keeping in mind that
the smaller the AS path, the more preferred. Thus, if the outer loop provider currently has
15 a value of 2 and it is more preferred than an inner loop provider with a value of 4, nothing
needs to be done, because the outer loop provider is supposed to have a smaller AS path
length. ' ' .
If the answer to decision block 267 is yes, then the sequence moves to box 268. At
this point, the outer loop provider ié supposed to be more preferred, but the current inner
20 loop provider has a smaller AS path length and is thus currently preferred. This has to be
fixed so that the AS path length of the less preferred inner provider gets larger. The way
this is done is with the formula on the label of box 268, "PAPLI = PAPLO + 1". Thus
if the outer loop provider has a PAPLO value of 4 and the inner loop provider has a
PAPLI value of 2, the new value of the PAPLI for the inner loop provider would be 4 +
25 1 = 5. The value 5 is now larger than the outer loop provider value of 4, so the outer

loop provider is more preferred, as is supposed to be the case. This PAPLI value is then
stored as the current provider PAPL value so the next time the same inner loop provider
is compared with another outer loop provider, its value will be 5 rather than the current
2. Once the new PAPLI value is created in box 268, the process moves to a decision block
30 270 labeled "More providers on mner loop?". If there are additional providers on the inner
loop for the current outer loop, thus the answer to decision block 270 is yes, then the
process moves back to box 266 to continue through the next provider on the inner loop.
If the answer to decision block 270 is no, the sequence moves to another decision block

271 labeled "More providers on outer loop?". If there are additional providers on the outer

)
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nei ghbor 137.39.136. 137 version 4 30 nei ghbor 137.39. 136. 137
distribute-list 1 out neighbor 137.39.136.137 filter-list 10 out nei ghbor
137.39.136. 137 distribute-list 1 in neighbor 137.39.136.137 route-nap

UUNET- LOCAL - I;’BH;'H n route-map UUNET- LOCAL- PREF permit 10 pcrnddiahs2as- path
<Filled in 8y I'td step 190> set |ocal spref <Filled in by first step 188>
rout e- map UUNET- LOCAL- PREF permt 20 5 mat ch as-path 1 set

| ocal - pref Idep) thes theranswerf tordetision dock 23+ iSyesi the procgse moyepbEYIG boy 265.

nei ghbor 14 28.96. 13 renot.e- 2 ngi L version 4

nei ghbor 14#‘%&%@? i%de&fs-%“r‘ﬁ%%szeﬁ| ‘?Z‘P’ @egg{&%c& gﬁ%%r%‘?ﬁ‘g.zgs. 96. 13

rout e- map SPRISKowhigPhis-pfobis®Rifalbyit using the example PAPL values above, each time
through the outer loop the PAPL values of each provider would be as follows: - -

5 OLoop UUNet Sprint MCI ____ANS AGIS Netcom PSI
UUNet 2 .3 3 10 -3 3 3
Sprint 3 4 10 4 4 4
MCI 4 10 5 5 5
ANS 10 11 11 11

10 AGIS 11 12 12
Netcom 12 13
PSI ' 13

Once at box 272, labeled "Store difference between original PAPL and new PAPL for
15 each Provider”, the value of the original PAPL at the beginning of the process is subtracted
from the value of the current PAPL after the completion of the two loops. The resulting
value is stored in the Provider AS PATH Prepend Data database 186. Thus, using the
example above, the values to be stored in the Provider AS_PATH Prepend Data-database
186 are: ) B
20
UUNet
2-2=0

30 ANS
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nei ghbor 144.228.96.13 distribute-list | in 15 nei ghbor 144.228. 96. 13
rout e- map SPRI NT- LOCAL- PREF i n route-mp SPRI NT- ASPATH PREPEND permt 10
mat ch as-path 10 set as-path prepend <Filled in by fourth step 191 > 20
rout e- map VBPIWIMER7| OCAL- PREF permit 10 r%tch as- pat h <Fi | PE&/USPB/A§¢452t hi r d
step 190> set local-pref <Filled in by First step 188> 25 rout e- map

SPRI NT- LCL‘%@EF permt 20 match as-path 1 set local-pref <Filled in by
first step router bgp 6993 nei ghbor 204.70.233.5 renote-as
3561 nei ghld@r- 2641%00. 233. 5 distribute-list 1 out neighbor 204.70.233.5
rout e- map MCl - ASPATH PREPEND out nei ghbor 204.70.233.5 distribute-list 1 in

PSI
5 13-2=11

The process is then stopped at a terminal 273 labeled "End".

Fig. 16 is a flow chart in accordance with the principles of the present invention
indicating the detailed steps involved in determining the routing policy of the first step 188
10 (Fig. 11). The process starts at the terminal 274 labeled "Begin". A box 275 show the
first step labeled "Determine base routing policy". This is the step of determining which
base set of accepted Internet/BGP4 routing practices are going to be used. As discussed
previously, the items to be considered are: 1) The version of BGP to use (version 4 is the
only currently accepted version); 2) Whether to allow the sending and receiving of the

15 Internet default route (0.0.0.0); and 3) Whether to put filtering in place to make sure one -
*  Provider's routes are not advertised to another. The sequence then flows to a box 276
labeled "Determine "default” Provider order". This is the step of determining of all P-NAP
Providers, which is primary, secondary, tertiary, etc. The sequence then flows to a box
277 labeled "Determine a starting LOCAL_PREF value". This can be any valid BGP4
20 LOCAL_PREF value. The BGP4 default of 100 will work. This is simply the value that
will be attached to the most preferred of all Providers. The sequence then flows to a box
278 labeled "For each Provider in order from most preferred to least preferred”. This step
indicates the beginning of a loop which will process for each of the P-NAP Providers in
the order determined by box 276. The sequence then flows to a box 279 labeled
25 "Determine a LOCAL_PREF value for Provider which is less than the previous Provider's
LOCAL_PREF or less than the starting LOCAL _PREF the first time through this loop”.
Thus, if this is the first time through this loop, 2 LOCAL_PREF value should be chosen
which is less than the starting LOCAL,_PREF from box 277. If this is not the first time
through this loop, a LOCAL_PREF value should be chosen which is less than the
30 LOCAL_PREF value assigned to- the previous Provider. The sequence then flows to a box
280 which is labeled "Record LOCAL PREF for Provider under -category
LOCAL PREF(1)". As previously discussed, there are two sets of LOCAL_PREEF values.
The first, LOCAL_PREF(1) is assigned to those routes which are found to be directly
connected to each provider. Within this loop, all assigned LOCAL_PREF values will be
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31 nei ghbor 204.70.233.5 route-map Ml - LOCAL- PREF in route-mp
MCl - ASPATH PREPEND permt 10 5 mat ch as-path 10 set as-path prepend
<Filled in by fourth step 191 > route-nmap Ml - LOCAL- PREF pernmt 10 match

as- pat h <Ryblegglyop? by third step 190> 10 set | ocal pyRisosfghdzl €d i n by
first step 1§8> route-map MCl - LOCAL- PRESg permt 20 match as-path 1 set

|l ocal -pref <Filled in by first step 188> 15 ANS router bgp 6993 nei ghbor
199. 221. 63. 8fchedito the-cument Pravidesiugddsdhis ¢aegory. 1 Thasegeenge then BowsitozGlecision

10 0" g e A e 5, Il B
i N nei ghbor ptbe@s ¥}hindRis 8®pys thus the apgweiMShe Gedionrhédk 281 is yes, then the sequence
goes back to box 278.

5 If the answer to decision block 281 is no, then the sequence moves to box 320 labeled
"Determine a starting LOCAL_PREF value less than the last LOCAL_PREF". This is the
point at which the second set of LOCAL_PREF values begin to be assigned, which must
begin at a point lower than the lowest of the first set, because these values are assigned to

_ routes not directly connected to each provider, and are thus only used in the "default”

10 cases. The value of this starting LOCAL PREF must be lower than the last
LOCAL_PREF assigned in the previous loop. The sequence then flows to a box 321
labeled "For each Provider in order from most preferred to least preferred”. As
previously, this signals the beginning of a second loop where the processing of each P-NAP
Provider occurs in order from most preferred' to least preferred. The sequence then flows

15 to a box 322 labeled "Determine a LOCAL _PREF value for Provider which is less than
the previous Provider's LOCAL_PREF or less than the starting LOCAL_PREF the first
time through this loop". This step is handled in exactly the same way as box 279 described
above, except the starting point the first time through the loop is from box 320. The
sequence then flows to a box 323 labeled "Record LOCAL_PREF for Provider under

20 category LOCAL,_PREF(2)". This is the second set of LOCAL _PREF values
(LOCAL,_PREF(2))which are assigned to all non-directly connected routes from each
provider. Within this loop, all assigned LOCAL_PREF values are attached to the current
Provider under this category. The sequence then flows to a decision block 324 labeled
"Additional default Providers". If there are additional Providers to process within this

25 loop, thus the answer to the decision block 324 is yes, then the sequence goes back to box
321. If the answer to decision block 324 is no, then the process ends at terminal 3235.

The result of this process is a table discussed previously:
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25 rout e- map ANS- ASPATH PREPEND permt 10 match as-path 10 set as-path
prepend < Filled in by fourth step 191 > route-map ANS-LOCAL- PREF permt 10
30 mat ch as-path <Filled in by third step 190> set | ocal -pref

<Fill ed irw@9¥/MpP¥ist step 188> rout e- map . ANS- LOCAL- PREF p@CEiusIfi3452at ch
as-path 1 32 set | ocal -pref <Filled 1 by first step 188> AG S 5

router bgp 6993, nei ghbor 206. 50 249. s 42%&&%
206. 250. 249. 9 sion 4 n 206. dISt ' 1 out

nei ghbor 206. 250. 24@yufet 04D - map AG S- ASE;ATH— PREPEND out 10 nei ghbor

206. 250. 249. 9 distribute-list | in _
2 Sprimt 99 50
3 MCI 98 25

5 4 ANS 95 20
5 AGIS 90 15
6 Netcom 85 10
7 PSI 80 5
The third column lists the LOCAL_PREF attribute assigned to those routes which are
10 found to be directly connected to each provider.

The fourth column lists the LOCAL_PREF attribute assigned to all other routes from
each provider.
Fig. 17 is a flow chart indicating the steps involved in creating and referencing the
"deny" statements in each Provider specific base configuration. . This flow chart elaborates
15 on the third step 190 of Fig. 11 labeled "Add P-NAP LOCAL_PREF conﬁgutations"'-. The
process of Fig. 17 starts with a terminal 282 labeled "Begin”. The first step is indicated
by a box 283 labeled "For each Provider". Thus, this marks the beginning of an outer loop
which will add to configuration files for each P-NAP Provider. The sequence then flows
to a box 284 labeled "Get unique list number”. Each list of AS numbers within a router
20 configuration must have a unique number of the appropriate type. Within a Cisco router,
AS lists must have a unique number between 1 and 99. As this step requires, because it
is at the top of the loop for each Provider, each Provider AS list must have a unique list
number. The sequence then flows to a box 285 labeled "For each other Provider”. This
is the beginning of an inner loop which traverses all Providers except the current Provider.
25 Thus if the outer loop is currently on UUNet, the inner loop would traverse Sprint, MCI,
ANS, Netcom, AGIS, and PSI. The order of the outer loop traversal or inner loop
traversal is not relevant, although since the providers are all already ordered from the
routing policy, it make as much sense as any to traverse them in the same order. The
sequence then flows to a box 286 labeled "Search Provider AS database for all AS values
30 associated with other Provider”. Thus, for the current Provider of the inner loop, lookup

all AS numbers associated with that Provider in the Provider AS Data database 181. The
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nei ghbor 206. 250. 249. 9 route-map AGQ S-LOCAL- PREP in route-mp
AGQ S- ASPATH PREPEND pernit 10 match as-path 10 set as-path prepend < Filled
in by fourth step 191 > 15 route-nmap AQ S- LOCAL- PREF permt 10 match

as-path <Fi|| [h by third step 190> set |ocal -pref <Fil ' first
step 188 >"V?6’S}'9|4S'Hl route-map AGQ S- LOCALSPREF permt 20 naﬂtc?ﬁ‘lsgés?‘-sgéaéth 1 set

| ocal -pref < Filled in by first step 188> Netcom 25 router bgp 6993

nei ghbor 20@qeehée Bn flows i Kox2B87 Jiteled "Creiidbal AS WAPH Sdet§" itarefiienil fofesth :
nei ghbor 206.215.28.1 distribute-list 1 out neighbor 206.215.28.1 route-map

NETCOM ASPAABIVEIREPsingurigue 1t number”. For grehaf theosS mumbers retugged by fhsleekupi st 1
:\IETrC]I(Ca]IV? Rgggﬁogﬁéé%% ' ér} h]g?‘%gﬁ%@ny[\la%tlu%ltﬁf Eﬁ&ue' ke hidMbét JFBBx 284.
Using the P-NAP of the present invention, if the inner loop Provider is currently Netcom,
5 the returned AS numbers would be 2551 and 6993. Also assume that the current unique
list noumber is 20. The resuiting Cisco specific AS_PATH deny statements with Netcom

as the current inner loop Provider would be:

ip as-path access-list 20 deny _2551_
10 ip as-path access-list 20 deny _6993_

The sequence then flows to a box 288 labeled "Add all AS_PATH "deny” statements
to Provider specific configuration file". This step takes all of the previously discussed
"deny" statements and adds them to the Provider specific configuration. The sequence then
15 flows to a decision block 289 labeled "Additional other Providers?". If there are additional ~
Providers to process which are not the outer loop Provider, then the answer to this’decision
block would be yes, and the sequence would flow back to box 285. If the'answer to
decision block 289 is no, then the sequence flows to a box 290 labeled "Search Exception
As database for all Exception AS values". ' Prior to box 290, the inner loop beginning at
20 box 285 and ending at decision block 289 implemented the previously discussed concept
of taking the union of the Provider AS Data database 181 and subtracting the AS numbers
of the current Provider. Once at box 290, the Exception AS Data database 182 is queried
for all of its data. The sequence then flows to a box 291 labeled "Create an AS_PATH
"deny" statement for each AS value using unique list number”. This creates "deny"
25 statements in the same manner as box 287, using the same unique list number (because we
are still within the same outer loop Provider). The sequence then flows to a box 292
labeled "Add all AS PATH "deny" statements to Provider specific configuration file".
This step is the same as box 288. The sequence then flows to a box 293 labeled "Put
unique list number into the "match as-path" of appropriate route-map". As discussed
30 previously, each Provider configuration has a Cisco configuration called a "route-map”
which is labeled <Provider>-LOCAL-PREF. Within this route map is 2 "match as-path

SUBSTITUTE SHEET (RULE 26)



mat ch as-path 10 set as-path prepend <Filled in by fourth step 191 >

rout e- map NETCOMt LOCAL- PREF permt 10 5 mat ch as-path <Filled in by
third step 190> set |ocal-pref <Filled in by first step 188> route-map
NETCOM LOCAYQ ¥ #®7pernit 20 match as-path 1 10 set POETHESMseR2 <Fil | ed

in by first step 188> PSlI router bgp 699% nej ghbor 204. 6. 1070% rlermt e-as
174 15 I, 4 6.107..1 erS|o 4 nei ghbor 204.6.1
distribute-1¥ gﬁ 8%&] i gW“‘SOIX%St%‘? Box, 253 Pga‘ﬁ%'&epﬁqlltmﬂPREmbﬁ
nei ghbor 204,f6bd0 %8k gt thisdUnRechi Stpatn.i ® BRLANPOT 2948 dQdpik, T @BY f1cTRP

PSI - ASPATH PREPEND out 20
LOCAL_PREF route-map would look like the following:

5 route-map MCI-LOCAL-PREF permit 10
match as-path 20

set local-preference 98

route-map MCI-LOCAL-PREF permit 20
10 match as-path 1

set local-preference 25

where list number "20" is the list of "deny" statements for MCI created through the process
of this Fig. 17. It will be understood, and has been described before, that the first route-
15 map piece assigns a local-preference value to all routes assumed to be directly attached to
the provider and the second route-map piece assigns the "default” local-preference to all
remaining routes not matching the first route-map. The sequence then flows to a decision
block 294 labeled "Additional Providers?". If there are additional Providers to process in
the outer loop, then the answer to decision block 294 is yes, then the sequence flows back
20 to box 283. If there answer to the decision block is no, the sequence ends at terminal 295,
Fig. 18 is a flow chart indicating the steps involved in adding the appropriate mumber
of AS additions to routes advertised to each Provider. Fig. 18 is the detail of the
AS_PATH length configuration of step mumber four 191 of Fig. 11. This process starts

at a terminal 300 labeled "Begin". The first step is indicated by a box 301 labeled "For
25 each Provider". This is the beginning of a loop which will process once for each P-NAP
Provider. There is no requirement that the Providers be processed in a specific order. The
sequence then moves to a box 302 labeled "Retrieve number of AS additions for this
Provider". Thus, a search of the Provider AS_PATH Prepend Data database 186 is made
for the current Provider to find the number of AS additions which need to be added for this
30 Provider. As was described previously, the Provider AS_PATH Prepend Data database
186 is populated by the algorithm described in connection with Fig. 15. The sequence then
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rout e- map PSI - ASPATH PREPEND permt 10 match as-path 10 set as-path prepend
<Filled in by fourth step 191 > 25 rout e-map PSI - LOCAL- PREF permt 10
match as-path <Filled in by third step 190> set |ocal-pref <Filled in by
first step ute-map PSI-LOCAL- PREF permt 20 30 g, as-path
1 set Iocal“%yrgéfgogﬁ Iled in by first stgp 188> It will o PR 22
each P-NAP Provi der base configuration there are the follow ng statenents:

34 nei ghbor movest6 AWbR 365 1abdled SAdEhisREbel6f P-NAF £SAUb PRevidy SostighlAiohef t he
P- NAP Provider to which the P-NAP peers. neighbor...yersion 4. This

stat ement r Sthin eash Preyider enafiguration; 83 wayshismspdpreyionsly ghers exists p Siseo soute-,
di Stri but e- bl 3t e UL prdlhch>Sh SR TRORIIA 5 Wil bl k- NP udRSS Rk Send
as-path prepend <fill in the blank > " command. At the <fill in the blank> point should
5 be a number of the current P-NAP AS numbers (6993 in the P-NAP of the present
invention) equal to the number retrieved from the Provider AS_PATH Prepend Data
database 186. Thus, using the P-NAP of the present invention, The ANS-ASPATH-
PREPEND route-map would look like the following:

10 route-map ANS-ASPATH-PREPEND permit 10
match as-path 10 ’
set as-path prepend 6993 6993 6993 6993

Searching the Provider AS_ PATH Prepend Data database 186 for Netcom, returns a
15 value of "4". That number of the current P-NAP AS (6993) are added to the "set as-path
prepend” statement for the ANS-ASPATH-PREPEND route-map. The sequence then flows
to a decision block 304 labeled "Additional Providers?". If there are additional Providers
to process and thus the answer to decision block 304 is yes, the sequence then flows back
to box 301. If the answer to decision block 304 is no, the sequence ends at terminal 305.
20 Thus there has been described the best mode for carrying out the invention of a Private
Network Access Point router for interconnecting among Internet route providers. As may
be seen from the foregoing description, this Private Network Access Point router provides
a method for exchanging information packets among a plurality of network route providers
without random route switching, without asymmetric routing over forward and reverse
25 paths, and without overloading, causing loss of information packets.

The present invention has been particularly shown and described with respect to certain
preferred embodiments and features thereof. However, it should be readily apparent to
those of ordinary skill in the art that various changes and modifications in form and detail
may be made without departing from the spirit and scope of the inventions as set forth in

30 - the appended claims. The invention illustratively disclosed herein may be practiced without

any element which is not specifically disclosed herein.

SUBSTITUTE SHEET (RULE 26)



Internet default route (0.0.0.0) to a P-NAP Provider. neighbor..
.distribute-list 1 in: This statenent ensures that the P-NAP does not
receive the 10 Internet default route (0.0.0.0) froma P-NAP Provider.
nei ghbor . WOP4#0&- map <Provi der >- LOCAL.PREF in: This st aPEHU$/18482ers to
the set of statenents |ater beginning th "route-map <Provider>-LOCAL- PREF
permt 10". These |l ater statenents dﬁgﬁﬁﬁt he LOCAL PREF values to apply to
routes fromthis P-NAP 15 Pr ovi —t1ei ghbor ... route-nmap <Provider>

- ASPATH PREPEVRAt G tlaimediiss St atenent refers to the set of statements |ater
beginning with "route-map <Provider>- ASPATH- PREPEND permt 10". These |ater
st at enent s1dek megthod fer mewdﬁ%ﬁnﬂ'ﬂaéﬁtmongo%PMEiaadﬂatWMOes 20 -

sent to this P-NA ' : .e-map <Provider> -LOCAL- PREF permt 10:
Thi s pi ecep@f"dfﬁég?'géf?ségmd@%s?gée)&ﬁit 10 as opposed to permt 20) attaches
the appropriate |ogal pretctiagesutdl doafiy G wiak eseABQY Pleférendedtd &astVhi ch are

found to be directly connected to the current provider. The "set local - 25
pref" val uthejRBsNAP tpgeute to the R-NAT: pravidersecustomery over dhat ponvideg'smatwask | s

e pin ot el et pRiertnd SRR, bbbl oReB 1B Bopoteie TR o1

cl ause takmAPeprovidér drivasiofienyt proYidet/ s berinectb®@ o bteSthid G PINAM froMaes

applied to routes, any route not matching any 'deny"” statenent will get
assi gned t Adswhigh ype Path dengtiygo causecqustomersaefproviders npeeonpeatdd totthe pr esent
e o1, PAFAR o e kel PRAD gy "oeny” statement for this
b) setting the P-NAP provider local preferences for causing the P-
10 NAP provider to select direct routing to the P-NAP;
c) applying config files to a router;
d) causing the router to obtain routes from the P-NAP provider; and
e) causing the router to apply said P-NAP provider config files to
said routes.

2. A method for symmetrically routing TCP/IP packets between a P-NAP and any
destination on the Internet such that if the destination is part of
any P-NAP provider, the forward and reverse path of the packets will be
across said provider and in all other cases the forward and reverse path will
5 be across a pre-determined provider, comprising the steps of:

a) creating router config files which use local preferences to cause
the P-NAP to route to the P-NAP provider's customers over that provider's network
and to route over a preselected provider's network to customers not connected to a P-
NAP provider or customer of provider's connected to more than three P-NAP providers

10 and which use P-NAP path length to cause customers of providers not connected to the

P-NAP to route over a preselected P-NAP provider;

b) setting the P-NAP provider local preferences for causing the P-

NAP provider to select direct routing to the P-NAP;
This Sheet Has Been Replaced
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connected routes of the current provider. route-map < Provider> -LOCAL- PREF
permt 20: This piece of the route-map attaches the appropriate |ocal
preference (fromthe table above) to all routes which fail the previous

pi ece of thgegduqsty® Map. That is, all routes which were dg@#ﬁ%&ggihe

previous route map or all routes whichéare not directly tct to the
current provider. This is acconplished by any routes failing the previous

routld map being apg)i ed tausihg therrouteetonabmin foutes fBeth theOPMAPpRVider:2dnde | S
filled in at the ti the base router configuration is created fromthe 5
LOCAL PREF(2) col uffh in tHUSHEBESOURLPAPPHRIL-NAP provider config files to

<Provi der >s£i@lpakéd, PREPEND pernmit 10: This route-map adds the appropriate ]
nunber of P-NAP AS nunbers to each route sent to a particular provider. The
"set as-path prepend” value is filled in by the fourth step 191. The "match

as-path 107, 1 tatenent. says to apply this value to all routes
mat(F:)hi ng tRe &ﬂ%ﬁ-&ﬂ&%‘?&)gﬁt%m\’@gmﬂﬁéﬂmﬁ ﬂFIbCMﬂIH-U&ﬁ@FQre f
inmplicitly ' ; ! e &% Wﬁm ' 8Ss~ 10" is the list o
al | P-NAP gﬁﬁagﬁgl\ﬁlghgbast?oner %@&ﬁ#‘gg S. Hﬁﬂg&?%sg%%ute map solves two
requi r emendestination’sepro¢idiyr whenothe P-MAP de\connenséded safd prbvidét MdRnan P- NAP
cust oners t&ﬁbe advertised to the Provider; and (2) it attaches. the

appr opr i at SURTIFAFE} aEPss ARIF L grmiped\providen, comprising, theftaps @F: t hose rout es.
5 a) creating router config files which use local preferences to cause

the P-NAP to route to the P-NAP provider's customers over that provider's network
and to route over a preselected provider's network to customers not connected to a P-
NAP provider or customer of provider's connected to more than three P-NAP providers
and which use P-NAP path length to cause customers of providers not connected to the

10 P-NAP to route over a preselected P-NAP provider;
b) setting the P-NAP provider local preferences for causing the P-
NAP provider to select direct routing 0 the P-NAP; ' '
c) applying config files to a router;
d) causing the router to obtain routes from the P-NAP provider; and
15 e) causing the router to apply said P-NAP provider config files to

said routes.

4. A method for ensuring that the routing of TCP/IP packets between a P-NAP and
any destination on the Internet happens symmetrically across the

destination's Provider when the P-NAP is connected to Provider and in all

other cases across a pre-detemﬁned Provider, comprising the steps of:

5 a) selecting 2 LOCAL_PREF value for provider default routing such

that for those destinations not connected to a P-NAP provider, the most
This Sheet Has Been Replaced
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preferred provider is used, if that provider is unavailable, the next

most preferred provider is used and so on, until all providers have been ”IIII” ll""
exhausted;

10 b) creating router config files which use local preferences to cause
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Athird step 190 in the flow chart of Fig. 11 is responsible for creating
the "deny" |ist of AS nunbers for each provider, turning that list into the
appropriate router configuration cormands addi ng the commands to the base
router confwa@ewiasezon and filling in the base 20 conf POgDIUSYSN8453 Wi t h
the AS |ist poi nter val ue (noted as <filed in by third step 190> above).

G ven that the_ ' dené\'/ list of AS nunbers for each provider is made up of
the uni on oftheaP{NAR o fonteto se PiNAR provider s cpstomers over; 1hat provider Hustworks

esul tng | 108 0 Rul{pjol 8 sRUEIRE) oS Sboioel 1y CHPARS nigERR b dP- o

1794 1795 4Q®Anﬁiﬁ)bld@962cuk&ﬁbr4ﬂ@ﬂoﬂm5 doiTeéted 13 MoFd MaAnGHired PISAD ptoviderd 784
6449 6637 3650 3651 3652 3972 3973 4950 4951 6153 6154 6242 3447 7882 4000
4999 6367 1504 whichquss PONAB path lengih 1o, oanse gystomers of proyisters/mog connegted Apthe 41238

1321 550 15VAR B R ieriaiediin BNAP fioMled 00 1685 1671 1322 1303 1660
1335 1667 1670 1672 ¢}674 1é&etiinglihs P-NMAB@rividet 1&&9&&&2&&3&&&6@&@27 174

1280 2554 8013 4200 4993 2551 6996
NAP provider to select direct routing to the P-NAP;

d) applying config files to a router;
e) causing the router to obtain routes from the P-NAP provider; and
20 f) causing the router to apply said P-NAP provider config files to
said routes. ) '
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2685 1 3914 568 6456 5761 4136 6113 286 6172 293 297 2041 4006 1740 3703
2828 The resulting "deny" configuration commands for UUNet m ght be: 5

ip as-path access-list 20 deny 1239 ip as-path access-list 20 deny 1785 ip
as- pat h aqﬁ6§§ﬂ+&pt 20 deny 1790 ip as-path access-li stp@flushensasi 791 ip
as-path access-li1st 20 deny 1792_ 10 ip as-path access-list 20 deny
1793 ip as-path access-list 20 deny 1794 ip as-path access-list 20 deny
1795 ip as-path access-list 20 deny 4000 ip as-path access-list 20 deny

4001 15 ip as-path access-|i st &ggny 4002 ip as-path access-list 20
deny 4003 ip as-path access-list 20 4004 ip as-path access-list 20
deny 4005 ip as-path access-list 20 deny 6174 20 ip as-path
access-l.ist 20 deny 6175
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I p as-path access-list 20 deny 6176 ip as-path access-list 20 deny 6177 ip
as-path access-list 20 deny 1800 ip as-path access-list 20 deny 1789 25

i p as-path access-list 20 deny 1784 ip as-path access-list 20 deny 6449 ip
as- pat h acW®284490%8t 20 deny 6637 ip as-path access-|ist XHCTMSINUEBS ip
as-path access-list 20 deny 1801 30 I p as-path access-list 20 deny
3447 ip as-path access-list 20 deny 3650 i p as-path access-list 20 deny
3651 ip as-path access-list 20 deny 3652 ip as-path access-list 20 deny
3972 SUBSTI TUTE SHEET ( RULE 28) 32/@Aas-path access-list 20 deny 3973
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I p as-path access-list 20 deny 4950 ip as-path access-list 20 deny 4951 ip
as-path access-list 20 deny 4999 5 I p as-path access-list 20 deny
6578 ip as-path access-list 20 deny 6153 ip as-path access-list 20 deny
6154 ip a ccess-list 20 deny 6187 ip as-path accesssdd deny
6242 10 %v(p%g,ozs-path access-list 20 deny 6367 ip as-pgﬁ,b%%;éseég-l I st 20
deny 7308 ip as-path access-list 20 deny 7882 ip as-path access-list 20
deny 1660 ip as-path access-list 20 deny 1665 15 i p as-path
access-list 20 deny 1667 ip as-pat I;,)Zzﬁss-l st 20 deny _1670_ ipﬁ-path
access-list 20 deny 1672 ip as-pat ss-list 20 deny 1674 ip dsfpath
access-list 20 denywo 1675 20 ig as- path access-Idst ~0 geny 1677 ip
as-path access-list=20=deny 1883 = o o o o v @) )
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I p as-path access-list 20 deny 1686 ip as-path access-list 20 deny 1687 ip
as-path access-list 20 deny 1693 25 I p as-path access-list 20 deny
1694 ip as-path access-list 20 deny 1681 ip as-path access-list 20 deny
1673 ip a¥NPR(W%ccess-1ist 20 deny 1321 ip as-path acceBcrussnsdd deny
1326 30 I p as-path access-list 20 deny 1327 ip as-path access-list 20
deny 1328 ip as-path access-list 20 deny 1329 ip as-path access-list 20
deny 1330 ip as-path access-list 20 deny 1331 38 ip as-path access-1i st
20 deny 1332 ip as-path access-list4%¢2p$ny 1333 ip as-patjh acdess-list 20
deny 1334
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I p as-path access-list 20 deny 1662 5 I p as-path access-list 20 deny
1671 ip as-path access-list 20 deny 1322 ip as-path access-list 20 deny

1323 ip as-path access-list 20 deny 1324 ip as-path access-list 20 deny
1325 10

99i 290 s-path access-list 20 deny 1335 ip as-psgnsoagsess-1ist 20
deny 4200v“% 2\ -gath access-list 20 deny 4993 ip as-path access-list 20

deny 2551 ip as-path access-list 20 deny 6996 15 I p as-path
access-list 20 deny 3561 ip as-path access-list 20 deny 4286 ip as-path

access-list 20 deny 4281 ip as-path (:(Gﬁ ss-list 20 deny 4282 ip as-path
access-list 20 deny 4283 20 ip5 S gath access-list 20 deny 4284 ip

as-path access-|ist RO deny 4285 ip as-path access-list 20 deny 4286 ip
as-path access-|igag 2q deny 4287 o™
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I p as-path access-list 20 deny 4288 25 I p as-path access-list 20 deny
4289 ip as-path access-list 20 deny 4290 ip as-path access-list 20 deny
4291 ip as-path access-list 20 deny 4292 ip as-path access-list 20 deny
4293 30.WO497 55-path access-1ist 20 deny 4294 ip as-BEYS%(t¥ess-1ist 20
deny 4295 ip as-path access-list 20 deny 4296 ip as-path access-list 20
deny 4297 ip as-path access-list 20 deny 4298 39 ip as-path access-1Ii st
20 deny 145 ip as-path access-list 20 deny 3378 ip as-path access-list 20

deny 174 ip as-path access-li st ZOEﬂédy41280 5 =9 as-path access-|i st
20 deny 2149
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ip as-path access-list 20 deny 2554 ip as-path access-list 20 deny 8013_ ip
as-path access-list 20 deny 1290 ip as-path access-list 20 deny 2685 10
ip as-path access-list 20 deny 1 ip as-path access-list 20 deny 3914 ip
as- pat h a&5§§@@#fst 20 deny 568 ip as-path access-list 2errRMm1sHE3S6 ip
as-path access-list 20 deny 5761 15 i p as-path access-list 20 deny
4136 ip as-path access-list 20 deny 6113 ip as-path access-list 20 deny
286 ip as-path access-list 20 deny 6172 ip as-path access-list 20 deny 293

20 ip as-path access-list 20 3ﬁ?§6%97 ip as-path access-list 20 deny
2041 ip as-path access-list 20 den _ ip as-path access-list 20 deny
1740 ip as-path access-list 20 deny 3703 25 ip as-path access-list 20
deny 2828 '
124 : 123
( (
BORDER 1A BORDER 1B
153
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155 156
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ROUTER ROUTER
157 158
( (
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151¢ ' _ 151d
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The resulting "match as-path" statenment in "route-mp UUNET- LOCAL- PREF
permt 10" would get the value 20 because the |ist above is nunbered "20n.

Thus the statenment would | ook |ike "match as-path 20". 30 A fourth
step 191 iWMOPHMT ow chart of Fig. 11 is responsible for peffgissimsidie nunber
of AS path additions for each provider and filling in the "as-path prepend”

statenent of the <Provider> - ASPATH PREPEND rout e-map. The "as-path
prepend" statenent expects any nunber of the current Autononous Systemls AS
nunbers as argunents. Thus, UUNet d@g' @t have an ASPATH PREPEND route nmap
because its nu AS additions is "40 zero. According to the exanple
of AS nunber additionps given above, Sprint wll have one addition. Thus the
"as-path prepend' cstatement widl |ook like: as-path prepend 6993 5 where
6993 is the AS pupbef OT The Tpurrent P-NAP. Using the AS path addition
val ues descri bed eyi ously, tpe remaining Provider as-path prepend
statenents V@I | I(@k like the follow ng: 10

- E
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MCI :
6993
6993
6993
step of se
t el ephone or

their

set, it

E-mai |,

routes receiv
is left alone for the duration of time that the provider

as-path prepend 6993 6993 6993 ANS: as-path prepend 6993 6993 6993
AQ S: as-path prepend 6993 6993 6993 6993 6993 Netcom as-path prepend
6993 6993 6993 6993 6993 15
699 93 Afifth step 192 in the flow chart
Sw?t%?’g‘g’@’g P-NAP Provider’'s LOCALPREF val ue.
connection turn up tinme and-rinvolves informng the P-NAP Provider,
t hat arrangenents shoul d be nade 20
BGP4 LOCAL PREF for the P-NAP conn
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Thi s step occurs at
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A seventh step 194 in the flow chart of Fig. 11 is that of causing the
router to obtain full routes fromthe provider. This is done via BGP4 at
the tine the router configurations are |oaded into the core routers 105,
106, 116 awmols¥1wee7BCGP4 protocol negotiation is SUBSTI TUTE poifhdsds/isiéil E 26)
conpl eted be ween the P-NAP and the P-NAP Provider. An eighth step 195 in
the flow chart of Fig. 11 is that of causing the router to apply the P-NAP
Provi der configuration files to‘[t@?’%q_utes. Wth Cisco routers, in the
preferred enbodi nent, this is done‘through the router configuration
commands which were cregted 5 in the precgding steps 188, 189, 190,
191 and 192. Fig. Iﬂ s¥8 £low eghart in accordgnce~mth the principles of

t he present/i' ndi &t i ng the detailed S{g - ved\'nthe Pat h

Verificatign prosg 44 (FBig. S a%cm,:plished by a
sof tware ap-plicat '~'-Th X sof tware program

that is resider@d ; SaPYa. 3 , “¢5. Routebot 10 - -
makes use of the databases k
Data 182, both showrin Fig
terns of nmethod steps in
the term nal 200 | abel g4

210N process is shown in
he process starts at
first

PROVIDER (secondary defoult)
168

PROVIDER (quad default)
PROVIDER (primary defoult)

- B

164
=
{
162
/
161

100
3

67
(42
FIG. 10
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step labeled "Find a traceroute server within each of the P-NAP Provider
networks."! 15 Referring back to Fig. 2, the P-NAP 100 of the
preferred enbodi nent has seven providers, nanmely Sprint, UUNet ,

Net com PSkoodadoey and ANS. It is necessary to find, vvith#,g,r@ggsw?f t hese
provi ders, a server supporting traceroute that allows ou W82t i es to
use it to determne paths fromit to other destinations within the

I nternet. Today, a good source for |ocations of public traceroute servers

can be found at http://ww. boardwatiﬁ f% .op/tracc -H—once an
acceptabl e traceroute server has be tedjwt Pr dvi der,
that server's address is configured into the Rout bot sqft Sare. L The
remai nder of the steps described in Fig. 12 arfe t e%@@ﬁ@w pii3 by
Rout ebot to update the Exception AS Data datalase [1873 T@.heF stdp in the
series of steps in Fig. 12 is indicated by a Hox 462 T &ef &= Fpr 45
each Provider'. Box 202 indicates that the patih ver+i ' bceqds W | |
occur for each of the Providers shown in g. |2 an Lsi8 e, Wthin
the remai nder of this process, the term "Provilder"f is gsdd tolhdidate the
current Provider. The next step in the seyies|of dte hiégrngts;:art“@c by a
box 203 which is | abel ed "prtracer( rodi der téa%éi@@gsnmer". The
box 203 thus indicates that the cofmand Epftrdcerdut €' 8i-8 Tnvekpd flrom t he
30 server Network Mgm -1 144 o |t he Fder
traceroute server. |t w || be unden k= "prt e - an |enhanced
version of the "trceroute” applicg ot #hil ch Jappdnds A:ESgudngers tq each
hop. In the prefertTed eghadi t, Seehra nd Usedst@F LaE e RO tlhe
current Sprint tra returm |t he fEEiSg9d b
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42 1 AS6993 borderl a. e3-cor pl

sl -sea-6-HLO O T3. sprintlink.n
144. 228. 90w 99/14907

AS1790 144.232.8.53
sl-fw11-FQ O sprintlink. net

devel op. i gl obal . net

anl . sea. P-NAP  206. 253. 194. 60
AS6993 corel .fl-0-fddil.sea. P- NAP. net

144. 228. 30. 11
sl-igsi-2-9Q.T sprindink.-net—-144 22813146
207.32 A26} 13

colum is the hop nunber; the jsecond col um

hop; the third colum is the I|P addr

the current' hop; the fifth colyu

the sixth colum is an admniskrative] flag

purposes of this invention. Th
fromthe P-NAP to the traceroug
AS path of this output would bg

The next step is indicated by p box 2D4 | alel ed "
AS pat{h”. .

P- NAP Provider is represented
make a conpari son

201
— 202

m iS

206. 253. 192. 65
144, 228. 96. 13
144. 228.90. 9
144. 232. 8. 53
[?] 7

[1]

m 3

[?] 4

5

[1] 2

AS1239

AS1239
PCT/US98/18452

[7] 6

AS1239

Is the AS nunber
s or Jdomai ninane (if avail abl
he | B addre$s of the current hog
whi ch |s not -used for th
s out put defli nes the path a packet t
e server lodated wjithin Sprint.

The
of the

The 18*%

5

AS1239

ijr st
rrent

and

"6993| 6993 |1239 1239 1790 1239 1239 12839".

n the

— 203

_PATH

from the destination AS
bock toward the PNAP AS

Beginning searching AS

(right to left)

) 200

Begin
of the PNAP

Find a traceroute
server within each |—
Provider networks
For each Provider

C

prtraceroute to

Provider
traceroute server

Determine if more
than 1 PNAP Provider

is represented in
the AS path

205

181

Is Provider
connection to PNAP

currently active?

Yes

More than 1 provider

Provider As Dato
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bet ween the AS path returned by the traceroute and the Provider AS Data'

dat abase 181. The purpose of this step is to determne if there is nore

t han one P-NAP Provider 20 represented in the AS path. In the exanple
above, 6 i e P-NAP, 1239 is Sprintfand 1790 i s Spg¢ , Wwhen
tracing ?‘?ér%’?ﬁaeﬁp NAP to a destination on Sprint' thi si’%?g%ﬁg&gnl y
traverses Sprint. The step of box 204 goes to a decision block 205. The
deci sion bl ock 205 asks a question "More tan 1 P-NAP Provider in AS path?" .
If no (as with the exanpl e above), gryg t he met hod sequence nobves onjto box
206. 25 The step of box Zb I 4dentifi ed as 'Use Provider
traceroute server to tracero gha(‘k to the P-NAP and run through )
prtraceroute” . Referring back ¥o the step of box 203, in that step, ,the
outgoing path fromthe P-NAP fto the |Provi def, traceroute server was
determined. In the box 206, the revghse pat@is being deternined aftdjwill
list the path fromthe Provider trgceXoute serf@e\ back to the P-NAP.

Because provider traceroute slerver$ in nost cases, ry4n
"prtraceroute", the output of|the fProvi\der tr4gcerloute server nust B&&;run
through 'prtraceroute'. An expnpl ¢ vt\e outfdut {fromthe Sprint t{gageroute
server back to the P-NAP aftef i > wq 2Hrough prtraceroute i ght
be as foll ows: 43 1 AS1239 i gT oldt . |net 207.43.1170. 1

[1] |

I“
oG c N
c o3 0
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o PNAP Provider

Determine if the
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2 AS1239  sl-fW14-S115-Tl.sprintlink 144.228.134.25 [1] 3 AS1239
sl-fw1-FQ O sprintlink. net 144. 228. 30. 1 [?] 4 AS1790

144.232. 8. 54 [?] 5 5 AS1239 sl -sea-6-FQ QO sprintlink.ne
144. 228. 9@0®9n49p] 6 AS1239 sl -i nternap-1-sO T3. spri ntHCTUs1R42P 8. 96. 14
[?] 7 AS6993 borderla.f-fddil .sea.P-NAP  206.253.192.68 [1] 8 AS6993
her cul es. i nt ernap. com 206.253.194.98 [1] 10 The AS path of
this outp lLd_be "1239_ 239 1790 1239 9.6993 6993 . The next
step is inpdicated by a box. |207 whij qﬂ/ | abel ed "Determne if nore than
one P- NAP Provider is reprgsented i e AS path't This step of b§éi207 IS
the equi val ent of the step gbove in box 204 except it is working o he
path fromithe Provider back fto the P- NAP. Followi g the step of box 207,
there is gnot her decision bljock 208. As in the 15 previ ous degision

bl ock 2051 this decision bldgck 208 asks "Mre than{l provider in AS“path?".
If yes, this decision block [flows to al second deci gi on bl ock 210. T s

deci sion bl ock 210 asks the Jguestion s Provi der connection to P-NAP
currentlyjactive?".-- If yes|, this nmethod fl ows to%hnother met hod step as
shown by %ox 211. |If the Provider connkction to thd P-NAP were down for

sone reasdn when the traceroute was act ive, the redults would 20 be

i ncorrect Ibecause we woul d be routing 3n redundant [P- NAP Provi ders until
the Provider connection were| activated|again. InwHis case, tBere is no-
problem But, if the Providef connectipn to the RRNMAP is up aht we are at
this step,) then there is a pfoblem whi gh can flﬁ
l — o
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not be sol ved automatically by the Routebot.
to Network Operation Center".
but the 25
i ncorrect yag oA Provi der connection is currently active
that a human can di agnose and attend to the problem Ret

e-mai |
t he Provider

is correct,

deci si on bl ock 205,

212. Thus,
t he AS pat

provi der

The ou

if the decision is yes,

a7 24

ook like the followng fictionalized output:

Thus,

Box 211 is | abel ed "Send
if the path fromthe P-NAP to

path back fromthe Provider is

NAP Provi der,
a prtraceroute with nore

bor der | a. eg- &or pl an
core2. fl-0ffddi

906. Hssi 4-
422. atnl -
AS701 11p
sl -fsw 11-F

sl -1 gsi -Z-lsO

. Ssea. P- NAP

. sea. P- NAP. net

Exception

.alter. net
BN FFXI
Ml c. net

206. 253. 194. 60

206. 253. 192. 66

GM2 SEAI ALTER NET 137. 39. 136. 137

[ 7]

137.39. 13. 82 [

JAlter.

Net

144.228. 30. 11
144. 228. 131. 46

223

— 222

1

Check to see if the

AS exits in the
Exception AS database

Exception AS

AS exist in the

(=}
=

Send e~mail to Network
Operations Center.
A routing problem exists

21

Remove the AS
from the
Exception AS dotabaose

[
|

137.39. 70.

[
[

44 |
[1] 2 AS6993
1] 3 AS701

4 AS701

] 5
65
2] 7 AS1239
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8 AS3914 devel op.i gl obal . net 207.43.170.13 [1] 10

The AS path for this output is "6993 6993 701 701 701 1239 1239 3914".
Because 701 would be found in the Provider AS Data Database 181 as

bel ongi ng WO %8BT and 1239 woul d be found in the Provi deicrARResplss; Dat abase
181 as belonging to Sprint, this AS path crosses nore than one P-NAP
Provider. The decision block 212 asks 'Is Provider connection to P-NAP
currently active?". If 15 the answer is no, then it is potentially
acceptable to have this kind of tra¢eg /Dfgthe Provider circuit is currfently
unavail abl e, then the P-NAP nust rout€ to the destination on the curggnt
"default" provider and the above trace output would be the result.

sequence flows to decision block 213. This decision block 213 asks v

"Additional Providers?". If the answer is no (all P-NAP Providers havy been
tested in this run), the sequence stops at a term nal 20 214 | godl ed
"End". If the answer to decision block 213 is yes, then the nethod S

back to box 202 where the algorithmis run on the next Provider in g |ist
of Providers. Returning to decision block 208, if it yields a no, theq t he
met hod sequence flows to decision block 213, asking "Additional

Provi ders?". As above, if the answer is no, the sequence stops at a

term nal 214 | abeled "End". Returning also to decision & ock 210, if 45

the answer is no, then it flows to the deg sion block 288. If the ansyer to
deci sion block 212 is yes, then the sequeﬁk lows to afbox 217 | abel qd

"Begin searching AS path fromthe destinali S back fowargjthe P-NAR AS
(right to left)". This is the beginning of ag nner |ohp @B¢h will opgerate
on each of the AS -~ wDo 3
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nunbers in the AS path fromright to left.
shown as lines 30 1to 8, top to bottom However,

The listing presented above is
the AS path nunbers

shoul d be visualized in order fromleft to right. Thus, using the AS path
above (6938 ¢09f8¢; 701 701 701 1239 1239 3914), this Ioop P‘D#J%s:s;}? n with the
ri ght nost AS nunber (3914) and work its way back to the AS nunber

(6993). For each AS nunber fromthat step, the nethod step sequence flows
to a box 218 |l abeled "Determine if the current AS is froma P-NAP

Provider"i A% Thus, | ook up the ﬁgy t AS nunber in the Provider AS
Dat a dat apase™18] to see if a natc% und with one of the P-NAPRrovi der
AS nunbers. Fridmthis step, the nethod sequence flows to a deci si ofybl ock
220 | abel @d "[ges the AS belong to a P-NAP Provider?". If the answe+ is no,
t he sequepce fi ows tlo a decision block 224 | abel ed "Addi tional AS
nunber s i1 1" 51 fAthe answer to decision block 224 is yes,¢8§hen go
back to t and run the previous step on the nextdé§D
nunmber. 11 ci sion bIock 224 is no, then the netho ves to
anot her deci cl\abel ed ' Additional Providers?". |If the answer
to deci si gn t he sequence stops at a term nal 226 | abel ed
"End". IfI s\ on block 225 is yes, the 10 sequence
noves bac the afgorrtnm s rum for vi der .

The TTEXT Ty
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AS information

AS number

Increment o counter
specific to this

L

pond to

Does AS
AS_PATH Provider?

information corres

Yes

ADD AS to Provider AS |— 244

Data for Provider if
it doesn't already exist
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If the answer to decision block 220 is yes, then the sequence flows to a
box 221 | abel ed wBack-up to the non-Provider AS you just previously
checked." Using the above exanple, the "yes" answer to decision block 220
woul d occGYO%?ﬂgw t he program processed "3914" in the papdresdnias noved on
to "1239". Looking up 1239 in the Provider AS Data 15 dat abase 181, it
woul d be found that it was mapped to Sprint. Thus, box 221 tells the
process to back-up to the previous AS nunber, 3914 in the exanpl e case.
From box 221, the nethod flows to qq3/22¢ | abel ed "Check to see if the AS
exists in the Exception AS q§t=om e".” Thus, a search of the Exception AS
Dat a dat abase 182 needs to QQ pdle to see if the AS (3914 in this<tase)

exi sts in that database. The pod then flows to a decision 20 <~ bl ock-
223 | abel ed "AS exi st in the \gxception AS database?". Here,. if the answer
is yes, then the AS nunber 3914zWas—incorrectly added to the Excef on AS
Dat a dat abase 181 by the Assinm'*af or al goritlhm 180. The reason fo[:jhiS'is
that if an AS nunber exists i e Exceptiorn AS Data database 181, then it
is assuned that the AS nunber not directlly attached to any P-NAP :
Provider. In the case where ro ng occurs gs in the above 25 exanpl e,
it is obvious that the traffic ¥hould have dqone directly to Sprint, but

i nstead used the current "defaukt' provider [UUNet. Thus, if AS3914 were
removed fromthe Exception AS détabase 182, |because its routes will be
tagged wth a 1239 (because thex have a Sprijnt connection), the routing

W |l see AS3914 as being dirgctly connected]|to Sprint and route via Sprint.
| f the answer to decision bligk/¥23 is yes, |[then the nethod advances to box
30 216 where the incorrecfy AS nunber ig renoved fromthe Exception AS
Dat a dat abase 182.

Additional
AS numbers with a
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The met hod then flows to decision block 213 described previously. If the

answer to decision block 223 is. no, then the nethod flows to a box 215

| abel ed "Send e-mail to Network Operations Center. A routing problem

exi sts". Thus, there is a probl em which nust be solved by _h

i ntervent iWAMIMAYE et hod fl ows from box 215 SUBSTI TUTE s}Y-EE?’g’?EHEE 26)

to decision block 213 described previously. Figs. 13 and 14 taken together

conprise a flow chart indicating the detailed steps of the ASsiml ator

algorithm 180 (Fig. 11). Referring now,to Fig. 13, the sequence of steps

starts at a terminal 230 |abel ed "Bb§i/A24 A first box 231 |abel ed "Load

Provi der AS Data" 5 indicates the first step in thEHBLhofiDMAis step

takes all of the Provider/AS mappings fromthe Provider AS Data database

181 and | oads them.into nenory. The next step is indicated by a box 232

| abel ed " For ea€h AS ig&Wci ated with each Provider". This step

mar ks t he begi N\ | oop, the first of which traverses each

provider in the Providey AS Data database 181 and the second which

traverses all o E.re s{T0261 currently associated with each

provi der. The ngx O P TS di Fat ed by a pox 233 | abeled 'Use whois to

| ookup AS information".|For the current AY nunber within the current

Provi der, an |njernet dlrectory | ookup serpice, "whois", is used to get

i nformation. As| Go to any public
NAP and get o L— 262

sample PNAP route
from Provider

Call the length of
the AS_PATH for [ 263

this sample route
PAPL

|

More Providers

264

No

|

For each Provider in
order of most — 265

preferred to least
preferred (see routing
policy) get the PAPL
value (PAPLO)

Yes

For each other ' _
Provider, not — 266
including providers
already done in main
loop get the PAPL
value (PAPLY)

R I L
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defined in Request For Comment (RFC) 954, the "whois" service allows a

client on one machine to obtain information on a renote system Wen doi ng
i nformation, the renpte systemnane is
rs.internMO9944997a server managed by an entity known as RGRUSIHEMENI C t he

a "whoi s"

Internet Network |linformati on Center.
nmet hod flows to a decision block 234 | abel ed
correspon
the follo
13221 Who

669- 8303

:

for AS 15

and Park Road Herndon, VA 22071 &p
Narme: SprihtLink Autono
(VAR- US) vioel @PRI NT. NETC

Sprint Netpwork Info. & Sup

Fol I ow ng the step of box 233, the
"Does AS information
dyto Provider?". A "whois" query will return information such as

Sprint (ASN-Z2OM2HRLA) Government Systens Division

AuTtjon
Nunber : mb@_gogrﬁ nator:chg

e

rintl

(1S )
pel

Con
nk

©

=
ud

27

More Providers
on outer loop

270

Yes

More Providers
on inner loop?

No

267

Is PAPLO2PAPLI
Yes
PAPLI=PAPLO + 1

.-
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Record | ast updated on 20-Mar-97. Database |ast updated on 7-Aug-97

04: 30: 06 EDT. A record simlar to this for the current AS nunber is then
scanned for the nane of the 5 current Provider. If the current

Pr ovi der ot be found within the record, therefo wer to
deci si on Q?§§%ﬁ§§2 is no, the nethod flows to a box 235 §§B@§§G@& emove AS
fromProvider AS Data for Provider". For whatever reason, the AS nunber was
previously registered to the current Provider, but it is no |onger so

regi stered, so the AS nunber needs%ﬁj)ﬁ removed fromthe Provider AS Data
dat abase 181. The nethod 10 WS to anot her decision bl ock 236

| abel ed " Addi ti to process”. If the answer to decision block
234 is yes, thelmet hocB%lﬂso f| ojws 2B deci si on bl ock 236. At decision block’
236, if there are a onar nunbers for the current Provider and

addi ti onal Provj . .,, t he answer to the block being yes, then the
met hod fl ows bafk P%iemste}’s | f—t answer to decision block 236 is no,
then the proces a@“}"ﬁﬂsmﬁ i ni shed the task of verifying that all
of the current PTrovIidaer]Aas Mappl ngs are still valid. This algorithm works
in such a way t pet—t+he—Previdery AS Dat a dat abase 181 only needs to be
primed with the oQQ"éT(E";!"P%/ deeectsu2?8 nunber of each Provider the first
time it is run.|ThBrevidaclrdefme {he algorithmis run_the data is first
verified, any ifMcorrecrjdara 15 renoved and Déterminew dhirting E_adgled. 20
Once t he answer pe—eeebi-or—tack 236 i s ng, LOOAD PREE vokieshofl fTOws to a box

237 Determine a starting |— 277 thon the last
LOCAL_PREF value ‘ LOCAL_PREF
For each Provider |— 278 For each Provider }— 321
in order from most in order from most
preferred to least preferred to least
preferred preferred
Determine o — 279 Determine a — 322
LOCAL_PREF volue for LOCAL_PREF volue for
Provider which is less Provider which is less

thon the previous than the previous

Provider’s LOCAL_PREF No  Jorovider's LOCAL_PREF]
or less than the or less than the
starting LOCAL_PREF storting LOCAL_PREF
the first time through the first time through
this loop this loop
Yes
Record LOCAL_PREF [— 280 Record LOCAL_PREF|— 323
for Provider under for Provider under
category _ category
LOCAL_PREF(1) LOCAL_PREF(1)

281 324
Additiona Additiona '
defoult default
Provider's? Provider's?

Cl1G. 16 ( Ed 325
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| abel ed "Get & process fU I routing table dunp fromeach Provider". This
step in the process goes to each of the core routers 105, 106, and 116
(Fig. 3) and downl oads all of the AS PATH attributes attached to each route
W thin eaclwoomasoy. The |ist of AS paths is then sorted bPCRUSSRS4SROVi der
and all duplicates renmoved. The resulting list |ooks |ike 25 t he
following partial list: 1239 1 3749 1239 1 3790 1239 1 3801 30 1239 1
3909 3909 1239 1 4151 1239 1 4355 1239 1 4454 1239 1 4550 48 1239 1,4766
3559 1239 1 4766 3559 4060 1239 1 42@2/4@q0

For each | 283 f

Provider

Get unique — 284 i

list number |

F K — 285 288

or €9 . -———Yes Additional other No —i
other Provider :
Search Provider F—286

AS database for |

Provider AS Data all AS values | '
associated with

other Provider

~ Create an —287 - ;
AS_PATH “deny”
statement for
each AS value
using unique I
list number

Add all —288 1
AS_PATH “deny” |
statements to
Provider specific

configuration file

FIG. 17A !

——

1
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1239 1 49 5

1239 1 4926 1239 1 4926 4270 5692 1239 1 5000 5000 5560

5560 5560 5560 5560 5560 5560 1239 1 5388 1239 1 5494 10 1239 1 5623
1239 1 5623 6905 1239 1 5684 1239 1 5691 1239 1 5691 35 15 1239 1 5723
20 1

t hese pat

9 59 1239 1 6203 25 At the current tine, R shafAiH 9, 209 of
s%?\éfgg will Pt"l}ﬁfr%lsru

be processed each tinme this algorit
nunber may change on an hourly basis.

n. This

Fromthe step of box 237, the process

flows to a box 238 | abel ed "For each AS PATH from dunp". Box 237 indicates
h will run on each of t

aths fromthe 30 routing
descri bed above. Fromt:ZS?tig' of box 238, the nethod flows to

a | oop whi
tabl e dunp
box

f

Yes

P 290 182

Additional
Providers?

Search Exception
AS database for
all Exception
AS values

Exception AS Dato

il

Crecte on
AS_PATH "deny”
statement for
each AS value
using unique
list number

—291

l

Add dll
AS_PATH “deny”
statements to
Provider specific

configuration file

—292

Put unique list
number into the

"motch os—path”

of appropriote
route—mop

—2935
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240 | abel ed "For each AS within the AS PATH(L- > R Forward-Path). Box 240
indicates that within each AS path, a loop will run on each of the AS
nunbers within each path, noving fromleft to right in the path. Thus, if a
path is " 1&9%9d490203", the first AS nunber processed is "pkkAssbs/adask t he | ast
AS nunber processed is "6203". Note that this 35 is exactly opposite
of the way the Path Verification process 184 (Fig. 11) works. Path
Verification process 184 works fromright to left in the AS path. Fromthe
step of box 49 240, the sequencesz}z?sAfto a deci sion block 241 | abel ed
"First AS in the ASPATH?". If this T's4 first AS nunmber that has been
processed within the current AS path, then the answer to this decision

bl ock 241 will be yes. If yes, the sequence flows to a box 245 |abel ed
"Lookup AS in Provider AS Data to .x 8phi Sing this ASPATH'.
The 5 first ASin any AS path ) . he—li rect|ly connected AS nunber

of one of the P-NAP Providers. Thus, by I okl ng up_the first AS nunber of
an AS path-in the Provider AS Data [dat ggﬁﬁgchwl —W80know t he Provider which
advertised the route with this AS path seqlehrce—then flows to a

deci sion bl ock 247 |abel ediggAddi ti opal Previderber in AS-PATH?". Thus, when
nmoving fromleft to riqgiy across A ‘he currert path, 10 i f

there are additi @@l AS nunbgy's to angper td this decision

bl ock woul d be

Retreive number
of AS additions
for this Provider

Provider AS_Path
Prepend Dota

Yes

Add this number| 303
of PNAP ASes
to Provider
configuration

|

304

Additional
Providers?
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yes and the sequence noves back to box 240. If there are no addTE?%ﬁé'lml\'S' _
nunbers within the current AS path, then the a T (FIS S el a N ck 247
is no and the sequence noves to a decision blo Mﬁf\% ecg'héﬁdditional AS
PATHs?". |If there are additional AS paths to progess fromthe jrquting dunp,
then the answer to decision block 248 is yes and| tpe& MAY 2000 Jequence noves
back to box 238. |If the answer to de6l sion blogk] 241 is no, the |sequence

flows to a box 242 | abel ed "Use whois to | ooku rrrformetTon” .t [ n the

sanme manner that already existing dramgder AS Data dat abase 18;,[i nf ormati on
was verified above, each AS beyond the first in any AS path is |ooked up
usi ng Whitds claimediisshe current provider name (which is found when the first

igr et ookl gottsg ek Gncne) ,-ﬁ@&%ﬁ%ﬁ@qﬁrﬁ@%&cged
pr ov Iy BiUvfefs g BAGbAErs. KRBritie (B RERFEE DT P01 RCPPECUI Uimg " who s”

| ookup recgyd, thafing b@t&r&mgufdﬁohfﬁlés Whithusofodal pffererods, causing the'B- t he
sequence goes to a box 244 | abeled "Add AS to Provider AS Data tor Provider

i f i tNAP to routedo ¢henP{NAP provider ts)qustomerstones that pravider sunetwork, eausing dbe P s

f oun Lthin the "whois", record. of, the current., AS nunber w t.hin urrent
ot n MR dnte Grer AfreSetestell ionidet s nafaci ' Shtamers i Kibnetied o B NAK oo
181 ' ( a&}neﬁ ' :

deci gliﬁggﬁg gg%ﬁ@a@‘%@?@ﬁ%e a gggéﬂl?ﬁmggcﬁ tg!.{gggfpg’@ﬁ&gi ocE éﬁ% t he
cur r ePHNASS patly tength do eause ctistomersax poovdddrs nat dannedtetbto the P-NAP terreuterovep t he

deci si on bl ock _30 243 is no, then the sequence noves to a box 246
| abel &Breselgeted FeNARProyiderer specific to

b) setting the P-NAP provider local preferences for causing the P-NAP provider
to select direct routing to the P-NAP; |

c) applying configuration files to a router;
d) causing the router to obtain routes from the P-NAP provider; and
e) causing the router to apply said router configuration files to said routes.

2. A method for symmetrically routing TCP/IP packets between a P-NAP and any
destination on the Internet such that if the destination is part of any P-NAP provider, the
forward and reverse path of the packets will be across said provider and in all other cases the
forward and reverse path will be across a pre-determined provider, said providers having
customers, comprising the steps of: _ |

a) creating router configuration files which use local preferences, causing the P-
NAP to route to the P-NAP provider's customers over that provider's network, causing the P-
NAP to route over a preselected provider's network to customers not connected to a P-NAP
prbvider or customer of provider's connected to more than three P-NAP providers, and using
P-NAP path length to cause customers of providers notﬁconnected to the P-NAP to route over
a preselected P-NAP provider;

b) setting the P-NAP provider local preferences for causing the P-NAP provider
to select direct routing to the P-NAP;

c) applying configuration files to a router;

d) causing the router to obtain routes from the P-NAP provider; and
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this AS nunber". The sequence then noves to decisiqgn block 2

above. Thus, if the cur(r:]ent AS nunber is not found to bel ongaﬁwmﬁj eﬂtﬂ
t hen processing on this AS path can stop. The process of the|p}esent
i nvention is only concerned with AS nunbers that belong to P} NAlegr AT 28T
A counter is kept for. this AS nunber/Provider pair to inp|epent the
heuristic nmechanismw thin ASsim | at@ where any AS which is| next—to—rere
than three P-NAP Providers is considered to peer at the NAPs] with the

Provi ders @nd tduusingah® feifer 10 dpply Said eguitérsbnfifufation fHled @akProhfes; Ret ur ni ng
back to decision block 248, if the system has processed all AS paths from5

the routing dunp, then the sequence noves to Fig. 14 and to box 250 | abel ed

v 27 A8 o Sl oL ARS8 e R i,

dat amﬁnéﬁﬁ-od:ﬂle'lh@ﬁi&t%ﬁ@)cnk Ef“‘?‘;‘ %cfﬂ%!ﬁﬁa to a decision block 251

| abel ed "Counter > 3" current encountered AS nunber, if
it i sieshnumbnta)pmmmhmahmﬂ-ﬁm’nmrcohhem tor snid geovddertdndsintalicothér cases
answer to decision_ block 251 is yes, the sequence noves to a box 252

| abe|3SEPSS Adtreﬂstetr@@édysﬁdsh said preyiders having-custamers Aomprising the steps mﬁect ed

Dat & Dat aiblse. g foaier eoRHE A plelihien Bfe AR irelefoncl, calditg Inedfeq
" End"NAPfto réiste 80 SHAT-NAP providet's GustbiDels over thabpraRidel” Q?xetwork, causing the P-

NAP to route over a preselected provider's network to customers not connected to a P-NAP

provider or customer of provider's connected to more than three P-NAP providers, using P-
NAP path length to cause customers of providers not connected to the P-NAP to route over a
preselected P-NAP provider;

b) setting the P-NAP provider local preferences for causing the P-NAP provider
to select direct routing to the P-NAP;

c) applying configuration files to a router;

d) causing the router to obtain routes from the P-NAP provider; and

e) causing the router to apply said router configuration files to said routes.

4. A method for ensuring that the routing of TCP/IP packets between a P-NAP and any
destination on the Internet happens symmetrically across the
destination's Provider when the P-NAP is connected to Provider and in all other cases across
a pre-determined Provider, said providers having customers, comprising the steps of:

a) éelecting a LOCAL_PREF value for provider default routing such
that for those destinations not connected to a P-NAP provider, the most preferred provider is
used, if that provider is unavailable, the next most preferred provider is used and so on, until
all providers have been exhausted;

b) creating router configuration files which use local preferences, causing the P-
NAP to route to the P-NAP provider's customers over that provider's network, causing the P-
NAP to route over a preselected provider's network to customers not connected to a P-NAP

provider or customer of provider's connected to more than three P-NAP providers, and using

T



sequence noves to anot her decision block 253 | abel ed "Addi (1 ; T T
W '?h a 15 counter?". If additional AS nunbers were en%ﬁ@ﬁm arﬁﬁﬁ
t hus the answer to decision block 253 is yes, the sequence] npves back to
box 250. If no additional AS nunbers were encountered diregt|yoaf tixy 2060
Provi der AS nunber and thus the answer to decision block 2p3jis no, the

sequence stops at the term nal 254 |agpeled "End". Fig. 15 | s—a—ftowchart
i ndicating the steps for the process of determ ning the nupber 20 of

chart DD B odd Gl Sud Bk B BRI AR bR L PARR o sedicrover o "
11. Tha pregelected P-NAR provider;a terminal 260 | abel ed ' Begin". The first step

is a box 261 | abel ed "For each Provider". This signals the beginning of a
| oop which @11 $@HRe the R-NAP provides lqzal\preferenses dor eausingdhn PHNAP\prdvidet y as

Provi der.., The. sequence, then flL.ans to a box 262 | abeled 'Go to any 25

publ i g‘%&?"ﬁﬁﬁ"é‘&f’“ﬁ“&%ﬁ?@" “NAP route fromProvider". There exist public

servers | ocgyj ed g?plgﬁgcwﬁﬁ@rm&pm@ld,gwﬂhgeki ng at any Internet route from
0

t he perspective erver peering wt I'fferent providers at the NAP.
Thus the coekept causirigathe oadtergo abtain wowtesftony the PeNAPyprokidel-dHaP to a
Provider and then fromthe Provider to this public server. In the P-NAP of
the present i nveRtysing the sputersto; apply saidrrpmterreonfiguration fidestosaidopums19, 30
advertised to each of the P-NAP Providers and then re-advertised to the
NAPs. From the perspective of the NAPs, this route and its associated AS
pat hs §.0ne AdP-NXAR bysiendworigtising:00k | i ke t-he fol | ow ng:

a) a packet switched routing control device;

b) a private P-NAP customer connected to a first side of said packet switched routing
control device; '

©) a plurality of network service providers connected to a second side of said packet
switched routing control device, said packet switched routing control device causing packets
originated by said private P-NAP customer to enter into said packet switched routing control
device from said first side and be routed directly to a selected one of said plurality of network
service providers, said selected one of said network service providers containing a destination
network which the private P-NAP customer desires to communicate with, and the packet
switched routing control device causing a response packet originated from the destination
network to be forwarded from the destination network back to the originator private P-NAP

customer over the exact same path, thus providing symmetric routing.

6. A P-NAP system in accordance with Claim 5 in which said plurality of network service
providers have local preferences set for causing said network service providers to select direct
routing to said packet switched routing control device for causing response packets to be routed

over the exact same return path as a packet received over a forward path.
7. A method for communicating employing a P-NAP system comprising:

a) causing packets originated by a private P-NAP customer to enter into a packet

switched routing control device;

R OO I



51 BGP routing table entry.for 206.253.192.0/19, version 1qREPSACEMENTOSHEET
4200 6993 6993 6993 6993 6993 6993 6993 1239 6993 6993 5 255176993

6993 6993 6993 6993 6993 6993 6993 3561 6993 6993 6993 6993 16 ? g%i; @gS
6993 6993 6993 6993 174 6993 6993 6993 6993 6993 6993 6993 699 89 ¥
The above entry is what the route | ooks |like after this curlrépt—algorit-hm

is run and the appropriate nunber of 64S path additions havd been f ound.

Routing table entries such as the above can be found by goimgto=a

publical |y pyvai lcatsifig lenitesin ?iackaslto?bé foutet diseetly toa proeidef oiivh cohtains a
http://nitrous.di gex net . ter determining where in the route-server's

netmdﬁlwmemutlmmequmkyaﬁd)r a routing entry (typically at one of the

bl NAP:
Pt for o espoRuant Redummsammekst SR i goina it fordtk WMmls " 00 1Y 707
r out & 42861043 pii9e P HA P Rifer B0crAfe BRichsdfichdhons: 701 6993 1239 1661 6993

8. A method as in Claim 7 further including the step of:
d) setting local preferences of the provider to cause the provider to select direct

routing back to the packet switched routing control device.

9. A packet switched routing control device comprising:

a) means for causing packets originated by a private P-NAP customer to enter into
a packet switched routing device;

b) means for causing entering packets to be routed directly to a provider which
contains a desired destination network; and |

c) means for causing a response packet from said destination network to be routed

directly back to the private P-NAP customer over the exact same path.

10.  The packet switched routing device of Claim 9 further including the following element:
d) means for setting local preferences of the provider to cause the provider to select

direct routing back to the packet switched routing device.

11. A method for routing information packets symmetrically on selected forward and return
paths in an overall network involving a plurality of traffic carrying networks, said overall
network including public NAPs and a P-NAP, said plurality of traffic carrying networks
including non P-NAP providers, and P-NAP providers,\each of said traffic carrying networks
having AS numbers associated therewith, said method comprising the following steps:

creating a list of all P-NAP provider AS numbers;

creating a list of AS numbers which peer at the public NAPs but which are not any of the
AS numbers associated with said P-NAP providers;

for each provider taking the union of all provider AS numbers and AS numbers associated

with the public NAPs and subtracting out the AS numbers associated with the current provxder,

)



20 3561 3993 1673 1331 1211 1213 1214 1215 1216 1217 1218 6993 4200
6993 2551 6993 174 6993 25 In the above exanple, the pat rﬂ(ﬂ\. IHFHTq
701 is UUNet; 1239 is Sprint; 3561 is MIl; 1673 is ANS; S-SR 5 1
is Netcom and 174 is PSI. The step covered by box 262 takes On?%{a L he

above AS pat hs dependi ng upon which Provider is currentl)y be?r?g F@@ed.
30 The sequerice then noves tgsbox 263 | abeled "Cal| the |ength. df
t he ASPATH for thi s sanpl e route PAP Thus, using progfamm ng arrays,

there is a PARL efor eac rovider which.is the | enbth—of—the-AS patt
for that pFiSW‘H%Y %ﬂfﬁﬁe“ E‘HF@OH ﬁ?‘gre“fﬂéové‘iﬁuence then moves to the

deci si on b's&ﬁK 36¢h1 ??é?ﬁrkﬁ&s oFhEPNAY g@&l iders forf catugﬁlﬁ%@l’mﬂﬁcﬁréhﬁ@ﬁ
Providers to p oces en the sequence noves back to0 box 261 ere are
no SUBSdédt DifeEt Shifig to the PENAB) nmore Providers, then using the above

exanpl e, the PAPL values fqor each Provider are
applying configuration files to routers associated with each P-NAP provider; and

causing the router to apply the P-NAP provider configuration files to the AS numbers

received from each provider.

12.  Apparatus for routing information packets symmetrically on selected forward and return
paths in an overall network involving a plurality of traffic carrying networks, said overall
network including public NAPs and a P-NAP, said plurality of traffic carrying networks
including non P-NAP providers, and P-NAP providers, each of said traffic carrying networks
having AS numbers associated therewith, said apparatus comprising:

means for creating a list of all P-NAP provider AS numbers;

means for creating a list of AS numbers which peer at the public NAPs but which are not
any of the AS numbers associated with said P-NAP providers;

means for taking the union of all provider AS numbers and AS numbers associated with
the public NAPs and subtracting out the AS numbers associated with the current provider;
means for denying that list of AS numbers for the current provider;

means for setting local preferences of the P-NAP providers for causing the P-NAP
providers to select direct routing to the P-NAP;

means for applying configuration files to routers associated with each P-NAP provider;
and

means for causing the router to apply the P-NAP provider configuration files to the AS

numbers received from each provider.

13. A method for routing information packets symmetrically on selected forward and return
paths in an overall network involving a plurality of traffic carrying networks, said overall
network including public NAPs and a private NAP (P-NAP) said plurality of traffic carrying
networks being divided into two groups, a first group consisting of non P-NAP providers, and
a second group consisting of P-NAP providers, each of said traffic carrying networks having one

or more AS numbers associated therewith, said method comprising the following steps:

RN O AP lII|



foll ows: PAPL[ UUNet] : 25 PAPL[ Sprintl : 3PAPLELIM

2 PAPL[ ANS] : 10 PAPL[AG S : 2 PAPL[ Net comy: {REPLAGE g‘\iT SHE%;T
PAPL[ PSI ] : 2 Wien the answer to decision block 264{is no, and tTl .
PAPL val ues for each Provider are filled in as above, the- squechgmg;
box 265 | abel ed "For each Provider in order of npost preferred to |east _
preferred (see routing policy) get thgg PAPL val ue (PAPLO". -5 Thrg‘"i Sk
the point in the process when we begin the first of two Idops this loop °
goi ng througﬁaﬁa&ﬁstgffaﬂli‘eNRP NRGYilEr S AdhBersy om most preferred to |east
preferred as define routing policy in the first step 188 of Fig.

11. Referri mg-;.atwu:lxstbﬁAIShmnEbemmhieh pear dethepublic biddisybus wbieh aronetengtofithe t he

P-NAP of the present inventi 1. TUNet 2. Sprint 3. M 4. ANS 5.
AG S AS numbérs associated with said P- N/EIQ providers; P

for each provider taking the union of all provider AS numbers and AS numbers associated
with the public NAPs and subtracting out the AS numbers associated with the current provider;
denying that list of AS numbers for the current provider;

tagging all other AS numbers which don't match the deny list with a primary preference
value associated with the provider; |

tagging all AS numbers which do match the deny list with a secondary preference value
associated with the provider;

using the primary local preference values to cause the P-NAP to route to the P-NAP
provider's destinations over that provider's network;

using the secondary local preference values to cause the P-NAP to route to destinations
not connected to a P-NAP provider over a preselected P-NAP provider;

making changes to AS path lengths of routes advertised by the P-NAP to each P-NAP
provider to cause providers not directly connected to the P-NAP to use the same preselected P-
NAP provider as the P-NAP uses to send to said providers;

setting tht;, P-NAP provider local preferences for causing the P-NAP provider to select
direct routing to the P-NAP;

. applying configuration files to routers associated with each P-NAP provider; and
causing the router to apply the P-NAP provider configuration files to the routes received

from each provider.

14. A P-NAP system comprising:

a) a packet switched routing control device;ﬁ

b) . aprivate P-NAP customer connected toa ﬁ'rst side of said packet switched routing
control device;

c) a plurality of P-NAP network service providers directly connected to a second
side of said packet switched routing control device; and

d) at least one non-P-NAP network service provider not directly connected to said

packet switched routing control device, said packet switched routing control device causing

A



25 6. Netcom 7. PSI The first provider to be processe ] t ey -
265 is UUNet; the second is Sprint; and so on throggh to Pgﬁﬁp%ggw
value for the current Provider is noved into a 30 tem)o ary variabl e
cal | ed PAPLO The sequence then noves to a box 266 | abel ed|" Fo2 2d48AY dfélker
Provider, not including providers already done in main | oop get the PAPL
val ue (PAPLI)" Thus, this inner | oogygoes through all other Providers
except the current Provider and skips those that have already-heen through

the f f :
(e b 9P Y S0 gt AP Sy AR SRR BER ol HIEL
ar e t @entrdlMRVick Fin B4i8 Yirstaide, said paclet SWilced FButin} cungrol aéxecemhﬁﬁ pavkets
Sprint is the outer |oop Provider and MCI, ANS, AGS, Netcom and PSI are

the i nddnesteddp mdestingtiors within said non-Népetwork sesvica provideris ne@w«prkprt@\m der
s nopressiesied bé%éésmemb%qh@?fifl’ah Fchug senyios provids g e rried O AhRid o
*br ouShERRY 4 RAIRP Rk R BRAE profidboRERPE £ Toyte 8 non; E"/ipﬁﬁ‘%s Gk 11
noved pefbdtk avhieATAE WatéaPJMP ecuktohtler .desires to commumcate with, and the packet
switched routing control device causing a response packet originated from the destination to be
forwarded from the destination back to the private P-NAP customer over the exact same path,

thus providing symmetric routing.

15. A P-NAP system in accordance with Claim 14 in which said plurality of P-NAP network
service providers have local preferences set for causing said P-NAP network service providers
to select direct routing to said packet switched routing control device for causing response

packets to be routed over the exact same return path as a packet received over a forward path..

16. A method for communicating employing a P-NAP system comprising:

a) causing packets originated by a private P-NAP customer to enter into a packet
switched routing control device;

b) causing entering packets addressed to a destination within a non-P-NAP network
service provider's networks to be routed to a preselected one of a plurality of P-NAP network
service providers containing a route to the non-P-NAP destination; and

c) causing a response packet originated from the destination to be forwarded from

the destination back to the private P-NAP customer over the exact same path.

17. A method asin clalm 16 further including the step of:
d) setting local preferences of the P-NAP network service provnders to cause the P-
NAP network service providers to select direct routing back to the packet switched routing

control device.

18. A packet switched routing control device comprising:

A



The sequence then noves to a decision block 267 | abeled "Is s iy
PAPLI ?". Thus, RES) ATEMENT SHEET |

Is the PAPL value for the current outer |oop P
greater than the PAPL val ue 10 for the current inner loop Provider. If
the answer to decision block 267 is no, then the sequence novps| b3dk MY 268
266 to process the next inner |oop provider. If the outer |oop provider

PAPL value is less than the inner | o provider PAPL val ue thpn nothing
needs to be done, because the outer loop is controlling the ptimary order,

keeping in jind L he. th .the referred. Thus, if
t he outer Ia?op p'%‘%@% g‘(;aljrl‘sg%{r{gééﬁ%tﬁ oﬁglsd%%g%' @ prl@‘%gﬁéﬁgﬁs@“gﬁﬁ enferiinto ), o

pr ef erarpadkétisavitched foutiag comedl deviewi der with a value of 4, nothing needs to
be done, because the outer |oop provider is supposed to have a snaller AS

path | engt ) | f means forconsing entetingipatksts addressed 267 destingtéon withinanom®-NARuence
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mor 6 PRy SSVICEpOVideES RefivPEHrhto b6 deiedip a presipesi ot 667 pluraliiw oF B-NAR) |'er
AS patRideRIER i@ WolidedsR pedap . be fixed so
that the AS patlh Ignlg‘ta&h gﬁtaméfﬁdéyﬁ%?&?ée f“r?n‘le}r%ﬁ%ér?%\?}i&er gets larger.
The way thid is mems fos cabdihg tahrespersegacke rorigdifattd fdm dhe Bexind@én to BRPLI =
PAPLO + 1". Thus if the outer |oop provider has a PAPLO value of 4 and the
i nner fPwsded Gomdbe destigationrbmok to thel privatss P-NAR eustoraey avgr the exactishme padl| f or
the inner | oop provider would be 4 + 25 1 =5. The value 5 is now

| arger than the outer |oop provider value of 4, so the outer |oop provider
i's nor1g. pr eftRIgackbt sAficlicd rovtipoRttol &V Jfit9aind € furfiler &cftﬁﬂx% lrl]ﬁé%l‘l’@wir@ then

|

stored as the current provider PAPL value so the next tine e same I nner
| oop stementer :

d) means for setting local preferences of the plurality of P-NAP network service

providers to cause the P-NAP network providers- to select direct routing back to the packet

switched routing device.

20.  Anapparatus comprising a P-NAP, a provider having a connection to said P-NAP, said
provider having networks, said networks having destinations, said apparatus to route packets
symmetrically to/from destinations, within the provider's networks, over that provider's

connection to the P-NAP.

21. A method for routing symmetrically to/from destinations within a P-NAP provider's
networks, over that P-NAP provider's connection to a P-NAP, said method including the steps
of applying configuration files to routers associated with P-NAP provider’s networks, and

causing the routers to apply the configuration files to routes received from each provider.

22.  Anapparatus comprising a P-NAP, a P-NAP provider having a connection to said P-NAP,
a non-P-NAP provider not having a direct connection to said P-NAP, said providers having
networks, said non-P-NAP provider’s networks having destinations, said apparatus to route

symmefrically to/from destinations within non-P-NAP provider's networks over a selected P-

NAP provider's connection to the P-NAP.
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5 ANSy  An apparatus comprising a P-NAP, a Hst and secol;H'provider ﬁalving conn%c]lions to said
P-NAP, said first and second provider having networks, said first provider’s networks having a
destination, said apparatus for routing symmetrically to/from destinations within the first P-NAP
provider's networks over the second P-NAP provider’s connection to the P-NAP when the first

P-NAP provider’s connection to the P-NAP is unavailable.

25. A method to route symmetrically to/from destinations within a P-NAP provider's networks
over the next best P-NAP provider's connection to the P-NAP when the destination's P-NAP .

provider connection to the P-NAP is unavailable.

26. A network topology comprising two or more Network Service Providers and one or more
customers whereby the topology is used to exchange packets to/from the customer to/from the

providers in a symmetric fashion. -

27. A network topology comprising two or more Network Service Providers and one or more
customers whereby the topology is used exclusively to provide for the symmetric exchange of

packets between a customer and a network service provider.

28. The network topology of claim 27 of which in which service is provided for the

symmetric exchange of packets between a private customer and a network service provider.

29. A packet switched routing control apparatus for the symmetric routing of packets
comprising:

a) means for dctern.1ining symmetric routing policy at a P-NAP;

b) means for creating and maintaining router configurations in accordance with said

L

routing policy;
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the values to be stored in the Provider AS PATH Prepend Data -database 186
are: 20 Ut JRemeansforcapsing P-NAP pyogideds torset their ppeferepcedo prefer ace¢dS td the B0 =

AG S ]T%Ag vfa? their local connection; and

d) means for causing other Providers to prefer access to the P-NAP in accordance with

said symmetric routing policy.

30. A packet switched routing control method for the symmetric routing of packets
comprising:
a) determining symmetric routing policy at a P-NAP;
b) creating and maintaining router configurations in accordance with said routing policy;
c) causing P-NAP provider's to set their pfeference to prefer access to the P-NAP via their
local connection; and
d) causing other Providers to prefer access to the P-NAP in accordance with said

symmetric routing policy.

31. A packet switched routing ¢ontrol apparatus for the symmetric routing of packets
comprising:

a) means for determining a LOCAL_PREF ordering of P-NAP providers to be used when
a destination network is not connected to a P-NAP provider or the destination network is not
currently reachable through it's P-NAP provider or the destination network is connected to
multiple P-NAP providers; _

b) means for determining which Autonomous Systems are diréctly associated with each
P-NAP provider and storage of those Autonomous Systems in a Provider AS Database;

¢) means for determining which Autonomous Systems are peering at the Public NAPs

- and storage of those Autonomous Systems in an Exception AS Database;

d) means for determining the Autonomous System numbers of other providers provided
to the system by the user and storage of those Autonomous Systems in the Provider AS Database;

€) means for verifying traffic flows from the P-NAP to P-NAP providers and updating
databases;

f) means for verifying traffic flows from P-NAP providers to the P-NAP and creating
appropriate notifications;

g) means for creating base router configuration files;

0
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Netcom 12 - 2 = 10 PSI 5 13-2= 11 The process is then sttﬁjl MCngT SHEET
termnal 273 labeled "End". Fig. 16 is a flow chart in accordarjce with the
principles of the present invention indicating the detailed gtdp2 ndii¥vags
in determning the routing policy of the first step 188 10 (Fig. 11).
The process starts at the termnal 274 |abeled "Begin'. A boj 275 show the
first step | abel ed "Determ ne base rzgti ng policy". This is tthe.sl.ep.of
determ ni ng whi ch base set of accept Internetl BGP4 routing practices are

[ t b d d the itens to be ponS|dered are:
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Vit or cofigrHudi e kR Rl R GERNAB (PHHedfaRLY WARIPP NAP plbider's ) 1ce
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t he vaI ue that
J) computing means for determining the appropriate AS_PATH additions to be added to

the routes sent from the P-NAP to each P-NAP provider and storage of those additions in the
Provider AS_PATH Prepend Database;

k) ‘means for adding AS_PATH Prepend configuration commands to said base router
configuration files using said AS_PATH Prepend Database;

I) means for causing other Providers to prefer access back to the P-NAP over a preferred
P-NAP provider's network;

m) means for applying said combined router configuration files to router's connected to
each P-NAP provider; '

n) means for causing each router to obtain full routes from each Provider; and

0) means for causing each router to apply said router configurations to said full routes.

32. A packet switched routing control method for the symmetric routing of packets
comprising:

a) determining a LOCAL_PREF ordering of P-NAP providers to be used when a
destination network is not connected to a P-NAP provider or the destination network is not
currently reachable through it’s P-NAP provider or the destination network is connected to
multiple P-NAP providers;

b) determining which Autonomous Systems areudirectly associated with each P-NAP
provider and storage of those Autonomous Systems in the Provider AS Database;

c) determining which Autonomous Systems are peering at the Public NAPs and storage
of those Autonomous Systems in the Exception AS Database;

d) determining the Autonomous System n_umbers of other providers provided to the

system by the user and storage of those Autonomous Systems in the Provider AS Database

T AR AT
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-wiII- be attached to the rmst preferred of all Providers. Th¢
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to |l east preferred”. This step indicates the beginning of ajl WhICh Wi ||
process for each of the P-NAP Providers in the order deternin d2b2/ WA 2800,
The sequence then flows to a box 279 | abel ed 25 "Deterign me a LOCAL
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| oop". Thus, if this is the first tine throagh this loop, a LOCAL PREP
val ue shoul @ veafiingtrafficemsHrans thedsNAPHaP-NAE proxidersand ipdatingdatabasesm box

277. 1f thig is..not t frst hj al ue
shoul d be ¢ oseélrfy EHRF? gowés§$+han g}éggie}s to> tlf%&@@&é@ﬁ%ﬁﬁ@%ﬁsél gned
to thqld@irf@ﬁ,&yss Provi der. The sequence then flows to a box 280 which is
| abel ed "Record LOCALPREF for Provider under category LOCAL PREF(1)". As
previously gl creatingeishse tdutareonfiguration files;s of LOCALPREF val ues. The fi rst

LOCAL PREF(1) is assigned tq t se youtes ich gre found taq be dir ctIy
connect ed t b adding ngLdBREFW'i HUFALoR cemMap tOé?‘a basedpyig E@'&Wﬂ%@i“val ues

il t I
sequersh (ERbHERHor B AT o RHEBN vl #‘38*2’523“%?%‘?%%“5 e |
Pr ovi d@asProvider's bemecibLtoale PINAPAl Providers to process within this | oop,

thus the answer to the decision block 281 is yes, then the sequence
i) adding LOCAL_PREF configuration commands to said base router configuration files

such that packets from the P-NAP to a destination not within a P-NAP provider's network,
traverse the P-NAP provider's network with the most preferred preference;

j) determining the appropriate AS_PATH additions to be added to the routes sent from
the P-NAP to each P-NAP provider and storage of those additions in the Provider AS_PATH
Prepend Database;

k) adding AS PATH Prepend configuration commands to said base router configuration
files using said AS_PATH Prepend Database;

1) causing other Providers to prefer access back to the P-NAP over a preferred P-NAP
provider's network;

m) applying combined router configuration files to router's connected to each P-NAP
provider;

n) causing each router to obtain full routes from each Provider; and

0) causing each router to apply said router configurations to said full routes.

33.  An apparatus for détennining a LOCAL_PREF ordering of P-NAP providers to be used
when a destination network is not connected to a P-NAP provider or the destination network is .
not currently reachable through it’s P-NAP provider or the destination network is connected to
multiple P-NAP prc;viders comprising:

a) means for creating a first set (primary) of descending order LOCAL_PREF values, one
for each P-NAP provider, such that the highest LOCAL_PREF value is the most preferred P-
NAP provider; and
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goes back to box 278. 5 If the answer to decision|BREPLACRRENTSSHBET
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P-NAP provider, such that the highest LOCAL_PREF value is the most preferred P-NAP

provider; and

b) creating a second set (secondary) of LOCAL_PREF values, one for each P-NAP
provider, in the same descending order, such that the highest LOCAL_PREF value in the second
set is a value lower than the lowest LOCAL_PREEF value of the first set.

35.  An apparatus for determining which Autonomous Systems (AS)es are directly associated
with each P-NAP provider comprising:

a) means for initially priming a Provider AS Database as <AS, Provider> pairs using the
directly connected AS number of each Provid_er;

b) means for loading the existing Provider AS Database as <AS, Provider> pairs;

c) means for searching through each AS and using the whois mechanism, determining
if that AS continues to correspond to that AS's Provider;

d) means for removing any ASes from the Provider AS Database that are determined to
no longer correspond to their Provider;

€) means for downloading and processing a full routing table dump from each Provider
as a list of AS_PATH attributes for each route;

f) computing means for taking said AS_PATH lists and using them to determine
additional AS numbers associated with each P-NAP provider and storage of the <A'S, Provider>

pairs in the Provider AS Database;
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"Addi tional default Providers". |If there are additional .
process within this 25 . | oop, thus the answer to the ﬁ@mgﬁcﬁ;
is yes, then the sequence goes back to box 321. If the anpwer to deci sion

bl ock 324 is no, then the process ends at terminal 325. The|r@sull§Abgdidhiis
process is a table discussed previously: SUBSTI TUTE SHEET}] (RULE 26)

O der Provi der LOCAL PREP LOCAL PREFT UUNET
100 75 2 Sprint’4 99 503 MC
98 25 5 4 ANS 95 20 5
AG S 90 g) computing means for taling said AS_ BT histsgmd using them to determinel AS7

PSI The third .go rmllststeLOCA REF

et e GUPEoeES epspsiated with qthes TReviEs ravidey DY e vSeiand agae atisbe iAot | y
conneqtrgd,dgg,@,ﬁghnm%%érAglmtgbgkgth colum lists the LOCAL PREP
attribute assigned to all other routes from each provider.

36. A method for determining which Autonomous Systems (AS)es are directly associated with
each P-NAP provider said method comprising the steps of:

a) initially priming a Provider AS Database as <AS, Provider> pairs usmg the directly
connected AS number of each Provider;

b) loading the existing Provider AS Database as <AS, Provider> pairs;

c) searching through each AS and using the whois mechanism, determining if that AS
continues to correépond to that AS's Provider;

d) removing any ASes from the Provider AS Database that are determined to no longer
correspond to their Provider;

e) downloading and processing a full routing table dump from each Provider as a list of
AS_PATH attributes for each route;

f) computing means for taking said AS_PATH lists and using them to determine
additional AS numbers associated with each P-NAP provider and storage of the <AS, Provider>
pairs in the Provider AS Database; and . , .

g) taking said AS_PATH lists and using them to determine AS numbers associated with

other Providers as provided by the user and storage of the <AS, Provider> pairs in the Provider
AS Database.

37.  An apparatus for taking AS_PATH lists and using them to determine additional AS
numbers associated with each P-NAP provider and those AS numbers associated with Providers
provided by the user comprising:
a) for each AS within the AS_PATH, means for moving from left to right in the path;
b) means for determining if this is the first AS in the path and if so lookup the AS
in the Provider AS Database to determine the Provider advertising this AS PATH and saving
that Provider for future additions to the Provider AS Database;

c) means for using whois to lookup the AS information for any subsequent AS numbers;

O
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38. A method for taking AS_PATH lists and using them to determine additional AS numbers

associated with each P-NAP provider and those AS numbers associated with Providers provided
by the user comprising the steps of:

a) For each AS within the AS_PATH moving from left to right in the path;

b) determining if this is thc;, ﬁést AS in the path and if so lookup the AS in the Provider
AS Database to determine the Provider advertising this AS_PATH and saving that Provider for
future additions to the Provider AS Database;

¢) using whois to lookup the AS information for any subsequent AS numbers;

d) determining if the said AS information corresponds to the same Provider advertising
this AS_PATH and if so add this <AS, Provider> pair to the AS Database;

¢) stopping the method when you reach an AS with AS information which does not
correspond to the same Provider advertising the AS_PATH;

f) determining if the said AS information corresponds to a user provided Provider and if
so add this <AS, user-provided Provider> pair to the AS Database and end the method; and

g) incrementing a counter for those AS numbers whose AS information does not

correspond to the same Provider advertising this AS_PATH or Provider provided by the user.

39.  An apparatus for taking AS_PATH lists and using them to determine additional AS
numbers associated with each P-NAP provider and those AS numbers associated with Providers

provided by the user comprising:
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t he prfawireadditions ahe Bavided Af/Databadecnent s and adds themto the Provider
specific configuration. The sequence then 15 o] deC|5|gn bl ock

2Bo | hbol ooby farneh ASavitiyn Ky A BA T Hanoms for movisg onHEhtia it indhepat

Provi ders t rocess whic h er answer
to this dect Rt T R e R
box 285. C?t Hﬁaﬁi‘ﬁ)‘f‘%&eﬁﬁlrﬁjﬁgifih@ﬁl@h@Cino%%atlbﬁcdii?es ditio iH&%aﬁl@(N@ﬂﬁ& flows
to a box 29 | abel ed " Sear ch” Exception As dat abase For all Exception AS
val uesddvertisimgy this)AS PAPH@nd tifo dddrthis <A Prowiderrpairfoshe 48 Databasdyox 285 and

endi ng at deci sion_bl ock 289 i Ienented the pre
’ e) means for stopping the method when you reachpt e \élll of ti’lX A‘%’_ﬁﬁ'\‘fﬁ ed concept

1

f) means for determining if the AS information corresponds to a user provided Provider
and if so add this <AS, user-provided Provider> pair to the AS Database and end the method; and
g) means for incrementing a counter for those AS numbers whose AS information does

not correspond to the same Provider advertising this AS_PATH or Provider provided by the user.

40. A method for taking AS_PATH lists and using them to determine additional AS numbers

associated with each P-NAP provider and those AS numbers associated with Providers provided
by the user comprising the steps of:

a) determining the first AS in the path looking up the AS in the Provider AS Database to
determine the Provider advertising this AS_PATH and saving that Provider for future additions
to the Provider AS Database;

b) for each AS within the AS PATH moving from right to left in the path;

c) using who is to lookup the AS information for any subsequent AS numbers;

d) determining if the said AS information corresponds to the same Provider advertising
this AS PATH and if so add this <AS, Provider> pair to the AS Database;

e) stopping the method when you reach the end of the AS_PATH;

* f) determining if the said AS information corresponds to a user provided Provider and if.
50 add this <AS, user-provided Provider> pair to the AS Database and end the method; and
g) incrementing a counter for those AS numbers whose AS information does not

correspond to the same Provider advertising this AS_PATH or Provider provided by the user.

41. An apparatus for determining which Autonomous Systems are peering at the Public NAPs

comprising: . -
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of taking the union of the Provider AS Data database 181 af@®FUBCEMENINGHEET
the AS nunbers of the current Provider. Once at box 290, tHhe CepPtTonAS ™
Dat a dat abase 182 is queried for all of its data. The sequdgnde 4 hegsall
r ea?cﬁ Qéivv@pge
e

to a box 291 | abel ed "Create an AS PATH "deny" statenent fq
usi ng unique list nunber”. This creates "deny' 25 st at A--t-he—d
same manner as box 287, using the samgyuni que |ist nunber (lbecause we are
still within the same outer |oop Provider). The sequence thenftows—to—a

box_ 292 | abg} kel @lermahn TS ARSI oB HEHEler BeEOKhAS k0 |

configuratioh p Is the sane as box The sequence then
flows to a bpmens foraddingdaid A4S numbegsdo hn Exceptioh&S Databasehe "mat ch as- pat h"
of appropriate route-map”. As discussed 30 previ ously, each Provider
configuration has a Ci sco configuration called a "route-map"” which is

5o < 171 PhieHog et el oibatots BybaHb B PSuld of e TG 1¥RRF L c
aCCGSScé&Pﬁsiﬂ%CMt@fPOX 284 into this "match as-path..." command. As an
exanpl e, the | L LPREF route-map would | ook like the follow ng: 5

rout e- map Ma) det@BihingREGsepsS niunbdd withtacdouater greater #Gin 3; and
b) adding said AS numbers to an Exception AS Database.

43. An apparatus for verifying traffic flows from the P-NAP to P-NAP providers and updating
databases if verification fails comprising: -

a) means for locating a traceroute server within each of the P-NAP provider networks;

b) means for running priraceroute to each P-NAP provider traceroute server resulting in
an ordered list of Autonomous System numbers for each P-NAP provider;

c) means for determining for each list if more than one P-NAP provider is represented
in the list of AS numbers from priraceroute and if the Provider connection to the P-NAP is
currently active then; ' _

d) means for searching through the AS list from the destination AS back to the P-NAP
AS (right to left) to locate the first other P-NAP provider in the list then; -

| ) means for checking the Exception AS Database for the AS just to the left (previous) |
of the first other P-NAP provider in the list and removing it if it exists because it was incorrectly
added; and

f) means for sénding e-mail to interested parties if the AS just to the left (previous) of
the first other P-NAP provider in the list, exists but is not in the Exception AS Database.

44, A method for verifying traffic flows from the P-NAP to P-NAP providers and updating
databases if verification fails comprising the steps of:

a) locating a traceroute server within each of the P-NAP provider networks;

b) running prtraceroute to each P-NAP provider traceroute server resulting in an ordered

list of Autonomous System numbers for each P-NAP provider;
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'set 'I ocal -preference 98 route-map Ml - LOCAL- PREF permt 2 R AT T
as-path 1 set l|ocal-preference 25 where |ist nunber "20" |B%?Lé‘3ﬁ}ﬂ§r‘“:$ﬁfﬂ

"deny" statenments for MCl created through the process of thils Fig. 17. |t
w || be understood, and has been described before, that the fiZZrﬁﬁerﬁifﬁs
map piece assigns a |ocal-preference value to all routes dgsqunmed to be
directly attached to the provider and the second route- g €Ce asslgns
the "default" |ocal -preference to al 78remai ni ng routes not{ matching.the
first route-map. The sequence then flows to a decision block 294 | abel ed
" Addi t i onak) detemiidingSBr ¢ach listtifimoee thaworeRHNARpravider is vépresenteddn thedistof i n
the o r |.0o t hen the ans tQ deci si on hl ock,k 2 Lg.yes, then the
sequoSPmBRTS Nigi Rtssgerouts anf gt e Prosader cppmechn o e BAAP i Shipatgenes on

bl ockyfen: N0, the sequence ends at termnal 295. Fig. 18 is a flow chart

i ndi cati hg the steps involved in adding the appropriate nunber of AS

addi ti ons d)scapeHing thashphrthe A8dist fromakdddstimatiod AS back ¢p the P-NAPIAR (riightae |  of

the AS PATH Ien‘gth conf%%uration of step nunmber four 191 of Fig. 11. This
pr oceleft)de lgcate the fisstiotharPrAPFuovideniathalistthess n* . The first step is

i ndi cated b ox 301 | abel ~Foy 2 ea rqvader”. ThiS, | he
begi nni ng 8?("@“?5’&&?'%%??‘%%3&1‘ (Iaf% B?‘Sé%sg ?orothg éSfjgth%gEﬂe@Eq@po@aﬁ%ﬁsi There
| S N0 oRAPINAPPROviddI3 tHe'Ht ﬁfd%indefng ifPit BXi9S BEHASE it WaPinSRR&chly a8dQt; dRd - The
sequence then roves to a box 302 | aBeled ' Retrieve number of  AS additions
for this Pfpsending'e-maihtosintezesteskpactiesdf the AS jist do thadeft (agions) 6% the fird ofhet a

dat ab 86 i d _ _
ata %I&Al’ pm\Irisdepﬁl tle1e list, exists but is not in the Exception AS Database.

45. Anapparatus for verifying traffic flows from P-NAP providers to the P-NAP and creating
appropriate notifications if verification fails comprising: i

a) means for ldcating a traceroute server within each of the P-NAP provider networks;

b) means for running traceroute from each server back to the P-NAP and running that
resulting output through a modified prtraceroute resulting in an ordered list of Autonomous
Systefn numbers for each P-NAP provider;

¢) means for determining for each list if more than one P-NAP provider is represented
in the list of AS numbers and if the Provider connection to the P-NAP is currently active then;
and

d) means for sending notification of a routing anomaly.

46. A method for verifying traffic flows from P-NAP providers to the P-NAP and creati'ng
appropriate notifications if verification fails comprising the steps of:

a) locating a traceroute server within each of the P-NAP provider networks;

b) running traceroute from each server back to the P-NAP and running that resulting
output through a modified priraceroute resulting in an ordered list of Autonomous System
numbers for each P-NAP provider; .

c) determining for each list if more than one P-NAP provider is represented in the list of
AS numbers and if the Provider connection to the P-NAP is currently active then; and

d) sending notification of a routing anomaly.
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for the current Provider to find the nunber of AS additio

NS—hch—Ae8eh-t-0—
be added for this 30 ~  Provider. As was described previi (REPMCEMEP“ SHEET
Provi der AS PATH Prepend Data database 186 is popul ated by tjre—atgorrthm

described in connection with Fig. 15. The sequence then ! Eonzrgvm mﬁ
box 303 | abel ed "Add this nunber of P-NAP ASes to Providerl do t "
Wthin each Provider conflguratlon P_&s was di scussed preV|;oLsJ,..g,L,._.1'..l:J.e.|;.r=1..w

exists a Cisco route- map naned ' ovi der > - ASPATH- PREPEEND Wthl n th| S

t th t th bl grk>*—command—At—"
[ﬁg 54r7.m|apA1\ ﬁgx{m%@%fogﬁégwﬁwpa 'Eﬁﬂ%;iﬁg“famﬁ' %é for F nﬁég’gnm CRSCRMPESing ¢

number et oy fbF gk qoifnind ik Ring AETBRARER an NAGIRNS S oF O
usi ngP N}&’ﬁi-omar,of t he present |nvention The ANS- ASPATH PREPEND r out e- map

woul d 1 ook |ike the follow ng: rout e- map ANS- ASPATH- PREPEND per mi t
10 match 8- mamsfpoc@etm&scpmmnédmhmgangeﬁm%gba%gs Sear chi ng t he

Provi der AS- PATH Bre d Dat a dat se, .18 Net ¢o returns
Dalueof . blop KrcheRios Toct AR ENnE e Riseiedhafiont 6.6 13 afledieg,  ne
"set EGCAY PREF values to routes received from the P-NAP provider; and

d) means for creating a command describing the base mechanism to use in attaching

additional Autonomous System numbers to P-NAP routes sent to the P-NAP provider.

48. A method for creating base router configuration files for P-NAP providers comprising the
steps of:

a) creating a command describing the IP address and Autonomous System of P-NAP

. provider; |

b) creating a command describing the version (4) of BGP;

¢) creating a command describing the base mechanism to use in attaching LOCAL_PREF
values to routes received from the P-NAP provider; and _ _

- d) creating a command describing the base mechanism to use in attaching additional

Autonomous System numbers to P-NAP routes sent to the P-NAP provider.

49.  An apparatus for adding LOCAL_PREF configuration commands to base router
configuration files such that packets from a P-NAP to a destination within P-NAP provider's
network, traverse that Provider’s connection to a P-NAP comprising: -

a) means for determining that for each P-NAP provider a list is created of all other P-
NAP providers;

b) means for searching a provider AS Database for AS numbers of all other PAP
providers and combining that with all AS numbers contained in an Exception AS Database;

¢) means for creating a filter denying receipt of routes containing each said AS number
and permitting receipt of all other routes;

d) means for applying a LOCAL_PREF value to permxttcd routes taken from the primary
LOCAL _PREF values list for each Provider;

€) means for creating a filter permitting all routes previously denied; and
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prepend” statenent for the ANS-ASPATH PREPEND route-map. JTREPE N§ ibear
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Is yes, the sequence then flows back to box 301. If the ahswe ' P& gn
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Private Network Access Point router %r interconnecti ng akenrg—rtef-Aet—e——-—
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wi t h $&spAaseethasd foradding LOCHLe PREF configuatianrommands tabase radenconfigwntion

Ho i t. shoul di .to th f | Kill in th

et <bih Bt peteels 0B 8 AR Bstimafiat Py B-RAY BEIIES mepverk. e

wth%va&%aﬁpﬁeidéﬁgméﬁgﬁimwpm&ﬁﬂ@ﬁ‘siﬂgufe%gmﬁent'ons as set forth
0 th C ventiron ||l ust

in 3 e appende alns. The In ratively disclosed
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providers;

b) searching a Provider AS Database for AS numbers of all other P-NAP providers and
combining that with all AS numbers contained in an Exception AS Database;

c) creating a filter denying receipt of routes containing each said AS number and
permitting receipt of all other routes; '

d) applying the LOCAL_PREF value to permitted routes taken from the primary
LOCAL_PREF values list for each Provider;

€) creating a filter permitting all routes previously denied; and

f) applying the LOCAL_PREF value to permitted routes taken from the secondary
LOCAL_PREEF values list for each Provider. -

51. An apparatus for adding LOCAL_PREF configuration commands to base router
configuration files such that packets from a P-NAP to a destination not within a P-NAP
provider's network, traverse the P-NAP provider's network with the most preferred preference
comprisirig: '

a) means for determining that for each P-NAP provider a list is created of all other P-NAP
providers; '

b) means for searching a Provider AS Database for AS numbers of all other P-NAP

providers and combining that with all AS numbers contained in an Exception AS

Database;

c) means for creating a filter denying receipt of routes containing each said AS number
and permitting receipt of all other routes; '

d) means for applying the LOCAL_PREF value to said permitted routes taken from the
primary LOCAL_PREF values list for each Provider;
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or ovi der By e IO E Gl o R o b e B e or causi no

the P- 10 f)meankl4ét apphying éhie LOCAE) QRIEFdialuthb saidytermitted ooutesctakenNRéin thg

appl yi ng con
r out eSECPRERTY

said P-NAP provider config files to said routes. 2. A nethod for
symmetrically routing TCP/I P packets between a P-NAP and any destination on

the |53 er A edetitddofor hAddihg LOCATS Pl

dordiination SorRbAdsab baRolleNORARLAUbR ST -

files_ to a router; causing the router to obtain
Mfcb Mﬁr"@lﬂeéé‘ﬁtfoéﬁ%fihé}m“dﬁ causing the router to apply

the forward and reverse pat h 'of the packets wll be across sai d provi der
and i ﬁleslshclothabpacimta;eﬁ;omhel’-m\m aldestidatienot ethim b P-WAPI prévider's neétwoksr oss a
pre-determ eQIQABVI der,, ,.conpr g.the steps aqf:

traverse provider's networ w1 the most preferred preference comprising the steps

of:

a) determining that for each P-NAP provider a list is created of all other P-NAP
providers; |

b) searching a Provider AS Database for AS numbers of all other P-NAP providers and
combining that with all AS numbers contained in an Exception AS Database;

c) creating a filter denying receipt of routes confaining each said AS numbef and
permitting receipt of all other routes;

d) applying 2 LOCAL_PREF value to said permitted routes taken from the primary
LOCAL_PREF values list for each Provider;

e) creating a filter permitting all routes previously denied; and

f) applying the LOCAL_PREF value to said permitted routes taken from the secondary
LOCAL_PREF values list for each Provider.

53. A method for determining appropriate AS_PATH additions to be added to routes
advertised from a P-NAP to P-NAP provider’s and storage of those additions in a Provider
AS_PATH Prepend Database, the method comprising the steps of:

a) retrieving from a public NAP a sample P-NAP route and the route's associated
AS_PATH from each P-NAP provider and storing the length of said AS_PATH in a Provider
AS_PATH Prepend Database;

b) retrieving for each P-NAP provider the AS PATH length (PAPLO) from the
AS_PATH Prepend Database;

c) retrieving for each other P-NAP provider whose AS_PATH length value has never

been associated with PAPLO, the AS_PATH length (PAPL1) from the AS_PATH Prepend
Database;
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the P-NAP to route to the P-NAP provider's custoners over f Ngrggf:‘ET

a) | creating router config files which use |local prefe ﬁEPFEEQﬁ catse
network and to route over a preselected provider's network}t

D cust Oner S™No
connected to a P- NAP provider or custonmer of provider's cén 1e9t%éd,\gﬁsp 25@4
than three P-NAP providers 10 and which use P-NAP path {ength to caus_Ie
customers of providers not connectedgjo the P-NAP to routejover—= »

presel ected P-NAP provider; b) setting the P-NAP provjder | ocal

preference ' - P ' . t. .d | T0 thE
b Nap: i O el P A M BAPTA an IO PATS ispteahiglor S0 PAPLY i

r out ejricrease PAPL1 by a value of one (lglind re-storirfpothe ivaliietbaek inofhe AS_PA THD Padpend out es
fromthe P-NAP provider; and e causing the router to apply said P-NAP

provi Patabasayfig files to said routes. 3. A method for ensuring that the
routing of JCPIJ) P, packets betwee - NAR.and any d ination on the

| nt er net h&bEIY PRt “lﬁpﬁgg‘ef'\lﬁé‘\lgg?f‘i’“é?rﬁmtﬂ&’% der when the
P-NAP IS Copaiingfhetd comireRrULKA PAVAPIpovilirs PPAPLOf ASES acr oss a

pre-determned provider, conprisSing t teps of:

54. A method of adding AS_PATH Prepend configuration commands to base router
configuration files comprising the steps of:
a) retrieving for each P-NAP provider the AS_PATH Ilength from an AS PATH Prepend
Database; and -
b) creating a router configuration command which will increase the AS_PATH length of

routes advertised to each P-NAP provider by the value retrieved from the AS_PATH Prepend
Database.

55. A method for determining appropriate AS_PATH additions to be added to routes
advertised from a P-NAP to each P-NAP provider and storage of those additions in a Provider
AS_PATH Prepend Database, the method comprising the steps of: |

a) retrieving from a public NAP a sample P-NAP route and the route's associated
AS_PATH from each P-NAP provider and storing the length of said AS_PATH in a Provider
AS_PATH Prepend Database;

b) retrieving for each P-NAP provider its corresponding AS_PATH length (PAPLO) from
an AS_PATH Prepend Database; |

c) retrieving for each other P-NAP provider whose AS_PATH length value has never
been associated with PAPLO, the AS_PATH length (PAPL1) from the AS_PATH Prepend
Database; .
d) comparing PAPLO with PAPL1 and if PAPLO is greater than or equal to PAPL1, then
increase PAPL1 by a value of one (1) and re-storing the value back in the AS_PATH Prepend
Database; o

€) continuing to compare through all other P-NAP providers (PAPLI); and

f) continuing to compare through all P-NAP providers (PAPLO).
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preferences to cause the P-NAP to route to the P-NAP provj der's custoner

over that provider's network and to route over a presel ec
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provider's connected to nore than three P-NAP providers gn '

path length to cause custoners of pro,ﬁ&ders not connected_to the 10
P-NAP to route, over a preselected P-NAP provider; setting the

b) '
P- NAP provider |ocal preferen ausi,n he P- NAP provider to select
i r ect SPout ATLeRG R e K5 P ATH rifishy Hhafieion, SnmBidy s Ve sfer . °G)
causi NnifiafrdiidHifRes dopiidg:n routes fromthe P-NAP provider; and 15
e) causing the router to apply said P-NAP provider config files to

sai d rout esa) 4mednsviirnmettidving Eorseach RyNAPa pravirder rthe tAS & AFH Téiyth rgracket s
bet wee P- NAP and, any destination on the Internet happens symmetrically
acrossR§E%A qea%&dﬁhf\ééaspmﬂnder when the P-NAP is connected to Provider
and in all - ] OV R e
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a P-NAP provider, the nost This Sheet Has Been Repl aced preferred provider

i s uselxepénd Patabaser ovi der is unavail abl e, the next f

57. A method for adding AS_PATH Prepend configuration commands to base router
configuration files comprising the steps of;
a) retrieving for each P-NAP provider the AS PATH length from an AS_PATH Prepend
Database; and
b) creating a router configuration command which will increase the AS_PATH length of routes
advertised to each P-NAP provider by the value retrieved from the AS_PATH Prepend Database.

58. A packet switched routing control system comprising:

a) a P-NAP for creating route configurations;

b) a network service provider having connections to a said P-NAP,

c) said P-NAP routing packets between a P-NAP customer and a destination within said
network service provider over said connection to said P-NAP, said routing being symmetrical

over a forward and return routing path.

59. A packet switched routing control method comprising the steps of:

a) creating a P-NAP to facilitate route configurations;

b) connecting a network service provider to said P-NAP; _

c) routing packets between a P-NAP customer and a destination within said network
service provider over said connection to said P-NAP, said routing being symmetrical over a

forward and return routing path.
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(57) Abstract
A P-NAP routing 400
complex (100) for routing

packet traffic on the Internet

using core routers connected
to National Intemnet Services
provides such. as MCI
(420), Sprint (422), and the
like, Configuration files
that instruct BGP4 Border
Gateway Protocol version 4
to control the path of outgoing
packets as well as the packet
return path are created and
loaded into the core routers
as ASCII text files. ‘The code
routers read off the commands
one-by-one and act

the commands by taking the
appropriate action. In creating
the router conﬁgumnon files,
it is necessary to instruct BGP4
to place different preference
values on routes determined
to be within a provider to
which the P-NAP (100)
has a conncction from all
other routes. There are four |
alternative methods for creatmg

commands which instruct

NAP

BGP4 on how to determine which routes are wuhm a provider and which are not. There is a choice either specifically permitting all routes
known to be a part of a provider or denying all routes known not to be part of a provider and pemitting everything else,
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