ABSTRACT. A Master key managenent device includes encrYption key
‘generati on-: neansfor generating, by using a first, secret key stored in
first storage nmeans -and althirdpublic key, a re-encryption key used to r
.encrypt a second. secret key which is stored in second .2' storage: means
and which. s -encrypted-wth -a first. public key.to.the second secret key
encrypted with the .third pdblic. key .A k&y nmnagenment server devi Ce:,

i ncl udes .reception neans for receiving the generated. re-encryption key
fromthe Master key managenent device while the master key
managenent devi Ce. and t he- key- nmanadeBRelt Ts& ve€ "Tdevi ce are connect ed

to, each other, and third storage neans for storing the

recei ved-reencrypt i bnmkeyer Thg maseeemray davagemdpclaegiscaeand t he key

managenent server-devjceare .di sconnected after -there-engryption key is
stored in trmiqqﬁqxp%%%pab%y generation means for generating, by

using a first secret key stored in first storage means
5 and a third public key, a re-encryption key used to re-

encrypt a second secret key which is stored in second
storage means and which is encrypted with a first
public key to the second secret key encrypted with the
third public key. A key management server device

10 includes reception means fqr receiving the generated
re-encryption key from the master key management device
while the master key management device and the key
management server device are connected to each other,
and third storage means for storing the received re-

15 encryption key. The master key management device and
the key management server device are disconnected after

the re-encryption key is stored in the third storage

means.
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