WO 03/ 032573 1 PCT/ US02/ 32054 METHOD AND APPARATUS FOR SECURITY I N A DATA
PROCESSI NG SYSTEM BACKGROUND Field [1000] The present invention relates to
dat a procweBngessystens generally and specifically, to mPChass2/zo6s
apparatus for security in a data processing system Background [1001]
Security in data processing and i nformali on systens, including

comuni cations systenms, contributes to accountability, fairness, accuracy,
confidentiality, operability, as well as a plethora of other desired
criteria. Encryption, or the general field of cryptography, is used in

el ectronic conﬁ Egﬂﬁée % | ’ﬂgﬁg AOE, has an
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use 0 preven raud in an ' ' [ ransactions. In data
processing systens, encrypti oﬁHQ%%%‘N&Bﬁ$Wa participant's identity.
Encryption is also used to prevent hacking, protect Wb pages, and prevent
access to confidential docunents, as well as a variety of other security
nmeasures. [1002] Systens enpl oyi BACKGROUND, often referred to as
cryptosystems, can be partitioned into symretric cryptosystenms and
asymetric cryptosystens. A symetric encryption systemuses a same key
(i.e., t.heF,ejﬁcret key) to encrypt and decrypt a nmessage. \Wereas an
asymetri cF'&%cryption system uses a first key (i.e., the public key) to
encrypt a fRIGRYIC THYPrekerit ilveRpNiblatdsi focdatat ploepssingesystémes gurievallye key)
to decrypt "it. "Asymmetric cryptosystens are also called public key.
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provi sion of the secret key froma sender to a recipient. Further, a

probl em exP¥¥€Mhen keys or other encryption mechanisnms are updated
frequently. In a data processing system nethods of securely updating keys
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[1001] Security in data processing and information systems, including

communications systems, contributes to accountability, faimess, accuracy,
confidentiality, operability, as well as a plethora of other desired criteria.
Encryption, or the general field of cryptography, is used in electronic commerce,
wireless communications, broadcasting, and has an unlimited range of
applications. In electronic commerce, encryption is used to prevent fraud in and
to verify financial transactions. In data processing systems, encryption is used
to verify a participant’s identity. Encryption is also used to prevent hacking,
protect Web pages, and prevent access to confidential documents, as well as a
variety of other security measures.

[1002] Systems employing cryptography, often referred to as cryptosystems,
can be partitioned into symmetric cryptosystems and asymmetric
cryptosystems. A symmetric encryption system uses a same key (i.e., the
secret key) to encrypt and decrypt a message. Whereas an asymmetric
encryption system uses a first key (i.e., the public key) to encrypt a message
and uses a second, different key (i.e., the private key) to decrypt it. Asymmetric
cryptosystems are also called public key cryptosystems. A problem exists in
symmetric cryptosystems in the secure provision of the secret key from a
sender to a recipient. Further, a problem exists when keys or other encryption
mechanisms are updated frequently. In a data processing system, methods of

securely updating keys incur additional processing time, memory storage and



ot her processing overhead. In a wreless conmmuni cati on system updating
keys uses val uabl e bandw dth otherw se available for transm ssion. [1003]
The pri orweroB/osases not provi de a nmethod for updati ng keysPCo/ts02/300842 group
of nobile stations in order that they nmay access an encrypted broadcast.
There is a need, therefore, for a secur2 and efficient method of updating
keys in a data processing system -Further, there is a need for a secure

d efficient method of updating keys. | i [ el i cati t
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aspect, a net or secure transm ssions includes determ ning a short

term key f[d003] ndheagrior at dopamotipsevide a medhed for updalingriteysdprd ldPehas a
short term ke
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I nfrastr uc%%%?ﬁ%%q'qgﬁﬁyﬁdgé ‘@'%8%%?@%‘?‘&‘#'%%5%‘9@ user identification
unit, operative to recover a short-time key for decrypting a broadcast
nmessage, and a nobil e equi pnment unit adapted to apply the short- tinme key
for decrypting the broadcast rressagﬁUM‘NgQB%r I dentification unit

I ncl udi ng a processing unit operative to decrypt key information. The
nobil e equipnent unit including a nenory storage unit for storing a

plurality ort - - hé&Bdvkl stafed hé8@8]byl n
still anot ﬁlfeoroaispe%??sgmdéﬁgigfdaﬁagslﬁglagﬁg{%aéé%etc?ce I ncludes a fi rs}ll set
of i nstrucpiouiding er metived vomspaarighior & deta preeassingeaystemer Inspee iaspect @ a
transm ssion, the short termkey.identifier,corr dj term
ey, a  scOmiaOdder SpouRs FRORTISGIR0S F eSS RIREA S 48T BV &0
the short fermhkeritfizmibsiBh, wheldlhfessiorbiieint Keyuhas enshorieanckespt i ng
the short termKey identifier wwth the access key to recover the short
term key, ienhtifief,aletermining an access key foroie mepsa@e rWheieythehaCcesssiey ssi on

gi -T-%Et BeRA h%rcg%‘ LRI Gy YRATRED St ot AP AR SRt withBflFacBES R ON

forming an Internet protocol header comprising the short term key identifier, and
transmitting the encrypted message with the Internet protocol header.

[1005] In another aspect, in a wireless communication system supporting a
broadcast service option, an infrastructure element includes a receive circuitry,
a user identification unit, operative to recover a short-time key for decrypting a
broadcast message, and a mobile equipment unit adapted to apply the short-
time key for decrypting the broadcast message. The user identification unit
including a processing unit operative to decrypt key information. The mobile
equipment unit including a memory storage unit for storing a plurality of short
term keys and short term key identifiers.

[1006] In still another aspect, a digital signal storage device includes a first
set of instructions for receiving a short term key identifier specific to a
transmission, the short term key identifier corfesponding to a short term key, a
second set of instructions for determining an access key based on the short
term key identifier, a third set of instructions for encrypting the short term key
identifier with the access key to recover the short term key, and a fourth set of

instructions for decrypting the transmission using the short term key.



[1007] FIG 1 Ais a diagramof a cryptosystem [1008] FIG 1 Bis a

di agram of a symetric cryptosystem [1009] FIG 1 Cis a diagramof an
asynmet r iwoosppsesystem [1010] FIG 1 D is a diagram of PEATRGF2/8064 ypti on
system [1011] FIG 1E is a diagramof a PGP decryption system [1012]
FIG 2 is a diagramof a spread spectrun comuni cation systemt hat
supports a nunber of users. [1013] FIG 3 is a block diagramof the
comuni cation system supporting broadcast transm ssions. [1014] FIG 4 is
a bl ock diagramof a nobile station in a wireless conmunication system

[ 1015] FIGs. 5A and 5B illustrate nodel s describing the updating of keys
within a nobile station used for controlling broadcast access. [1016] FIG
6 is a nodel descri bBRjEFDESGBIRTIDbeE?FHEsDBAWlNGSM M [1017]
FIG. 7A-7D illustrate a nmethod of inplenenting security encryption in a
Wi rel ess conmuni cati on system supporting broadcast transm ssions. [1018]

FIG T7E i I m di . |.ods of a security option in
a wrel esj@gzj‘run%t?’gﬂé g@%@}r%hgéfp%gr |§S ér'lgédcast transm ssions. [1019]
FI Gs. 8A- BobBj usFI@! eBapRldiagiahwof @symnsetriorcryptosysteypti on method in a

W rel ess communi cation_system supporting broadcast tr%nsm' ssions. [1020]
FIG 9A i 1110881 at &Gt he i§ ardiagrash ohan BSYRENGIHE ICEYPIPRYSIEM: | nt ernet  Pr ot ocol

transm ssi 10 9. | | dpstdpsoci ation Identifier
or SPI as HQBBL cﬁﬁ]""elfpg,sgnﬁ?wégg%%éiﬁ?.ﬁcﬁgg%n élyiéG 9C illustrates a
ﬁgg;;{ Ii} Céh@gﬂ]dE\FIGHEdS adiagiang oS2IPGP desrypdionaystema nobi | e st ati on.
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[ 1024] FI %ﬁ&@gﬂu%ér!&m%y@te a nethod for providing security for a
sa

br oadcast ge I1n a wreless comunication system [1025] FIG 12A
i | | ustrat efl043Pec Gt \B s adalpek idiagrade of ithe eonynugicatior sysissn iStRBPENGD an
' PSec pac kg;[o'adcast transmissions.
[1014] FIG. 4 is a block diagram of a mobile station in a wireless
communication system.
[1015] FIGs. 5A and 5B illustrate models describing the updating of keys
within a mobile station used for controlling broadcast access.
[1016] FIG. 6 is a model describing cryptographic operations within a UIM.
[1017] FIGs. 7A-7D illustrate a method of implementing security encryption
in a wireless communication system supporting broadcast transmissions.
[1018] FIG. 7E is a timing diagram of key update periods of a security option
in a wireless communication system supporting broadcast transmissions.
[101 91 FIGs. 8A-8D illustrate application of a security encryption method in a
wireless communication system supporting broadcast transmissions.
[1020] FIG. 9A illustrates the format of an IPSec packet for an Internet
Protocol transmission.
[1021] FIG. 9B illustrates a Security Association identifier or SPl as
applicable to an IPSec packet.
[1022] FIG. 9C illustrates a memory storage device for storing SPI
information in a mobile station.
[1023] FIG. 9D illustrates a memory storage device for storing Broadcast

Access Keys (BAKSs) in a mobile station.



[1026] FIG 12B illustrates a nmenory storage device for storing SPI
information in a nobile station. [1027] FIG 13 and 14 illustrate a nethod
for proviwpDmgossecurity for a broadcast nmessage in a w relPETSOVMIBNI cati on
system DETAI LED DESCRI PTI ON [ 1028] The word "exenplary” is used
exclusively herein to mean "serving as 4an exanpl e, instance, or
illustration."” Any enbodi nent described herein as "exenplary" is not

necessari | nst,rued .as, preferred ar
enbodi mant[ﬁ&?l 5?89\1 RNy @QQ i?m':irlﬂﬁtlr 8t F‘oﬁ‘%@‘g‘ff%qﬂﬁgﬁﬁq%%@ﬂ quyed to
provide Vb’y\fobaéésttrﬁ@%géf inGPWirdRisedonfuaieationsystehte, data, and so on
These systens may be based on code division multiple access C%\/A
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CDMA syst i des vant ages over other types of system

I ncl udi ng ?%E@ﬁﬁeet& B%éé %%{%gm ty. [1030] A system may be designed to
support 0”510‘26? NOIRRGSt fPEafilistratesh dasmeiritgy " Slopdda Adé\ie®SidB Btuvinge SPI
Station-Base Station Conpatibility Standard for Dual - Mode W deband Spread
Spect rum oercbrmaénongyg@g&leétaélpﬂed to herein as the 1S-95 standard, the
standard o n t -3 f SNy
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i ncl udi ng PrdeESt MbesagSh I WirklesaldomMGnitatidh sysdmM.3G TS 25. 213, and 3G
TS 25.214, 3G TS 25. 302 referred to herein as the W CDVA standard, the
standard offered by a consortiumnaned "3rd Generation Partnership Project
2" referred to herein as 3GPP2, and TR-45.5 referred to herein as the
cdma2000 standard, formerly called | S-2000 MC. The standards cited

her ei nabove are hereby expr eBETVAILED DESCRIPTION by reference. WO
03/032573 5 PCT/ US02/ 32054 [ 1031] Each standard specifically defines the
processing of data for transm ssion from base station to nobile, and vice

<ot oatt-spelTOAl "CUftherdSPRPBIL & AReb e RereHag B PR, °
Al ternate aAnbRHHPRNISStERYe, O Mlugatabs.” arriyhemisidimdnar desyiiiezivhefitin lds ot her

enbodi nents may appfy the security nethods disclosed herein to an tl}/éoe of
“axemplary” is not necessarily to be construed as preferred or a vanta&leo

over other embodiments.

[1029] Wireless communication systems are widely deployed to provide
various types of communication such as voice, data, and so on. These systems
may be based on code division multiple access (CDMA), time division multiple
access (TDMA), or some other modulation techniques. A CDMA system
provides certain advantages over other types of system, including increased
system capacity.

[1030] A system may be designed to support one or more standards such as
the "TIA/EIA/IS-95-B Mobile Station-Base Station Compatibility Standard for
Dual-Mode Wideband Spread Spectrum Cellular System" referred to herein as
the 1S-95 standard, the standard offered by a consortium -named "3rd
Generation Partnership Project" referred to herein as 3GPP, and embodied in a
set of documents including Document Nos. 3G TS 25.211, 3G TS 25.212, 3G
TS 25.213, and 3G TS 25.214, 3G TS 25.302, referred to herein as the W-
CDMA standard, the standard offered by a consortium named "3rd Generation
Partnership Project 2" referred to herein as 3GPP2, and TR-45.5 referred to
herein as the cdma2000 standard, formerly called 1S-2000 MC. The standards

cited hereinabove are hereby expressly incorporated herein by reference.



data processing systemusing a cryptosystem [1032] A cryptosystemis a

met hod of disgui sing nessages that allows a specific group of users to
extract tweomesxsaye. FIG 1A illustrates a basic crypt ospsrasniaeoss
Cryptography is the art of creating and using cryptosystens. Cryptanalysis
is the art of breaking cryptosystems, P.e., receiving and understanding

t he message when you are not within the specific group of users allowed
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entities shares a secret if an entity outside t L”o not gbégl n the
secret wi tgpeeific graym of #8AtS Yo 1exfrget g ResSHIS: eéh;ldér u[sgre%
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gssane PN I%\%Xesé/\% Qﬁé%%égégeﬁ PﬁTé l&%éﬁ%@éség&%]reﬂerre@om &Sk, an
ymretric encryption system uses first Key (

encrypt a plasﬂaagemaashgeses phaintext. e'rl'baten(éypt@d rgessqg’eelswqelkgg?%upi@t &% to
decrypt it. FIG 1C il lustr s . an a t
one key i sWRRERID MWBVO%HEC&@C&% %yaﬁ‘égg‘;s{eocgﬁﬁ{?%ﬁ % Z'ﬁﬁ/%ﬁ%ﬁtexmerel "
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the original message. As illustrated in FIG. 1A, the plaintext message is
encrypted to form a ciphertext. The ciphertext is then received and decrypted to
recover the plaintext. While the terms plaintext and ciphertext generally refer to
data, the concepts of encryption may be applied to any digital information,
including audio and video data presented in digital form. While the description
of the invention provided herein uses the term plaintext and ciphertext
consistent with the art of cryptography, these terms do not exclude other forms
of digital communications.
[1033] A cryptosystem is based on secrets. A group of entities shares a
secret if an entity outside this group cannot obtain the secret without
significantly large amount of resources.
[1034] A cryptosystem may be a collection of algorithms, wherein each
algorithm is labeled and the labels are called keys. A symmetric encryption
system, often referred to as a cryptosystem, uses a same key (i.e., the secret
key) to encrypt and decrypt a message. A symmeiric encryption system 20 is
illustrated in FIG. 1B, wherein both the encryption and decryption utilize a same

private key.



key is published and available for encrypting any nessage, however, only
the private key may be used to decrypt the message encrypted with the
public kewo03fp338] A problemexists in symretric cryptospsrase2/sas¢ he
secure provision of the secret key froma sender to a recipient. In one
sol ution, a courier may be wused to prévide the information, or a nore
efficient and reliable solution nay be to use a public key cryptosystem
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security problem [1037] Mre conplicated and sophisticated crypt os%stems
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for exanpl g¢ RlRaBEEXHISereRNAIigQ pRAUtStEinYiAet Horgt injegeo VARED. Insucha
scheme, an “A” is replaced with a “D,” etc., wherein a given encryption scheme
may incorporate several different values of n. In this encryption scheme “n” is
the key. Intended recipients are provided the encryption scheme prior to receipt
of a ciphertext. In this way, only those knowing the key should be able to
decrypt the ciphertext to recover the plaintext. However, by calculating the key
with knowledge of encryption, unintended parties may be able to intercept and
decrypt the ciphertext, creating a security problem.
[1037] More complicated and sophisticated cryptosysiems employ strategic
keys that deter interception and decryption from unintended parties. A classic
cryptosystem employs encryption functions E and decryption functions D such
that:
D_K(E_K(P)) = P, for any plaintext P. (1)
[1038] In a public-key cryptosystem, E_K is easily computed from a known
“public key" Y which in turn is computed from K. The public key Y is published,
so that anyone can encrypt messages. The decryption function D_K is
computed from public key Y, but only with knowledge of a private key K
Without the private key K an unintended recipient may not decrypt the ciphertext



Keys are quadruples (p,q,e,d), with p given as a 256-bit prinme nunber, q as
a 258-bit prine nunber, and d and e |arge nunbers with (de - 1) divisible
by (p- 1)wQ-0dp325Furt her, define the encryption function a®PCTRHSKI/B05& Pe nod
pg, D K(C = Cd nod pg. (2) [1040] Wile, E Kis easily conputed fromthe
pair (pg,e), there is no known sinple dvay to conpute D K fromthe pair
(pg,e). Therefore, the recipient that generates K can publish (pqg,e). It
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ot pher t oxt e SPIPSompUE DEKCRER, balf (PEE TEEKord, AR reoBr el e
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transmtted along with the ci gEertext Eo the recipient. [1043] For

decr ypt i onrecigient ag,5e i theione akledo reagthe messagPpi ent' s copy of PGP uses a

private kep(y’ltlreq@dprcc} BinkE TBAHLAEY fRRS SRR arthhsymPetid kabrypsien. to

decrypt th orventtonal Iy encrypted ci phértext. The conbi nati on of
encrypt i onFi@s.htlantdaE Bluatiatens RGP ofypterystam \adhwheseingg PlailexidnresagsD
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di stribution and data transm ssion issues. In
cryptographic security by adding another level of translation to the encrypting
and decrypting processing. Most cryptanalysis techniques exploit patterns
found in the plaintext to crack the cipher. Compression reduces these pattems
in the plaintext, thereby enhancing resistance to cryptanalysis. Note that one
embodiment does not compress: plaintext, or other messages that are too short
to compress, or which don't compress well.
[1042] PGP then creates a session key, which is a one-time-only secret key.
This key is a random number that may be generated from any random eveni(s),
such as random movements of a computer mouse and/or the keystrokes while
typing. The session key works with a secure encryption algorithm to encrypt the
plaintext, resulting in ciphertext. Once the data is encrypted, the session key is
then encrypted to the recipient's public key. The public key-encrypted session
key is transmitted along with the ciphertext to the recipient.
[1043] For decryption, as illustrated in FIG. 1E, the recipient's copy of PGP
uses a private key to recover the temporary session key, which PGP then uses
to decrypt the conventionally encrypted ciphertext. The combination of

encryption methods takes advantage of the convenience of public key



combi nation, performance and key distribution are inproved w thout any
sacrifice in security. [1044] A key is a value that works with a

crypt ogr aywhios/osdsgori t hm to produce a specific ciphertext PCKAiF02/30084
basically very large nunbers. Key size is neasured in bits. In public key
crypt ography, security increases with k8y size, however, public key size
and the synnetrlc encryption private key size are not generally rel ated.
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much resource will a third party have to decrypt the message.

[1045] Note that keys are stored in encrypted form. PGP specifically stores
keys in two files: one for public keys and one for private keys. These files are
called keyrings. In application, a PGP encryption system adds the public keys
of target recipients to the sender’s public keyring. The sender’s private keys are
stored on the sender’s private keyring.

[1046] As discussed in the examples given hereinabove, the method of
distributing the keys used for encryption and decryption can be complicated.
The “key exchange problem" involves first ensuring that keys are exchanged
such that both the sender and receiver can perform encryption and decryption,
respectively, and for bi-directional communication, such that the sender and
receiver can both encrypt and decrypt messages. Further, it is desired that key
exchange be performed so as to preclude interception by a third and
unintended party.

[1047] Finally, an additional consideration is authentication, providing

" assurance to the receiver that a message was encrypted by an intended sender



provi des authentication. The underlying assunption in a private key
cryptosystemis that only the intended sender will have the key capabl e of
encrypt i ngores3xges delivered to the intended receiver. WRCITAISpuBAsL- key
cryptographi ¢ nethods solve a critical aspect of the 'key-exchange
problem, specifically their resistancé to anal ysis even with the presence
a passive eavesdropper during exchange of keys, still, they do not solve
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trusted authority, certificate authority, or third part escrow agent. The authority

typically does not actually generate keys, but does ensure that the lists of keys
and associated identities kept and advertised for reference by senders and
receivers are correct and not compromised. Another method relies on users to
distribute and track each other's keys and trust in an informal, distributed
fashion. Under RSA, if a user wishes to send evidence of their identity in
addition to an encrypted message, a sighature is encrypted with the private key.
The receiver can use the RSA algorithm in reverse to verify that the information
decrypts, such that only the sender could have encrypted the plaintext by use of
the secret key. Typically the encrypted “signature' is a ‘'message digest' that
comprises a unique mathematical ‘summary' of the secret message (if the
signature were static across multiple messages, once known previous receivers
could use it falsely). In this way, theoretically, only the sender of the message
could generate a valid signature for that message, thereby authenticating it for

the receiver.



cryptographi c hash function is this: given an output value, it is
conputationally difficult to determne an input that wll result in that
output ANOagassie of a cryptographic hash function i s SH&TASay3W&sCri bed
in "Secure Hash Standard,” FIPS PUB 180-1, pronul gated by the Federal

I nf or mati on Processing Standards PubeEbtlons (FI'PS PUBS) and issued by
the National Institute of Standards and Technol ogy. [1050] FIG 2 serves

as an exanpl f conmuni ca of
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antennas agificithe aet@ah‘m@rahyrnpnﬁtrraaamllvresatmmenhat ofspuit. akn ﬁxarrqadnmfca‘ base
stations 104 have nultiple transm.t antennas,_ and ot her s E@ﬁho‘ﬁ agrde,,

transnit aevetogiaphivHash anstion is SEA-T @s described: iRe Se§

transmt a n ei a
base stat o|ﬁ§ 1ﬁj$oqﬁg\% r‘h’\ﬁﬁtn?&% Z&?r ghsm' rgtr?ta éﬁar%alslﬁfgh@ag&zshw‘lfée‘esrsgte?ve
ant enna, oBtaridarti@\Rubtications e(FrR&d?uBSpraheln'rsaaedrtw the iNagiomal rimmma of

antenna, or_to have hoth sr le or multiple transmt and receive antennas.
[1051] Ter standasd %98 diteahwnel verage area may be fixed (i.e., stationary)

mobi | erq cﬁp{; oK te'é‘sgt‘\% s 23 akdbt ﬁretaréncpﬂtrﬁuﬁféﬁnaﬁas ét%ﬁ?ﬁ@@%at

throughout m term na 106 communi cates wth at | east one
and possi bbyppons & bastert of users a0d |encap@Ieiomfhinnmarr@nﬂngp¢tr lslashisomey

or "uhot her SERRSTS PR NS gf B attiolnRY ot 2 yd e (e B <

sequent i al lygihb&S o bemaédma:ﬁermtraﬁ%mﬁgm bini pbe. [Byaterdt #00 ons.
Soft handoff 1n comuni cations systenms is well known in the art_and

i s descri betovidesicommunigation $or ranember®f eelis01088 1threigh 11026, "eaghhell and
T e e
present i nygspdctivelyl 10b#e Ehemgtamlemibodinleat,ssdmetofanesd skations fi0dnhave base
station C)rrtluhl’ﬁple receive antennas and others have only one receive antenna. Similarly,
some of base stations 104 have muliiple transmit antennas, and others have
single transmit antennas. There are no restrictions on the combinations of
transmit antennas and receive antennas. Therefore, it is possible for a base
station 104 to have multiple transmit antennas and a single receive antenna, or
to have multiple receive antennas and a single transmit antenna, or to have
both single or multiple transmit and receive antennas.
. [1051] Terminals 106 in the coverage area may be fixed (i.e., stationary) or
mobile. As shown in FIG. 2, various terminals 106 are dispersed throughout
the system. Each terminal 106 communicates with at least one and possibly
more base stations 104 on the downlink and uplink at any given moment
depending on, for example, whether soft handoff is employed or whether the
terminal is designed and operated to (concurrently or sequentially) receive
multiple transmissions from multiple base stations. Soft handoff in CDMA
communications systems is well known in the art and is described in detail in

U.S. Patent No. 5,101,501, entitled "Method and system for providing a Soft



termnal, and the uplink refers to transmssion fromthe termnal to the
base station. In the exenplary enbodi nent, sone of termnals 106 have

mul ti pl e WO®3@32583 ant ennas and ot hers have only one recei PETASOESR& | n
FIG 2, base station 104A transnmits data to termnals 106A and 106J on the
downl i nk, base station 104B transnmitsldata to termnals 106B and 106J,
base station 104C transmts data to termnal 106C, and so on. [1053]
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in FIG 2 1s consistent with a COVA type system having HDR service. [1054]
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service a er the broadcast service schedul e throug(%l
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br oadcast session, the ‘M5 reads the overhead nessages qd ta transmitted
of data in a wireless communication system. As the a ount of da
and the number of transmissions increases, the limited bandwidth available for
radio transmissions becomes a critical resource. There is a need, therefore, for
an efficient and fair method of scheduling transmissions in a communication
system that optimizes use of available bandwidth. in the exemplary
embodiment, system 100 illustrated in FIG. 2 is consistent with a CDMA type
system having HDR service.
[1054] According to one embodiment, the system 100 supporis a high-speed
multimedia broadcasting service referred to as High-Speed Broadcast Service
(HSBS). An example application for HSBS is video streaming of movies, sports
events, etc. The HSBS service is a packet data service based on the Internet
Protocol (IP). According to the exemplary embodiment, a service provider
indicates the availability of such high-speed broadcast service to the users. The
users desiring the HSBS service subscribe to receive the service and may
discover the broadcast service schedule through advertisements, Short
Management System (SMS), Wireless Application Protocol (WAP), etc. Mobile

users are referred to as Mobile Stations (MSs). Base Stations (BSs) transmit



|l earns the appropriate configurations. The M5 then tunes to the frequency
contai ning the HSBS channel, and receives the broadcast service content.
[ 1055] Thwosemsasce being considered is a high-speed nulti MEWES02/32054
broadcasting service. This service is referred to as Hi gh-Speed Broadcast
Service (HSBS) in this docunent. One sdéh exanple is video stream ng of
novi es, sports events, etc. This service will likely be a packet data

service based t he I nt t.P I . ' [
W11 i GISES: Faleth pRESTEIR TBroNERAH RS AHER WheBaaRle U 38 0°1 e

users. The ppbil 5 btddask S¥siolAnEeRS fesdis the Sverhead Wnbssagdssandbe to
receive this service and may di scover the broadcast service schedul e

L ?r oggh ?d&amsi Hwaplpeoprta'tés,cdnﬁauraéipa.& Babe MBEathashiungs to the drpomency
oadcast service re araneters in. i

D o IS B P AL Ao BBy P SR e entobl e
determ ne_l{ghgsgpprmgrl %@idéonbég@r apbiigerddunis ta t highfspegde newltroadiai ni ng

the high-speed broadcast channel”, and start receiving the b dcast

se(r]I v: cef chn%ggastlr[glcsswlceihé'hts sevvicerrgferrd dPpas H'@bs&?@%{ %ﬁ? &3%nue
nodel s for ce, . b.ncl udi f t:kals

partially %6%%@55@)&&@% .A%BW%}'eg%gcggﬁ%ﬁﬁﬁdég}rlélj%?i%%%ﬁgﬁ%egggd by

the mobi | egoles! apRkisCevérits, 88Y. Vlsie. sektiee BRillbliasyl des bispatietodataesarviget hout
encryption and interested nhobiles can receive the content. The revenue for
t he servi ceagedon ikee IniamebEroigeaklBt-ed t hr ough advertisenents that may al so

be transm {ted.in e d A i PSRN i e} cl i
can be trahomat e&'tl'%o?g{/\\ﬁ(’?ecﬁ?qﬁﬁkl%erc\@@ﬁﬁlakgtév:\nﬂﬁ %géﬁ‘ﬁg dsfer Vi cggﬁﬁ?ﬁegef. P
[ 1058] For pgairicasl lsefiies aesthe ubersVT hes ensbikulstationbesers whe desié caudind pay

t he correspondi f t [ he b '

bser ] bebemiaenuil eubsaribes fa reraivertiie Sepvipe.and, mash dseays bR, bifucase "t

Controlleds, cceegéh%cﬁﬂe ﬁ G 8y i?%m%ﬂfsr, YENIBNGvARe SisBSase stations will
RIS NG 5h vt

transm ssi (S)_n/con e e subscri b_ed users can decrypt_the
content. Tiraasmitybrozelcast servies aiclated npargmetens Keyovereenth Jaessagiesd ihes .

Thi s schene pr.ovides str.ong, securit nd.pr t. St - of - | WO

031 032675 MRS R ABIMS Bubp BoAgETY FeSy BT SERd ke AREKaES: 19

partial cogbi&hlifsl 1€ @ppfopriate configurations, tune to the frequency containing the
high-speed broadcast channel, and start receiving the broadcast service

content.
[1057] There are several possible subscription/revenue models for HSBS

service, including free access, controlled access, and partially controlled
access. For free access, no subscription is needed by the mobiles to receive
the service. The BS broadcasts the content without encryption and interested
mobiles can receive the content. The revenue for the service provider can be
generated through advertisements that may also be transmitted in the broadcast
channel. For example, upcoming movie-clips can be transmitted for which the
studios will pay the service provider.

[1058] For controlled access, the MS users subscribe to the service and pay
the corresponding fee to receive the broadcast service. Users that are not
subscribed to the service are not able to receive the HSBS service. Controlled
access can be achieved by encrypting the HSBS transmission/content so that
only the subscribed users can decrypt the content. This may use over-the-air
encryption key exchange procedures. This scheme provides strong security

and prevents theft-of-service.



provi des the HSBS service as a subscription-based service that is encrypted
with intermttent unencrypted adverti senent transm ssions. These

adverti sewenB®32say be i ntended to encourage subscri pti onsPCe/ushe3®acr ypt ed
HSBS servi ce. Scheduling of such unencrypted segnents could be known to
the M5 through external neans. [1060] A%wi rel ess conmuni cati on system 200
Is illustrated in FIG 3, wherein video and audio information is provided
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within the system 200. To control the access, the content is encrypted by the
CS 201 before being provided to the PDSN 202. The subscribed users are
provided with the decryption key so that the IP packets can be decrypted.
[1061] FIG. 4 details an MS 300, similar to MS 206 of FIG. 3. The MS 300
has an antenna 302 coupled to receive circuitry 304. The MS 300 receives
transmissions from a BS (not shown) similar to BS 204 of FIG. 3. The MS 300
includes a User Identification Module (UIM) 308 and a Mobile Equipment (ME)
306. The receive circuitry is coupled to the UIM 308 and the ME 306. The UIM
308 applies verification procedures for security of the HSBS transmission and
provides various keys to the ME 306. The ME 306 may be coupled to
processing unit 312. The ME 306 performs substantial processing, including,
but not limited to, decryption of HSBS content streams. The ME 306 includes a
memory storage unit, MEM 310. In the exemplary embodiment the data in the
ME 306 processing unit (not shown) and the data in the ME memory storage
unit, MEM 310 may be accessed easily by a non-subscriber by the use of
limited resources, and therefore, the ME 306 is said to be insecure. Any

information passed to the ME 306 or processed by the ME 306 remains



securely secret for only a short anount of tine. It is therefore desired
that any secret information, such as key(s), shared with the ME 306 be
changed oWDen/0325f31062] The U M 308 is trusted to store and@Cprusor3®ssecr et

i nformati on (such as encryption keys) that should remain secret for a |ong
time. As the UM308 is a secure unitl4the secrets stored therein do not
necessarily require the system to change the secret information often. The
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r esour ces. sequieondVishin dhendiM 3085 4 stares %‘?Cé HaR I &PehEn the
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schedul i ng layge @masing Ofé?ﬁourfgﬁﬁ 'S%@Hﬁﬁg@%i@%gégnﬁ ?%l{/%ggﬁ%@rms

removabl e ﬂ{atlohérz{noa@agm%ﬁn HyMe breetia tenﬁamm Eosfdimmtérnathﬁ SUPU
316 does not ave significant roces&&g} power for functions beyond

security ati WY 30Br d'dwdmsaﬁ$ ofither eomputationimgy hasdiried ipitbe s34 er
HaBs, A T PR WhsuNiEAc. THE SPRBEHSRE SRR SRR TE B i g
3 ey ot S o b
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associ at eds%@ré&' withfh ¥R g@fl\%zﬁﬁg(ﬂtﬁ not output to the ME 306) are designed such

that unauthorized interception requires significantly large amount of resources.

In one embodiment, the UIM 308 is a stationary unit within the MS 300. Note

that in addition to the secure memory and processing within the UIM 308, the

UIM 308 may also include non-secure memory and processing (not shown) for

storing information including telephone numbers, e-mail address information,

web page or URL address information, and/or scheduling functions, etc.

[1063] Alternate embodiments may provide a removable and/or

reprogrammable UIM. In the exemplary embodiment, the SUPU 316 does not

have significant processing power for functions beyond security and key

procedui’es, wherein security and key procedures are typically may be used to

allow encryption of the broadcast content of the HSBS. Alternate embodiments

may implement a UIM having stronger processing power.

[1064] The UIM 308 is associated with a particular user and is used primarily

to verify that the MS 300 is entitled to the privileges afforded the user, such as

access to the mobile phone network. Therefore, a user is associated with the



PCT/ US02/ 32054 U M 308 rather than an M5 300. The same user may be
associated with nultiple UM 308. [1065] The broadcast service faces a
probl em iwOdewns2sms ni ng how to distribute keys to subscri IPEU/USSEE254 To
decrypt the broadcast content at a particular tinme, the ME nust know the
current decryption key. To avoid theft18f- service, the decryption key
shoul d be changed frequently, for exanple, one service updates the key
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| onger t haAMoHBt obtimegodke $H s barrssEmahi Sare SOME AMNES! (ANShown)
to distribyy e%eﬂg vafhd @r@ﬁser‘.’#é@é&?&nﬁ@@?ﬁﬁé Rftfindle Mcnctasy RS Ry be sbe
an optinmm w |

i nsecure. I'n 0O r Wor ds, esi gn assune "t he charnel s are
i nsecur e apértidasoigthd regiSitatiaw cxmsts. nghssunTédhat dree coaheh alnenraubsclipg a

iven SK, the. CS [ t t echni i . he SK
19 Ir \(;m non- sabémm%%?:ﬁrr&gas éheo nﬁfﬁ?ﬁétﬂﬁ:ﬁ?hﬂﬁy%@a@(gltofg‘z?ﬁ%gnﬁ]legg%%doé e:ch
of a pot en{Hé“Htﬁ’néi@rngﬁ/é‘cgﬁg%Iu@fof SKDSTHAto8! thd B6stosfoNlegisinzgely obtaBirRrt | ve

MEs withina relativ timefrane. nown secure nethods of ke
transni ssi tire 8Keexceadstthemawaid, sesltingin peqet beneftit: Lrensagiesty dhenged ge

the
nunber of Eo%%&ﬁﬁgf ?@%é@@%‘?&fpﬁgﬁgﬁeﬁimm%ﬁmk'rc\égl'}@éd.fF@We%? if or

the desiret _ iciency <criteria. Ihe eXenplary
enbodi ment 4i secief RAFhBL @ NRtifrdlonbet iisdr tHattdfige Stecthentdsof Kisgitimately | ar ge

set of subscribers wthin a small tinme-frame jn such a hat. ..

non- subscr btairing dhisgecsst kahmenacialha ﬁ’@ﬁ tb@? dhe W@"@f%ﬂb'ﬁs’s'tua’”on’
there is a net benefit in illegitimately obtaining such a key from the memory
storage unit MEM 310. Hence, ideally the memory storage unit MEM 310 will
not store secrets with a lifetime longer than that of the SK.
[1066] The channels used by the CS (not shown) to distribute the SK to the
various subscriber units are assumed to be insecure. In other words, an
optimum design will assume the channels are insecure and design the SK
accordingly. Therefore, when distributing a given SK, the CS desires to use a
technique that hides the value of the SK from non-subscribed users.
Furthermore, the CS distributes the SK to each of a potentially large number of
subscribers for processing in respective MEs within a relatively short timeframe.
Known secure methods of key transmission are traditionally slow and require
transmission of a large number of keys. Key transmission methods are
generally not feasible for the desired combination of security and efficiency
ctiteria. The exemplary embodiment is a feasible method of distributing
decryption keys to a large set of subscribers within a small time-frame in such a

way that non-subscribers cannot obtain the decryption keys.



16 PCT/ US02/ 32054 [1067] The exenpl ary enbodi nent is described as
transmtting the information in Internet Protocol conpatible packets, such
as "| PSecwopawkasts as descri bed herei nbel ow, and theref oP€T/tushE3%064 | owi ng
description provides a brief introduction to term nology used in
association with IPSec. This terminolod% is wuseful for describing

exenpl ary enbodi nents, but the use of this termnology is not neant to
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the par ame¢rited 4BcAutientibatiam tepser oby Ky Alidsash it fwioush 1899 used

to encrypt [ or...aythent.icat e | | @pgrgu Ities.
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associ at i ogndahdPaseadurd Netwerk tdueisamer fhieylPassastsr 4o idirast hequackehtp 6 t he

Destinati on Address and SPlI. The encrypted contents,of ..an.. are
often cal E@Rﬂﬁé‘%ﬂ?%ﬁ@&e{ 18 ”Me ﬁlrpﬁ%s b %/aé!m?&&'?%%‘#{fﬁg? ﬂg‘awé‘%oo
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a
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describe the parameters, such as the encryption key and encryption algorithm,
used to encrypt and/or authenticate communications between a group of
entities. Note that the concept of a security association is also valid when
applied to cryptosystems not based on IPSec.

[1069] An IPSec packet includes a 32-bit parameter called the Security
Parameter Index (SPI) that is used, in conjunction with the destination address,
to identify the security association used to encrypt and/or authenticate the
contents of the IP datagram. An entity may store the security associations in a
security association database and index the security associations according to
the Destination Address and SPI. The encrypted contents of an IPSec packet
are often called the payload.

[1070] In the exemplary embodiment, the MS 300 supports HSBS in a
wireless communication system. To obtain access to HSBS, the user must
register and then subscribe to the service. Once the subscription is enabled,

the various keys are updated as required. In the registration process the CS



WO 03/ 032573 17 PCT/ US02/ 32054 and U M 308 negotiate a security

associ ation, and agree on a Registration Key (RK) and other paraneters
requi red Woro3osps7security associ ati on between the user amdTiuse2/8£854 The CS
may then send the U M 308 further secret information encrypted with the
RK. The RK is kept as a secret in the UM 308, while other paranmeters may
be kept in the ME 306. The RK is unique to a given UM308, i.e., each
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of subscri d%\'z’gﬁﬁu?%lhfcc%%tbﬁé@@t as a secret in the UM308, while

ot her para e securlty associ ation may be kept in the ME 306.
The CS t hepompadgas smtedthwrsiabbeve, SiftdmiegistettioontheSusgr sm&crlbesdorﬂlbnened

h h AK he U M 308 d S h
the VE " S0evic. t bt BevpSelREORET0eodne SO SRNS P SN BOBINR A ohds o
SK to the %—ﬂ nsﬁkqb@%gmécé%%g% géﬁfenb@thwllaqﬁéW%gpé@w@rﬁhe

exanpl es o erirve and the fornms that SKI nay take.
The regi st Ui 308,ahd BAKHs arsept icoen@ypt esaresdeast messags tel multipletusars. af ter

m:a(r:]hat Bgefﬁ?eggslsépgg v@?h@édﬁgw&[slp%[%ﬁb Ww é@%ﬁﬁ%q’a&? (OEOI?’ﬂ own)
set-up a Séﬁékfygféd asﬁﬁ@%é‘m@[]mq?i@% Ui 308e Thel YINBBBgas dbld'® (300K e On a
secret registration key RK. The RK is uni gue to each U M 308, _although if

a user hasvaluletof;ihe Qnigwalt%lﬁ fraradbe GroR/mieg versier using:thes RK. Rkha&ARdent
oot D LA . et B L) RIS AT,
subscri pti ¢y gfoup Bkab&StibBa usdrser ThelIBAKlie kbpbadeaseciehamtied 41IM 308, CS
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The CS then broadcasts data called SK Information (SKIl) that is combined with
the BAK in the UIM 308 to derive SK. The UIM 308 then passes SK to the ME
306. In this way, the CS can efficiently distribute new values of SK to the ME of
subscribed users. Presented hereinbelow are several examples of how SK is
derived from SKI, and the forms that SKI may take. The registration and
subscription processes are discussed in detail, after which the SKI and SK are
described.
[1072] With respect to registration, when a user registers with a given CS,
the UIM 308 and the CS (not shown) set-up a security association. That is, the
UIM 308 and the CS agree on a secret registration key RK. The RK is unique to
each UIM 308, although if a user has multiple UIMs then these UIMs may share
the same RK dependent on the policies of the CS. This registration may occur
when the user subscribes to a broadcast channel offered by the CS or may
occur prior to subscription. A single CS may offer multiple broadcast channels.
The CS may choose to associate the user with the same RK for all channels or

require the user to register for each channel and associate the same user with



require the user to register for each channel and associ ate the sane user
w th WO 03/032573 18 PCT/ US02/ 32054 different RKs on different channels.
Mul ti pl e WEB3M08357Ehoose to use the sane registration key®Corusozspos4 e t he
user to register and obtain a different RK for each CS. [1073] Three
common scenarios for setting up this sé@urity association include: 1) the
Aut henti cat ed Key Agreenent (AKA) nethod which is used in 3GPP systens; 2)

the Interngt Ke cha [.K ho ' IRt

Over - The- Q'f}er%f/ﬁi eQ'ng'%ré'?toﬁ%g%ESOT&@fmgﬁéjseWer c§getotq'ﬁ% téejllal\ﬁamrr?armry
uni t SUMJ 1 3diiaaih Heys & Rfhret thieedserefoeragister aanltikobiain asdiffieesrA- RKyfor For
exanpl e, usfng the AKA nethod, the A-key is a secret known only to the UM

and a Trusteeth G8ird Party (TTP), wherein the TTP may consist of nore than

one entity, TIP is typical i Ser vi-Caor oy AN m t he
user is re[ap-zrgﬁreiﬁr% Icmn%%ea'{apfgﬁnget \%gtéﬁgt E‘g @Qaénééﬂ@@P di.@gbglg‘({:igﬁe, and
the CS tryséisdena) thd Autightivatdd Key Agsseshentn@KApMetisol adues is usedha
broadcast service. \We

n the user registers, QRE CS bnform; t he ﬁ':]%:‘ t hat
the user 3GRBssystemped) tecintermet Key Bxghange dkl) metordas ysad 1 Fa%n of
the user's_r t - T, . 5 ' oy | hi
has huf unct?rbcﬁ%l)lﬁv%%mgﬂr%%e\ﬁé%&r r'%'%ﬁi{flgla@ﬁ?ypﬂ ang{ g&ﬁ??icgﬁgphggyg“c:ﬂfl ed
Regi stratimpa unitf QUKD 898 copRishy a SbereTkey pefesres! RKkherein a3 tRKIA-key.t he CS
over a secure channel al on jth ot her data. The CS ds. RK t MS
300. The rkeeexample, using F*’?ﬁ medke sthRK{"&‘(eéf ‘Fri%s@?'is\ﬁ?g%%wgném% tggss RK
to the ME @ﬂgeﬂ H‘d&é’@%ir&Wﬁ% fhemiftthe AT trhey BSoksigt bhatores

stored in menory unit 314. The RKis stored in the UM menory
unit SUMJ (i erdentityndthe PrBus tiguicallyribetrnobilesetvicevproyuier wilh whagy he

enbodi nents may use. an | scenari Q. or, S0 { t. ljsh the
RK. The ot We8r 'Eaﬂgaﬁﬁr@psﬁ* comﬁyrg%ag@pi I?%W%?Egb?g??o% dggf@elgr‘?%té E%@@ and
Ul M 308 muge ﬁbst?uéﬁ theoPk PER il nbhassilkt LRalitptizes aecesstethel brobideatt M
308, while other paraneters of the security associ_ation Wﬁ¥ be gv?%% in the

VE 306. | nseiviseexiendhe unesdegistars, thei GSvnfosmssar T 5 e YSLRYIRN 308
of op1 uscl Pepsrhag (iR Sk, fid Préuse MFCHGNG Mo SO RIRIRE, TR el ve
SPI _RK. [ 1§7#] uses hhianétidn, ngliniladto aheryPtographic estefunstianctd temnpetenthene CS,
oM RK from the A-key and additional data called Registration Key Information
(RKI). The TTP passes RK and/or RKI to the CS over a secure channel along
with other data. The CS sends RKI to the MS 300. The receiver circuitry 304
passes RKI to the UIM 308 and may pass RKl to the ME 306. The UIM 308
computes RK from RKI and the A-key that is stored in the UIM memory unit
SUMU 314. The RK is stored in the UIM memory unit SUMU 314 and is not
provided directly to the ME 306. Alternate embodiments may use an IKE
scenario or some other method to establish the RK. The other parameters of
the security association between the CS and UIM 308 must also be negotiated.
The RK is kept as a secret in the UIM 308, while other parameters of the
security association may be kept in the ME 306. In the exemplary embodiment,
in which BAK is sent to the UIM 308 as an IPSec packet encrypted using RK,
the CS and MS 300 negotiate a value of SPI used to index the security
association and this SPI is denoted SPI_RK.
[1074] In the AKA method, the RK is a secret shared between the CS, UIM
and TTP. Therefore, as used herein, the AKA method implies that any security

association between the CS and UIM implicitly includes the TTP. The inclusion



and TTP. Therefore, as used herein, the AKA nethod inplies that any
security association between the CS and UMinplicitly includes the TTP.
The i ncl WE0®A/O¥7D3/ 032573 19 PCT/ US02/ 32054 of the TTP i RCAMUSOTEWH ity
association is not considered a breach of security as the CS trusts the
TTP not to assist in unauthorized accesf? to the broadcast channel. As
stated herei nabove, if a key |s shared wth the ME 306, it is desirable to

change that, ke ten. This to t Al '
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stores SK, i.e., key information used for decrypting broadcast cantent, in

magor y Et gﬁb@ﬁm&lnl As\sriarh herginabee, siérikeyuist shearedt Withithenbls 886 & Is
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di cal |, d t
peri odi ca wug%gek%ﬁm ft‘hi‘éosmu?@'gnc“cgﬁ fh%‘h adOfoRaf ifRYmaloK) rdqeirgacty

subscri ber For each the CS encrypts BAK using the
corres pondlcngupale SK cimrzotrbeasecretie Irc tilis eas@msummtm{ e M 306/0819 norrhe CS

sends t he co di ng BA to VB

exanpl e, BP'\R fﬁ)etggu%e ?F@&%péﬁ%@ ﬁﬂ? m%gﬁﬁe&pﬁ-[ E'gﬁgé Bgvﬁé“%
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packet containing BAK that is encrypted using RK as the ke S| nce RKis a

o ~user _Kand SHUILES! hudihesGRcancEUBME 318 shivn the yBbist oHRK. hAWeVPeRaN v
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stored i n Sty vdige vell BK aindBAtdhsmithéhess wacniptedAkaluss ttheeasth or ed
in the SUMJ. I n_the exenplary enbodi ment, the BAKI
subscribed user.
[1075] With respect to subscription, to ensure the efficient distribution of the
security information SK, the CS periodically distributes a common Broadcast
Access Key (BAK) to each subscriber UIM 308. For each subscriber, the CS
encrypts BAK using the corresponding RK to obtain a value called BAKI
Information (BAKI). The CS sends the corresponding BAKI to MS 300 of the
subscribed user. For example, BAK may be transmitied as an IP packet
encrypted using the RK corresponding to each MS. In the exemplary
embodiment, BAKI is an IPSec packet containing BAK that is encrypted using
RK as the key. Since RK is a per-user key, the CS must send the BAK to each
subscriber individually; thus, the BAK is not sent over the broadcast channel.
The MS 300 passes the BAKI to the UIM 308. The SUPU 316 computes BAK
using the value of RK stored in SUMU 314 and the value of BAKI. The value of
BAK is then stored in the SUMU. In the exemplary embodiment, the BAKI
contains a SPI value denoted SPI_RK that corresponds to the security
association that contains RK. The MS 300 knows that the UIM 308 can decrypt

the payload when the IPSec packet is encrypted according to this security



contains a SPI value denoted SPI _RK that corresponds to the security
association that contains RK. The M5 300 knows that the U M 308 can decrypt
t he payl 0w 082573 he | PSec packet is encrypted accordi ng POTIUSOZE3IW&LUrity
WD 03/ 032573 20 PCT/ US02/ 32054 associ ation. Consequently, when the MS 300
receives an | PSec packet encrypted acddrding to this security association,
M5 300 passes BAKI to the UM 308, and instructs the UM308 to use the RK

to decrypt the payload. [1076 pd
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successful subscription process. Within each period for updating the BAK, a
short-term interval is provided during which SK is distributed on a broadcast
channel. The CS uses a cryptographic function to determine two values SK and
SKI (SK Information) such that SK can be determined from BAK and SKI. For
example, SKI may be the encryption of SK using BAK as the key. In one
‘exemplary embodiment, SKI is an IPSec packet in which the payload contains
the value of SK encrypted using BAK as the key. Alternatively, SK may be the
result of applying a cryptographic hash function to the concatenation of the
blocks SKI and BAK. The CS ideally ensures that the values of SK cannot be
predicted in advance. If SK can be predicted in advance, then an attacker, i.e.,
illegitimate accessing entity, can send the predicted values of SK to un-
subscribed users.
[1078] As an example, suppose N values of SK are to be used over a 24-
hour period. If SK is predicted with 100% accuracy, the attacker need only ask
the UIM to compute the N keys. The attacker then makes the N keys available
to un-subscribed users. The un-subscribed users can download the keys at the

beginning of each day and access the HSBS service with little cost or



hour period. If SKis predicted with 100% accuracy, the attacker need only
ask the UMto conpute the N keys. The attacker then makes the N keys

avai | abl ewotog/oses7subscri bed users. The un-subscri bed user #Crarsoused oad t he
keys at the beginning of each day and access the HSBS service with little
cost or WD 03/032573 21 PCT/ US02/ 320542finconveni ence. If the attacker is
only able to predict SK with 50% accuracy, then the attacker needs to send
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and BAK, the CS introduces an unpredictable value when forming SKI. Some
portion of SKI may be predictable. For example, a portion of SKI may be
derived from the system time during which this SKI is valid. This portion,
denoted SKI_PREDICT, may not be transmitted to the MS 300 as part of the
broadcast service. The remainder of SKI, SKI_RANDOM may be unpredictable.
That is, SK_RANDOM is predicted with small accuracy. The SKI_RANDOM is
transmitted to the MS 300 as part of the broadcast service. The MS 300
reconstructs SKI from SKI_PREDICT and SKI_RANDOM and provides SKI to
UIM 308. The SKI may be reconstructed within the UIM 308. The value of SKI
changes for each new SK. Thus, either SKI_PREDICT and/or SKI_RANDOM
changes when computing a new SK.

[1080] The CS sends SKI_RANDOM to BS for broadcast transmission. The
BS broadcasts SKI_RANDOM, which is detected by the antenna 302 and
passed to the receive circuitry 304. Receive circuitry 304 provides
SKI_RANDOM to the MS 300, wherein the MS 300 reconstructs SKI. The MS
300 provides SKI to UIM 308, wherein the UIM 308 obtains the SK using the

BAK stored in SUMU 314. The SK is then provided by UIM 308 to ME 306.



BS broadcasts SKI _RANDOM which is detected by the antenna 302 and passed
to the receive circuitry 304. Receive circuitry 304 provides SKI _RANDOMto
the M5 30Wp mioa2ses n the M5 300 reconstructs SKI. The M5 320@/Usnvsioses SKI
to U M 308, wherein the U M 308 obtains the SK using the BAK stored in
SUMJ 314. The SK is then provided by URRI 308 to ME 306. WO 03/ 032573 22
PCT/ US02/ 32054 The ME 306 stores the SK in nenory storage unit, MEM 310.
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SKI _RANDOM data too frequently may use an unaccept abl e .
channel from a “control channel.” It may be desirable to allow quick access
when a user “tunes” to the broadcast channel. This requires the ME 306 to
obtain SK! within a short amount of time. The ME 306 may already know
SKI_PREDICT, however, the BS provides SKI_RANDOM to ME 300 within this
short amount of time. For example, the BS may frequently transmit
SKI_RANDOM on the control channel, along with the information for locating
the broadcast channel, or frequently transmit SKI_RANDOM on the broadcast
channel. The more often that the BS “refreshes” the value of SKI_RANDOM,
the faster the MS 300 can access the broadcast message. The desire to
refresh SKI_ RANDOM data is balanced against optimizing available bandwidth,
as transmiiting SKI_RANDOM data too frequently‘may use an unacceptable
amount of bandwidth in the control channel or broadcast channel.
[1083] In some situations the CS may choose to use values of
SKI_PREDICT and SKI_RANDOM wherein both change for every value of SK
produced. In other situations the CS may wish to reduce the number of times
that SKI_RANDOM changes, so that the MS 300 does not have to obtain

SKI_RANDOM so often. For example, if a user changes frequently between



amount of bandwi dth in the control channel or broadcast channel. [1083] In
sone situations the CS may choose to use values of SKI_PRED CT and

SKI _ RANDOWDWB#B2s7h bot h change for every val ue of SK prodagzaso2/s2es5ot her
situations the CS may wish to reduce the nunber of times that SKI_RANDOM
changes, so that the M5 300 does not h#&2 to obtain SKI _RANDOM so often.
For exanple, if a user changes frequently bet ween WO 03/ 032573 23
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fromthe Rfecanfy fdyfdad BSPYRishshba MOEe discussed herembelow The IPsec
packet also contains an SPI value that instructs the ME 306 to use the current
SK to decrypt received broadcast content. The encrypted content is sent via the
broadcast channel.
[1085] Receive circuitry 304 provides the RKI and BAKI direcily to the UIM
308. Further, if the CS computes SK from SKI_RANDOM and SKI_PREDICT
values, then receive circuitry 304 provides the SKI_RANDOM to an appropriate
part of the MS 300 where it is combined with SKI_PREDICT to obtain SKI. In
one embodiment, SKl is attached to the encrypted message, and is extracted by
the ME 306. The SKl is provided to the UIM 308 by the relevant part of the MS
300. The UIM 308 computes RK from the RKI and A-key, decrypts the BAKI
using the RK to obtain BAK, and computes the SK using the SKI and BAK, to
generate an SK for use by the ME 306. The ME 306 decrypts the broadcast
content using the SK. The UIM 308 of the exemplary embodiment may not be
sufficiently powerful for decryption of broadcast content in real time, and,
therefore, SK is passed to the ME 306 for decrypting the broadcast.
[1086] FIG. 5B illustrates the transmission and processing of keys, including

RK, BAK and SK, according to an exemplary embodiment. As illustrated, at



using the RK to obtain BAK, and conputes the SK using the SKI and BAK, to
generate an SK for use by the ME 306. The ME 306 decrypts the broadcast
content wsDrg/0sdse3s SK. The U M 308 of the exenplary enmbodi RemUSIu§208bt be
sufficiently powerful for decryption of broadcast content in real tine,
and, therefore, SK is passed to the MB4306 for decrypting the broadcast.
[1086] FIG 5B illustrates the transm ssion and processing of keys,
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is transmitted to the MS. The CS sends information sufficient for the UIM to
derive the RK, wherein a predetermined function is used to derive the RK from

transmitted information from the CS. The RKI contains sufficient information for -
the MS to determine the original RK from the A-key and other values, such as
system time, using a predetermined public function labeled d1, wherein:

RK = d1(A-key, RKI). (3)
[1088] In the exemplary embodiment, the function d1 defines a
cryptographic-type function. According to one embodiment, RK is determined
as:

RK = SHA’(A-key Il RKIl), 4)
wherein “I” denotes the concatenation of the blocks containing A-key and RKI,
and SHA’(X) denotes the last 128-bits of output of the Secure Hash Algorithm
SHA-1 given the input X. In an alternative embodiment, RK is determined as:

RK = AES(A-key,RKiI), (5)
wherein AES(X,Y) denotes the encryption of the 128-bit block RKI using the
128-bit A-key. In a further embodiment based on the AKA protocol, RK is
determined as the output of the 3GPP key generation function 3, wherein RKI



wherein "I1" denotes the concatenation of the bl ocks containing A key and
RKI, and SHA' (X) denotes the |ast 128-bits of output of the Secure Hash
Al gori t hrwOo®BIA32573)i ven the input X. In an alternative enb@dirrsn/3200K i s
determ ned as: RK = AES(A-key,RKI), (5) wherein AES(X, Y) denotes the
encryption of the 128-bit block RKI usPRg the 128-bit A-key. In a further
enbodi nent based on the AKA protocol, RKis determned as the output of
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tS&I RK. Dd\ﬁﬁ‘b\%mfmdérg%l%m\ﬁg@bdoﬁmfehf $h @S'rﬁ&ﬁc&{rﬁmé BAKTH ﬁﬁﬂh@T and

TE i A of rat 1°0n nsmtted from™ CS to
- M. Thena -detryptiond ptaessnied BAKN asingnRKaeidethed SURL (8560 obtaini BAKe byhe  SK

L S e 1 SnSSrbn, RrSeh i Bl TSRO 50 i, 35 Corkibarts
(ng'ptsﬂgr_ageg@ﬁihéﬂf It6 LS'H&%; N enbR/pAiRgEBARP hAG Yihe"BURUESG dBénymingoBAKled as:
Alternate embodiments may implement any number of key combinations in
addition to or in place of those illustrated in FIG. 6.
[1091] The SKis treated in a similar manner to RK. In some embodiments,
SKI is first derived from the SKI_PREDICT and SKI_RANDOM, wherein
" SKI_RANDOM " is "the “information transmittéd from "CS to MS. Then a
predetermined function labeled d3 is used to derive the SK from SKI and BAK
(stored in the SUMU 314), according to:
SK = d3(BAK, SKi). (7)
[1092] In one embodiment, the function d3 defines a cryptographic-type

function. In an exemplary embodiment, SK is computed as:

SK = SHA( BAK |l SKiI ), (8)
while in another embodiment, SK is computed as
SK = AES( BAK, SKI). 9

[1093] A method of providing the security for a broadcast message is
illustrated in FIGs. 7A-7D. FIG. 7A illustrates a registration process 400
wherein a subscriber negotiates registration with the CS at step 402. The
registration at step 404 provides the UIM a unique RK. The UIM stores the RK
in a Secure Memory Unit (SUMU) at step 406. FIG. 7B illustrates subscription
processing 420 between a CS and a MS. At step 422 the CS generates a BAK
for a BAK time period T1. The BAK is valid throughout the BAK time period T1,



while in another enbodi ment, SKis conputed as (9) SK = AES( BAK, SKI
[1093] A nethod of providing the secuﬂjty for a( b)roadcast m(essagé iSs .

i1l ustratwomme3Brizss. 7A-7D. FIG 7A illustrates a regi str&Crarsopssess 400
wherein a subscriber negotiates registration with the CS at step 402. The
registration at step 404 provides the 20M a unique RK. The U M stores the
RK in a Secure Menory Unit (SUMJ) at step 406. FIG 7B illustrates
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CS transm ange the val ue of earlier than
originall yammdemq}'ptbd mmwtamayuﬁy desirable if, for exarrpl e, the current

val e of BAGLS PYRLEGkY, fheR Sgfdion L3R XK Bobl phiod & RFARleR nEor 2
MS may request the updated BAK from the CS if the MS has subscribed for the
next BAK update period. In an alternate embodiment the first timer t1 is used
by the CS, where upon expiration of the timer, i.e., satisfaction of the BAK
update period, the CS transmits the BAK. The CS may change the value of
BAK earlier than originally intended. This may be desirable if, for example, the
current value of BAK is publicly disclosed.

[1096] Note that it is possible for a user to receive a BAK during a BAK
update period, wherein, for example, a subscriber joins the service mid-month
when the BAK updates are performed monthly. Additionally, the time periods
for BAK and SK updates may be synchronized, such that all subscribers are
updated at a given time.

[1097] FIG. 8A illustrates the registration process in a wireless
communication system 500 according to the exemplary embodiment. The CS
502 negotiates with each subscriber, i.e., MS 512, to generate a specific RK to
each of the subscribers. The RK is provided to the SUMU unit within the UIM of
each MS. As illustrated, the CS 502 generates RKj that is stored in SUMU, 510
within UIM; 512. Similarly, the CS 502 generates RKz and RKy which are



update period, wherein, for exanple, a subscriber joins the service

m d-nmonth when the BAK updates are perforned nonthly. Additionally, the
time periwo93/081573 BAK and SK updates may be synchroni zed, PSmAls02/beat4 al |
subscribers are wupdated at a given tine. [1097] FIG 8A illustrates the
registration process in a wirel ess con®nication system 500 according to
the exenplary enbodi nent. The CS 502 negotiates with each subscri ber,
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ecoder 516Gné¢lbdes aeBSUPE) antifee SUBAY, byclapsl SOURUL G14oand IBUNK 1 &F10 bEUMM  Th
process is repe Sgd P ggh subs ri%%r!al%g%? Flgn%I? itbl 1strates t he ©
processi ng & B §f$@ Lfﬁﬁi"é‘i%?i@ﬁ?ogﬁﬂ sughhag 1d8sPAgH S 16H agf:e%(ﬁ’f'? i udes
an_encoder B%@i@ssﬁgﬂﬁ&%ﬂe& tee Hﬁf@op%hé\mlm.hqr@ugf&%s% reBedRieEREECH he

EBC. The E transmtted to the subscribers. Each M includes an
encoder, suibsasbemcoder 544, that extracts the BC fromthe EBC using the

SK. [1100 I i d i.pti id f | ar) dj

Shat - ey 208G FRY, M HoEkEs, Tl SHRRRETS  aEHG AR RhknElRN T
exenpl ary ®ipaefpiBHt ThEKCS SoeihiciRes fanoshddiier 581 thae ehbbda@iheeBCudihg
header of the |PSec packets containi ?&%the broadcast content. In the

second exerippagyrednBdiangeneraty the BBG.vethe i Bakdhea Hposmitiest 1o dhviom
cont ai ni ng TREeBRSadea] M Helyde® dffepfodatis P aS enbabBal TREFHREIES | o
derived fr aheBKfrom the EBC using the SK.
[1100] The following description considers four exemplary embodiments that
“may be used to updaté SK and broadcast the content. In the first exemplary
embodiment, SK is derived from BAK and the SPI value in the header of the
IPSec packets containing the broadcast content. In the second exemplary
embodiment, SK is derived from BAK, a broadcast random value denoted
RAND and the SPI value in the header of the IPSec packets containing the
broadcast content. In the third exemplary embodiment, SK is derived from BAK,
system time and a broadcast random value denoted SK_RAND. In the fourth
exemplary embodiment, SK is sent as an IPSec packet encrypted using BAK.
Still further embodiments may provide SK as a combination of the above listed
embodiments, or using another mechanism to provide the SK to the MS often
enough to discourage unauthorized access to the broadcast service.
[1101] As the Short-term Key (SK) is used to encrypt and decrypt the
broadcast content, and is stored in memory that may be vulnerable to
unauthorized access, wherein the SK is typically changed frequently. A
problem exists as to how to change the SK frequently while balancing the

following four objectives: 1) to minimize the SK update waiting time or blackout



systemtinme and a broadcast random val ue denoted SK-RAND. In the fourth
exenpl ary enbodi nent, SK is sent as an | PSec packet encrypted using BAK.
Still furwbes/ossbddi nents may provide SK as a conbi nat i onPefi/tuShz3zabove

| isted enbodinments, or using another nechanismto provide the SK to the M5
often enough to discourage unauthorizedBaccess to the broadcast service.
[1101] As the Short-term Key (SK) is used to encrypt and decrypt the
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i ncorporated with | PSec. Frequent updates may reduce the bl ackout period
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Wi thout usising amy adititiorznabahdwidii. dTherdfbes, etlos eblatkeutblpasisduingerbeod may
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r equi r emenfNiMigad Witheut agepssiasiiyINeHE B %ﬁbﬁfﬂ%nai@@@rdwb regviggrAents: The

perform ng . i : e aﬁ&-f ' V., I

f our enbodif&ngnégeﬁpﬁ?émﬂén@ﬁh%@gs C@%%‘E‘%Z‘%%ﬂ ]l%crl ent%ﬁggceﬁ??g%ga I rst
enbodi ment havenvaraussatentayes landodisapeantadesindAllFear embadiiinentsnptovide
bandw dth to ate the SK val ue. The her . enbodinents. may, incur, a

bl ackout | pEretDBOA A RS SRS S e T REBOANESN! SIROHISRIAE Mok o
easi |y i ncoyppeabsand ddbs A 8aditibAdbHndMER & tistiie the SK VAIGé. THeAsthBEN!
for performng an SK update, the above nentioned problens are solved by
defi ni ng t lenidimients eayrippursa dlagkouhpetigdsdoripadikgs efshighfusagei dredfirst he

"Broadcast Access K AK) _and {he Iy ESP header. In this way,
rat her thar?nﬂc)t?%qs)ringpﬁé’ élﬁg%ﬁﬁl‘f Wcérps%%%da‘&@" ﬁ$‘§%m the SK is conputed from
t he cont enf1s03eanicédssling fothidfitst tdhebddimans forrpetatying e Skedpddte, BAK as

descri bed hereinabove, the MSis able to inmmediately conpute the SK for
each cont e@oyadrentionachpipblanas AR selyeddiv defining §%S(<at!mt EeneryRts 8livRilat e

i nformati ofpgERisksRE! 554 A Rklof of MBI ATsss Ky (BAK) and the SPI'in’
the ESP header. In this way, rather than providing the SK in a separate stream,
the SK is computed from the content stream. Assuming that the MS has
already received the BAK as described hereinabove, the MS is able to
immediately compute the SK for each content packet without having to wait for
some additional SK update information. This effectively eliminates any SK
update wait time for a new broadcast recipient.. As soon as the MS receives a
content packet, the MS can immediately determine the SK and decrypt the
content. .

[1104] Information sufficient to calculate the SK at the MS is provided in the
IPSec packet. The IPSec packet utilizes an IP Encapsulating Security Payload
(ESP) and is specified in RFC 1827 entitled “IP Encapsulating Security Payload
(ESP)“ by R. Atkinson in August 1995, as mentioned above herein. ESP is a
mechanism for providing integrity and confidentiality to IP datagrams. In some
circumstances it can also provide authentication to IP datagrams. FIG. 9A
illustrates an IPSec packet 600, including an IP header 602, an ESP header



update wait tinme for a new broadcast recipient.. As soon as the M5 receives
a content packet, the M5 can immedi ately determ ne the SK and decrypt the
content. WODBAI2srnf ormati on sufficient to cal cul ate the SRCatUSKHE20M5 i s
provided in the |PSec packet. The |PSec packet utilizes an IP

Encapsul ating Security Payl oad (ESP) &8d is specified in RFC 1827 entitled
"1P Encapsul ating Security Payload (ESP)" by R Atkinson in August 1995,
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Sh1 “RaND 44 19 SnERE! HBIcE ey Bl ARisERp oD b Bt setfort i Béigad.
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i ndi cat es BOHEBMENG, v SRIERANDIS dulfitts  tompuslat i afin SKI_RANBRM,al discussedne
hereinabove. The randomness of SPI_RAND ensures that an attacker cannot
predict the values of SK’with high accuracy. ~Since the SPlis already a -
standard parameter in IPSec encrypted packets, i.e., is specified for the ESP,
the present embodiment does not incur the additional bandwidth typically
associated with transmitting the SK as a separate stream. The BAK_ID
indicates which BAK value to use for computation of the SK value. In one
embodiment the BAK_ID is a four bit tag, wherein each tag is associated with a
BAK value. When the MS performs a subscription, the MS stores each received
BAK_ID and the corresponding BAK value in a memory storage unit. According
to one embodiment the MS includes a Look Up Table (LUT) for storing the BAK
value(s) identified with each corresponding BAK_ID(s). The BAK LUT s
contained in the secure memory in the UIM.
[1106] FIG. 9D illustrates a BAK LUT 630. Each entry in the LUT 630
identifies the BAK_ID, the corresponding BAK value, and the expiration of the
validity of the combination. The expiration is introduced due to the small
number of values of BAK_ID. Alternate embodiments may avoid the use of

expiration values in the BAK LUT. In one embodiment, only 16 values of



enbodi mrent the BAK IDis a four bit tag, wherein each tag is associ ated
with a BAK value. Wien the Ms perforns a subscription, the M5 stores each
recei ved wBAB0s37And t he correspondi ng BAK val ue in a nmempCY/GES0us2A8L unit.
According to one enbodinment the M5 includes a Look Up Table (LUT) for
storing the BAK value(s) identified wi3h each corresponding BAK I D(s). The
BAK LUT is <contained in the secure nenory in the UM [1106] FIG 9D

illustrate UT. 0. ny .l n.t 630 ..id i fie e BAK
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conbi nat i oBAKThE sl Feplea@aftef 16Thomitiec oat Waetiime, theresial lbe confbsionafs
values of BAK ID. Alternate enbodi nents may avoid the use of expiration
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valid at dt PlﬁferanieBAKnmluWan@ be utietif ter comhpiBAKdiffatamd SKraglues. Ut e BAK
conmput e di nt SK values. If th K LUT dpes not tain a gur t BAK
corres pondi‘-L’gI gg,est Ret eptainms cpient §ﬁ? GRErespRp B‘QrtP&B% ga&gﬂ@s (t,IP?'bﬁT%M%Po
retrieve the,wabkeBakupkedidn 1 fetrievthbamlitsalcP! _RAND and BAK_ID from

P  SUD

the SPI _SK, an retrieving BAK corresponding to BAK I D, the U M conput es
the value §116H fAben BXktaatiog SBPI_RMINDU sindg BAK I Dpfrogn allei SRILGKS iand g: SK

= g(BAK, SPI, .RAND 0 1108] 1 dinppt, the f ' K,
S RanD) COTPREgURA tretntidily 18 AR BERRATRY somsiier $76 Vel B SRS
Wi th ZerOe$noaniAm©aﬁdi|sM§$Awei§M?td SiypRIEaphit MMationg:BAK as the key: SK =
AES(BAK, SPI _RAND). (11) 1109] I'n anot her enbodi nent, the function g(

BAK, SPI_RAND) correspond®K e@l(EMpuBPhyIANR)-128 | east signifi dd@ bits of
tSEIi( %kauggﬁfi Hg) I_}'n ?@gh{b%%iﬁ@nf, Bfe FANEBhENABARN SR _RAKDT BrreBhbeiiN SK =
encryption of SPI_RAND padded to 128-bit bits with zeroes, using the AES
encryption algorithm with BAK as the key:
SK = AES( BAK, SPI_RAND). (11)
[1109] In another embodiment, the function g( BAK, SPI_RAND)
corresponds to computing the 128 least significant bits of the output of SHA-1
applied to the concatenation of BAK and SPI_RAND:
SK = SHA( BAK, SPI_RAND). (12)
[1110] In this way, it is not necessary for the UIM to compute the value of SK
for each packet received by the MS. The MS stores each of the SPI_SK values
with the corresponding SK values in a memory storage unit, such as a Look Up
Table (LUT). The MS may store the SPI_SK and SK values as a security
association in the Security Association Database (SAD): an LUT in which the
MS stores typical security associations required for other applications. The
security associations are indexed according to the destination address and SPI.
When a new SK is generated from a new value of SPI_SK, the old security
association is replaced by the new security association containing the new
values of SPI_SK and SK. Alternatively, the MS may store the SPI_SK and SK

values in a SK_LUT, with one SK_LUT allocated to each broadcast channel.



[1110] In this way, it is not necessary for the U Mto conpute the val ue of
SK for each packet received by the M5. The Ms stores each of the SPI _SK
val ues vwOh3pses7Eorrespondi ng SK values in a nmenory stor &ge/usnd/s2056uch as
a Look Up Table (LUT). The M5 may store the SPI _SK and SK val ues as a
security association in the Security Bdsociation Database (SAD): an LUT in
which the MS stores typical security associations required for other

applicati urit i ops ,are,.i
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BAK_ID to hbfyre §7 sﬁiﬁé\@)ptbﬂ ;fé?rd@l §thasSPI A‘Elété}i 730¢he TS chédsest apaiddm t he
Cs forme S\}falué for the SPI_RAND value. If the BAK_ID is represented using b bits, then
the SPI_RAND is représented using (32-b) bits. The SPI_RAND value should "~ -
not be repeated during the lifetime of one BAK. Once the SPI_RAND and
BAK_ID are known, the CS combines them (i.e., concatenates BAK_ID to the
SPI_RAND) to form the SPI_SK at step 712. At step 714, the CS forms SK by
using a cryptographic function to combine SPI_RAND with the BAK
corresponding to BAK_ID to form SK. The CS then encrypts the broadcast
message or portion of the message with SK at step 716, and sends the
encrypted message at step 718. Note that the encrypted broadcast message is
part of an IP packet that includes the IP header and the ESP header. The ESP
header includes the SPI_SK. At decision diamond 720, the CS decides whether
to change SK. If the CS decides not to change SK, then the CS proceeds to
step 716. If the CS decides to change SK, then the CS proceeqls to decision
diamond 724, where the CS decides whether to change BAK. If the CS decides
not to change BAK, then the CS proceeds to step 710. If the CS decides to

change BAK, then the CS proceeds to step 702.



using a cryptographic function to conbine SPI_RAND with the BAK
corresponding to BAK IDto form SK. The CS then encrypts the broadcast
message owWOpdMsiseh of the message with SK at step 716, and@CSasdy3zhe
encrypted nessage at step 718. Note that the encrypted broadcast nessage is
part of an | P packet that includes the3d2 header and the ESP header. The
ESP header includes the SPI _SK. At decision dianond 720, the CS decides
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corresponding to recei ver selects this value and proceeds
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step 762. {he BRN BAK Heestrived awvali BRK | ddriasponeing3Ak BAK_H)dtHeme the

recei ver proceeds to step 764. The receiver conbin h
receiver selects this value and proceeds to step 764 TQ'f t}ﬁeeBAK LUT does not
have a valid BAK corresponding to BAK_ID, such as when the user wishes to
subscribe for this period, then the receiver performs a subscription to obtain the
valid BAK as shown at step 762. The new BAK is stored with BAK_ID in the
BAK_LUT and the receiver proceeds to step 764. The receiver combines the
BAK corresponding to the BAK_ID value, i.e., BAK_ID in the received SPI_SK,
and the SPI_RAND value (also in the received SPI_SK) to compute the new SK
at step 764. The receiver then uses the new SK value to decrypt the payload of
the content packet at step 766. The receiver also stores this SK value indexed
by the corresponding SPI_SK and possibly the destination address of the IPSec
packets.
[1114] The SK is computed directly from knowledge of the BAK and the
SP]_SK value in the content packet. The BAK changes less frequently than the
SK, e.g., BAK may change once a month. Therefore, the receiver is able to
determine the SK value immediately from the content packets without additional
delay and without requiring more bandwidth to send the SK update.

[1115] According to one embodiment, the SK calculation is given as:



BAK corresponding to the BAK ID value, i.e., BAK ID in the received SPI_SK,
and the SPI _RAND value (also in the received SPI _SK) to conpute the new SK
at step ™0.030B2573 ecei ver then uses the new SK val ue to decmyysv2/siess payl oad
of the content packet at step 766. The receiver also stores this SK val ue
i ndexed by the corresponding SPI _SK an®B possibly the destination address

of the IPSec packets. [1114] The SK is conputed directly from know edge of
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al so be given as: SK=f(SPI _RAND, "BAK ID). (14) [1116] The second exenplary
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- are used to represent BAK_ID). Now, rather than the SPI_SK identifying only
the BAK, the SPI_SK must also contain information to identify the RAND. To
implement the” RAND value, the SPI_SK is formulated in three parts: 1) the
BAK_ID to identify the BAK value to use; 2) the RAND_ID to identify the RAND
value to use; and 3) the SPI_RAND value to provide the frequently changing
randomness in the SPI_SK.
[1117] FIG. 12A illustrates an SPI_SK 800 portion of an IP packet, including
an SPI_RAND 802, a BAK_ID 804, and a RAND_ID 806. The SPI_RAND 802
and BAK_ID 804 are as described hereinabove. To maintain the SPI_SK to a
predetermined or specified bit length, the SPI_RAND 802 may use fewer bits
than SPI_RAND 612 as in FIG. 9B to allow bits for the RAND_ID 806. The
RAND_ID 806 corresponds to the RAND value used for calculation of the SK,
and may be a four bit tag or other identifier. The RAND_ID(s) and
corresponding RAND value(s) are stored in a LUT at the receiver. FIG. 12B
illustrates a RAND LUT 820. The RAND LUT 820 includes an entry for each
RAND value listing the RAND_ID and expiration associated with the RAND

value.



[1117] FIG 12A illustrates an SPI_SK 800 portion of an |IP packet,
including an SPI _RAND 802, a BAK ID 804, and a RAND | D 806. The SPI _RAND
802 and BAUBBB43 are as descri bed herei nabove. To nmi nt aiPeTtuse2/8Mk4 SK to a
predeterm ned or specified bit Iength, the SPI _RAND 802 may use fewer bits
than SPI RAND 612 as in FIG 9B to allo84bits for the RAND ID 806. The
RAND | D 806 corresponds to the RAND val ue used for cal culation of the SK,
and may be a four bit tag or other identifjer.
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required to send RAND to each user individually. Consequently, RAND and

" RAND_ID should only be broadcast if there are a large number of users tuned

to the channel. At step 910 the CS chooses a random value of SPI_RAND.
[1119] Once the SPI_RAND, BAK_ID and RAND_ID are known, the
transmitter combines them (e.g., concatenates RAND_ID and BAK_ID to the
SPI_RAND) to form the SPI_SK at step 912. The CS uses a cryptographic
function to combine SPI_RAND, BAK (identified by BAK_ID) and RAND
. (identified by RAND_ID) to form SK. The .CS then encrypts the broadcast
message or portion of the message with SK at step 916, and transmits the
encrypted message at step 918. Note that the encrypted broadcast message is
part of an IP packet that includes the IP header and the ESP header. The ESP
header includes the SP1_SK. At decision diamond 920, the CS decides whether
to change SK. If the CS decides not to change SK, then the CS proceeds to
step 916. If the CS decides to change SK, then the CS proceeds to decision
diamond 922, where the CS decides whether to change RAND. If the CS
decides not to change RAND, then the CS proceeds to step 910. If the CS
decides to change RAND, then the CS proceeds to decision diamond 924,



SPI_RAND) to formthe SPI_SK at step 912. The CS uses a cryptographic
function to combine SPI _RAND, BAK (identified by BAK I D) and RAND
(identifiwoobp3sB®RAND ID) to form SK. The CS then encrypts Paa/Uusovsadsast
nmessage or portion of the message with SK at step 916, and transmits the
encrypted nessage at step 918. Note that3% he encrypted broadcast nessage is
part of an I'P packet that |ncI udes the I P header and the ESP header. The
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packet using the stored SK value at step 956. recelrver does not
have the SIOKMalie istdipad indmameny @i thaw@cem,. therreegivea it ableBAKidcB/m e

ST, MR Pl el BB, Sy 6 R i DOET PR
does have aeveived desbihatdiavesien8Kngalle SBEdhin hitporyNehe rr@(‘fé?véfl‘eééx’tﬁé’é’t@Ct S
this value @R}g B gleglgl tRAﬁItD%‘Por%%PI leK Eal’t] %te%AgsléwAg g’[%sb 880 the receiver
then checks if the BAK LUT has a valid BAK entry corresponding to BAK_ID. I
the BAK LUT does have a valid RAND corresponding to BAK_ID, then the
receiver selects this value and proceeds to step 964. If the BAK LUT does not
have a valid BAK corresponding to BAK_ID, then (provided the user wishes to
subscribe for this period) the receiver performs a subscription to obtain the valid
BAK as shown in step 962. The new BAK is stored with BAK_ID in the
BAK_LUT and receiver proceeds to step 864. At step 964, the receiver then
checks if the RAND LUT has a valid RAND entry corresponding to RAND_ID. If
the RAND LUT does have a valid BAK corresponding to RAND_ID, then the
receiver selects this value and proceeds to step 964. If the RAND LUT does not
have a valid RAND corresponding to RAND_ID, then the receiver obtains RAND
and RAND_ID either by requesting the value from the CS or from the broadcast
as shown in step 966. The new RAND is stored with RAND_ID in the
RAND_LUT and the receiver proceeds to step 968. The receiver combines the
BAK corresponding to the BAK_ID value (i.e., BAK_ID in the received SPI_SK),
the RAND corresponding to the RAND_ID (i.e., RAND_ID in the received



have a valid BAK corresponding to BAK ID, then (provided the user wishes to
subscri be for this period) the receiver perforns a subscription to obtain

t he val i dwOoBAK3233 shown in step 962. The new BAK i s store@CRUSh2/BARL I D in
the BAK LUT and receiver proceeds to step 864. At step 964, the receiver

t hen checks if the RAND LUT has a val 38 RAND entry corresponding to
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BAK | D, RAND | D, RAND). %és(:}(%ﬂ;gﬁ( %&Wﬁﬁ?pt he use of a RANE | ue may
i ntroduce ®RABRIA lﬂh@ﬂjﬁwbn is defined as encryption of the SPI_SK using the BAK.

As the SPI_SK is made up of the SPI_RAND, the BAK_ID, and the RAND_ID,

SK=f(SPI_RAND, BAK_ID, RAND_ID, RAND).  (16)

[1123] Note that the use of a RAND value may introduce some "blackout
periods" because the receiver needs to receive the RAND value on a change.
However, these periods are less frequent than when the SK is updated on a
separate stream and the receiver waits for the periodic updates. The RAND is
designed to change more slowly than the SK value, and therefore, the updates
to the RAND are not sent as frequently. The CS would also like to reduce the
probability of a “blackout” resulting when an MS stops listening to the channel
due to a lost signal, tuning to another channel, or responding to an interruption,
such as a phone call. The blackout is most likely to occur at the beginning of
the lifetime of a RAND value. To counter this, the CS may re-broadcast the new
RAND more frequently around the time when the new RAND value becomes
valid. At the end of the lifetime of a RAND, it may become necessary to
broadcast both the value of the current RAND and the value of the next RAND.



peri ods" because the receiver needs to receive the RAND val ue on a change.
However, these periods are |ess frequent than when the SK is updated on a
separ at e Worog@sasahd the receiver waits for the periodic updatise2/3zmhe RAND
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exemplary embodiment the BAK update period is a month, however, alternate
embodiments may implement any time period desired for optimum operation of
the system, or to satisfy a variety of system criteria.

[1126] Continuing with FIG. 7C, the method 440 initializes the timer t2 at
step 442 to start the SK_REG time period T2. The CS generates SK_RAND
and provides the value to transmit circuitry for transmission throughout the
system at step 444. The timer t3 is initialized at step 446 to start the SK time
period T3. The CS then encrypts the BC using the current SK at step 448. The
encrypted product is the EBC, wherein the CS provides the EBC to transmit
circuitry for transmission in the system. [f the timer t2 has expired at decision
diamond 450, processing returns to step 442. While 2 is less than T2, if the
timer t3 has expired at decision diamond 452, processing returns to step 446,
else processing returns to 450.

[1127] FIG. 7D illustrates the operation of the MS accessing a broadcast
service. The method 460 first synchronizes the timers t2 and t3 with the values
at the CS at step 462. The UIM of the MS receives the SK_RAND generated by



[1126] Continuing with FIG 7C, the nmethod 440 initializes the tinmer t2 at
step 442 to start the SK REGtinme period T2. The CS generates SK-RAND and
provi des Whe3®sdsae to transmt circuitry for transm ssi onPChRrusoybet t he
system at step 444. The tinmer t3 is initialized at step 446 to start the SK
time period T3. The CS then encrypts 88 BC using the current SK at step
448. The encrypt ed product is the EBC, wherein the CS provides the EBC to
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[1129] As dirrdiehse8 bpsritébAMAe accrqAngsAm dnldea fimertvalex eorgbaeate a
SK that is stored in a memory location in the ME, such as MEM; 542 of ME;
540. ' |
[1129] As discussed hereinabove, according to the fourth exemplary
embodiment, SK is encrypted using BAK to form SKI, and SKl is sent to the MS.
In one exemplary embodiment, SK is sent in an IPSec packet encrypted using
BAK. The CS may also broadcast a corresponding SPI that can be used to
identify data that is encrypted using SK. This embodiment does not need to be
discussed in any more detail.
[1130] In the exemplary embodiments provided hereinabove, the CS may
choose to update SK as the CS desires. The more often the SK changes, the
more the CS can dissuade attackers from distributing SK values. There will be
times when an attacker considers the benefit of distributing SK values to be
better than at other times. This will be primarily due to the nature of the content
being broadcast. For example, on occurrence of an important event, un-
subscribed users will be more interested in receiving news on HSBS, and
therefore, will be willing to pay more for illegitimate access than at other times.

At these times, the CS may increase the cost and inconvenience to the attacker



enbodi ment, SK is encrypted using BAK to form SKI, and SKI is sent to the
MS. I n one exenplary enbodinment, SKis sent in an | PSec packet encrypted
usi ng BAKO 03/0825C5 may al so broadcast a correspondi ng SPI PCRAiSOZESbe used
to identify data that is encrypted using SK. This enbodi nrent does not need
to be discussed in any nore detail. [113D] In the exenplary enbodi nents
provi ded herei nabove, the CS may choose to update SK as the CS desires.

Th ft the ,SK ch , th ] CS di d ttack f
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wWill be primarily due to the nature of the content I'ng broadcast. For
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nore interested i.n receivin ews on HSBS, a therefgre, will be willing
to pay rmreéqlﬂ?s i I'%%li mﬁa§§ tﬁ@é@s%s t"‘ﬂfﬁ%‘ﬂ”%ﬁé? ch .tﬁ%Oﬂt%'@ kSares,
the CS may jijmer ease the cost and inconvenience to the attacker WO 03/ 032573
PCT/ US02/ 32054 39 and un-subscri bed users by changi ng SK nore often than
nor mal . Thel1881] nushthase«d skill inithe arhwasldeundaraiandithat infermation gncbsigealsng

power of th I hanges too .often, then.the UMwlIl be
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particles, optical fields or particles, or any conbination thereof. [1132]
Those of skifte®oul d furt her appreciate that the various illustrative
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such functionality is I nplenented as
interchangeability of hardware and software, various illustrative components,
blocks, modules, circuits, and steps have been described above generally in
terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design
constraints imposed on the overall system. Skilled artisans may implement the
described functionality in varying ways for each particular application, but such
implementation decisions should not be interpreted as causing a departure from
the scope of the present invention.
[1133] The various illustrative logical blocks, modules, and circuits described
in connection with the embodiments disclosed herein may be implemented or
performed with a general purpose processor, a digital signal processor (DSP),
an application specific integrated circuit (ASIC), a field programmable gate array
(FPGA) or other programmable logic device, discrete gate or transistor logic,
discrete hardware components, or any combination thereof designed to perform
the functions described herein. A general purpose processor may be a
microprocessor, but in the alternative, the processor may be any conventional

processor, controller, microcontroller, or state machine. A processor may also



har dwar e or software depends upon the particular application and design
constraints i nposed on the overall system Skilled artisans may i npl enent
the descwpwa@3Fsohctionality in varying ways for each par PCEalsaz/32054
application, but such inplenentation dgci sions should riot be interpreted
as causing a departure from the scope ? the present invention. [1133] The
various illustrative |ogical blocks, nodules, and circuits described in
connect | O“b&‘iwblér%m%ﬁb?é’h%&ngﬁa? bP%SHmp'i}ﬁﬁﬁ'gévf&% Q?S‘q.,' Hll{o?ﬁﬁ%ﬂéﬁ% of
perfornmed W th"™a general purpose processor, a“digital gnal  processor
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general purpose processor may be a mcroprocessor, but in the alternative,
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m crocontrol |l er, or, st atia cFi ne. A processor alc‘ilo MO 03/ 032573
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may be integral to the processor. The processor. and the stora pedi um may
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enable any person skilled in the art to make or use the present invention.
Various modifications to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied to
other embodiments without departing from the spirit or scope of the invention.
Thus, the present invention is not intended to be limited to the embodiments
shown herein but is to be accorded the widest scope consistent with the

principles and novel features disclosed herein.

[1136] WHATIS CLAIMED IS:



skilled in the art, and the generic principles defined herein may be
applied to other enbodi nents wthout departing fromthe spirit or scope of
t he i nverwD®a/0325Thus, the present invention is not intend®dTius0n82064 mited
to the enbodi ments shown herein but is to be accorded the w dest scope
consistent with the principles and no#dl features disclosed herein. [1136]
VWHAT |S CLAIMED | S: WD 03/032573 41 CLAI M5 PCT/ US02/ 32054 1. A nethod for
secure transm ssions, the nmethod conprising: 2 determining a short term key
for a message for transm ssion, the short termkey having a short term key
identifier; 4 determ ning an access ®pAIWPS the nmessage, the access key
havi ng an access key identifier; 6 encrypting the nessage wth the access
key; formng an Internet protocol header conprising the short termkey 8
identifier; and transmtting the encrypted nmessage with the Internet
protocol hbaderA methoddongedusa transmissions. iha methed SPMANSEO% hort t er m key
identifj er conpgl . i i.H : in
claim Z, V\herei({iuétgﬁﬁwgq é%ﬁ]ﬁ@%ﬁ%&&?%‘??ﬁ Sb%aﬁ{é?tré%%rﬁ%ﬁdsﬁggﬁggg@guri ty
paramet er i ndex val uerm&eyThevingatehdriaerinrkeylidemtifidr; wherein the security
paranmeter index value is 2 a rapdomnunber. 5. The nethod as in claiml,
wher ei it t he shodetefrainingap acsesakey felitbe nggssgtgegthqﬁﬁqqsg eYinavid @Rort term
key identifier and t 0. The nmethod as in claim5, wherein the
short term key identi&?‘cle%r% |§ dgﬁt:(i:,fé ri:ul ated by encrypting the short term key
i denti fg er wi t hemdrgpting tresmesgagd withithe metbsalkeys in claim 1, wherein the

I nternet protocpl header . art of n ESP header. 32573 42

2 VIO, 03/
PCT/ US02/ 32054 BIMHARMMEE Tﬁoi%obﬁ‘%?cfﬁrﬁr%m@r"@ & SO KDL pr ot ocol

header g urther identifier; and

transmitting the encrypted message with the Internet protocol header.

2. The method as in claim 1, wherein the short term key identifier comprises

2 the access key identifier.

3. The method as in claim 2, wherein short term key identifier further

2 comprises a security parameter index value.

4, The method as in claim 3, wherein the security parameter index value is

2 arandom number.

5. The method as in claim 1, wherein the short term key is calculated as a

2 function of the short term key identifier and the access key.

6. The method as in claim 5, wherein the short term key identifier is

2 calculated by encrypting the short term key identifier with the access key.

7. The method as in claim 1, wherein the Internet protocol header is part of
2 an ESP header.



2 conprises a second random nunber, the second random nunber having a
random nunber identifier. 9. The nethod as in claim8, wherein the short
term key woaawsdsirer conprises 2 the access key identifiePCanbor/se®s4 andom
nunber identifier. 10. The nethod as in claim9, wherein short term key
identifier further 2 conprises a secudidy paraneter index value. 11. The
nmethod as in claim10, wherein the security paraneter index value is 2 a
random nunber. 12. The nmethod as in claim8, wherein the short termkey is

cal cul at ed, as ion: o : ' [ fy ond

* andom nunber - B PABC. L CbieyH)7 Wifei TR RBICK! PeadbHAARECRC, |
the shart t@mhprisey o desdnd irgndord n@mbat, clheatecority ramdoryphumpbet havisigoat term
key identifier and the second random nunber with the access key. 14. A

net hod f or rasilom Bumbesjstaniifiebf a transmni ssion, the nethod conprising: 2
receiving a short termkey identifier specific to a transm ssion, the short
termkey identifier corresponding to a short termkey; 4 determ ning an
access keygbasetheméthedizdn cldier Snvideareirdihet sHdreterm keyddgiplifiengotipgisekor t
termkey identifier with the access k to recqger.lhe 6 short term key;
and ded ypthenacaese keyddenifios apd th%i”ﬁ"(jﬁgrﬂé‘%‘f‘ﬂﬁrt' eAifitlkey. 15. The nethod as
in claiml14, further conprising: 2 storing the short termkey identifier
and short termkey in a nmenory storage unit. WO 03/032573 43

PCT/ US02/ 32054 The nidthodeistindlais 9,rwitéraimshert tavhekey entibiersugher t er m key
identifier is 2 corgpri sed of a ra_ngom nPnber and an access key identifier

associ & edCQMPHSeHa segupbyrarpaiptenidexNaluGa hod as in claim 14, wherein

encrypting the short termkey 2 identifier further conprises encrypting
the short termkey identifier and a random nunber with the access key to
recover thdishohetreetinokeas inidaim h0.awheneln thesseanity paameten insipxtvalye is
supporting _a broadcasgerservi ce 2 option, an infrastructure el enent

conpr i ngfa random num
12. The method as in claim 8, wherein the short term key is calculated as a
2 function of the short term key identifier, the second random number, and the

access key.

13. The method as in claim 12, wherein the short term key identifier is
2 calculated by encrypting the short term key identifier and the second random

number with the access key.

14. A method for secure reception of a transmission, the method comprising:
2 receiving a short term key identifier specific to a transmission, the short
term key identifier corresponding to a short term key;
4 determining an access key based on the short term key identifier;
encrypting the short term key identifier with the access key to recover the
6 short term key; and

decrypting the transmission using the short term key.

15.  The method as in claim 14, further comprising:
2 storing the short term key identifier and short term key in a memory

storage unit.



a receive circuitry; 4 a user identification unit, operative to recover a
short-tine key for decrypting a broadcast nessage, conprising: 6

pr ocessi Myowalos2saper ati ve to decrypt key information; andPaTrisn2/Bxms54

equi pnment unit adapted to apply the short-time key for 8 decrypting the
broadcast nessage, conprising: nenory 4Borage unit for storing a plurality
of short termkeys 10 and short termkey identifiers. 19. The

infrastructure gl ene s_in claim./l5, r.ein t i . b {1 iion 2
uni t furthet coﬁ?ﬁ' inag °§ §%68nﬂamr%‘gngg%”égtﬁeuﬁiﬁ?&l]ﬁg?msgﬁﬁd}l&g}mg@%IIgr ality
of  aceessdigytscRl 6k &fRfom Menbeiteiid dn 8EcessHby idbatifie assotiated with theenment
as in claim15, wherein the nenory storage 2 unit is a secure nenory

st orage umadacesgkeyAn infrastructure elenent for a wirel ess conmunication
system 2 conprising: neans for receiving a short termkey identifier
specific to a transmssion, 4 the short termkey identifier corresponding

to a shortqer k&VmethBRiRBS foclilet 84 Nwharginaenanpting ey shadeterom kejge
short termkey 6 identifier; WO 03/032573 PCTI/ US02/ 32054..44 8, means for

encr ypt2 ngidentifierforthet eompriess eepiing the wqrhtqrﬁbk%@@ggfiw_e@nq B rah&Bver
e S0 L G Yo BB oo 55 on s 1o, e

si-gnal storage device, conprising: 2 first
set of instructions for receiving a short termkey identifier specific to a

transm ssion, the short termkey identifier correspagndi ag to a.short
RRYGR

4

term key; $&contd &utirelgss; GRpmyRIcAtAR sysieny s er!RY AP, YSELVIRRy pbased on

the 6 sho E)tiér?rarﬁ] ihﬁ' Sti l?&PFé gbﬁ{érﬁ%ph{éﬁis of instructions for encrypting
e entl

the shdort term’kKey | rrl ler wt access key to recover the short
term key; and fauedtdivsetrcaifryj nstructions for decrypting the transnission
using t4he short a u%gr}d%rr]r{ﬂ‘iléaeﬁ/dn unit, operative to recover a short-time key for
decrypting a broadcast message, comprising:
6 processing unit operative to decrypt key information; and
a mobile equipment unit adapted to apply the short-time key for
8 decrypting the broadcast message, comprising:
memory storage unit for storing a plurality of short term keys

10 and short term key identifiers.

19. The infrastructure element as in claim 15, wherein the user identification
2 unit further comprises a second memory storage unit for storing a plurality of

access keys and access key identifiers.

20. The infrastructure element as in claim 15, wherein the memory storage

2  unit is a secure memory storage unit.

21. An infrastructure element for a wireless communication system,
2 comprising:
means for receiving a short term key identifier specific to a transmission,
4 the short term key identifier corresponding to a short term key;
means for determining an access key based on the short term key

6 identifier;



23. A comuni cation signal transmtted on a carrier wave, conprising: 2 a

first portion corresponding to a short termkey identifier,

the short term

key i dentwbDiogi3dsayvi ng a correspondi ng short term key; andPCTAISSHEWMI

portion corresponding to a transm ssion payl oad encrypted

usi ng the short

term key. 24. The communication signal 46 in claim 23, wherein the short

termkey 2 identifier conprises: a random nunber portion;
key identifier corresponding to an access key.

and 4 an access

means for encrypting the short term key identifier with the access key to

8 recover the short term key; and

means for decrypting the transmission using the short term key.

22. A digital signal storage device, comprising:

2 first set of instructions for receiving a short term key identifier specific to a

transmission, the short term key identifier corresponding to a short

4 term key;

second set of instructions for determining an access key based on the

6 short term key identifier;

third set of instructions for encrypting the short term key identifier with the

8 access key to recover the short term key; and

fourth set of instructions for decrypting the transmission using the short

10 term key.

23. A communication signal transmitted on a carrier wave, comprising:

2 a first portion corresponding to a short term key identifier, the short term

key identifier having a corresponding short term key; and

4 a second portion corresponding to a transmission payload encrypted

using the short term key.

24. The communication signal as in claim 23, wherein the short term key

2  identifier comprises:
a random number portion; and

4 an access key identifier corresponding to an access key.



