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15  message is to be sent to them.

However, checking certiﬁca;ces every time or too often would most likely result in
slowdowns, lost battery life and higher data costs -- especially in the case when dealing
with a group of people or when a conversation is proceeding with messages going back
and forth (e.g., checking each time for each recipient is not wireless friendly).

20
SUMMARY

In accordance with the teachings disclosed herein, methods and systems are
provided for handling an electronic message. As an example of a system and method, an
electronic message that is associated with a digital certificate is to be processed. A digital

25  certificate checking module determines whether to check the validity of the digital
certificate based upon the length of time since the last time the digital certificate was
checked.

As will be appreciated, the systems and methods disclosed herein are capable of
other and different embodiments, and its several details are capable of modifications in

30  various respects. Accordingly, the drawings and description set forth below are to be

regarded as illustrative in nature and not restrictive.
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FIG. 1 is an overview of an example communication system in which a wireless

N
), N

communication device may be used. One skilled in the art will appreciate that there may
be hundreds of different topologies, but the system shown in FIG. 1 helps demonstrate the
20 operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The simple
system shown in FIG. 1 is for illustrative purposes only, and shows perhaps the most
prevalent Internet e-mail environment where security is not generally used.
FIG. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
25  wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100,
An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a
company, possibly connected to a local area network (LAN), and connected to the Internet
30 20, or connected to the Internet 20 through a large ASP (application service provider) such
as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in FIG. 1 may instead be connected to a wide area network (WAN) other than the Internet,
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2007 mobile device 100. The particular network 105 may be virtually any wireless network
over which messages may be exchanged with a mobile communication device.
As shown in FIG. 1, a composed e-mail message 15 is sent by the e-mail sender
10, located somewhere on the Intetnet 20. This message 15 is normally fully in the clear
25 and uses traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and
Multipurpose Internet Mail Extension (MIME) body parts to define the format of the mail
message. These techniques are all well known to those skilled in the art. The message 15
arrives at the message server 40 and is normally stored in a message store. Most known
messaging systems support a so-called “pull” message access scheme, wherein the mobile
30 device 100 must request that stored messages be forwarded by the message server to the
mobile device 100. Some systems provide for automatic routing of such messages which
are addressed using a specific e-mail address associated with the mobile device 100. As

described in further detail below, messages addressed to a message server account

-3.
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FIG. 2 is a block diagram of a further example communication system including
multiple networks and muitiple mobile communication devices. The system of FIG. 2 is
substantially similar to the FIG. 1 system, but includes a host system 30, a redirection
program 43, a mobile device cradle 65, a wireless virtual private network (VPN) router 75,

25  an additional wireless network 110 and multiple mobile communication devices 100. As
described above in conjunction with FIG. 1, FIG. 2 represents an overview of a sample
network topology. Although the encoded message processing systems and methods
described herein may be applied to networks having many different topologies, the network
of FIG. 2 is useful in understanding an automatic e-mail redirection system mentioned

30  briefly above.

The central host system 30 will typically be a corporate office or other LAN, but

may instead be a home office computer or some other private system where mail messages

are being exchanged. Within the host system 30 is the message server 40, running on

4
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VPN router 75 has only recently been avai and coul'd be used when the
new 3t ethganobiRrdsyise 400 Rk tvethed fom 1@ d{rgHvBymation vets thetrebllPdirdseti0Gusr el ess

SRS e O P T IREY R
i nf or mat b@lR ihRrRatiRbi) ROt HedBinat ataRiatizdin ofk aRhbBifd RMice 100 with the
host system 30 or a computer 35 within the system 30. The other main method for data
exchange is over-the-air using wireless networks to deliver the information. As shown in
25  FIG. 2, this may be accomplished through a wireless VPN router 75 or through a
traditional Internet connection 95 to a wireless gateway 85 and a wireless infrastructure
90, as described above. The concept of a wireless VPN router 75 is new in the wireless
industry and implies that a VPN connection could be established directly through a
specific wireless network 110 to a mobile device 100. The possibility of using a wireless
30 VPN router 75 has only recently been available and could be used when the new Intemet
Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks. This new protocol
will provide enough IP addresses to dedicate an IP address to every mobile device 100 and

thus make it possible to push information to a mobile device 100 at any time. A principal

5.
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wireless VPN router 75 is that it could be an off-the-shelf VPN chfp@ganpg);
thus it would not require a separate wireless gateway 85 and wirel ess
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Control Protocol (TCP)/IP or User Datagram Protocol (UDP)/IP connection to
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cut omat | SBEHE S TIE UPME RO Lol 855BEE WIATEY Bonl Y cund JuldSs

| eavi ng ihfestRrci®e DO 3€ b asedl O\ PN MRS e@iontdoaldBSS e sHEIBICoroR PEbtbdb]
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t hen be applied to the original nessage 15. 'I'n this way, nessages being
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a deskto%) wor kstation such as 35 within the firewall. Al nessages
exchanget°B&t ween 15 the redirection program 45 and the nobile device 100
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from t hemeghid £5 QQ&jeﬁ_@elggedeQirﬁlda&%ﬁ 80.Qna8GRIsYi8H; pBBS&RY ohipré&RR8AN(aS

t hough the ms.ssage originated fromthe wuser's desktop system 35 rat her
t han t hesneiption deoibm tew.thew bh applied dodbe butginal onessegpdbt 5o thindway,adl e
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synchroni zati.on, the nost compn data ex_changed over this link is Personal
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i ncl udi ng setti ng u %Fpr ivate security kec{ 111 suc%ﬁz‘g an,,gl MnNE 8r PGP 30
speci 11 opTeRgEst 18 e (e iRoPrBralcrGcUpasionoRRd FISBALIPE Uhes SFomdn ot reflect
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so that the desktop 35 and nobile device 100 share one personality and one
met it f 00 aldees shentpeaived megskage TheapBesrt asathdugiRitise areesage originated from the
user’s desktop system 35 rather than the mobile device 100.
With reference back to the port 50 and cradle 65 connectivity to the mobile device
100, this connection path offers many advantages for enabling one-time data exchange of
large items. For those skilled in the art of personal digital assistants (PDAs) and
25  synchronization, the most common data exchanged over this link is Personal Information
Management (PIM) data 55. When exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
purposes, including setting up a private security key 111 such as an S/MIME or PGP
30  specific private key, the Certificate (Cext) of the user and their Certificate Revocation Lists
(CRLs) 60. The private key can be exchanged so that the deskiop 35 and mobile device

100 share one personality and one method for accessing all mail. The Cert and CRLs are
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r equi red“p(i_ t he device for SSM Mg, PGP and ot her public key security
met hods. WHE 1% ¢hows at 140 a system for checking di Jit A& 8cat es

154 that are associated with nessage recipients. In the exanple of FIG 3,
a nmessage sender 150 5 wishes to send an e-nmail nessage 151 tQ one or nore
nessage Noswplly xehangehovernsaich arlinky becansy they sepfasent aluge amaunt pf i daja

Tessage TSEARY ove wal _ )
PR s T L it
different typds. af showeraraldioa dyetentider cherkdipc diiina cegifivhtesslJdhehat are

certificate holder's nane, serial nunber, expiration dates, a cop% 0 of
the cer tasFociaied YAt Bersage sempieptskelp therxamplgpf &lGc ér 8 mewagesendsh 18bnf or m

to the X,pAd t%ts@ﬁ@grlﬁ gkl m@&%é‘ﬁ‘fl foVdife o‘?fm%%ﬂéé?{eg‘ré%rﬁi 2thsq90. Bekseitier! N

regi stries accessible over a “network 160 fromc cate authorities

(CAs) solihses daia dunhe medipiant’ ndjgiideert{featy. | S4siermatder to Eb@dechanmebiage A Sbt her
users' 35? tal%cﬁerti ficates. 'gge system 140 establishes a bal ance between
securi t yPRYESPHHRR TARA TEONGEi8nce, 15 by checking digital certificates

154 on a pre-Tigd gomhinestiMald ol Ghv iclubB MarySdi fIORALYPEs o BIREMHHANGE fér 18
period 155 is established that bal ances seCurity concerns with perfornmance

consi deriatgnopding.tsueh oy Sreesertifi@techddd s nagee, dendltraimbearexpiraiéen dates, ata@pyi f t he

| ast, che occurdg e t si de.of the assurance.period 155 a

T ot el nde PR el e P A B B o D i B 5% 11w
st at us chignisrd (ordaiithed! typeiof isfangaty abddcCBe kepdinRpRtidiagctaible heer g 20
ago, then a new check of _the digital certificate 154 is perfornmed; else a

check ofnetwarkdiq)l fram ceglafiqafe puthardics @ Aisy shhat P AP BEPHANNE USEHE BosERiS | cat e
status c I t he. idi.cate has been revoked), the system
140 can gﬁ:‘é# ?flgltjgﬁucgg?r%g?rst ﬁ:%ltfgrloq{?ﬁﬁeda%g'vi ce 100 and allow themto search
for a new ceThé fystah @40restablisheot batanco bewakh teciaity iassranthand yshresmidd6, can

al so be confiqured, such that 25 the user_ can,send to.that revoked
certh i cB¥ QL?CE‘&:‘?%%&F%F'F“@MEF 134591 @dprerdetepinadgpeiodifityer 8b st HEE 2n

assur ancgpaniOimt 268N 588s %ﬁhﬁ&%@%g@%e@%cu@g%@% LT frtREnces uch

as based upon a recognition that oes not typically change 1n small
time fracesidedtiopgitbakystens 140 thadcke thendigitdl cegeidatreitatuCRltbe lgstichiesl cabomd
every four .. hours and hence. t periodicity c serve as a hasi.s to

epect fy VHEdE Shi S TaNE eiohdart Ao duvribn BanaStiEu RERL PR ded,
an assur ANERLAMIOMALPA sCAY chebe of BlgitaPcGRHER: 3 54 GRAG edNbI BYUELTYuIRESAJE
sent or received, or with every connection. The nobile device 100 can be
confdQur 2P, ithendd neve cherk afcthe digntabeattificate 164 & panformed; else a check of the digital

certificate 154 is not performed.

If the certificate status check fails (e.g., the certificate has been revoked), the system
140 can alert the user of the mobile device 100 and allow them to search for a new
certificate or take other corrective action. The system 140 can also be configured such that

25  the user can send to that revoked certificate recipient if still desired.

It should be understood that an assurance period 155 can be selected based upon
many considerations, such as based upon a recognition that a CRL does not typically change
in smali time frames. A typical installation might see their CRLs updated about every four
hours and hence that periodicity can serve as a basis to specify the time lag on the mobile

30 device 100 between checks. If needed, an assurance period 155 could be set to cause a
check with every message sent or received, or with every connection.

The mobile device 100 can be configured in different ways in order to use an

assurance period 155 to check digital certificates 154. The message sender 150 on the

-



assurance period 155 to check digital certificates 154. The rressa?% ﬁgﬁdﬁfg
150 on the -7 0 9 FEB 2007 WD 2005/ 107142 PCT/ CA2005/ 000278 nobi FelaBv{ldé
100 can jgital certificate checking nodule or_routine 152. The
checki ng%f(gg@gﬁgn%Z det erm nes whether to check vali diPt(ST? 2035/%067lst al
certificate 154 based upon certificate checking criterion information. The
certificate_ checki né:Jq]cri terion information can be stored in a data store

158 and Webilg eervies 190 eancprsess wgigiteliesrtificats 2hecking medulerarroutined fdr The
certific val i di ' [ . iLklu t] i ng
cri ter| oaeBkif® soltihd 1 S7'RE(Ehfihes WUS: 35 kel ORI bF o MRIALLQRNeAL T4
assur anciespénpan cdfificate cheskihg\dteriva snfohrations t Tied eerktibge toheekidd Grifefibn a

di gi tal dcate shown in FIG 4 d%}%%;teore 158 can be

certif 154. , [
conf | gur@‘goq‘@tleaﬁﬁla?ﬁs I faiesiopt 1o gubhe ye FREFIBAS TQUi 124 to
mul t ispl bdi : i : 84k -an i e :
assursangctla#t)ﬁéﬁrliﬁ%g@&t(h ?%%éﬂﬁ%@vﬁgﬁl Q%g%l&%%%osu i‘gg%cg%e%iaﬁd ﬁgsptgr?foglh%&g?l{l %at i on
at hand. crRgrnorexdemplation ancdhides tenggwelriaformater suoh 2k 8¢hat the dseursndegutied 166 om t he

checki ng. data . stor 58 by, the. ch Lng routine.152 when dealing with a
di gi tal 153?%‘ i%haiﬂ?%&}%ﬁf’ﬁk%ﬁ?%ﬁf@rg&f&*\“ﬂﬁ F?’Eﬁ%atﬁﬁ%]rpri ty; a second

assurance per A@@hdWg ilRIGDS, disLstophess danbi '%Qnﬁ%'ldrédﬂ t& cEhedint ﬁ&hns_\? @lffdrdrrcat e
issued froma different certificate authority. Tt should be 15 understood

that di fiypeeef afsumetonesyshr roawlitiply different dsbaamgesperiddsof{ By &ctléds, such

as t 1.m to,  tr S u encrypt i ver,sus signing of the
nes s@;e, B e?}%'llltrgg%lﬁ%écﬁ re§1§fl%jgt§0’ B?#of%“t) ;?a%#’gt”ﬁ%‘f) eggg'l& uﬁoﬁgtg‘(?tsgﬁ?:tbonoq‘q. the
nmessage, haidc. Fol €xaniplelenfigt assafinep pedéd 08@LasBEBaEdted from fRamkiingg dadi gi t al
certificate. Indicator 200 indicates that a sender is preparing to send a

nmessage At L Hadytihe wheding yptting. 1 8emben slealimp wathep Bgitel cseaifionts figReeher |

di aital SR e .
befor o chlibuled EREARO bub Q0 TESPANA SGHRIHIiSE18290E) BO RS YRWA HRUSH e
is encoddl andgitdndertificagt épudd Grontdonveifirenti Eertifieatorautiwrizy of Iit bieoutd diet al

certjificates ne to be validated, then such certificates are validated at
S e S0a TPl Bt QiBns SBvistan PRARIS R honeed THEeisEaY SR RdoBe Sabe. A

message Hikghbt ligrtel o, REish Shktusl EnBrypfeh Piefls Liknihbe | S tyff i cate
cannot be val i d!at e_ed_ or fgi l's L%Shen vél iféati on pl%%lc s%f?g @%%&éﬁ?& c%ft has
expi r ed) encryptionepneryy af ieirsessage, impdrtansenf thetnhessagepetocessi ng for this

Chen the messhlE 1 SRR e TR EeenaHo SeobE P ELELGT N S
bl ock 21800 fnkifeated thak b derideptsSte itn‘gﬁgrséﬁd DRRLsafE ﬁiﬁﬁﬁi&ofb‘éren@%%dmﬂb}cﬁ%n

whet her a certificate 30 needs e validateéd based upon tenpora

consAter Hep AP, exantinesardethesaligitadi asstificatashof thepmmpsenssi regipiengishancad tettep
252. St e@al?d%%ddl?etfg{enén@rey%tiglg %he! %156tssatgie.malf tnga\}aligat&)o%r rtlsi xg.:eueldgci, then the message is
encoded and sent at step 206. However, if one or more of the digital certificates need to be
validated, then such certificates are validated at step 204,
Decision step 208 examines whether a message should be sent. A message might
25  not be sent to a recipient if the recipient’s certificate cannot be validated or fails the
validation process (e.g., because it has expired). If the message is not to be sent, then
processing for this operational scenario ends at end block 210, If the message is to be sent,
then the message is encoded and sent at step 206. Processing ends at end block 210.
FIG. 6 illustrates an operational scenario for determining whether a certificate
30 needs to be validated based upon temporal considerations. Indicator 250 indicates that
processing begins at step 252. Step 252 determines the last time that a particular
certificate was checked. If the last time of the check is within a predetermined threshold

(e.g., an assurance period) as determined at decision step 254, then an indication is
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certificate was checked. If the last tinme of the check is vvithinﬂag FEB 2007
predeterm ned threshold (e.g., an assurance period) as detemlined gtB

deci si on 4. then an indication is -8 8 9 FEB 2007 VWD 2005/107142
PCT/ WO&@%@@%@ eturned at 256 that the certifi catepgi%:s“ﬂ?ﬁ?oogﬁ% to be
val i dated. However, if decision step 254 determnes that the last tinme of

the check is outside of the predeterm ned threshold, then an indication is
r et ur nedetunedsg 26 htiat theeendichiefdoennet nee tisbd walidetedaHookatver] if decissdnoatpd be

under st hat .sim.| o, t.he ot her, processing fl ows SCF.I herein, the
st eps a%qt‘#’ée "E)ersgh?tatb? Hzlsﬁbmft ptge ichgctkh‘é q‘“l?%@ﬁc‘?‘lga‘thfa p&%cgeg‘?’m‘é%e&‘é‘?sg?lﬁ’ may be
al t er ed,thesh fridedtian & refurnddld TBRYRA tdcbrafiddid n@afhtEvSviiRtde St BIRMIDLE cone.

Anot her operational scenario is shown in FIG 7, wherein an IT (information

t _echnlo! GERTStaed thitssimileioto the @thqsaupedseing tﬂ@@saggmb@dd@rqj@{) ihlgd;@@); adahqe. g.
(Lo sl ke BERRT oo L G, UREPARERCA G005 58, T SO Sy Y g (o0

devi ce ILO@meurd ahbetilhedhiorcdkhd 86sife@loutohrl data connection nechanism to

update the checkjng data store 158, The npbile device 100 can _he .

pr e- pr ogr anmedinetherh opgratianal sgerasiop sy slyvin dHGeah whetghdanell Kipformatipry

adm ni st f : b0t rd QW y an
T adm e oeyf Bt 200 Bedifie bl i encB RS ARE SR P ALY 2
set a nwheckiggnessages) seoue eranstyr anbde pleviced (e.gordetme e}l Ehe iabsuaance T

o L1201 093w ened  Chock ol S oW, oS, Botaercan,get on
provi dessonfb®id REdhehistlkd Gﬁdat@ ARG WhiahidrD e 5§ 2ARRIhYiN dRicuUshahze,

assurance periods to suit their needs. so, an I'T admi nistrator 270 can
provi de terprequomammet twitigan essurnbe petéd whighcace bs upfated by donpl agminisiereeby

[ hat .mobj | 20 devi .ad i, St T policy.
A 1T P BRn BB e Bt P ravay pas 1T ATRET B 20 b ey g
9 descrdda®eadnf @R kealtd alibi 8 @B toisst 4 ok Blprdteiv6/sedi@sl adsirdnde péridd. awirng
comonly assigned United States patent application which is hereby

i ncdPporsaBplyyf anflegdaripistratoshas dasignated abesioefl ClerCine ho@snt BET caf set on

£l oot 1 oMl DR G851  SeiL Al NADRE: 104782, 132, kg on 25 Decerer 10,

2003) . e exanp [ strates a user 0 ile device can be
prevent ed fronhialgrevidey morgr athen ghiags Uscanelidaewith dlie siapabifiiyeth kystomideT
admnistrator. FIG, 8 is a block diagramillustrating_a systemof inserting
owner i rSSYIHRES BRTIOER 0 SEhHsr BHE T dHSq, frdd nadrgistrpter 8.79 CaR PTG the same

oL 0S8 LS PN ol e AR Loy e w0
an @fnerdevioes adhere tf ocomaisiemt IT pskéost i on poi nt 330. The owner information
An IT policy can be enforced upon mobile devices in many ways. FIGS. 8 and 9
describe an example of this and is further described in the following commonly assigned
United States patent application which is hereby incorporated by reference: “System And
Method Of Owner Control Of Electronic Devices” (Serial Number 10/732,132 filed on
25 December 10, 2003). The example illustrates how a user of the mobile device can be
prevented from altering or erasing assurance periods specified by an IT administrator.
FIG. 8 is a block diagram illustrating a system of inserting owner information and
owner control information (e.g., assurance period(s)) onto an electronic mobile device.
The system in FIG, 8 includes an electronic device 310, an owner information insertion
30  point 320, and an owner control information insertion point 330. The owner information
insertion point 320 is alternatively referred to as a branding point, while the owner control

insertion point 330 is alternatively referred to as a control point. An owner information

store 312, an owner control information store 314, and an interface/cormector 316 are
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i nsertion point 320 is alternatively referred to as a branding p(ﬁi gtwgh?
the owner control insertion point 330 is alternatively referred

cont rol An owner information store 312, an owner_contr

i nf or mat MZ(’QW{W@%M and an interface/ connector 316 é’rcé”CAZQ“W"@”#EB 2007
WO 2005/ 107142 PCT/ CA2005/ 000278 provided in the el ectronic device 310. The
owner information insertion point 320 includes an owner information source
324 and mnvi'dcd wrthecleticomadetios 3BR2T heTmem\imfermatm insdrtion pbint A inohedes

i nsertiaon

S3a ana B O inTotmaRo e vi4and 58 SyfilalibEhect R B30 (gt ke delhod o1 O

stores iiffopmbBdd @RertDHCIHIMASI TN IAWREN iNATBesOin oWh&eEortfl? Mhidhng@én 8durce
i nformati on, for exanple, which identifies an owner of the electronic

devi ce 30 antap inasfase/copneater 332af or rratlon store 314 stores information that

Is uged to t t t evr e
cont rgol I nf o?%l[}ttg‘g#rernlg%n%ﬁo'? é’g%%g% %S !% %r?nair e%“cr n aa(r:rr1 3u%%or%t8:r’on
record tdihdr idemifeasod tnmzm@t@mprdrmmmpmwaa%heémm ahOvinter e thersleatkdrel and

executed, on the electronic device 310 (e.g., such information can _include
that a dyiccailOcekhs pyvag @”é‘lﬁ’éé‘l@ﬁ’@aﬁ?ﬁcﬁiﬂ@ 314 stores infprnapoadthalig weed fio a

particul &Eltrofﬁé‘{tgp%%i%{lﬂﬁrthé’@)ectrm‘é é%gfé@ 3 lbnf(g{ég?%écogﬁ%f BHbhfatRe md dok Ne

owner contro ormati on  source coul'd menory devl Ces,
conmuni cadaimpie, e dpdoied Mramrﬂyxlﬂwxdzhndm recendnha lrsﬁmamﬁswadzemivpimstzmsmlmgrzedm er

I nfQr.mati on and. .owner. contr ormati on ar.e ccessi ossi bly
userdf neigy pe,AstalieR a&&gwewrﬁgwno%ﬁ ACeliont AaYIFoR 148 outih. BBRTREPY tah
i nf or mtxh@l'ﬂdé”ﬂﬁrt%%ﬁra@@erﬁf&ﬁte' Jhﬁe@l%g?xﬁ!dﬁ&“fﬁc&%t b%zr%eﬂ%nﬁ%‘rﬁ@&' BhRukth the

i nterface/ connector 316 to establi a conmuni cation |ink between t he
owner i rdseunapdge; modhsé’hc pumepuifornagi20 sourde BRA¢ an@ltl@cwwmnc@nt;‘ek/m:f@r@mo;l to

t her eby enablg#[) \lngor tront(a be transferr dto hl[% iﬁm@
devi ce” YT cﬂg dPeq TPETARY G HCS, foBEwHGR lo?h@opﬁ Br ctor
332 si M fediokd/ nRARRY QRviceARFFRE Sin@WARMERH LAl dvrﬁeerdaatrbpmf&mwnoh@e owner
control information source 334 onto the electronic device 310 via a

commhfni caecewible,ion possily apgriinterfdcasdhnpuglh whith dvnes iffemeationand oraics cgswland

316. The / ctors 316, 322, and 332 nay establish wired
comuni cakﬁnﬁﬁ{’g&%&?@/\g‘gre the int erface/connect ors are 25 serial ports,

for exanple, Dihe MtegheEDHnASNBUBLT A icomphiitilk Swisiche asteifiderandectbt BkS twher e
the interfacel/connectors are infrared nodul es, or wrel ess communjcation
net wor ksEStaBisR A COMATEHGREPR SRk bl esiuies ovwem irformatiroippaitipp RO Agliard thed to a

o1 oo RIRPISHELED OELSY 0L SRy NL S Ge st o7
i Nse&t i oglegoinm d8@6: B30 é&smcthabwdew\imfdrmtiom\mme G4t hBheeimafaceftbonector
332 similarly enables transfer of owner control information from the owner control
information source 334 onto the electronic device 310 via a communication link
established between the interface/connectors 332 and 316. The interface/connectors 316,
322, and 332 may establish wired communication links, where the interface/connectors are
25  serial ports, for example, or wireless eommunication links such as infrared links where the
interface/connectors are infrared modules, or wireless communication networks., Owner
information and owner control information transferred to a device are respectively inserted

or stored in the owner information store 312 and the owner control information store 314.

The owner control insertion peoint 320 is associated with an owner of the electronic
30  device 310. Where the electronic device 310 is provided to a user by an employer, for
example, the owner control insertion point 320 may be a computer system or device

controlled by a corporate computer system administrator or IT department. The electronic

device 310 is "branded" with owner information by establishing a communication link
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30 device 310. Where the electronic device 310 is provided to a sgr [%/ ﬁ{]]?
enpl oyer, for exanple, the owner control insertion point 320 ma;é & 2

conput er t r. device controlled by a corporate cq er system
YR B P PR o

admi ni st 7 departnment. The electronic device

wi th owner information by establishing a conmunication link -10 0 9 FEB
2001 WO 2005/107142 PCT/ CA2005/ 000278 between the owner information

i nserti detyesinrthe epmenindormiption|inssrtiampaintdiid; and tBd electrowiogievice3d0 through

interfa npectors 322 d and.then insertin wner information into
t heonnape FRAPESShestére 37 and 356 B mel sty huBtrlant Mk SutnkE

| nf or matinfyimbaen kees 31pnseardled SRbviihdediRBl bRcdlownes iRfbPmalitiehad®Meyn t he
owner or,  a party may be authorized by 5 the owner is able to change the

owner i ! opEnthg motilsedeyicg 3 18 hthag enyithe pwaearroparty meybewuthenzehby he

el ectsr ony e . i | f 0 t I n i onto
the &) oot ek € ot to ARRRY SFe LRREY birBinion B ihart 87 chBhad BBE T8 .cr

i nser t ednfdarineti omme thecdettronic denfear3r@t i on i nsertion point 330 need not

necessarily controlled hy the owner. of the electronic 10 devi ce 310.
Wien the owne?PSSRBISHIISTHEN 05 RPHST CORIEY thiREmpfigente dhg plsciromic slemigeidA is

inserti %stﬁgﬂeﬁto&%oowﬁaeiﬂfﬁﬁﬁﬁfohpﬂaso%égxt ?ﬁgggd,?ﬁg SR B in@&e}ﬁ%%ﬁ't ed in

the same conputer systemor device an are’the sane I nterface/ connector.
However , insarpenr gomt J30sesedi wot pobsshdly3R0 camteb]B3(byashes hemer bf thd EecBorat | ow an

owner, of . t he ctit,oni c, device ta , del egate owner control infornmation
"nadl it SIET BBy R ENGE mealiRerTEBherE] T VPO CRHETORAEPE | on | s
control ligsertigh REIn€i390! e iBLANEE YoREs 32PnEXSTEL, b InPeBRAth! hiSthe sRhands
the el ectronic device 310 and provides the el ectronic device 310 and

di gi t al | SPmpEyRYatesnpe deionend shirafthe same drferfaseiconnentor. | Homever, sepagatet he

owner coy ' rymt i insertio iknt, 330 may be.th ser' conput er
oyetem dron pBLRTER 820 Wl 3R BFRY s Mig i s SE s Hisr e i TR of
i nf or mat da¢patnbantheopireC inforhatiohe WiseRiod 16 a2Rudtéd raagty. | Nl ewBat sbdit@ns, the

owner_ information insertion point 320 and the owner control information
contifol HEITEationaserianyisecantielled meing yhgitad fsignatusest ferep¥asmplec #oyngp first and

332, comandbiie MeddiutdAliol 1068 SAINECLAY RIBkE dNEceARFLLPBSLTSY! co

310. However, ectronic devic ernatively i ltiple
i nt er f acegrdnivest aoatrosSinébrmidtiat tdisf dser. el tHiy pss, e dvaieerdoane! ddnmetiber s may
be i npl enent.ed 25 ﬁgpan owner information insertjon point 320 and an owner

control PHFBPHRPIPOAP AR%Y BF & V{568 FEMBEET SYYTRoVEIRh I thenaussA g lasesvier
control dighalyREAAHTe BoRt AR MorHo HitlecBiNRIdcoRRIIGL | nfor matd on
FI 8, a conp

I nsertion poi'nt 330 are shown I n ete 1nsertion system may
i ncl2fde nor e Inhraestomplenfentadions,tithp ewoér infosmatioromseiontpoint 328 ahd tipeovamarpany,
For control information control point 330 include the same type of interface/connectors 322
and 332, compatible with the interface/connector 316 in the electronic device 310.
However, the electronic device 310 may alternatively include multiple
interface/connectors, such that different types of interface/connectors may be implemented
25  at an owner information insertion point 320 and an owner control information insertion
point 330. Although only a single owner control information insertion point 320 and
owner control information insertion point 330 are shown in FIG. 8, a complete insertion
system may include more than one of each type of insertion point. In a large company, for
example, corporate computer system administrators may be authorized to perform owner
30 information insertion operations from administrator computer systems, or from any
corporate computer system from which administrative functions can be accessed, thereby
providing multiple owner information insertion points 320. Similarly, when an owner

allows users to insert digitally signed owner confrol information onto electronic devices,
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exanpl e, corporate conputer system adm nistrators may be authori ifg hg
performowner 30 information insertion operations from adm nistr r B 2007
conput er systens, or fromany corporate conputer system from which

adm ni strative functions can be accessed, thereby providing nmultiple owner
information insertion points 320. Simlarly, when an owner allows users to
insert digitally signed owner control information onto el ectronic, devices,
11 0 9 F%§= B CORRERT SISt WAy BHGH @F 2k WP FPRES) IRferrpation 1356IUQR PEther
control inggrmation insertion point 330. FIG 9 is a block diagram of an

el ectronic device in which a systemand nethod of owner application
control can beFi¢p! brietpdadiagrammt@n etperetie devyiescinroitlca gesiane and method npbi | e
deyl ce 43Qr %Q,ﬁgi liEaf?ioﬁQgﬁt%leca b%hhl?leﬁ'ne}‘x\feﬁ.ellnefsl%. @%H@O&&'tmﬁ{c%vi%@%’\ﬂ In FIG
9is an inserti tool 64 used to fnsert owner i hformation onto the nobile
devi ce 43@uobile detieandd ddaptep paorerate withib hoseelskinttvodk. iAdsa shewarin Fith&tisonl y t he
conponent s_i. | J ontty ol ..system are .sh i, FIG 9. A
nobi | e de\?jpéﬁel&?ly%?o%ép!l‘ 93‘1%2% \l%%géwgefrﬁl}f?%aﬁmgbm %eel%f%lfﬁ ér%\l\{{agaé?q‘i on to those
shown in FIG %t shAlldbe appeenmabibos: déledde 36 ths ondnthe bomigdreak invelvex anpl e of

an el ectroni c device for which an owne W sh. to enforce .  sone sort of
usage pol i'¢y¥" Omebmw?ﬁﬁi}elﬁlaé%%%mt ]élcg%lﬂr SOt device Sy 3reeS t ypes of
el ect r oni Gu@y k6:@Fonefitd G additisPRI theselsBOBPROMES 0. hald! O nsebitpUtBEs4ANg PDAS,
for exanple. As shown in FIG 9, a npbile device 430 conprises a nenory

432, a pr GeddEERIveITeMPle PR mRIsEaRc dRviPe ferhioan oyper e ish dheHBYEl e 444,
a user i ntggitageof Mla%% %{ﬂ@qg An oWh&EShESEsd KRR RF &SI théﬂgaggg??bl\lgiptgpes of

i nterface/ connect or he nmenory "432 may | nclude a

appl i cat i ciestranip devierssuck ps wokitrtclepifooesriapiapreompoies a8 D Asnfoagramlé. zat i on
record store 438 - [ [ SYolol| wth
ot her device sy‘agst SélﬁgﬁilPr{lv%&(g'd%?at@gta&t%b%éﬁgéggélﬁgﬁsgia%ﬁ%@ 43?’ % 18%;8502 a
checki ng débaarstppleation badaretdds suimeation nyetuicodd4s )a. usthintenfe (Y1480, hs a

witable store such .as RAM or. Fl.ash nenpry_into whi ch t her Vi ce
conponent s FASS \Rna]i“ﬁcﬁwﬂa‘fbgi arﬁlo%{}tgﬂ'f?ceﬁo P’feg%éﬁabg[ﬁ’ﬁéléer%o& é §§ ) ”{‘:ﬂge dof t war e
appl i cat i aofistiergphddons $6rc ABMEM dved HTBiria66n SRS €364 36 autBhiikatiberecord

aut hori zati on égcord store . 438 maéé be restricted, but need not be in all

i mpl ement &X9'BA4% agorellesspaspialy hqiclaia Beret pocipphMil Abssidcrica spisyfbe abl e

to retrievRdiahao e hBRnShares 943¢h 4386 chathddfa s 1o Wold Sss@lfkeer ase
operations for these stores are controlled, as described below. The

sof tware &spPiehti on store 434 includes software applications that have

been, Lt e by OO P30 YN At e O St o

appl i cat i onheraleypes smmmncitnfray mait¢ data. Hvagenwnite and erase access to the software
application store 434, the owner information store 436, and the authorization record store
438 may be restricted, but need not be in all implementations. For example, a user of the
mobile device 430 may be able to retrieve data from the stores 434, 436, and 438, but
write and erase operations for these stores are controlled, as described below. The
software application store 434 includes software applications that have been installed on
the mobile device 430, and may include, for example, a digital certificate checking
application, an electronic messaging application, a personal information management
(PIM) application, games, as well as other applications. The owner information store 436
stores information such as an owner name or other identification, data integrity and source
authentication information, such as a digital signature public key associated with a digital
signature private key of the owner. Owner control information, in which an owner of the

mobile device 430 specifies usage permissions and restrictions for the mobile device 430,
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single b be apparent that a nobile device 430

typi cal l'y i ncThe&s 446 it lideaone BEmble, URBSInpdiRntd] subhbasiaskdybedrafopkeypadpa ended
to r (f lﬂt one or nore user _interfaces. The insertion tool 464 includes
PRSIt FORWaREnts BhichMgoeph Inpits froma PARfle BRREGte @ Wenof the ough

whi ch %95 A 450, SR G

represents 'an. owner 50@?5@%‘% %gae%lpglgn@%g lﬁtﬁ§2g’ ?E?Oéwg? .gﬁ%séxgescri bed
above, aammlwierdavwfeo«t?fﬁat)ipmallyriscéuddsanoxpdhanh oaedf, aad tthe Ulng®r isi tharefmel 464
may be nt r(? Ied bgntan owner of an electronic device. Therefore, the

i nserti o‘ﬂ OfBresEnt opg or moYe RSy WEertaset enent ed on an adni ni strat or

comput er SyStUem Usgsiby @Bl UHNUdIERE 29 AYRENiFbAALRN LRreNgdl Sndehyi ces
for or otherw se configure the nobile device 430. Because networked

conpldt erintsyEree/asnmsatr t4ppi througly VHJeCthé@rntayloa ny cxadenged wéhithe exabilenlevisel 464
may i nst accessible to any ut er steml te ne rk,
Gopendentst AHE HEMRARYS ol PP iubRRR R op SR sk 07 % B e A it
conput eratyst emowil® ArseiatibAf gl PBins tAEE A6@eSkoérion AVFICE64 They BBt i on
to be inserted onto the 25 nobile device 430, and may be inplenmented, for

exanpl e, caBfolled by ovwwraf aoredionist deviage hTkesefareralbe tietsiondosl 46dnisnfaror y
d h t ed
o b e UG Bt o B SRS ORRL Rl el bl el AROARE™ ©

20  administrator to enable services for or otherwise configure the mobile dev1ce 430.

Because networked computer systems can typically be used by any user, the insertion tool
464 may instead be accessible to any computer system in a corporate network, dependent
upon the particular user that is currently "logged on" the computer system.
The owner information store 460 stores owner information to be inserted onto the
25  mobile device 430, and may be implemented, for example, on a local memory component
such as a RAM chip, a flash memory device, or a hard disk drive. When the insertion tool
464 is implemented in a networked computer system or other network-connected device,
the owner information store 460 may be a remote memory system such as a file server that
is accessible to the insertion tool 464 through a network commection. The owner
30  information store 460 may instead incorporate a memory reader such as a smart card
reader, a memory card reader, a floppy disk drive, or a CD or DVD drive, for example.
Information is transferred between the insertion tool 464 and the mobile device

430 via a communication link established between the interface/connectors 450 and 452.
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avai | ablpguéthRFY Npdl 864,11 WeRof setﬁgﬁgﬁédiﬁ@étioﬁﬁdaﬁlﬂﬁﬁterﬁ&hcﬁxe BRAgNRELS

(IEEE), relating to wirel ess LANs wi rel ess 10 personal area networks,
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464 ;and the bi |l e devi.ce 430 may be.a w reless connectiqn.,oy a physical
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physi cal connection, references to 15 connecting a nobile device to an

i nserti oAredNnpHNude est abl i shi ng comuni cations through either physical

coul - e conmeshls o uTylibRNG: Shonde ATRecsH By! ACHHEER: WEHIEKRERe 43715 on
t he nobideed mtevnesdidlly abel dcbemplishied t gy tDPhysicdl cbindeeion,t refbrengest he

nobi | e devi ce 430 such that an optical port thereof is in a line of sight
of d7si fPPBFtB8ra mRbikendeyiek & proRseien todinchide fpiablishipg rommumcasions
arr angi Rfroly eHPé?'rdh‘;siGELVdg%ﬁeé%{%ﬁs %Qg&ﬁ%}ﬁﬁé%&bﬁéﬁ&%ﬁﬁﬂ H&bﬁ%@vi&?% her
manner so that data may be exchanged. e particular operations involved in
est abl i sB0mguldclommamicctzd itotie insdrivere tooh 46 by Iconmketing eerdal hoetm oh isembbia t ool
are depgpdent [or connectors available in

o eSS S s iReR Plod S eCLECeR Adlor copnectars avall abl e
o | RS AORRE 0 b IR 08 Mk N b o
20  connecting or arranging the mobile device 430 and the insertion tool 464 in some other
manner so that data may be exchanged. The particular operations involved in establishing
communications between a mobile device and an insertion tool are dependent upon the
types of interfaces and/or connectors available in both the mobile device and the insertion

tool.

25 Owner branding of the mobile device 430 may be facilitated by inserting owner
information onto the mobile device 430 using the insertion tool 464 before the mobile
device 430 is operable by a user. This may be accomplished, for example, by pre-loading
owner information before the mobile device 430 is provided to the user by the owner, or
before the mobile device 430 is configured for use. In the former example, the owner

30  maintains physical control of the mobile device 430 until owner information has been
loaded, whereas in the latter example, the user has possession of the mobile device 430 but
can be unable to make use of the device until it is configured by, or at least under the

control of, the owner.
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on the nobil e device 430, whic stores t he owner ornat I on owner
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execut edower if@riARGLR6R4364R theembS 32 dat a transfers to and fromthe 15
interface/connector 450 may actually®be acconplished by routing data

through the plbeuasbe lasegfiqromoeleiddtids shaver Gofiect es bdibg cotmectddi to thase,

th ted he t 464 t tart th
i nsert i oA e/?%f%’%\‘ ot AU oY SrbaEROI e § P pef o o

mobi | e depplicatiodBat vé\lebcecmai by eeyproddisort0C esSaich Adia taysferb € SR EbAUKEd t O
starf_ the insertion nodul e 444 whenever owner information is received. 20

The nseisrre/eomiecton 44 aynayi aptually \pepaccamplishedaby ravting edasa thyopeh cthei on

that is t ho devi ce
on whi o R ety & o BEAFRSEncRS 4 O it Yok U BHBH e B P e e

pr e- | oadiastronéd by hke masbition el h6e teﬂ@ﬂrtnﬂhy ihsegfisrd toddRt 444 Béfer the Yovared/ or
sour ce aut.hent.i catjon InforEEt}T\%Bﬂ%SUCh as a crypto g‘?hl C system 25 |i ke

a di gi t ANTEPGHAR Gy Bagsimredco He‘ﬁ%ﬁ‘?%péﬁ‘f'@a‘ﬁ‘éﬁ piocassosHfhmeyr e

private keyordRtkd to start the insertion module 444 whenever owner information is reccived.

20 The insertion tool 464 may similarly be a software module or application that is executed
by a processor (not shown) in a computer system or device on which the insertion tool 464
operates.

The owner information that is pre-loaded onto the mobile device 430 may include
data integrity and/or source authentication information, such as a cryptographic system

25  like a digital signature public key which corresponds to a digital signature private key used
by the owner to digitally sign information before it is transferred to the mobile device 430,
Pre-loading of the data integrity and/or source authentication information enables greater
security of owner control operations. Owner information may also include, for example, a
name or other identifier associated with the owner of the mobile device 430.

30 In an owner control scheme in which digital signatures are used to verify data
mntegrity and authenticate a source of data, when the owner's digital signature public key
has been inserted into the owner information store 436 on the mobile device 430, owner

control information, which specifies permissions and/or restrictions for the mobile device
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ver 1§ catifoinspebh ROSHE hau=p B coRBEHER of veRmb MRt T e on « ne
nobi | e d@vhetecor@?- infRmbligh tigstored At tHeCmSBile MReice eper allf Vigity oliMfngeme
sort of transformation of digitally signed information to provide for
checki ngvartisaiion &jlsi thendhe ohmel pewratdniosmationis najtstsed pedhe Bwbdle dgviseur ce
of the sjgned information. For exanple, according to one known digital
signature technique, a digest of information to be digitally signed is
firsi0 gener aDighalisdightire N@hemey gletibtalle  Givgest sarhe @oitt bMimsion@ngdrorofat i on.

Known di gest , , . , . , . )
1gitally signed information to provide for checking the integrity of the information and .

authentication of a source of the signed information. For example, according to one
known digital signature technique, a digest of information to be digitally signed is first
generated using a non-reversible digest algorithm or transformation. Known digest

25  algorithms include Secure Hashing Algorithm 1 (SHA-1) and Message-Digest algorithm 5
(MDS5). Other digest techniques that produce a unique digest for each unique input may
also be used. The digest is then further transformed using a digital signature private key
and a signature algorithm to generate a digital signature. In digital signature verification, a
digital signature public key corresponding to the private key is used.

30 In the context of owner control and owner control information, insertion of the
owner's digital signature public key on a mobile device 430 as part of the owner

information provides for digital signature-based security of owner control information. If

all owner control information is digitally signed before transfer to the mobile device 430,
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changes i g expected t change, the signed o
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control information is generated and signed, the signed new owner ™ control

i nf Aonat Y8y peipiosle & ender @xpravida docabptasss tofsigied covares comion tinformation.

i nf or maty I .l -t her detail bel ow W.de .distribution of

owner Co‘mﬂgg lr%?vn Pg?l%%f{ngﬁoq pﬂrl{g)w gtgésn 1S genera e(ll and signed, the signeéd new owner
control information may replace all existing copies of the owner control information, as
described in further detail below. Wide distribution of owner control information provides
easier access to the owner control information, whereas shared remote storage of owner

25  control information requires fewer updates when new owner control information is

established.

It is also possible to support digital signature generation for owner control
information on an owner control information insertion tool. However, in the present
example, this would require that the owner control information insertion tool has access to

30 the owner's digital signature private key. Unless otherwise desired, digital signing of
owner control information only by secure computer systems or components is generally
preferred in that it limits the number of computer systems that can access the owner's

digital signature private key.
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devices.

Any of several mechanisms for subsequent distribution of signed new owner
control information to electronic devices are possible. When new owner control
information is distributed to each owner control information insertion tool, the insertion

25 tool may be configured to detect receipt of new owner control information, and to transfer
the new owner control information to the mobile device 430 the next time the mobile
device 430 is connected to the owner control information insertion fool. As described
above, an owner control information insertion point 330 (FIG. 8), such as an owner control
information insertion tool, may be controlled by a user of an electronic device. Many

30  modern electronic devices are configured to be synchronized with computer systems. In
such systems, this type of owner control information distribution may be supported by

implementing an owner information control insertion tool in a user's computer system.
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deviZfe 430 Fosvdorsgoing ndesomiptioneslates poinvirigh to ovetisg @vownanformpemandon and

owner contr ol
ownet control information to memory on an electronic device such as the mobile device

430. However, an owner may also wish to erase owner information and owner control

information, without replacing existing information with new information. In this case,

because information is not being written to memory on a device, no signed owner

25  information or owner control information would be sent to the device. Instead, an erase

command or request may be sent to the device. Erasure may be a further function
supported by the insertion module 444.

If owner information is to be erased from the owner information store 436, then an

erase command or request is digitally signed and sent to the insertion module 444. As

30  with new owner information or owner control information, a signed command or request

could be sent to the mobile device 430 through either the interface/connector 450 or the

wireless transceiver 448. The insertion module 444, using the owner's digital signature

public key, execuies the command or completes the request only if a digital signature is
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sentZ0t o awnesk edigitanfignature private key.is preferably restricted in order to control the
information, requests, and commands that can be digitally signed and sent to an electronic
device. The digital signature private key or digital signature generation functions may be
accessible only to specific computer systems or administrator login accounts, for example.
As shown in FIG. 9, other systems on the mobile device 430 have access to the
25 memory 432. Preferably, no device system should be able to insert, change, or erase
owner information or owner control information without submitting properly signed
information or commands. Any data stores, such as the owner information store 436 and
the authorization record store 438, that store owner information or owner confrol
information are therefore preferably located in protected memory areas. Preferably, only
30  the insertion module 444 has write and erase access to these stores, such that digital
signature-based control of insertion and erasure of owner information and owner control

information is maintained. Other device systems have read only access to owner

information and owner control information. In one possible implementation, any systems
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I ncl udedrdefrd@thaf s RASTEE ah AL authorization record store 438. An authorization record
specifies particular software applications that are authorized for installation on the mobile
device 430, and may also specify required software applications (e.g., digital validity
checking module 152) and data (e.g., assurance period(s)) that must be installed and used

25 on the mobile device 430. Such an authorization record provides an electronic device
owner with relatively tight control of how a user makes use of the mobile device 430,
since only authorized software applications and/or data can be loaded onto the device.

For authorized or required applications, some systems can provide a more fine
grained control within the authorization record(s). In such systems, the owner can provide

30 more specific controls on the operations that installed application can perform. Such
controls can be specified on an individual application basis, or in some cases by groups of
applications. Such operation controls can determine whether an application can connect to

external resources, and if so, the channels that may be used for such commections, can
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application is installed. Alternatively, the application loader 442 could consult a remote
server for an owner control information update prior to attempting the installation.
Software application installation typically involves such operations as storing a received
25  application file to the software application store 434 in the memory 432, extracting files
for storage to the software application store 434, or possibly executing an installation
program or utility. If owner control information is subsequently inserted onto the mobile
device 430, existing software applications are preferably checked by either the application
loader 442 or the insertion module 444 to ensure that all software applications resident on
30  the mobile device 430 are authorized software applications. Any software applications
that have not been authorized are erased from the mobile device 430 or otherwise rendered

inoperable.
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sof t war eppAdng akd BEedSPHRANbE I fvicd BINRY thif EnbdiEReRX aESSsaddbwt bbe
application | oader 442 when owner control information is inserted onto the
mobidle disebleamiidewnar comtg]Hnfohaien & inagrpdd ente itbn modile dsvise dd0omnd Kds mobi | e
devi ce 4c%91ﬁ11ﬂe& Iﬁila% tﬁggggxivﬁ%%ppliéagﬁ $ Vﬁ?euglﬂhgr%edbﬁr installation. The amount of
memory space made available for such software applications may occupy is preferably
limited, so that available memory space will not be depleted by storing unchecked and
possibly unauthorized software applications,
25 When the application loader 442 determines that owner control information has
been inserted onto the mobile device 430, the application loader 442 then determines
whether the received software application is authorized for installation on the mobile
device 430. If the owner control information inciudes an authorized software application
list, the application loader 442 searches the list to determine whether the received software
30  application is one of the authorized software applications. An authorized software
application list preferably includes information that uniquely identifies the authorized

software applications, such as a hash of the software application source code or executable

code, for example. Because a software application developer is free to choose a file name
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sof t war SOBPre @plicstian, @ instadlsathpsofiwate mpplicatien wabe ity gewrated hedur ce

code or t . C for ex e. Because of t war e | i gat.,i.on
devel opelﬁé&?gééfgglé&tlg tcg%vglgpgoftlrﬁ@#%goq.z Br@r éu%&d&&%“ﬁéﬁﬁlﬁ%nﬂ
PCT/ CA2Glgaribfi2 68 diffdretityeciohicwizi R e RRleviva ohw@Bs gdnictLestAdRIhaYndIish Bf OVi de
a reliable authorization check. However, if an owner Penerat es a hash of

each autfﬁﬁlil F%%‘Mafs épehgatien anbinclides eaehdiseh in the Piaercontrel indemation dnrsttedwner
contiool dif AR ldiftbnic el 082 Wil AR ddifeePA) héy BE&VAfRor abithnel BFP 0N Y
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if the ggﬁésﬁaﬁﬁﬁf HRCHE ‘g onas: Shtg%lh hashies sauldaler DE UARY 81 EFIRFEF AEYFD. |

order t QosBPARtorMhfiber St 1HaghbMdne AvHQEET RO&ERA ¢ Ghd Ofk C

L sen lﬁdaﬁ
devi ces, a device owner generates nore than one has?n o?{ eg% sof t war e
appl i catdudhorizad fernodtatdioneach hash in the owner control information

i nser.ted 10 oRto each d el ectronic deyvi,ce. An e]Jectronic device, nma
LhedSice any oMie’ Al MiGm e el A REVHF ramast Satmee ropHeoR it 4
hash of thatr &ﬂi@h&l?didéﬂtiﬁééaé&’tvﬁ’di‘@:dé)%ﬁ&dt%s tht tHROMNE&G: oPlah ChleMIni Gevice

transformati ons than hashes could al so be used to generate owner control
i nf or natdSEARlistifg 2 cnadperni Acreqhisecheaftwase eppitsdtisnfistdlonvsaampdwesitth sherar e

hor i ' I L on. | _inf ' i.ncl ud
2 oqui roar COFy AR ARl ofed MUorB AR, phf b ren et 2eBfolifr o

appl i catmesssgihhahd stmrovnamuaicationsg facdxaapls SEwige apSisdatibhé §DEseqasred
man%%tor .. Arequjred software application |list allows an owner to_ensure
t hat eve%ﬁ“@\‘iﬁ] leplien Hefrimay Bevnwaelyidpitiied eeneapmmers kashem @s idssrsibed uch as

el ectroNjyGve in the context of authorized applications. The processor 440, application loader

442, insertion module 444, or a further device component or system is configured to

periodically check to ensure that each required software application is present on the

mobile device 430, and that a hash of each required software application matches a hash in

25  the required software application list. Where a required software application is not present

on the device or its hash does not match a hash in the required software application list,

which would occur when a software application has been changed, the mobile device 430,

or at least some of its functions, can be rendered unusable. Alternatively, the mobile

device 430 can download and install missing or corrupted applications transparently to the

30 user of the device; after successful installation of all required programs, the device is
restored to operability.

The systems and methods disclosed herein are presented only by way of example

and are not meant to limit the scope of the invention. Other variations of the systems and
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444, or a further device conmponent or systemis configured to periodically
check to ensure that_ each required software application is present. on the

mobi | e d¥PREE aergribeth gbeyrawith traditpapmt dacthorce fltillpddn Sbe aiared #5pTUPk ¢ on
Mt ches cBndldebd d) be Wil HieQbE 8 IROIURIG. 2RR daREIE Hltla b¥iRiGsBod
t app S P on the dev ash

requireg sof t war e Ication'Is not regent Ice or 1ts
does nothardhe fyseenmamtd methbiedisdogedrieeis afayirneedphenoat validatios tof a digitat h

woul d occur. when a software application has hee an , e npbil e device
430, oﬁé'atﬁ%alétusgiﬁﬁ%ﬁs F%B%ﬁéﬁ%&wﬁﬂﬂﬁ%Wdegﬁfg- hﬁ@gaw_e%m_ﬁm
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corrupted applications transparently to the 30 er of vice; after
successfmgssigesiran|sanden§00 frecaived mequneterdrips Uy r Andégital hertifiestechetling rasginer ed

to operahility. .The te nd. met hods di scl.osed herein, ar resent ed onl
by ey o2eiasriine wiser e Rt SRE St RanoBh sehed ROERS BB on
Q her vamliadte@BefoRé ptdtesstyS iRMeRRsk. e ChébihiEBrod8Rd 52YVQan QAR %O Gddsion

PCT/ CA2005/ 000278 net hods descri bed above will™ be apparent to those skilled

in the apenaAndasurasce peaed 52¢gndithetioer that e digithl pertifieate dwaselast chegked.

et B0 et Aol B, 41k BHI PR T e oo b R B T
certifi aat endgdtistgd HUusbuRs coffidetibh C @ESL/TLAY;Usor C ks cetsifioge Baldd setwpe 10

depicts another 5 situation where a certificate status check determ nation
i s perf SPRERIHGRUQNsghsssdgE. £ )of a nessage from sender 500 received over

net wor k 510. i O [ i out.j i et her
the digital c}gsr tql:l %P%ﬁ%xgﬁgg%ot{é% g?%%ngmqﬁ%@%crsseﬁ%%@%% nréglg&s}ﬁ ?%nu e wifl

val i dat edaryedlidfeecnpreonpaingnd Hevicess sageas dvaraddre akolily commhimieath?iz deaizebase
its _decision., n, an sur.ance iod 524 ani he tjne that the digqital
certlgfi égf"é’“\}s}éls&?ﬁ?‘agﬁ &ﬁ@‘c‘i@g’ﬂ‘?ncféggéefhé & mat 3%&%"% S&&#"&}O%Eé?q iIegi cat e
checki ngieiRY £@ HsRded G Md&iRW613r § rﬁf?;?oﬂrbé@séc@qﬁ& Qﬂi&ﬁ%@@@} héiBv&afflgcur €

connection (SSL/TLS); or other certificate-based secure ‘conmuni cation
schenes remgry, 62AGRndomsacanst hemnonx@rdvie 626 ey stersuaiidrnmphostpdi §6))osed

e R 8o i B T W SO L0 SR SRR T R e
to FI G rddge WhelebPRinhBusieMidne sdfydtem 840 Unli-oiRe deWBbbliesesmeeand i ncl udes
a transceiver 611, a mcroprocessor 638, a display 622, non-vol atile
memsfy 624, rHivioAsgeivessl vinebidps erepgivesXd 2, ariangnitien 6é4.aantenriag Gy 6 and
| nput/ OLgl%l,Jtong Io/r(?Plore local oscillators 613, and a digital signal processor (DSP) 620. The
antennas 616 and 618 may be antenna elements of a multiple-element antenna, and are
preferably embedded antennas. However, the systems and methods described herein are
in no way restricted to a particular type of antenna, or even to wireless communication
25  devices.
The mobile device 100 is preferably a two-way communication device having
voice and data commumication capabilities. Thus, for example, the mobile device 100
may communicaté over a voice network, such as any of the analog or digital cellular
networks, and may also communicate over a data network. The voice and data networks
30  are depicted in FIG. 11 by the communication tower 619. These voice and data networks
may be separate communication networks using separate infrastructure, such as base

stations, network controllers, etc,, or they may be integrated into a single wireless
network.
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devices 628, a serial port 630, a keyboard 632, a speaker 634, aar*l]'nzrrE%pl?ﬁme
636, a short- range w rel ess conmuni cati ons sub-system 640, and ot
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and a digital signal processor (DSP) 620. The antennas 616 and 618 may be
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in no way testricted to i.cular type of antenna eyen i, el ess
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Thus, for exanple, the nobile device 100 may conmuni cate over a Voice
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may be itegdbedansimiyenosf-ndilimativelyelddlifipentissduencios ary wilizes fopiice wo
20057 10 b it ione WApd00R4 &ohudibAAE ol Shalibl, | Berk S PrbrBliCOFMIRF AL ©

with the networ 9, and i1 nc recel vef 612, ansmtter 614,
t he one ostillapre 6l Hecah beswset [tatgenera®ld phmality e BSRcHESs corfbspobRgB80h¢ s used

to nd and receive signals and. fromthe .transcei vers 616 and.6 and
al soVpr d’ﬂ‘ﬁe@n‘goﬁiﬂt? o‘i‘etﬁgﬂlfakér ﬁtaé)'i oﬂ“ch)gn?t’r‘i’é" r@&:‘@li‘ v‘é‘f’lugisz Qﬁb Yoo P4 0 ¢ ¢ er
614. |I'f ihfd@matid0iif CoARtinlalead (& ARAUBLLAE AR eREEH 1 ¥fa Alisk BaReh HRADSICY, Or
cl osel y-spaced sets of frequencies, then a single local oscillator 613 may

be used 629 apdthamoropmesssotdiBhe recei ver 612 and the transmitter 614.
Alternativel y,, if different freguenci.es utilized for voice
communi cat  onlS A7EHE! deveh ebMRITFEENEnE! b ool os MieeTon iR SaPRPaT ¢y of
local  qeRklibmtsyveer Gdicad., MallWeedkpefd GE RBHRALIR SorinUhizhiidry nefwork &Qgenci es
correspondi n%l to the 10 voice and data networks 619. Information, which

1l

i ncltddesviyek ihs siobie sleyicg 08 isiinteadsedato; ensrate. sFargxamples 4t B@bile dgvige 1POm t he
transcei; j Ay t ; - r 638.
he ot affaBib ol RE-RANGRA Witcidhay BER0ERRpRENT 6] PREGERSSS
conponerdperse hétt arnof poueety lofweice @immunivdtion neewotkpendtrs thp doliter or

communi catign network 619 in 15 which the mobhil e device 100 is_.intended to
oper at e. D#8FASxBIRbIE dafe GoRIMPEIGHEQN CREOY OIS Me@%om ﬁgé’aetﬂort h

Aner i canyfREAe] nBtle! (AotdORPintdndBS ¢& Y& intRikofe flad 5 cdfigured to operate
20 with the GPRS data communication network and the GSM voice communication network.
Other types of data and voice networks, both separate and integrated, may also be utilized

with a mobile device 100.
Depending upon the type of network or networks 619, the access requirements for
the mobile device 100 may also vary. For example, in the Mobitex and DataTAC data
25  networks, mobile devices are registered on the network using a unique identification
number associated with each mobile device. In GPRS data networks, however, network
access is associated with a subscriber or user of a mobile device. A GPRS device typically
requires a subscriber identity module ("SIM"), which is required in order to operate a
mobile device on a GPRS network. Local or non-network communication functions (if
30  any) may be operable, without the SIM device, but a mobile device will be unable to carry
out any functions involving communications over the data network 619, other than any

legally required operations, such as ‘911’ emergency calling.
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operate with any of a variety of voice communication networks, suych W@y
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20 the mobile device 100. .Many types of microprocessors or microcontrollers could be used
here, or, alternatively, a single DSP 620 could be used to carry out the functions of the
microprocessor 638. Low-level communication functions, including at least data and voice
comumunications, are performed through the DSP 620 in the transceiver 611. Other, high-
level communication applications, such as a voice communication application 6244, and a
25  data communication application 624B may be stored in the non-volatile memory 624 for
execution by the microprocessor 638. For example, the voice communication module
624A may provide a high-level user interface operable to transmit and receive voice calls
between the mobile device 100 and a plurality of other voice or dual-mode devices via the
network 619. Similarly, the data communication module 624B may provide a high-level
30 user interface operable for sending and receiving data, such as e-mail messages, files,
organizer information, short text messages, etc., between the mobile device 100 and a

plurality of other data devices via the networks 619,
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20 modules are executed by the microprocessor 638 and provide a high-level . interface
between a user and the mobile device 100. This interface typically includes a graphical
component provided through the display 622, and an input/output component provided
through the auxiliary VO 628, keyboard 632, speaker 634, and microphone 636. The
operating system, specific device applications or modules, or parts thereof, may be

25  temporarily loaded into a volatile store, such as RAM 626 for faster operation. Moreover,
received communication signals may also be temporarily stored to RAM 626, before
permanently writing them to a file system located in a persistent store such as the Flash
memory 624.

An exemplary application module 624N that may be loaded onto the mobile device

30 100 is a personal information manager (PIM) application providing PDA functionality,

such as calendar events, appointments, and task items. This module 624N may also

interact with the voice communication module 624A for managing phone calls, voice

mails, etc,, and may also interact with the data communication module for managing e-
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624N that can be executed by the mcroprocessor 638 (and/or the DSP @20)007
including a voice comuni cation nodul e 624A, a data conmuni cati on nodul e

624B, an&ggﬁéﬁﬁqj&ty of other operational nodul es 62?&%@‘%@%{’%&% out a

pluralit er functions. These 20 nodul es are exe
. m croprocessor 638.. and provide a high-level interface between a user
and the nobile device 100, This interface tygi cal |y includes raphi cal

conponentia BB HIRRb BRfhothredan Spneyisyons. " Alernativelnrlk oldtie ﬁ&C%QBﬂﬁbnent
provi dedyf thB8ite RombRindidibh hiddh1e $24825hd tlﬁg\ﬁglg.acroﬂl cati%H?RtFﬁ'ie ?2%49 mggd
36. The p rfic ppl1cations or

m crophone 6 operating system spec evice a
modul es, bointqgratedingdtheddM miodylebe 25 tenporarily | oaded into a volatile

store, such RAM 626 .for fast operatj on. Moreover recei veq ..

conmmuni cat i O?l’fg? _aﬂlal‘@gHLFymSP@BY gé“ Pgﬁﬁ'&f’é’r&% Pé‘lvb‘fe_écf fils Wm%?acﬂ’é‘ftﬁr e
per menendthyt o tRING dhAeiRrhe off the lagviey STRMPhACASdatidh Ere?&ﬁlﬂh%&ﬂ&essﬂl@r e
such as the Flash nenory 624. An exenplary application nodule 624N that

may be | dubedosendbandwsceivbidbie igesi cther BY its€lf drsn eonjenctionarith theooivatandn

manager application, proy,gi DA functionality, a |, endar
events, é%%%@ Iﬁl{rp&g‘hctag?n ghocﬁiu?eﬁsé?‘l%r g’%%g Wﬁitge ROFHSR ngﬁmﬁr&&;g@}rﬁfﬂ?tér act
Wi th theitstn afe gy CsthindddsIVDiEtdgeat&R 4né1RbniRBd a8d NPIRBONEIa GRL hreldQi Ce
mails, etc., and may also interact with the data conmuni cati on nodul e for
managi ngt@worksgs 1§, ovitEp cpppyPondm z2ex) 5y KRl temPGRITGhR0 GEYoQEORT withed host
comyi cagld t r 1.SS140 ernat.j vel |, Qf. .t he
functi Ongcfr%q?{/fér %%g%rﬁeﬁg%ibgg&g%ﬁ%%? iﬁ;ﬁ({)inéj’%rrtoe ulﬁléar é%gA{eéﬁdXsts%%‘lﬁa%&aﬂh 4
conmuni cpdrtiodanmsetll e 624B nay be integrated into the PIM nodul e. The

non-vol atile gem)r%/ Q24 preferably also provides a file systemto
facilitate SCRRGFLIRICHS rTRIcHARE A, leashwarially tecersd) data 1temp asalbspiillyat i on
preferab I h fe . i I b Lt her by
ool B e e e el e S e ANDIGRFL 00 2 Vol andhdrh™.
624A, 62pBsisiehbstoresuvh pretheRAMI260rSush Giformathe RiMdthd be istoesdsinahenon-

f bl n | y. i t ed, h i.zed and dated, via the
b refbas TR TR T Bt ey FELHHaR iecel e TRETUE Sai SEBTw or
associ at 8¢ iMfotRaorRSEmbPed ﬁﬂﬂ%é‘rhpr?%s%ﬁ)ﬁ‘ Bt 9 §BMAC r%é@%g%r@é $anRd

system for data itens associated w a particular user. nt ext objects

r epr esentiforgnagion|iedke RpdvitG24] dryandthsodeltibasal nerepesisest wotd isgsefeubd,yin

decoded ' ferably st th bi | e devi.ce, 100 i
Vol at 11 e et iR L eBhfpRefin § ShBH TR e esele SR ER A1 on
may i nstpack pewvat oTigd prévehiteanngndbrived piry aofeoMmanii2shy {tfed Qasqder When

storage intervals are relatively short, such that i _
2 partially decoded information by removing a memory chip from the mobile device 100,

for example.

The mobile device 100 may be manually synchronized with a host system by
placing the device 100 in an interface cradle, which couples the serial port 630 of the
mobile device 100 to the serial port of a computer system or device. The serial port 630

25  may also be used to enable a user to set preferences through an external device or software
application, or to download other application modules 624N for installation. This wired
download path may be used to load an encryption key onto the device, which is a more
secure method than exchanging encryption information via the wireless network 619.
Interfaces for other wired download paths may be provided in the mobile device 100, in

30  addition to or instead of the serial port 630. For example, a USB port would provide an
interface to a similarly equipped personal computer.

Additional application modules 624N may be loaded onto the mobile device 100
through the networks 619, through an auxiliary /O subsystem 628, through the serial port
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the information is renoved fromnmenory soon after it is stored. W’ZB&?
storage of this information in the RAM 626 or another volatile and

non- per si e is preferred, in order to ensure i nf or mati on
is er asew?@%#&rr‘é?r{ory when the nobil e device 100 Iosesﬁ%zwﬁupﬁ%
prevents an unaut horized party from obtaining any stored decoded or 20
partially decoded infqQrmation by repmoving a nenory chip fromthe mbile
devi ce 1%(9 ‘ﬁ*i%s‘qe';aa OFt-Taf CREFNEAHEN SBbSYSEMIOner faraygh gy other
synchr onjugdle Wubdys@enl1644, SYh@MAby PLasiin 61l ) RAM' face
cradl e, whi cﬁ COJI}/S] es the serél?é::ﬂ poyrt 630l gtf‘é ?ﬁ% 91”{[1) Wéﬂggjvé%ﬁ&loo to the
serial pB6t Sueh dlexibititytinrapglistiominstalthéion decredies tse finztiopaity o3 Bbbiy al so
be used . en e user to.set preferences through an external device or
ot twar VISP oS, PGSR ST SHERes SRR 38 RHBAAB SIHRE 1 or

i nst al | auh&@fons,TéY tothvi Fo? @xafiplendeemd cBﬁin%ﬂ?@aYioQ%pFﬁ&@thnﬂa?%ﬁalﬁ@ cRBE6MOL I ON
key onto the device, which is a nore secure nethod than” exchangi ng

encr ypt i OMerEd rinpgtioss aidacthpie suhr neneial neangestions 119, be parfermed asing dhe ot her
wired d i?ea&ievﬁ’caet% may be provided in the nobile device 100, in 30
addition to or |ns]t ead of the serial port 630. For exanple, a USB port

woul d provi dewaen thatobidc detite 4001 |1 dpiatihge tiap@as deirB@iladtionodde.eh -
Addi ti onal appl.i c%ti on nodul es 624N may be | oaded onto the nobil e device
100 t hr6eRIKed Réndle SHRY RS 2683t messag §h 2ayyehiese idamplondoisspiosyssed hyehs,

t hr qggh t}ﬁﬁﬁéﬁ{gﬂ&#ﬁé’ 611 and Erogicﬁd Eg%éﬁ%ﬂ%r%%ggg% %%%cj%pﬂggél%% 000278

630, throug short-range conmmuni C gh any
ot her guptakisdhs vdrepst signdiid, maltigld ssdealak ddsdhiped abeey forreveaalnanpwmabat i | e

624 626, Such flexibility | lication installatjon
T OB CREI e SR e bt D R i b S
enhanced; RNmAQVAISE chiPSdel @8 itehRIMEMM fs’ite-'xf?aﬂr h‘f‘és%gé! Wi {e}fete k dardog3Rot h.

2
)

For exanpl e, Secure comunication applications ena ctronic
commer cevhighds posferablyda somplets alpharfunmaisckgbosndalashotti iorthe tQWER THE sfyde, med

usi th bi l,.e deyice. 100, W the nobile devige 100.is o i in a
ot a3corimalEb PR ST Mt aRdat it anboat rudtes e VR, | |
web pagestgewidyoaido beSised. OCRESRBuDY hBenobt} ddvARSERI X ehrthdifhen & bviand

provi ded to_the m croprocessor 638, which preferably further processes the

recei vedluiaiapt purikeyt V@l dsvisen§e% wkick eay inslide abbumbwhee! iapetndayide, eut put
to the djspl.ay. ter LV n iliary 1/Q device 628. A
userof ‘Saitels Sfery OF gy BB Sk shRGR L b dliost B E ol
messageshy tisd ngert ey kibyb dar daGddited \WheCkhd sSopRhRRABN neBvQ@ETHICt @ia the

al p@%nurrt?arnisgeigeeryrgg l{lg6llla:i d out in the QAERTY style,

When the mobile device 100 is operating in a voice communication mode, the

overall operation of the mobile device is substantially similar to the data mode, except that

received signals are preferably be output to the speaker 634 and voice signals for

transmission are generated by a microphone 636. Alterpative voice or audio IO

25  subsystems, such as a voice message recording subsystem, may also be implemented on

the mobile device 100. Although voice or audio signal output is preferably accomplished

primarily through the speaker 634, the display 622 may also be used to provide an

indication of the identity of a calling party, the duration of a voice call, or other voice call

related information. For example, the microprocessor 638, in conjunction with the voice

30 communication module and the operating system software, may detect the caller
identification information of an incoming voice call and display it on the display 622.

A short-range communications subsystem 640 is also included in the mobile device

100. The subsystem 640 may include an infrared device and associated circuits and
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15 al though ot her styles of conplete al phanuneric keyboards sucghgs t he

known DVORAK style may al so be used. User input to the nobile i ickeB 12907
is furthewembanyesds With a plurality of auxiliary 1/0 ' whi ch
may include a thunbwheel input device, a touchpad, a vg?¥%'§ﬁ%$%gﬁ?tches,
a rocker input switch, etc. The conposed data itens input by the user may

h b ] h i cat l 619 vi 20
L ansce Sapoonsets BF o PGyl Kir BT BPOUS Sorh 1o Bpieloat gnodison of co
communi cahig. iosedule@or oxefpit, toopRivatel P RmhifcaRR lvﬁhqs?ﬁég&‘sfy-leéab[led
|

substantial%é simlar to the data node, except that receive g&a S are
pr ef er abPFYs'§8s 304 slgvices (THhese skiliedringhe asnwil cipprsciste thal $Blutooth Tnamd ssi on

are geneks 2] ] : ter. i Ve _vaic r audi 1.0 ,25
subsyst e rrgé 2qulu c efirs magétg %ﬁ%@gg%%ré‘f 3??‘)]?%?% é'ogh gl%%/ ixas@mfe r?g gftogelpand

i npl efreniéettronics Engineets] tedatihg\to oeird €. peAohAOAEN n¥Nosies &d RIS 19648 a
output is preferably, acconplished primarily through the speaker 634, the
di spl ay g?@”ﬁﬁ?“ﬁpg “@ghused to provide an indication of the identity of a
calling party,.the duration of a voice call, or other voice call related
information. For exanple, the mcroprocessor 638, in conjunction with the
voi ce 30 conmuni cati on nodul e and the operating system software, nay detect
the caller identification information of an incom ng voice call and
display it on the display 622. A short-range comuni cati ons subsystem 640
is also included in the nobile device 100. The subsystem 640 nmay i ncl ude
an infrared device and associated circuits and -30 0 9 FEB 2007 WO

2005/ 107142 PCT/ CA2005/ 000278 conponents, or a short-range RF conmuni cation
nodul e such as a Bl uetoot hTM nodul e or an 802.11 nodule, for exanmple, to
provi de for communication with simlarly-enabled systens and devices.
Those skilled in the art wll appreciate that "BluetoothTM and "802.11"
refer to sets of specifications, available fromthe Institute of Electrical
and 5 El ectronics Engineers, relating to wirel ess personal area networks
and wireless | ocal area networks, respectively. -31 0 9 FEB 2007 CLAI M5:
1. Anmethod for handling a digital certificate for use with an electronic
nmessage, conprising: determning a previous tinme when validity of the
digital certificate was checked; checking validity of the digital
certificate if length of tine since the digital
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certificate was previously checked satisfies a pre-selected criterion.

The method of claim1, wherein the method of claiml is for use bi¥ &EB 2907
wirel ess nobile conmunications device. 3. The nethod of claim1l, wherein
the method of claiml1l is for use on a personal digital assistant (PDA). 4.
The nethod of claim1, wherein the digital certificate establishes identity
of a nessage recipient. 5 The nethod of claim1, wherein the electronic
nessage is an e-mail nmessage. 6. The nethod of claim 1, wherein validation
of a di gililMTertificate includes comunication over a wireless network
with a renote service that validates digital certificates. 7. The method
of claiml, V\'ﬁeﬁﬁtﬂdeﬁ'r'kﬁﬁﬂl'i@na Qigifal ‘ébﬂiffcﬁie o8 st fiBAhe elddabhidefessage,
comuni cation over a wireless network with a renote certificate authority.
8. The nmeempdsivg: claim 1, wherein status of the digital certificates is not
checked  becaysenhiifid £3bvbhoBt Wieflvhdif) ofiGE blddsF Al frumeuehaRied. | <

W thin an assurance criteri

wherein a ti nehao&ingevﬂdxhtyc bf ties digiaheertifica ffelength of nirtekinoa the digitabct ed
based upon gl security, consideration and a nobil e device performance

consi der S¢THiggate s grayiqusty dhgeked spipsticsaarerselaeied eHtelP™ m 1, wherein data
fromthe digital certificate is used to encode or decode the el ectronic
nmessage. 11. The nmethod of claim 10, wherein the encodi ng or decoding

i ncl udes2di gi Tak methghaf elaén pi, cdessn tiy, methoxdyet ¢laim priedesesengy adeieslggst i on
processin and conbi nat i thereof. 12. The nethod of claim 11, wherein

a public @&‘WP%%“&%&EV&F certificate is used in encoding the

el ectroni c message. 13. The method of claim1l, wherein a public key from

the digital certificate is used in processing a digital signature
associ at 8d wi flhethethed of claimilc wherdmdhe methodTofeclaim hds forf usel ati persopiler ei n

the di gi ty is not used if status of the checked digital
certifi Ca@étagg{;ghnéﬁ@ﬁ ai | s. 15. The nmethod of claim1l, wherein the user
determines whether to still send the electronic nessage despite status of
the checked digital certificate's validity failing. 16. The nethod of claim

1, whereitn di flfereethod of Hainc wéelie@uﬂleadlgzmle@qrgﬁ@at@@st;bhy%@a identity of a

message recipient.
5. The method of claim 1, wherein the electronic message is an e-mail message.

6. The method of claim 1, wherein validation of a digital certificate includes
communication over a wireless network with a remote service that validates digital

certificates,

7. The method of claim 1, wherein validation of a digital certificate includes

communication over a wireless network with a remote certificate authority.

8. The method of claim 1, wherein status of the digital certificates is not checked
because the last time the digital certificate was checked is within an assurance time period

criterion.

9. The method of claim 1, wherein a time value for the assurance time period
criterion is selected based upon a security consideration and a mobile device performance

consideration.
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to determ ne whether to check validity of different digital certlf C§%§*?MW
17. An apparatus for handling a digital certificate for use with a

el ectroni c message, conprising: a data store to store certificate checking
criterion information; said checking criterion information including
tenporal data related to checking a digital certificate; a checking nodule
havi ng access to the data store; said checking nodul e determ ni ng whet her
to check validity of the digital certificate based upon the certificate
checking gpiterhe ch'tﬂafl QF Ff@fn‘l @nwl%aﬁ%gta'ffbxﬁ fie d%?certﬁic‘afe% used 10 eI%OEgB 2007
wherein validity of the digital certificate is checked based upon the

det er ni naF éevopethe slepenivmessige. checki ng nodul e. 18. The apparatus of claim
17, wherein the apparatus is for use on a wirel ess nobile conmunications
device. 19. The apparatus of claim 17, wherein the apparatus is for use on
a wrel esélrmbﬂ]he m@tmﬂmﬁicbfanil@nswlﬁeaiﬁl chz: eﬂ@din‘gh@f @qnpdingtim;ﬂuctefs digigal m 17,
wherein vall %} ! CS ﬁ%% certi. %nc udes. qyu aHuon over
wirel ess Retwork? \f&’net' le%f ?r}g 8o é’é?ctefsf”?%a 813’8 ?’hB’rOC?S\?mg’Zin BEIFAY at us of
cIa|n117,tmmaﬁE|n the data store includes a data structure for containing
di fferent assurance periods; wherein the different assurance periods are
respectively used to determne whether to check validity of different
digital captifiTeaheshod2? cladfl 12PRAEBEUSPILAE kKBRRGh tnegd@talcgmf@hte Gendelif i cate
for use wiith an el ectroni c nessage, conprising: neans for determning a
previ ous th ECodRetheeciranie ynesfagehe digital certificate was checked; neans
for checking validity of the digital certificate if length of tine since
the digital certificate was previously checked satisfies a pre-selected
criterion;Bwherldiemathagtafslagh it heheiewi a giblic &ey frbinghe digitsl aeuificeledchesd because
the last t. g tal s Wthin an assurance
time per|6%B§¥%¥%gagﬁgh&ﬁgpﬁl E‘Sso‘fﬂme Jﬁﬁ%eq?ﬁrmfﬁgm? %urance tine peri od
criterion is selected based upon a security consideration and a noblle

devi ce erfor ratio e ital cert.ificat
t her eaf Eer use d‘{l(%lqus%tgciasnin ]lg uglﬁreérF ﬁftdrl%}ﬁ’lﬁ 6ertlpcage 18 not used 1% status ¢ the

checked digital certificate's validity fails.

15. The method of claim 1, wherein the user determines whether to still send the

electronic message despite status of the checked digital certificate's validity failing.

16. The method of claim 1, wherein different assurance periods are respectively used

to determine whether to check validity of different digital certificates.

17. An apparatus for handling a digital certificate for use with an electronic message,
comprising:

a data store to store certificate checking criterion information;

said checking criterion information including temporal data related to checking a
digital certificate;

a checking module having access to the data store;

said checking module determining whether to check validity of the digital
certificate based upon the certificate checking criterion information stored in the data

store;
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wherein validity of the digital certificate is checked based upon the determination
performed by the checking module.

18.  The apparatus of claim 17, wherein the apparatus is for use on a wireless mobile

communications device.

19, The apparatus of claim 17, wherein the apparatus is for use on a wireless mobile

communications device.

20.  The apparatus of claim 17, wherein validation of a digital certificate includes

communication over a wireless network with a remote certificate authority.

21, The apparatus of claim 17, wherein the data store includes a data structure for

containing different assurance periods;

wherein the different assurance periods are respectively used to determine whether
to check validity of different digital certificates.

22, An apparatus for handling a digital certificate for use with an electronic message,
comprising:

means for determining a previous time when validity of the digital certificate was
checked; |

means for checking validity of the digital certificate if length of time since the
digital certificate was previously checked satisfies a pre-selected criterion;

wherein status of the digital certificate is not checked because the last time the
digital certificate was checked is within an assurance time period criterion;

wherein a time value for the assurance time period criterion is selected based upon
a security consideration and a mobile device performance consideration;

wherein the digital certificate is thereafter used for processing an electronic
message.
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