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DECENTRALIZED CONTENT FABRIC

INCORPORATED BY REFERENCE

[0001] A PCT Request Form is filed concurrently with this specification as part
of the present application. Each application that the present application claims benefit of
or priority to as identified in the concurrently filed PCT Request Form is incorporated by

reference herein in its entirety and for all purposes.

COPYRIGHT NOTICE

[0002] A portion of the disclosure of this patent document contains material,
which is subject to copyright protection. The copyright owner has no objection to the
facsimile reproduction by anyone of the patent document or the patent disclosure as it
appears in the United States Patent and Trademark Office patent file or records but

otherwise reserves all copyright rights whatsoever.

TECHNICAL FIELD

[0003] This patent document generally relates to digital content routing over a
data network. More specifically, this patent document discloses techniques for ingesting,
managing and distributing digital content using a decentralized content fabric providing

an overlay network situated on top of an internet protocol layer.

BACKGROUND

[0004] Digital content consumption over the Internet is growing explosively.
Many argue that value on the Internet has now shifted from data to user attention. Some
projections estimate that over 80% of the traffic over the Internet in 2021 will be video.
Of this, the share of live content is growing the fastest, up from an estimated 2% in 2013
to 13% by 2021, according to some projections. And, with the mainstream availability
and use of gigantic social media, search, and retail platforms whose profit incentives
(driven by advertising) are aligned directly with maximizing user attention, the crux of
value has shifted from data to user attention.

[0005] However, against this backdrop, the elemental technology of the Internet,
which is open and scalable for web data (not large form content), has not evolved

significantly. Instead, the “client-server-edge-cache” architecture that emerged on top of
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the open packet based routing Internet to serve web data (documents) over 20 years ago
has been stretched to try to support digital content. It is not difficult to appreciate the
incongruence of this design: after all, digital content is typically orders of magnitude
larger than web documents and creates massively higher traffic demands on the core of
the Internet and devours terabytes, petabytes, and zettabytes of storage. The explosion of
piecemeal digital rights management (DRM) and a potpourri of device formats means
large form content is re-versioned into very many end package formats, and in
combination with the edge caching requirements, has further multiplied the bytes that
have to be pushed from a source through the Internet core to keep the edge caches
“warm” with popular content and has multiplied the storage requirements throughout the
entire supply chain. Finally, the “push and cache at the edge” model is simply too slow
to keep pace with the continually changing content of interactive and live sources.
[0006] On the economic side, the existing storage and content delivery providers,
largely content delivery networks (CDNs) and cloud vendors, have high revenues and
some have high profit directly from this entrenched legacy architecture overheated with
the consumer demand for video. According to some estimates, 71% of Internet traffic is
projected to be carried by CDNs by 2021 (including cloud CDNs). Over the top Internet
companies that have built their own infrastructure or Internet giants that can ride on their
own large networks have successfully moved off of this economic dependence, but the
large majority of content owners/providers including studios, broadcasters and new
independent content creators who do not have existing Internet business-scale
infrastructure to ride on currently use this legacy architecture.

[0007] This problem is highlighted in that a packet from a typical stream on a
streaming service would traverse the link between the website domain server and a user’s
Internet service provider (ISP) millions of times because Internet routing is opaque to the

actual content being carried.

SUMMARY

[0008] Some examples of systems, apparatus, devices, computer program
products, and methods implementing aspects of a decentralized content fabric are
provided. In some implementations, one or more processors are configured to execute a
software stack to define a fabric node of a plurality of fabric nodes of an overlay network

situated in an application layer differentiated from an internet protocol layer. The defined
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fabric node is configured to: obtain a request for digital content from a client device;
obtain, from one or more of the plurality of fabric nodes, a plurality of content object
parts of a content object representing, in the overlay network, at least a portion of the
digital content; generate consumable media using: raw data stored in the content object
parts, metadata stored in the content object parts, and build instructions stored in the
content object parts; and provide the consumable media to the client device. In some
instances, the consumable media is further generated using a digital contract stored in a
blockchain.

[0009] Described herein are examples of systems, apparatus, methods and
computer program products implementing infrastructure, techniques and other aspects of
a decentralized content fabric. In some implementations, the content fabric is configured
for ingesting, managing and distributing media and other types of digital content over a
network, such as the Internet, with low latency and consistent high bandwidth so
streaming and download of digital content is improved in comparison with conventional
content delivery systems and techniques. Using some examples of the disclosed content
fabric, media can be distributed globally, for instance, as professional quality “Internet
television (TV),” at high efficiency and low cost. In some implementations, such
attributes can be made possible by a decentralized, e.g., “nothing shared” infrastructure
of the content fabric

[0010] Some implementations of a content fabric incorporate content routing
techniques, an audiovisual pipeline (AV pipe), and contracts.

[0011] For instance, an AV pipe can incorporate JIT techniques such as JIT
transcoding. The AV pipe can provide fully-pipelined transport with minimal latency.
Using such an AV pipe, for instance, when a consumer at a computing device clicks play
on a player application implemented on the consumer’s device or on a website to play a
movie or other video, content object parts of the movie are fetched via an overlay
network, described in greater detail herein, using disclosed content routing techniques to
find the content object parts. In some implementations, a content object part is the
fundamental unit of storage, network transfer and caching in the content fabric. When the
content object parts are retrieved, applying the disclosed techniques, the content object
parts can be transcoded in near real-time to often beat a playback deadline such as 2

seconds. Some of the disclosed techniques can be applied to serve the content object
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parts to a player application so the consumer can see and hear the movie with minimal-
to-no perceivable latency.

[0012] As mentioned above, in some implementations, the AV pipe works with
content routing techniques disclosed herein. For instance, in the case of live streaming,
there is very little time to fetch content object parts of the stream. Some of the disclosed
techniques can be performed to realize a JIT rendering pipeline where content object
parts relevant to fulfilling a client request, such as a play command at a consumer’s
computing device, are in place except for actual livestream bytes.

[0013] Some of the disclosed techniques pertain to digital contracts, also referred
to herein as contracts, and applicable blockchain techniques. In some implementations, a
contract as well as different versions of a content object part associated with the contract
can be stored in a blockchain. For instance, version proofs for content object parts can be
generated using a hash tree, and the version proof can be verified when a read operation
is performed. In some implementations, the version proof itself is part of what is stored
in a blockchain smart contract. And when there is an update operation, a version proof of
an updated content object part, in which the content has changed, can be stored in the
blockchain smart contract. Thus, provability of particular content can be provided by the
blockchain record for such content.

[0014] In some implementations, fabric nodes, often implemented as host
computing devices running a software stack, also have a contract. These fabric nodes can
be thought of as workers of a system implementing aspects of the content fabric. By
assigning a contract to a fabric node, there is an ability to record trusted work. So, for
example, when a fabric node performs JIT transcoding on unencrypted content,
performance of such transcoding operations can be recorded against an associated fabric
node contract.

[0015] Some of the disclosed techniques provide access control using a
blockchain smart contract, interaction with a security model for re-encryption, and
storing versions/hashes of a content object part with the contract in a blockchain ledger.
Additional related techniques facilitate how consumers get access to content as well as
how a consumer’s data is protected using a crypto-wallet. These contract-related services
integrate with the security and blockchain aspects of the content fabric, according to

some implementations.
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[0016] In some implementations, a security model is established to manage how
content is encrypted and how access control is governed. For instance, such a security
model can provide encryption methods and operations as well as re-encryption methods
and operations for serving content to a recipient in a trustless manner.

[0017] Some of the disclosed implementations provide an overlay network,
which is implemented primarily with application software, as opposed to conventional
networks with operations implemented using hardware or low-level system software.
The term “overlay” is used to describe examples of the overlay network disclosed herein
because aspects and operations are often implemented in an application layer or other
type of layer situated on top of a conventional Internet Protocol (IP) layer. Thus, when
the overlay network is implemented in the application layer, some of the disclosed
techniques provide for routing by content, as opposed to conventional techniques for
routing by host. Thus, in some implementations, hardware such as hosts, servers, other
types of computing devices, etc. are of little relevance when addressing by content. That
is, in the application layer, it generally does not matter which particular computing
device stores the content or some part of the content. In some implementations, content-
centric routing provides foundational differences between the disclosed content fabric’s
implementation using an overlay network versus conventional [P-based routing. For
instance, a content representation used by the disclosed content fabric can be de-
duplicated and served from an original source, in contrast with the duplication of content
data accompanying conventional host-centric [P-based routing schemes.

[0018] In some implementations, a translation layer is situated between the
application layer and a conventional IP network implementing transmission control
protocol/internet protocol (TCP/IP), so the translation layer serves as an intermediary.
For instance, the translation layer can facilitate determining which computing device
stores content, which is being requested at the application layer, and can facilitate

reliably transmitting the content over IP.

BRIEF DESCRIPTION OF THE FIGURES

[0019] The included drawings are for illustrative purposes and serve only to
provide examples of possible structures and operations for the disclosed systems,

apparatus, methods and computer program products. These drawings in no way limit any
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changes in form and detail that may be made by one skilled in the art without departing
from the spirit and scope of the disclosed implementations.

[0020] In the drawings, Figures (FIGs.) 1-30 illustrate examples of some
systems, apparatus, methods and computer program products of aspects of a
decentralized content fabric according to some implementations.

[0021] Figure (FIG.) 1 shows an example of a content fabric architecture.

[0022] FIG. 2 shows an example of a bootstrapping method for a new fabric node
to join a content fabric.

[0023] FIG. 3 shows an example of a sequence of events in an instance of the

bootstrapping method of FIG. 2.

[0024] FIG. 4 shows an example of a method for assigning partitions to fabric
nodes.
[0025] FIG. 5 shows an example of a method for assigning content object parts to

a fabric node.

[0026] FIG. 6 shows an example of a method for re-partitioning the overlay
network of the content fabric.

[0027] FIG. 7 shows an example of a content routing method for retrieving a
content object part.

[0028] FIG. 8 shows an example of a first fabric node in a domain acquiring a
content object part from a second fabric node in the same domain in response to a client
sending a request for the content object part to the first fabric node, when the first fabric
node does not have the content object part.

[0029] FIG. 9 shows an example of an inter-domain routing tree illustrating the
location of a content object part using a designated partition level.

[0030] FIG. 10 shows an example of a first fabric node in a first domain
acquiring a content object part from a second fabric node in a second domain outside of
the first domain in response to a client sending a request for the content object part to the
first fabric node, when the first fabric node does not have the content object part.

[0031] FIG. 11 shows an example of a content routing method for publishing a
content object part into the content fabric.

[0032] FIG. 12 shows an example of a continuous machine learning (ML)
method for predicting best performing egress nodes and egress-origin segments per

client.
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[0033] FIG. 13 shows an example of split schemes for training, validation, and
testing in a timeframe, where the timeframe of a data set chosen for validation is shifted

forward by one prediction interval relative to the timeframe for training.

[0034] FIG. 14 shows an example of a content object structure in the content
fabric.

[0035] FIG. 15 shows an example of a method for finding content objects by
hash.

[0036] FIG. 16 shows an example of a method for executing content programs

against content object parts and metadata.
[0037] FIG. 17 shows an example of content object versioning.
[0038] FIG. 18 shows an example of a method for verification of metadata in a

content object.

[0039] FIG. 19 shows an example of a method for verification of a full content
object part.
[0040] FIG. 20 shows an example of a method for verification of a sub-portion of

a content object part.

[0041] FIG. 21 shows an example of a method for just-in-time (JIT) transcoding,
packaging and transport within the content fabric.

[0042] FIG. 22 shows an example of IMF package content in the content fabric
after ingest of the selected content type, implemented with bitcode.

[0043] FIG. 23 shows an example of description for an English language version
of a consumer streaming deliverable from an interoperable master format (IMF) package
where the package specifies multiple language versions.

[0044] FIG. 24 shows an example of metadata stored in an original content object
created from an IMF source package used to specify content, dimensions and placement
of a watermark by bitcode in generating an output stream.

[0045] FIG. 25 shows an example of a flow of content fabric operations
providing content security and blockchain control.

[0046] FIG. 26 shows an example of a method for implementing secure content
creation in the content fabric.

[0047] FIG. 27 shows an example of a method for implementing secure content

access in the content fabric.
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[0048] FIG. 28 shows an example of a transparent, provable chain of record for

content.

[0049] FIGs. 29 and 30 show examples of content object verification trees.
DETAILED DESCRIPTION

[0050] Examples of systems, apparatus, methods and computer program products

according to the disclosed implementations are described in this section. These examples
are being provided solely to add context and aid in the understanding of the disclosed
implementations. It will thus be apparent to one skilled in the art that implementations
may be practiced without some or all of these specific details. In other instances, certain
operations have not been described in detail to avoid unnecessarily obscuring
implementations. Other applications are possible, such that the following examples
should not be taken as definitive or limiting either in scope or setting.

[0051] In the following detailed description, references are made to the
accompanying drawings, which form a part of the description and in which are shown,
by way of illustration, specific implementations. Although these implementations are
described in sufficient detail to enable one skilled in the art to practice the disclosed
implementations, it is understood that these examples are not limiting, such that other
implementations may be used and changes may be made without departing from their
spirit and scope. For example, the operations of methods shown and described herein are
not necessarily performed in the order indicated. It should also be understood that the
methods may include more or fewer operations than are indicated. In some
implementations, operations described herein as separate operations may be combined.
Conversely, what may be described herein as a single operation may be implemented in
multiple operations.

[0052] Described herein are examples of systems, apparatus, methods and
computer program products implementing infrastructure, techniques and other aspects of
a decentralized content fabric. In some implementations, the content fabric is configured
for ingesting, managing and distributing media and other types of digital content over a
network, such as the Internet, with low latency and consistent high bandwidth so
streaming and download of digital content is improved in comparison with conventional
content delivery systems and techniques. Using some examples of the disclosed content

fabric, media can be distributed globally, for instance, as professional quality “Internet
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television (TV),” at high efficiency and low cost. In some implementations, such
attributes can be made possible by a decentralized, e.g., “nothing shared” infrastructure
of the content fabric that provides one or more of:

[0053] self-scaling via a trustless security model, an open fabric-extend protocol,
and strong incentives allowing content owners, viewers, sponsors and infrastructure
suppliers to benefit;

[0054] bandwidth and storage efficiency compared with conventional cloud,
content delivery network (CDN) and digital asset management architectures through a
content-centric storage and distribution structure;

[0055] high speed and low latency for on demand and live content by learning
best possible paths to content and locating fast, eligible servers in near real-time;

[0056] programmable output, allowing content to carry its code and just-in-time
(JIT) application when serving output versions; and

[0057] certifiable, tamper-resistant content where version history including

derivatives is transparent and tamper-resistant and content originators are provable.

[0058] In some implementations, the content fabric incorporates one or more of:
[0059] a decentralized, low latency and efficient content routing system;
[0060] an efficient distributed storage model and JI'T composition of metadata,

raw data and code;

[0061] a trustless security model with blockchain controlled content access that is
achieved with proxy re-encryption of content, and authorization of content access in the
content fabric via smart contract transactions on the blockchain;

[0062] content integrity verification and origin traceability implemented with a
fast, provable content version history backed by blockchain transactions; and

[0063] a metering and compensation system allowing for pricing incentives to
balance supply and demand while meeting service level targets.

[0064] Some implementations of a content fabric incorporate content routing
techniques, an audiovisual pipeline (AV pipe), and contracts.

[0065] For instance, an AV pipe can incorporate JIT techniques such as JIT
transcoding. The AV pipe can provide fully-pipelined transport with minimal latency.
Using such an AV pipe, for instance, when a consumer at a computing device clicks play
on a player application implemented on the consumer’s device or on a website to play a

movie or other video, content object parts of the movie are fetched via an overlay
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network, described in greater detail herein, using disclosed content routing techniques to
find the content object parts. In some implementations, a content object part is the
fundamental unit of storage, network transfer and caching in the content fabric. When the
content object parts are retrieved, applying the disclosed techniques, the content object
parts can be transcoded in near real-time to often beat a playback deadline such as 2
seconds. Some of the disclosed techniques can be applied to serve the content object
parts to a player application so the consumer can see and hear the movie with minimal-
to-no perceivable latency.

[0066] As mentioned above, in some implementations, the AV pipe works with
content routing techniques disclosed herein. For instance, in the case of live streaming,
there is very little time to fetch content object parts of the stream. Some of the disclosed
techniques can be performed to realize a JIT rendering pipeline where content object
parts relevant to fulfilling a client request, such as a play command at a consumer’s
computing device, are in place except for actual livestream bytes.

[0067] Some of the disclosed techniques pertain to digital contracts, also referred
to herein as contracts, and applicable blockchain techniques. In some implementations, a
contract as well as different versions of a content object part associated with the contract
can be stored in a blockchain. For instance, version proofs for content object parts can be
generated using a hash tree, and the version proof can be verified when a read operation
is performed. In some implementations, the version proof itself is part of what is stored
in a blockchain smart contract. And when there is an update operation, a version proof of
an updated content object part, in which the content has changed, can be stored in the
blockchain smart contract. Thus, provability of particular content can be provided by the
blockchain record for such content.

[0068] In some implementations, fabric nodes, often implemented as host
computing devices running a software stack, also have a contract. These fabric nodes can
be thought of as workers of a system implementing aspects of the content fabric. By
assigning a contract to a fabric node, there is an ability to record trusted work. So, for
example, when a fabric node performs JIT transcoding on unencrypted content,
performance of such transcoding operations can be recorded against an associated fabric
node contract.

[0069] Some of the disclosed techniques provide access control using a

blockchain smart contract, interaction with a security model for re-encryption, and

10
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storing versions/hashes of a content object part with the contract in a blockchain ledger.
Additional related techniques facilitate how consumers get access to content as well as
how a consumer’s data is protected using a crypto-wallet. These contract-related services
integrate with the security and blockchain aspects of the content fabric, according to
some implementations.

[0070] In some implementations, a security model is established to manage how
content is encrypted and how access control is governed. For instance, such a security
model can provide encryption methods and operations as well as re-encryption methods
and operations for serving content to a recipient in a trustless manner.

[0071] Some of the disclosed implementations provide an overlay network,
which is implemented primarily with application software, as opposed to conventional
networks with operations implemented using hardware or low-level system software.
The term “overlay” is used to describe examples of the overlay network disclosed herein
because aspects and operations are often implemented in an application layer or other
type of layer situated on top of a conventional Internet Protocol (IP) layer. Thus, when
the overlay network is implemented in the application layer, some of the disclosed
techniques provide for routing by content, as opposed to conventional techniques for
routing by host. Thus, in some implementations, hardware such as hosts, servers, other
types of computing devices, etc. are of little relevance when addressing by content. That
is, in the application layer, it generally does not matter which particular computing
device stores the content or some part of the content. In some implementations, content-
centric routing provides foundational differences between the disclosed content fabric’s
implementation using an overlay network versus conventional [P-based routing. For
instance, a content representation used by the disclosed content fabric can be de-
duplicated and served from an original source, in contrast with the duplication of content
data accompanying conventional host-centric [P-based routing schemes.

[0072] In some implementations, a translation layer is situated between the
application layer and a conventional IP network implementing transmission control
protocol/internet protocol (TCP/IP), so the translation layer serves as an intermediary.
For instance, the translation layer can facilitate determining which computing device
stores content, which is being requested at the application layer, and can facilitate

reliably transmitting the content over IP.
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[0073] FIG. 1 shows an example of a content fabric architecture. In FIG. 1, a
decentralized content fabric system 100 provides an AV pipe through which media such
as video can be generated. In the example of FIG. 1, there are three main logical layers to
implement an overlay network: a data layer 104, a code layer 108, and a contract layer
112. When media is retrieved through system 100, layers 104, 108 and 112 work
together in near real-time using one or more software stacks to serve the media as a
consumable 116 through the overlay network. By incorporating software stacks, system
100 has both vertical and horizontal dimensions; that is, content is retrieved and
composed in a supply chain along a horizontal direction from data layer 104 through
code layer 108 and contract layer 112 to a player 120 providing an output in the form of
consumable media 116 at a consumer’s computing device, while a software stack at a
fabric node provides a vertical dimension, as explained in greater detail herein.

[0074] In the example of FIG. 1, data layer 104 stores and manages content such
as large form content. Data layer 104 provides an underlying structure for content, which
can get passed around the overlay network. Data layer 104 includes an interconnected
network of content object parts, which have been stored as data files or other blocks of
raw data. As explained in further detail below, each content object part can be identified
by a hash value, the result of a one-way hash operation maintained using cryptography.
In some implementations, a content object part is immutable once finalized and
identified by a hash value that is calculated across all of the data stored in the content
object part. Using a cryptographic hash method, the authenticity of a content object
part’s data can be verified by recalculating the hash. The hash also serves as a criterion
for data deduplication.

[0075] In the example of FIG. 1, media provided as an input to data layer 104 is
broken into pieces of “raw” data 124, often in the form of binary audio, video, and/or
images. Another input to data layer 104 is metadata 128, which describes how to make
an output in the form of consumable media 116, and can be in the form of text, key
values, etc. Building instructions 132, also referred to herein as build instructions 132,
are situated in code layer 108 and are configured to build consumable media 116 from
raw data 124 and metadata 128. Build instructions 132 are a type of code such as bitcode
to facilitate execution in a secure way. Another type of code appearing in system 100 is
contracts 136, situated in contract layer 112 and often implemented using blockchain and

described in greater detail herein.

12
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[0076] In implementations such as that illustrated in FIG. 1, a content object,
described in greater detail herein, includes content object parts in the form of raw data
124 as well as metadata 128. The content object can be made dynamic and transactional
by build instructions 132 and contracts 136. Thus, when a movie or other type of media
is assembled from content object parts, code to render the movie from the content object
parts is immediately available.

[0077] In FIG. 1, fabric logic can be implemented in code layer 108. Thus,
content routing operations can be provided by code layer 108, among other dynamic
operations. Code layer 108 is configured to transform and deliver media for consumption
through the AV pipe. In some implementations, continuous machine learning is
integrated to tag content and otherwise facilitate operation of code layer 108 by
determining highest bandwidth, lowest latency paths. In code layer 108, content can be
classified, and content objects can be identified. Code layer 108 can generate consumable
media JIT on user request. Code layer 108 is programmable to combine raw data,
metadata and code for dynamic, personalized output.

[0078] In FIG. 1, contract layer 112 controls content access via a blockchain
ledger, in some implementations. Contract layer 112 can be configured to protect
content, for instance, by re-encrypting accessed content using trustless encryption.
Contract layer 112 also protects user data using, for instance, a cryptographic wallet. In
some implementations, contract layer 112 can provide content transparently and securely
to third parties. Also, in some implementations, aggregate user data can be collected with
“zero knowledge,” as explained in greater detail herein. In some examples, contract layer
112 can be configured to prove versions of content cryptographically. Version and access
history can be recorded in the ledger. Also, contribution of work by fabric nodes can be
recorded and compensated.

[0079] In some implementations, a blockchain-based versioning protocol is
provided for media, as explained in greater detail herein. Such a customization and
application of blockchain can facilitate a decentralized store of version histories of the
content object parts, since versioning/history can be made part of what blockchain holds.
Such versioning techniques are applicable since many content object parts evolve to have
different versions. A new version is typically defined by one or more changes, and such a
change is often by reference. Versioning can occur with a single content object part and

across a number of content object parts.
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[0080] In some implementations, a content object’s data is stored in data
containers referred to herein as content object parts. A content object can have a
referential object structure to facilitate use in the content fabric. Any media or any large
structured or unstructured data in the content fabric like a video stream, a file, a package,
a set of files, or a data object, e.g., a software program or game, genomics data, structural
or mechanical design object, etc. can be made to have a content object structure using
some of the disclosed techniques. A content object structure or structures can be
generated as part of ingesting media or any source data.

[0081] Different implementations of content routing methods are disclosed
herein that facilitate distribution of content object parts as well as finding the content
object parts inside a domain and, in some instances, outside of a domain in near real-
time. In some examples, an intra-domain routing protocol is provided. In some
implementations, intra-domain routing can be integrated with distributed and
decentralized hashing. As explained in greater detail herein, in some examples, an inter-
domain routing protocol with lightweight routing tables is provided.

[0082] In some implementations, machine learning (ML) methods can be used to
select best paths among fabric nodes in the content fabric. ML can be used to identify a
particular fabric node for communicating with a consumer’s computing device, as well
as be used to identify upstream fabric nodes to get content object parts from.

[0083] Some implementations are applicable to different digital media supply
chains, such as over-the-top streaming distribution using single “master” formats, low
latency live content distribution, personalized content with dynamic and JIT operations
such as watermarking, clipping, validation and automatic metadata tagging, and digital
asset marketplaces for scalable value exchange between content owners, viewers,
sponsors and licensees.

[0084] In some implementations, the content fabric incentivizes participation to
drive performance and efficiency, including: for owners and licensees, scalable,
transparent capabilities for rights management, audience reporting and content
commerce; for users, transparency for providing data for their attention to content; and
for infrastructure providers, automatic compensation (payment and cost offset) for
contributing bandwidth, computation and storage.

[0085] In some implementations, the disclosed content fabric incorporates:

blockchain decentralized ledgers for large scale consensus on distributed data, tamper
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resistant storage, and scalable low cost microtransactions; large scale ML and deep-
learning; and scalable compute infrastructure with graphics processing units (GPUs),
tensor processing units (TPUs), and other specialized compute platforms. Additionally,
blockchain ledgers and smart contracts, crypto-economics, €.g., combining game theory,
decentralized ledgers and classic market economics, make it possible to create large scale
pricing systems that will incentivize supply, demand, and performance in decentralized
systems.

[0086] In some implementations of the overlay network, a software stack
provides relevant operations, and each fabric node runs the same software stack. A fabric
node that runs this stack is also referred to herein as a “content node”. In some
implementations, the content fabric enables fabric nodes to communicate with one
another to securely store and serve content using a decentralized framework, meaning no
state need be shared via any centralized entities such as databases, tables, ledgers, etc.
[0087] In some implementations, content and metadata may be stored once, and
consumable media is rendered on demand. Internally, the content fabric allows digital
content to be stored in an object structure, namely a content object, which can include
content object parts, e.g., raw data as well as metadata, and code which operates on the
raw data and metadata JIT at serving time to yield consumable media versions. The code,
such as build instructions, that operates on the raw data and metadata allows for flexible
re-use of media, updates of the code without updating a software stack (for scalability),
and sandboxing for security and metering.

[0088] In some implementations, the content fabric may be “trustless” in that
content is encrypted and re-encrypted for authorized receivers without the software stack
or fabric node on which a software stack runs having to access content in plain-text, and
without having access to the content’s encryption keys.

[0089] In some implementations, access to content objects in the content fabric
including create, update (write), and view (read) is mediated by transactions on an
embedded blockchain ledger that runs within a software stack. An application interface
of the content fabric supports a blockchain platform virtual machine, such as the
Ethereum virtual machine, and, in turn, blockchain smart contracts. Each operation on a
content object can be implemented as a transaction against a smart contract for that
object, in turn recording the address of the entity/user that requested the operation, the

identifier of the content object and any details of the transaction.
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[0090] In some implementations, content operations are programmable. For
instance, base smart contracts for content objects can have custom insertion points
(hooks) that allow for invoking any transaction--credit or debit of an account, event
logging, authorization, verification check, etc.--before and after any content operation,
providing intrinsic commerce, rights management, and workflow capabilities.

[0091] In some implementations, content versions are provable and tamper-
resistant. Content objects can have a version proof, such as a Merkle tree calculation of
the object’s hashes for fast verification of the integrity of the object. The root value of
the Merkle proof is recorded in the blockchain transactions for that content object
allowing for a tamper-resistant record of the version history of the object (“who changed
what when”) .

[0092] In some implementations of the disclosed content fabric, a content routing
system locates content object parts throughout the overlay network using an original
distributed hash table (DHT) structure and global, continuous ML to ensure low latency
high bandwidth delivery of those content object parts to client devices, also referred to
herein as clients. Unlike conventional peer-to-peer networks, some implementations
achieve low latency high bandwidth serving even as the system grows in number of
fabric nodes and number of content objects to giant scale. By the same token, some
implementations of the disclosed systems are incentivized to grow in direct benefit to
maintain this high performance.

[0093] In a DHT, the fabric nodes in the network can be treated as the buckets in
a hash map that spans the entire network. The DHT can be keyed by each fabric node’s
ID, and the values are any resource associated with or stored by that fabric node, such as
file hashes or keywords. In this way, the fabric node ID not only serves as identification
of the fabric node, but also as a direct map to a set of values to be located in the network.
In some contexts, the crux of the DHT’s characteristics is the particular method the DHT
uses to search its network to locate the fabric node ID that can return the desired value in
response to an application or user request.

[0094] In some implementations, each fabric node is identified with a 32-byte
node ID, which also is a node address on the embedded blockchain ledger. In some
instances, content object part hashes can be sharded over the fabric nodes using a
partitioning method that, with the routing method, is designed to a) locate content object

parts on a fabric node with low latency consistently, even as the number of fabric nodes
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and number of content objects in the content fabric grows, and b) not require moving
around content as new fabric nodes and content are added.

[0095] In some implementations, the partitioning method has global
configuration parameters including: 1) a “level,” which defines the number of partitions
in the network, 2) a “number of partitions per node” (np), which defines the number of
partitions each fabric node stores, and 3) a static configuration of the number of copies of
a partition (cp). In some instances, each partition is itself identified by a partition ID
(e.g., 4 bits or one hexadecimal number for every position in the partition ID), and
content object part hashes are also represented as 32-byte IDs.

[0096] Content object parts can be assigned to be stored in a partition by
matching a prefix in their part hash to the partition ID, where the length of this prefix is
controlled by the current partition level of the network. Similarly, fabric nodes can be
assigned to store and serve a set of partitions by matching a prefix in their node ID to all
partition IDs that are within (e.g., less than or equal to) an XOR distance calculation that
is equal to the configured number of partitions per node, also referred to herein as
“numparts.” In some examples, for calculation of the XOR distance, the 32-bytes that
make up the node ID, the content object part hash, and the partition ID are expressed as
32 pairs of hexadecimal characters (each hex character representing 4 bits). When
content object parts are retrieved from the network, the routing method locates the fabric
nodes that can serve the partition to which the content object part belongs, and uses the
most favorable fabric node to serve the content object part. In some implementations, as
the number of fabric nodes in the overlay network increases to accommodate more
content, the network dynamically repartitions with minimal “reshuffling” of existing
content object parts.

[0097] In some implementations, given a number of partitions in a network = p, a
number of partitions per fabric node = np, and a number of copies = nc, the network
desirably has ( p / np ) * nc fabric nodes. For example, for a network that has 16
partitions, and maintains 8 partitions per fabric node, and 7 copies of each partition, the
network has ( 16 / 8 ) * 7 = 14 fabric nodes. As those partitions start to fill with new
content and as the number of fabric nodes in the network increases, some
implementations can divide each partition space into 16 smaller partitions, increasing the
number of partitions from 16 to 256, for example, with each existing fabric node

shedding a portion of the now more specific partition space and new fabric nodes taking
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on the new partition space. Assuming the part hashes are generally evenly dispersed over
the partition space, some implementations can introduce the new partitions and scale up
the network while not having to move any content or renumber fabric nodes/content and
still maintain the same redundancy of each partition.

[0098] In some implementations, each subsequent level uses the next pair of
hexadecimal characters to identify the partition, and contained content object parts, and

fabric nodes storing the partition. For example, considering the partition ID:

[0099] Of la 66 aa 4d Se 6f 7Ta abbc cd de ef 76 €3 a8 44 98 b4 ¢5 11 00 34 dd 3d
47a89132fa01 12

[0100] Level 1 - uses “0”

[0101] Level 2 - uses “Of”

[0102] Level 3 - uses “0f 17, etc.

[0103] In an example, consider a content object part with a hash starting with Of

la 66 aa .... That is assigned to ‘level 3’ partition ID:

[0104] Of1,

[0105] and a node ID with a hash starting with:

[0106] 0f 1a 00 00 ....

[0107] The content object part may stay on this fabric node as the network grows

from Level 3 through Level 4 because the XOR distance is 0:

[0108] XOR distance (0f1, 0f1) =0

[0109] XOR distance (Of 1a,0f 1a)=0

[0110] At level 5, the XOR distance calculation between the node ID and
partition ID yields a value of “6”:

[0111] XOR distance (0f 1a 6,0f 1a0) =6

[0112] Assuming the numparts configuration of the network is 7 or greater (XOR

distance of O through 6), the partition may stay on this fabric node.

[0113] Finally, at level 6, the partition ID and node ID diverge beyond the XOR
distance constraint and the partition is shed from this fabric node and assumed by a new
fabric node:

[0114] XOR (0f 1a 66, Of 12 00) >> 6

[0115] Note that the network grew by 3 orders of magnitude before any changes

were made to where this content is located.
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[0116] In some implementations, eligible content nodes store desired content
object parts inside of domains of content nodes that are reachable, for instance, by layer
2 broadcast for intra-domain content routing. In some implementations, inter-domain
routing methods can be performed to locate content object parts on fabric nodes outside
of the domain. The disclosed approaches can be implemented to integrate with large-
scale, continuous ML to select fabric nodes and paths in the overlay network (both
within domain and out of domain) that are predicted to serve the requesting client with
low latency and high bandwidth, at the client’s bottleneck bandwidth capacity.

[0117] In some implementations, the content fabric provides to applications (and,
in turn, consumers) two primitives for content publishing and retrieval: GET and PUT.
Each primitive takes a content object part hash as its primary argument. The content
fabric is then responsible to either locate and return the content object part (GET) or to
publish the content object part (PUT) to the appropriate fabric nodes based on the
partitioning method.

[0118] “Private” IP networks such as small office LANs, corporate WANs and
public clouds, include host computing devices that can reach one another via layer 2
broadcast. IPv6 multicast is by default available within these private networks without
special configuration. The content fabric can be configured to take advantage of this
capability to use the native capability of the network to learn what fabric nodes within
the domain have a content object part and to retrieve the content object part directly from
the selected fabric node, for instance, selected by ML score. Fabric nodes join a set of
IPv6 multicast groups where the addresses are directly computed from the partition IDs
the fabric node is responsible for, and directly reply to requests for content object parts
they are responsible for.

[0119] FIG. 2 shows an example of a bootstrapping method for a new fabric node
to join a content fabric. FIG. 3 shows an example of a sequence of events in an instance
of the bootstrapping method of FIG. 2. Some implementations of the method of FIG. 2
can be broken into stages, namely stage 204, in which a routing tree is acquired, stage
208, in which a fabric node’s partitions are computed and published, and a subscribe
operation to subscribe the fabric node to local multicast groups for those partitions is
performed, and stage 212, in which content object parts can be downloaded.

[0120] In the example of FIGs. 2 and 3, a new fabric node 216 generates a node
ID for itself as illustrated by block 304 of FIG. 3, and an authentication can be
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performed. Fabric node 216 then sends a request message at 224 of FIG. 2 to any
existing fabric node 220 of the content fabric. In response to the request, at 228, existing
fabric node 220 returns a list of genesis fabric nodes, referring to fabric nodes that have
been present since the initial state of the overlay network, and thus usually have the
richest inter-domain partition knowledge. At 228 of FIG. 2, existing fabric node 220 also
returns a number of current network parameters, which can include a current network
level, the current numparts per node, a number of copies of each partition (numcopies),
and a template for [P multicast group subscription. An example of these network
parameters received by new fabric node 216 is shown in block 308 of FIG. 3.

[0121] In FIG. 2, in response to receiving the network parameters, new fabric
node 216 can send a request 230 for inter-domain routing trees to one or more genesis
nodes 232 through a network layer 236. An example of a genesis node is node 11C37A
of FIG. 3. The genesis node or nodes 232 can respond at 240 of FIG. 2 with the latest
versions of inter-domain routing trees, which can be merged at new fabric node 216 for
the most up-to-date version. An example of merged routing trees downloaded from
genesis nodes is shown in block 312 of FIG. 3.

[0122] In FIG. 2, new fabric node 216 computes the partition IDs that node 216
will cover as described in greater detail herein. An example of the computed partition
IDs is shown in block 316 of FIG. 3. New fabric node 216 then publishes, at 244 of FIG.
2, the new fabric node’s node ID, public IP address, partition IDs and any other
associated details to the genesis fabric node(s) 232 who update their routing trees at 248
with the details of new fabric node 216.

[0123] In FIG. 2, after 244, new fabric node 216 subscribes at 248 to an IPv6
multicast group whose address can be directly computed from the partition IDs that new
fabric node 216 is responsible for. An example of the subscribe operation is shown in
block 320 of FIG. 3. Once new fabric node 216 has established its routing tree, new
fabric node 216 will start a background method for acquiring the content object parts the
new fabric node is responsible for. For instance, in block 324 of FIG. 3, since new fabric
node 216 is now ‘online’ and could receive requests for content object parts the new
fabric node hasn’t yet acquired, new fabric node 216 can acquire content object parts on
demand through GET requests using the GET operation described in greater detail

herein.
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[0124] FIG. 4 shows an example of a method for assigning partitions to fabric
nodes. At 404, a node ID, for instance, in the form of a 32 byte ID, is assigned to a fabric
node. In some implementations, the node ID and assignment can be self-generated by the
fabric node. The method proceeds from 404 to 408, at which the fabric node retrieves
network parameters including, in this example, network level and numparts. At 412,
following 408, the partition for a given node ID for the fabric node is computed, and the
computed partition is referred to as the base partition. For example, the first n hex digits
of the node ID, where n=level, can be extracted as a prefix. The method then proceeds to
416, at which the partition set that the fabric node is responsible for is calculated. In this
example, the partition set is a set of partition IDs of size equal to numparts, including the
partition ID for the node ID determined above, with the property that the XOR distance
between the IDs of any partition in the set and the base partition for the fabric node is
less than or equal to numparts. At 420, a method implementing a deterministic algorithm
is performed to create a set of size numparts, where each element has the same bit size as
the base partition and is represented as illustrated in FIG. 4. And, at 420, an XOR of the
base partition and each of the elements of the set illustrated in FIG. 4 is computed to find
the remaining elements of the partition set.

[0125] FIG. 5 shows an example of a method for assigning content object parts to
a fabric node. At 504 and 508, inputs in the form of a content object part hash and a node
ID, for example, in the form of 32 byte IDs, are provided. At 512, other inputs in the
form of a network level and numparts, as described above at 408 of FIG. 4, are provided.
In this example, at 512, numcopies is also provided as an input. At 516, following 512, a
partition for the content object part is computed. Also, in this example, a prefix is
extracted, where the prefix is the first n hex digits of the content object part hash, where
n is the network level.

[0126] In FIG. 5, also following 512, at 520, a node base partition is computed to
extract a prefix as described above at 412 of FIG. 4. At 524, following 516 and 520, an
XOR distance is computed between the values determined at 516 and 520. At 528, it is
determined whether the XOR distance is less than numparts. If not, the method proceeds
to 532, at which it is determined that the content object part does not belong on the fabric
node being considered. Returning to 528, if the XOR distance is less than numparts, the
method continues to 536, at which it is concluded that the content object part belongs on

the fabric node.
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[0127] FIG. 6 shows an example of a method for re-partitioning the overlay
network of the content fabric. In some implementations, using the method of FIG. 6,
partitions assigned to a particular fabric node can be adjusted. At 604, current network
parameters including network level, numparts and numcopies are retrieved. At 608, input
parameters in the form of at least new network level and new numparts for adjusting the
partitioning are provided to desirably replace the current parameters retrieved at 604.
Following 608, operations 412, 416 and 420 of FIG. 4 are performed.

[0128] In FIG. 6, at 624, following 420, for each content object part stored on the
fabric node, it can be determined at 628 whether the given content object part belongs on
the particular node, for instance, using techniques as described above at operations 516,
520, 524 and 528 of FIG. 5. Possible outcomes of 628 in FIG. 6 include 532 and 536 of
FIG. 5. In this example, when it is determined at 532 that the content object part no
longer belongs on the fabric node, the particular content object part can be marked at 640
for eviction, for instance, for later addressing during a background cleanup method or
during live cache processing on the node.

[0129] FIG. 7 shows an example of a content routing method for retrieving a
content object part, and FIG. 8 shows an example of a first fabric node in a domain
acquiring a content object part from a second fabric node in the same domain in response
to a client sending a request for the content object part to the first fabric node, when the
first fabric node does not have the content object part. In FIGs. 7 and 8, a client 704 is in
communication with an egress node 708, which is in communication with other fabric
nodes 712 in a target multicast group within the domain of egress node 708, labeled
“Domain B” in FIG. 8.

[0130] In FIG. 7, two stages of content routing are illustrated: first, intra-domain
routing 714, and then inter-domain routing 715. Both types of routing are explained in
greater detail herein. At 720, client 704 sends to egress node 708 a request to GET a
content object part, illustrated in box 804 in FIG. 8. In response to this request, egress
node 708 calculates a partition for the requested content object part and determines
whether the requested part is local to node 708, that is, in one of the partitions of node
708, as shown in FIG. 7. If egress node 708 finds, at 722, the requested content object
part stored on a disk or other memory at egress node 708, egress node 708 returns the

found part to client 704 at 724.
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[0131] If egress node 708 does not find the requested content object part locally,
egress node 708 initiates an intra-domain GET at 730, where egress node 708 transmits a
GET message to intra-domain nodes 712 using a network address for the calculated
partition such as a multicast address, passing the content object part’s part ID and, in
some instances, identifiers of preferred nodes based on the fabric nodes’ ML-predicted
performance scores. An example of the GET message is illustrated in box 808 of FIG. 8.
In FIG. 7, if one or more of intra-domain nodes 712 find the requested content object
part at 732, the node(s) 712 return at 734 the requested part to egress node 708, which
can then relay the found part to client 704 at 740. In some implementations, when two or
more of intra-domain nodes 712 have the requested content object part, each node 712
returns a respective non-overlapping segment of the content object part. Such can be
desirable to avoid a redundant transmission of data from multiple fabric nodes that
respond to a request. Responding fabric nodes can compute non-overlapping segments
within the requested content object part according to a position derived from data in the
multicasted request.

[0132] In FIG. 7, when no intra-domain nodes 712 are able to find the requested
content object part, inter-domain routing 715 begins. In some implementations, egress
node 708 looks up a narrowest, or most precise, match for the partition in egress node
708’s copy of an inter-domain routing tree. In some implementations, egress node 708
finds the most specific match to the target partition that has currently known fabric nodes
and sends a request to the best scoring of these fabric nodes, identified in FIG. 7 as best
match node 716.

[0133] For instance, FIG. 9 shows an example of an inter-domain routing tree
illustrating the location of a content object part, ‘Of 1a 66 aa 4d 5e 6f 7a ab bc cd de ef 76
e3a84498b4c5110034dd3d47 a8 91 32 fa01 12°, using a designated partition
level. Using such a routing tree, returning to FIG. 7, an IP address of best match node
716 is retrieved, so egress node 708 can send, at 744, a GET to best match node 716 to
request the content object part.

[0134] In some implementations, the inter-domain routing converges on average
to find a domain outside of egress node 708’s domain containing the content object part
within well fewer than log(n) steps and within a maximum of log(n) steps (where n is the
number of domains in the network), and once the domain is found, the intra-domain

lookup is performed in the external domain to return the content object part immediately.
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In some implementations, the inter-domain routing protocol uses a routing table such as
that illustrated in FIG. 9 structured as a binary tree where each level in the tree
corresponds to increasingly specific “levels” within the partition ID being searched for,
and a list of node IDs and their address details that are known to have that partition ID.
[0135] FIG. 10 shows an example of a first fabric node in a first domain
acquiring a content object part from a second fabric node in a second domain outside of
the first domain in response to a client sending a request for the content object part to the
first fabric node, when the first fabric node does not have the content object part. FIG. 10
is similar to FIG. 8 in some respects, with like reference numerals indicating like parts.
In FIG. 10, inter-domain routing requests are sent from Domain B to Domain A, as
illustrated. For instance, an example of egress node 708 making an inter-domain GET
request 744 is illustrated by box 1004. Returning to FIG. 7, if best match node 716 has
the requested content object part, at 745, best match node 716 returns the requested part
to egress node 708. If best match node 716 does not have the requested content object
part, at 746, best match node 716 can perform operations 730 and 734 within Domain A
to find a fabric node within Domain A that has the requested part. Returning to the
example of FIG. 10, operations 730 and 734 performed by node 716 are illustrated in box
1008.

[0136] If the requested content object part is retrieved in Domain A at 747 of
FIG. 7, target nodes in Domain A send respective non-overlapping segments of the
content object part back through egress node 708 to client 704 at 752. At this stage, it is
desirable for egress node 708 to update its inter-domain routing tree of FIG. 9 with node
IDs that responded with content object parts for the designated partition. An example of
such an update is illustrated in box 1012 of FIG. 10.

[0137] It should also be noted that in instances when no fabric nodes in Domain
A of FIG. 10 have the requested content object part, additional inter-domain routing can
be performed between Domain B and other domains such as Domains C, D, etc. That is,
egress node 708 can send requests to high scoring fabric nodes in the next level up, e.g.,
less specific, that are known to have matching partitions.

[0138] In some implementations, PUT-ing a new content object part into the
overlay network uses a similar method as GET-ing a content object part. For instance,
when a client makes a request to a fabric node, such as an ingress node as described

below, to PUT the content object part, the ingress node can multicast the content object
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part on the multicast groups associated with the ingress node’s partition ID, and
desirably enough fabric nodes respond to meet a replication requirement for the network.
Else the ingress node consults the inter-domain routing tree and publishes the content
object part by again finding the most specific matching known fabric node(s), which
apply intra-domain routing until a sufficient number of matching target fabric nodes are
returned. The new content object part is transmitted to these fabric node(s), and the
routing tree is updated with learned node IDs and address details.

[0139] FIG. 11 shows an example of a content routing method for publishing a
content object part into the content fabric. In FIG. 11, entities participating in the
publishing include a client 1104, an ingress node 1108, intra-domain fabric nodes 1112,
that is, in the domain of ingress node 1108, and a best match node 1116 referring to a
best match node in an inter-domain routing tree as described above with reference to
FIG. 9. In FIG. 11, at 1120, client 1104 issues a PUT of a content object part to ingress
node 1108. In response to the PUT, ingress node 1108 calculates a partition for the
content object part and determines whether the content object part is to be stored locally
at ingress node 1108. At 1124, ingress node 1108 begins intra-domain routing by
transmitting a PUT message to intra-domain nodes 1112, with an address for the
partition, passing a part ID and numparts. The part ID identifies the content object part.
[0140] In FIG. 11, at 1126, if one or more intra-domain nodes 1112 can confirm
that the content object part can be stored locally at the one or more nodes 1112, at 1128,
the node(s) 1112 communicate(s) back to ingress node 1108 a confirmation message. At
1130, if the number of confirmations is equal to or greater than a desired number of
replicas indicated by numparts, then registration is complete, in which case ingress node
1108 can confirm, at 1132, back to client 1104 that the content object part has been
successfully published. Returning to 1128, if the number of confirmations received back
from nodes 1112 is less than numparts, the method continues at 1136 where ingress node
1108 transmits a PUT to a target node outside of the domain of ingress node 1108. In this
example, the target node is best match node 1116 identified using the inter-domain
routing tree.

[0141] In FIG. 11, best match node 1116 can perform and repeat intra-domain
routing in the domain of node 1116, at 1138, as described above. That is, node 1116 can
perform PUTs in the fabric nodes in that domain. If, at 1140, the number of

confirmations back from nodes in the domain of best match node 1116 plus the number
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of confirmations at 1128 does not equal or exceed numparts, inter-domain routing to
additional different domains can be performed. Target nodes that accept and store the
content object part in response to the PUT return confirmations at 1144 back to ingress
node 1108, at which point ingress node 1108 can update its inter-domain routing tree
with the node IDs of the target nodes that responded for the partition. Then, at 1148,
ingress node 1108 confirms back to client 1104 that the content object part was
successfully published.

[0142] In some implementations, a continuous ML system allows individual
clients to learn fabric nodes and paths that yield high performance.

[0143] In some implementations, the content fabric provides an overlay network
where fabric nodes are equal participants in a full mesh network, and content object parts
including raw data, metadata and code are delivered. Thus, it is not required for the
overlay network to have direct knowledge of the underlying Internet topology and
routing infrastructure. When a client makes a request of the content fabric to GET
content, the client is directly served by a fabric node, which is referred to herein as an
egress node for the sake of ML. That egress node either has the content object part or
searches to find a fabric node that can supply the content object part, as described in
greater detail herein. The supplying fabric node is referred to herein as an origin node for
the sake of ML.

[0144] In some implementations, in terms of delivery quality, it can be desirable
to optimize with ML

[0145] - start-up latency: it can be desirable for a client to receive parts with
minimum latency, for instance, meeting the ‘200 milliseconds” considered instantaneous
by human perception, to start playing/experiencing served content.

[0146] - delivery bandwidth: it can be desirable for clients to receive streams and
downloads from the content fabric such that their “bottleneck bandwidth” in their
connection to the Internet is the bottleneck in receiving speed.

[0147] - least use of core Internet bandwidth: to minimize cost, it can be
desirable to use the core Internet bandwidth as little as possible given meeting the client
quality targets. Thus, it can be desirable to “localize” the selection of egress and origin
nodes to avoid crossing the Internet core as much as possible.

[0148] Given the overlay network model, in some implementations, two separate

dimensions can be independently optimized and in turn “learned” -- the selection of an
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egress node, and the selection of an origin node relative to an egress, which is called an
“egress-origin segment.” Additionally some implementations optimize these features for
each individual client, meaning that not all clients will prefer the same choices and that
some implementations cannot know a priori a good choice for a client except to “learn”
from appropriate peers.

[0149] Some implementations construct a collaborative filtering system in which
individual clients learn the best egress nodes and the best egress-origin segments by
learning from “like” clients. Specifically, some implementations train a collaborative
filtering model where clients learn from clients in their own regions to select egress
nodes and learn from all clients to select egress-origin segments.

[0150] Thus, in some implementations, each client request is served by: an origin
node with constrained bandwidth and capacity, an egress-origin segment in the overlay
comprised of underlying network links that can be congested, an egress node with
constrained bandwidth and capacity, and a client-egress segment which may not be
controlled by the system.

[0151] As client requests are fulfilled, some implementations record the delivery
bandwidth and time to first byte attributable to the egress-origin segment and attributable
to the egress nodes.

[0152] Some implementations use the score of the segments and egress node to
train the model. And some implementations use the trained model to identify best
segments to route subsequent requests.

[0153] In some implementations, a collaborative filtering method simultaneously
derives the underlying features and the prediction function and minimizes the cost
functions for each in two separate applications of the model: one that maximizes the
delivery bandwidth, and a second that minimizes the time to first byte (or time to first
segment). Some implementations apply the collaborative filtering method independently
to the egress-origin segment measurements and the egress node measurements to predict
the future scores for each value (bandwidth and time to first byte), for each client, and
the model learns expected scores for new clients.

[0154] The training may occur in near real-time to ensure that the content fabric
adapts fast to changes in resources, failed fabric nodes etc. In some implementations, a
computational matrix to continually train this system can scale with the number of clients

and the number of paths between fabric nodes. Modern TPU and parallel processing
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systems are often equipped to perform fast matrix multiplication on very large scale
matrices such as “billion x billion” dimensions and learning.

[0155] FIG. 12 shows an example of a continuous machine learning (ML)
method for predicting best performing egress nodes and egress-origin segments per
client. In FIG. 12, participating entities include a client 1204, an ML system 1208
implemented on one or more fabric nodes of the content fabric, an egress node 1212, and
an origin node 1216. At stage 1220 of FIG. 12, ML system 1208 is configured to geo-
locate client 1204 to determine a geographic region of the content fabric to serve client
1204. In this example, at 1224, client 1204 calls a config() method at system 1208. At
1228, ML system 1208 performs the config() method to geo-locate client 1204, and the
corresponding content fabric geographic region is returned from system 1208 to client
1204 at 1232.

[0156] In the example of FIG. 12, current predicted scores for fabric nodes in the
determined geographic region for client 1204 are read at 1236 and are based on prior
training. The prediction can be for a generic client in situations where client 1204 is new
to system 1208. In other instances, when client 1204 is a repeat, the prediction can be
specific to client 1204. The current predicted scores are used by ML system 1208 to
identify a top scoring egress node for clients in the determined content fabric region. In
this example, the top scoring egress node is egress node 1212. Thus, at 1240, client 1204
issues a GET of a content object part to egress node 1212. If egress node 1212 finds at
1244 the requested content object part, at 1248, egress node 1212 returns the found part
back to client 1204. In instances where egress node 1212 is unable to find the requested
content object part in memory or otherwise local to egress node 1212, at 1252, egress
node 1212 finds among the top scoring egress-origin segments the origin nodes that
contain the requested content object part by partition match and issues a GET using the
intra-domain and inter-domain protocols described in greater detail herein to these origin
nodes. In this example, origin node 1216 completes a high scoring egress-origin segment
for egress node 1212, and contains the desired contain object part by partition match.
Thus, at 1256, egress node 1212 issues a GET to origin node 1216, origin node 1216
identifies the content object part at 1258, and egress node 1212 receives the desired
content object part from origin node 1216. The content object part is then returned from

egress node 1212 back to client 1204 at 1260.
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[0157] In FIG. 12, in some implementations, at 1264, measurements can be
recorded as content object parts are found and delivered to client 1204. In this example,
when egress node 1212 finds the content object part on origin node 1216, egress node
1212 can record measurements detailing the egress-origin segment, time to first byte
(TTFB) to receive the content object part, and bandwidth as well as other parameters, as
illustrated in FIG. 12. Also, in instances when egress node 1212 has the requested
content object part, such measurements can be recorded, in which case, TTFB = 0, and
bandwidth is not applicable (N/A). Also, as content object parts are returned to client
1204, client-egress scores for TTFB and bandwidth per region can be aggregated at 1268
by ML system 1208. In some implementations, such scores are retrieved from egress
node 1212 for aggregation 1272. In some implementations, egress-origin scores are also
aggregated for TTFB and bandwidth for all geographic regions at 1276 of FIG. 12.
[0158] In the example of FIG. 12, at 1280, TTFB and bandwidth score
predictions can be retrained using these aggregated measurements. For instance, as
illustrated by reference numeral 1284, ML system 1208 can retrain using a collaborative
filtering method using egress node measurements for each geographic region and egress-
origin node measurements for all geographic regions in this example. Then, at 1288, new
predicted scores can be computed and stored in memory by system 1208. For instance,
system 1208 can call an updatescores() method 1292 to store new predicted scores. For
example, for each geographic region, egress node scores can be stored, and for all
geographic regions, egress-origin segment scores can be stored.

[0159] In some implementations, in addition to selecting the best egress and
content routes based on ML, popular content can be opportunistically cached in the
available capacity of the fabric nodes. In some implementations, to select the best
content to cache, a second continuous learning model can be used to predict most
popular content, and can be used in conjunction with JIT rendering of multiple versions
of output media through bitcode in the content fabric.

[0160] Predicting popular content can be considered a “time series” problem. For
time series prediction, a gradient boosting decision tree is applied in some
implementations. In some other implementations, sequential models may be used. In
some implementations, the gradient boosting decision tree is applied to a screening data
set, where features include content request time, content request duration, content title,

playout platform, and other content metadata.
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[0161] In some implementations, there are two ways to split time series data into
training, validation, and testing: a side-by-side split and a walk-forward split. In the side-
by-side split, which can be used for a mainstream ML model, the data set is split into at
least two portions, one used for training and the other used for testing (with the
timeframe of both aligned). The walk-forward split, in comparison, is aimed specifically
at data sets with a strong correlation with time.

[0162] FIG. 13 shows an example of split schemes for training, validation, and
testing in a timeframe, where the timeframe of a data set chosen for validation is shifted
forward by one prediction interval relative to the timeframe for training. A walk-forward
split 1304 and a side-by-side split 1308 are shown. As shown in FIG. 13, train, validate
and test can be performed on the full data set but over different timeframes. Some
implementations use a walk-forward split approach, and experimentation can be
performed to determine the optimal time duration and time offset in the model.

[0163] In some implementations, the model includes a number of features such
as content categories, streaming type, request day of the week, and request lifetime, as
well as a number of statistical features derived from the data set, such as time windows
of popularity, global attention statistics and past request aggregation from previous time
periods. For aggregation methods, some implementations use mean, median, max, min,
days since, and differences of mean values between adjacent time windows.

[0164] In some implementations, the content fabric provides a universal (type
and size agnostic) distributed storage solution for digital content that is fundamentally
different than conventional distributed file systems and cloud storage in a few key ways:
1) the content fabric avoids duplication of storage or network bandwidth transmission as
the content is re-purposed for various output versions, 2) the content fabric provides
flexible personalization of the media delivered (programmability), and 3) the content
fabric includes intrinsic versioning and an ability to prove the validity of a piece of
content and its version history.

[0165] In some implementations, a content object’s data is stored in data
containers called content object parts. A content object part is the fundamental unit of
storage, network transfer and caching as mentioned above. A content object part is
immutable once finalized and identified by a hash value that is calculated across all of

the content object part’s content. Thanks to the use of a cryptographic hash function, the
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authenticity of a content object part’s data can be verified by recalculating the hash. The
hash also serves as criterion for data deduplication.

[0166] In some implementations, when file data is ingested into the content
fabric, the file data is automatically partitioned into content object parts to desirably have
a consistent part size. Large file data can be split up and stored in multiple content object
parts. Multiple small files can be aggregated into a single content object part. User-
provided metadata can also be stored in the content object parts, as described above with
reference to FIG. 1. In some implementations, even fabric-internal data structures such as
a list of content object parts or content verification proofs can be stored in content object
parts. In some implementations, the content object is a small data structure that
references content object parts by hash and is stored itself as a content object part.

[0167] FIG. 14 shows an example of a content object structure in the content
fabric. In this example, a content object includes structural portions in the form of QREF
1404 and QSTRUCT 1408. The content object also includes data portions in the form of
metadata QMD 1412 and QMD2 1416, as well as opaque data in the form of opaque data
parts 1420, 1424 and 1428. For instance, one or more of opaque data parts 1420-1428
can be an opaque data blob such as raw data and/or code.

[0168] In FIG. 14, QREF 1404 of the content object is a content object hash. For
instance, the QREF can be encoded in the Concise Binary Object Representation
(CBOR) format. CBOR can be desirable in some implementations because CBOR is
JSON-like and schema-less, but more efficient in size and faster in processing. The use
of a standard encoding format can facilitate validation of the authenticity of metadata:
the content object part hash allows validation of the content object part’s binary content,
while the open format allows extraction of the metadata from it.

[0169] In this example, QREF 1404 has sub-components including a QSTRUCT
hash 1404a, a QMD hash 1404b, a QMD?2 hash 1404c, and a content type hash labeled
QTYPEHASH 14044d. In this example, QSTRUCT hash 1404a is a hash of QSTRUCT
1408, which is also CBOR-encoded in this example. QSTRUCT 1408 includes hashes of
opaque data parts 1420, 1424 and 1428 as well as associated proofs. In QREF 1404,
QMD hash 1404b is a hash of QMD 1412, which is CBOR-encoded structured data
stored in an encryption key space 1. By the same token, QMD?2 hash 1404¢ of QREF
1404 is a hash of QMD?2 1416, which is also CBOR-encoded structured data and stored
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in encryption key space 2, as shown in FIG. 14. Opaque data parts 1420-1428 can also be
stored in designated encryption key spaces as illustrated in FIG. 14.

[0170] In some implementations, using a hierarchical reference structure, content
objects scale from small to very large. In some implementations, none of the employed
structures impose a limit on size, neither for binary data nor for metadata. The reference
structure also provides efficient and fast versioning of content. In some implementations,
creating a new version of content includes copying the reference structure, pointing back
at the previous version’s data, and then creating new structures and data for the pieces
that change in the new version. For example, adding a new file to an existing content
object results in a new (set of) data, a modified subset of metadata, and updated internal
structures. Existing file data (represented as existing content object parts) and the
unchanged metadata subset are not duplicated in some implementations.

[0171] FIG. 15 shows an example of a method for finding content objects by
hash. At 1504, a client 1506 obtains a content hash, QHASH, out of band, for example,
linked on a website. At 1508, client 1506 finds an egress node and requests to read
content identified by QHASH. An example of such an egress node is node B of FIG. 15.
At 1512, node B parses QHASH and extracts a content object hash, QREF, in this
example. At 1516, node B requests QREF from the content fabric, for instance, using a
GET QREF command. In this example, node A of FIG. 15 has QREF and, thus,
responds. Node B can then read contents of QREF and parse hashes QSTRUCT and
QMD from QREF, as illustrated in FIG. 14. At 1520 of FIG. 15, node B issues a GET
QMD, and node C responds since QMD is stored on node C, as shown in FIG. 15. So
node B can read contents of QMD. At 1524, node B requests QSTRUCT and finds
QSTRUCT on node F. When node B retrieves QSTRUCT from node F, at 1528, node B
parses QSTRUCT to extract QPART 1 and QPART 2. At 1532, node B then gets
QPART 1 from node D and gets QPART 2 from node E, as shown in FIG. 15. At 1536,
node B can return QMD, QPART1, and QPART?2 to client 1506.

[0172] FIG. 16 shows an example of a method for executing content programs
against content object parts and metadata. In FIG. 16, client 1506 performs operations
1504 and 1508 as described above with reference to FIG. 15. Node B performs operation
1512 as also described above. At 1616 of FIG. 16, node B requests QREF from the
content fabric using a GET QREF. In this example, node A responds, since node A has
QREF. Node B then reads contents of QREF and extracts QTYPEHASH, referring to
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another content object hash. At 1620, node B finds the other content object by hash and
extracts a portion in that content object that contains code, QCODEPART. At 1624, node
B continues to read content object parts and metadata as described above at operations
1512-1532 of FIG. 15. Then, QCODEPART can be executed against the content object
parts and metadata read at 1624. Results can then be returned to client 1506 at 1628.
[0173] FIG. 17 shows an example of content object versioning. In FIG. 17, a first
version 1704 of the content object structure of FIG. 14 is shown. A second version 1708
of the content object structure is also shown. In this example, a blockchain 1712 is also
shown. In blockchain 1712 is a content object contract at a first point in time 1716 and at
a second point in time 1720. In this example, at first time 1716, the contract identifies
QREF_vl1, that is, version 1704. At the later time 1720, the content object contract
identifies QREF_v1 as the previous version, while QREF_v2, i.e., second version 1708,
is identified as the current version.

[0174] In the example of FIG. 17, at 1722, there is an instruction to update
version 1704 by adding a new part, labeled part 4 in this example. In response to this
instruction, at 1724, a copy of the previous version of QMD, QMD_v1, is made, and
QMD_v1 is modified and saved as QMD_v2 in second version 1708. At 1726, a copy of
the first version of QSTRUCT, QSTRUCT_vl1, is made, and a reference to part 4 is
added to create a second version of QSTRUCT, QSTRUCT_v2, also shown in second
version 1708. At 1728, a copy of QREF_vl1 is made. References to QSTRUCT_v2 and
QMD_v2 are stored and then saved as QREF_v2 in second version 1708. At 1730,
QREF_v2 is recorded as the current version to the content object contract of blockchain
1712.

[0175] FIG. 18 shows an example of a method for verification of metadata in a
content object. In FIG. 18, at 1804, a current version of QREF is provided using a
blockchain content object contract such as contract 1720 of FIG. 17. At 1808 of FIG. 18,
QREF contents are read, for instance, in the form of hashes 1404a-1404d of FIG 14. A
checksum of canonical CBOR encoding of QREF is calculated at 1812 of FIG. 18. The
checksum and QREF are compared at 1816. When QREF and the checksum are not
equal, verification of the metadata fails. At 1816, when QREF and checksum are equal,
verification is established. Returning to 1808, after reading the contents of QREF, at
1820, QMD hash 1404b of FIG. 14 is read. Metadata 1822 provided as an input in FIG.

18 is processed at 1824, where a checksum of canonical CBOR encoding of the metadata
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is calculated. This checksum is then compared at 1828 with the QMD hash read at 1820.
When the QMD hash and checksum of 1824 are equal, verification is established. When
the QMD hash and checksum of 1824 are not equal, verification fails.

[0176] FIG. 19 shows an example of a method for verification of a full content
object part. In FIG. 19, operations 1804, 1808, 1812 and 1816 as described above with
reference to FIG. 18 are performed. In FIG. 19, following 1808, QSTRUCT hash 1404a
of QREF 1404 of FIG. 14 is read at 1904 of FIG. 19. Following 1904, at 1908, a
checksum of canonical CBOR encoding of QSTRUCT contents is calculated. This
operation at 1908 also follows a determination at 1816 that operands are not equal. The
QSTRUCT hash and checksum of 1908 are then compared at 1912. If the QSTRUCT
hash and checksum are not equal, verification fails. If the QSTRUCT hash and checksum
are equal, verification is established. Also, in FIG. 19, a full content object part is
provided as an input at 1916. At 1920, a checksum of the content object part is
calculated. This checksum is compared with a QPARTHASH read from QSTRUCT
1408 of FIG. 14 at 1924 of FIG. 19 in a compare operation at 1928. If the QPARTHASH
and checksum of 1920 are not equal, verification fails. If the QPARTHASH and
checksum of 1920 are equal, verification is established. It should also be noted that
operation 1924 is desirably repeated for all QPARTHASHes contained in QSTRUCT
1408 of FIG. 14 for separate verifications, in some implementations.

[0177] FIG. 20 shows an example of a method for verification of a sub-portion of
a content object part. In FIG. 20, operations 1804, 1808, 1812, 1816, 1904, 1908 and
1912 are performed in the manner described above with reference to FIGs. 18 and 19. In
FIG 20, rather than a full content object part being provided as an input, a binary sub-
portion of a content object part is provided as an input at 2004. At 2008, a checksum of
the sub-portion of the content object part is calculated. Then, at 2012, a checksum of the
root of a chunk Merkle tree based on the checksum calculated at 2008 and based on
proofs is calculated. At 2016, following 1904 in FIG. 20, QPARTHASH is read from
QSTRUCT obtained at 1904, and the Chunk Merkle Proof, as described in greater detail
herein, based on QSTRUCT is calculated. Then, QPARTHASH is compared with the
Merkle root checksum of 2012 at 2018. When QPARTHASH and the Merkle root
checksum are not equal, verification fails. When QPARTHASH and the Merkle root

checksum are equal, verification is established.
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[0178] In some implementations, re-use of the same content in creation of output
variants, and consequent benefits to distribution efficiency and personalization, are
facilitated in the content fabric through use of JIT compilation capabilities that allow
multiple front end compilers to leverage the optimization of compilation to machine code
(backend compilation) for multiple source code languages. In some implementations, the
system compiles the source code to an intermediate representation language, e.g.,
abstract syntax tree (AST), and allows for development of maximally optimized
compilation of AST to machine code.

[0179] In some implementations, this method decouples “front end” compilation
from source code, and “back end” compilation from source to machine code, via AST,
and many beneficial side effects, one of which is the ability to support JIT compilation of
source code to machine code via AST. Also, the system may use cross-platform
compilation (static and dynamic). In some implementations, the content fabric benefits
by providing a purpose-built “sandbox” for deploying code that modifies content objects.
The sandbox can be part of the content fabric and can be extended to clients using
application programming interfaces (APIs) via web assembly machine code (WASM).
[0180] In some implementations, bitcode can be written in any supported
language, e.g., C++, Go and Javascript for WASM, but different languages may be used.
Some implementations define an interface between the content fabric and modules
loaded JIT that allows for a content fabric method to call into the module, and the
module to call back into the content fabric method. This calling context can facilitate
reading/writing content and metadata to/from the content fabric, and can facilitate a
security sandbox for both authorizing code operations and metering their use of system
resources (e.g., for compensation and charging).

[0181] FIG. 21 shows an example of a method for just-in-time (JIT) transcoding,
packaging and transport within the content fabric. Entities participating in the method of
FIG. 21 include client 2104, a fabric node 2108, another fabric node having a desired
content object part 2112, and an origin fabric node 2116 in the case of a live streaming
implementation. At 2120 of FIG. 21, client 2014 requests to play digital content in the
form of a video. At 2124, client 2104 requests a segment of the video from fabric node
2108. If fabric node 2108 finds at 2126 the requested segment in cache at node 2108, the
segment is returned from node 2108 to client 2104 at 2128. In some instances, node 2108

is not able to find the requested segment in node 2108’s cache, so node 2108 can
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determine at 2130 if a corresponding mezzanine-marked part, a higher bit rate version of
the segment, is stored in node 2108’s cache. If the mezzanine version is found, the
mezzanine version can be transcoded and returned, at 2132, to client 2104.

[0182] In FIG. 21, in some instances, if the requested segment and the mezzanine
version of the segment are not in cache at node 2108, node 2108 can send a GET for the
mezzanine version to the node having the part 2112 at 2136, using routing methods
described in greater detail herein. Node 2112 can return the mezzanine version to node
2108 at 2140. Node 2108 can then begin transcoding the received mezzanine version into
individual segments 1, 2, 3,4 ... N at 2142. As the segments 1-N are transcoded, node
2108 sends the transcoded segments to client 2104, where the segments can be desirably
buffered ahead of playback at 2144.

[0183] In FIG. 21, in the case of live transmission, in some implementations, it is
desirable to create and publish mezzanine versions of segments from origin fabric node
2116 at 2148 as those mezzanine versions are available in the live transmission. In this
way, latency can be minimized or eliminated in streaming live video as the live video is
pushed into a pre-established content object structure.

[0184] In some implementations, new output variants can be introduced without
having to create additional copies of a mezzanine source (language versions, territory
versions, repairs, new playout device formats, etc.) and can be updated or extended
without changing or taking down the content fabric. In some implementations, bitcode
stored in content object parts in the content fabric can be versioned and updated without
having to change other parts of the pipeline.

[0185] When new content is published to the content fabric, such as an
interoperable master format (IMF) package, an ingest content type template can be
selected by the user or client of the APIL. That content type implements bitcode that the
content fabric invokes to write the content in the package to the content fabric. FIG. 22
shows an example of IMF package content in the content fabric after ingest of the
selected content type, implemented with bitcode. In this example, for the IMF content
type, the audio and video tracks can be written as content object parts, and the relevant
portions of the content play lists and offering playlists (CPLs and OPLs respectively) are
written as metadata key,value tuples. In some implementations, the core logic to create
an output variant is written as a metadata value using a JSON object; this object, termed

an “offering,” is a grouping of the key names for the audio and video tracks, starting time
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code, duration and parameters, for example, to create an output version. FIG. 23 shows
an example of description for an English language version of a consumer streaming
deliverable from an IMF package where the package specifies multiple language
versions.

[0186] In some implementations, when a user requests to stream a DASH or HLS
version of a content object in its target language version, the bitcode module reads the
appropriate metadata and the metadata pointing at the constituent video and audio
content object parts, reads the content of these parts, and generates a manifest file, which
is then served to the client and the stream, which is served. The manifest and the
segments can be built on-the-fly by the bitcode. In this case, the bitcode drives
audio/video processing modules to perform the scaling and bitrate transcoding to
generate only the segments the client requests as the requests are made. For instance, in
FIG. 21, there can be DASH and HLS manifest files and segments generated from a
mezzanine master package, for instance, in IMF format, using bitcode at the time of user
request.

[0187] In some implementations, the bitcode environment in the content fabric
can accommodate code that operates on the parts such as raw data and metadata of a
content object in the content fabric for personalizing or customizing output such as
consumable media. Some implementations use bitcode to, for example, apply custom
watermarks, as described below with reference to FIG. 24, provide custom clipping
functions, and implement automatic video classification and metadata tagging via ML. In
this case the ML model that provides the video classification code runs inside a container
loaded by the bitcode sandbox, illustrating a breadth of possibilities for creating
intelligent content coding pipelines. In some implementations, the content fabric allows
such operations to be embedded directly into the media delivery pipeline, to be versioned
and updated without affecting the rest of the pipeline, and to draw on re-usable metadata
and content.

[0188] FIG. 24 shows an example of metadata stored in an original content object
created from an IMF source package used to specify content, dimensions and placement
of a watermark by bitcode in generating an output stream. In this example, the content
object was created from an IMF source package with mezzanine level video.

[0189] In some implementations, the content fabric has capacity to store

metadata classifying the content, and, with the programmability of the bitcode sandbox,
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to use this metadata to create customized or personalized media output or to offer
personalized, JIT searching and interest matching of content in the fabric. A video
classification machine using a deep learning pipeline can be incorporated, in some
implementations.

[0190] In some implementations, video tagging is performed to iterate video
frame by frame, e.g., using OpenCV, FFMPEG, or the content fabric AV pipe, followed
by applying a per-frame encoding procedure using a convolutional neural network,
resulting in an n-dimensional vector per frame expressing the frame-level video features.
The frame-level features are then aggregated to form a video-level feature vector, which
is then input to a video-level classifier to predict the video labels.

[0191] In some implementations of the content fabric video tagging pipeline,
some videos are encoded into one-frame-per-second frames. Raw frames are fed into an
inception network, and the Rel.u activation of the last hidden layer is fetched to form
frame-level features. These frame-level features are aggregated. In some
implementations, context gating, a learnable non-linear unit, is applied to the aggregated
video-level features, followed by a video classifier--a mix of neural network expert
systems--to perform final tagging. Some implementations aggregate spatial
representation in recognition of ‘places.’

[0192] In some implementations of the video tagging architecture, context gating
is performed, which generally refers to training a non-linear gating unit such that relevant
aspects of a video are enhanced, and off-topic features are suppressed. Some
implementations use a method called “mix of neural network experts,” which is based on
the original mixture of expert methods in which one trains multiple simple 'expert’
networks, to optimize their 'expert’ domain, followed by a convolution with a gating
distribution, effectively learning both the parameters of the individual expert networks
and the parameters of the gating function. Such an approach effectively forms an
ensemble for the final prediction, where the bias and variance can be appropriately
balanced, thereby overcoming overfitting effects in individual expert models.

[0193] The paradigm of engineering sufficiently “trustworthy” systems is
becoming increasingly difficult to sustain successfully as more and more content flows
over the Internet to ever more variations of rights management, ever more points of
vulnerability exist in the increasingly complex technological supply chain, and the value

of digital content incentivizes theft.
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[0194] In some implementations, the content fabric backs content access control -
- operations to create, update, or access content -- with blockchain transactions executed
through a native ledger embedded in a content fabric software stack. The system ensures
that parties are authentic, and its consensus ensures that only valid (authorized)
transactions on the content can be carried out. The content fabric can intrinsically couple
control over the content’s modification and access to the blockchain, while maintaining
scalable storage and distribution outside of the blockchain.

[0195] In some implementations, the content fabric allows content access control
and authorization to take advantage of blockchain ledgers for “programmable”
transactions between parties. For instance, each transaction on the blockchain can
execute a small piece of code that represents the terms of access for each content object.
This small piece of code is referred to as a smart contract. In some implementations, the
content fabric may implement a blockchain that is compatible with the Ethereum
protocol and exposes an Ethereum Virtual Machine interface for applications, although
other protocols/blockchains may be used.

[0196] In some implementations, the ‘ledger’ is charged with at least three
operations: 1) providing the authoritative ‘directory’ of content including the only trusted
reference to the list of versions of each content object and the final verification ‘hash’
(the ground truth) for each of these versions, 2) execution of the ‘access control’ logic
allowing users to read and write content as well as contract terms enforcement and
commercial terms reconciliation (payments and credits), and 3) recording access
operations on content in the content fabric (the ‘ledger’ operation).

[0197] In some implementations, the blockchain provides an ordered list of
transactions. Each transaction is performed by a blockchain participant and could have
side effects: a state change in a particular account or contract, a transfer of value, or one
or more blockchain ‘events’. Transactions are identified by a ‘transaction ID.” The
content of a transaction as well as the ‘transaction receipt’ are available to blockchain
participants. In some implementations, because the ledger is public, transactions can
store ‘proofs’ of the activities they are recording, for example in the content fabric, the
final ‘checksum’ of a new content after an update. The way in which transactions can
offer public verification of a particular action without revealing the details of the action

belongs to a class of cryptography referred to as zero-knowledge proofs.
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[0198] In some implementations, participants in the blockchain fall into two
categories: account owners and contracts. Account owners are primarily people in
control of their actions against the blockchain, for example, creation or update of content,
accessing or viewing content, etc. Applications operated by people or automated
processes also can be account owners. These applications are often trusted by the people
who run them to do what they were constructed to do, and they are trusted to operate the
blockchain accounts they have been given access to. On the other hand, contracts are
generally autonomous participants--they operate based on their ‘code’. For example, a
contract written to pay 2 credits to each user who supplies a particular record signed by a
signature accepted by this contract will behave the same way and pay the 2 credits when
the signature is matched, and decline to pay otherwise. An account owner generally is
identified by its ‘address’ on the blockchain and owns a public/private key pair that it
uses to sign its transactions against the blockchain.

[0199] In some implementations, a contract is identified by its ‘address’. The
contract will have an address if it has been successfully deployed by its creator. The
creator is generally known because the creation of the contract is done in a ‘transaction’
where the ‘from’ address is the contract creator.

[0200] In some implementations, a content space is configurable to set base
policies controlling access to associated content objects. The content space can be
represented by the smart contract and, in such instances, is referred to as a content space
contract. In some implementations, the content fabric operates as a single, global content
space. In some other implementations, additional content spaces can be created for
special purpose use.

[0201] In some implementations, a content node has a blockchain account,
represented by its public/private key pair. By the same token, a user of the content fabric
can have a blockchain account represented by its public/private key pair.

[0202] In some implementations, a library is implemented as a repository of
content, setting policies for how the library’s content objects work. The library can be
created inside a content space and can be represented by a smart contract, referred to
herein as a library smart contract, which is determined by the containing content space.
The library can have a user as an owner.

[0203] In some implementations, content is a representation of a digital asset and

is created in a library. The content can be represented by a smart contract, referred to
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herein as a content smart contract, which is determined by the containing Library. In
some implementations, each content object has an instance of the content smart contract.
[0204] Users can have various roles, in some implementations. For instance, a
library owner can dictate the behavior of content objects inside the library, for example,
who can create content, who owns the content once created, how content is accessed or
commercialized, etc. Another role of a user is content owner. This owner of a content
object can control reading and writing access to the content. A content object can have
multiple owners, and these owners can have slightly different privileges, for example,
modifying or updating the content object versus publishing the content object for
consumer access and determining commercial terms. In some implementations, a degree
of control over the content is set by the library. Another role is consumer, referring to a
user who does not own content and can access content based on the content object’s
contract terms, including commercial terms such as access or viewing charge.

[0205] FIG. 25 shows an example of a flow of content fabric operations
providing content security and blockchain control. In some implementations, operations
on content objects in the content fabric follow a flow of first invoking the appropriate
blockchain transaction on the appropriate contract address, and then using the proof of a
valid transaction -- indicating that the operation is authorized -- to make an authorized
API call on the content fabric. Specifically, a client 2404 of the content fabric API
securely obtains his/her public/private keys, for instance, by retrieving keys from a
personal store or creating new keys at 2408. At 2412, client 2404 creates a blockchain
transaction signed with the private key, and the transaction is recorded in a blockchain
2416 of content fabric 2420. At 2412, a specific contract and associated method may be
invoked. On successful completion of the transaction (which can perform authorization
logic), at 2424, client 2404 creates an authorization token including the transaction ID,
and passes this token in a corresponding content fabric API 2428. Optionally, content
fabric API 2428 may prompt client 2404 to call a finalization method on the contract in
order to complete the API transaction at 2432.

[0206] In some implementations, publishing a content object into the content
fabric assumes a content library has been created, and that library exists within a content
space. The content library is created within the content space and, as such, often is based
on the content space giving a user permission to do so. For example, a global content

space can allow users to create libraries for a fee. In some implementations, the content
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space is created by the originator of the content fabric, but additional content spaces can
also be created by participants in the content fabric for special use, such as for private or
semi-private subsets of the content fabric with dedicated private fabric nodes.

[0207] In some implementations, because of their genesis roles, content spaces
are trusted by fabric nodes, and fabric nodes are configured to trust content spaces by
their maintainers. A new content space is created by deploying the content space contract
and configuring fabric nodes to recognize the new space.

[0208] In some implementations, to create a library, a user or client program
makes an API call directly, or via a user interface. The API implementation executes a
method on the content space contract, createlibrary(), which in turn will create a new
instance of the library smart contract for that particular library based on the parameters
specified. The calling user becomes the owner of the library contract and as such will be
able to further configure the library contract.

[0209] FIG. 26 shows an example of a method for implementing secure content
creation in the content fabric. In some implementations, the creation of a new content
object for ingestion into the content fabric and updating of existing content objects
involves carrying out one or more of the following operations, illustrated in FIG. 26, in
which a client, “ALICE” 2504 interacts with a blockchain 2508 and a fabric node 2512.
At 2516, preparation begins by calling a method on the library contract to look up
possible content types and their security groups offered by the library. At 2520, a method
createcontent() is called on the corresponding library contract, passing the content type
and the chosen security groups. This returns a transaction ID and a new content ID. At
2524, createcontent() is called on the content fabric passing in an authorization token
containing the transaction ID obtained above and the content ID, signed by the content
creator. This returns from the content fabric a valid write token. At 2528, a content
encryption key set is generated: an AES symmetric key and a proxy re-encryption public,
private key pair (AFGH) for each security group. Also at 2528, the content encryption
key set is encrypted for three parties: the owner, the content fabric’s key management
service, and any owner delegates, using their respective public keys. Also at 2528, a
method setsecuritymetadata() is called to store this data mapped to these three entities.
[0210] In FIG. 26, at 2540, content object parts are uploaded to the content
fabric, encrypting each content object part with the AES content key first, and then using

the AFGH key. At 2544, a method commit() is called on the library contract passing in
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the ‘content hash’, which is a new version of the content, uniquely identified by this
hash. Note that each content update API invocation returns the potential ‘content hash’ if
a version of the content were to be finalized without further modifications. At 2548, a
finalize() method is called on the content fabric passing an authorization token including
the transaction ID obtained above and signed by the owner (the creator). At 2552, fabric
node 2512 supporting the operation calls a confirm() method on the library contract
passing in the final content hash, and signing the transaction with the fabric node’s key
to prove that this fabric node supported the operation.

[0211] In some implementations, updating content in the content fabric skips
operations 2516-2540 above and instead includes a call of writeaccessrequest() on the
content contract to authorize the update, and then OpenWrite on the content fabric using
the obtained transaction ID in the authorization ID.

[0212] FIG. 27 shows an example of a method for implementing secure content
access in the content fabric. In some implementations, the consumption of content as an
output, e.g., consumable media, from the content fabric by a client involves carrying out
one or more of the following operations. Entities participating in the method of FIG. 27
include a client, “BOB” 2604, a blockchain 2608, a fabric node 2612, and a key
management service (KMS) 2616. At 2620, an ephemeral key set is created. At 2622, a
proxy re-encryption public/private key (AFGH) is encrypted with the public key of the
consumer. At 2624, the ephemeral key set is encrypted for the content fabric’s key
management service using its public key. At 2628, a method accessrequest() is called on
the content object’s blockchain contract passing in the encrypted ephemeral key set. At
2632, the contract records the ephemeral key set in the contract’s state using a unique
key, escrows any value required by the AccessRequest from the consumer’s credit, and
returns the transaction ID. At 2636, BOB 2604 calls a contentopen() method on the
content fabric passing in an authorization token containing the transaction ID obtained
above, signed by the consumer. At 2640, fabric node 2612 calls KMS 2616 (the
delegate) passing in the authorization token above, including the transaction ID and
signed by the consumer for the authorized accessrequest(). At 2644, KMS 2616 verifies
the request by verifying the transaction ID (consumer’s signature and success status) and
then generates: the proxy re-encryption key using the AFGH key in the ephemeral key
set, and returns the re-encryption key to the fabric node; and an encrypted version of the

content AES key, encrypted with the consumer’s public key.
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[0213] In FIG. 27, at 2648, KMS 2616 calls accessgranted() on the content
contract recording the re-encryption key and the content key encrypted for the consumer,
obtained above. The contract releases the “value” from escrow to the content owner. At
2652, fabric node 2612 uses the re-encryption key to re-encrypt the content from the
original AFGH key space into the consumer’s ephemeral AFGH key space. At 2656,
BOB 2604 reads the re-encryption content delivered by the fabric node and the encrypted
key blob recorded by an accessgranted() contract method. BOB 2604 is now able to
decrypt the content as follows: extract the AES content decryption key from the
encrypted key blob using its private key; first decrypt using its ephemeral AFGH secret
key; and then decrypt the result using the AES content decryption key obtained above.
Optionally, at 2660, BOB 2604 calls the content contract’s accesscomplete() method.
[0214] In some implementations, the re-encryption of content published by the
owner for an authorized consumer occurs without the software stack or host computing
device it runs on having access to the plain text content or to the AES content encryption
key, allowing for a “trustless” re-encryption of the content. This capability utilizes proxy
re-encryption, based on public/private key cryptography, allowing data encrypted with
one user’s public key to be transformed such that it can be decrypted with another user’s
private key. The re-encryption transformation is ‘permissioned’ in the sense that it is
possible when the original, encrypting user generates a re-encryption key that is based on
the encrypting user’s private key and the public key of the target user. The re-encryption
key itself is protected and does not expose useful information about the original
encrypted data. Further, this re-encryption key is used by a third party -- a proxy -- to re-
encrypt the data without it becoming unencrypted.

[0215] In some implementations, proxy re-encryption provides a useful and
powerful service for a secure (trustless) content management system to prevent
unintentional or intentional unauthorized access to content; specifically, proxy re-
encryption can allow for secure, encrypted data to be easily shared with other users
without exposing valuable private keys with any intermediary technology or allowing a
malicious end-user to trivially share keys that could be used to decrypt (and steal) other
content in the system.

[0216] Unlike conventional content management systems, the disclosed content

fabric can be implemented to run in a distributed, trustless environment. Security
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assumptions are different in a trustless environment; in particular, it is not valid to
entirely delegate content security to the content nodes themselves.

[0217] In some implementations, secure data is encrypted with a set of keys
generated and stored by the content publisher. Two distinct sets of keys are generated for
each content object part by default: a symmetric key and a public / private key pair for
proxy re-encryption. For instance, the symmetric key and method can be AES-256. The
content fabric’s proxy re-encryption is implemented with pairing-based cryptography so
a pairing-friendly elliptic curve can be used. In some implementations, the content fabric
uses the curve, BLS12-381.

[0218] In some implementations, while each form of cryptography independently
provides strong security guarantees, the two distinct key sets are used to implement the
trustless model. The symmetric content keys are managed securely in the content fabric.
The keys for proxy re-encryption are managed by a separate, independent online system,
e.g., a key management service. When a user is granted access to a content object, the
symmetric key is transmitted directly to the authorized user. This key by itself can be
insufficient to decrypt the data. To perform the proxy re-encryption, the authorized user’s
computing device generates its own set of BLS12-381 keys. The system creates a re-
encryption key based on the original content owner’s key and the content-specific key of
the end user. This key is then transmitted to one or more fabric nodes in the content
fabric. These fabric nodes then proxy the encrypted data, using the provided re-
encryption key to transform the data in real-time into the target key of the end user. The
end user then decrypts first with their private key and then the symmetric key. This form
of two-tier encryption can ensure that the keys the end user controls cannot be used to
directly decrypt the original source data that is stored in the content fabric.

[0219] In some implementations, key generation, storage and management are
performed automatically and transparently on behalf of both the content owner and
content consumers. Encryption and decryption can be performed in near real-time while
data is stored and retrieved from the content fabric. A scalable library can be used for
server-side processing, and the same library is cross-compiled into Web Assembly
(WASM) to execute in client software, including modern browsers.

[0220] In some implementations, the content fabric’s unique architecture and
security model allow for creating a blockchain-verifiable (tamper resistant) content

versioning system that can both provide integrity verification of content and a traceable
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history of content version changes. Some implementations use fast proofs of content
version integrity and the recording of content version history into the blockchain for
traceability.

[0221] In some implementations, the content fabric security model provides for
authenticity of the parties and privacy of the content. With respect to integrity of the
content, the managing of content in the content fabric takes into account that: 1) content
can be created and updated by many users, 2) content can live in the content fabric for an
extended time, and 3) content can be accessed by many users.

[0222] In some implementations, the content fabric uses a fast proof method, a
Chunk Merkle Proof, that allows a client reading a content object to verify the hashes of
the object’s constituent parts in a short time and therefore allows a client to verify the
integrity of a content object which the client has read.

[0223] An example of the fast proof method is as follows:

[0224] Each content object part is broken down in smaller segments — for
instance, 1, 2 or 10 - 20 MB in size

[0225] Each segment is ‘hashed’ using, by default, SHA-256 (configurable to
include future standards such as SHA-3)

[0226] Segment hashes are organized in a tree, such as a Merkle tree or a Patricia
tree

[0227] This tree has the following properties:

[0228] The root of the Merkle is a hash that reflects each change in the content,

so a given Merkle tree root fully identifies a particular version of the content

[0229] For any given segment, some implementations can calculate what is
called the Merkle proof that allows a user in possession of the segment to ascertain that
the segment is correct and it resolves to the known root of the Merkle tree. This proof
can be a list of hashes of adjacent branches of the tree up to but not including the root
hash.

[0230] Content object parts are listed in a special metadata store in a format, such
as a CBOR format. The user can retrieve the data blob and verify that (a) the root of the
Merkle tree for the desired part is present and (b) the hash of the data blob is further
resolved correctly toward the content version hash as described below.

[0231] Metadata stores are similarly stored in a data blob and can be verified the

same as #2 above.
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[0232] The content object “reference store” can be a data blob containing the
hash of the content object parts data blob #2 and metadata #3.

[0233] Using this structure, a user in possession of any part of a content object
(e.g., data or metadata) can verify that this data is correct and resolves to the known hash
of the content object version.

[0234] In some implementations, the ‘content object version’ is recorded in the
blockchain upon creation of the content object and update of the content object. The
content object version can be recorded in the Commit transaction following a write to
content. This transaction encodes the address of the account that performed the write
operation and, in combination with the object proof, can prove unambiguously the
blockchain account, and therefore the actor, responsible for a content operation.
Applying this capability across the functioning of the content fabric allows for a
transparent, provable chain of record for content as shown in FIG. 28. FIGs. 29 and 30
show examples of content object verification trees.

[0235] Another example of a content verification tree in JSON format is as

follows:

"hash":
"hg OmemnsVGtimQkKVCJIRot 79DAWSwazrWhYdB7x35Lxdx9Pg",
"qref": {
"valid": true,
"hash":
"hap_QCmemnsVGt imQkKVCJIRot 79DAWSwazrWhYdB7x35Lxdx9Pg"
by
"gmd": |
"valid": true,
"hash":
"hap_OmdQXKXRLE4gzmphrbin6F51cESTKA6USXLtwg 7Thi8UXsg",
"check": {
"valid": true,

"invalidvValues": []
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bo
"gstruct": {
"valid": true,
"hash":
"hap_OmdwfHGHIMX 73ccw8NCQFvGh4i20Ul1ChAVzdoiaw/BuojH",
"parts": [
{
"hash":
"hap_QOmUv75ET£9%22¢c JNNbTncVPMUKZpXLPHE 7tVz2D9ACthgD",
"proofs": {

"rootHash":
"acdalb64dfcb42064b7becdbc2dl07c84felf942337bfe3c06f2bdee
chbe806b8",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen": 50,

"finalized": 116

br
"size": 2634
bo
{
"hash":
"hap_QOmUDs9ImNgWLBUZcTEA7SUAJZb6 SEqwo J18ETvKjwjXnePW",
"proofs": {

"rootHash":
"901d2cef310ba329%a3fbfcadaaa’776del3clcab9ct342d88a7atb268
cabec379",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 51,

"finalized": 116

br
"size": 3270
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"hash":
"hap_OmTy4yE4ti5xWirMwhEvK290YQ12ysoVdt SEp4L2ghmwWar ",
"proofs": {

"rootHash":
"83a5f2b6bbcald4112862264dec3b778cl1973fd442dflaaadb558b04
15242289",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 52,

"finalized": 116

s
"size": 4740
by
{
"hash":
"hap_QOmduUagb891hFH7sBytr JXvwmwi4EpGkREpUZ8rdY6tFhum",
"proofs": {

"rootHash":
"9cb0884174£78a6bl3006£2fe0eb642b29cfd0813924e8da’’/c8bddla
bf735ded",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 52,

"finalized": 116

s
"size": 4008
by
{
"hash":
"hgp_QmSZhnv1gkQd3LdjEVHLWIP1dJbcBT45cdhiNfivO2UYPA™,

"proofs": {
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"rootHash":
"2baedb36c987a03c6d3afc4989de96aeb4303cc3blae750calelacle
80fa8c206",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 51,

"finalized": 116

by
"size": 3638
by
{
"hash":
"hap_OmcQC/wk 72X3NmPSuoTmlPi7anPZzrLaeXRrSouhY2onmvV",
"proofs": {

"rootHash":
"ec//6feaff71860abbfccbl2926alece’766£d78339d2b5e69008dd8c
31d2£99f",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 51,

"finalized": 116

by
"size": 3119
by
{
"hash":
"hap_OmV2pZmWfugPtCCE jwPQPRAFQhJoP1DNEGHVP 7Jft 9xMma™",
"proofs": {

"rootHash":
"cY9abbd4e77c8a314bb31035aafd02cbaz2cbadbl9elb673e64706ed718
5200086c™,

"chunkSize": 49,

"chunkNum": 49,
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"chunkLen™: 51,
"finalized": 116
by
"size": 3725
by
{
"hash":
"hap_QOmczFwuflPmyZHbX1Tqg4yQkUkohvPu2tQifgEMzE9TVCkp",
"proofs": {

"rootHash":
"9£336d22faec24919675£e38904e9bc317134dc913cdal839d9%e476£4
9cebl0alo",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 52,

"finalized": 116

by
"size": 4139
by
{
"hash":
"hap_OmQQSHAKE3u4PeNJ1idgoG3QRDEBEOWZNTaXmkwitQPVUV",
"proofs": {

"rootHash":
"fhaB8225bc3df71elb6b0£ffa%b792e£712c1lddeb552cd984e5dc330201
acbe8f3f",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 51,

"finalized": 116

by
"size": 3012
by
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"hash":
"hap_OmXMd9EYhjkD8g3beCEpgCDbLAMNMX zHirhCiQwStEshQot ",
"proofs": {

"rootHash":
"29e49cl187271b344bab8154fd4cebdbl8lecdbfedfb87cbabidceb48ed
cb942£76"m,

"chunkSize": 49,

"chunkNum": 49,

"chunkLen™: 51,

"finalized": 116

by
"size": 3406
by
{
"hash":
"hap_QOmafFJISxwCEfO9HWNucliyzRfH8guNSLN4RUHs1d8QXuHc4z",
"proofs": {

"rootHash":
"1fcae272731987195b£91c877733c5b80d276e56£091baef8b06at73
e030db1b",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen": 55,

"finalized": 116

by
"size": 7407291
by
{
"hash":
"hap_QmaeAzsWkufMhbmbv8mSxwMIXI3PmVynYbg¥YndTkPSdiox",
"proofs": {

"rootHash":
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"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b7ob0ab664£d
5e844daz",
"chunkSize": 49,
"chunkNum": 52,
"chunkLen™: 51,
"finalized": 116
s
"size": 38057642
by

{
"hash":
"hap_OmYNZvVwaSWAVKpRhst bquPRABAIQONQks3EDx3H7B7PxEV",
"proofs": {

"rootHash":
"7lac3al24d0el7c38£269373c63321cb3clbd4el%edad8b3abalaebec
2eedQ6cl™,

"chunkSize": 49,

"chunkNum": 49,

"chunkLen": 54,

"finalized": 116

by
"size": 6726419
by
{
"hash":
"hap_QOmbZtVndHd85atZL1ly3PXplidXa/RZJeQEeCT8NsgBYiKA",
"proofs": {

"rootHash":
"2d8d5f097e%9aadfl7219dd7£86elca8944aabef7b19710c7969a75bb
db1965£3",

"chunkSize": 49,

"chunkNum": 50,

"chunkLen™: 49,
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"finalized": 116
br
"size": 15757990
bo
{
"hash":
"hap_OmOXx83NodnyuKp2SP8mTQh/LA9dsNNFS8gbbfSsC7PHeT",
"proofs": {

"rootHash":
"c85ea23550d2eb306e£5904£7480b6711e69fc47be07£d245b425472
add’jcl4b",

"chunkSize": 49,

"chunkNum": 50,

"chunkLen™: 49,

"finalized": 116

br
"size": 13814854
bo
{
"hash":
"hap_QOmRkG7AXbScb4KxzP1l3oW7226hEupTagggrN1lw3sEjgSpE",
"proofs": {

"rootHash":
"665f3b9%b11£d9ef2b334£c8ec28£9170708457a13cc693039fcd2c4b
618b03cH",

"chunkSize": 49,

"chunkNum": 49,

"chunkLen": 57,

"finalized": 116

br
"size": 90509
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"valid": true

[0236] For instance, given a content object part with the root hash,
“6bfc296a266462eb34c1bad68d40a7{9805{0d4d6c2b75b0a5664fd5e844da2” and a
segment size of 10MB, the following proof is constructed such that if a user is in

possession of any of the 10MB segments, the hash tree can be calculated up to the

‘root_hash’.

"root _hash":

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0ab664£fdbel844d
az",
"proofs": [
{
"byte_beg": 0,
"byte_end": 10485759,

"proof": [

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0abo64fdbe844d

a2"’

"33355cbhb42bb31lbaebcbbl88lafaadb6l2b050654ecl73b7a627489£844dc8d
26"

"byte_beg": 10485760,
"byte_end": 20971519,

"proof": [

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0abo64fdbe844d
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a2"’

"2bdf£f03703f£7c71dd27e58ach2dcb75al183b9df336ace85¢c928¢ch23905fe09

5C"

"byte_beg": 20971520,
"byte_end": 31457279,

"proof": [

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0abo64fdbe844d

az",

"p0409db2bal29%bad279378e22bfebccd92e1965440b9a09¢c9056aa9ded927£0

7a"

"byte_beg": 31457280,
"byte_end": 38057641,

"proof": [

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0abo64fdbe844d

a2"’

"0fd7816bd9f06£3cf976aa24034eb5de704caelleaeclflefade2013538£3e02

ea"

1/
"proof_data": {
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"0f£d7816bd9f06£3cf976aa24034ebde704caelleaclflefade2013538£3e02
ea":

"+FUugPFTGTXwdYt tZ2gbdnOMN/mxhQ326xWs460£S90Qp0Jym40AMAAAAAAAAARA
DgAQAAAACPLKQCAAAAATLXxUxk18HWLLbWauXzZ9DDe5bsYUN9usVrO0Ojn0vTkKdCep™"

14

"2bdff03703£7c71dd27e58ac52dc675al83b9dE336ace85c928cb239b5£e09
Sc":

"+FugPedu9h8GXkgKORrWOOD3SMiFqecLCElw/SYmMLEEYyOal SA0OAEAAAAAAARRARRA
CgAAAAAAD//z8BARAAAAG3nbVvYEB15ICtEaltDg90jIlhanCwhJcO0mIixBMjmtU"

14

"33355chb42bb3lbaebchbbl88lafaadb612b050654ecl73b7a627489£844dc8d
26":

"+FugOgJLxu2N9IQYm7¢cXjVahA3nG+i5WKgjclAbdoPB4iw+40AAAAAAAAARAARAA
AAAARAAAAD//58AAAARADOCS8bt JESEGJU3F41WoONSxvouVioI3JQG3abweIsP”

14

"6bfc296a266462eb34clfbad68d40a7£9805£0d4d6c2b75b0ab664£fdbel844d
azm:
"+JGAgICgMzVetCuzGo5cuxiBr6pLYSsFRITsFzt6YnSJI+ETcjSaAgKAr3/A3A/
fHHAJ+WKxS3GdaGDud8zasbFySjLISt£40JXICAgICgD9eBa9nwbzz5dgqokA05d5
WwTK4B6UuHx 76 TIATU484+AUgAgKCWwQI2yuhKbpCeTeOIr /rzEkuGWVEuUaCckFagne
SSfweoCA™,

"b0409db2bal29%bad279378e22bfebccd92e196544b9%a09c9056aa9ded927£0

Ta":

"+FugNuieiyxh4owFusQGlX]7t20gj4gGoC4NiRXgQLbjRUY40ATAAAAAAARAARR

BAAQAAAAD//98BAAAAAOboNOSsYeKMBbrEBtV4+7djoI+IBgAUDYkV6kC240bs™
}
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[0237] In some implementations, the content fabric provides for scaling and
monetizing the management and distribution of media with personalization, intelligence,
and high efficiency. The following describes several areas of applications. Other use
cases are possible.

[0238] In some implementations, the content fabric’s JIT distribution capability
allows consumer streaming variants differing in packaging format (DASH, HLS), bitrate,
scaling and platform (smart TV, mobile, desktop, cable/over the air set top) to be
generated from single master, i.e., mezzanine level sources without pre-generation
(transcoding, packaging) and storage of the variants, saving time to market, complexity
costs, and eliminating significant use of storage and distribution bandwidth.

[0239] In some implementations, failed content segments--bad or missing tracks,
failed compliance, or other mistakes in quality control--can be corrected by replacing
only the repaired portion of the master source, avoiding re-packaging and re-distributing
new versions.

[0240] In some implementations, because the access to specific output variants is
authorized via the fabric smart contracts, specific territorial variants and in theater versus
home/retail release window policies (“‘avails terms™) can be encoded into smart contract
policies, allowing a single source to serve global, and time-varying availability contracts
and reduce the huge multi-department upstream work to control and implement date and
time-specific availability terms.

[0241] In some implementations, flexibility and scalability of the smart contract-
controlled content access in the content fabric and the programmable content
transformation via bitcode allows for powerful new monetization opportunities directly
between content owners, content licensees, content consumers and third party
sponsors/advertisers. The following highlight a few categories:

[0242] In some implementations, users can earn credit via use of the custom pre-
and post-hooks in content AccessRequest methods, allowing the content fabric to credit a
user for viewing an ad, and the credit can be applied toward the subscription fee for
accessing paid for content. Similarly users can choose to watch content with no ads. In
some implementations, the content fabric can provide that:

[0243] the advertiser can be assured that an entire ad was streamed and be
provided with details of the user that has watched the ad (optionally reported through

data passed into the smart contract method);
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[0244] the user can precisely control and consent to the data that he or she is
contributing for collection, because the data collected can be verified through a
blockchain transaction, and sponsor recipients can be traced;

[0245] ad coupling to content can be as “smart” as desired, based on matching ad
content to user preferences or content tags (see next point) and can be placed with the
content via any dynamic insertion, overlay or even in-content (scene based) product
placement, using bitcode;

[0246] users may choose to watch content with NO ads, while the marketplace
dynamics of the smart contracts allow the content owner to charge a market-bearing
price for the content subscription.

[0247] In some implementations, with tagging and in particular the automated
video classification and tagging of video via ML in the content fabric, and the flexibility
of bitcode to “use” these tags as data to drive bitcode pipelines that generate the output
content, advertising can be made specific to the end user and, as described above, fitted
with the content in highly integrated ways.

[0248] In some implementations, combining this programmability with smart
contracts, the content fabric can support giant-scale content marketplaces -- where
sponsors can bid on the content tags, owners can connect with sponsors universally
(without bespoke/pre-existing advertising relationships), and users can even select
content and advertising of their specific interest through their indicated preferences. User
access to advertising content can be precisely known due to the contract transactions
around content delivery, and this proof and settlement between content owners and
advertisers can be handled quickly via smart contracts. In some implementations, the
content fabric connects smart contracts to external digital payments services, so payment
can continue to be done in flat currency avoiding any requirement relying on or
influenced by cryptocurrency.

[0249] In some implementations, bitcode can be used to allow users to view,
select (“clip”) and download preferred content, such as in online archives of news and
sports, and the supporting smart contracts can feed back any metadata about the selected
content, such as tags, or consented user data. Additionally, the price of content or even
parts of the content can be intelligently updated by updating the content access charge in
the smart contracts, allowing content owners to have smart, dynamic control to maximize

the performance of their online content platforms.
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[0250] Similarly, contributors of the content such as affiliate stations, partners, or
content licensees can be directly paid based on the specific content performance by
crediting their accounts through a smart contract transaction, avoiding delays,
intermediate accounting and creating an efficient incentive for performance.

[0251] In some implementations, the content fabric can increase the possibility of
direct performance-based payment through the following features: content licensees can
accept contract terms quickly and digitally implementing a state recorded in a smart
contract, and upload content according to a template that is dynamically rendered from
the content type, and automatically request approval from the content owner. The
approval can automatically update the state of the content object’s smart contract and in
turn credit the account of the licensee. Similarly, audience performance data recorded
into the content object’s contract can be used to compute and credit additional royalty
payments. Both content owners and licensees benefit from the efficiency, scale, and
performance incentives.

[0252] In some implementations, end users can be incentivized to review and
report quality problems in content with credit via the backing smart contracts
supplementing top-down content quality control with efficient crowd-sourced efforts.
[0253] In some implementations, as described with respect to ML for video
classification, the content fabric’s scalable metadata storage with content allows for
creating giant scale search engines in which users can search for content matching
preferences or even matching existing content samples. The “like this” content to be
matched will itself be tagged and content with “similar tags™ located and scored.

[0254] In some implementations, the content fabric can be used to build new
media networks, platforms and channels that are based on traceable, provable content. In
some implementations, the content fabric makes it possible to prevent this exploitation
from the ground up by certifying the version and origin of any content it serves, and
opens the possibility for a new class of provable media platforms.

[0255] It should be noted that, despite references to particular computing
paradigms and software tools herein, computing device program instructions on which
various implementations are based may correspond to any of a wide variety of
programming languages, software tools and data formats, and be stored in any type of
non-transitory computer-readable storage media or memory device(s), and may be

executed according to a variety of computing models including, for example, a
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client/server model, a peer-to-peer model, on a stand-alone computing device, or
according to a distributed computing model in which various functionalities may be
effected or employed at different locations. In addition, references to particular protocols
herein are merely by way of example. Suitable alternatives known to those of skill in the
art may be employed.

[0256] Any of the computing devices described herein have components
including one or more processors, memory devices, input/output systems, etc.
electrically coupled to each other, either directly or indirectly, and in communication
with each other, either directly or indirectly, for operative couplings. Such computing
devices include clients as well as servers. For instance, computer code can be run using a
processor in the form of a central processing unit such as an Intel processor or the like.
Data and code can be stored locally on the computing device on computer-readable
media, examples of which are described in greater detail herein. In some alternatives,
portions of data and code can be stored on other computing devices in a network. A
computing device can be implemented to have a processor system with a combination of
processors. An input system of the computing device may be any combination of input
devices, such as one or more keyboards, mice, trackballs, scanners, cameras, and/or
interfaces to networks. An output system of the computing device may be any
combination of output devices, such as one or more monitors, printers, and/or interfaces
to networks.

[0257] Any of the modules, models, engines and operations described herein may
be implemented at least in part as software code to be executed by a processor using any
suitable computer language such as but not limited to C, Go, Java, and C++, by way of
example only. The software code may be stored as a series of instructions or commands
on a computer-readable medium for storage and/or transmission. Suitable computer-
readable media include random access memory (RAM), read only memory (ROM), a
magnetic medium such as a hard-drive or a floppy disk, an optical medium such as a
compact disk (CD) or DVD (digital versatile disk), flash memory, and the like. The
computer-readable medium may be any combination of such storage or transmission
devices. Computer-readable media encoded with the software/program code may be
packaged with a compatible computing device such as a client or a server as described
above or provided separately from other devices. Any such computer-readable medium

may reside on or within a single computing device or an entire computer system, and
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may be among other computer-readable media within a system or network. A computing
device such as the clients described above may include a monitor, printer, or other
suitable display for providing any of the results mentioned herein to a user.

[0258] While the subject matter of this application has been particularly shown
and described with reference to specific implementations thereof, it will be understood
by those skilled in the art that changes in the form and details of the disclosed
implementations may be made without departing from the spirit or scope of this
disclosure. Examples of some of these implementations are illustrated in the
accompanying drawings, and specific details are set forth in order to provide a thorough
understanding thereof. It should be noted that implementations may be practiced without
some or all of these specific details. In addition, well known features may not have been
described in detail to promote clarity. Finally, although various advantages have been
discussed herein with reference to various implementations, it will be understood that the
scope should not be limited by reference to such advantages. Rather, the scope should be

determined with reference to the appended claims.
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CLAIMS

1. A decentralized content-centric system comprising:
one or more memory devices; and
one or more processors in communication with the one or more memory devices,
the one or more processors configured to execute software to provide an overlay network
implemented in an application layer differentiated from an internet protocol layer, the
overlay network configured to manage a plurality of content object parts representing
digital content, each content object part comprising raw data, metadata, and build
instructions, the overlay network comprising:
a data layer storing the raw data and the metadata of the content object
parts,
a code layer storing the build instructions of the content object parts,
a contract layer storing a digital contract associated with the content
object parts, and
one or more interfaces;
the overlay network further configured to:
generate digital output by at least processing the build instructions stored
in the code layer and the digital contract stored in the contract layer in relation to the raw
data and the metadata stored in the data layer, and

provide, using the one or more interfaces, the digital output to a client.

2. The system of claim 1, the contract layer configured to control one or more of a
plurality of trustless security operations associated with a ledger, the trustless security
operations comprising one or more of: encryption of content, proxy re-encryption of
content, or content access authorization associated with one or more content transactions

recorded in the ledger.

3. The system of claim 2, wherein the ledger is a blockchain of the overlay network.

4. The system of claim 2, wherein the digital contract is configured to record

operations on the content object parts as respective transactions.
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5. The system of claim 4, wherein a transaction identifies one or more of: an address
of an entity requesting an operation, an identifier of a content object part, or transaction

data.

6. The system of claim 1, wherein the software is executed by each of a plurality of
processors to provide a plurality of fabric nodes of the overlay network, each fabric node
configured to communicate with other fabric nodes to receive, manage and output digital

content to provide a decentralized framework.

7. A computing device of a decentralized content-centric system, the computing
device comprising:
a memory device; and
one or more processors in communication with the memory device, the one or
more processors configured to execute software to provide a fabric node of a plurality of
fabric nodes of an overlay network implemented in an application layer differentiated
from an internet protocol layer, the overlay network configured to manage a plurality of
content object parts representing digital content, each content object part comprising raw
data, metadata, and build instructions, the provided fabric node configured to:
obtain, from a client, a request for digital content,
obtain, from one or more of the plurality fabric nodes, the content object
parts,
generate digital output by at least processing a digital contract associated
with the content object parts and the build instructions stored in the content object parts
in relation to the raw data and the metadata stored in the content object parts, and

provide the digital output to the client.

8. The computing device of claim 7, the provided fabric node further configured to

store a content object part in the memory device.

9. The computing device of claim 7, the provided fabric node further configured to

provide the digital contract as a blockchain smart contract.

10. The computing device of claim 9, wherein the digital contract is stored with

associated identifiers of different versions of a contract object part in a ledger.
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11. The computing device of claim 10, the provided fabric node further configured

to:

generate a version proof for the content object part using a hash tree,

verify the version proof, and

store the version proof in association with the digital contract in the ledger.
12. The computing device of claim 7, wherein the raw data, metadata and build

instructions are configured to be processed to generate the digital output using just-in-

time (JIT) processing.

13. The computing device of claim 12, wherein the digital contract is configured to

record the JIT processing.

14. The computing device of claim 7, wherein a translation layer is situated between
the application layer and the internet protocol layer, the translation layer configured to

provide communications between the application layer and the internet protocol layer.

15. A non-transitory computer-readable medium storing program code of software to
be implemented using one or more memory devices and to be executed by one or more
processors in communication with the one or more memory devices, the program code
comprising instructions configured to cause:
providing an overlay network implemented in an application layer differentiated
from an internet protocol layer, the overlay network configured to manage a plurality of
content object parts representing digital content, each content object part comprising raw
data, metadata, and build instructions, the overlay network comprising:
a data layer storing the raw data and the metadata of the content object
parts,
a code layer storing the build instructions of the content object parts, and
a contract layer storing a digital contract associated with the content
object parts;
generating digital output by at least processing the build instructions stored in the
code layer and the digital contract stored in the contract layer in relation to the raw data

and the metadata stored in the data layer; and
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providing the digital output to a requesting client.

16. The non-transitory computer-readable medium of claim 15, the contract layer
configured to control one or more of a plurality of trustless security operations associated
with a ledger, the trustless security operations comprising one or more of: encryption of
content, proxy re-encryption of content, or content access authorization associated with

one or more content transactions recorded in the ledger.

17.  The non-transitory computer-readable medium of claim 16, wherein the ledger is

a blockchain of the overlay network.

18. The non-transitory computer-readable medium of claim 15, wherein the digital
contract is configured to record operations on the content object parts as respective

transactions.

19. The non-transitory computer-readable medium of claim 18, wherein a transaction
identifies one or more of: an address of an entity requesting an operation, an identifier of

a content object part, or transaction data.

20. A non-transitory computer-readable medium storing program code of software to
be implemented using one or more memory devices and to be executed by one or more
processors in communication with the one or more memory devices, the program code
comprising instructions configured to cause:
providing a fabric node of a plurality of fabric nodes of an overlay network

implemented in an application layer differentiated from an internet protocol layer, the
overlay network configured to manage a plurality of content object parts representing
digital content, each content object part comprising raw data, metadata, and build
instructions, the provided fabric node configured to:

obtain, from a client, a request for digital content,

obtain, from one or more of the plurality fabric nodes, the content object
parts,

generate digital output by at least processing a digital contract associated
with the content object parts and the build instructions stored in the content object parts

in relation to the raw data and the metadata stored in the content object parts; and
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providing the digital output to the client.

21. The non-transitory computer-readable medium of claim 20, the provided fabric

node further configured to store a content object part in the one or more memory devices.

22. The non-transitory computer-readable medium of claim 20, the provided fabric

node further configured to provide the digital contract as a blockchain smart contract.

23.  The non-transitory computer-readable medium of claim 22, wherein the digital
contract is stored with associated identifiers of different versions of a contract object part

in a ledger.

24.  The non-transitory computer-readable medium of claim 23, the provided fabric
node further configured to:

generate a version proof for the content object part using a hash tree,

verify the version proof, and

store the version proof in association with the digital contract in the ledger.
25. The non-transitory computer-readable medium of claim 20, wherein the raw data,
metadata and build instructions are configured to be processed to generate the digital

output using just-in-time (JIT) processing.

26. The non-transitory computer-readable medium of claim 25, wherein the digital

contract is configured to record the JIT processing.
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