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ELECTRONI C NEGOTI ABLE DOCUMENTS This invention relates to nethods
and devi cWO %6349%The i ssue and negoti ation of el ectronPETABYMOIGH| e or
guasi negoti abl e docunents (END), and is particularly rel evant

to systens which are sufficiently secure in oﬁen envi ronnments. The
purpose is to replace paper docunents such as cash, bank cheques and
bills of lading with freely-transm ssible el ectronic dat a.

The goal to achieve is that affebeRbNDCI RECOCUABRE DORUMENTS 'ather, an
el ectronic realisation of a document - at _any . partrcular tinme can be

proved to be the (tenporary) _ property of a particular user. This is
clearly requiredrhis inventibatrelakeswtoamethodsi ahaedmviapnsifmgmé abl e

docunents. The npsi. intere I Bills
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environments. The purpose is to replace paper documents

such as cash, bank cheques and bills of lading with
freely-transmissible electronic data.

The goal to achieve is that an electronic document - or
. rather, an electronic realisation of a document - at any
particular time can be proved to be the (temporary)
property of a particular user. This is clearly required
for what is known as negotiable or gquasi-negotiable
documents. The most interesting examples in trading are
Bills of Lading, apart from cash and cheques. The main
requirement is thus that these documents be unforgeable.

With ordinéry paper documents, the problém is solved by
giving the original of a document certain physical
attributes that are difficult to reproduce' With this
precaution, it makes sense to speak of the original of a
document, and define the owner simply as the person
holding the original. An electronic (quasi)-negotiable
document will in the following be denoted by END.

The important property reduired is apparently that of
unigueness. The problem is to find a suitable attribute
on an electronic docﬁment which somehow would give it
the property qf_uniqueness,,explicitly or implicitly.

Obviously, the concept of an original does not make
sense for electronic documents, and other (e.q.
cryptographic) methods must ensure_that the owner of a
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guestion is to what extent W involve a trusted third party
(TTP) . Any docunent of sonme value nust initially be generated

by someone, who Wi | larju@@cilirént 66 yehe'evaliéSmust initially be generated
by someone, who will guarantee this value. This
requires the proof of, or non-repudiation of, origin
service, which is a well known art and reallzed using
digital signatures.

The question now is how to develop a protocol to cover |
the situation, where an END, once issued, is to change
hands. The main problem is to ensure, that the new
owner is uniquely identified, or, in other words, that
the seller cannot circumvent the measures and sell the
same END to two different entities.

It is now generally recognized that this could only be
achieved using cryptographic techniques, in the sense
that violation will be detected. Further, it is
necessary to use tamper resistant document carriers,
such as smart cards (plastics cards containing an
integrated circuit) or workstations. "Tamper-proof® or
"tamper-resistant" means that'the-functionality of the
device cannot be changed, and that any attempt to do so
can be readily detected; in many cases, the device would
simply be destroyed by tampering.

One obvious solution would be to introduce a trusted
third party (TTP) to register at all times the
possession of a particular document, but this would
leave the TTP with heavily liability burdens, and is not
a popular solution.

Another solution would be to represent each END with a
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It is known to provide an encryption technique which
ensures unigueness in the transfer of data between two
devices. Such a technique is described for example in
“New Directions in Cryptography", W. Diffie and M.
Hellman, IEEE IT 22 (1976), 644-654. Briefly, each
device stores a unique pair-of'codes known as the public
key and the secret key. These constitute a set of
matching keys with an underlying algorithm. Such
algorithms include RSA and DSA, which are described
respecfively in U.S. patents 4 405 829 (R. Rivest, A.
Shamir and L. Adleman) and 5 231 668 ("Digital Signature
Algorithm", by D. Kravitz). The secret key S can be
used to provide in effect a digital signature S(D) on
input data D. The corresponding public key P can then
be used to verify that the input for S(D) must have been
S and D. Data from a seller’'s document carrier, for
example, can be encrypted using the public key P of the
buyer’ s document carrier, transmitted to the buyer, and
then decrypted using the buyer's secret key, if the
public key scheme is of encryption type.

The basic principle for achieving uniqueness here is
simple but fundamental: A message encrypted under a key
known to only one entity is unique, as long as it is
encrypted, and establishes undisputable ownership by the
mere fact that it will only be useful to the owner of
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is by decrypting it. But this will give him access to
the meésagé and he may subsequently be able to "sell" it
to twojdifferent persons by encrypting it with their
respecﬁiVe keys. A purpose of the invention is to
'provid§ a way of avoiding this. This requires tamper
'resistgnt-hardware, perhaps a chipcard, or a hardware
protected PC. In the following, this hardware and
equxvalent hardware will be called the DOC-carrier, or

D-C whan abbreviated. Its properties will be described
in detail below.

" The invention provides a system with the following
properties:

An END (or at least.the digital signature component of
the ENb) is generated electronically, for instance by
using hon-repudiation of origin, in a tamper resistant
unit and then loaded onto a DOC-carrier (if not the
same). As mentioned, this requires some care. It is
essential that the signature thus appended to provide
the non-repudiation is never disclosed. (It would of
course suffice to represent the END by a hash value and
the generating digital signature inside the DOC-carrier
if storage is a problem). The message itself does not
need to be protected.

More specifically, an END (or at least the signature
component) is transferred from one DOC-carrier to
another, through a public unprotected network, in such a
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3. The protocol cannot be completed by any ‘other device

than an author;zed_pog

The system should be completely open to communication
between any two DOC-carriers, without bilateral
agreements.

Accordingly, the invention provides a method of issuing
an END, as defined in Claim 1 below, and a document
carriex suitable for uée with such a method. The
invention also provides methods, as defined in Claims 12
and 13, of negotiating an END between a seller and a
buyer; and a method as defined in Claim 23 of splitting
an END e.qg. an electronic cheque or cash.

In order that the invention may be better understood, an
embodiment of the invention will now be described, with

reference to the accompanying drawings, in which:

Figure 1 is a diagram illustrating, by way of an
overview, the negétiation of an END between two document
~carriers, showing the main components of the document
carriers;

Figure 2 is a schematic flow diagram of the generation
of an END; and

Figure 3 is a schematic flow diagram of the negotiation
of an END.
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security architecture.

The END consists of the information as represented in an
electronic message, and the corresponding digital
signature, calculated by means of'the secret key of the
issuer and - typically - a hash value of the electronic
message. The format could for instance be a special
EDIFACT message fcr'the'electronicumeesage, whereas the
51gnature will be calculated and stored securely on the
DOC- carrier '

Now, the problem is that this shall only be released
through a selling process to another DOC-carrier. So
the question is, how can one DOC-carrier identify
another?

The most attractive solution seems to be the following
approach A trusted party called the Certification
Authority CA, authorizes all DOC-carriers in the
following manner: The public key of the CA is installed
on the DOC-carrier, as well as the secret DOC-carrier
key, in a ROM, and in such a way that the secret key
cannot be disclosed. Moreover, when a document, or
rather the accompanying key protected signature is
entered on the DOC-carrier, the DOC-carrier software
must ensure that it can only be realised again encrypted
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5 .7 way that 1. It can onIy be transferred as a neani ngful
docunent WO96/2499% one particul ar DOC-carrier, which nevert ROTABICRA3 he
chosen from any nunber of registered DOC-carrjers 2. Recovery is
possible, if the transfer is unsuccessful 3. The protocol cannot be
conpl eted by any ot her device than an aut hori zed DOC. - The
system shoul d be conplete n to co ni cation et ween an tgp
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prevent the use of a non-authorized DOC-carrier to get
access to the vital signature on an END, which defines
that particular negotiable electronic document. 1In
particular this encfypted message is useless excepted
when imported into thé'DOc-éarrier holding the
corresponding sectgt key. It is thus important to
realize that.the value of the negotiable document is
represented by the digital signature of the issuer.

Furthermofe, and thls 'is an essential property, such an
encryption of a partlcular END on an individual
DOC-carrier can take place only once, or rather, once a
public key has been selected, it is impossible at any
later stage to go through the same ﬁrocedurg with
another public kéy.

Such a system would solve the problem of unigueness in
general - provided it works in practice. The difficult
part, which also requires a careful analysis, is to
recover from failure. In other words, the problem has
been reduced to that of availability.

First of all the DOC-carrier may go down. The only way
to recover from that is to have the same information on
a backup DOC-carrier. This requires that a protocol is
developed, which ensures that the back-up card cannot be
used to sell the END to a different entity. Another
possibility is to demana_that whenever a back-up copy is
required, the CA must be contacted.

Secondly, something may:Qo wrong with the encryption in
a selling process. This will be easy to recover from,
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Thirdlf, something may go wrong in the data transmission
from one DOC-carrier to another. 'ﬁut this is handled by
re- transmzsszon The encrypted version of an END needs
not be.protected. In part;cular, a totally insecure
network may_be used to exchange the encrypted END.

Finally, somethlng may go wrong in the receiving
DOC—carrzer This may best be handled by a back- -up
card, with special procedures for recovery

The functionality of the DOC-carrier is explained in
Figure 1. With the notation of the discussion above,
this gives an overview of the design of a DOC-carrier.

The general principle of the protocol between two

DOC- carr;ers A and B is represented in the following
'sequence, the numerical stages 1 to 6 of which are shown
in Figure 1: '

1. The certificate of B is forwarded to A
2. A verifies the certificate of B

If this is successful,

3. A encrypts the relevant electronic END (or
rather, the defining signature) with the public key of B
and ' | '

4. forwards this to B

5. B decrypts with its secret key Sy and is now
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The following is a more detailed description of the
generation and negotiation of an END.

The basic protocol for issuing an END and for
negotiating that END from its original document carrier
to subsequent document carriers is described in the
annexed Tedis II B7 document. This gives examples of a
document carrier in the form of a chip card containing
memory and a program, in a tamper-resistant format.

This document also describes the role of a Trusted Third
Party in the certification of the document carriers
including their original programming with public-secret
key pairs, -and the traciﬂg of negotiations. between
document carriers. One important benefit of the present
invention is that the role of the Trusted Third Party is
minimized, in that it is not necessarily involved
directly in the performance of a negotiation of an END
between buyer and seller. In other words, no third
‘party need be involved in the actual negotiation
protocol. It is also an important benefit of the
-invention that each END can be negotiated only from one
document carrier to one other document carrier, and only
once (the system is arranged that the seller can, in
future, receive the END back again, but only as a result
of a genuine transaction: the system achieves this by
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docunent. In particular this encrypted nessage is usel ess excepted
when inported into the DOC-carrier holding the corresgonding secr et
key.' It is thus iTmdthimidescriptioneathecpasty, t suchanrscaobanke Whishi abl e
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ASCII characters written in English. The END is not
complete until it is signed by the issuer. As indicated
above, a public-secret key pair consists of a set of
matching keys P and S with an underlying algorithm. A
Trusted Third Party initializes the document carriers of
the system, and each document carrier is initialized
with a public-secret key pair for signature generation
- : and vérification, and a public-secret key pair for
encryption and decryption, unique to the device.
'Howevér, the two public-secret key pairs can be
identical, i.e. can be used for both purposes. This
depends partly on whether the document-carrier is used
' for issuing as well as for negotiation: the public key
pair for issuing can be different from that for
negotiation. Each document carrier is identified by a
uniquefdevice number or identifier, referred to as the
No (D-C).

Each dbcument-darrier-is given to one legal person,
called' the owner. The buyer of an END is the document
carrier in current possession of the END. The seller is
the dobument carrier which is to take position of the
END frém a buyer through the protocol. The validity
period of each END is the interval between the time of
'issue and the time thaf the issuer requires it to
expire; The time of issue is recorded as a time stamp
with the END.
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protected memory.

The Trusted Third Party (TTP) has its own public-secret
key pair, of which the public key P is installed on each
document carrier. Further, a certificate, consisting of
a digital signature of the device number No (D-C) and of
"the public key of the document carrier, is installed on
the document carrier, for each of its public key pairs.

"In the case of bank cheques for example, an electronic
"water mark" is added to each END upon creation.

Normally, the document carrier upon which the END is
issued has the electronic watermark stored on it, for
addition to the END upon issue. -

In the detailed description which follows of the issue
and negotiation of an END, reference is made to the hash
value of data. This refers to a technique described for
example in ISO/IEC IS 10118, "Information
Technology-Security Techniques-Hash Functions”. The
hash function is a representative abbreviation of the
original data, and it is used where the hardware
dictates-eqonomy in the use of storage space. For
example, chip cards at present are unable to store much
data, and the hash value is used to reduce the amount of
encrypted data to be stored..

Examples of END include electronic cash, in which the
issuer is called a "Bank", with special equipment for
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2. Averifies the certl uccessfu
further example is the bill of lading, which is similar

to the example of bank cheques, but need not necessarily
have watermarks. The same applies to bills of exchange.

Varioﬁs back-up procedures are possible in any instance,
and the TTP involved will then have a copy of the keys
of the document carriers. As the buyer always receives
the EQD encrypted under the public key of the device, it
will keep copies of the received encrypted information
for léter recovery by means of the TTP. Thus the
negotiation can be recovered later once decryption
becom@s possible. Alternatively, each document carrier
is foﬂmed'with a duplicate, complete with the unique
public-secret key pair (S), certificate and device
number; the device number identifies the device which is
being backed up by the duplicate. One possibility for
this is to have one chip card with two chips, but a more
secure solution is to have two independent chip cards or
other?work:stations. Whenever a negotiation takes
place; the protocol is duplicated with the backup
document carrier. If the primary document carrier
should break down, the back up is authorized to sell to
the issuer after the expiration time of the END's which
could not be negotiated. 1In this case, the TTP needs
only to keep a copy of the back up device secret key.

A preferred feature for electronic bank cheques is the
so-called "splitting" of a purchased cheque. A

purch&sed cheque may be split into two by means of two
digitél signatures by the buyer. The document carrier



3. A encrypts the relevant electronic END (or rat her, the defining

S|gnature) with the public key of B and 4. forwards this to B
5. B decOm624M7t h its secret key S[err] and is now VWCTABICAOIEB/

PCT/ 1 B96/ 00163 _ 9 t he owner of
t he END 6. B stores the END (or rk#her, the defining

‘signature) as DOC 1. The main content of DOC 1 nay be transmtted

separately fromone workstation to another; .it does not matter that

there may be 'Wﬂﬂyfféé”ﬂhdﬁﬂﬁﬂé/ﬁdhéf“hﬂ%%hﬁaéf'Qﬁefeﬁo split bB§t§h0|e of
DOC 1, because it is only necessa store_an encr¥8t t he

si gnat ure port 2§@s up to theﬂﬂﬂ?%ﬁ%(ﬁﬁrﬁP?soﬁ?ﬁbFéldetélPé& 84cription of
t he gengiginatufnd segid rdted ¥ the Rbrument carrier and the

two separate parts can then be negotiated individually.
Subsequently, buyers will have to authenticate not only
the issuing signature but also the splitting signature.

The split is performed in the following manner: the
original END, as represented in the document carrier of
the current owner, may be split into two or several
numbered versions, the sum of their values adding up to
the value of the original. A split version consists of
the original, together with some information such as its
value and sequence number, and this is signed with the
secret key of the document carrier. If the document
carrier has the status of an issuer, the original
issuing signature may be deleted to save space.

Any END could be split, even for example a bill of
lading, in which case the information could include
attributes such as quantities of goods as well as, or
instead of, monetary value. An oil cargo for example
could be divided, and the electronic bill of lading

. 8plit accordingly.

With reference now to Figure 1, an END is issued on a
document carrier D-Cj.. The content of an END is
generated freely in an unprotected environment by any
issuer, and the certificate of the issuer is contained
in the END together with a time stamp indicating the
time of issue. A hash value hl of fixed bit length is

- created from the certificated END plus the time stamp,
and this is provided as an input to the document
carrier.



The basic protocol for issuing an END and for negotiating that END
fromits original docunent carrier to subsequent docunent carrlers

i s descri bggh ddhabéie annexed Tedis |l B7 docunent. Thi 163 T,
exanpl es of a docunent carrier in the formof a chip carg contalnlng
menory and a program in a tanper-resistant foggat. Thi s docunent

al so describes the role of a Trusted Third Party in the

certification of the docunent carriers including their origina

pr ogr anm ng mnthwggbllc secr et pairs, and the tracing of
negoti ations bet : examaseuﬁénpaengFeﬂges ‘BhEeR b8 ChRkt ABBREf i t of
t he present "Maﬂaeﬁélenfiaalhabpbhe"rotneoaobhmeﬁtuehediihlid Party is

pertormmnce of o JebottitF8h BFGREZRE okl BuEd. mng pEpE betaphality,
ot her words, no tthedd-C for paetysaeeuybeecqzéingdtha uherast ageount
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Ne
i nvention that each. END can be negotlateg Fpgéron1one ocument
carrier to one otPeR ﬂﬁcﬂﬁeﬁ%eEEFPPéF CHRE“BﬁIQrawn on FhaE FREUSFstemis

arranged that thetﬁeééeareauums (electrsuiuraegbes;abxe ihetebRehtsl . agai n,

but onl'y a5 2 oL sdme D-8' cdnTB0YL REELARUSA Y hoblEaDY BRRTEELVSS

PCT/ 1 B96/ 00163 respective accounts, and it is ag 1électronic cheque
book". e

To create an ENI, the user puts his D-C into a
smart;card'reader connected to his PC, and he fills in
details such as value, payee, period of validity, which

' éppea: as blank spaces on his Pciécreen, adjacent the
bank details‘which'appéar_automatically. The user
transfers the message or a hash value of it onto his D-C
where it is signed.

At the initiation of the user, therefore, the document
carrier performs certain functions which are beyond the
contrél of the user. Specifically, the document carrier
adds its device number D(j), whiéh-is in one-to-one
correspondence with the public*kéy of the device used
for verification of digital signatures generated by the
device. This device number could form part of the
certificate, or it could be for example the upper bits
of the public key after the most significant 1. The
document carrier then appends the seguential serial
number S(i) for the END. . In the case of the END being
bank dheques, or if otherwise required, the document
carrier also appends the watermark WM, which is a bit
sequence identifying a certain party such as a bank.

The concatenation of this data is then, if necessary,



counting the nunber of transactions for each END, and this is

described. in nore detail bel ow). In this description, the party,
such as YHO B#4997 mhlch i ssues the END, is known as tRfd/ABI&DUSS The

| ssuer has a public-secret key pair, g mhich the secret key is
used to sign the END. The END consists of a bit string whi ch can be
read by conventional coding rules, such as ASClI | characters witten
in English. The END is not . .. conplete until it _is signed by the

i ssuer. As indihestefl to prodiboe ca baghbiratueeheet - Ehp data condhst haxh a
set of a rlyi al_gar.

Trusted Third ?alty I NI h?zyi |§%€gt%§e\é\%ﬁé€ﬁ’e% ggfar bé Qﬂe sg%fetthrﬂmé system

and each docundthe ciaqurent scanriexn) i tedproduce ﬁ)Dt(hH puﬂ'hi@- sdgned key

pair for Slgnakﬁm%éﬁﬂgﬂéiéfﬁa adjaceﬁﬂdtsefhé'SEth”coﬂEﬁt@d@é@d(:Secret
ption, unique to the device.

key pair for encr on a ecr

However, the t\@%ol |1?:°’g'[e)' rehe k@?"%‘&?? garrher a Pe“deé:ﬁ’t this data (an
3e used for botthepurginsesof T&llseri_al_god_nﬁeﬁdssaelr ltbyze]lcito\f\he‘mlﬂertlid”le ]
ocunent - carrler |s us .fo suin wel |l as.for negotjation: the
public key paJ f}?wo?%éﬁ%%gg%éﬁ'bﬁegiﬁsePgﬁt %P8%1Fﬁ&f%

negoti ati on. Eadtetdvomrixe ENPrisrcusrenthyi hegdtbhpbie (valuanﬁhun:duu:ce
number or 'demﬂéqd¥raﬂfg {Géihéo ?Sf%gﬁ the par@?cﬁ?&g)dpﬁgm Each

docunent carrie S glven to one ega person e owner. The
buyer of an ENS3Zrie€¥e document ' carrier in current possession of the
END. The seller is the docunent carrier which is to take position of
the ENDJH;”E&%tﬁ&@”tﬁggggghbégg LELSS?'anEh%a %Iggg for

negotiation with another document carrier certified as
being part of the system.

The negotiation of this END originating from document
carrier D-Cj, between a seller docuﬁent carrier D-CA
and a buyer document carrier D-CB will now be
described with reference to Figure 2.

The negotiation involves the seller and the buyer, and
may involve a TTP as well, but for tracing only. The
seller, which may possess many different ENDs, decides
to sell this particular END to the buyer Br. The seller
first authenticates the buyer, in Stage 1, by receiving
from it the certificate CB' corresponding to the

unique public key PB of the document D-CB. It is
transmitted over a public channel in an open
environment.

The program on the seller’'s document carr_ier_,‘D-cA
checks, in Stage 2, whether the certificate CB is
authenticated, and aborts the negotiation if not. It
then extracts the public key PB for future
encryption. The seller identifies the negotiability
status flag of the particular END it wishes to sell,



period of each END is the interval between the tine of I ssue and the

time that the issuer requires it to expire. Theg%}Qﬁ%%% i ssue is..
recorded a k4987 St anp with the END. WO | .
PCT/IBQG/OéX g 7 As indicated above, each docunent car??%%m#ﬁgt be
t amper resistant, with a limted functiohélity. It could take

the formof a specially designed chip card, or an enhanced wor k
station. The digital signature could typically be stored in an

T party (T tiossd s e, up 0480 8L S BRTBRY sevsce nydBgrlRiS) S
public key P is idd heENP soEial numbepcSfbht chtrthen checkerinaStage

No (DG and of L undy e flag fs 1.0 Afa SLOAGE LE QookbE €AY P VALl ed
No (D-C) and o t he, publ i ey of .the [ . .

on (&9 t he docu.ff?eqﬁtitﬁ%jr&é‘r, ]fc%rt%%cw f"?t%h%‘tﬂ_SIFE ReynpgpEsable, then|p
t he case of bank Dimthess dotiexaig!wot adesi @df ramd Cthe full END record or

messag? M is encrypted by means of the public key Po,
and sent over the public channel to the buyer.

To ensure that the seller cannot repeat the negotiation
of the same END, the negotiability status flag is set to
zero, in Stage 6.

On'recbipt of'the encrypted message or ciphertext C

corresbonding to message M, the buyer decrypts the

informétion using its own secret'key SB: this provides
' the'or;ginal~message M=SB(C). The buyer also requests

and receives, in Stage 6, the certificate of the issuer
Cer(L -Cj), and the hash value of the original content of
the ENb, and in Stages 7 and 8 it decrypts the message M
from the ciphertext C, and it verifies the signature
Sj(h2) and the device number D(j) of the issuer. If
verification should fail, the buyer informs the issuer
and ceases negotiation.

The buyer then checks the timestamp T of the END, and
informs the issuer and aborts the negotiation if the
timestamp indicates expiration of validity of the END.

The buyer then returns to the seller, through the same
open channel, an acknowledgement in the form of a
digitai signature on the concatenation of the serial
numberéof the END, the generating signature and the
counter. It is accompanied by its own certificate

CB' A:copy may also be returned to the issuer for
tracing purposes.



"water mark" is added to each END upon creation. Normal 'y, the

document carrier upon which the END is I ssued has the electronic

wat er mar Wo648¥ on it, for addition to the END uponPCIAB/00163

In the detail ed description which follows of the issue and
negotiation of an END, reference is made to #fe hash val ue of data.
This refers to a techni que described for exanple in ISOIEC IS 10118,
"I nformation Technol ogy- Security Techni ques-Hash Functions". The

hash function-ifhe d&PIESCHLEL | vErebbesViak aBxAbwl Bgment a0id Erw dat a,

and it is used where the hard§€£e gictat S _econo in_the use of
storage space. PYrputs the,resuit far ip PH§a§§°Br§§e e, 88148 e T store
much dat asamerCtiiweg hRsppens usti shesedsuer]) edicapphe cament of
encrypted data to be stored. Exanpl es of END include el ectronic
cash, in which the ~issuer is called a "Bank", with special equipnent
for WO o/ sSfoyge 10, the received information, i.e. pbE heedy 00163
12 value of the content of the END, the device number of

the generating END, the serial number of the END, the
generating signature and the counter, which is
incremented by 1 in Stage 11, is then stored in a new
record. It is important to increment the counter, so
that each document carrier can recognize that the END
has undergone a further negotiation, allowing it to
return to a previous document carrier.

The negotiability status flag is then sét to 1, to
indicate that this END, with this particular counter,
has become negotiable.

After a number of negotiations, the END will be
presented to the issuer for settlemant, whether it is a
chegque or cash or whatever. The settlement involves
electronic tracing effectively in the reverse direction
back to the original issue.

Whilst a specific example has been given to illustrate
the different inventions claimed in the following
claims, it will be appreciated that the objects of the
invention can be realized in different forms, using
different software or different hardware. The various
different features which have been described in this
specification are not all essential, but we claim
separate inventions in all possible combinations of such
features, within the scope of the claims. For example,
although the method of issuing an END and then
negotiating that END from the issuing document carrier



i ssuing ENDs; here, the docunment carriers are used for negoti ati on,

not issue. A further exanple is electronic bank cheques, in which each

docunent [ ones with a watermark of the Trusted ty
e s mbdnkis

(again ca "Bank") and each docunent carrier nay be an 1ssuer.
A further exanple is the bill of lading,1ghich is simlar to the
exanpl e of bank cheques, but need not necessarily have wat er mar ks.
The sane applies to bills of exchange. Vari ous back-up procedures
are possible in any instance and the TTP involved wi Il then have a-
copy of the keysto'a b%wl¥%eaﬂﬁﬁﬂﬁﬁﬁt°E£F+F5r§5 nett Rhapped: sgpakasely,
receives t henfNDl £NChY@h@6A UBgebet Acs phtatekerivahtiba. derugtheir!

i1k f.th d
ecovery by moanfotFoTRy 9eh ThERF¥BL EEek L8 FRLpRRE £apm,24afRer oo

| ater once decryﬁ&thmmgh nobecbaéme@ospébiﬁ;cﬂllgrnarev3hy¢néedhtdocunent
carrier %haﬂ QHQ thBﬁ wﬁQHpLSﬁﬁlﬂb&hwiEﬁngehQQG

public-secret k pai r cer I cat devl ce t he device
nunber |dent|f|eéeﬁﬁ%rﬁ%vVE%chh?Eﬂ pgaimed seefAyfhbaekdy- up by the
duplicate. One possibility for - this is to have one chip card with two
chips, but a nore secure solution is to have two i ndependent chip
cards or other work stations. Whenever a negotiation takes pl ace,
the protocol is duplicated with the backup docunent carrier. If the
primary docunment carrier - shoul d break down, the back up is authorized
to sell to . the issuer after the expiration tinme of the END s which
coul d not be negotiated. In this case, the TTP needs only to keep a
‘copy of the back up device secret key. -



A preferred feature for electronic bank cheques is the so-cal |l ed

“splitting” of a purchased cheque. A pur chased chequ na beﬂéplrt
into waobﬁnmbans of two digital signatures by the B

docunent carrier WO 96/ 24997 19

PCT/ 1 B96/ 00163 : at
the total amount of the two split parts adds up tom““lmmnﬂwnllﬂ
original. A digital signature is generated by the décufent carrsier
and the dixxmeparate parts can then be negotiated individually.
Subsequent |y, TDuyers will have to authenticate not only t he i ssuing
signature but also the splitting signature. . The split is performned

in the foll owihg nammethodhef issuipgi g'nnalleEanals negotdiakled in t he

d
S hpfhens SRTSGEHELS Sl s

va ues ad %ﬁgp
the val ue of tsnpxﬁmgrﬁb}s in §pF§FP?§r§P§ﬁ5§éH§| gdosugent caz or¥Rf na

tOgether‘Mtr1éﬁﬁﬁhéﬂéoéﬂﬁiieﬂ éBﬁEaﬂ%&h@Sa un;qu&abanmuisauxsnuxewunber
and this is signed wt oA AEr - | f

th d
the docunent Pair E%Fr?%?“ﬁﬁg gpg §P§P§¥18$ Eﬁq o cune orr i

carrier identifier; signing the unique document carrier
identifier, the END and an END identifier using the
secret key of the public-secret key pair and storing the
result in the document carrier.

2. A method according to Claim 1 of issuing an END,
further comprising generating a time stamp representing
the time of issue and storing this with the END in the
tamper-resistant document carrier before the encryption
step.

3. A method according to Claim 1 or 2 of issuing an
END, including the step of calculating a hash value of
the END and/or the time stamp value and storing this
hash value instead of the full END in the
tamper-resistant document carrier, before the said
encryption step.

4. A method according to any preceding claim of issuing
an END, in which the document carrier identifier is a
device number, and the END identifier is a serial
numbexr.

5. A method according to any preceding claim of issuing
an END, in which the END identifier is supplemented with
data representing a water mark unique to the issuer.

.This Sheet Has Been Reﬂlaced
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I ssuing signature may be del eted to save space. Any END coul d be
split, even for exanple a bill of | adi ng, in which case the

informatio atgytnclude attributes such as quantitie }
wel | as, 05”69 | nstead of, nonetary value. An oil carg ﬁcfﬁnﬁmw

coul d be di vi ded, and the electronic bill of | agh ng ' '

accordi ngly. Wth reference nowto Figure 1, an EN}mE@"ﬂﬁwﬂyﬂl\u}m,
docunent carrier DG . The content of an END i s gene

an unpr ot ect ed enV|ronnent by a i ssuer, and the certificate of % hé

i ssuer is containdd A methpg t?é’%‘t%ét%eﬁnmm?ﬁ%ﬁﬁi% akadm ofighesiting
t he tinme of arsEND, /hd]ﬁﬁi‘ls\d&i el sed ld&?dcéléul@tfﬁi&‘ d%ash value

created fromthe certificat.ed EN us, the t anp |s
provi ded as an int?f‘ﬁ anﬁet Ir%ﬁq te@aﬁ grhe 'said W’%‘? jl'n
PCT/ 1 B97/ 00163 place of the full data. , 14 In the
exanpl e of bank cheques given in the Annex - "Mandate - final report”,

t he docunent carrier is
7. A method accordxng to any preceding claim of issuing

an END, in which the document carrier stores a
negotiability status flag indicative of whether the END
stored therein is negotiable or non-negotiahle, and
including the step of setting the flag to "negotiable"
after the result of the encryption has been stored in
the document carrier.

8. A method according to any preceding claim of issuing
an END, in which the document carrier includes a counter
for counting a serial number, indicative of the number
of times that the END has been negotiated since issue,
and comprising the step of setting the counter to zero
after the'result of the encryption has been stored in
the document carrier.

9. A tamper-resistant document carrier adapted to store

an END in accordance with the method of any preceding :
claim, comprising read only software for controlling the é
steps of storing the END, encrypting the END and other |
data with the pre-stored secret key, and storing the

result in a memory.

10. A document carrier according to Claim 9, in which,
the memory includes a negotiability status flag capable
of being set either to "negotiable" or to
"non-negotiable"”. '

11. A document carrier according to Claim 9 or 10, in
which the memory includes a counter for storing a serial

- This Sheet Has Been Replaced
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initialised by one or nore banks The, banks personalise the D-C for
the u$er by recording the user's account nunber etc. and enabling the
user to WONE4997specific nunber of el ectroni c chequeBCHIBRGPOHI t hat

account -
The sane D-C
accounts, and

these are ENI's (el ectronic negotiable instrunments).

TS telertron s cheqve o oo | IATANENHRIR-

ENI', the user puts his D-C into a smart-card reader tonheote

PC, and he fills in etajl s, such_as, val ue ay riod of_ validity,
whi ch LpFBDeE, TRRFAS CRERELTE O, ERpCRUBbEEn DLt Tesnine, END Ras
bank details vaeﬂnénﬁgﬁmlatémmatlcalIy The user transfers t he
nmessage or a hash value of it onto his DC where it is signed.

At the initiation of the user, therefore, the docunent carrier

performs cert ai¥2.f tncwethed wif chegetiabyngdanh8ND betweemt @oisedil ethander .

Speci fical | t .gﬁgy (N nig @Rﬁ{ , wWhich
|E i n one- tg oné;Eb @é}%? g@%%énﬁgesnjéggw Egﬂﬁeh §eﬁ§‘é‘t&‘ﬁt me%ﬂew ce
used for SANT¥eE RIGNDiits gPval PSPbﬁﬁrﬁﬁ€§e§eﬁ€Vaﬁ’é&%y ighgavhich

device. This d%@@mrﬂ&rsm&& {Areneagélért Bedocumentebhlﬂﬁi(‘e% @nor it

could be for
significant 1
seri al

bank dheques,

appends the water

certain party

TR FormoF B0 Bak . ppe o FREBAIRREEAAS SPRE ARG Ae

nmﬁxareﬁ(s:@gﬁmg-t-lheyahb a docuhentasercierhefENbebdissper
sequence’i dentl
dindieative of whether the END is currently negotlab e
from the document carrier on which it is stored,
comprising establishing mutual recognition between the

nost

Irgal?i W‘N‘ Vﬁ&%@ﬂ&frﬁgmt 8°ndgotiaBi1ity gt‘&% ' %aﬁj SO

seller and buyer using a predetermined protocol between

the respective document carriers, verifying in the

seller’s document carrier that the negotiability status

flag is “"negotiable" and aborting the negotiation if
not, sending the public encryption key of the buyer’'s
document carrier to the seller’'s document carrier, and
using it to encrypt the message comprising the END
together with the negotiability status flag, sending
that encrypted message to the buyer, decrypting that
message using the buyer’s secret decryption key, and
setting the negotiability:status flag for that END of

the buyer’'s and seller’s document carriers respectively

to "non-negotiable” and "negotiable’.

13. A method of negotiating an END between a seller and

a ‘buyer each posseséing a tamper-resistant document

carrier having its own public secret key pair, in which

the END is stored in the seller’ s document carrier in

the form of END data, and the signature generated by the

secret signing key of a document carrier of the issuer
of the END, together with a serial number counter

This Sheet Has Been Replaced
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The concatenation of this data is then, if necessary, WD 96/ 24997

PCT/ 1 B97/ 00163 15 hashed t.o
produce a §Eu¥ ue h2. The data or the hash val uep $Goot@yt & ‘are
then signed b %ﬁ secret key of t he docunent car[.e.?*fé plgghbc

S (h2). This 5|gned value is stored adjggent to the

concat enat ed data. Next, the docunent cafrier appeng wllu“ HIII
the value of a serial counter, set to zero; and the

bit flag, set to one, indicative of whet her the END i s currently
negotiabl e (val ueiddicative of the nugberabfet{mesueh@r thenENDehpar bieew ar
document CRE 6€£ated sinc Iggu ND gﬁgrigfﬁszSQQQEiEﬁipsd ggqlnade
ready for negotiation wth an carrrer certrf

bei ng part of theregagBhtion betweevhéehégstaaéubnyer wALBIEAD ori gi nating
from docunent predéféiin€hel ProtBebleBatreds tREiHOCHEBRELEFE BB ument

D-Cqerr] carriers, verifying in the seller’'s document carrier
that the END, if it has been stored previously in that
document. carrier, has a-differeﬁt'counter value this
time and is therefore negotiable; -but aborting the
negotiation if it is not negotiable, sending the public
encryption key of the buyer’' s document carrier to the
seller’'s document carrier, and using it to encrypt the
message comprising the END together with the counter,
sending that encrypted message to the buyer, decrypting
that message using the buyer’s secret decryption key,
and incrementing the counter by one.

14. A method according to Claim 12 or 13, in which each
document carrier is installed originally with a
certificate comprising a digital signature of its unique
identifier and of its public key.

15. A method according to Claim 14, in which the
certificate unique to the document carrier on which the
END was originally issued is stored with the END in the
sellexr’s document carrier.

16. A method according to Claim 14 or 15, in which the
certificate of the buyer’s document carrier is sent to
. the seller’'s document carrier in which it is
authenticated and the negotiation is aborted if
‘authentication fails.

17. A method according to any of Claims 12 to 16, in
which the buyer’'s document carrier, after decrypting the

: Thls Sheet Has Been Reﬂll




and a buyer docunent carrier D-Cferr] will now be described with
referénce. to Figure 2. The. negoti ation involves the seller and the
buyer, aW@9624997 nmy involve a TTP as wel |, but for traci RGTEBR6P0163,
seller, which nmay possess many different ENDsg, decides to sell this

particular END to the buyer Br..The seller 3. first Iﬂﬂ“ Im
buyer, in Stage 1, by receiving fromit the certi faﬁlmgﬂ Iﬁﬂl"l
corresponding to the quque public key Plerr] of thé doctmeft & *
D-Clerr]. It ismessage wéfAgMitécgearat Repybherighiaanahed Bithaiiffe of

envi ronment . . The progra the.seller's cument carrier, D-Clerr]
checks, in St ag%h?,"%‘é?ﬁegnt ﬁéegggpf f PR AREPEPE 51?,? i1ssuer +ft ﬁé’fﬁ i cat ed,
and aborts the eeentithatnauthentifitation faiflben extracts the public key

Plerr] for future encryption. The seller identifies the

negotiability status flag of the particular END it w shes to sell,

WO 96/ 24997 18. A method according to any of Clpdms| Hodip®iaf

tlﬁ END QC|CG§§én\tﬂ)ﬂnétS anl ENS} éﬁeﬁ3doﬁkhaﬁﬂ:h9aég?ie&e fo1kRieddy a and
© Sertal method oglkégotgagigg the 2R as é¥aimed in any of

Claims 12 to 17. .

19. A method according to Claim 18 as appendant to Claim
2, in which the buyer’s document carrier, after
decrypting the message with its secret key, verifies
that the END is still valid by taking its time stamp,
and, if it has expired, informs the issuer of this, and
aborts the negotiation before implementing the counter
or setting the negotiation status flag.

20. A method according to any of Claims 12 to 19
including recovering the negotiation of an END which has
previously broken down, by providing the buyer’s
document-carrier with the necessary secret key which has
been reproduced@ by the issuer or by a trusted third
party.

21. A method according to any of Claims 12 to 19

| including recovering an END lost from a primary
document-carrier, by activating a back-up
document-carrier which has previously been provided with
back-up data reproduced from the primary
document-carrier.

22. A method according to Claim 20 or 21, comprising
inhibiting the recovery until the expiry of the
predetermined period of validity of the END.
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4 that the flag is 1, and if not it aborts the negoti ation. If the

END i s shown to be negotl abl e, then further action is not denied, and
the full ENGosBssed OF message Mis encrypted by neang,cq-;mgmlwal c
key Plerr], and sent over the public channel to the Duyer

ensure that the seller cannot repeat the negotjation

the negotiability status flag is set to zero, in Sta HJIE mﬁ.ﬁllﬁlﬁml
recei pt of the encrypted nmessage or ciphertext C cor

nmessage M the buyer decrypts the information using its own secret

key S[err]: this2drow aefhod of megakdiafiimg anSMe aalg &Y |3 @ellencto

buyer al so requegt %uyer, i GHIRAE 1485 pyeolsiia &b dHe M tificate of the
i ssuer g)), and _the hash val ue of "t he ori gi naI content of

the END, and |n Stl'éé’ésr@%lg iR AW IQF MRFe R MM thent oyt he

ci phertext C, andtengtot\w’de‘s &hdse pHmiseparately Jd fohe and nidie dRvitliter
nunmber D(j) of t%e |s%uer 0 f - verification should fail, the buyer

i nforns the issuéer and ceases negoti at.i on. The buyer then
checks the tinestanmp T of the END, and inforns the issuer and aborts
the negotiation iy, t '1\3 method lddERYANY vyli0adies ﬁ(p':.rrﬁtvhﬁrbrpfeé/&i ighdy Of
t he END. The buyer then returns to the seller, thrqugh the 'sane

open channel, anificErbiiestedhdf the Gigitalnskanature °“d|f§m &2 gnature
on the concat enabuyerols iduzu@ritalcarrier which effects the splitting.

(AW
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nunber of the END, the generating signature and the counter. It is
acconpani ed by its own certificate Clerr]. A copy may al so be

ret ur ned W 9624997 ssuer for traci ng purposes. WRCTAB26I0K1 83

PCT/ 1 B96/ 00163 17 [err] The
seller DCferr] verifies the acknow edgm;v(tBand t hen out puts the
result for information to the seller. The" sane thing happens at the

i ssuer, if applicable. In Stage 10, the received information, i.e.

t he hash val ue of the content of the END, the device nunber of

t he generating END, the serial nunber of I lEND, t he generating
signature and the counter, which is i'nCrenmented by 1 in Stage 11, is
then stored in a new record. It is inportant to increnment the counter,
o) t hat each document carrier can recogni ze that the END has
undergone a further negotiation, allowing it to return to a previous
docurment ENDi er. The negotiability status flag is then set to 1, to

i ndicate Si@RAGE END, with this Pﬁ”ébﬁt’;ﬁ‘s ERYPTD ENGINE
\DOC ] 1 o Verify Cer (B. Pg)
DOC 2 Py
- — — Encrypt DOC |
A - . under PB
N > ] Input -
Cerg(A.P)) i Output
SECURE STORAGE

Forward Cer (8,Pg) =) || (@—— Forward Ps(DOCH

' B P Y Input-
- Cers(B, Pg) | Output |
B | Decrypt Pg(DOC 1)
— by Sg to recover DOC |
Store "®

poc 1 4+—©

SECURE STORAGE ' SECURE CRYPTO ENGINE

P: Public key of CA

S: Secret key of CA

SUBSTITUTE SHEET (RULE 26)



has become negoti abl e. After a nunber of negotiations, the END w ||
be presented to the issuer for settlenent, whether it is a cheque
or cagfpénebat ever. The settlenent invol ves el ect{,%ﬁioaﬁgi ng = ** *
effectively in the reverse direction back to the orrginal TSsue.

Whi | st a specific exanple has been given2B3o illustrate the different
inventions clai.-ned in the foll ow ng clainms, it will be appreciated
that the objects of the invention can be realized in different
forms, using different software or different hardware. The various
different features which have been desq:'Gez in this specification
are not all essential, but we claim ——=Separate inventions in all

possi bl e conbi nati ons of such features, within the scope of the
clainms. For exanple, al t hough the nethod of issuing an END and t hen
negotiating that END fromthe issui cearrier WO 96/ 24997
PCT/ 1 B97/ 00163 _ w 18

CREATE ﬁ:ONTENT END

ADD TIMESTAMP END + T -—> STORE
(CALCULATE HASH  h(END+T)=h,

END OUTSIDE

INPUTDC ¢
h, INSIDE

u .
APPEND DEVICE NO.  DQ
APPEND EEQ. NO. ()

-(APPENDUWM = IDENTIFICATION)
CALCULATE HASH  h(h, + D(j) + S(i) + WM) = h,

U |
SIGN HAﬁH | S((h2)
STORE . hhy + D(j) + S(i) + WM), Si(h2)

APPEND COUNTER = *07, FLAG = 1" (SELL)



to a buying docunment carrier
i ntendled t o be a separate invention.

ability WO2€4¥7er fromfailure,

are intended to

I's not clainmed separately,

Furt her,

features which are claimed specifically.
19 CLAI ME:

(END) conpri si ng:
t anper -resi stant docunent carrier (A,
uni que public-secret key pair (S) fo
docunent carrier
i dentifier,

1. " A nmet hod of

identifier

D(j);

2. A nmet hod according to clai

generating a tine stanp (T)

repr

Si
the END and an END identifier (S(i)) using the secret key of
t he public-secret key pair and storing the result

this

i's

features such as the
al t hough not cl ai reBCEpRSSIDISal | v,

constitute an invention when conbi ned with other

| ssui ng3/8n el ectroni c negotiable docurrent
creating as data (DOC 1) an-END and storing this in a
t he docunent carrier containing a

re=s/0Ri Ng and verifying and a uni que
g&t@g he uni que docunent-carrier

SSUi

an END,
me of issue and stor

in the docunent carrier.
further conprising

ing this

with the END in the tanper-re3| st ant docurrent carrier before the encryption

st ep.
i ncl udih
the ti

and/ or

&agg LIEER,FOHsuﬁQ g‘é‘;‘g ! E' a Tl 1, O BEYER! &ﬁﬂg E;tg“‘ﬁ“ END'F, |
s?t arnmp vaI ue and stori ngut Ris 2an b"b key Pg ce
8

2 | Verify Certificate Cp _ byD-C, |
3__ | Specify D(). S(i) input
4 | Verify flag = 1 by D-C,
5 | Encrypt specified END

record M under Pgto

generate ciphertext C
6 |Setflag=0,sendC, END —>

and certificate of Issuer (j)_ L
7 by D-Cy | DecryptC
8 by D-Cg | Verify issuer's signature
9 by owner | Check validity period
10 { Store in new END record
11 Increment counter,

set ﬂgg =1




hash val ue iNstead of the full END in
cakri’er,

precedi ng cl

BCL: ninber v

Before the said encrypti-on step

t he tarrper-re5| stant doc

1"

A net hod ag¥}

tOPQ%&%gent car “‘ .-,

(D(j)) is a a serial Sber
o
(ENS)' & uﬁ.époxﬁmhegﬁ?ﬁﬂtw nvmnf nﬁ%@ & rnnrocaan@Q

wat &b Wﬂ%‘“&ﬁ?ﬁ'&@% % he issier.

preceddod]. 982 m of i ssuing an END| &lo
hash value (h[ferr]) of the data t¢ be

FT@:HI SJ?‘B%

(11) Int@mational hleBﬂdndMGcor di nUVOdi
step of calculatin

th
Bptcappa Teter | < B g m?s-q%ﬁﬂ

pl ace of the full| data.

7. | @D Interngtions Appiieation Nymber: o ARG TIRPEREH |
St Of Abruily 96040238

D st ored thereln IS n

' uudin the step of setting the flag
thf’@mﬁ%ﬁw oS BES? ol mggsth%s

the
of
in

P 28 Gkt AE )
whet her t he
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L1 Descrintion : paged
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(54) Title: ELECTRONIC NEGOTIABLE DOCUMENTS
(57) Abstract

A method of issuing an electronic negotiable doc-
ument (END) comprising: creating as data an END and
} storing this in a tamper-resistant document carrier, the doc-
ument carrier containing a unique public-secret key pair for
signing and verifying and a unique document carrier iden-
tifier; signing the unique document-carrier identifier, the
END and an END identifier using the secret key of the
public-secret key pair and storing the result in the docu-
ment carrier.

END
STORAGE SECURE CRYPTO ENGINE
NDOC 1= . . Verify Cer (B, Py)
| ooc2 "
il k- Enerypt DOC |
A uader Py
"8, P E Input -
] CedA.PY) Output
SECURE STORAGE
 Forwaed Cur 8, o) —(D @©—— Forward Py (DOC 1)
: s. 4 ) ‘ I -
[ comro—tfe'" e
- Decrypt Py(DOC 1)
Siore - '® . by Sy 10 recover DOC |
-nocl1L-—©
SECURE STORAGE ~ SECURE CRYPTO ENGINE
- Pz Public key of CA

§: Secret key of CA
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- - . T
1

docunent carrier includes a count ounting a serial nunber,
i ndi cative of the nunber of ti rresﬂ“ﬂlﬁ“l“ﬁ“ﬂmrbeen negqtiated since
i ssue, and conparing the step of setticngtthe counter to zer CEMENTeSHEET
result of the encryption has been stored in the docunent carrier. 9. A
t anper -resi stant docunent carrier adapted ti® store an END, the document
carrier contai ni%ﬁ“gni que public-secret key pair (S) for 'signing and
verifying and a I qué&" document carrier identifier D(j); means for
encrypting .the uni que docunent- carrier identifier, the END and an END
Identifier (S(i)) using hgf,ecr_et key of, the public-secret key pair and
means for stori the'\F‘éé’ﬂ pf syping ancalfsironig pegotiablg decwment (ENR)omprising: 10

A docunent carri | Q ' | kG ' es a
negot 1 abi | i1y st aPEEaPEs BOGY) & ARl sobingieid a el ERiaht b
“negotiabl e" or ¢anfe{(A), tiedteimandticartier contairidg a uniduelublioRetiet ke ?diﬁ(S?@&COf di ng
to claim9 or claim10,, in_which the nenory i ncl.udes a_counter ( COUNTER)
for storing a sePFHng MdNsEfYREIMdaminus degmieds carrier identifienjali); signing thesmiqwe END
has been negol | dddment-carrief identifier 6 BRD Bl M (2t (S0 B Bgluh

sell er and a buyer each possessing a tanper-resistant cunent carrier
(A; B) having i tef thepuliicksesret keg paic andcdgring-the re§ylf inrthd Jocohentrchrrier. Pl err],
S[err]), in which the END. is stored in the seller's docunment carrier (A).in
t he form of END data (DOC 1), and the signature generated by the secret

signing-key of az A method according to claim 1 of issuing an END, further comprising

- =

generating a time stamp (T) representing the time of issue and storing this with the
END in the tamper-resistant document carrier before the encryption step.

3 A method according to claim 1 or 2 of issuing an END, inciuding the step of
calculating a hash value (h,} of the END and/or the time stamp value and storing this
hash value instead of the full END in the tamper-resistant document cartier, before the

said encryption step.

4, A method according to any preceding claim _of issuing an END, in which the
document carrier identifier (D(j)) is a device number, and the END identifier is a serial
mimber (S(i)). |

5. A method according to any preceding claim of issuing an END, in which the
END identifier is supplemented with data representing a water mark (WM) unique w0
the issuer.

6. A method according to any preceding claim of issuing an END, comprising the
step of calculating a hash value (h,) of the data to be encrypted by the said secret key, in
place of the full data. '
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21 docunent. carrier of the issuer ofiy NG § er wit
negotiability status flag (FLAG i ndi Mmﬂﬂﬂmlmrmﬂ t he EMEWWJHEE}:
negoti able fromthe docunent carrier ort which I% 'iss stored, conprising

establ i shing mutual recognition between the seller and buyer using a
predet er mi ned protocol between the respective€ docunent carriers, verifying

(Fig.3, step 4) i the.ag%kdoﬁ rae%r' ' ' ecadifg Qkim! FadsuinB n ERANGA Mich nfey
status flag i's "negotiable"” an g%ﬁ%ﬁgg t édnegotiatip% i f no'tl, sendi ng

t he ‘publi ¢ encrypiocumentaarriet stotes amegosiabibityctatus flagt(FleAG) indicative aftwhethef ther ' s
docunent carrier, _gnd using it.to encrypt (Fig.,3, ste t.he nessage
conpri sing the El\@?’oﬁ‘é’%@g‘% ‘Fﬁeﬁ"ﬁgbclﬁ %ﬂ“r%&?’tbg’" ﬂi&‘f‘@gg’%‘ggﬁ,ﬂ?@%aﬁﬁ@@ﬁat
encr ypt ed  Message gh ! Regdii* andl A/ nidiliof thelebrgprich ha bR stked Hhe BB

usi ng. the buyer's é%cr efeg ecrypte?on key, and s'ggttli ng (Fi gs %,ﬁg‘%ps and
6) the negoti abil campied. | ag for that END of the buyer's and the seller's
docunent carriers respectively to "negotiable" and "non-negoti abl e". 13.
A nmet hod of negotiating an END between a seller and a buyer each possessing
a. tanper -resi st ang, doc AriRéhodRESrdME 1d Aiy Precediay iclalin bf SsudianEND] BRI 88 Key
pair (Plerr], Slerr], Plerr],, S[e?rﬁ]), yi n which the END Is stored_in the
seller's docunent doeumenteartigr)in¢lndes i sountsr (COTNERB) fofcaugtivea segial nymbes, he

si gnat ure gener at ed;.hy. t S t si.ani f [ t he

souer of Che. END gt HERE bl of R Bk E D ORI o ilice 5t Bha

i ndicative of the comiphidig thé step ofetin e dotitettibRZertbagtenthe resuie ghthe 2hcrghtivhhee

| ssue, conpristng est ablg‘i sh!in?g nmut ugl recognition between seller and buyer
o

using a predetermms’%eéﬁib@e PECRE®IThei r respective docunent carriers,
verifying in the seller's docunent carrier that the END, if it has been

stored previously in that docunent carrier, has a different counter val ue
this tine and is ther efAampssgsistantidoeymdnt tardecadaptedtotskre ae END, dieidocumént i t

[ t tiabl e, di Fig..3, sft. 1) the ) lJc. fi Kk f
he buyer s docurmsAne spaioma;agniqu pauieRereed gak (ot uiine U Ve Y, |
to encrypt  (Fi 9.yniquedoSiinent cirfiér aa?ﬁmggéﬁem{s%ﬁt mﬁag Bni@eabbipienty t h

the.counter, sending that encrypted nes uyer, decrypting

(Fig. 3, step 7) temmieridentifier, theiEND anden ENJD dentifier {8G)) asing thersperet ket okthe,  and
~incrementing the Cﬁ:‘ﬁ%@@ﬂ%&) gaeu- gn'ff xﬂéang forss{oﬁgg hje)result in 2 memory of the document

carrier,

10. A document carrier according to claim 9, in which the memory includes a
negotiability status flag (FLAG) capable of being set either to “negotiable” or “non-
negotiable”.

11. A document carrier according to claim 9 or claim 10, in which the memory
includes a counter (COUNTER) for storing a serial number representative of the
number of times the END has been negotiated.

12. A method of negotiating an END between a seller and a buyer each possessing a
tamper-resistant document carrier (A; B) having its own public-secrat key pair (Pa, Sa;
Pp, Sp), in which the END is stored in the selter’s document carrier (A) in the form of
END data (DOC 1), and the signature generated by the secret signing-key of a -

REPLACEMENT SHEET

09 NOV 1998




¢

;22 14. A net hod according to cl I n which each docunent
carrier is installed originally w Tum EE'“ (!In:% corrprl Si BE’L:ACEMQNT:QHEET
signature of its unique identifier *(Dfj I'ts public key (P[err]

Plerr]). 15. A nmet hod according to claim 14, in which the certlflcate
uni que to the docunent carrier on whi ch'the?-lEND was originally issued is

21 8 med " ol o e o o ot of RE B e BRELYH  pofiiy BT ot c o

carrier is sent (@Ep@) ilicaBive Bf vHiettieP tHe END & duftentsy SLQSEHBR Yrork Heldo@limdn? WHi Ch.
it is authenticated and the negotiation i's aborted if authentication fails.

17. A nethod aRagriar@nthichtis siegedo tomprisingestablishipg meitual recogriition hetmeesnulyeer ' s
docunent carrier K secret ke

verifies the si gsr?g?‘{ﬁrngbo?&t Mgﬁggé‘é%é&g; &ﬁ@@aﬁ;ﬁ%&gﬁge ﬁ "'é uer in
‘the event that amﬂmtm@hnmxg‘zalsieg 4) in Msenu’ﬁdommbmdmemdmegegoﬁalﬁw of

claine 1 to 8 of |55ﬂ§n§ .an EN dchrTent carrier fol]owed b%( a net hod
of negot i ating t W S DEEOH; %%@Fnﬁg‘ﬁ‘?ﬂ%“ i 0t Yadipg the public

encryption key of the buyer’s document camer to the seller’s document carrier, and
using it to encrypt (Fig. 3, step 5) the message comprising the END together with the
negotiabilty status flag, sending that encrypted message to the buyer, decrypting (Fig. 3,
step 7) that message using the buyer’s secret decryption key, and setting (Fig. 3, steps

) 11 and 6) the negotiability flag for that END of the buyer’s and the seller’s document
carriers respectively to “negotiable” and “non-negotiable”.

13. A method of negotiating an END between a seller and a buyer each possessing a
tamper-resistant document carrier (A; B) baving its own public-secret key pair (P, Sa;
Pg, Sp), in which the END is stored in the seller’s document carrier (A) in the form of
END data (DOC 1), and the signature generated by the secret signing key of a
document carrier of the issuer of the END, together with a serial number counter
(COUNTER) indicative of the number of times that the END has been negotiated since
issue, comprising establishing mutual recognition between seller and buyer using a
predetermined protocol between their respective document carriers, verifying in the
seller’s document carrier that the END, if it has been stored previously in that document
carrier, has a different counter value this time and is therefore negotiable, but aborting
the negotiation if it is not negotiable, sending (Fig. 3, step 1) the public encryption key
of the buyer’s document carrier to the seller’s document carrier, and using it to encrypt
(Fig. 3, step 5) the message comprising the END together with the counter, sending that
encrypted message to the buyer, decrypting (Fig. 3, step 7) that message using the
buyer’s secret decryption key, and incrementing the counter by one (Fig. 3, step 11).

——
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I

i9.' A net hod a’cco'rding.to clai%‘m' ' . to cIa|m2E|n whi ch the
buyer's docunent carrier (B), gmqmﬁﬁ aMhe rressag m
secret key (S[err]), verifies (F g.c3, st ep at the END is UEMW %ETd

by taking its tine stanp (T), and, if it has expired, i nforms the issuer
of this, and aborts the negotiation before isACrenenting the counter or
setting the negotiation status fl ag. 20, A net hod according to any of
the clains 12 to149 |Aahethbd'@cmxdmg\t®elmng12dsre:lmmrlégmtwlath €ash ddcutienidiRientis ch
has' previ ously br,ok down rovi.di ng the bu docungnt - carrl er
with the necessaf @QQPMy \%ﬁ H‘“P%% @b‘ﬁlc%‘w yu®ger  or

by -a trusted thi rgmafed and of its publi
23 21. A nethod accor(aor)l)g to an;g“om 853"?733'14 to 19 |ncI udi ng recovering

an END | ost froma primary docunent - carr| er, by activating a back-up

docunent -carrier reviou d h, back-

reproduced from tlﬁg ngi g {S‘H@?ﬁ’ i@ﬁwﬁcﬁ% ce\t%rl}ga akjdz@ﬁg?mtto
Caim20 or 21, Cdam&bﬁmlmﬂmtﬂa@a@hﬁm@&e&m@mtmwmeseuei’sthe
predeterm ned period of validity of the END. A et hod of

negoti ati ng an Emw@mma seller to a buyer, ln whi ch the buyer splits
the END el ectronically into two or nore parts and then negotiates those
parts separately to one or nore further buyers.

16. A method as claimed in claim 14 or 15, in which the certificate of the buyer’s
» .document carrier is sent (Fig. 3, step 1) to the seller’s document carrier in which it is
authenticated and the negotiation is aborted if authentication fails.

17. A method according the any of claims 12 to 16, in which the buyer’s document

carrier, after decrypting the message using the secret key, verifies the signature of the
- issuer on the END, and informs the issuer in the event that authentication fails.

18. A method according to any of claims 1 to 8 of issuing an END on a document-

carrier followed by a method of negotiating the END as claimed in any of claims 12 to
17.

19. A method according to claim 18 as appendant to claim 2, in which the buyer's
document carrier (B), after decrypting the message with its secret key (Sg), verifies
(Fig.3, step 9) that the END is still valid by taking its time stamp (T), and, if it has
expired, informs the issuer of this, and aborts the negotiation before incrementing the
counter or setting the negotiation status flag.

20. A method according to any of the claims 12 to 19 including recovering the
negotiation of an END which has previously broken down, by providing the buyer’s
document-carrier with the necessary secret key which has been reproduced by the issuer
or by a trusted third party.
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B » \
24, ' o o according to clalm aayulmrmumnammn o et sy
the splitting. Pﬂ\éfﬁéﬁr SHEET
- 23

21.  Amethod accérding 1o any of Claims 12 to 19 including recovering an END

lost from a primary document-camer by activating a back-up document-carrier which

has previously been provided with back-up data reproduced from the primary

document-carrier. |

22. A method according to Claim 20 or 21, comprising inhibiting the recovery until
the expiry of the predetermined period of validity of the END.

23. A method of negoﬁating an END, sold by a seller to a buyer, in which the buyer
- ., Spiits the END electronically into two or more parts and then negotiates those parts
separately to one or more further buyers. |

24. A method according to claim 23, in which each part is subjected to the digital

signature of the said buyer’s document carrier which effects the splitting.
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