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[0001] This Application clainms the benefit of U 'S Provisional Patent
Appl i cat i ogoNes/Bs¥sP63, 489 for "Conputerized Faci al Bi gsginid2607/083060
Passenger |dentification Systemand Method" filed Cctober 30, 2007,
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[0002] The present invention relates to systems and methods for passenger identity

verification and tracking and more particularly to systems and methods for passenger

identity verification and tracking using biometric technology.

BACKGROUND OF THE INVENTION

[0003] Transportation services such as airlines, rail lines, and bus lines typically use

various security systems to identify, validate, and track passengers to safeguard the
transportation service and its passengers, as well as to prevent various kinds of illegal
activities, such as illegal entry of foreign nationals into a country without a proper VISA,
Such security systems may be significantly enhanced by use of biometric passenger

identification technology.

SUMMARY OF THE INVENTION

[0004] Various embodiments of the present invention relate to systems and methods for

passenger identity verification and tracking using biometric technology. The
embodiments are illustrative, not restrictive, and are intended to provide further

explanation of the invention as claimed.



WO 20081055181PCT/ US2007/ 083060 2 [0005] In one enbodi nent, the
invention i s a system for passenger identity verification conprising
at | east n systemw th a barcode reader and i
data col |l ecti ogﬁggl\??ce Wien a passenger checks in, a blgcrjc?i]%g&?%éogo

pl aced on the passenger's boardi ng docunents, the barcode is read and
biornetric data is collected fromthe passenger. The systemfarther
contains a sewer with a database for storing passenger data connected
to check in system the server having a database for storing
passenger data. The server stores the barcode data and bionetric data

on the dat abags) s ehabadlm&,ﬁah@aﬁ&@@lelsdasyﬁem $or @ﬁ%bﬁ&&ﬂtyWehfbaﬁuﬁﬁ
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identity veruaifcb&aaamon as&cﬁéa com#leme ?as@ér%&esdblglﬂetﬁc 9a§seng%§ste?n *aga,&di ng

docunent s upon check in. barcode IS read y a barcode rea
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reader and hjagembd i (Bldii&hﬁ: dag i€ Meh etieRell frém MetdaRbPASHRNDE bar USHEhtad
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to explain the principles o | east one enbodi nent

i nvention. ThpbZeRs U5ty pherrisSeniey/ Rignadoday i odisepd ﬁ@ﬁ de@psanger
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enbodi ment s point, tHedaicodeddgammiead by a barcode reader and biometric data is collected from
the passenger using a biometric collection device. Biometric data is retrieved from the
server using the barcode read at the verification point and the biometric data retrieved

from the server is compared with the biometric data collected at the verification point.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] The accompanying drawings illustrate embodiments of the invention and together

with the description serve to explain the principles of at least one embodiment of the

invention.



[ 0009] Where illustrations refer to specific manufacturer and nodel
nunbers for hardware el ements of various enbodi nents of the

i nventi on,wb%ospogg %F ences are intended to be illustratipgy ‘,083060
restrictive. Wil be obvious to thgse skilled in the art t

vari ety of eqw prent supporting simlar functions may be substl tut ed
for the conponents actually shown in the illustrations. [0010] FIG 1
illustrates one enbodi nent of a hardware and network configuration
that may be used to inplement the system [0011]] FIG 2 illustrates
anot her enbodi nent of a hardware and network configuration that may

be used to i[UOﬂSPRH&En(i:I&Ear@&b&I Snuh sl 2fer B e saﬁtebhﬂt#ﬁﬁoﬁﬁb@t&h@%oms
enbodi nent of_ a ardvvare[ﬁ ]r]t wor k confi urat on tgta r%%

to i npl ement” &S CERETH PO&AYS e F0e 6‘(’5‘&%‘1“?1‘%‘ oAyt d%f‘ia %‘“Sfcad
enbodi nent dieing plheud dpar iBusantthg petoesior ealdhd @ibbditnennofitahveation. be used
to inplenent an Airport Server. [0014] FIG 5 is a conceptual

i |l ustratiord0®9] Birere elittrdiione nefeofio apciisc halufcRer omd emodsl stmabars [f015]

FIG 6is a hBller%Qﬁﬁltentk M Jsaembs'cgﬁngtﬂfofqﬁg)ﬂgénngﬂthengeh M@fnlgnhéaw

associated wth check In o?ga sin assenger I n age
[0016] FI G 'gbqigusgraibesrmabissipieivei Jt Mébwc&mowO @swh@le@mﬁmﬁm@ vsaxety
Verifier sysk @(ﬁl‘xpn{e%&{ﬂortﬁk Gmildr ﬂl&tlansfn!lag% %Eﬁtutbd ﬂ'oi"ﬁ& Etﬁﬁﬂoﬁ'&tscétmﬁf}e

enbodi nrent of the workfl ow associated with the verification of
singl e pass&hgEyin fsalaiaignsan airpl ane by a aij rI i ne agent. [0018] FI G

9 illustrat d t f that h
Checked 1 n BOVOREE"T AREFTRG"s 87t GhTte it 58 REREH Londglraie

may be used to implement the system.

[0011] FIG. 2 illustrates another embodiment of a hardware and network configuration

that may be used to implement the system.

[0012] FIG. 3 illustrates one embodiment of a hardware and network configuration that

may be used to implement a Central Server.

[0013] FIG. 4 illustrates one embodiment of a hardware and network configuration that

may be used to implement an Airport Server.

[0014] FIG. 5 is a conceptual illustration of 01te emboditnent of a Check In Recorder- |

system,

[0015] FIG. 6 is a flowchart illustrating one embodiment of the workflow associated with

check in of a single passenger by a check in agent,
[0016] FIG. 7 is a conceptual illustration of one embodiment a Verifier system.

[@017] FIG. 8 is a flowchart illustrating of one embodiment of the workflow associated

with the verification of a single passenger boarding an aitplane by a airline agent.

[0018] FIG. 9 illustrates one embodiment of a report of passengers that have checked-in
but not reported to the gate.

[0019] FIG. 10 illustrates one embodiment of a report of scheduled passengers who have

not checked in.



[0019] FIG 10 illustrates one enbodi nent of a report of schedul ed
passengers who have not checked in. WD 2008/ 055181PCT/ US2007/ 083060
4 [0020] WoGooslksisy | ustrates one enbodi nent of a reporde®26@k30EdM
that the correct passengers have depl gned and that there are no
passengers remai ning on the plane that should have deplaned. [0021]
FIG 12 is a conceptual illustration of one enbodi nrent of a Conbo
Recorder / Verifier system DETAI LED DESCRI PTI ON OF THE PREFERRED
EMBODI MENT [ 0022] Enbodi nments of the present invention are described
below with reference to network diagranms, block diagrans, and

oper ati onal [ROA0LEXG. altli bingrae$ 08¢/ stbwrman & retchat %o f:tmfm'pa‘hzﬁahgedirrect
identity ver i ri l.o

under st bod tiar i R, PR AF a0 Bl b1 fal SRk BubEE T B Bt ol

i |1 ustrati orsboul@kaye dapipedrat i ons of bl ocks in the block diagrans or
operational illustrations, may be inplemented by neans of anal og or
di gi tal har dRF b Shd?2 &W@Fuab%ﬁrﬂ%ﬁ ofrpse pmbadiaant of 4 Gorplyy Reprider/
conmput er progii@AshAgh r ucti ons may be provided to a processor of a
general purpose conputer, special purpose conputer, ASIC, or other

br ogr amab, SRR PSSt o AP R EErERIEh DRI St UC L OfS
dat a pr ocesdP¥3] Eppesiaantssof therplessnt invention aref dmeribedhedpuotith wfened toed in
the bl ock du@%mag@;msoae&a&aggml anlalog%o% il sREHSEs 01{599&4315“13 Phefhd
alternate |r{pl enentations, the functions/acts noted In S may
occur out offot PRESEHEIifentibyt Eefifictiop rrad dfsekieg Fléih%lbloimeFlﬁs‘P?ha?]Pﬁns 1 For

exanpl e, twanidrasdesthaheasn b[dak DY GRE SIBEIO RiadMs lof dp@sitonReilgN@EHs 6hd
substantial ly oncurr LPB}%/ tg’fp EI ocks may somnet rrgg be execut ed in
the reverse GF ?‘mmgg g @ t?éagff’ﬁ}ﬁc‘frl FEPeRy Allpstradionsn sy visd

implemented by means of analog or digital hardware and computer program instructions.

[0023] These computer program instructions may be provided to a processor of a general
putpose computer, special purpose computer, ASIC, or other programmable data
processing apparatus, such that the instructions, which execute via the processor of the
computer or other programmable data processing apparatus, implements the

functions/acts specified in the block diagrams or operational block or blocks.

[0024] Tn some alternate implementations; the functions/acts noted in the blocks may
oceur out of the order noted in the operational iflustrations. For example, two blocks
shown in succession may in fact be executed substantially concurrently or the blocks may
sometimes be executed in the reverse order, depending upon the functionality/acts

involved.

[0025] In some alternate implementations, a token may be generated and provided to the
traveler that contains some, or all of the data that has been captured at check in, and may

be used in tandem or as an alternative to the barcode and/or server stored data,

[0026] The embodiments discussed below relate to systems and methods for passenger
identity verification and tracking implemented in an airport setting. It will be readily

apparent, however, to those skilled in the art, that the systems and methods discussed



[0025] In sone alternate inplenmentations, a token nmay be generated
and provided to the traveler that contains sone, or all of the data
t hat has ed at check in, and may be used inl;cz.-}.r}%g

an alterngﬁl ve&?‘ggt e barcode and/or gerver stored data. /1 gﬂg@&?ﬁi
enbodi ments di scussed below relate to systens and net hods for
passenger identity verification and tracking inplenmented in an
airport setting. It will be readily apparent, however, to those
skilled in the art, that the systens and net hods di scussed WD
2008/ 055181PCT/ US2007/ 083060 5 herein may al so be used for passenger

identity veriefdCahy 85 Boghed f@qjkgsa@eﬁ B¢ntiBWeriBL 6K aﬁcpﬁml*aé fRURY bffer
transportati on uch as, without limitatjaon, rail |ines, bus I|ines,

and crui se |PHLY PURCraRIRGHRIon, SuehAsgthioRt linpjfation radl dingss bysdingsh aid visse

i nterpreted iags. |'IlhBﬂefol'd,’lgotIﬁ1h§mltlﬂQ/nﬁ£Hdsﬂ9slﬁyﬁld%la)htérﬁtetad EsRiifif 00 in@hfidnl NE

security appl t i.on The term "serve?' should be understood
8 st S

to refer tosge ?'ﬂl}fp(? RPREGPYes processing, dat abase and
conmmuni cat i 35‘02%?’?1‘16 t&lh‘f @%el%()ﬁﬂ%pmd%llg{%gf o%fgf to%beervxteer EHt Wﬁl f:l 10 ¢
ingle, p PR ated comuhi 3

refer to a I cal processor w |ons

and data st oresgsingridta @ amia@emfuamtimtfacwes ag¥s sucth ﬂ@yforeeﬁletenntiseafer”
net worked ory,gl M&}%%&g %al0BroRLDF G Ussd &da&* BRI LR an SO K

RIBL
and stor age dévi ces, rTP ﬁas oper at i ng SO tware an one or nore
dat abase syS$tosiss a%@?@ﬁ*ﬁlfﬁ@ﬁﬁ o lévfyfl’@fﬁlawea v ekedsql shetered coranlereetyi ces

provi ded by gidi€ss&i€ ind@ksocih@P Rl orV QT Ror @ 4L RMS, 18 VRPN JFeRfirns: sBfiPare and
illustrated herein or 6(g?flscrl bed bel ow, .communi cation |i nks bet ween

various har dAPE TR AR sé’ftelf’srlé“de?l’%‘iﬂ‘?l"érf?gwﬁﬁy”hﬂfé‘ WPRAHNthE serkigssd
Wi red or as prividedl Bsihe scbieeh exanpl es are illustrative and not
restrictive. It is understood that hardware el enents of the various
enbodi ment s (@728} Weers y gdrions rempodimamiui nire aitlestraied hheede horotévetibed s belgv,any

formof co Wﬂggﬂﬁaﬁ&p lllﬂés rﬂétwegrp (/elrx%zgsaﬁg&#v%’re Wﬂ{]&lltsetﬁstlﬁ] 9%&91'168% tnlla(?'ri)cOf

any type, W ring or cab e specl
comruni cat i chasvias did Gligg gr a3 yenglens Isltlclb@aldsltsearmllnﬂdnwnén@tjrwcuméds

as di scusseds {icRAbd thapﬁiere é}l‘n{len% W@V%ﬂ;ﬁé gﬂbddlnﬁyﬁé m’ aﬁcglg n\ll\g

furthernore, be encrypt ed using any o e various techni
known in thé;olfqnémﬂlte with ﬁﬁ“}h ¢thsgising ulﬁjéﬁ’@'my@ﬁ ggnmunication link, for example,

wireless communication of any type, or hard wiring or cabling of any type. The specific
communications technology used will be determined by project needs, as discussed in
part, below. All communication links may, furthermore, be encrypted using any of the

various techniques well known in the field, or may remain unencrypted.

[0029] The system ‘and methods described herein provides improved secutity in a
transportation setting using biometric identification techniques. For example, the system
may aid transportation authorities to ensure that passengers are not on the United States
Transportation Security Administration No Fly List or Selectee List, hold authentic travel
documents, are the rightful holder of such travel documents, and have a valid visa for in-

transit stops and the ultimate destination

[0030] For example, the capture of face or fingerprint biometrics may enable an Airline
or Airport Authority to confirm that there is no accidental or intentional swapping of

boarding passes after issuance either before boarding or while on the airplane.



[ 0029] The system and net hods descri bed herein provides inproved
security in a transportation setting using bionetric identification

t echni queswoh@is/@¥RPl €, the system nmay aid transport atp@iiys2007/083060
authorities to ensure that passengersgare not on the United States

Transportation Security Adm nistration No Fly List or Sel ectee List,
hol d authentic travel docunents, are the rightfid hol der of such
travel docunents, and have a valid visa for in-transit stops and the
ultimate destination [0030] For exanple, the capture of face or
fingerprint bionetrics may enable an Airline or Airport Authority to
confi rm t hatDdcheengs ingy ho s@oieildadiadded 06 Phsadngert Reeods irs wa@pio negsudd that

boar di ng pas t i .eht:her before. boar.di or. ile on the
o rplane. | BB Bk AR BB Mttt s AR el it o e
and added t daRades&Tthmr doRarewtsd She repbraderssengergnumation may repasd emgdlys can
be cl ear |y igemti bi@theisbeckse - (e Y o8l

bor der and htg%e_ "Tost™ Ijtcﬁei r ﬁggﬁ'ﬁ%ﬁ? %&%&u@gééa%tt{ij#\gdm %tabsegrgir'{%ge?i L4

i nf or mat i on Seayity weeaireEed dmandif iyl of sxguritiichecks disposifiensredorenidet mamny
security al efelnQ¥flel kAeRLAR bl BRMAmihe SRS ALBYE WRIriD Yersal | tY when
required. An audit trail of security checks, dispositions and

oveL ri des rrqyﬂ3llplnrr&ienérﬁi>dd&ﬁblnf, Ohe 3fddny Sta§ WY inifh@nefict | dsig @\ﬁ Hbdsper t
Authority Security persannel . [0031] In gne enpodi ment, .the system
my e 1 i et ORI RE ey Bttt oo T e e ReREEH der s
f or passengenssetgeckhenbpariies of deplasing, @ombingtion MetotkdAVedifiersoh cpaisaaager
when boar di @gcuxolhr cgece-li@!ﬂ‘id iﬁc%goq%l{]c%tri:s%p IntSna rnglera(ey I’ii ]Zn!t LiFerd Jeate nduct
both security check-in an Verificati oh runct ons at PPne e fattohal

gat es; A r pat tAitBentsy whish |corppitee doraolidate rqnd rlegs trevsiotibnsc andpéommuncatn soihi dat e
and | og transach 5Q0ss IRECHRNELES Al QarlbdlbLGRIN ¥grs, and
Central Servers ftfor S(’:‘lata consoﬁi dati f'(')tn Jgnpo(!llg%{rao%zdspsrfﬁ%s ﬁ[ 0032] FIG 1

i1 ustrates [qig) BIGDOHIERMSs 08E crBbdARAHNG EnadidreNRl WO Kk oM duiHERHAON
t hat may be us%d tg |,n'glﬂerreglt t he \%stem The enbodinent contains a
B ARPARFY

Central ~ Ser V&V °% e Shesysiges- J B erahgdimept iRRainedC gk See e ddht aral
server 100 byirpadd Sexére300 adnnBe@ddnwo e C2O0s1 sdrodi 16XByi etdnbendtRéRROG Fer and

a plurality of ck In Recorder.syst and Verifjer tenms 600
connect ed té"xw%’g] %lcﬁ‘a%lfl?t’ 4 r"\/gl ragtéd)%tcﬁ%%éﬂg iYHBr éﬂﬁe"i“gé?ewgifoo.
Check | n Recysta®nidyshed tSHO Aapat Séever 800ahrosghsiheirporGdGvontay00b €heck
connected t Al t.work .400 ou VPN, 420 or w rel ess 480
~-connecti ons?n ?lg%é%‘i S’%I?egs %Sia}q?usflﬁgts 5stn[(}lsno h%l?leéc %nﬂfcrtﬁglno oF 2port

har dwar e andetwerkig? hoeghMENf#ROat viseless At conmeptidoe used, for exanple, in
an international_ airport setting. The enbodi ment uses Conbi nation

Recor der / Verd§BPIfIS: Botysisaiesisnetas rabedinent cfabudvareardichu erfiguration
Recor der/ Vekiiat ngy Se B6) fdleaniple, GOATMEhABh] Qifpor stfin 2N THY dnitRlinemaksEr
(not shown) &t glh_ou h arﬁvm rdelgfs, network 700 conprising a router 720
connect ed t &OBAVER e r AP R PR 389, abudteraptionahe BpiSY er n&PMbIRARN i s
connect ed t @ecordur/NedifeBss00 atstiesdnimnthicddt withRe AWpéredess notib@i)/thrdgh 740
conmuni cates W rel essl 0 wi.t.h Conbi i on order/ Verifiers 800.
Combt nat | on SRS BRI aPbiite S hy AL S PRelSE S R b i B esoi
880 with oneuchnotthrenteanet] whiithhis Zowecitd @l a pirkladsedut@B@b 740. The wireless
router/hub 740 communicates wirelessly 780 with Combination Recorder/Verifiers 800.
Combination Recorder/Verifiers 800 may further conmunicate wirelessly 880 with one

another and with a central printer 880.



WD 2008/ 055181PCT/ US2007/ 083060 7 [0034] One of the benefits of
enbodi ments of the systemrelying principally on wireless

t echnol ogi &% Joss/dski such enbodi ments m ni m zes const r Uty G oPRE5008
hard wiring within an airport which proves to be the Achilles heal of
many systeminstallations that require physical changes within an
airport. Scrutiny inposed by governing bodies, adherence to very
restrictive nmandates and backl og typically cause prograns to incur
massi ve del ays. Such an enbodi ment sinplifies such issues. [00351
Referring back to FIG I, the Central Server 100 serves as a central
dat a st or agg03dbOndofithd benefjts affethbodimentobs t]ﬂ:(liyﬁtbm aaiu;dngaprmvi’pd@&)nl wittheSs t O
ai rport net 0 eI Vers 300, i n. con d al rports.
The Cent raI gl;@o ‘}%gﬁﬁﬁ%&'%ﬁ, %ilmcn 11rzles(s‘fmclzs'tenr]l PP lor rem)rfné"g i ne
or airport auwtahpwt whick Jae‘feb itct tge, thef. hehll@e heal af n@ersv@tnn ﬂ;&tﬂlatrw that require
addi tional |y om a
vari ety of  Soiy baiReE kEhE ol Kb, IEREA G At b kR i
(NFL) as updabeestisiivamanddiss angl bagkies tgeisaliy canse programy @Lnommesaivp delyysas
updat ed by Taén HalbbdindRdinlifilsisi@ 1245, i nformation that defines each
of the passengers that has nade a reservation for flights. The

i nf ormati on [ouBg] R&er@ﬁg baek &d Hdidl gh@ceﬁri]nﬂﬂ@efvbﬁ]é)ﬁﬁgte&wk @ cérohl @aChrig) ghlt
intime to conduct t n ce and advi se tentia
it s, 10036 FoRAReRn P A PO S ot ey ki o arrys D0 bR b uc s,
i ncl udi ng oWeputs 30¢ inNbinceatxtaiBbric [The Eeﬂtﬁssﬁnteslaoaniyhﬁ lachied inecediatioran

hi stori cal i t PASS rs. th can ried
by aut hori zedg ééﬁ; f ]Tﬂynr?cejoq‘gﬁp%??&borr 7 famil h,OI’I eygesnggusr%ﬁe???)oer ﬁ%&(’%{&a
may be mai ntradvidsdextenl &ieltsahonetdeveosecunﬂ ditplfenyearsetaef r@iepss, riedudng
regul ations vﬂ{ho&mmt fﬁQNQ‘?ly' G¥ (K lag é@ﬁ@ggf'fﬁzﬁgzgl§7ée Eéxééh e List 00

shows one enbodi nent of centra erver has two

cl uster ser égtehlist) s ‘éﬂgﬁﬁ‘b@t & ld@ﬂ)faa@ef?ﬂvléﬁe PA¢t werrateg (hat ¢rfipergtach/miN

connect i ons tJe3fsserdddi ik hmxeaae §1%§e\".%f1§n ol feRt. erﬁeﬁﬁmﬁa&hnay%@qoﬁtma@eﬁl de
the sane services,. such that if _one c| usF’er server fail t he ot her

cluster serVep SBesHicsrldilgdorgaeh gﬁhténé’é’revtPéé‘gi“CWWeNE%ra%?L B 130
i S connect edd+i oAanyoteatidais, net wor k, for exanple, the Internet,
through firewalls 140 and redundant connections 150 using,

optional |y, [0086] Thef Catralnferdenti@d mey additivnaltt providp oot énrckiding rougpnihemnced
r edundancy. 8/ /LS / 0 ows
-~anot her enbo %ﬁ?ﬁ 0?1%215%2%1? Sgltységgé a%gf)%gtf)ﬁcal [Secu %dalﬁ'sgié%n [ t.iured
as a set of paisengers dhistcdan sheequesied i ravthod@d wildihe loedlumianmhtamj smuntyor ed
storage driyesohast bRg sla e Mhtadhéd shaSUaLEMor IAGGSELYE! 5 have
two cross c\(g)nn%ct ed contalrs}oe | ers connectg'gl . 1H'ﬁtn‘?1 %annzsl s&%ﬁw

St or age Arra‘;E“Né?%F%SQCSRNPOIMZBWWHt‘?cont a| ns a bank of hot

swappabl e stor |f any of these drives fail, the others may
function as I@ﬁﬁgﬁi L rsg‘a’(?rﬂﬂlﬁﬁ%qu%ﬁf INTCRIERS SREVH P&t alhe SFrae have i e

A failed dricksten®veldcl 10 esoneel andsciephacad 1ohitlr@igh VPNSyahRds SI20. -

runni ng. External connegti ons Servers may be handl ed
by edundant TGS iRt bh et int So bR e REF Sra aterr Frdbie
VPN and encripgti wrvesiily iticesher Theedesiegeun mayide nikosame satvieest hEhe usaeerof
mul tiple ne n,c on Q i

carries or %&@%&Cfgpm&&&&d Bt‘rﬁl %?f%gtg%étwo%lg £ ﬂn&g?/eﬂ%y@\% ° %O?‘ﬁ) | d
one of the divabeifbms dhogmt Thwedon ¥l usBar owionall9Otwendiffearddilttermetal | y

provide one cSHnedtBh ﬁrogﬁérmb?Eﬁlaﬂczgreﬁﬁ{daﬁagf' nting reports generated by
the system




[ 0039] The controllers 110 in the system nmay be nonitored and
controlled using a single systemnonitor 160 connected to the network
using a KVisibdashigl62. 1 n one enbodi ment, there may bep éﬂ%b&lfﬁsoao

| evel s of access security so that an glrllne or airport authority can
limt the access of its personnel to systemfunctions on a need to
know basis. The system may additionally include fingerprint readers
114 for verifying operator identity. Log-in may be by password and
fingerprint to ensure that there is no sharing of passwords and that
the transaction records are clearly attributable to one user of the
system All [a038¢SEG.tDsliohe smytbérembodimeredsl a ﬁntﬁn)ﬁe@’&aIUQESTheﬁEeYvest

| ogged prowc%lnfgéu%n au%0 n{rirrroarl% avai | abI @ 0040 dat a
stored by the Cantr: erver e%eés To 'B a&%ﬁ“ld TRE Ef@’i"?g"t he
use of tr adidrivemlastitghthe @ppating\Syltec. ka}he snﬁdramlalrﬂenayﬂme moanmiseomieaae
backups MY QfdilQBudHEPRAR i G A7 860 RAGCTaddE %W Pl { ape
capacity so t tapes can be change on & a? 2 or
of f-site di S%IB‘?@F ab@écmfépwswambla Sm@,‘ge bevenalanpﬁ‘édseldnvmf@lt \ipt @lgtrs or m
in the centrgly SRL¥ELL t

comuni cat i ons bet &gesnég%&n%ﬁrg%d%bwgﬁé?ﬁ%ﬁg f?génf)ﬁ gﬁ%o%r%llﬁpedl a,
or any conbifE PenLarEpwdpud repleces wikds the gysterds mening Axtesel qpareckigns toem

may be backege Mﬁpdﬂ Sehzeﬁ ma‘ﬁ@e BR0RA0P &h&ﬁ@o%@@a&é&%@%& 1%t YiSnay
(Uninterrupted, Sy,i;& E\Fﬁlfr‘s stem and dual power supplies in each
[

server. PhydFeite gl “&Wéﬁeﬂédﬂwemni Wiy, REGreRsate fhe e of

encl osed raakulweshmmahhmeﬁlcmﬁ borhetikiabirevigea by idoerdlo tinges or pBRAtd] The
Central Servv‘gznrm gddl tt nal Iﬁ.%rgvi ge toglhs al | owm ng, ai rJIEII!‘ ne or
ai rport aut Hartg yihep Br?lﬁl%tlw OYeh RS DL arg obfhe, jmnegans one
enbodi nent , (‘a:ntsaj §$1vm 18@mayreiditiopadiy peovide bgehir mateaintetsd 76 foaf)fﬁntﬂg ekports

equi pnent ar Qiq%éﬁe% ﬁgn?rt checking in passengers, setting up all

of the data equ 3 he flight including PAX, NFL and SL data. A
super vi sor rf@()éﬁ?f"hﬂ:ﬁ:%nt?ollfﬂls o ﬂmgﬂentl Bgy 9@1§§r§t@1g9 Eu§1 &ﬁtﬁl@&‘#ﬂ% sﬂlgle

closing, the passen% dat a maé repared for
readi ed to tS¥SHsMOplerol S0HonpesEq to é‘Fer b%Y’?rks‘@WS?é‘rKVi\’héW’écéﬁ@al Insepey er

and hence oORubedibe, tﬁlﬁ6£nh§18et n@ip BlgvRO b acSRY éé@ﬁnty&lﬁﬁt'aﬂtaﬁﬂner@-%ﬂo@tst

forthefllgh | us @mﬂ‘&’ ectronl medi a such as a CD or nenory
stick may b “%P‘g%ﬁ?’b b 6§/P gmeh %’YFfF‘@ﬁ?“"E‘?"é\Wﬁ‘e‘f%‘F o know
departure. [b@ﬁﬂZ]hRe;fsemrmaygudhamml)t ﬁc]EdeCﬁngérprmt Fea@uie] 1@ TR G fRp bperdthie

Ai rport ServcnnSOEos_l%rn\/e g % d %&\ coo?T%t tion, and
control poin ’OBEISSWOI Eb“or{nge‘P FHasg 8& FEREC SRBHRG n
FIG 1, the pﬂuswpds tand%ntvléq: tr&@actios récarde @renaleailg attiitombla tb lona upd WE atlei ty

of Check In L st fier s Q. thr h an
o rpors et it B hoctab HER RO o8 B HELY o e ) el pedy BN S
systens 600 ahﬁwaﬁ@v%bbiﬁ%te@t&“’to the airport network using a VPN

connection or a wireless connection. In the enbodi nent shown in FIG

|, Check In ‘t@éﬁlo%%%S*@bevdh%cwmse%bPOtrwtbﬁéacéwchw&aﬂy ﬁ@@%ﬁhkuse

t hrough a VBNtnﬁ&ftﬁh@icﬂllr@@mﬂrzﬁhcﬁlpdsoﬂQﬁrbf IFRF etyiplet iBe GRARuAIBayCRARG! €d
rel.ess connectjon 80 The Al rport

to the airp

Server 300 ﬁﬂe}‘gﬁ m@fﬁ&ﬁé\fr’ 9&' gélﬁa WL Bl cRPBroVA fPtfan b8 A
Server 100 th rao:lagh oﬁﬂeeﬂnyt mmm dfﬁhMﬁﬁdﬁst&Q@co%}yChDafmﬁayh& wanmeaet gd to
t he airport et \u m fhr s y%h a f %vvall 40 L0043 ;ll'he Ai rport
Server may Store f‘% r%éel b §y€ e Al PRPPIF o ‘?é%sé"i"\ré’(‘} from
Check In Re@:mnldencas%twemﬁmamds extl emntk wdeuy ekgtrodat @edig ughangt,s No
Fly Lists r t The JAl,.rpaort Server
300 provi deg&gﬁé%{aagl%o %E?e %pg&%etégre §I%Fa geév‘f%%gfeg'dﬁaylbﬁcﬁa& Py W'tvm t hout
limtation, security data from exter nal sources. The A rport Server
300 may al so provide data to Verifier Systens 600, such as passenger
check in data received from Check In Recorder Systens 500. The



WO 2008/ 055181PCT/ US20071083060 10 may further forward data to the
Central Server 100, such as such as passenger check in data received
from Checkywlohohasoder Systens 500. [0044] FI G 4 shows@agbhBlossoso
enbodi rent of an Airport Server 300. Jhe Airport Server 300 nmay be
engi neered with a high availability, highly redundant and robust
sub-system architecture. In the enbodi nent showmn in FIG 4, the
Airport Server 300 conprises two cluster servers 310 in tandem which
are running a clustered Operating system In case of failure of any
one server the other will take over the operation of the Airport
ger ver 300 ames Shﬁﬁrlﬁrﬁ@&ﬂ)l’o@%s&ppb@ sV eid Jludnﬁéxif@rsﬁpﬂhiésl mogskh server.
i sruption. fac re

supplies to lg s Seec?rf%fmye %nﬁaélé?‘ﬁ’é’ ““@’fﬂ"w I e'bcgﬁfdir ctlj(egystt%’yf%%tt‘?’l
a power suppbgkalge sepassaioorei rcuit fails. Disk storage may be m nor ed
bet ween the servers 310 with two storage disks each having the
operating sy8#4dhiles{Casbelteged 108 may edditicadlrmteridstodnalopdtiglaglimror alteira nay

al so be m ntaﬁlﬁ%@rﬁ@maﬂﬁwt& ﬁﬁmtge ageétboﬂhéégéteﬁr IRy 6% AdaitniCa8BeRfsor

failure of any one disk it continue to function front the other
functi oni ng %ﬁﬂu%eané}ahtsﬂhﬂﬂr%ﬂéff fnslteawipment erér@dae@@taﬁﬁvcbég isoAveEeed t o

the airport seehney Ki 0@ bhk %q&i’ed&'or\/{h’é\'ﬂ(‘g@ﬂﬂ@lﬁ&lh@ﬁAﬁzﬁF@Hﬂi §1, nayelal
340. The airport network allows the Airport Server 300 to conmunicate

with the CerfRegfisosmayglose doflight whogyth % ﬁ?%%ﬁsw e Pedrdh 4 Onnelpsirgy Khe2 00

connect ed t @ajshgerarapdytbe Nedpuyed for 4ﬁ@11ghhﬁrﬂu@hlxea td franeinid td thd R4 agfrawn) .
In the enbodi nen corders 500

connected tJ°t t‘f“lrérth(ilcrga nt\(rl)@tserheertaﬁéirhﬁmte d otﬁdﬁ gesﬁWﬁmbS’ﬁ??gcster(% %Zﬁrmteélnd

Verifier syshmifet i&@meargbt rionrbedtupclcbmonidreedéd sughoas b Obadr womkrytstidongh a
wi rel ess CO%@@&E&%&?&@%@Q%@ ight'Gewt B & Lpa%ﬁrﬁ 310 in the A rport

OV\BI’

Server 300 e nonitore ontro using a single system
noni tor 360 gamject eiefeﬁm%hﬁcmﬁtm”f Msén@gznﬁocﬁ\{%ts% tAQl]BOI:{;@gl'VGI‘I .ﬂ)Oone
enbodi ment, there may be nul ti | evel s of access secdrity so that

an airline ofT%f ppdite HefrgfofIcrd) aE%Pn apq gepirolippiat e dakvidypl sipertdafhgonnel
to system f uasBoimnst guawa NG, 1,0h& RA@PorDBE S 306N i ¥&hBER AR with a

addltlonallylnllég rint reﬁrs?l fo i fying operator
dentity. LOBYFH §hﬂakﬂg§ﬂ HESHTH T %g"efrsefﬂ?lm PHrenelar emofat
there i s no sdnasrkAop. oThegaﬁaerisormdsaohaﬁd ﬂahendt‘r@iﬂisla@ﬁtbr@mooeﬁ@més are
cl early attribut ?Q| Cak 908, LS 8T %%)8/ 05?181PCT/ S2007/ 0 11
connceted to the a1rpo hetwork using a conneciion or a wireless connec 10n n
the embodiment shown in FIG. 1, Check In Recorders 500 are connected to the airporl
-network through a VPN connection 420 and Verifier systems 600 are connected to the
airport metwork through a wireless connection 480. The Airport Server 300 may
additionally be in communication with the Central Server 100 through an external

network 200 which may be connected to the airport network 400 through a firewall 440,

[0843] The Airport Server may store data including passenger check in data received
from Check In Recorder systems 500 and external security data, such as No Fly Lists
received from the Ceniral Server 100, The Airport Server 300 provides data to Check In
Recorder Systems 500 including, without limitation, security data from external sources.
The Airport Server 300 may also provide data to Verifier Systems 600, such as passenger
check in data received from Check In Recorder Systems 500. The Airport Server 300



of the system All access to the systemas well as any changes may be
| ogged providing an audit trail available for review [0047] In the
enbodi ment woshemsisp FI G 1-4, under nornel operati onalpcg@ardsoziofiso
Check In Recorder Systens 500 and thegVerifier Systens 600 are in
comuni cation with the Airport Server 300 for their respective data,
operational and mai ntenance needs. There is nothing, however, in this
di scl osure to preclude the Central Server from assum ng sone, or all,
of the functions of the Airport Server 300 in the event the Airport
Server is not operational. Note also that in alternative enbodi nents,
t he funct i onsaydhritehé&n@eddztalo tbeCuenl So@r 00d sitchas Aich popasseiner etk 300
may be enbOdq ﬁqeceﬁec?ﬁd?ﬁel%fcfln%@&%)'sgﬁ ms%O&erver [0048] FIG 5 is a

concept ual ustration o nt ‘'of a Check In Recorder

system 500. (i Fealinduh e blblthche G N6 sE0a 108 STHIG Rk Qo | eCt

6f
and verify passenger data at check 1n. % data incl udes "boardi ng
pass and ti GRefERge engingerewisshieh avax}qbglay hzﬁhbr refupdant and aohuptepy-wsierer

data, and passended. mlt}ermibsmﬁaeﬂ@ﬁ@n id B, 8RO A piieryeN3dol cGnprRes two
i ncl udes: a full trave] .  docunent reader and aut hent| cat or

510; a bar cbgEr %ﬂ@ﬁ%é}é wgdens which ats e @ siveisd Serietig etem: dhesny 534;

and a fi ngermruuendf aﬁﬁmetsé@eldﬁamm vt ke et th@epmma@aﬁtﬁe Hﬂpmmlvepmect ed
to a corrput an o tOI’

h
interface aﬁ'ad ﬁ’a‘?gwl?' Cogtﬂ%l?géwg g‘@?ﬂ%sew@?gp ‘P Ioeglgaﬁlbf’ﬁﬁ%twﬂé Ove.
The conput emayiy pbeerebinneel @dvet opplire teadnspethiht daeh sworek 3 WO msutmge @

har dwi r ed org, (1 nent 1l lustrat in FIG

5 Uses. & hardul o OB SURREL bRl cidf OBk TRy R Eerktn

fl owchart 10@(kepfrs éh‘ewehrb@dﬂtmtdlsm cach bawwgr thef dmwtle@s@emanedth\mws

check in of & Sjfghsy &ﬁ%é“ﬂ%@&ebamna?aﬁbﬁec]‘ﬁmo&d%ﬂ&%ﬁeﬂ@ﬁoﬂ?@

agent first affixes t-code he passenger oar d

pass and red&#d it kwse (P4 feilie ofl gwoongsqivkgit avibh gpetivge t?@@d‘é}ﬂ ff‘fm)rfhee&thﬁpl e,

520 of FI G geiiddM dgent next scans the passenger’'s boarding pass and

tickets 1020 using a docunment reader, for exanple, 510 of FIG 5. The

\(/:\E_ecﬁ in agenmsrrlerbhaeqnm-feesnblnmercb;ﬁleaattaﬂﬁem;rpﬁbm h&wﬂ&slseﬂ@ﬁfghl()?:o
ich may i de a.acguiri a. hi tri.c using.a ca

exanpl e, 530 10f B G5 o"ﬁ‘dggqf”iaﬁge(ﬁp 'enal‘rpﬁ’g 915 Yo &r %’??F?g?féeﬁture

device, for 3Q&anwnmunﬁdlt6mth thel Gintrll. SeBiep (ot shows) oot necktansd ngwerk

- camera incl ol . b nal nt
ceans and very prfet o' BEABEENTAAN (BRI To Bt ot TR
passenger' s ephedipent shov@a@, FIG §.a6hetlo 50 Reendersy508errnriengectadoto dhehairpottr avel

docurent s lqmorkqmu&amm %mﬁla&ﬂoﬁfhfd‘ @.9&%&@7 Q,sse&s B & %ﬁ&%% the
reader, for exanple, acquired data may t

stored on aa}f?ﬁf%ﬂet"@ElbtP@lj@ ad‘é'\ff-’lk’(’épecomﬁf‘éwneqﬁﬁnpl e, 558 of FIG 5 and may
al so be for to a an_ Airport Server and/ or a Central
Ser ver . i@égleﬂﬁc?ﬂ?t fit %EQ H’e‘gﬂ&rﬁ"“c%eﬁ‘feh Whimsy, bg ‘ﬁ%““@’l’?gékd fqtrededor der
| ocat i ons | slsmgmsmla gattre chohifor Baadmmdoﬂarmoahe @ Ewoflt s atk Vave wiesh 38B dint hen
synchronlzed at. there i r si st ent
record for the e'FbOdlm Cﬁrheﬁe m?ylsf?e ]ﬁf% P lfl'ﬁ el r# ?Cﬁsgtsf%lﬁgrnsg)}g%en rag@%?i Ned
for future ammryzmﬁeuﬁf@%@mlt‘ﬂtaeacbw albithepecbnist @Ey46i Gunations be aamyd wanner

of printed p r

nurber o, or DrpaRE M, St SICRHIERIP RRAL AREGRL U RE B Biine g
st acked bar @m!@@f ideTHe. Bagdbuey becydrapswierdyant din gengrink torrdsuedf thetalere s no
capabl e of KeEAORE AEAGrd UrDmGARESm R r@esmlre%am GRbYEHE &ooaélusiaser
based Ilnear bar code scanner. The barcode could be printed on
passenger's boardi ng pass by a printer near the Check I n Recorder,
could be preprinted on the boarding pass by the issuing airline, or
could be on a on a tanper proof (die cut) barcode |label that is

af fi xed on the boarding pass at check in tine. If the passenger is



[ 0052] In one enbodi nent of the bionetric data acquisition step 1030
of FIG 5, the agent first asks a passenger checking in to | ook at
the bi ometwigGogsagika of the Check In WO 2008/ 055181PC‘E{ W8R8 P60
13 Recorder, for exanple, 530 of FIG ;5 (with lighting 534 Bot h t he
canera and the i ghting associ at ed vvlth t he canera may be intell | gent
or self adjusting to insure the best possible inmage is acquired. For
exanple, the lighting 534 of FIG 5 may automatically adjust the
intensity of the lighting based on anbient conditions to ensures that
there is proper bionetric, lighting (e.g., face lighting) that wll

al 'ow for opifkieRystddi, OABEdEsS td BE HQGMBIntal RBlL asTAP clGALR My BBI6eRdFRoviding

aut omati cal | otos over a short period of tine. Software
within the @ﬁﬁ’écﬁtHagt“v;\r’:ﬁglflgghreﬁle&)nputer in the Check In Recorder

SySt em nay E,Icog]nﬁlet!hg %}nb en? er a?ld’ml.sf-i un értn% ma? opg?tgxaglgcjonc}l?ons

bi onetric r rtron w I Atervention
passenger r éfhagds Reeprdey Brﬁe!nSﬁ@U mdéher%uﬁcrcﬁystgmcﬁ% ewriecaniimsetibn with

bi ometric, td;eeﬂl %d“@séa‘@é?%o MY &S lfesgeb@vep@dﬁas a%{onat1%n@5ﬁamlzun§nc9 neddE"

i ndex finger of their ri hand on capture deV| ce,
for exanpl e, ThggQs dlpthrn@cahomevewn@ tyig ﬁg@lpq@rq m pre@ 'ih@ C@ewl disrveh &am

captures th%ssﬁnhlﬂg%zﬁé ioP41l, of RS HAGRAL ofttﬁbeA@;%@tewH%oﬁm@@emdfc AfiRrt
passenger's boarding pass to indicate that a fingerprint was used and

i f not the rFgRLs Pﬂ&efs{atwﬂgsrpte%fbewnﬁltwéwe e‘T‘I?éBEFtS’IfPF Sprdorsabdgi ment

of the passmRfifial S&aRI0MghdaROA MR Seiveiedod @iy 5¢ 8ibodRd & Dfingh donsofidatdihe
agent first grlgaces t he passenger's passport with data page open in

docunment red for exanple, 510 of FIG 5. The docurrent reader then

oo RERIRAL s RIS o ARBENGPL: BN BoHRAGE iR ARl (]

avail able) fro 5 icg may “be ¢ ure using a variety
of Iight soursess50h b ¢Cbrintlt¢cwd@nblaedempgmat 1was=d ex eatfptteand verify

ul traviol et pﬁ @1@9 ﬁta%ﬂﬂe@ﬁﬁlrSdcﬂﬁﬁg{nagdes E—&?dnqg%g Lﬁ‘h@ QCk!cﬁ%gﬁt% l'tf h)e/n

be anal yzed and verified I n Recor for “ex

sof twar e redisgert ohgr *Fﬁ‘féleré‘(ﬁ?ﬂﬁﬁtdétﬁ @Q(Pa%?ngffl ‘@1113510 Jaro Bl "JIWHIPR%ﬂFTpI e,

t he Check | mx@sqma@g al@Ypa¥eID3fava QhfuReAROeS ah&aﬁ@ﬁﬁﬂﬂﬁmws@@dﬂ bddeY
f eat ures and rﬁgce .of alteratjons_ or frauisan ing vis

bl e
ultraviol et * bigfagrineagters 1P et dightingegdsmg &i wgelwtémﬁé?%
library of ad.i il tunlmh@m«saytﬁaabmﬁagﬁ ﬂoa@bmﬂ@crmw;tﬁwmgcnmemdnmst

passport ty n Recorder,k may ,addi ally deter
B SR L O e A
Recor der rramlapirnp@teamh}ybmlmate@totﬂkee]irpﬁrpﬁau:vcebM(iOmagg a birdwinel opa:irslena ger
with inmge %gnngéi%ﬁpﬂ{etenﬂpﬁﬁ'xgnt ﬁﬁg;rated in FIG. 5 uses a hardwired VPN connection 420,

[0049] FIG 6. shows a flowchart 1000 of one embodiment of the workflow associated
with check in of a single passenger by a check in agent. The check in agent first affixes a
barcode to the to the passenger’s boarding pass and reads the barcode 1010 using a
barcode reader, for example, 520 of FIG. 5. The agent next scans the passenger’s
boarding pass and tickets 1020 using a document reader, for example, 510 of FIG. 5. The
check in agent then acquires biomeiric data from the passenger 1030 which may include a
acquiring a biometric using a camera, for example, 530 of FIG. 5, or a fingerprint using a
fingerprint capture device, for example, 540 of FIG. 5. Biometrics acquired using a

camera include, e.g., face scans and iris scans. Finally the agent scans and verifies the



WD 2008/ 055181PCT/ 1552007/ 083060 14 advi se the check in agent if
there is match. Were the passport photo is not suitable for face

recogni ti oo Jobsa@ent may be pronpted to check the facg R8¢ 083060
manual ly to determne if this is the 3 ghtful hol der of the passport.

The Check In Recorder may also performa No Fly List and Sel ectee
List for check United States bound passengers based on the acquired
passport information. [0056] In one enbodi ment of the visa scanning
and verification step 1050 of FIG 6, the agent first places the
passenger's passport with visa page open in the docunent reader, for
exanpl e, 51Q)assfeng6t’epasﬁmrt‘llloe0,c&nwrmmtenrrggdﬁts trttiedihet a@dell d&amanty 18, page
i mage and ( I e fro SRort h a d

i mages may t ggf’aér%{ !’%La &Smgl fdlr*;}‘eucﬂuebt II[fg{'aasﬁé@ exa”ﬁl;{ %Iﬁggmgr,
for exanpl e, Tliswaslaéct dﬁarleayrté@ibd@medomatdqd stpcagpdﬁve:re, fosRamole, BEGof 1BG.
[0057] For e_?(m%’alstolﬂ)g f&@%ﬁé‘dt& Qn(ﬁ?o%?ir g gt §QVR A For Q%%Maq'gewer

readabl e visas wt'h visa requirenent e destination country and
det er mi nes i1 ophanbpigignt e §fﬁ¢ ¢aptyreg by @eﬁépq}m@ Beqopyier Iokations it poniRéidasedder

pronpts the iAeBEmd A a8 REFdt RGr Ml 8Rn %&@ﬁr&ﬁztcd %ﬁ@@ﬁﬁyggr%m&a ifely
destination country and npati_onal Iéf?:th%_ﬂ travel er. For non-nachi ne

readabl e vi shé PesEntagort o8 Sy e \Sb*saTl}?éP%mei“P'énﬁbéﬁ &rind fohe
Check | n Rechfufé@haljsi. determ ne what the VI sa requirenents are for the
destination for a person of the passenger's nationality. [0058] Were
transit and [8as0pTioatercodd Sasp 86 nay b6 @iytmanier bhﬁm&ﬂ%&&mgﬁbleﬁf@a&ﬁ@mt

t he Check | rd 0 e machine r adabl o Vi Sas, W
oquiment & PapaehaY B HAbE, B uls, B Ry hB S il 40T
the visa is tsupdealneé sta®ehbargodese, The he*cc@hwker ey IReelurldle.’rofrdaycmpnlvpt t he

Agent to chegkodfi SEnABRLNHr MhSAe! PUUHERNRD! Biof Ylsedl Sl NALLAY

country and nati onal |ty of trave non- macnli ne rea | e vi sas,
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20087/ 055 181 Pﬁgﬂ‘ﬁ%gp Z&&%&%ﬁpof R scanning step 1020 of FIG. 6, the agent places boarding

pass in the document reader, for example, 510 of FIG. 5. The reader captures image of
boarding card, and using optical character recognition (OCR) may additionally capture
the boarding pass barcode number, the boarding sequence number, the flight number, the
flight date, and the destination, If any information is not captured, the agent may enter in
such information, for example, using the operator interface of the Check In Recorder, for
example, the user interface implemented on the touch sensitive display 558 of computer
550 in FIG. 5. Additionally, the agent may also place the passenger’s ticket in the
document reader. The reader may then capture the image of the ticket and may extract

information from the ticket, for example, the ticket number.

[0652] In one embodiment of the biometric data acquisition step 1030 of FIG. 5, the

agent first asks a passenger checking in to look at the biometric camera of the Check In



are scanned into the Check In Recorder using a docunent reader, for
exanple, for exanple, 510 of FIG 5. The captured i mages may then be

anal yzed awgh 26uidskisgd by the Check I n Recorder, for examlgs20¥%ss060
software resident on the conputer 550q30f FIG 5. [0060] Al of the

i nformati on captured during passenger check in may then be recorded

in a Passenger Information Record. The Passenger Information Record

may be stored on a |ocal storage device of the Check In Recorder, for
exanple, 558 of FIG 5, and may al so be forwared to and stored on an
Airport Server and/or a Central Server. For exanple, the captured by
the Check | rRdcadat fopreganttey S of BIG Gl Gudtﬁtl@dtiﬂgrﬁSﬂ)eaBathitﬂiﬁacaateraa@dmmr port
server and t]h%p s a
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[0053] If passenger refuses to submit to the recording of camera based biometric, then
the agent may ask the passenger to put his or her index finger of their right hand on to a
fingerprint capture device, for example, 540 of FIG. 4. The fingerprint capture device
then captures the fingerprint. The agent the agent may then mark the passenger’s
boarding pass to indicate that a fingerprint was used and if not the right index finger,

which finger,

[0054] In one embodiment of the passport scanning and verification step 1040 of FIG. 6,
the agent first places the passenger’s passport with data page open in document reader,
for example, 510 of FIG, 5. The document reader then captures a document image, a
passenger photo image, and MRZ data (if available) from the passport, Images may be
captured using a varicty of light sources in addition to visible light, for example
ultraviolet A and B and near infrared. The captured images may then be analyzed and
verified by the Check In Recorder, for example, by software resident on the computer
550 of FIG. 5.

[0055] For example, the Check In Recorder may verify conformance to document
security features and absence of alterations or fraud using visible, ultraviolet A and B,
and near infrared images using an extensive library of validity checks that may include
most countries and most passport types. The Check In Recorder may additionally
determine whether the MRZ and printed data are consistent. The Check In Recorder may

optionally compare the captured image of the passenger with image of passport photo and



Nane of the passenger (as in the passport) Passenger's Date of birth
(as in the passport) Nationality of the passenger (as in the

passport) mwgﬁﬁ Passport nunber (as in the passporgoruhasneies’
Passport date of 1ssue (as in the pasgport) Passenger Passport date

of Expiry (as in the passport) Flight nunber and date (as on the
boar di ng pass) Boarding Sequence nunber (as on the boardi ng pass)
WD 2008/ 055181PCT/ E52007/ 083060

advise the check in agent if there is match. Where the passport photo is not suitable for
face recognition, the agent may be prompted to check the face image manually to
determine if this is the rightful holder of the passport. The Check In Recorder may also
perform a No Fly List and Selectee List for check United States bound passengers based

on the acquired passport information.

[0056] In one embodiment of the visa scanning and verification step 1050 of FIG. 6, the
agent first places the passenger’s passport with visa page open in the document reader,
for example, 510 of FIG. 5. The document reader then captures a visa page image and
MRZ data (if available) from the passport. The captured images may then be analyzed
and verified by the Check In Recorder, for example, by software resident on the computer
550 of FIG. 5.

[0057] For example, the Check In Recorder may compare machine readable visas with
visa requirements for the destination country and determines if the visa is suitable.
Otherwise the Check In Recorder prompts the Agent to check the visa against visa
requirements for destination country and nationality of traveler. For non-machine
readable visas, the agent can check a visa help file hosted on the Check In Recorder to
determine what the visa requirements are for the destination for a person of the

passcnger’s nationality.

[0058] Where transit and stop-over visas are present on the passenger’s passport, the
Check In Recorder may compare machine readable visas with visa requirements for the
transit or stop-over country and determines if the visa is suitable. Otherwise, the Check
In Recorder may prompt the Agent to check the visa against visa requirements for
destination country and nationality of traveler. For non-machine readable visas, the agent
may check a visa using a visa help file hosted on the Check In Recorder to determine
what the visa requirements are for the destination for a person of the passenger’s

nationality,

[0059] In the remaining steps of the workflow, entry permit, travel documents, and
baggage claim check scanning steps 1060 and 1070 of FIG. 6, images of the passenger’s
ECNR stamps (passport), additional travel documents or ID’s, and baggage claim checks



16 Luggage tag nunbers, if applicable Ticket Type (TAT, OPTAT, ET
etc.) Ticket nunber Destination (as on the boardi ng pass) [00621 At
any time g J6k/ds8@check hi process, an event occurs thdludhfipshed
security concern, for exanple, a passgort appears to be fraudul ent or
a passenger appears on a No Fly list, the Passenger Information
Record for the passenger may be forwarded automatically to a security
nonitoring station. The Passenger Infornmation Record may be nade

avai l abl e to any authorized person who has access to the system A
conput er nmonitor and key board can be provided for airline security
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chure o page

+ Picture of Visa Page

s Picture of Boarding Pass

¢ - Picture of relevant ﬁckét foil/coupon

¢ Picture of the ECNR (Emigration Clearance Not Required stamp) page
e Photograph of the passenger,

¢ TFingerprint Data of the passenger, if necessary.

» Name of the passenger (as in the passport)

s Passenger’s Date of birth (as in the passport)

¢ Nationality of the passenger (as in the passport)

e Passenger Passport number (as in the passport)

e Passenger Passport date of issue (as in the passport)

» Passenger Passport date of Expiry (as in the passport)
s Flight number and date (as on the boarding pass)

» Boarding Sequence number (as on the boarding pass)



17 [0065] The Check In Recorder system may be configured such that a
supervi sor must open the flight on the system when the staff and

equi prent @Cois%Rsig1t 0 start processi ng passengers. Thigera&bs7dgs08d |
of the data required for the flight iggcluding PAX, NFL and SL dat a.
The supervisor enters a flight nunber and gate number. A supervisor
may then close a flight when the passengers are on board. On closing,
the conposite Passenger Infornmation Record may be prepared for the
flight and readied to transmt to the |ocal Airport Server, the
Central Server where it becones available to the destination Airport
Server. A pri né ebuggage tigasinbégrif dppigeatiit | ght pl us a back-up el ectronic
nmedi a such as a Y, i may prepared and provided to the
flight crew bet oﬁé‘%gﬂ%ﬁ?&?’e{?ﬁ[ﬂg&f”% G 7 is a conceptual
illustration of Owktewhwdi nent a Verifier system 600. The Verifier is
a devi ce | ocat gdpat: . ure gate for use in permtting
passengers into ?ﬁ%mﬁ%?gi?%mgpgaggwgs flight or at the point of
actually boarding a flight. The device may inplenented as a nobile
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1240 to the data 1n tl assenger Information Record retrreved In
step 1230 amesglevithsecyife Verifier systemconfirms that this is the
sane person that checked in 1250, the passenger wll be allowed to
board 1260. For exanple, facial or fingerprint biometrics may be
conpar ed usi ng advanced face or fingerprint recognition algorithns.
If there is not a match 1270, the agent or Security personnel wll
check all docunentation 1280 to determne if there has been a switch



[ 0070] The system may be inplenmented such that, at any tine, the
operator at the Verifier systemmay produce a report of the
passenger syiNals, checked-in but not reported to the,

enbodi ment of 6sud(%ﬁlg report is shown j.n FIG 9. The systemﬁom}a&%m
additionally provide a report of scheJuI ed passengers who have not
checked in. FIG 10 shows one enbodi nent of such a report. On
conpl etion of the boarding process, the Airport Server may then
confirmto the Verifier systemthat all the passengers for a given
flight have boarded the aircraft. A 'Passenger Information Record'
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i Ilustratesggng Q%pﬂbg@g\gceof a Conbo Recorder / Verifier system 800.
The enbodi nent |ncI udes: a fill page A3 travel docunent reader and

aut henti cat qxrosame asmrs aCfQJd@hd'rte@@@Bf S mbdi R R TR el WorkREL:SocBR@ W th
l'ighting 834, ah L.nger pri t ca ]5
with the venf catlo of a single passe ger oarding an airplane by a airline agent. The
scans the barcode on the passenger’s boarding pass 1210 using a barcode reader, for
example, 620 of FIG. 7. T he agent then acquires biometric data from the passenger 1220

which may inchide a acquiring a biometric using a camera, for example, 630 of FIG. 7, or



WO 2008/ 055181PCT/ US2007/ 083060 20 devi ce 840. All conponents may be
connected to a conputer 850 with touch sensitive nonitor 854 for an

oper at or nd a | ocal storage device 858, for rd
P e e RS Re

drive. The Ice may be connected to,@a wreless networ

wi rel ess connection device 856, such as an 802.11g conpati bl e devi ce.
[ 00741 Depl ani ng passengers without a Passenger Ildentification Record
(i.e. those who have not previously checked in at a Check In
Recorder) are checked in and verified using a check in process
substantially identical to that described in FIG 6 above. The
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{0070] The system may be implemented such that, at any time, the operator at the
Verifier system may produce a report of the passengers that have checked-in but not
reported to the gate, One embodiment of such a report is shown in FIG. 9. The system
may additionally provide a report of scheduled passengers who have not checked in. FIG.
10 shows one embodiment of such a report. On completion of the boarding process, the
Airport Server may then confirm to the Verifier system that all the passengers for a given
flight have boarded the aircraft. A ‘Passenger Information Record” File for the flight

may then be automatically created by, for example, an Airport Server, The Passenger



ti cket, boarding pass and baggage bar codes and ot her stanps are
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Anot her transportation security issue that enbodi ments of the system
may hel p t o [(083]diIGeld dlubthetes oasentwhiercat dfa Qoirbs Ra@rcﬁep’m.frﬁiaf @stpxa%{enger S
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list will include a photo of all passengers that were checked in
using the smart biometric canera. 10081] While the invention has been
particularly shown and described with reference to enbodi nents
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passenger identity verification, conprising: at | east one check

I n system a first bar code reader and a fir
G908 o§k {39 Seris3iBh Iéléo‘&

data col I ecti'on device, configured sugh that when a passenger

in, a barcode is placed on the passenger's boardi ng docunents, a
first set of bar code data is collected fromthe barcode by the first
barcode reader and a first set of bionmetric data is collected from

t he passenger by the first bionetric data coll ection device; a
server operatively connected to the at | east one check in system the

server havi ngvide gl %B&ﬁlpf}ﬁlﬂhtsﬁﬁd?ﬂie RENRSSEB ISP B0 whith sk EdSFivdoel ng
configured to recelve the first set of barcode data and the first set

of bi onet ri CRUPESA T BEBTHOLIRETRS fiuta o6 SBRELLVERHE. BarETald Rk
first set Ofclri% OTftdeviee Glat @ dofnebtbetodialisdhasensdie thoidhatwiteltes dohsietiors et
of bar code %ﬁ SSOC % @ e first set of bionmetric data,;
at |east ond™VEFT )&t 18R @é ?8%?%%@? $i¥el y connected tG the server
conpri si ng r [

col | ection 3{6@?5%}9@ pla&ulgggr Vgﬁc ]%ngn%h%%&?ﬁ%wggs%gﬁélgerthgé%r“ad}?es at
the at | easthapmet peyipysly eokeshin gyasheply InResadulrde detkedin apdrerifiodiesigat a

is collected hEQm ﬁljat?esps%s@éﬂﬂﬁlyt?&’enﬁ&?to%@Qéggnbt@@ﬁﬁ@@% Jo5adQte R0

second set of bionetric data I's collected fromthe passenger by the
second bi ometpERECHR{OAIEEP Rerord By @eopded and siored injreak imeery anghitnert Samver j ¢

data is ret rah@mﬂcénﬁﬁtmemﬁnd@t ahase wis Mgchhin BRead v%ﬂﬁel Of rdd@fiedCOdE
data, and the _first set | orre £r|c data i s conpared wi.ith the second
set of bi ong? }tf glorges; atea. Addltmna ly, the Combo Recorder / Veritier may retrieve passenger
manifest data from the Airport or Central Server for the flight being deplaned and
produce a report to confirm that the correct passengers have deplaned and that there are
no paésengers remaining on the plane that should have deplaned. FIG. 11 shows one

embodiment of such a report.

[0075] Combo Recorder/Verifier can be configured to operate as a peer network at the
gate lounge and have no connectivity to the Network or central server while the boarding
or deplaning is taking place. These devices may communicate with each other in order to
"compile a complete passenger transaction data set for redundancy purposes in addition to
ease uploading to a Central server, Once the Combo umnits are moved to a storage area,

they may communicate wirelessly to a secure IPSEC VPN connection.

[0076] Tt will be readily apparent to those skilled in the art that the system as described
above may be used to enhance the ability of transportation authorities to solve specific
transportation security issues. For example, passengers may travel on fraudulent entry
documents to intcrnational destinations with the intention of seeking illegal entry /
migration / political asylum. In one embodiment of the system, cach passenger’s travel
document is checked to confirm that it is an authentic document. The photo on the
passport is compared to the photo of the passenger to confirm that the person is the
rightful holder of the passport. The passenger’s visa is checked to confirm that the visa is

authentic and valid for the period required. Copies of the passenger’s passport, visa,
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if first set of bionetric data matches the second set of bionetric

data, the §dA3gfs, 1 s allowed to proceed, and if not, fﬂ%ﬂMhmﬂ%a?

security checks are performed. 3. The,system of claim ereln
additional security checks are selected fromthe group: manual
verification of the passenger's travel docunents, interrogation of

t he passenger by security personnel. 4. The systemof claim| wherein
the at | east one check in systemadditionally conprises a docunent
reader and verifier wherein when a passenger checks in, passenger

dat a : sdcol | tekétedariding PFask bﬁuag@gemeddceantiroamadtanq@@mmtrai s@rﬂléit Hhbe is
travel docunents a si.n verifier.
5 The syt gt eraPhRabRREPa Rt S e R SOt b o o
sel ect ed frgmwlitidakasglomup: passports, visas, tickets, baggage claim
checks. 6. The system of claim4 wherein the passenger data stored on
t he server ilA07dkAnwha trpwsporigfierrseduiritysissue that enfbofimenteofths wtstera man telp toe

first set of,Ri@nPlk ickse AR pzssengbe s%xp%&mu&g pa§4e9&1m1§ é@ti&%p%fa o?glel east

one check in system additionally conprises security data store
the at | east®Beorcrdendihy agiaf aid ke s prpuihrezed secioairfdire fHght o qnsvard

conpared to mﬁeatﬁ;ﬁmeétwmﬂaroathe%urplieeofiyekm el rﬁig fidR o}y dRGh&LMet he
security data is selected romthe group n|te t at es

Tr anspor t at i BRIEEOnFPE! 4R, KL ORgh N O gubofigient ofthe sysien duingt . 9.
The system afie &dusié B¢ hheohef ai umqmls\ears@k\aeﬁxear&dﬂe rpaisa@elad bda@l@fgt pa@éﬂ@'

\r;:; IS ];Ingér zy}t e{% & r%c(?] nto tEe Qoard0 Jgolglsjsc ll“n gurf;ild rs%?p?ngntg of %gardmg pa%ses in the

security hold, each passenger boarding pass barcode is read and a photo taken of the
passenger’s face. The face image is compared automatically to the face on record when
the passenger checked in. If it is the same person, the passenger is allowed to board. To
avoid swapping on the plane, the face biometric is checked for all passengers that are
proceeding onward from an intermediate stop. If the passenger destroys his
documentation prior to reaching the immigration point in a foreign country, security
personnel will have the opportunity to check their records for anyone that arrived and
- with the face image will be able to link that person to his passport and visa because these

items were captured ai check-in.

[0078] Another transportation security issue that embodiments of the system may help to
resolve is the case where passengers inadvertently board the wrong flight. In one
embodiment of the system, the barcode on the boarding card that was applied or printed
on it at check-in will be read at the gate. If that barcode does not belong to a person on
the flight that is departing from that gate, the anomaly will be flagged and the attendant

will direct the person to the correct gate.

[0079] Another transportation security issue that embodiments of the system may help to
resolve is the case of inadmissible passengers who travel as domestic passengers and
swap their boarding passes with international passengers who act as agents/facilitators,

The opportunity for this is when an airline is flying the first leg of an international flight
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vehicle, the report being selected fromthe group: passengers not

checked i ngnassgpgers checked in, but not boarded. 10.P&/§§ﬁ§0t7ﬁ,§g(}[ﬂpr
verifying passengers have exited a trgnsportation vehicle,

conpri si ng: a server having a database storing passenger data,
wherein the data conprises a manifest of a plurality of passengers
who have boarded the transportation vehicle; at | east one

verification systemoperatively connected to the server conprising a
means for collecting identifying data froma passenger, wherein

when at | eash-cemey.0Doinbic phesdngdrs tkyn&fneémaestﬁ@rhgﬁfasoragjﬂs&r& hey, skl e,
t he passenger is ideg‘iified %r}% the mapi fest is.u atgag to note the

at | east ond®PHEELAYLT SHRS BRI EhE T 2B HBHE ALFBH VL MESPRS L The
system of clastemptidstaytrartied pank hidegeted eIn cas ethiaxiniehe thatystcensdy pasvite the

verifier system.s. C bl e of rq‘? ing a repor.t show all .
passengers seRSHl S %%g caé:E ip?ss?n%fér ‘"‘?glﬁes‘%c%‘%f {é %’(%‘%n tzlﬁ?aé Ogg’ c45uring et hod
for passengéuceiidegstant yorupring the dide omzgecotipthe shard ot i Bt thp doldgl didieng a
barcode on anoprﬁi%g %%g.erlf ﬁxep 91@&:9,' tﬂgpegsglg %%Hﬁiﬁedjtg%@pl%?ﬁ%oﬂ R is held for

further questions. At the end of the domestic passenger deplaning process an exception

report will be generated to identify if there were any passengers that should have

deplaned that did not,

[0080] Another transportation security issue that embodiments of the system may help to
resolve is the case where of missing departure passengers and their registered baggage.
In one embodiment, the operator at the Verifier may print a report of the passengers that
have clhiecked-in but not reported to the gate. To make this easier for the agent, the list
will include a photo of all passengers that were checked in using the smart biometric

camera,

[OOS]] While the invention has been particularly shown and described with reference to
embodiments thereof, it will be understood by those skilled in the art that various changes
in form and details may be made therein without departing from the spirit and scopc of

the invention,



reading a first set of bar code data fromthe bar code with a first
bar code reader; collecting a first set of bionetric data from

t he passe Mo NY first bionmetric collection device; L.Ng
the first nglg)tme({)y{otsglas?code data and the,first set of bi on%qTF(lllsem@g]?%k‘gn
a server such that the first set of bar code data is associated with
the first set of bionetric data; readi ng a second set of bar
code data fromthe bar code with a second bar code reader; WO
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bi onebric data fromthe server using the second set of bar code data;
and conmparing the first set of chiagmetric data with the second
set of bionetric data. 13. The nethod of claim 12 wherein if first
set of bionetric data matches the second set of bionetric data, the
passenger is allowed to proceed, and if not, additional security
checks are p¥e¢flainmed.

1. A system for passenger identity verification, comprising:

at least one check in system comprising a first bar code reader and a
first biometric data collection device, configured such that when a passenger
checks in, a barcode is placed on the passenger’s boarding documents, a first
set of bar code data is collected from the barcode by the first barcode reader
and a first set of biometric data is collected from the passenger by the first
biometric data collection device;

a server operatively connected to the at least one check in system, the
server having a database for storing passenger data, the server being
configured to receive the first set of barcode data and the first set of
biomefric data and store the first set of barcode data and the first set of
biometric data in the database such that the first set of bar code data is
associated with the first set of biometric data;

at least one verification system operatively connected to the server
comprising a second bar code reader and a second biometric data collection
device, configured such that when the passenger arrives at the at least one
verification system, a second set of bar code data is collected from the
barcode by the second barcode reader and a second set of biometric data is
collected from the passenger by the second biometric data collection device,
the first set of biometric data is retrieved from the database using the second
set of bar code data, and the ﬁrst‘ set of biometric data is compared with the

second set of biometric data,



14. The method of claim 13 wherein the additional security checks are
selected fromthe group: manual verification of the passenger's

travel docuﬁpﬁg ssispt errogation of the passenger by secyppdho07/083060
per sonnel . ﬁ%e nmet hod of cIa|n112zponpr|S|ng t he aJﬁ?{?ona step

of collectlng passenger data from a passenger's travel docunents and
verifying the travel documents. 16. The nmethod of claim 15 wherein

t he passenger's travel docunents are selected fromthe group:
passports, visas, tickets, baggage cl ai mchecks. 17. The met hod of
claim 15 conprising the additional step of conparing the passenger
data to secui t’&hed;@itan ol 8lainT hevheRnhi® dirgd fsetcdf diomchit dahenfitas e

ty dat f ited State
T anspor tati on “SaRFT TP o PaPRERERE Py P aroRaRa ey Li st

addltmnal security checks are performed.

3. The system of claim 2 wherein the additional security checks are selected
from the group: manual verification of the passenger’s travel documents,

interrogation of the passenger by security personnel.

4. The system of claim 1 wherein the at least one check in system additionally
comprises a document reader and verifier wherein when a passenger checks
in, passenger data is collected from the passenger’s travel documents and the

travel documents are verified using the document reader and verifier.

5. The system of claim 4 wherein the passenger’s travel documents are selected

from the group: passports, visas, tickets, baggage claim checks.

6. The system of claim 4 wherein the passenger data stored on the server in

association with first set of bar code data and the first set of biometric data

7. The system of claim 3 wherein at least one check in system additionally
comprises security data stored on the at least one check in system wherein the

passenger data is compared to the security data.

8.  The system of claim 7 wherein the security data is selected from the group:
United States Transportation Security Administration No Fly List, Selectee
List.

9. The system of claim 1 wherein the server and/or the at least one verifier

system is capable of producing a report regarding the passengers scheduled to
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board at least one transportation vehicle, the report being selected from the

group: passengers not checked in, passengers checked in, but not boarded.

10. A system for verifying passengers have exited a transportation vehicle,
comprising:

a server having a database storing passenger data, whertein the data
comprises a manifest of a plurality of passengers who have boarded the
transportation vehicle;

at least one verification system operatively connected to the server
coniprising a means for collecting identifying data from a passenger, wherein

when at least one of the plurality of passengers exits the vehicle, the
passenger is identified and the manifest is updated to note the at least one

passenger has exited the transportation vehicle.

11. The system of claim 10 wherein the server and/or the at least one verifier
system is capable of producing a report showing all passengers scheduled to

exit the transportation vehicle,

12. A method for passenger identity verification, comprising the steps:

placing a barcode on a passenger’s boarding documents upon check
in; ,

reading a first set of bar code data from the bar code with a first bar
code reader;

collecting a first ;v.et of biometric data from the passenger with a first
biometric collection device;

storing the first set of barcode data and the first set of biometric data
on a server such that the first set of bar code data is associated with the first
set of biometric data;
' reading a second set of bar code data from the bar code with a second

bar code reader;
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reftieving the first set of biometric data from the server using the
second set of bar code data; and
comparing the first set of biometric data with the second set of

biometric data,

The method of claim 12 whersin if first set of biometric data matches the
second set of biometric data, the pessenger is allowed to proceed, and if not,

additional secutity checks are performed.

The method of olaim 13 wherein the additional security checks are selected
from the group: manual verification of the passenger’s travel documents,

interrogation of the passenger by security personnel.

The method of claim 12 comprising the additional step of collecting
passenger data from a passenger’s travel documents and verifying the travel

documents.

The method of claim 15 wherein the passenger’s travel documents are

selected from the group: passports, visas, tickets, baggage claim checks.

The method of claim 15 comprising the additional step of comparing the

passenger data to security data,

Tﬁa-method of claim 17 wherein the security data is selected from the group:
United States Transportation Security Administration No Fly List, Selectee

List,
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