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The present invention relates to computer software, and deals more
particularly with techniques for provisioning aggregated services in a

distributed computing environment.

Description of the Related Art

The popularity of distributed computing networks and network
computing has increased tremendously in recent years, due in large part to
growing business and congumer use of the public Intermet and the subset
thereof known as the “World Wide Web” (or simply “Web”). Other types of
distributed computing networks, such as corporate intranets and extranets,
are also increasingly popular. As solutions providers focus on delivering
improved Web-based computing, many of the solutions which are developed
are adaptable to other distributed computing environments. Thus,
references herein to the Internet and Web are for purposes of illustration

and not of limitation.

An area where advances are being made in distributed computing is in
the so-called “web services” initiative. This initiative is also commonly
referred to as the “service-oriented architecture” for distributed
computing. Web services are a rapidly emerging technology for distributed

application integration in the Internet. In general, a “web service” is



Wb services fulfill a specific task or a set of tasks. They may work with
one or nore other web services in an interoperable manner to carry out

t hei r parwoaB/oe7e®npl ex wor kfl ow or a busi ness transacti oRCTRB02/0802anpl €,
conpl eting a conpl ex purchase order transaction may require autonmated
interaction between an order placenent service (i.e. order placenent
software) at the ordering business and an order fulfillnent service at one
or nore of its business partners. Many industry experts consider the
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(3) serviga-heokar sne Tiensre parivsChpankss mrendde fundanental operations
i nvol ved wi th exchangi ng nessages between them are illustrated in Fig. 1.
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core set of stand [ rs. | NEladdes
e Crhy SerRed LS00 1A GR.YEh SELECas LK § QeLAg Rlbkers | Nild

r ot ocol ccess
Pr ot ocol * ?a‘&ﬁﬁfﬁ?nt)‘imar(d E&? éﬁgii?i‘feé‘t%r"r?ﬁﬁa'fg?ﬁ@6%817%]?’6F%€5Fha%5i (" Wb
Servi ces DesceptictRedranyemgety, ildndctddBl (' Bhg v dr- s alheDesEricpt Ruovi gD
03/ 0607101%5/1‘@8@%/ @Mes having services available, and the registry to which

; these services are published 110 is maintained by a service broker 120.
The service requesters 150 are the entities needing services and querying
140 the service broker’'s registry. When a desired service is found using
the registry, the service requester binds 130 to the located service
provider in order to use the service. These operations are designed to

) occur programmatically, without human intervention, such that a service
requester can search for a particular service and make use of that service
dynamically, at run-time. The web services model is theoretically
available for any type of computing application. However, the web
services which are accessible from registries today are limited to

3 relatively simple programs such as “Hello, World!” demo programs, programs
which look up the current temperature for a particular zip code, programs

which perform currency exchange calculations, and so forth.

The core set of standards on which web services work is being built
) includes HTTP (“Hypertext Transfer Protocol”), SOAP (“Simple Object Access
Protocol”) and/or XML (“Extensible Markup Language”) Protocol, WSDL (“Web

Services Description Language”), and UDDI (“Universal Description,



3 Discovery, and Integration"). HITP is commonly used to exchange nessages
over TCP/IP ("Transm ssion Control Protocol/Internet Protocol") networks
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application-to-application nessagi ng, and may converge with SOAP. WSDL is
an XM fg{gggge;ﬁr 2HESGEEDIRG oSt Mirist €8l Jeehwiiiykuser ¥bceshatdiDnessaagn

XM.- base regl sfry techni gue with whi ghotbogzg'%pﬁﬁggéeﬁyoggcggn)t hekfoS@r vi ces
and wi t hoV#Ti CHP/SEr §1 CE PR iTESt er’S ey Tind busi nesses qui ding particul ar
servi cessuqtFes thsr Entiarnef nafPdn JﬁnarSGSNij"’}sﬁle?rot%m]Siuﬁ%ﬁeocf)?neqf“ ccess

Pr ot 0col £4:S@AR)kihglnethBEs Not e QS thbyut2008ivirewrienh- i SMaVREItaBPe 162 he

I nternet gt ALL R LYWMEWNE.01.8/ iR A00Q MIEWSOARNZ6L00508 W38eR for an
http://ww. w3. oj;a%{_%OOOI xp faor more inf %ggapﬂiigp Qop¥M Protocol and the
creat | on*BRHERVSN B Ot 5¢B1° St dndard,  The WBDL speci ficatiqp.is %%le d
"Web Ser whwldsabesc £ RUPS ACATEAY MRS REPLY Y EY C\ﬂg‘(‘fﬁ?t ‘é’% ﬁfér'qh ? ,
and may be fwoupsknan tdhe dbaidbhned ddbtributed network services. UDDI is an
http:// W08 Wl R 2QOLL NI Ensd bn 20030 Iz i ndedies rmafyeélim chaht isenviges
UDDI, refer to the UDDI specificati j bSs &Rkl oviddBl peEsERr2. 0
APl SpecPPt ¢atfo ,lct‘JDﬁrvh%:éﬁ: eﬁl%%tek%g“eayin%%a% ?Sblﬁl%%%il%eIZ%Q)l" fﬁgg whi ch
can be feerdcen- t HEOF MesPnEECAT=HER Y AR, G8ETS &P g/ SPBET f1 datT on. At m .
HTTP i s gesesdobecsdan) RequestscFyoteCopTMayt 800" RPACh2ET GVRHHRLE R FRt er net
Engi neerip %%ﬁkatl:fﬂ‘: ./ /el Dot d MR RS ddthoTh-808 @00 RrBOC Glee- - HTTP/ 1. 1"

(June 1999) . plicati tegration .usi ; ot adasds thequi res
several %ﬂé%@'??ﬂé??g}é{ ?o té“ %b%gg%tgggﬁs?@% descr ii%’e‘i"tiékfl udi ng
the net koektiemeds Powkih PRAFIR Lt HEERTdi cES gsP%fBE%%ﬁcfﬁ%O n&t hod' s 1 nput
and out putb prREai®isepssangdt tdrebanaaga (Wgpks,1-and %86 ¥t b5 MABER “48tunent s
provi de thjS.d,nhOraRLE AR, (AU nREendr @asm tted using a UDDI publish
operati on to.\/a; reglst r%fﬁ??&ﬁg/%%ﬁ% éf%%%%ﬁ%.t@oxi her DRk osPecht igat i on.

I 'R the |
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docunent s(sané tdke) UDDI requests. (Hereinafter, references to SOAP shoul d

Application integration using these open standards requires several
steps. The interface to a web service must be described, including the
method name(s) with which the service is invoked, the method’s input and
output parameters and their data types, and so forth. WSDL documents
provide this information, and are transmitted using a UDDI publish
operation to a registry implemented according to the UDDI specification.
Once the service is registered in the UDDI registry, service requesters
can issue UDDI find requests to locate distributed gservices. A service
requester locating a service in this manner then issues a UDDI bind
request, which dynamically binds the requester to the located gservice
using the service information from the WSDL document. (These UDDI
operations have been illustrated, at a high level, in Fig. 1.) SOAP/XML
Protocol and HTTP messages are commonly used for transmitting the WSDL
documents and the UDDI requests. (Hereinafter, references to SOAP should

) be construed as referring equivalently to semantically similar aspects of
XML Protocol. Furthermore, it should be noted that references herein to

“gTTP” are intended in a generic sense to refer to HTTP-like functions.



be construed as referring equivalently to semantically simlar aspects of
XML Protocol. Furthernore, it should be noted that references herein to
"HTTP" arwoioperided i n a generic sense to refer to HTTP-I iPke/dRoosdzeons. WO
03/ 060710 PCT/ GB02/ 05626 4 Sone UDDI operations, for exanple, require
HTTPS instead of HTTP, where HTTPS is & security-enhanced version of HTTP.
These differences are not pertinent to the present invention, however, and
thus no distinction is made hereinafter when discussing HTTP.) The goal of
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program conponents whi ch may reside iLn one r e calions, even
t hough tﬁﬁggs c“ﬁnf)o?%ﬁfétynﬁeﬁﬁ?ncre §n"ed-”ﬁ o eIFnce)lLPt' mi(:)}%gf aﬁ%té?eﬂcgt ons and be

. SYS
wWitten imerdifdnsr entthpr REFEERHIAYCIERGURFEEVThaA™ tHHBE %D 1?%@CFJe°dlué§ter.
Wi | e a si-gBi fdreaniftamouidn 6fsamesinshasTiheen done to define the goals,
architecture, and standards on which web services wll be based, much work
remains to be done to nmake web .services operat f fectdvel ¥.apdn
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parti cul agff%gEyJefcl§. Ad P dilpl €, service providers are available, a
particul ar one o these servi ce provi ders m ght be sel ected based upon

criteria such as the price of using this provider's service, .response tine
guar ant ees of ¥hipsrproniptercossidierytiad mapyd 28R ¥GF 1 P Sfe’f‘”ic?Sp"ﬂ%ﬂcﬂg‘b‘i‘réa t hat
each provpaeiasd ght a hameetifbher imagndroraatisef ererauthdet pedenbiragad and
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authentication and authorizatjon functions. . Ther £.08 4 echiy ques known
to the prB&&ft ITTBHSEs “F Hf‘% &rating. %th%l n?“ﬁgl{“ Ret er ogeneous

i dentity sysehrtian ttheiaeb vseraicc et R rgnitt “ihi'eR™ Vi FF°BE a seri ous
i nhi bi t or p#ieriUsf0bragar egated b serviced loBUVVARCCEFs PHEATINVENTI ON The
present !g¥gHEEQH:@ﬁ&ﬁh@ﬁ&ﬂﬁ@gaﬂdsInSﬂétﬁﬂfseﬂﬂﬂ@ﬁOﬁﬁﬂE@ﬁmmprG@baﬁuphoducts
for provi o %m nga aggr,e al gcgvi gl Vn{a?fege Ilgcgte(\doa?r&gﬂ{iggllyngla Vﬁyr%ornl n preferred
embodi nent$,*'8he* §FF o ePE0F War'é resour ces provi de ,
particular service. If multiple service providers are available, a
particular one of these service providers might be selected based upon
; criteria such as the price of using this provider's service, response time
guarantees of this provider’s service, and so forth. It is possible that
each provider might have differing formats for authentication and
authorization information, as well as unique ways to access the
authentication and authorization functions. There are no techniques known
) to the present inventors for federating, or joining, heterogeneous
identity systems in the web services environment, which will be a serious

inhibitor to use of aggregated web services.

SUMMARY OF THE INVENTION

v

The present invention provides methods, systems, and computer
program products for provisioning aggregated services in a computing
network. In preferred embodiments, one Or more software resources provide
an aggregated service, and this technique comprises: defining a

0 provisioning interface of the aggregated service; specifying the
provisioning interface in a service description document; obtaining

credentials of a user of the aggregated service, according to the service



an aggregated service, and this technique conprises: defining a O
provisioning interface of the aggregated service; specifying the

provi si orwogsjoat7er f ace in a service description docunment; POBIGERIONZE
credentials of a user of the aggregated service, accordlng to the service
WO 03/ 060710 PCT/ GB02/ 05626 5 descriptidn docunent; anal yzing the obtained
credentials; and allowng the wuser to performthe aggregated service if

i ndi cat ed by t he anal ysis. The technique may, further conprise defining a
provi si onigegeidipkNéeldhaeRnet Ba1least cNpeliddeciiRnoa1d)r shasef iwane the
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sof t war e resourcg speC|fy he provi sioning interface a service
performed by the software resource in the service description docunent or
in one or nore Thettrhniarevinge desderptimpmidecefbming. ainrovhiionéage, in

addj ti on tidreRicai 58 RY Cd=ededid aF shef odderuste ebrthvhee aggoegrkest sREVI Ce,
credenti al ggré%%eglssegvpcee, ﬁc@lfggdea{cﬂr o% Q%eaat lggéé oﬂQeso%Q\]:raf@&gs&ﬁﬁgur ce,

accordi ng e service descripfion docupent t he one or nore ot her
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di st ri but etle semrvi.cesleperifpyi o dlobymaniieoss ¢heverree oF evpagr etdsrofervhee aggr egat ed
servi ce. B@Séﬁrpab&y dobiferRE g ABHBHeCus R ayi @6y sasveend perdrmmessage

whi ch SpECI Ee%csegt SeIfVQLr ﬁge.c%ék@éeitéél_ig%emea gBVJ'%flOLZh% qg&ﬁ%gge@%(g La:1e5 aBer vi ce

request ina ssage age %ﬁ far gqg , a SOAP
("Sinpl e éﬁﬁ@bﬁnﬂdﬁé§§a¥%6FﬁﬁﬂFe)”ﬁeé@ﬁg@te Yat BnFﬁﬁﬁﬁaﬁ% §%referably
used for speddrfryrhy asheeldervi ce description docunent(s). The nmarkup

| anguage is preferably Wb Services 0 Description Language ("WsDL"). The

techni que may fllﬂr fgrheefrerEQéT%}}\iaﬁﬁme&QJbsEﬁé 'aﬂglﬂé‘% §<§tqp\{:llg<§s aqeiségsltpcgﬂ OB (1)

document in a re twWor k- accessi p registry
accessed %Fﬁij‘t&lca‘i’fd’alr e dd) r?é’§§%’g’€§tl‘§l PFe’F%@r F’é%fieélﬁf)%](ﬁ rrent s of the

present invention will now be described, by way of exanple only, with

reference to thReholdyowh Mg matiicaVndyd Shus rbembf@}ama«ﬁcamfﬁ&emdnwm@rs

denote th%ié@:?ﬁ%u%@@%%ices performed by the software resources of the aggregated
service. Preferably, the programmatic relaying comprises sending a
message which specifies the credentials in a header of the message and a

5 service request in a body of the message. The message may be, for

example, a SOAP (“Simple Object Access Protocol”) message.

A markup language is preferably used for specifying the service
description document(s). The markup language is preferably Web Services

0 Description Language (“WSDL”).

The technique may further comprise registering the service
description document in a registry, which may be a network-accessible

registry accessed using standardized messages.

Preferred embodiments of the present invention will now be
described, by way of example only, with reference to the following
drawings, in which like reference numbers denote the same element

throughout.



t hroughout. 0 WD 03/060710 PCT/ GB02/ 05626 6 BRI EF DESCRI PTI ON OF THE

DRAW NGS Figure 1 provides a diagramillustrating the participants and

f undamentwb oopen7at i ons of a service-oriented architecturepCamcBnrdsarg to

the prior art; Figure 2 is a block diagramillustrating a portlet
structured as a web service proxy, according to preferred enbodi nents of
the related inventions; Figures 3A and 3B illustrate the content of sanple
WSDL docunents specifying a deploynent interface and a systeminterface,
respectively, according tOBRIEBfRESCRIPRIOBONE TBRIRAFINGshe rel at ed
inventions; Fig. 4 provides an illustration of the web services stack

approach to SL VI GE 4 ion, as disclosed in.the reI at ed |nvent| ons;
Fi gures 5 rou ¥h SEH gg%at(gi Bt lS'L W?%ﬁ @ﬁn%"’fﬁ HHREHE M whi ch

descri bes ' %Jl 8HF1F13§'1§%? Ve ﬁ%ﬁ’é‘??“&éeent&éc%’r@%gcqueepraefceﬂrdl@e‘ to
enbodi rrenttee ofripheangr esent i nvention; Figure 6 provides a flowchart
depi cting | ogic which may be used to inplenent preferred enbodi nents of

t he present in (0] d ures _7A ., n_exanpl e of a SOAP
i \é%ﬁlle le saiElt a C!Cgl (Elagff ar el i HS? tgﬁ%é’.‘dg?rt §Ec%trrGFH@refioaT e

envel ope carr

prior art: aEblf)'a{a cif’TPEN‘YGFa?‘T%EﬁEF@EB EW@FWENTI@GFW@W ofi ge oélakeB services
is that disymtaees:applications will be able to interoperate |ike never
befiore, offering a new breed of seam ess hyper-integrated applications

t hrough opennegs lﬁg Ur hagi n.9f..gaLerprise sy Web_services w ||
meke distribute twar egrég%%cségate n&eﬁlt e %a“lpggl"esma‘?r‘?fuﬂx‘ﬁ’i‘s al | ow

sof t ware F%° Gdé-‘fwh?r I?efl%i}oé@er& REAFRER. anSﬁe"rl \ﬁYEE%m flfl‘é?ﬁf@ﬁe: cespettdvebr.vi ce
provi der saggdrdige tdyprafecedd prbajgeegabédtie rpraeddenveaeicgswi t h t he
functionality required to performthe task or servi ce which is currently

of interest tOFPg?‘CQ IE’PJth&é“aﬂrlﬂ%EEratE%neég %Etl y erlilrslgest B;l gc]i 81pproach

dynam caIJE -inteqgrated services,
aut omat i cal I 4hT G§HEF e y2F (ﬂlﬁcjt‘r?é’dhe‘% éPSg‘”éarJréB% lni"%FetﬁPMiy systems they
may use. This nust be done in real tinme so that wusers (whether human or

programmati c) EBfurbe seantRgs! ¥ ami&&%b&%& %gmﬂ.%dwsﬁ”hga[rﬂeﬁgdﬁra 1lr1ent

"identi flﬁﬁy r 1 ie) € erVEgétJ% ace, ac 0r10
PCT/ GB0?2/ gr?b % &%’ Hﬁéglg ﬁltb% §§<§ \é-'ng é nP ; corglng to preferred

iments of the present invention;

Figure 6 provides a flowchart depicting logic which may be used to

implement preferred embodiments of the present invention; and

Figures 7A and 7B provide an example of a SOAP envelope carrying a

digital signature in its header, according to the prior art.
DESCRIPTION OF PREFERRED EMBODIMENTS

The promise of web services is that disparate applications will be
able to interoperate like never before, offering a new breed of seamless
hyper-integrated applications through openness and urbanization of
enterprise systems. Web services will make distributed software resources
more widely available, and will allow software to be marketed as a
service. Services from one or more service providers will be dynamically
aggregated to provide users with the functionality required to perform the
task or service which is currently of interest to each particular user.

To effectively use these dynamically-integrated services, it is necessary
to be able to automatically and dynamically join the heterogeneous
identity systems they may use. This must be done in real time so that
users (whether human or programmatic) can be seamlessly authenticated and

authorized, or “idemtified”, for using the services. Furthermore, it is



desirable to provide this seanl ess identification using a single sign-on,
because requiring users to identify thensel ves repeatedly during the

cour se ofwea opastricul ar service (including services which &ce/GRmpsizeed of
mul ti pl e sub-services) causes user frustration and is tinme-consum ng and
inefficient. The present invention provi‘des a solution for these

requi renments, and | everages a nunber of open industry standard

technol ogies in doing so, as will be described. Before discussing details
of the enbodi BNt s, grtbvi?j REL DTl B LEHI:EW AbLL Binbackgtfundiga-on,
|nformat|on i ncl udi'n e

t echnol ogi_es _on %[ggfglrrgd enbg@rrents of
the i nverﬁ“icﬁﬁs%rréqﬁ’tﬁlp? useyE YRlEE¥d Y HABRETS &chfi ques for
managi ng swelss erfy pcegrtagedlafrosepriogi @Flﬁguchwgaw*’ég%ﬂ “BhcpSratcomREF €% et vi ces
can be aggneggtedubadroffadeva et Vihes frtireti @aand hent e - depluoyed and

Preferred; %@Pﬁ&eﬁx@”t thgfplie*;t,@ni eﬂn%@gon' M&@&émss@mlwﬂo& gRea a content
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e
provi des TR BRFE - |aﬁdsjeerv\‘? Fy F‘o’?‘mk?Sﬁt f’p“ﬂhﬁﬁ%use nt*And Ser vi ce
hosti ng, wsasthobwiperigi doErmeo. per soiabe z&gscoiRedand transcodi ng. The
techni ques disclosed in the related inventions extend the platforns to

prov' de Tor aggreald;an,.Aspl aynenl ’ofagﬁe TRASAGREDY, @f: idBhsenviges. A
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i nt egr at echigbcoredienged emlvwlgelaiggpégfé{eeelmseé’itwl%:@redwlllﬁt t |T<15‘ﬂ relatedidi ti on,
t he aggr egatadi SLI ¥éGRSd Cadthhequmnagedahdyiay walberdices anmenfrer prdhiglipg esent

| nventi on, fefiNgs.{ S000LAUGAL 01Dl AU, SLaN At Es: RAVELIBLR hches sl ass t hat

result froma ated_invention se _tech que y al so be
adapt ed t8&§grEyabey b§e?%18§§dvm?’6ﬁe£i‘%§ce|‘“8%‘? e S ?rh fatrr%, wi t hout

devi at i ngirfveoniddvease dpéliofupphe preent franeEprh GHCh EyR tmﬁ%,péat#qrms houl d
be not ed ghalicdhinie €lipsCos HransyRerRicriase nhfly thel DE- inofexpriows Soontangent
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(conprlse sub-servi ces erefo present . entlon y be
used advahfeRg§eddisPy Wi tht¢ égu‘?ﬁeﬂl%‘:ellp\%e rﬁfate% bnve CJC')?]nSSI }gcregg

atom ¢ sethd pésticams twr prevideefor égﬂeaé‘gmieré?@ow% ofnd FHRRAEGERT o vvher e
the set oferaggregated r' aud=1Sa6 Vdcm@ssithas wodi gl €isdierber Whidn@ay be
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i nvention (as well i nventi on% )F(’ ath | enented is the
ht éPAat
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| BM ) Not g;cdheveyaanndhat whil e di scussions of the rel ated

The present invention defines techniques for provisioning the
aggregated services that result from use of the related inventions. These
techniques may also be adapted to aggregated services which are created in
other ways, without deviating from the scope of the present invention.
Furthermore, it should be noted that while discussions herein are in terms
of provisioning “aggregated” services, an aggregated service is itself a
web service (comprised of sub-services), and therefore the present
invention may be used advantageously with those web services which may be
considered as atomic services (and are therefore a degenerate case of

; aggregation where the set of aggregated “sub-services” has a single

member) .

One commercially-available portal platform on which embodiments of
the present invention (as well as the related inventions) may be
) implemented is the WebSphere® Portal Server (“WPS”) from the International
Business Machines Corporation (“IBM”). {(“WebSphere” is a registered

trademark of IBM.) Note, however, that while discussions of the related



WO 03/ 060710 PCT/ GB02/ 05626 8 inventions and present invention are in
ternms of a portal platform the inventive concepts are applicable to other
types of womB@et7id r amewor ks whi ch provi de anal ogous f unctPcorGBoogs2and ar e
al so applicable to portals other than WPS, and thus references to portals
and their portlet paradigm is by way of8illustration and not of
limtation. The dynam c run-tine integration of web services which is made
possi ble by the related inventions nmay use a conposition tool for

aggregati ng, Hey.wel, $eLULGES 1 1Tk Agn LHeS1,C QEPAS Il OOl 13 S¥RT TR

adm nistrator (or, equivalently, a servi ctg1 cog{p%%ser or ot Qe% aff:ﬁr sq{ns) may
define a MEEELFYICER B ApUedPOT Bt i AEgr BiRTEd°% PP s Frafisee”

€
f i ne- gr ai veidhsprapiide sarfef ogpush Fetrtoprraii ty eand ees adfe dpaiieabdayca 8sfide s
| ocal | y obtheemohl yps arddatfirst actenrbaias tofpcrbels ehatwdit moentdtopsraiighl e

referenci ng J,hose gefMices.:and Ui RY: tROSGuSEEMCES 1N a transparent
manner w thout regard to whether they are |ocal or renote. The

fine-grained services may include any form of programmng |ogic, including
scri pt progranghe Jgpamiy ehmddns inCepratiian fs velE FBEV{CeEntiehr {5 @ade
JavaBeanspddgip1stgr etk pedsedul esntidds any otskes «bapabhasen ttoahs@et i ons,

I egacy appld,Cati QS ne@ R, S L oLdd- &é‘i%$Vé!isaegln§bEm£fanEb§le dawaBeans” are
trademar ks’ of 'Sun "M cr osyst ens Itﬁg.) he web services created in t hi s
manner caR PRERATETPE e BTy B hin 88 By ot RERort aF pratform and ¢an

al so be udetinena cregatduvgcnanmpetsds ef vicgesiing - eraiged rssrvEcefannét®, as was
descri bedrine-theineal sdedcéd\reah ivinsh obher relrated brwéntiomneylsedage

portlets as.A1pPalt alndber faGe nARBonAla0s Rl Lk YRONR hhenveQRtRt efn1
renot e port(f et interface (where IS, cotr_jlgept i S extendeq:rtmq to

t , appl
pr ogr anmaf e For % tiyse ¢ rvéﬁﬁf)laélga’ésclélgs ¥5 T TRaT e r ésoar Scpe"isl?f.gn ortlets
functi oni maprien vitihoupmegerd rayvwinsher diferrang Leradsor iehoser viree
i nt er nedi afneegraied” ¥kri5€¢ Wag il add @AY . fokhabf ipkpgtdmeinellayitd Lnvemdtinons

enabl e a Bgfitplteﬁrotggar%,t Jg'éa"a@léége%t ”@ﬁid @ié’sse@?tﬂﬁggn(‘%ﬂtéﬂﬁjibgatl on or
software resource _requesti ng a c?artl cul.ar ggr%/ldcg and a software resource
provi di ng¥FREFAREY Vi cECTIRETSOFIREP e T PeSD e SEF TSN HG A partieul ar
function hegadyeamtlaritciainby dvdusrl footh webTaveérardc SEHEERYL NS SrVaERAMD| 8re at
devel oprmestademiB)s obrsudm MElrcs@EiEnEe PIcOXY TheByeleebaurd ¢meaged dht vidise

resource whi.eh s, QM&@%@&LJa{céﬁdy‘?SE Eﬁ@ng & byem&ﬁjalbﬁiﬁeﬁ:(%oﬂp%ﬂd%ént eria
whi ch are eval uate ei t her t he portl et RLOX

; at run- Ll mag wlg eryices 'r?as.erécurSJ. manner, ‘as ways
recei ves PEHUBEt"ITEsEAGESHRT FOF WaP I UHeEm 16 T Re"sottware reSource to
which it Pesdyébedi;inobee relrreslofriRaEE T esour ce has conpl eted the requested
function, it returns its response to the portlet

; The related inventions leverage portlets as a portal interface, and
also build upon the concept of a remote portlet interface (where this
concept is extended to apply to programmatic portlets), to enable access
to software resources. Portlets functioning in this manner may be
referred to as “web service intermediaries” or “web service proxies”.

} That is, the related inventions enable a portlet to act as an intermediary
between an application or software resource requesting a particular
service and a software resource providing that service. The software
resource performing a particular function may be statically bound to a web
service proxy (for example, at development time), or a web service proxy

) may be bound to a software resource which is dynamically selected (for
example, based upon criteria which are evaluated at run-time). In either
case, the portlet proxy receives request messages and forwards them to the
software resource to which it is bound; once the software resource has
completed the requested function, it returns its response to the portlet

) proxy which then forwards the response to the requester.



proxy which then forwards the response to the requester. WO 03/060710

PCT/ GB02/ 05626 9 It should be noted that the software resources invoked to
per f or m awO oageN7egat ed service nay be designed for programCrTaGRRO§2aM
interaction, but nay alternatively be visual in nature. For exanple,

visual ly-oriented resources may be invoked during execution of a web

service whi ch operates primarily in a programto-program manner. The term
"programmatic portlet” is used herein to refer generally to portlet
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220, and grt%@gfg opal p&%e{ @8691%§Pam mﬁn&orthet tpfnpxxrggqmguleag)&&l\eﬂcx h a

portal pl rm 200, us hese i nterfaces,
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out the fueletrdmndf piaveet egvvenPeorgi |vhepher e hndtuhibe ivBAST LY iIRAtSOF S are
speci fiCc t&dubee WRhoBREVITRapI Y\urdettdaycsef.t war e resource 250, and do not
formpart of the related inventions. The related inventions, hovvever make
t he functi onal |nterface of Ege soft 250 avail abl e_as _an

sour
interface 230 dPPRE PEPTTRL S&fﬁtlng( Ex%oort? fit Stﬁuc HiRetToRal" Rt Tace
usi ng WeDbradet i aAcoréing andhSOaP atsériviversiongy Jﬁesh@@ohﬁlﬁ%eﬂ udf nigrog™
conmer ci athepeanaigoabler podly suchnasuddshe deBMbyéntSorveirCes 700] ki bystem

"WBTK",  digidng zgehezQe%aymhcero%@%te@eceweﬁo di seussedidinptde rel ated
|nvent| ons.) The 10 nment m%er ace anéio sterrhl nt er ecjﬁeacare dgscrl ed in

detail in°? ‘eaitﬁf‘e‘ﬂl nYAEFBh L2 B 21° SGRHRY W I'T fow Be Srovide
Accor di ngat drpeefediaed benirsd HeshPerofl Ph%tftoéll“aatnédtlil%\?éﬁ‘f"faéﬁsresé’uﬁ‘eeplzéﬁ}ment
i nterfacewitth aa:3y st esuti theerhiacs car € deféred. f aetedich oposachefunshiolrlser ves

as a web s e\flfgfc?e QEQ%e(:@:E tc,hgygﬁle' eralsE%ﬂ;%t ilcﬁrl@&ﬁ)@g' BBhBre QREoH cel he
other of these interfaces ma Ven lcese n%%/v i n&etrfaces may
S

al so be r&t%r FBY ¥o"s TPHR p&éblogyﬁg%treg%ﬁd Tt ype,
respect i vétyentionsor kdevenc gk g ﬁwqthenelepa%%a%@én?%ﬁe BHRES defines a
service préssutdes typevdihatid agldmdestddiacpond siypes mecessaryxf.or port al

l(ptp e a: I on, %fsll%gofthwu%cwéewﬁe% A00 S§81 G8ol RLELAGE bAN aRGdxanagement .
or y IS a

e, art to si gﬂecflcatlon of a
portlet’ sg%]ﬁ’éf:%‘ﬁ |“5‘ﬁsbe 5ﬁ8°mpgé?]\jﬁdc8 sHi%d P efgbalwlasvaél ter ml°%°sle5“‘fh a8
Si gni fy at]@qﬂlﬁ@d{q’boﬁe](yflcp@ﬂpoﬂ.]y:ﬁespy “WSTK”, during the deployment process, as

was discussed in the related inventions.)

The deployment interface and system interface are described in
detail in the related inventions. A brief summary will now be provided.
According to preferred embodiments of the related inventions, a deployment
interface and a system interface are defined for each portlet which serves
as a web service proxy (although in alternative embodiments, one or the
other of these interfaces may be implemented). These new interfaces may
also be referred to as the deployment port type and system port type,
respectively. A portlet according to the related inventions thus defines
a service provider type that includes the port types necessary for portal

] integration of software resources and service interaction and management.
(“Port types” is a term used in the art to signify the specification of a
portlet’s operations, and “service provider type” is a term used to

signify a collection of port types.)

) The deployment interface enables a portlet proxy (that is, an
aggregated web service which is represented by a portlet proxy) to be used

in subsequent web service composition operations, in a recursive manner,



The deploynent interface enables a portlet proxy (that is, an aggregated
web service which is represented by a portlet proxy) to be used in
subsequerwowalsEer vi ce conposition operations, in a recur PCT&EBRM0NR5, WO
03/ 060710 PCT/ GB02/ 05626 10 according to the rel ated inventions. For
exanpl e, the deploynent interface of alportlet "A" provides information
about portlet A for use as portlet Ais aggregated with other portlets to
forma new web service "Z". By defining a deploynent interface for web

SETVI G0 Zc ASRALILNOLO, LG oo SLALEC VoDl By1 L' A BEGnghOUt e

service Z ¢an. s sequent e “provided as service J L{_Isl far_conposing
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portal phatsdkeiingUs eiepfojt@tsysieepaddater abesavlions,t hecqraitaltoptiat form t o

perform functions suchas 1099109 0f.eventes, spgdllclarw,caan@ljbggaﬂntw%s of
adm ni strati ve operat|ons erta|n|n to executl e web servi ce.
Bt b 5% S o

Two- way CcRFAYIATL & BFF éff tife tcgflpcfﬂlagf e portl et proxy is
used for this purpose. Figs. 3A and 3B provide sarrpl e V\SDL docunent s
illustrating the sglewnoyﬁwﬂfahetle;r fiaee repatinf t D@t namganehts pstpmeiiater f ace

Specif i Ca&tl,h%@ is r%isipv? sggl%es%%gggﬂ% dt}% 5@51%Er§xq>x%QPP®yn§{E %o@ﬂfalt he
related inventi'ons, nment an emp t gis agje resent ed
as WBDL BGGRERt sUS‘Wrﬁ cﬁhece?ﬁfs e b 'PEY %&8‘?’%& f’np5)é JStrY shown at
310 of tbhe-MBDIfwlotinenEu@08sitpobiey 3Aevanke, éahphre a@bloé%?erwp?%toérface
is namedadRepkoyress ‘opansk icns| sidesiaper 8 i-assusuahomsnd gebliaptiayName” and
"get Di spl ?&l | %Q{J'c%&?f 11 366 @leNBAl (B3Q e H h?%&é?;&lﬁraa{d ons Sy eptsgdas for

exanple, to retrieve a descriptive nanme of the web service and to retrieve
a graphi cuﬁ%ﬁ%r rtélbﬁéé”éﬁf’?‘?lg the web service for placenent on a palette of
a web service conposition tool. According to the WoDL specification, the

i nput and out pﬁigmszseglesw@edv{dy s&MISUNSITABbAGhent § N 1Ausis@E Vicc €har e
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nmessages are art>" el enen elcierrent is

s
defi ned fB‘?SpéﬁEhVWssﬁéoﬁ ngakh PEHETHE o?i“b§§é‘&ﬁnffeg‘e f'st % port type.
(Ref er toimtetWBBL Shediebleatenbrerndosy shsmePduif BYRREt #6h rﬁﬁﬁﬁent?q‘]é‘sd@% | s of
a WBDL dogsutmehty, Whec\Bbh wheausertg3ilred ihi §. reg3Bsdsf.i nes shbven sy.st@mot

interface, . Wi £lluhdhi Q@o e_L)ﬁaEIbl £3hS AANBn ﬁ%‘e@%yn(e%@euﬁ'eﬁf%t i$60). In

this exa e, e naned " ,,I t
370), coﬁn%‘i“?dsﬁ%}ﬂ?g‘g‘fr}tl"nﬁndpéfﬁ eér%peéﬁal%{l\éda‘fdl iE a?r‘ret) rpqagijﬁa%% garfea '? ype

may “getDigplayIconléxlé6” (see element 330). These operatlons may be used,

for example, to retrieve a descriptive name of the web service and to

) retrieve a graphic image representing the web service for placement on a
palette of a web service composition tool. According to the WSDL
specification, the input and output messages used for communicating with a
service are specified in “<message>” elements 320, where the parameters
used by those messages are defined as “<part>” elements. Thus, a message

) element is defined for each message of each operation specified for this
port type. (Refer to the WSDL specification for more information about

the details of a WSDL document.)

The WSDL document 350 in Fig. 3B defines the system interface,

5 which in the example is named “System” (see element 360). 1In this
example, a complex data type named “Event” is defined (see element 370),
comprising 2 string parameters and a date parameter. This data type may
be used, for example, when exchanging logging data to be recorded in an
auditing log file. A “logEvent” operation is also defined (see element

b} 390), and in this example is a l-way operation invoked using a

vlogEventReceive” message (see element 380) which has a parameter of type



be used, for exanple, when exchanging |ogging data to be recorded in an
auditing log file. A "logEvent" operation is also defined (see el enent
390), andwDre3pbi7s0 exanple is a 1-way operation invoked usiPeg/GB02/05626
"l ogEvent Recei ve" nessage (see el enent 380) which has a paraneter of type
WO 03/ 060710 PCT/ GB02/ 05626 11 Event. I¥ addition, the exanple defines a
"reportUsage" operation which has 2 nessages "reportlnput” and
“reportQutput”. Preferred enbodinents of the present invention may extend
the i dephQufEnt ri Rk fAGe i Ieggrhlai@ed@ﬂlggg% QpLAG- b L MBtd. QP S:£GRL & NY
the aggr %gat ed web sefvice, Al %e nat Yol Separate provisioning
interface & ned For"®thi & pur“i)e se O%WPtRout deviating fromthe
scope of the present invention. A sanple provisioning interface
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i ncl ude ardepdtoymentd pofdriypipnehlenenthe Rebersiontndineddipcacwnt oo RogatedsA

t hrough 5BnqtiRns pbeodmssadesPeGkf lheptimns illustrated Figs. 5A through
SC may be added to other nessages defined in a deploynent specification

(which are shown at el ement 320 of Fig. 3A) when using this approach, and
an ‘additi onal PérETyBECEISERRIY drierTace that lEneRteAad e dni FEIEREen 8P Wikd 5E
i may be sppGiviesd iakentroa) tthenhehepantehfpee 3Pectbicatpl gynmenpaopendds ons.
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nmessage ofbn additional portType element such as that illustrated in Figs. 5D and 5E

5 may be specified along with the portType 330 for deployment operations.
Alternatively, a separate WSDL document may be provided specifically for
provisioning, where this separate document has its own <types> element,
<schema> element, and so forth. In this alternative, the WSDL document’s
<definitions> element may be comprised of provisioning messages and

) operations such as those illustrated in the interface specification of
Figs. 5A through 5E.

According to the WSDL specification, the input and output messages
used for communicating with a web service are specified in “<message>”
5 elements, where the parameters used by those messages are defined as
“epart>" elements. Thus, a message element is defined for each message of
each operation specified for this port type. (Refer to the WSDL

specification for more information about the details of a WSDL document.)

) As disclosed in the related inventions, a directed graph is
preferably used to model the operations involved in executing aggregated

web services comprised of other web services (i.e. gsub-services).



each operation specified for this port type. (Refer to the WSDL
specification for nore information about the details of a WSDL docunent.)
As di scl owedsioen7ihhe rel ated i nventions, a directed graph PEST/GBORbsRabl y
used to nodel the operations involved in executing aggregated web services
conprised of other web services (i.e. stb-services). WO 03/060710

PCT/ (B02/ 05626 12 Sel ected portlet operations represent the nodes of the
graph, and the graph edges which |ink the nodes represent potenti al
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refer to gheiWSFL speci fication, which is entitled "Wb Services Fl ow
Language (WSFL 1.0)" Pr of Dr. F. Leymann (May 2001), avail able on the
Internet from|BM at http geEL) ig 1 od for
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aggr egat ePPYeFYiCBROSSnd %oérel%%aﬂijresgﬁgﬁ? Sﬁ‘?‘b of I?IlsoF sef Vi ceto ¥ F?&ésgﬂ i on 430
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i nventions, WBDL is used to define web service port types and to define
how to i nVOke RpRratd ang. of rbheseipnistriyiPases and web services stack

approach to service aggregation as disclosed in the related inventions.
The web services stack 400 preferably uses WSFL service flow support 410
for defining and executing aggregated services, and service discovery 420
and service publication 430 are preferably provided using UDDI. The web
services stack also comprises a WSDL layer 440 to support service
description documents. SOAP may be used to provide XML-based messaging
450. Protocols such as HTTP, File Transfer Protocol (“FTP”), e-mail,
message queuing ("MQ”), and so forth may be used for network support 460.
Ags discussed in the related inventions, WSDL is used to define web service
port types and to define how to invoke operations of these port types, and

) WSFL is used to aggregate the web services (and therefore to aggregate
their interfaces). At run-time, services are found within a regilstry
using the UDDI service discovery process, and bound to using information
from their WSDL definitions. The WSFL run-time then uses these (port
type) definitions to aggregate the services. (Because the signatures of

) the operations will typically not match one-to-one, a “plug link”
mechanism defined in the WSFL specification can be used in a proxy model

to map interfaces in a simple manner as described in the related



WSFL is used to aggregate the web services (and therefore to aggregate
their interfaces). At run-time, services are found within a registry using
t he UDDI wermioegidi scovery process, and bound to using i nfPerragRoOsm26f r om
their WBDL definitions. The WBFL run-tine then uses these (port type)
definitions to aggregate the services. (Jé’ecause the Si gnatures of the
operations will typically not match one-to-one, "plug link" mechanism
defined in the WSFL specification can be used in a proxy nodel to map
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user or using_ prog FAMMSE T & Bpet é.L{lI OHEtohr 18T examplg might be given
addi 1onal access rights for performing operations such as increasing the

storage space allocation of another user, deleting the e-mail of another
user, and so forth. WSDL documents may then be used to define the
operations provided by each sub- service, and the messages and parameters

which are used to invoke those operations.

As discussed in the related inventions, creating the WSDL document
may be performed by a human user or using programmatic operations, or a
combination thereof. (For example, the human user might may be asked to
supply information such as the port type name, the location of the name
space information, and so forth, while programmatic operations generate
<operation> and <message> elements for a software resource’s public
methods. IBM's WSTK is an example of a commercially-available product
which may be used to programmatically generate WSDL for an existing
software resource. See “The Web services (r)evolution: Part 4, Web
Services Description Language (WSDL)”, G. Glass (Feb. 2001), published by
IBM on the Internet at

http://www—lOG.ibm.com/developerworks/webservices/1ibrary/ws-peer4, which



conbi nati on thereof. (For exanple, the human user m ght may be asked to
supply informati on such as the port type nane, the | ocation of the nane
space i nfwpmawewmy and so forth, while programmati c oper aPCorGBIgOsRs at e
<operation> and <nmessage> el enents for a software resource's public

met hods. IBMs WSTK i s an exanple of a cbhmer ci al | y-avai | abl e product

whi ch may be used to progranmatically generate WSDL for an existing
software resource. See "The Wb services (r)evolution: Part 4, Wb
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aut hori zation operations are made nore difficult by the dynam c nature of
both the di scovery and invocation of distributed services. The techni ques
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oper ati ong; lidantd f i gd, usi.n DL docuynments and a | NVOK . SQAP
nmessages %%E%}dgﬁmﬁ%?go’w &d%?gitﬁ%/%l@ﬁ?s AGGr ¥Gt BeFedBraAdFess fhys constrain
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creation Qf:;usar profiles which span an aggregated services, ahef

optionally to allow these user profiles to be queried, changed, and/or
del eted using correspondi ng service operations. The sanpl e nessages and
operations depigsreshtied FimyscedAay opughaihEacilsk| WD A8scidl Hedarand Wil |
be used twd thddestisadewhOWal B REESEAL cfeﬁggﬁ:[allg,n aqlr&fagl!lcecses %uq.\ii s oni ng of

aggr egat ednselvLees . 8. dist.ribut ed conputing environnment. (As wll be
obvious tQ one of :CkleP? in ?Ihtelag? {15 PR Sxposed authorization operation.

may also be advantageous to enable creation of user profiles which span
an aggregated services, and optionally to allow these user profiles to be

queried, changed, and/or deleted using corresponding service operations.

The sample messages and operations depicted in Figs. 5A through 5E
will now be described, and will be used to illustrate how the present
invention enables provisioning of aggregated services in a distributed
computing environment. (As will be obvious to one of skill in the art, the
messages and operations -- and parameters thereof -- illustrated in Figs.
5A through 5E are provided for illustrative purposes only. An actual
provisioning interface may include other messages and operations without

deviating from the scope of the present invention.)

The “InResolveProvisioningIDRequest” message 502 illustrates an
input request message which may be used to query a service for its view of
who a particular authenticated user or entity is. (Hereinafter, the term
“user” may be construed as applying equivalently to a human user or a
programmatic entity such as an automated service unless specifically

qualified.) Message specification 502 declares that this request takes a



nmessages and operations -- and paraneters thereof -- illustrated in Figs.
5A through 5E are provided for illustrative purposes only. An actual

provi si orwog3ioeit7er f ace may i ncl ude ot her nmessages and opePamiGBI/08d26 hout
deviating fromthe scope of the present invention.) The

"I nResol veProvi si oni ngl DRequest " nessagés502 illustrates an input request
nmessage which may be used to query a service for its view of who a
particul ar authenticated user or entity is. (Hereinafter, the term "user"
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entity suBh as an au service unless specifically
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t oken " X" asse 10Nl n ration of
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I nResol V 0‘%' as an %%q&goiée%goglse.\tggmgIDQQ%)ogge'Flmgssé_é) as

wel | as an eﬁr OVI SI oni ng Eonse nmessage (see_el enment 504 of

Fig. 5A). (%eiﬂﬁ@eé‘bﬁ PEPFiSVi 8oni Tieft DRBSTRSAREEREC &@I@Sﬁsﬁoélsaléfl ned as
ret:ur ni ngmesgagraset és dedieel 'alsdreemmfmreyr 4 pafamessn paged y@@%ﬂtlﬁﬁ%f’eK%l y, the

returned Ldenll {480 i Sprafeidap i ficeletifrnbi@ dentimbe 1 axi KieABi NigrSySttem
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oper ati ons n(see nessages 5 exa

descri bedPHETBHET 505 SPREEAFSAtL ﬂ%er&Fb?ﬂ%l(ﬁ?ﬁ MG emt \/\BiL c’haf“g rrgna%olrng t he
user prof ekende, sérivhcerec deddrgbedtebew)i. nforapetibn the yovheionine syayebe.
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i nvention u% SAR e gg%ges for conmuni cati on anong web services. The
exanpl e SOA nessage conpri ses a SOAP envel ope carrying a digital
signature in its header, according to the prior art. See Fig. 7A for the
header 710 andrefgirtiad mwghatfise. 720andTfiBs Rie§eresd sikpdarent€ PhyfBe used
for authepitigati onveatidhase e sharayhto rouidnnsnidaei&e brbee wele Gieesices .

i The example SOAP message 700 comprises a SOAP envelope carrying a digital
signature in its header, according to the prior art. See Fig. 7A for the
header 710 and digital signature 720. This digital signature may be used
for authentication of the requester who submits the service request
carried in the SOAP message body. See Fig. 7B for the message body 730

) and request 740. In this sample message 700, the message body specifies a
vGetLastTradePrice” message, for which the <m:symbol> child element has a
value of “IBM”. It can be presumed that this an invocation of a stock
quote service, and that this service requires the user to be
authenticated; the digital signature of the user has therefore been

5 supplied in the SOAP header. (Refer to “SOAP Security Extensions: Digital
Signature, W3C NOTE 06 February 20017, which may be found on the Internet
at location http://www.w3.org/TR/SOAP-dsig/, for more information about

using SOAP messages in this manner.)

] The present embodiment (s) leverage this digital signature technique

for conveying authentication information pertaining to authenticating



carried in the SOAP nessage body. See Fig. 7B for the nessage body 730 and
request 740. In this sanple nessage 700, the nessage body specifies a

" Cet Last Twada@si7t®” nessage, for which the <m synbol > chi lPdTEBI®OM26 has a
value of "IBM'. It can be presuned that this an invocation of a stock

guote service, and that this service regaires the user to be

authenticated; the digital signature of the user has therefore been i
supplied in the SOAP header. (Refer to "SOAP Security Ext ensi ons: Digital
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(such 25 BHLLQLILREAOUE ool dERY1 LI 8O prbldcl. Ofond »REQW Seping system
host ed bypa Servic row ers”  operation ésee el enent

554 of Fi gpersbjorbfisee %FW%S?%LO&I% P]Pl °f"T‘rﬁ$§¥bT ECREI'SRedliest " nessage
506, and respendsUsktdregnest” OmsRege|iEUsers ResysoAseritheisage 508. In the

exanpl e, téﬂtﬁe%ﬂv@tﬁexs@%mge" 5Q8shse @6t ned as efinplB| Nhianowpnay naned
"UserSet”. The syntax def_ln agNCé‘tuhgll tgh%ﬂ R3LLy lR0BNQf sdreSSage %Q@ akS a

namespace BrarE X, cand e array definition. .

out put ar r%f%PpF%%"uﬁﬁmI}? P‘"i‘li:FeﬁiL?r‘felnésOﬁ H‘@s%ﬁtﬁeha?ﬁi iédxd?gl?%pacfe e lpal’atl cul ar
servi ce hostdiseg tchirsalifRestsd wetdsedsfingpeemat i GPRIB5AUtGi BHFWaRE SSEUHA 't 0

usi ng UDDidéﬁiné},veK@%utH&ﬁgdalsgaé\Pofrreséqgetlﬁaat hesrRes abweldgetsi's

operation, I ays, 1 Shefl 1Bud Qi 54081 RHSYS em-biedper form
t he deter m na I ot%eg Ogl:@ %lrolgze uglgl%gl &ggb - nCr a,lt gUSGI’IPEOJI I, gRe uest"

message 5YOMShBVEORRIFTRES | ntAér‘T}ﬁceRes@vaeétffeirﬁ" lﬁpeF%ﬁlLi’@s?mr?élssdge t'rat
creat es ahaserepusted @ prghisibeindesygheadto perform the determination of

authorized users.)

The “InCreateUserProfileRequest” message 510 shows how the interface

of an input request message that creates a user profile might be designed.
As in the other example messages, it is bemeficial to include an
authentication token as one of the input parameters passed to the remote

) service, so that the remote service can authenticate the information
requester and determine whether this requester to authorized to use the
“CreateUserProfile” 556 service which exposes the
“InCreateUserProfileRequest” message 510. The “provID” parameter may be
used to provide a URI or other address of a provisioning system, as

3 discussed above, where the user’s profile is to be stored in this
provisioning system. The “userID” parameter preferably identifies the
user for whom (in the case of a human user) or for which (in the case of a
programmatic user) the profile is being created. 1A “password” parameter
may be provided to establish the password associated with this user.

) (Credentials other than a password might be used for this purpose, if
desired.) The user’'s full name might be passed in a “FullName” parameter,

depending on the needs of the underlying service. Finally, in this sample



As in the other exanple nessages, it is beneficial to include an

aut hentication token as one of the input paraneters passed to the renote
servi ce, WO o8lelt71a he renote service can authenticate the iPefT@BoROFQNR
requester and determ ne whether this requester to authorized to use the
"CreateUserProfile" 556 service which exposes the

"I nCreat eUser Profil eRequest” nessage 510. The "provl D' paraneter may be
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voutUpdateUserProfileResponse” message 520 that is analogous to the
“OutCreateUserProfileResponse” message 512. In the example, this output
message 512 returns a Boolean value indicating whether the profile

creation was successful or not.

The “InDeleteUserProfileRequest” message 522 and
» “OutDeleteUserProfileResponse” message 524 are provided as the input and
output interface of the “DeleteUserProfile” operation 562 (see Fig. 5E) ,
and enable deleting a user's profile in a similar manner to how the
profile may be created or updated with the “CreateUserProfile” operation

556 and “UpdateUserProfile” operation 560.

In addition to authentication and authorization messages such as
those which have been described, it may also be useful to define messages
and operations pertaining to configuration of aggregated web services.
Examples of the “SetConfigParameter” 564 and “GetConfigParameter” 566

) operations are illustrated in Fig. 5E.
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a Bool ean val ug, "resu i ndicatin L hy . 0fi gPar et ero;
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Tur ni ng newWLie oFi the Beqleaged Hagamteei ctsddawiie NpammpeberViadee’ ParamegREcut i ng
an aggregated service and the identity and/or configuration operations of

its sub-services wthin cont ext Weh S85 iHGES e fsje@vy accordl ng
to preferred erbodi fren sEof Jtg‘neIs )& JCé)%]t'l%l nver?t%:éonh A’ rﬁlljlt‘ril}lfl éld I Or or

Si ng| e Si @ﬁe@ﬁle@paébpgqﬂfesga];@ sBévWeowqjéaechﬁentlty and/or configura

operations of its sub-services within the context of a web services work

flow, according to preferred embodiments of the present inventiom.

A “unified login” or single sign-on capability may be provided for
an aggregated service, according to the present invention, whereby the
provisioning interface of the aggregated service can be used to solicit
all required information from a user at the outset of executing the

B] aggregated service. (As will be obvious, it may happen that some
information needs to be requested from the user during execution, and thus
the presént invention should be considered as enabling the minimization ot

such requests.)

5 The operations which are defined sequentially within the WSFL work
flow of an aggregated service are executed, according to the work flow
definition. The login information obtained from the user is preferably
wstacked” for use by the sub-service to which individual elements of the
login information pertain. Stacking of modules is known in the art by

0 those familiar with identity systems and authentication systems which
provide single sign-on capability. Stacking refers to using a “primary”

password as an encryption key, where the information thus encrypted



an aggregated service, according to the present invention, whereby the
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may then be passed as input to a rempte service, which will generate an

authentication token (Block 610) upon invocation of its authentication
oper ati on. PrefReadpiaplyi Hédeagttienticat Portokek aengeriefaiedlpek BLOcke 610 is 0
gener at ed fsefiteMs fanagie ktragiet ¢ hiian ddhethdie bk nclcuded iin £ sSOAResrsBAgE

header. |n,LBLs Mgl mrer,' %@L' taeﬁﬁltrm rt;ga, gglmggeawﬁgn %%E@éé'n@gwé‘iﬁb
services. Refer tohl%ﬁ%f I SC e 700 S.

ss
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header using XML syntax. (As shown therein, the digital signature tokens

5 use a qualified namespace, and are therefore preceded by the letters
“ds”.) Authentication systems and policy systems may be bound to service
operations using the SOAP header as well. WSDL descriptions preferably
model operations as a combination of a SOAP header and body. That is, all
operations requiring proof of identity preferably require user credentials

0 to be exchanged. The SOAP Security Extensions technique used in the
examples herein ig one example of how this may be accomplished. The
Security Association Markup Language (“SAML”), the Generic Security
Service (“*@SS”) API, and the Common Secure Interoperability (“CSI”)
architecture also provide means for security exchanging a principal’s

5 credentials. (A version of SAMIL: is defined in an OASIS Draft which may be
found on the Internet at
http://www.oasis-open.org/committees/security/docs/draft-sstce-saml-spec-00
.PDF, dated Apxril 11, 2001. The GSS-API is defined in RFC 2743, “Generic
Security Service Application Program Interface, Version 2, Update 17,

0 dated January 2000. CSI is defined in “Common Secure Interoperability V2
Specification”, available on the Internet at

http://www.omg.org/cgi-bin/doc?ptc/2001-03-02.)
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tests to SERFTESYhICERtSdr tTagsTarR ﬁén‘%]loéélﬂf’ locally (that is, for the next
service to be perforned,

; In Block 625, the stacked identity information for the next
operation to be performed is retrieved. This retrieved information is
passed to this next operation’s authentication service, which generates
(or retrieves) an operation-specific token using this identity

information.

At Block 660, the operation-specific token is returned to the caller
using a SOAP header (as described with reference to Figs. 7A and 7B).
(Note that while the response messages in Figs. 5A through 5C do not
illustrate returning authentication tokens, such tokens can be added if
desired.) Block 670 then uses the received operation-specific token to
determine the user’s operation-specific authorization. (Users may have a
number of roles which determine their credentials for a specific class of
operations. A person who is a manager might be allowed to view the
personnel records of his employees when acting in his manager role, as one
example, whereas he might not be allowed to use this same operation to see
his own personnel record when acting in his role of an employee.) The

authorization invocation in Block 670 preferably also uses a SOAP header,



where this service is determ ned according to the WSFL fl ow nodel ). If
this test has a negative result, then control transfers to Bl ock 640;

ot her w sewomonse7od transfers to Block 670. In Bl ock 625, the/GRoa0ked
identity information for the next operation to be performed is retrieved.
This retrieved information is passed té1lthis next operation's

aut hentication service, which generates (or retrieves) an
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may, be pagsed diBcaddhtdonite or instead of the token from Bl ock 650.) After
t he operation conpl etes, Bl ock 690 checks to see if there are nore
operations in the sequence. not, then the proce%5| n dFl g. 6 ends.

Ot herwi se, conffol®s BeRh l‘?§m‘frift§?'b%q< B0 PEES Rt &P T rﬂﬁe User is still
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headers are preferably used to relay identity informatiom. The disclosed
5 techniques enable heterogeneous identity systems to be joined in the
dynamic, run-time integration environment of web services. Open standards
are leveraged. Note that while particular standards (such as WSFL and
SOAP) have been referenced when describing preferred embodiments, this is
for purposes of illustrating the inventive concepts of the present
J invention. Alternative means for providing the analogous functionality

may be used without deviating from the scope of the present invention.

As will be appreciated by one of sgkill in the art, embodiments of
the present invention may be provided as methods, systems, or computer
5 program products. Accordingly, the present invention may take the form of
an entirely hardware embodiment, an entirely software embodiment, or an
embodiment combining software and hardware aspects. Furthermore, the
present invention may take the form of a computer program product which is
embodied on one or more computer-usable storage media (including, but not
0 limited to, disk storage, CD-ROM, optical storage, and so forth) having

computer-usable program code embodied therein.



determ ne whether the user is authenticated for this next service, as has
been di scussed earlier). As has been denonstrated, the present invention
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be appr eci\rﬁltlegeh)hcﬁﬂgt&)fd sidd badm fibe aabfor BB RIS FDfw dihprapE eselbr
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products e present 1 nventlaon or m of

e
entirely PFAGFREFe aé‘ﬁ%%lbﬁ‘é?ﬁ diagragft i 78 §° W%%%Fée%r%’oa?’%ﬁ?r p6F’g]éaﬁ"
enbodi mentnoonbiivingg okt verpuaerd phegmat s tagpeicns . mefy Pe heerbiss, te He

present | Bi«’&i‘éfsis@fl JFBY deakeal Rarf¥emaipude£0BpEtRIL Pig@sandppaiict Which is
embodi ed e %Ogro@;s%rcgg%%%ﬂp%gmﬁa 11308 pr;ggéglggmcafpggmg gbut not 0

Ilmtedto |ca tora nd orth) _having
conput er - BEABICE ?)m(j?wﬁ C B E%%&P%dmtsﬁﬁ‘fcéﬁlﬁns 6%7 G867 PCT/EB02/ 05626
22 The presemssen\eénthorohmseean ofeec proahmpile fefranetsstpd fApgaratus,
di agr ans angiter mddraCko#iiaglaidhic Oy ARE st cap pasert BBed Sy Stt@NBlgw dhghran

conput er By Q01 M R QUNEL S, AGGAL 01 G. b 2gBPULBR0f |t he invention. It

will be un tood that eac ow an | ock of the flow di agrans and/ or
bl ock di agrans, and conbi nati ons of flows and/ or blocks in the flow

di agr ans and/ oFhédeockmmlitag renesrare ansbaick ipte mentaddobye €baast €8 Spr ogr am
instructi e&ﬁputzh&&adgmmu&mrypﬁw am idisbEdct bais taR\orhet oyt dedmtabla

processor 4of, 3, JENSLAL SULPASE COTRHLEMn §PChA IR HOSENSATPUIEI chat
enmbedded Eroc Ssor 0 r ogr amma dat a_pr.ocessi ng%%{)gara us t.o
e

produce a %dﬁ?h’@mté%ﬁﬁ SER%R t‘ﬂetlieng?‘?pl%?’f FiFeIoRAT BHBY %% thecte

pr ocessor obfmanhEacromp utred ugimdo i irerupt iogr Bearsb el dtatepisreee $8f nfgmappaar at us,
creat e Meapsciff9ed iRPtesEab g athen Fuse i-ofsowspeci/bresldcr dikerid ewock agr am
flow or flows and/or block diagram block or blocks. These conputer program
instructions nmay al so be stored in a conputer-readable menory that can
direct a conputer or other programmable data processing apparatus to
function in a phetdogoiitear peguren, irsgehcttibng may also be loaded onto a computer

or other programmable data processing apparatus to cause a series of

) operational steps to be performed on the computer or other programmable
apparatus to produce a computer implemented process such that the
instructions which execute on the computer or other programmable apparatus
provide steps for implementing the functions specified in the flow diagram

flow or flows and/or block diagram block or blocks.

While the preferred embodiments of the present invention have been
described, additional variations and modifications in those embodiments
may occur to those skilled in the art once they learn of the basic
inventive concepts. Therefore, it is intended that the appended claims

5 ghall be construed to include both the preferred embodiment and all such

variations and modifications as fall within the scope of the invention.



the instructions stored in the conputer-readabl e nenory produce an article
of manufacture including instruction means which inplenment the function
speci fi edwD36g1d | ow di agram fl ow or flows and/ or bl ock acagiriobd2eck or

bl ocks. The conputer programinstructions may al so be | oaded onto a
conputer or other progranmabl e data prog¢®ssing apparatus to cause a series
of operational steps to be perforned on the conputer or other programabl e
apparatus to produce a conputer inplenmented process such that the
instructions which execute on the conpyfgfe0r other programabl e apparatus
provi de steps for inplenenting the functions specified in the flow diagram
flow or flows and/or block diagram block or blocks. Wiile the preferred
enbodi nentis of A hetlpdesé mrovinieninornhave nhee moi deger rérpdreceaddif tamonal

vari at i ons,ggnehavedi ddrGatd QRsa idenpli0se e8hedk "ROLSrisTBY eChifepkOot hoSE
skilled in the art once they learn of the basic inventive concepts.
Therefore, it is intended that the appended clains i shall be construed to
i ncl ude bot h t e HPEPer (RPVEFSTARFERECETFeaP] o6 IPITGH T4t FUE “and

nodi fications as fall within the scope of the invention. WO 03/060710

PCT/ GB02/ 05626 p23i &iAbMie drovAsIBingd: QferPEQViis] HReRE RNGeIrifDI® SOf tware
resour ces d%f an . aggregat ed service in a conputing network, conprising the
steps of: 5 Uet i ni ng a provisioning interface of the aggregated service;
spetifying the provisioning interface in a service description docunent; 0
obt ai ni ng cr edemtanlisgotraieusierlsobf Bhesaggr egwt egoregrved ecrdceoraicngdingo
the servi Gg gesSGeiPldc0RLQGPYIRAL do@mahyZi Ng the obtained credentials; and

5 allowing the user to performthe aggregated service if indicated by the
anal yzing step. 2. The nethod according to Claim1, further conprises the
step of: 0 redPeteriPAgthineleingf ceredescdlpt idH document in a registry. 3.
Thes met hod according to aim?2, further conprising the steps of: defining
a provi si oni ng diAb@idaeee Gkedltd paslorANg0fgdRGa0&E sefvimRI ef ihasaftewasye
resources of the aggregated service; and for each of the at |east one

sof tware resourc ggipem ying the

2. The method according to Claim 1, further comprises the step of:
0 registering the service description document in a registry.
3. The method according to Claim 2, further comprising the steps of:

defining a provisioning interface of at least one of the one or more

5 software resources of the aggregated service; and

for each of the at least one software resource, specifying the
provisioning interface of a service performed by the software resource in
the service description document or in one or more other service

0 description documents.

4. The method according to Claim 3, wherein the step of obtaining
credentials of the user of the aggregated service also obtains credentials
for the at least one software resource, according to the service

5 description document or the one or more other service description
documents; and further comprising the step of allowing the user to
perform selected services represented by the provisioning interfaces of

the at least one software resource, if indicated by the analyzing step.

0 5. The method according to Claim 4, further comprising the step of

obtaining operation- specific credentials of the user, and wherein the



provisioning interface of a service perforned by the software resource in
the service description docunent or in one or nore other service 0

descri ptiwp odoeurment s. 4. The net hod according to O ai m 3PCrRIGBR0s26 he st ep
of obtaining credentials of the user of the aggregated service al so
obtains credentials for the at |east ong*software resource, according to
the service 5 description docunent or the one or nore other service
description docunents; and further conprising the step of allow ng the

uster ]Eo %@E%ftma$ﬁc£vtﬂ%§eﬂqesﬁ£é&' €8 a&emss%mg@&dbyeltvfiee@r%}égéc%soghB&et )
i nterfaces ihe e eeregreer i ndi cate y e
% at g %;? '%I {5%02 o‘%’agh slef %eg %n ch

anal yzi ng tep actordi ng 1o further conprising
the step of obtaining operation- specific credentials of the user, and
wherein te WO 8/ Q8033 rdeCTAiEE02¢ 08626 4,24hsteadp Ofe ahdlgwiing sthe user to

perf or m selopgtalsSer 1kess odepands) %tﬁ&ﬁ:lcggﬁfrﬁghc@q2$ paghblCacredent gl s of
t he sel eth‘%@dé&%&i&‘a 6. The nethod according to Claim4, wherein the

anal yzing step conprises at |least one of (1) authentication and (2)
aut hori zation of the credentials. 7. The method according to Claim1,
wher ei n i dent i tTpeirdthpdsdeconding tprdigimmmavhealihyideat ayyednadmmagich s&ri but ed
servi ces peRb§amABELRY 1Y ht%la%ﬁ ek of 8SawLeEs sefvidag paghegal gd gfrvice. 8.

The, met hoq, qrding t9 M7 nowher e t he. rograrmatl c relaying
COITJDI‘I ses sen |r?g a r?es?ssaﬁg é\;8n ?\gregeC|¥|ser ¢ credentials in a header of

the nessage and a service request in a body of the nessage. 9. The nethod
accordi ng 80 CiTae mBhodtrecerdinghec missage veeibOMR p{dySamecQylegind\ccess
Pr ot _OCO| ;)coﬂﬁﬁl&agetsenlli@ng Ehﬁeﬁbé%léﬁcéye@éﬂgast thc@b@érgtilamgﬁeé rhe%_t?@r _Igﬁf
service degsg oc specified i u anguage : e

or d{e%é!ﬂf@ &ﬁ lé ’\6106 L‘Pe.Sg ryk r(:l%an QSS -

met hod acc alm ein the ma guagg is Wb Services
Destri pti on Language ("WSDL"). 12 The nmet hod accordl ng to Caim2, wherein
t he regi stry i §ha matgpduckoaticogsst blein @gi siargiactessetaysiizgasicardar di zed
nmessages. (~d8wp18 @yebemdeess Prevé&IioNiMgsase. or nore software resources of
an aggregated service in a conputing network, conprising: neans for
defining a provisioning interface of the aggregated service; neans for
speC| fying°t he "pF o8P ﬁlcﬁﬁrqlﬁ‘ﬁe‘?cf £eRIT . QURSERYR dBe HRTAPE plePeTiRIdeTNENt ;

document is specified in a markup language.

11. The method according to Claim 10, wherein the markup language is Web

Services Description Language (“WSDL”).

] 12. The method according to Claim 2, wherein the registry is a

network-accessible registry accessed using standardized messages.

13, A system for provisioning one or more software resources of an

aggregated service in a computing network, comprising:

means for defining a provisioning interface of the aggregated

service;

means for specifying the provisioning interface in a service

i description document;

means for obtaining credentials of a user of the aggregated service,

according to the service description document;

means for analyzing the obtained credentials; and



means for obtaining credentials of a user of the aggregated service,
according to the service description docunent; neans for analyzing the

obt ai ned woadsealt7i@l s; and WO 03/ 060710 PCT/ GB02/ 05626 25 PogasBn2inge6
allowing the user to performthe aggregated service if indicated by the
means for anal yzing. 14. A conputer progfam product for provisioning one or
nore software 5 resources of an aggregated service in a conputing network,
t he conputer program product enbodi ed on one or nore conputer-readabl e
media and  condashNGbr SOMRMLENnEeAAALLE JuegnARLe ollg - 8RARs ot defiikning a
provi si onlingicgédnﬁertfhgcgea% %ohreaf? regat ed service; conputer-readable
program code nmeans Tor specifying € provisioning interface in a service
description docunent; 5 conputer-readabl e program code neans for obtaining
credenti alig.of zacomseergfroghen aggiegatet weridiceinaoadrdi agrd @otfbimrser vi ce

deseri pti GRso@REHMBNGLL SYHRYLET LeAdRb! £, Rr QHAM &PUe MBANSHOLARRLYZI NY
t he obt ai n%g Lol egecputclta(Ie X d?@é’ computer-r eadabl e 1p_r ogr%rﬂ codd<cal me%{ls for

al | owi ng the®Ter Y6 peti o the Hogr efated S8 71 ¢&= 1 nti ¢4t ' by the
conput er - redEFaHI*89: progr am code neans for analyzing. 5

computer-readable program code means for defining a provisioning

0 interface of the aggregated service;

computer-readable program code means for specifying the provisioning

interface in a service description document;

computer-readable program code means for obtaining credentials of a

i

user of the aggregated service, according to the service description

document ;

computer-readable program code means for analyzing the obtained

) credentials; and

computer-readable program code means for allowing the user to
perform the aggregated service if indicated by the computer-readable

program code means for analyzing.

i



