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A - fast data transfer .

collection  system  using TN 104
message authentication and -
contactless RF proximity card ‘ 202 200 106
technology in non-contact 205/ . /

storage and retrieval

applications. The system - / n2
is generally comprised of MODULKTOR/
Host computers (application OTERFACE DENODULATOR ANTENNA

computer systems), Target - PORT
radio frequency = (RF) NICROCONTROLLER 2'; . w
terminals, and a plurality Z 110

'of portable Tags ("smart" or
"proximity” cards). A Host 214 212
provides specific application
functionality to a . Tag I\ 108
holder, with a high depree
of protection from fraudulent . 108
use. A Target provides ¢ontrol b~/
of the RF antenna and resolves
collisions between multiple 102
Tags in the RF field. A Tag
provides reliable, high speed,
and well authenticated secure
exchanges of data/information :
with the Host resulting from the use of a custom ASIC design incorporating unique analog and digital circuits, nonvolatile memory, and
state logic. Each Tag engages in a transaction with the Target in which a sequence of message exchanges allow data to be read (written)
from (to) the Tag. These exchanges establish the RF communication link, resolve communication collisions with other Tags, authenticate
both parties in the transaction, rapidly and robustly relay information through the link, and ensure the integrity and incorruptibility of the
_transactiot}. The system architecture provides capabilities to ensure the integrity of the data transferred thus eliminating the major problem
of corrupting data on the card and in the system. The architecture and protocol are designed to allow simple and efficient integration of
the transaction product system into data/information processing installations. ' ' '




waste by elimnating the need for paper or plastic in sone transactions and
to i OONE@18f i ci ency of these transactions by reduci FEWYRISAP

spent engaging 25 in and processing these transactions.

Proxim'ty card technol ogy can be advantageously utilized in a w de

variety of applications. One significant application concerns replacing

smal | ti cket/ ca@DNBACGTLESS PROXIMITY ADTOMATED 80% (225
billion) of all -DAETWQ?%?ION SYSTEM AND METHOD, .
cas . Proximty

PCT/ US98/ 19361 ransacti ons are under

cards can be used to répllace” ~ ' cash in many of these instances by
‘al'Towi ngi'ndividual's to have value deducted fromtheir cards as they
‘make -purchases Reldied apglisfigritedi-r-—-— - retur n-for proper
consideration. O her applications include, but are not . limted to,

use -of 5a card aFhi idrd ventifiublieMspant-bh1as.| Applich8ohaNeyesy 815,940, fed 10
history stored therein, as a passport with stored visa information, as a
heal t hcapgiiaand 1887 hnewcpendiage which chlimsi edsenefitdofi UsSIRmoetsiondlor mat i on,
or as a phone or mass-transit card with a prepaid value that is deducted
from Application Nw.t60 404,444 efileld Aprivilc2996.1 ndeed, proxinm'ty card

t echnol ogy can be - —-used wi th-any transaction that involves the
exchange of data/information 15 between individuals and an institution.

10 | - .BACKGROUND OF THE INVENTION

Field of the Invention
This invention generally relates to data/information collection systems
and methods. More particularly, this invention relates to proximity

15 contactless automated data/information collection systems and methods.

Description of Related Art
The number and frequency of fee and/or information based
transactions that individuals engage in has increased dramatically over the
20  years. As a result of this increase in transactions, the amount of paper
produced and time spent engaging in and processing these transactions has
also increased. Proximity card technology has been used effectively to reduce
waste by eliminating the need for paper or plastic in some transactions and to
increase efficiency of these transactions by reducing the time spent engaging
25 inand proces's.h-'lug-'wt-l{é'ée”tfans"ac%cidns.
Proximity card technology canbe advantageously utilized in a W--ide
variety of applications. Oﬁe significant application concerns replacing small

- ticket/cash transactions. Worldwide, approximately 80% (225 billion) of all
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Proximty card technol ogy has al ready been used effectively in nmass-
transit sys&ggg,m bi c Corporation, the current assignee of tplaragos/tesel
application, “dével oped such a systemas is disclosed in International

Appl i cati on Nunber PCT/ US92/738892, titled "Non-Contiact Automatic Fare 20
Col l ection System™ filed October 19, 1992, and published May 13, 1993, as
WO 93/ 09516. In this system the proximty card retains

f | ' f ennir@d L2« f | der.
o 27, Yl B GRS S PSR P S S gplgb e
- with the appljcab j . . . ' '

D e ePoLLaabl TS Uyl e BERSENY R gt B s eenae

per and. plasti i ' t .
peper and P asbuiciicpssebio arc i Bi5\tak Y EREB PRl sdded

proximity carfgthiﬁrfé@fn&bg& tShideRtRRe OGP |a£p§i@¥t€c§h§ irebedé Ashesrd hop the
time it takes to pass a paper ticket through st andard nechani cal

transport. 3@miteM &) usk GOS LRDRE aldeFerOlicerardwith Absf thd retevinhdirivingnd.

removi ng the card froma personal storage area, such as a purse or
wal | et; “berauRitéB} storéd therein, as a passport with stored visa information, as a - 2- -
WD 99/ 16015 PCT/ US98/ 19361

5. transnitt eHealithcarer adowithea aemplete iedjcal itdstdry Endsinsar ghees infarmaticay en
or as a phone or mass-transit card with a prepaid value that is deducted from
the card with the use of services. Indeed, proximity card technology can be
used with any transaction that involves the exchange of data/ information

15 between individuals and an institution.

Proximity card technology has already been used effectively in mass-
transit systems. Cubic Corporation, the current assignee of this patent
application, developed such a system as is disclosed in International
Application Number PCT/US92/08892, titled “Non-Contact Automatic Fare

20  Collection System,” filed October 19, 1992, and published May 13, 1993, as WO
93/09516.

In this system, the proximity card retains a fare value representative of
funds available for use by its holder. Value is automatically debited from the
proximity card in accordance with the applicable transit fare schedules or

25  credited in exchange for proper consideration. Waste is reduced through the
elimination of paper and plastic disposable fare tickets. Systemn throughput
efficiency is also enhanced by the increased transaction speed. A typical
proximity card transaction takes plaEe roughly seven times _faster than the
time it takes to pass a paper ticket through a standard mechanical transport.

30  Also, a passenger does not need to waste time finding and removing the card

from a personal storage area, such as a purse or wallet, because data is -
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vi sual contact between the proximty card and Target (reader/witer device)-
i s I EWO 99¢18015 A denonstration system - gener aPCH/UEHPIhg

t he teachings of the PCT/ US92/ 08892 application is currently
operating in the Washington Metro 10 Area Transit Authority (VWATA)
mass-transit systemfor rail service, ground transportation (buses),
and parking lots. In the WWATA system currently in use, fare data is

t itt b .st.at ' ; .
eforred to nopEFediR A8 g Sy EREC) field. Thusiig el el Or v en
herein as a T ' ' : T ' Riter dyeice
t"é'r'm! nhal cons?%?gyg?ngaﬁfg‘gtgélgn e?%%r%lty card“(a}ﬁ%i?%r@(@:g%é?%}‘ﬁg 'c%rrgut' e?}s

The Target inglydesqa nodul ator/denodul ator and an ant enna -desi-gned - -
to transmt, via an RF field with a carrier frequency of 13.56 MHz, a

nessage nodul ated wpaenidit&dion %Fstéﬂrﬂgéﬂeraﬂ}”dp}ﬂying- the teaehirigsoof thee
Target emts a continuous RF field designed to"évoke a 20 response froma

Tag entering PCTNESTBIUB8EL applicatiohyis durtdialyl apgmitingdire ¢the Washingtery Metro

brought within range, the Target's RF transmnission provides power to '
the Tag, pnd Wrea TRrageit Aathtwity (NMATA ) masstensit systdmgforTrail Feryiotikes up
and establishes an authenticated communi cati on channel with the Host -

t hrough the Tgrowend tfdrespeottiaratbudes)) apbparking 1otsy Irothe WMATAcsysiea and

25 wite new data into the Tag. Upon conpletion of this transaciio
‘Tag is putrebélykint wses |f@@p3@ﬁariadrar\5@1n]1§)tegltl@gtween the stationary Gé CEAR.Hlie

SUMVARY COF THE | NVENTI ON i ..
- system terminal, referred to herein as a Target, and a proximity card, referred

to herein as a Tag, via a RF field.

15 A stationary GO CARD® system terminal consists of a Target and a Host
(i.e., controlling computer). The Target includes a modulator/demodulator
and an antenna designed to transmit, via an RF field with a carrier frequency
of 13.56 MFHz, a message modulated upon the carrier signal. During |
operation, the Target emits a continuous RF field designed to evoke a

20 response from a Tag entering in the general proximity of the Target. Once a
Tag is brought within range, the Target's RF transmission provides power to
the Tag, and the Target sends a message to wakeup the Tag. The Tag wakes up
and establishes ar; authenticated communication channel with the Host
through the Target. The Host can then query the Tag for its stored data and

25  write new data into the Tag. Upon completion of this transaction, the Tag is

‘put back to sleep (inactive state).

€

SUMMARY OF THE INVENTION
30 The invention provides systems and methods for sfgnificantly
~ enhancing the overall pei‘formancé of contactless proximity automated data

collection systems, which include a Tag, a Target, and a Host. In particular, |

-3-



30 The invention provides systens and nethods for significantly
enhanci ng {6 qey@is! | performance of contactless proximty apCDUSED36Mat a
col l ection systens, which include a Tag, a Target, and a Host. In

parti cul ar, ' , - 3- WO

99/ 16015 PCT/ US98/ 19361

5 the invention realizes advantages such as increased transacti on speed,

e, 8L Rl A g S pin s e
L7 B B A ST, Joadels Ko scuiafponi .y

controller. consumption R & B bp@fﬂ@apyg;i—--nvent_---i---e-ﬂ-——-f--eatﬂf-es—-;-+—s—-—- cottision
resolution. I'n ~operation, one or nore Tags nmay attenpt conmunication

with the Target atThe Taglifa prrtablé tHiR. caflecdrrvertiy en indaNdaals The Target ism
of collisions in communi cation that occur when two Tags enter the RF

field at the radie flduencysoubiethat iprovidesTacosimuedaitiorslink fieteeen ehp dFag
froma Tag, it checks to see iIf the response is in proper nessage
form. Theofi rasid a &dpstinemtralletesi gned such that the interference of . .
two or nore Tags will likely create an inproper ---- message form Upon
recei ving an i npr dpee ofeheayeny onvention fFanges isicbllision resgiugeal Fhe Tags
that the message is invalid and the Tags will back-off to retry 20 . at a
later tine. laperationappeiardnaredagharay atiemplh cemnyerisation wishdhe Target at
collision when one is present, the Host does a second |evel of callision
det ecti on t haheisame timel |Theginyveaticacpravents dbemrobign sRIHEONSJR from
havi ng access to the sane Target at.,one r feature

tie. . Anot |
of the i nventqomglﬁxqmgmuﬁw%n e 'ggg% epterthe RF field % Qﬁe same

15 . time. Every time a Target receives a first response from a Tag, it checks to see
if the response is in proper mesé'age form. The first response is designed such
that the interference of two or more Tags will likely create an improper
message form. Upon receiving an improper message form, the Target will
signal the Tags that the message is invalid and the Tags will back-off to retry

20  at a later time. In the rare instance where the Target does not detect a
collision when one is present, the Host does a second level of collision
detection that is virtually guaranteed to prevent two or more Tags from
having access to the same Target at one time.

Another feature of the invenﬁon is an improved Tag architecture that

25 reduces the transaction time beﬁveen the Tag and Target while providing a
cost effective Tag with an ultra slim profile and low power requirements. For
example, the invention can facilitate cémp-iét-é' secure transit transactions in.
approximately 50 milliseconds (ms), which is approximately 20% of the
transaction time generally required by conventional contactless proximity

30 . automnated data collection systems.



25 reduces the transaction time between the Tag and Target while providing

a cost wefdomedisve Tag with an ultra slimprofile and | ow POWEIS98/19361
requi renents. For exanple, the invention can facilitate conplete
secure transit transactions in approximately 50 mlliseconds (ns),
which is approximately 20% of the transaction tinme generally required
by conventional contactless proximty 30 automat ed data col |l ection
357523?1 5 3 In particular, the invention utilizes serial dataflow M@ 35361

. vacPEERbRNed LR I e AR g LA Uk L B
uses seri-ak- 'ratéi@?‘ttﬁﬁﬁ 'ﬁd}ﬁﬂ_el'"Eﬁéﬁ-ldd%‘"b'ofﬂﬁv'&@diéta’fﬂ’iroiIgMSuf' ﬁ&@ﬁagrt@s@mﬁ% 4 he

Tag to realize significant savings in chip afea. In addition, the

i nvention utikigg@fcAntdyNARES in chip @reaKiIAGIdEbAMAO inddiftid thitilideb A FASRHC
clock is used to facilitate 10 ‘communication wth the Target. However,

for transferr clogkingglspstenefist the Ta:jg._ A o¢ speadd] cloek s gsed wotfhtilititee Tag
itself, a high speed clock is used. Mor eover, the invention
uses one ¥ moomnhiuniatiorewdtiate Targét. Howevidegfot wansfekfifif))arid pracessirigt e
Tag functionality. The LFSRs greatly-reduce-the circuit conplexity,
t Hus i ncreasi dgtd amd spessages veithin thet Tag iteelfr & higlospead/ cloicktisaised5 Tag.
Anot her significant invention feature is the enhanced design of the
Moreover, the invention uses one or more Linear Feedback Shift
Registers (LFSR) to facilitate. Tag functionality. The LFSRs greatly reduce the
circuit complexity, thus increasing the speéd, flexibility, and reliability of the
15 Tag.
Another significant invention feature is the enhanced design of the
Tag data memory. The invention uses ferroelectric random access memdry
" (FRAM) for data storage thus increasing transaction speed, reducing power
consumption, and increasing data reliability. For example, the invention
20 performs a write access to a Tag in 1 microsecond .(us) rather than
conventional electrically erasable programmable read only memory
(EEPROM) based systems, which require approximately 10 ms. Furthermore,
the FRAM writing electrical current requirements are considerably less than
those of an EEPROM. Additionally, a FRAM typically works for more than
25 100 billion read or write cycles compared to approximately 1 million in an
EEPROM.
. Another invention feature is Tég data buffering techniques for ensured
data integrity. The data memory includes a four page buffer (64 byte) for the
incoming data. Only after every page has been verified is the data written

30 from the buffer to its final destination, thus premature retraction of the Tag

from the field will not result in partially written messages. -
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Tag data nmenory. The invention uses ferroelectric random access nenory
(FRAM) for %9‘3/ S4,2r age t hus increasing transaction speed, r ggugiddg/ 1sner
consunpti on, 2Rhd oV Rcr easi ng data reliability. For exanple, the invention

20 perforns a wite access to a Tag in 1 mcrosecond ([err]s) rather than
conventional electrically erasable programmable read only nenory

(EEPROM - based systens, which require approximately 10 ns. Furthernore,

the FRAMwiting electrical current requirenments are considerably |ess than
those of &n EEPROMheJiigt ofothel inventionrase (provides enhanded sesurity feapymes 25
100 billion read or wite cycles conpared to approximately. 1. .mllion in an
"EEPROM " ~The Tag puestides sequyitiitqm twpdgyelse messagy) aaﬁi%%’&aflf’é‘r%

AT TR Y NS G TR R R
dest i nat i on, ReiG- FesFBRIRFRAY AFEr OR thnd aRyeurss that ot iRotizdd i |
IOt S5t bR B oS! L5 S Ry ornion TN BrAcSRMined by
ﬁg gggggddgf ﬁgl:l‘ﬁlli‘l é{{vﬁé&&ﬁ%}rﬁngh EalRBIGEOYF ?Sg ﬁgﬁgﬂl s %rbéi%f lk‘éyg({rééd and
write) and a Host can only access a particular block if it sends information
about the necessary key with each read or write message. An additional
feature of the invention is its architectural flexibility. For example, error
correction and encryption are readily added to embodiments of the invention.
15 Yet another feature of the invention is the Tag analog power protection .
circuitry. The Tag prevents breakdown (inherent in all silicon chip devices)
of the fabricated silicon device from fluctuation in the RF field while
permitting the Tag to receive the amplitude modulation (AM) signal from
the Target. In particular, the invention features a clamp circuit that is fast
20 enough to react to a switched RF situation and to the AM signal on the RF
carrier. The clamp removes the AM voltage fluctuation from the rectified
carrier, however, the clamp confrol signal contains the AM signal, and the
control signal can be used as the AM 'sigﬁal for the ASIC receiver circuit.
An additional benefit of this clamping technique is that the clamping
25 - voltage can be accurately determined and can be set just below the ASIC
breakdown voltage, allowixig the ASIC to be produced with smaller geometry
and ‘on lower breakdown proceSSes. _
The foregoing, and other features and ad’vantaées _of,_the invention,
will be apparent from the following, more pa‘rticulér- description of the

30 preferred embodiments. of the invention, the accompanying drawings, and

the appended claims.



restricted nenory access. Message authentication will be discussed in

‘det ai | wo 99716618l ow. Restricted nmenory access on the Tag HRHPSRS/193pAt
only authorized Hosts can read or wite to a given nenory

| ocation. This is acconplished by 10 wusing key partitioning. Each

bl ock of Tag nenory has a pair of keys(read and ' wite) and a Host
can only atcess a particul aBBREEBDESCRIETERNCOF FHEDRBAWINGS about
the necessary key with each read or wite nmessage. An additional
feature of the invefiguseliis ajhighdeveli bleck diagram ofimrontagtiessproxiityl e

error _ - correctjion and encryption are readily added to.enbodipents
of the invent iagomated data collection sigtemhisn ﬁéﬁorfﬂé&t:ﬁwﬂaftg? Wélqw’ggﬂqéggi s

t he Tag -anal og power protection - circuitry. The Tag prevents

br eakdown (i nRABVEREIQTY al | silicon chip devices) of the
fabricated silicon gdevice frgmijluctuation.in the RR.field while "
permitting the Tag ]?18“1"%2# \?Ce)mghée%‘#gﬁpflﬁﬂiéamloétai T38EkN) signal from
t he Targe

R P R R AL L
o el on e g gy Bl o Hicl BB SRR Motahgens

fluctuation fromt _ carrrer,

control signal contgi ' . § signal can
be used as the AM Sl?ig%? ﬁpgyﬁ%‘ﬂﬁgieg\%p@ﬁdﬁ t-Ta me?sagecé%&héﬂée .

recel vér ci Fcult. An

addi tional benefit ﬁgu}@hé: B33t %minaetﬁraétxﬁ@ésag@@xem@&ng 25

vol tage can be accurdately determ ned d can be Set just below the ASIC

breakdown vol tage, mblowispgillleraAdd & sigleeTsys Q&@ﬁ@pﬁ%‘tb coiehuicage ot hy

and on |ower breakdown processes. e foregoing, and
ot her feawresra_agdt_advant ages of, the i nvent | on, w || be apparent
fromthe follow ng, nore particular description of the
Figure 5B illustrates two or more Tags attempting to communicate
with a Target.
Figure 6A illustrates a collision resolution protocol scenario for the
situation depicted by Figure 5A.
20 ‘Figure 6B illustrates a collision resolution protocol scenario for the
situation depicted by Figure 5B.
Figure 7A illustrates a collision res_olution.' protocol for a Target state
- machine.
Figure 7B is a flow diagram ﬂlus&aﬁng a high level control of a Tag.
25 - Figure 8 is a detailed signal diagram for the interface between a Tag
analog subsystem and a Tag' digital subsystem.
Figure 9 is a block diagram of a Tag digital subsystem.
* Figure 10 illustrates a detailed 'schemaﬁc diagram of a state address
register.

30 Figure 11 illustrates a very long instruction word (VLIW).

Figure 12 illustrates a memory map of a data memory.
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30 preferred enmbodi ments of the invention, the acconpanying draw ngs, and

t he appendqgoGebRdis- - PCT/US98/19361
WO 99/ 16015 :
- PCT/ US98/ 19361 5 BRI EF DESCRI PTI ON OF THE DRAW NGS

. Figure 1 is a high level block diagramof a contactless proximty .
aut omat ed data coll ection systemin accordance with the principles of the

i nventions Figure 1Biigardetailéd blocki diagtemedf HTag landloggsubsystena Tar get .
10 Figure 3 is a high Ievel block diagramof a Tag.
Fi gure 4A il ustraFigure ldyisiacdétailed schematic diegraay of extagianalog subsystem. - .
Figure 4B illustrates a typical Target-Tag nessage exchange.
Figure 4Cillustrates a typical Hest-Tag- nessage-exchange-
Fi gure 5A il ust r SDETAILED'DESCRIBTHON-OFt THE RREFERRED EMBORIMENTSS
Target. Figure 5B illustrates two or nore Tags attenpting to
conmmuni cat e Whe fruarendiy preferred embodxmeﬁltg of ¢he Anvention eze eow

- collision resolution protocol scenario for th situation depicted by

Fi gure 5A0 20described wifh gafﬁréems tp|thg§xg¢aeé§vl@fer@dnke sefsrencegyrmbemindicate

rotocol scenario for th
P like elements. Also in the figures, the left ‘most digit of each reference

number corresponds to the figure in which the reference number is first used.
While the invention is described in the context of an electronic fare
_collect:on system for rapid transit or toll applications, it would be apparent to
15 one skilled in the relevant art that the principles of the invention have
considerably broader applicébility to other systems in which contactless
proximity infofmation/ data/message is. exchanged, collected, or otherwise
- used.
The improved Target and Tag of the invention can be used
20 advantageously in a fare. collection system similar to that described in
International Application Number PCT/ us92/ 08892,—--tiﬂed-----*?Non-Contact
Automatic Fare Collection System,” filed October 19, 1992, WO 93/09516,
which is incorporated herein by reference in its entirety. Thus, only the
features of the invention that differ from the system disclosed in WO
25 93/09516 are described in detail herein.
‘System Overview
Figure 1 is a high level blo_ck.diagra'm of a contactless proximity
automated data collection system'1'0.0 in accordance with the principles of the
invention. System 100 incliides a plurality of Hosts 102; Targets 104; and Tags
30 106. As would be apparent to one skilled in the art, the number of these

devices depends on the requirements of the application.
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situation depicted by Figure 5B. Fi gure 7Aillustrates a

col I'i si on rg@Yokiksign protocol for a Target state = machi neCT/US98/19361
Figure 7B is a flow diagramillustrating a high | evel control of a Tag. 25
Figure 8 is a detailed signal diagramfor the interface between a Tag

. anal og subsystem and a Tag digital subsystem : Figure 9 is a

bl ock di agram of a Tag digital subsystem Fi gure 10
illustrates a det aiTargestitecahiroumnicatgs amithfboath dedte (2dde$ag 106. Targgt 304r .
30 ' Figure 11 illustrates a very |lo i nstruction word SVLI
Fi gure 12 |||andr'sag>§0écnmumqatqmmfssagasam3 datapyer RF signals 110 and 112 In
-7- WD 99/ 16015

PCT/ US98/ 1936 bperatiom, Target 104 Fe&mmdsm temmandsafrpanHosb a2 @nﬁlg@%tﬁmmmérﬂy
Tag anal og subsystem re 14 is _a detail ed, schenqati g
di agram of a ®a@ siFaplesesiabspsa @,aps-through with bltDET%F@EY?IE)}?SCN‘gB asion THE

PREFERRED ENMBODI rrently preferred enbodi ments of
the inventi onrﬁﬁ‘yEﬁﬁﬂ%welggé?ﬁb]eQ; ﬁ“ 0g‘ence to the fi gures wher e

| i'ke reference nu cate el ements. \Al.so_in.t
the lert Mst df gi dghisdaporunentidest 162 5 Haﬂﬁgpeécﬂlraegﬁﬁﬁ sl Fadine.
f gure in whi (mtérrﬁ%tlrvgy? "t61 fitis rwgié) i a'p%hfcla ion, “$1286102 can be located at an

entrance/exit gate of a train station at a ticket vending or issue machine. In
general, Host 102 can be locéted rémofoly_or loc-ail_ymwith respect t__o_.Target 104. .
Host 102 communicates with Target 104 over a srandard RS-232 serial link
15 108, but any known links (e.g., a R5-422 link) can be used with the invention.
In this preferred embodiment, Host 102 is an Intel® Pentium® based |
computer system running Windows NT*. However, any sufficiently
powerful computer systerrl (e.g., Intel® Pentium® Pro or Pentium® II based
computer systems) and operating system (e.g., Microsoft" Windows®) can be
20 used. For example, a dedicated controller uéing a Motorola® 68332
microproc'eslso'r'w'ith a real-time opera—tmgsystem or ény other appropriaté
microprocessor can be used.
Host 102 contains predetermined executable programs (software or
code) that achieve the functionality of the specific application. These.
25 programs correspondingl_v invoke (call} functions within a CARCG GO
| CARD?® subroutine library, provided by Cubic Corporation. The subroutine
library provides the neceséary. control ‘to facilitate jow level message and data |
mput / output processmg
Figure 2 is a block dxagrmar; orT—mge; 104 in accordance with the

30  principles of the invention. Target 104 includes an antenna 200, a

modulator/demodulator 202, a microcontroller 204, and a RS-232 seriol .

9-



Wiile the invention is described in the context of an el ectroni c fare

col I ection em for rapid transit or toll applications, H_}ggs,ﬁ)gﬂ
appar ent toaég T8 skilled in the relevant art that the pr| nC| ples of the
i nventi on have consi defbl y broader applicabi T¥ty to other systems in
whi ch contact! ess proximty information/datal/nessage i s exchanged,

col l ected, or otherw se used. The inproved Target and Tag

of the invention can be used 20 advant ageous|y in a fare col l ection
syst em si fri | anterfacerpart 288c Missacantroller 20dnreseivesi HAQCk signaldsemaguattaber

B i
P T
TS R lede i el FG Sl R e

et al erein.

Figure 1 is &o%f 4P ivadtSBPdimterfasy from &n%arc'gﬁcflm:qlg S;gﬁ %ﬁ%ﬂr'@eﬁo isa3

e ﬁ'i‘t f#%ﬁ&»ﬁ%ﬁ%ﬁa@ V%‘f‘%ﬁ R ek BB Rt
104, and 3205 oiinerd ity AR:4BH e JRUNBI SN GO ﬁn@tsgﬁmﬁ?&he art, the

Aumer o evi ces he requir

appli.cati on. 99/16015

PCT/ US98/ 193é?mpone Target 104 communi cates with both Host 102 and
Tag 106, Target 104s with HEdt A 0bathididRoAGOINER 208 1oas"BRSRASIN A Pdgtafissr RF
signals 110 and 112. In operation, Target 104 responds to comands
from Host '102egifgh@¢héredh,] fPfacllitate the ovagal faindHbAalSf baTaggétal (dasFhathispugh
with bit rate conversion and collision resol ution between Host 102

and Tag 106. thd @redeterminéd programsrarslivrittén ihieaitabl code pwsitt amy &dosn a
poi nt of sal e machi ne.
15 ' programming language, to implement the logic carried out in the protocols
| discussed below ( including the collision resolution protocol) with reference
to Figures 4A-C, 6A-B, and 7A.
‘In general, Host 102 controls and coordinates the exchange of
messages /data between Target 104 and Tag 106. These exchanges are |
.20 _conducted with a half-dﬁplex communication protocol. RF signals 110 and
112 have a carrier frequency of 13.56 MHz per ISO/IEC 14443 standard and are
amplitude modulated at 115.2 Kbps for data transmission. As would be
‘appreciated by one of ordinary skill in the relevant art, other well known
protocols, transmission rates, and various modulation techniques can be
25  utilized with the invention.
In operation, Target 104 receives modulated Tag messages/data over
RF signals 112. Antenna 200 receives these messages/data and conveys them
e . .. .(OVer interconnection 210) to modulator/demodulator 202 for demodulation.
In turn, each Tag message/data is -conv'_ey.ed (over interconnection 212) to
30 microcontroller 204, whereupon, depending on the message/data type, it is

either processed or relayed (over interconnection 214) to serial interface port ~

-10-



Alternatively, for this type of application, Host 102 can be located at an
entrance/ exwbsgas@sof a train station at a ti cket vendi ng or RGHUSSHEI ne.

In general, Host 102 can be located renotely or locally with respect
to Target 104. Host 102 conmuni cates with Target 104 over a standard
RS-232 serial link 15 108, but any known links (e.g., a RS-422 |ink) can
be used wi'th the invention. In this preferred enbodi nent, Host

v ZdlmN# "\ 808 o et td HBGF 0%, (1A 5eial Link 1GOMRH! iR ShaRhEY PrBr 104
I i _
stne) " hng. DRHE iodiihelr TERlt H%%%é%#a %6158, 106 oves REERALs 1)0.
-used. For exaﬂkmget ﬁe@%ﬁwﬁsﬁa EH b gkﬂ\a% sB?él?Q’r&n“Qﬁ&roQbﬁh‘?ilre} 33X from
m croprocessor th time operdting systemor any other appropriate

M Cr-Opr 0CeSS O ieAdediftrdiférd204 in conjunction W‘i‘ﬁ{ HH32 102Nt Kiodul f i elesri 6d Rtor
execut abl e programs (software or code) that achieve the functionality

of the specifpg2 aRptitlaes e mﬂge%s/aata, NP GhEAECID]Y B3 ASMdtsHey | nvoke
(call) functions within a CARCG CARD subroutine. |ibrary, provided

by Cubic 1@r peorespondiigeRE SIS 100 to Tag 106. benpcpnirollde 208 enchBloss 482y
control to facilitate | ow | evel nessage and dat a I nput / out put

processing. -process the TagramglF Tar@tlmessagbs,b&atmmg:tamda‘nc"e'awgét theQgariticular
accordance with the 30 principles of the invention. Target 104 includes
an antenna 20opnfigured appiigatiandegddndiis embodioentea mpidtensitoipplicatipn).

and. a RS- 232 seri aI - 9-
- Figure 3 is a high level block diagram of Tag 106 in accordance with the

principlés of the invention. In this preferred embodiment, Tag 106 includes
15 an antenna 300 and a Tag application spéciﬁc integrated circuit (ASIC) 302
(Tag ASIC 302), which will be cbmme_rcially available from Cubic
Corporation. The following discussion includes only a very high level
discussion of Tag 106 with'respéc_t to the system level features of the |
invention. The Tag Detailed Description section below provides a more
© 20  detailed discussion of Tag 106. | |
| Tag ASIC 302 is partitioned into a digital subsystem 304 and an analog |
subsystem 306. Digital subsystem 304 includes a controller 308 and a déta
- memory bank 310. Analog subsystem 306 includes a modulator/demodulator
- 312
25 Similar to the operation of Target 104, messages/data are transmitted |
to and from Tag 106 via RF signals 110 and 112, respectively. Target
messages/data (modulated on RF signals 110) are received by antenna 300.
Once received, Target messages/data are cc;nveyed (via infc:erconnection 314)
to modulator/demodulator 312 for demodulation. Each Target message/data
30 is then conveyed via interconnection (interface) 316 to controller 308 and

- processed in accordance with the configuration of controller 308. Data .

-11-



WD 99/ 16015

PCT/ US98/ 19361 5 interface port 208. Mcrocontroller 84 YRE 2
cl ock si gnaW P?’b?ﬂlﬁuartz crystal (not shown). In this eﬁgrrg'&ment,

m crocontrol ler 204 is a DS87C520 m crocontrol l er comerically

avai |l abl e from Dal | as Sem conductor, interface port 208 is a RS-232

i nterface from Li near Technol ogy, and antenna 200 is a 3 [err]Hy, PC
board coil, which arge va|I Ter.ous, source - :
conmerci ald y H\ﬁéﬁ‘?@bpéﬁﬁg’ﬁés ug @HE éh@ﬂrﬂa@é'ﬂh‘f:grls taﬁésgeé) over |

conmponents. Host 102 m crocontrol | er 204 has

h
pr edet er mi nedlrﬁﬁwtm“ 518, resi di ng” t herein; ~to Taci i tate The overarT
f ti lit f T t. 104. I
fonct Lonall . of T,35hedieen B8 (eitateoh BB 123 AR st eain
I mpl- he_| | b
| nel uding t neetanrecth CElRYEr ofe é’%ﬁ%’%f i dpmpepdiigsnaan

Figures 4A- G, ﬁcgé%eg&ggﬁgxc%{ms Each messag ?%iat 2 @h co'ElQ%SF ed@g controls and

coordi nates t e rressa etween Target 104 and Tag

106. Thesg, exghalig ??oz?‘d%m@rﬂglamf&dm\@dw'aﬁoﬂa'l\f{e ?b?&r@@x@ﬁﬂ?' &tiveyed
Si gna

pr ot ocol . 10 and 112 have.a carrier frequency of . 13.56.

Mz per | SO | EEadfkita 3003 1dREupoR m&g are transafidd 5\ TarRelUI08! SORR sigrldls 2 -
ps for data transm ssion.
: 112 '
Although the invention has many other applications, an overriding
performance requirement imposed on a GO CARD*® system when used for

15 automatic fare collection, especially in a transit environment (e.g., subway,
bus, parking lot, toll road, etc.), is that a fare transaction must be completed in
less than approximately 0.1 second. This requirement has been established as
the result of human factors studies and extensive field trials.

As such, the 0.1 second transaction period does not allow the extra time

20 required to insert a Tag into a Target so that it can be captured until the
transaction is complete. If thel‘I'ag cannot be captured, the system must be
able to handle the withdrawal of the Tag from the vicinity of the Target at any
time during the transactian without the Tag non-volatile data being
corrupted.

25 The invention satisfies this and other requirements by utilizing a high
communication rate (115.2 kiiobits /second), an efficient communication
protocol (including implied acknowledgments), ensured state transitions
(after transmitting a message, the Tag enters a predetermined state andis =~
prepared to receive the next incoming byte without the overhead of any extra

30  synchronization bytes), an intelligent collision avoidance protocol (which

includes sending application type information within an “imawake” message

-12- -



appreci ated by one of ordinary skill in the relevant art, other well known
protocol s, woag88ssSi on rates, and various nodul ati on techni qpeBrUS2IBE 25

utilized with the invention. - I'n operation, Target 104 receives
nodul at ed Tag nessages/ data over RF signals 112. Antenna 200 receives
t hese nessages/data and conveys them (over interconnection 210) to
nodul at or/ denodul at or 202 for denodul ati on. In turn, each Tag

204, - wher chipohd AP RICaISRoHL of AgRmir fF Tt hfbspdfe Bt WRFRALESD, ©
processed or \ o RHRANONE norbSER 3G biftef LAl plrifd A ddd RENRES (Y s

-10-
PCT/ US98/ 1936 .-, 4. 5..208 .angd. 4 MaRn L S eri-al- TR AR FAQShar 1T - -
' brite time veE 6 10800 L A e ol F R o

simlar mnner, rge ransnrits no

to Fag 106 OVVOI%@H?%@F%?@%%% also ¥edJ@sQl‘?Bn§‘§§ﬁQﬁﬁ{ed@&@ frtfnéry gdqudted)

solely from m crocont or from m crocontroller 2047in

conj unct i on Wiy KeARied 1@PpreVRglH At EbHLPIBA. L OF 202 modul ates the

méssages/ data, and antenna 200 transmts. the 10 corresponding RF signals

110 to Tagyl06. M qpreepting!d#s cdfhptivh Hosddidded by thenisecsfSERAM fdnFagnd
Target nessages/data in acCordance with the partieceular--- - - configured

appl i cati on (edh-voldtilelh#faiipdf recdived weitedlata dirglndimgphnioatatonwrite
Figure 3 is a high level block diagramof Tag 106 in accordance with the
princi pl es- of colepletiotndn powdrruplby fhecT ag sedositbriggnefiits avaidable RF aadulés
15 an antenna 300 and a Tag application specific integrated circuit (ASIC)
302 ( Tag phSver @o2guarantashthat lanyberide toehei ERAM mﬁﬂiqomplétq befereqawer
can be lost), using a combination of missing clock detection, hysteresis, and
15  pulse stretching in the reset circuit to provide a fast, sqffici,ently wide and
stablé- reset (to avoid unstable or inadvertent FRAM writes and also avoid the
size and power inefficiencies of a phase-locked loop), and by using a message
digest as a check of the integrity of the received message. |
| Additional operational constraints/regulatory requirements imposed
20 on the system are that there be no cross-talk between adjacent Targets (because
of the required close placement of Targets in some fare collection systems)
and that the systém be capable of being certified (FCC and other regulatory
. requirements).
Cross-talk between adjacent Targets is eliminated by using impedance
25  (or load) modulation from Tag to Target. For example, the Tag must be close
to the Target which has powered it up and only modulates the RF field of that
Target. The RF field provided by the Target to the ';I"ag decreases as the cube of
the distance between them when that distance is greater than the radius of the
Target antenna.

30 Regulatory certification is aided by the Target using a small amount

(less than 20%) of amplitude modulation (AM) for communicating with the

-13-



Corporation. The follow ng discussion includes only a very high |evel

di scussion of Tag 106-with respect to the systemlevel featur
i nvention TW@”&gméet ai |l ed Description section bel ow provi despetgwﬁé)grs;elggﬁd

det ai | ed di scussi on of Tag 106. Tag ASIC 302 is partitioned
inte a digital subsystem 304 and an anal og subsystem 306. Digital
subsystem 304 includes a controller 308 and a data menory bank 310.

Anal og subsystem 306 includes a npdul a{,or

de ul at.or . 312. .25
Si rriJgrftoSthéra(Sp &ﬁinﬁd@rtl%P’a\lé amppit %‘ggggl/‘ skand, by ‘lt“Fé"rP?}H& fger
- from Tag 106 via .RF signal.s 110 112, ' . ,
oSt e M A o HEROANE) ol o
Once..recei-ved,. . . Tar.get..nNESS g l.dat | e i i j 314
O e o or ) TERRR AT AgE S BB TRE ARV I e BB RRBARNAFOF T 312

or ocossed i n SRS aRCE SECRRAREY clpiad hitaRE Shrelel pbief REKAG, b UsRU

WD 99/ 16015 . sperati for tHRW 1 JSS&sHd 9361
5 nenory banlfhgfd.els%ncues%fdaFgghaa%oglgp??%rgtlpgnatcfg%lap%’ﬁhori s accessed over

- interconnggti b8tion ti ) :gaﬁ:% ; ' td fEddhaliethdenwith $5B08! S
112) are .fti?.ang%aﬁ]aggqﬂtounqe or by %ﬁfﬁg na %?é%gén?rol | er 308 provides both
nessage generaﬂtgvgcaaﬁ@xﬂ@ﬂ% Tag respoRRisSor thd 0/1CdeicOAE. triunittionstiragh/ data i s
t hen conveyed to”10 nodul ator/denodul ator 312 for nodul ati on. Messages are
finally conveyed Sevdral athansperdtionalfuterspdetetindye arltethenassyisteradearomeet

Target 104 as RF signals 112. - Al t hough the invention has
many ot her -apphecdiovensequinemests. iTheyginclude: per.f or mance requirenment inposed
on a GO CARD system when used for 15 automatic fare collection, especially
in atransit environnghe complexity whthg transactiongndpthecamgundtof dasn|thabaust
etc.), is that a fare transaction nmust be conpleted in | ess t han

appr oxi mattély 0.1 secHempdated, r equi rement has been established as t he

result of human factors studies and ex enai_ve field ti\i al s. I
 the transmission overhead imposed by the communication data

rate and format,

» the time required by the Host to process the data to be updated,

 the time required for the Tag to write the received data to non-

020~ volatile memory,

e the overhead involved in assuring that no data corruption can
occur, |

e the overhead involved in authenticating that a valid Tag is being
used,

25 e and the Tag and Target operating power, frequency, and
| transmission methods.

« These items are discussed in greater details in the following sections.

-14-



As such, the 0.1 second transaction period does not allow the extra tine 20
requi red t owiomasbisa Tag into a Target so that it can be captREEHUSIHMIB! t he
transaction is conplete. If the Tag cannot be captured, the system nust be
able to handle the withdrawal of the Tag fromthe vicinity of the Target at
any time during the transaction without the Tag non-volatile data

bei ng corrupted. 25 The_invention satisfies this and ot her
requi remerfts by utilizing a high ProteeplRescription rate (115.2 _

kil obits/second), an efficient conmunication protocol (including

_I'npl'i ed acknow edg o5 1-8 Tustestesd Righ lev@d blédlodiagram of 4 MdstiTarget-Tag
tTransmtting a nmessage, the. Tag enters a predeterrmned state and is
-pr-epared-t-o "F'-gﬁﬁtlbﬁe.iﬁ- Aecoredshct MeieNithe privicipldst biote inventvar HERel Hdstelarget-
extra 30 synchronization bytes), an intelligent collision avoidance
prot-ocol (whi Tag protocdlriathdies asseribsngf prudetemnined mepeagersxahangesnIni t hin
an "i mawake" nessage : -12-

WD 99/ 16015 general, Target messages are generated by either a microcontroller 204 or a

PCT/ US98/ 19361 5 to avoid the extra overhead of a separate request '
nessage from Huest182gad Tag messages PRaMdrdrollesB08dnadcprdansg withfthe soffyare
permanent data nenory (0.6 [err]s wite time verses up to_10, 000

[érr]s for EEPRmgic residing fherein prmassege Hofypically, bufgioimecessaatly,
buffering al so reduces irans ction tine (iaqd grﬁ‘@rmry regui re en
n len

used to preveAPPEGXIENRIEH Ope Dye Or greater PR TR rﬂdeeE‘&FPﬂfftq on is
o e el e Sliod e qreriPR I S B SR £ 58
power-up), by rﬁehs%agg gld%ngﬁigla igﬁiin onrI\aéitoR, %\ﬁ?lj\én%l?c!a%o%':irﬁggm%on, or other
| 15 information desired for eaéh particular application in which the invention is
employed. | |
The .messages/data' are exchanged to provide the following general
functionality: allow Host 102 to set the operating mode of Target 104 and/or
determine the current state of Target 104; allow Target 104 to detéct initial
20 entry of Tag 106 into the RF field and mediate between multiple Tags that
o .e-n.t.er fhe RF fleld simultaneously; and allow Host 102 to exchange data with
Tag 106 in a manner that provides resistance to tampering. Table 1

summarizes the general function of each field for particular messages.

~15-



power (to guarantee that any wite to the FRAM wi ||
0 855160k @ conbination of m ssing clock detection, plygkaRsés:

can be | ost

and 15 pulse stretchlng in the reset circuit to provide a fast

sufficiently w de and
FRAM wites and al so avoid the
phase- | ocked | oop),
integrity of the received nessage.

constrai nts/regul at ory requr rements i rrposed 20

there be N RiEIVD g4 adj acen r ! oY 3 of the :
required clio E-TeY mg}gﬂg mba & N soqﬁ & COE a%flxﬂ‘&sg éb
and that the system ber h@m certifired. ( - qh%ber,alg@gul af]
requirenmentjs) . SsS ta bet ween adja
elimnated by using i ance %g (or_load) nodula | ag to Tar ¢
For exanpldg, the Tag ep % to the Tar s power eq
up and -onl W nodul at es §§;Fl f|eId .of. that . Yield
provi ded by the Target d reases as the bKF t he
di st ance bdt ween them esﬁ“{‘eh Cgéance is greater than the radr us of
Tar get ant dgnna. tory cer t¢ddpagei onStast ofimpess Q Y?‘Fe Tar (
using a sngl | am)unt LEDset(mngs than 209 of anpli Typrcadediaeadpage” ( AV
communi catijng wi th t hdED controls Page Number -13-
Error check bytes MAC bytes
wakeup Start of message byte - sendingpage Start of message byte
Type code “wakeup” Type code “sendingpage”
Host random number Page number
Error check bytes . Page content bytes
' MAC bytes
status Start of message byte ' :
Type code “status” writepage Start of message byte
Current Target status : Type code “writepage”
Error check bytes Write sequence number
Page number
diagreq Start of message byte New page content bytes
Type code “diagreq” MAC bytes
Diagnostic type code
Error check bytes ack Start of message byte
Type “ack”
diagrsp Start of message byte Page number
Message type “diagrsp” MAC bytes
Diagnostic result codes _
Error check bytes ping Random 8-bit value
: Value XORed with 55H
nak Single “nak” byte '
pongvalid Single “pongvalid” byte
ponginvalid Single “ponginvalid” byte

stable reset (to avoid unstable or
si ze and power

and by using a nessage di gest as a check of the

i nefficiencies of a

Addi ti onal operational
on the system are that

Table 1

Typical protocol exchanges of this preferred embodiment are now

discussed with reference to Table 1 and Figures 4A-C, 5A-B, 6A-B, and 7A-B.
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WD 99/ 16015 o
PCT/ US98/ 199%&logs16015s 5 Tag (thus producing small anplitude pcreisssits$t and
by increasing rather than decreasing the carrier anplitude during

nodul ation (thus reducing the requi red average carrier power). The
Target al so has the capability of operating at significantly
reduced average carrier power (either by detecting t he presence of
a Tag and enly oper,Hh'sm.aTaréaIMem fExEﬂ&ngéé‘ 0.1 second 10 :

transaction tinme or by pulsing the RF carrier to full anplitude with a

ransaction time) . Figtre 34 Thistrates %éé}?e'?gﬁz’éfﬂ%&r%%}r%‘Fﬁﬁlﬁ%egﬁ%g‘éﬂgﬁ“‘mﬂ'
- determ ne mettg%a%efﬁéﬁ%g %?cﬂ%ge occH Xll?cglr{ g-fos?ﬁgf %raé%léﬁrﬁnﬁ@difcyg

i ncl ude: nsacti on

amount of dat g, sﬁm SSI te of Ta]rget 104. Hgs'blO% %ga)}’i}g Lfédt'hl? type of exchange at

[err] the tran over hea® | npose conmuni ca

rate and for ”Batng' time, assummg the ﬂr‘é{/fc]ust &?cl{a'r{gé ﬁ&qéi'tﬁ@xdc&iﬁptlé}@&ﬂs& thﬂe-out

process the data to be updat err me required f
the Tag t Qow iH dédrairtregei ved data to non- 20 - volatile
menory, [err] the overhead involved in assuring that -no

data corruption carHost 102 sends two messag®€fpés (“command” and “wak&ip?) fohe
over head involved in authenticating that & valid Tag is being

used, 25 Target 104r I} respdnsécTakget T0tiseted O£t stapas amnlesshgedype, to Host 102.
frequency, and transm ssi on net hods.

These itens ardost K maydoptiorgibyatend al tiad Iraessage tgpé (Tdiagregy’) Sedtarget5104
S In response, Target 104 will reply with a “diagrsp” message type to Host 102.
15  Host 102 sends the “command” message to Target 104 to set the
operating state of Target 104. Upon recei{/ing a valid, correctly addressed
“command” message, Target 104 takes the actions specified by the various
data fields of the “command” message. Host 102 also sends the “wakeup”
. message type to direct Target 104 to begin broadcasting ”Wakeup” messages
20 into the RF field. N
| Target 104 sénds the “status” message to Host 102 to confirm correct
reception of either a “command” or a “wakeup” message. The “status”
message contains the same data fields that are present in the “command”
message. The “status” message reports the current setting of these data fields
25  in the Target 104 memory, which were set by the previously received
“command” and/or “wakeup” messages.
< Host 102 also sends the “diagreq” message type to direct Target :.104.to ”
perform one of several diagnostic routines, then report the result.in.a -

“diagrsp” message. In response, Target 104 sends the “diagrsp” message to

-17-
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PCT/ US98/ 19361 ' Pr ot ocol §i9gzen
Figures 1- o ?’6@(‘?ate a hi gh | evel bl ock diagram of a Host - %?gje% Tag
systemin accordance wi.ith the principles of the invention. The Host-Target-
Tag- protocol includes a series of predeterm ned nessage exchanges. In
general , Target nessages are generat ed by either a mcrocontroller 204 or a
10 Host 1G2 aﬂ%s 302 15 20RGAR fctc‘re&rﬁt%ﬁ &hd3e omré%@maraﬂ mc&&;xﬁgehe .
sof t war e ogi c resl ng therein. A nessage Is typically, but n
necessarity,” = udlagwrmg%ely one byte or greater in Iength and may
‘repreésent contr ol information for controlli ng t he operation of a

Tar get...104.-or--a-Tag- Tﬁfget—to-'ra m@eﬁ*&@m@egl cati-on information,

aut hentication information, or other information desired for each
particul ar applicati 'm‘argem-twi]‘atgfkﬁebsa enebem‘angas génerally fatinpkoyed. cases: a single
The nessages/data are exchanged to provide the follow ng general
functionality: TFag attebiysting 0@mrousirativhewithea Targey (aoeermud] Gsed 0);10ad two or

and/ or determ ne the current state of Target 104; allow Target 104 to
det ect initli0al meye Tagstoncotrepdly attempting cheuREnidation with aebarges (bellisiom
mul-ti pl e Tags that. .. enter-the RF field sinultaneously; and all ow Host

102 to exchangerasgiutian case 514) Tag 106 in a nmanner that provides

resistance to tanpering. T
P 1g%re 4% 111ustrates a Target-to—Tag exchange for both cases. Target-to-

Tag message exchanges occur after Host 102 has sent a valid “wakeup”
message to Target 104, as described above.

"

15 . Target 104 sends three message types (“wakeup,” “pongvalid,” and
“ponginvalid”) to Tag 106, and Tag 106 sends two message types (“ping” and
“imawake”) to Target 104. Target 104 forwards the “imawake” message to
Host 102.

Figure 5A illustrates a single Tag 502 attempting to communicate with

20 a smgle Target 504 before fare data is transferred between Target 504 and Tag

-502 (normal case 500) Before Target 504 establishes communication with Tag
502, Target 504 lies in a pulsing mode in which it periodically transmits,
under the control of microcontroller 204, a “wakeup” message (modulated on
‘an RF signal 506).

25 Figure 6A illustrates a flow diagram for a communication protocol
between Target 504 and Tag 502 for normal case 500 depicted in Figure 5A. At

‘powerup, Host 102 engages Target 504 (step 602). Host 102 then sends the

“wakeup” message type to direct Target 504 to begin broa_dcaéting “wakeup”

messages into the RF field. The “wakeup” message contains a sync or start of
30  message character, a message identification character, a random number

(generated by Host 102 and previously sent to Target 104), and error check. -
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summari zes the general function of each field for particular nmessages.

f WO 99)d 68Hed1s PCT/US98/19361
PCT/ US98/ 19361 Msg Type Dat a Fi el ds Msg Type Data
Fields conmmand Start of nessage byte I mawake Start of nessage byte
Type code "comrmand” Type code "i mawake" Addr ess
bits Tag random nunber Wakeup contr ol

:I'ag bl ock Hi r szcﬁr )a/’Parlg[e)t g& %\rsansn};iﬁ '%m%'gg%n@sdgeriodicany (step 604) apg waits
bytes . .Card, sensentihreshold RF field control '
readpage St gqrtaog?%sésge&g%@t e 'LED settings

Nunber ror

Start, Of  essage(shup 803) act M IRANE 1B Hebt OlyAIBERAUrebigh from Targgt 504TYP

code "wakeup" sendi ngp

random numnber . ” 8 d
Page _cont ent gs;teg S605) After receiva%s tig! Wfakeup message arid h %andB b’val%l\’k %@%& fe

status o St Q"ﬁ? 502 FEBHBALE v & “ping” message g&}@? goByle Thelrahddm wait period
wr i tepage- Start  of nmessage byte : rtent” Target status .
Type code "wr bf qages02 is a random mubtiplerofGheslist bith&Ss preferably, but not limitedti®,
sequence nunber Page nunber-
..an integer from 0-3. The slot time is typically chosen to be greater than the

Ny ode " readpadfihen Tag 502 is presehitd T Slokimity to Tajget 504, Tag 5% Firs

round-trip communication time, from Tag 502 and back to Tag 502, of the
| ;'pihg” and “pongvalid” messageé discussed below.

15 A “ping” message may be two characters (bytes) in length and contains
a randomly generated number followed by its duplicate exclusive-ored
(XORed) with the value hexadecimal 55 (binary “01010101”). Although this
specification is not limited to such a method of créating a collision check, this
method is preferred because it éan detect collision of any two Tags so long as

._20_.__they send different random numbers.

Microcontroller 204 verifies that the “ping” message contains a random
number followed by its check byte (step 610), and generates a “pongvalid”
message (step 612). The “pongvalid” message may be one character in length.
Target 504 then awaits the “imawake” message from Tag 502 (step 618).

25 Meanwhile, Tag 502 awaits the “pongvalid” message from Target 504
(step 613). Upon receiving this message, Tag 502 checks its validity (step 614)
| and responds with an “imawake” zh"éss_age (step 616). The “imawake”
P e - INE@SSAgE includes a synchronizing or start of message character, a ;rxessage
identification character, a Tag identification number and directory of blocks, a
30 pseudo-random number generated by Tag 502 for authentication, and a

message digest. Communication between Host 102 and Tag 502 is established.
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Start of nessage byte New page content bytes

di agreq

Type code "di agreq" MAC byt es

code w09%/16%§r0r check bytes ack Start ofqﬂmﬁ.z(gage %{!te
Type "ack" diagrsp Start of nessage byte Page nunber
Message type "diagrsp” MAC byt es D agnostic result
codes Error check byt es pi ng Random 8-bit val ue
Val ue XORed with 55H n "nak"

pongval i d5 S,‘ngrgaftgg,rfgmidp@ rq%tjlgg m the memory o? Tag 502 is read and
pongi nvalid Single
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25

. other words, multiple Tags 502, 510 are placed in proximity to a Target 504 at
or near the same time. For example, this may occur if two train passengers
exit or enter a station and present their respective Tags 502, 510 to Target 504
at the same time, or if a single passenger is carrying two or more Tags 502, 510
in a wallet or purse. Because RF signals 506 from Target 504 are capable of
providing power to multiple Tags 502, 510, such simultaneous attempts to
communicate with Target 504 are possible. Each Tag 502, 510 transmits RF
signals 508, 512 that may collide with each other and prevent successful
communication. |

In this scenario, Target 504, in accordance with the principles of the
invention, detects potenti.al collisions and performs resolution. The collision
resolution feature of the invention is also discussed in related, commonly
owned, co-pending U.S. Application No. 08/825,940, filed April 1, 1997, which
is incorporated herein by reference in its entirety. Target microcontroller 204
is programmed to administer the collision resolution protocol of the
invention.

« Figure 6B illustrates a flow diagram for the execution of the collision
resolution protocol by Target 504 and Tag 502, 510 for colliéion resolution case ..
514 depicted‘in Figure 5B. Before communications are established between

-Target 504 and any Tag (e.g., 502, 510) (step 602), microcontroller 204 controls

Target 504 to periodically generate and transmit a “wakeup” message (step

-20-



10 has occurred Host 102 sends two nessage types ("conmmand".

and vvakeu 015 Target 104. In response, Target 104 seEBAS81¥6Lt us"
nmessage type % %st 102. Host 102 may optionally send a third

nessage type ("diagreq") to Target 104. In response, Target 104 will

r epl y with a "diagrsp" nessage type to Host 102. 15 Host 102 sends
the "command" nessage to Target 104 to set the oper at i ng state of

Target 104. Upon receiving a valid, correctly addressed : "conmand"

nmessage, Tar @et 604 originating rom tHosks109 véa RFcsigngls 506 (sétomum Figure 3Bk a
fields of .the "conmand" nessage., Host 102 al so sends the ' vvakeuB S
nessage type to'l@ifgé'bW‘*IﬁTegﬁWiUﬂat Pipg g mmessHge frasms Enygl 48 vater PO kessages

20 ot 160 o) el Togs 02 SUESi Pt p et o T B A

T 3asSon g s S SRR LA G

e00r1 e £U1 8 G30AL PR UG R S s T Y,

e e iy B P RS A o

VLTS’ e PSBESH REGnae on 594 RB5EEa B oM RO
The random wait period of each Tag 502, 510, is a random multiple of a “slot
time,” preferably, but not limited to, an integer from 0-3. The slot time is
typically chosen to be greater than the round-trip communication time, from

15  a Tag and back, of the “ping” and “pongvalid” messages discussed above. In

this preferred embodiment, the slot time is 0.35 milliseconds.

The value of the first byte of the “ping” message is also chosen
randomly by each Tag 502, 510. If Tags 502, 510 generate equivalent random
wait periods, but different random “ping” values, and éollide by responding

- 20 simultaneously and transmitting a response in the form of a “ping” message - -

via RF signals 508, 512, Target 504 does not receive a coherent “ping” message
(step 610). As discussed above, this should consist of a random number
followed by its “inverse.” The incoherent “ping” message resulfing from the
simultaneous reception of two “ping” messages (RF signals 508, 512), is not

25  recognized as valid by microcontroller 204 of Target 504. In the case of non-
recognition, microcbn_troller 204 directs Target 504 to transmit, via RF signal
506, a “ponginvalid” message to Tags 502, 510 (step 612). In this Preferréd
embodiment the “ponginvalid” message is one chafacter-in length: ~Target —
504 then awaits a “ping” messége (step 616).

30 The colliding Tags 502, 510 await a “pongvalid” message (steps 613,
613A). Upon receiving the “ponginvalid” message (steps 614, 614A), each 'f‘ag

21-
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PCT/ US98/ 19361 5 "Host 102 to confiifmcorrect reception a,;}glr,bgmrggslt he
results of“ﬁ?%"’é’éggﬁ ng the Target -t o- Tag Message Exchanges

‘Target-to- Tag nessage exchanges generally fall into two cases: a single
Tag attenpting conmunication with a Target (a nornmal case 500); and two or
10 nore Tags concurrently attenpting communication vm'th a Target

(collisi on resol uti on case 514). 4B i Lsa qglss a
Tar get -t 03 Ta@ 3x§%ﬁ§é“‘fBﬁeP66%ith:H§@§m%r Bg}gt@essage 1a 6@
Tar got “104, - aedansihe sty Benesated randSingyy %E%Ex“’gsamm"ﬁésﬁgis;;’e
"E%Eeié%di’atk%&gg SRSt o Tttt sp recV8u g Badb " PG HiesaB ot p
T 104 f LQ 1 an : |
Fraore S i1 1ET 1 dptnEaialelpi8tes MERSRZRdRyaliny méRRks {HRP.S20) VR RF 20
le T b d get 504 and
%"-aé' e oS ey T BAE et SO Pl ehd MRS BRA R Baagiet S04 an
comuni C%' on wit I"Ba-t"i"ag'.i‘ags 502, 510 await a pongvahd" message (steps 622, 622A).

_ Upon receiving the ”pongvahd” message, Tags 502, 510 check its validity

(steps 626, 630) Any Tag that has yet'to transmit a “ping” inessage as a result
of its randomly generated wait period, remains silent (step 632). The Tag that
transmitted the “ping” message engages in communication with Host 102 by
15 responding with an “imawake” message (step 628).
Finally, if Host 102 does not recognize the “imawake” message
transmitted by the chosen Tag, collision is again assumed and Host 102
transmits a “wakeup” message to be transmitted by Target 504 periodically,
under control of microcontroller 204. Collision in this instance is caused by
20  both Tags 502, 510 selecting the same random slot number and the same
random “ping” value. When both Tags receive a “wakeup” message after
transmitting simultaneous “imawake” messages, both Tags select new
random slot times and “ping” values and wait for another “wakeup.” Host
102 recoghiies this type of collision by detecting an incorrect message digest
25 on the received ”imawaké” message, the digest of which results from the two
Tags’ individual “imawake” messages merging in the RF field. Because each
Tag includes both its uiﬁque éight byte identification value and a randomly
S .generated six byte number, the six byte message digest will not be correct on
arrival at Host 102..
30~ Tag 106 sends the “imawake” message once only, after the successful

completion of the collision avoidance exchange described above.
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502, Target 504 lies in a pulsing node .in \/\hi ch it periodically transmts,
under the cgpy 99’303‘: m crocontroller 204, a "wakeup" nessage pgpAlishgigael on
506

an RF signal Figure 6A illustrates a flow diagramfor a
comuni cati on prot ocol bet ween Target 504 and Tag 502 for nornal case
500 depicted in Figure 5A. At power up, Host 102 engages Target 504
(step 602). Host 102 then sends .the "wakeup" nessage type to direct -

T t 504 to b " wak RF field.
The " uwakeds"  mosoadibein A iisHhsen eCiBlision, reso IR Bifiatl for £ aveet ste s

102 and previ ScAEe Mﬂt%ﬁgé(st%z?f?%&é% fr@namzts(a?%ear 5“193 Be

99/ 16015

5 bytes. Targe?P '83) ?rrlgrgﬁt% gor M‘I‘&p 'messSﬁ |(Ste5e7r°|68d| cal c%step é)%%nd
wai ts for a 7g8)nTargét Bt égﬁlmlts another “wakeup” mb%eaér@gst%é %Ohf 6% e’iéi?lg@d

I n prOX|mty to ‘I'ar t 504, Tag 502 powers

then awaits t£ﬁ1wbefdb@|§eﬁﬁ1edm5&@ﬁef Jrgemﬂ_@gﬁ@ékss%make sure the gpa}.gp
605). After receiving the ' vvakeup message and a random walt peri

10 Tag 502 reessagsiswalid stepi?i0). Ifahe a@ﬁxé'Siséi@u@i&%) Talgét T0EEAAsA 1
peri od of Tag 502 1s a rando tiple of a "Slot tine,’
preeferably, b{pomginvalid message (step 712) and again waits for a “ping” message. If the
“ping” is valid, Target 104 sends a “pongvalid” message (step 714) and awaits
an “imawake” message (step 716). Upon receiving a valid “imawake,” Target -
104 enters a pass-through mode (step 718). In pass-through mbdé; Target 104
15  passes data or instructions between Host 102 and Tag 106 while waiting for a
command from Host 102 (step 720).
Host-to-Tag Message 'Exchax_i ges
Host-to-Tag message exchangés are illustrated in Figure 4C. Host-to-
Tag message exchanges begin when a Target-to-Tag exchange, including the
20 Collision Resolution process described above, results in Tag 106 sending an
”imgwake” message to Target 104. Target 104 passes the “imawake” message
on to Host 102, then simply passes all bytes received from Host 102 through to
| Tag 106 and all bytes received fro.m Tag 106 through to Host 102. This
continues until Host 102 sends another “wakeup” message to Target 104 to
25  start searching for another Tag.

Assuming Host 102 receives a valid “imawake,” the serial number and
directory information from the “imawake” message is pﬁgééd to the
application logic, which will decide to read one or more Tag pages, and
optionally write one or more Tag pages. |

30 Host 102 reads Tag 106 data pages by transmitting a “readpage”

command to Tag 106, and expects to receive a “sendingpage” response -
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an integer fromO0-3. The slot time is typically chosen to be greater than

t he - round-trip comunication tinme, from Tag 502 a Tag
502, of theW099/16015 "ping" and "pongvalid" nessages di scu?g:éjé?sgglll%s\%?

15 A "ping" nessage may be two characters (bytes) in |length and
cont ai ns a random y generated nunber followed by its duplicate
excl usi ve-ored (XORed) with the val ue hexadeci mal 55 (binary

"01010101"). Although this : specification is not limted to such
a method 8f cossainirg theraquesteddatpe dlost HiZssends the “readpagennessags tor tag ed
because it can detect -collision of any t Tags. so | ong as 20 ey send
di f f erent—r-arfd@§rPrigAbestthe current conterits of-a speeifisclénpyigiRage ofdﬁag/éégﬁi es
that the "ping"_nessage_contains.a,random. .., . . nynber. fol | oned by its
check byte-(@%&%IO‘?ggaﬁgsﬁ%qkr’e&ﬁe%e IRgRRAER Jregsage t0 168 1629?9%35%5 4 step
612). The "pongval i,d) n&ssaege rr\% be one character in | ength.

Target 504 t HERENGHi FEALRABS T7EWER " message from Tag 502 (step 618).

25 _ Meanwhi fxg' e " %ngy Ldr. g ar get
504 (stﬂégs%]l@g .'g%izos‘on %@%F&%ﬂﬁa 'S ?Fléé‘g%_‘ée, ﬁ%g@g&%ﬁc ae_cks its
val i di ty ;fst q- P Ee&@ ansls Mk hy ol - ”
(step 61%?. %%5&}‘ I%}ngv%kga‘g 106 coﬁ‘ﬁgmnrssage i n%%%ﬁ%@gxgéﬁ%gﬁfﬁﬁ?gfa&

start of nNessRgsoRAEFEBlingTelB: @g,er ag 106. - i dentification character,
a Tag identification nunber gand ?iir cto%y of bl ocks, a - 30

e oo g SRR a0 R e o
-19- co'mm'and-is received with an incorrect MAC. With the first several “nak” '
. .réplies, the Host can assume the meséage was received with error and was not
15 accepted. Beyond this the Host may Be using the wrong key.
If Tag 106 receives a “wakeup” message at any time after transmitting -
‘its “imawake” message and receiving at least one “readpage” or “writepage”
(with either correct or incorrect MAC), Tag 106 will enter a dormant state. |
This allows any other Tags in the RF field to begin their own Target-to-Tag
20 and Host-to-Tag message exchanges.
If Tag 106 receives a “wakeup” message after transmitting its
“imawake” message, but before a ”readpagé” or “writepage” message is
received, Tag 106 will revert to waiting for a ”wakéup” message as thoﬁ'gh it
had just entered the RF field. This allows the system to deal gracefully and
25 transparently with the collision avoidance described above.
The‘ preferred emobodiment of the invention also includes features
such as linked data page writes and message authentication.

Linked Data Page Writes

In this preferred embodiment of the invention, Host 102 may execute

30  as many as four “writepage” commands and specify that the several requested
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WD 99/ 16015 _
PCT/ US98/ 13\%339/16015 Thereafter, fare data residing in thePCEAISA§1961 Tag
an

502 is rea transmtted to an application programof Host 102,
whi ch mani pul ates the “fare data in accordancée with its software and
generates new fare data to be witten onto the nenory of Tag. 502.

Fi gure 5B illustrates two or nore Tags 502, 510 attenpting to establish

cther wor b, " FEFE Pae WS Deszediied 2 %%A%L%nfs%‘l Fis bﬁ@%“}%éaiﬁ?i%ea@f éfeﬁ
_passengors..  ventin e plRchQ i ATacker plpRdttot RRFH Mritehe tvrea'Tngs
Garryihg tvo or mofloR:ife pesies ﬁ%ﬂﬁ}émmﬁ"{’ AL

signal s 506 f Rrgg%&fggg{ 53%1@5 bﬁ&'\‘?)er” tﬁeld o?ra‘ﬂvﬁtgf He ﬁ‘gl"@{vritggage

mul tiple Tags suc neous at comruni
with Target 5@ nﬁhﬁ tﬁg Q& egljrptﬁé Pd%%mv&ﬁt%c e” commbiagdal s
508, 512 that éay c% %rh &h ot ogr 211 prevent succ §

communi cajgon. 20 Tag 106 uséﬁt@*ﬁrﬁ@@@@ﬁéﬁce Aah{Rlr” QQAdetéﬂnﬁfeCWlﬂém@? folif h
the principles of th I nvention etects potential collisions and

‘performs r eSOkemp@@ar Tbaffers {HesTwiitepage” dotRflaHdsonill Betsioreddin, aine
|nvent|on is al so dlscussed in relate comonl y
* maintains validity flags for each of the four temporary buffers.
When a “writepage” command with a non-zero value in the “write
sequence number” field is received by Tag 106, the MAC is checked, and an
15 “ack” or “nak” response message is sent to Host 102 based on the results of the
check, but the data bytes of the “writepage” command are not transferred to
the designated page number. If the MAC was correct, the validity bit for the
temporary buffer is set before the “ack” message is sent.
When a “writepage” command with the zero value in the “write
20 sequence number” field is received, Tag 106 again checks the MAC. If the
o MAC is incorrect, Tag 106 responds with a “nak” message. If the MAC is
correct, Tag 106 sets the validity bit for temporary buffer numbered zero and
copies the data bytes from the temporary buffer numbered zero to the
adc_lressed page. Thén, if the validity bit for the temporary buffer numbered
25  one is set, Tag 106 copies the data bytes from the temporary buffer numbered
one to the page number addressed by that command. The same check is
applied to temporary buffers nuinbef_ed two and three, in that order, until a
_temporary buffer with its validity bit not set is encountered, .or until all four

temporary buffers have been copied, at which time Tag 106 clears all four

30 validity bits and responds to Host 102 with the “ack” message.



owned, co-pending U S. Appli cation No. 08/825,940, filed April 1, 1997,

whi ch is incorporated herein by reference in its entir ey ushahsRt
m crocontr oVP&P188E 25 - is programmed to administer the col ﬁ,fcs(%n
resol ution protocol of the i nventi on. Fi gure 6B

illustrates a flow diagramfor the execution of.the collision
resol ution protocol by Target 504 and Tag 502, 510 for collision resolution
case 514 depicted in Figure 5B. Before om‘rum cations_are esta | i shed

between . 30  Tar JéTagkD&isremaverhfy O(reﬂge eld atany tisne aftep setting the
T anamt ;"-‘" O e ocsaybutter 9S50, B Hefo T Eleifiy hIEDREANE) 7
-20- . 9/ 6015

PCT/ Uson/ 1036ta Hrom the tempgrapy PyffRHe) 1y e friADaediBse() SdearipR e so5

any Tag( ot op VGURYEY bits, Tag 106 B Epmieee i ags*@bén"iﬁglﬁ%éﬁ?i?ﬂ%ew !
B B, o e g Lo 0
e AP R RS oo G0 E o RER g
pi ng eSS aqen{irdnids Wiy B@'c%nﬁﬂ%teé%% ndr?eSWEHtHeVﬁlab’teﬁS f!li@iuhg Hbau1o2 68) -
substantial overhead to accomplish the equivalent multiple page write
coherence through other techniques, and ensuring that the data in the linked
pages of Tag 106 will be in either the 6riginal condition or in the completely
15 updated condition. Thus, a declining balance in one page, for instance, can be
linked positively with a transaction record in another page, such that if Tag
106 is removed from the RF field at any arbitrary point in the life of a
transaction, its linked pages will either reflect the new (decremented) balance
and the associated transaction detail or the original (undecremented) balance
20 and no record of the incomplete current transaction. |
" In the absence of the foregoing technique, Host 102 typically would
reserve multiple data pages for storage of successive versions of each of the
linked pages, then alternate in the use of the pages. Host 102 is then required
~ to perform additional data page reads at the start of a transaction to discern
25 which of the linked data pages are the most current versions and additional
data page writes to update the currency information. The use of temporary
buffers in Tag 106 is made practical by the speed at which the FRAM data
memc')r_v of Tag 106 may be written. If Tag 106 were implemented with a )
memory technology with a relative long write time, such as EEPROM, the use
30 . of temporary buffers in Tag 106 would add substantial delays to every

“writepage” command processed. -



The random wait period of each Tag 502, 510, is a randomnultiple of a

"sl ot wobbigs Preferably, but not limted to, an integecTiusssigsss.
The sl.ot tinme'is typically chosen to be greater than the round-trip
communi cation time, from 15 a Tag and back, of the "ping" and
"pongval i d" nessages di scussed above. In this preferred enbodi nent,
the slot tine is 0.35 mlliseconds. The val ue of the first
byte of thge "pi ng"MmaggQ\'hﬁleak&Qti@hosen - randomy by each Tag 502,
510. If Tags 502, 510 generate equival ent random wai t periods, but

di fferent random "Bivegsf thel siesnessage ¢ypds eichayged betwdenJagAD6 and Host 102

.sinmultaneously and transmtting a response~in the formof a ™ ping" . nessage- )
vi a RF si gnal §'iia@ake]’?; rebaippge, Stsendimgpags, " (' eriepages ” andefank”) epdngitha
_message _ (step 610). As discussed above, this should consist of a
random nunbermessage awidlendisationycades(MAG)emeich prnforme twerfamctiopsnginy size
nmessage resulting fromthe si mul taneous reception of two "pi nfg" ,
messages (RF of ¥AhFsapdee useddepesding upen theseogity, eaquited: ain ghe preferred
m crocontrol | er 204 of ;'I;Eé et 504. In the case of non- . recognition,
m cr ocontkCol | @RbogimEnt. Mgé@ b pyte vatumeomputed from theprgreding . -
506, a "ponginvalid" nessage to Tags,502, 510 e 12),. In this. preferred.
enbodi ment t h@“fﬁﬁ?g??ﬁtﬁpgdﬁ‘en@%%é Rdom Bﬁg‘%@ﬁéié{i’?’é?}‘? nWakeun), achr get
504 then awaij.s a "pihng' nmessage (step 616). . .The col |idin
Tags 502, 510 AWERE hestases prclaEseLguring: efjsignaesolution) g APPTopEAte
fgi?' ving t hesecp&qgéWt/e‘?Jcbgt in'#ee aﬁﬁa&ﬁk@’p%ie%%élge)?;éé‘)a’ m%ég&e-r uence
number. The properties of the MAC computation result in a MAC value that
15 will, stati.stically} change half of its bits if one bit of any of the input bits is
changed. Due to this property, the MAC is used both to check for
transmission errors and to check for message authenticity.
An incorrect MAC can be due to either corruption of message bits
during transmission from sender to receiver or due to sender and receiver
20 not supplying the same data to the MAC computation algorithm. If an
incorrect MAC is received due to corruptién ofmessage bits durmg -
transmission, a retry of the failed exchange will result in a correct MAC. If an
incorrect MAC is received due to the sender or receiver not providing the
correct inputs to the MAC computation algorithm, all retries of the failed
25 exchange will continue to fail. Host'102 can therefore deduce the cause of a
- MAC failure by retrying the failed operation enough times to rule out

transmission error as the cause of the problem. If an incorrect MACis -

§ .

- received due to the sender or receiver not providing the correct inputs to the
MAC computation algorithm, all retries of the failed exchange will continue
30 tofail.
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PCT/ US98/ 19361 5 502, -512 again prepares to transmt R?CTIB

361
message vi aM@%688Fal s 508 512, after anot her randomy geneérate 9random
wait period (step 615) _ m crocontrol l er 204 of Target 504 receives

~a recogni zabl e "pi ng" rressage (step 618), it immediately replies with

O pongvalg d" nessage (step 620) ngﬁo?g% Imp&&g&?{éhﬁgp Then Target 504

waits the ”'i mwake" signal (step Tags 502, 510 await

apoggcgrﬁgl dmegns3 Zéi%?ﬁg‘i e%ﬁ%@‘%?@%ﬁq pe. atpgrec{aJ tﬁ&cﬁie 1h’&@nﬁbﬁ R also.
630):—Any" Tag LBk TS A SotddbI ToR] i}%%%*dx - cBhedttle! ?iéﬂﬁnﬂ? a%téxﬁﬁtad data

~of its. randonf y__Qgénerated walt_perf maLns. si. t.(step 632). The Tag
t hat' tr ?@ﬁ&tﬁéﬁ‘# gﬁ?e m'smwsr@am BifAaA0 EfudtPa e e Tagls istde of ah

- Host- 102 by responding with an "i mawa message (step 628).

Finally, if H@% btodd? 73968 mbrdﬁr&mitﬁetﬁerpnntqﬁwbethérmmn
transmtted e .chosen Tag, collision i's agdin assumed and Host 102
transmtsi@ "wakeugn thes padferred dirbbdianemt, iipeth kaledstr gfethebfddety¢he Jdigeabass,
under control of mcrocontr.oller. 204. Colli-sion-in thi-s .instiance is caused
by 20  both ]’tagﬂ;agd)&xeﬁIM)s eheakssifog ahﬂ&mpbtesaﬂpmahﬁdnumuﬂmpm widtes

sane random "pi ng" val ue. Wen bot-h Tags receive a vvakeug nessage
after t taTay trtemnorys(step ?A@eoheckslwhﬁm@; it has saerived ot WakgygB“ sel ect
new random sl ot tinmes and "ping" values and wait for another
"wakeup." Hostmessage (38R 728¢ (g as ®ot) ﬁ'l@ W?Eﬁ@ffodlﬁglﬂﬁﬁw %ﬁuﬂ’eﬁr&?ﬂiﬁﬁe -an
i ncorrect message digest 25 . -.on the_ received ' ?sq 758;3 d
di gest of which redifndus pERRednEer1ag 106 chooses a ranc m nu ep an

15 awaits a valid “wakeup” message from the Target (step 732). A “wakeup”
message is deemed valid if both COP].ES of the Target random number sent in
wakeup match. If the ”wakeup was invalid, Tag 106 continues to wait
until a valid “wakeup” is rechved.
Fbﬂowing reception of a good “wakeup,” Tag 106 resolves any
20 collisions in the RF channel (step 734) by methods previously explained.
| Assuming -Tag-106-has-won any collision resolution, Tag 106 sends an
“imawake” message (stép 736). At this 'point, Tag 106 is ready to receive
authenticated read or write messages from the Target (step 738). .
Tag 106 receives the next meséage from Targef 104. Tag 106 checks if
25 the message isa ”wakeﬁp” (step 740). _.If it is, Tag 106 assumes that Target 104
is try'ingj to communicate with a different Tag. If Target 104 has not yet done a
. succ_es.sfu_,l__;g__a_gl or write to Tag:106 (step 742), Tag 1_06. participates again in the
wakeﬁp pfOééduré. Othérwise, Tag 106 goes to sleep to avoid blocking the
'comma“ﬁjéaiidn"‘chanhel ‘ '(step. 744).
30 | Assuming the message is a “readpage” or ”writepage," Tag 106 stores

the full message in scratch non-volatile memory (step 746). Tag 106 calculates

-28-



Tags' individual "inmwake" nmessages mnergi ng in the RF field. Because each
Tag includes both its unique eight byte identification val ue pgaRdsssasssdon y
gener at ed é’YQ”HW’és nunber, the six byte nmessage digest will not be correct

on arrival at Host 102. 30 Tag 106 sends the "i mawake"
nmessage once only, after the successful conpl etion of the collision
avoi dance exchange descri.bed above. '

-22-

MO 99/ . _ .
bet Usos/ Soagits own MACand compyres it tothe MAG of the message (step 748), This
{etopronym R RO ARR TAERY50 U the messagd Rilalifed AbREMACIANG
. t f n h n . . 1 . .

To8)” Targor HisihsdBaRAllo Tabeh 104181kp 7u2) dnld THO YOG BoEBACK B Witing fora
i bef old : 4 checks t k t he "ping"
:?(r)rI \r/rgzsageoir?egﬁé%ﬁ?égg}%qﬁa@%ﬁ%@“ p?ng'(': ?s iomr/rgl ?ad,su‘rl':rge'ta 18|4ngends
a "pongi nvaif ghe NESS3S Validll e Z%%ke?’l;g_ﬁ%it Nthetddghiehes nimbér g’ |

nessage. |If the “ping" is valid, Ta 104 sends a "pongval i d"

nmessage . (19t ePinckémeatét ARl tife message BchdcRBAGEE wHERREAREs (5t RAdPAGE” opon
receiving a valid "i mwake," Target -104 enters a pass-through node
(step 718). | nwpirepagdl Gteh 75D df a Tavrgiebagd 4 a Validipaslagds det Btep 754)

i nstructions bet wepéng HosﬁOZ and Tag'186évvhi |l e vvain?i ng for a comand
from Host 102adcotrding #®}the conventions of the multi-page write capability described

earlier. Next this flag is checked (step 726) and the write completed if
necessary. Then the awake flag is checked (728). Because Tag 106 is now
15 awake, control passes to the Send Ack or Page (step 756) where an
acknowledge signal is sent to Target 104 and control passes to wait for another
message (step 738). _
. If the message was a “readpage” (step 752), the writepage loop is skipped
| and control goes to the Send Ack or Page (step 756) where the requested page
20  is sent to Target 104. Control then passes to Host 102 while Tag 106 waits for
 another message (step 738)
Tag Detailed Description
Tag Overview |
The architecture of Tag 106, particularly Tag ASIC 302, is instrumental
25  in realizing many of the overall advantages of the inveﬁtion. That is, Tag 106
communication protocol and hardware/ software implementation have been
" “specifically designed for fast trénsaction rates, low power consumption,
___ improved security, and ensured d._ata integrity, while providing applicatién

flexibility. In addition, the Tag’s compact circuitry advantageously leads to a .
- 30 low profile. |
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Host -t o- Tag Message Exchanges Host -t 0- Tag nessage exchanges
are illustrated in Figure 4C. Host-to- Tag nessage exchanges begin
when a Tar g@YOO¥16P3y exchange, including the 20 Collision RE'E’H ?ﬁqggﬁl
process described above, results in Tag 106 sendi ng an "i mwake"
nessage to Target 104. Target 104 passes the "i mawake" nessage on to
Host 102, then sinply passes all bytes received from Host 102 through to
Tag 106 and all bytes received from Tag 106 through to Host 102. This
continues fntil HosAs Histussedl withhaiference welgire 4FFp5 ineludesgPag WBIC 3025
start searching for another Tag. ' Assum ng Host. 102 receives a

valid "i mwakand ahtenserdofl Imshicembodiment, Tig ASIG3@2iwiodesigned dsingia-he

"i mwake" nessage is passed to the ;application logic, which wll |
decide to r eaduglmlmnndesigmageﬁmgMogﬁm implemenptthe spetificvairauit bestuves
nor e- Tag pages, 30 Host 102 reads Tag 106 data pages by

transm tting #iseusse@dhpdow. That ismachnieature agislimplemm@!gpeh‘gvew lazgei ve

a "sendi ngpage" [esponse, - . L . - 23-
WD 99/ 16015 ~ scale integration (VLSI) polygons to define the requisite operation of each

3[8361.- . 5 co?t ai Qi,ng tRe request ed data. Host 102 sends the
"r eadpage’’ me SECHY f6paFalgly and infyg tao“'ﬁ¥cﬁ§e’§’t9l?‘lh@1@ﬁrhee4¥?a(%Iﬂaéht%?%’fltfa

specific 16- b%i?c&?qgtegtogggct}o%l were also minimized through custom placement
and routing. |
As indicated above, Tag ASIC 302 is partitibn’ed into digital subsystem
304 and analog subsystem 306. Figure 8 illustrates signal interconnection
15 (interface) 316, between digital subsystem 304 and analog subsystem 306 in
~ greater detail. Interface 316 includes clock signal 800, a reset signal 802, a
| from_target signal 804, and a .to_target signal 806. Vpp 810 and Vg 812 are also
provided by analog system 306 for power (i.e., 5 volts for this embodiment)
and ground, respectively.

20 Clock 800 is derivéd by analog subsys{em 306 from the RF signals
received over interconnection 314 and is used to drive the digital logic of
di_gital subsystem 304. In this embodiment, clock 800 is derived from the

~ carrier frequency of 13.56 MHz.
Reset 802 is also controlled by analog subsystem 306. Reset 802 is

25 - asserted at power-up and de-asserts once the RF power conditions are suitable
for communication with Target 104. |

é From_targ_et 804 and to_target 806 signéls cbnvey the Target and Tag
message/data, respectively. In the preferred embodiment, the normal - ---.- ..

(marking) state is a binary “1” for from_target signal 804.
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menory. Tag 106 sends the "sendi ngpage" nessage to Host 102 to satisfy a
received "r " request. Host 102 wites Tag ages
by transm t"?la%ﬁgﬁswi-t epage” 10 conmand to Tag 106 cont ai rﬁlc??gugﬁégﬁagw

data, and expects to receive an "ack” - response confirmng receipt
by- Tag 106. _ Tag 106 responds with a "nak" nessage if a
"readpage" or "witepage" command is received with an incorrect MAC.

- Wth the first several..” . replies,. the Host can assune the
nessage V\és receiv 55'913'33 WBSYSISM was not 15 accepted. Beyond this the

Host may be using o] ey. . . | f Tag. 106. recei ves, a_"wagkeup" . .

nessage at any ti rr]éréﬁiﬁes}l%?ygtﬁm% il%garncularlyto?_-_[; ! tetﬁ?s@éﬁé—“ﬁ%%qg-

receiving at t qone. “re ; "t e . Wth eit oqorrect

o noor reot e CEePaRRER Conplmelln FRER fuspiby setikily. fid &84, Lt

any -ot her Tag$ehalt : &gg LeExs S el r. i 1l Q- d

Host -t o- Tag %sﬂ se g?glé Iaglgﬁ agn%g 3 tef 3%3%@12&6#? 1#2%%@8?% E((Sa ?{/a-g%?%rzgnmgggﬂ p" _

ressage aft emgisages) ditarbhghout digiidl TR RenBEH A Feal I iPRIRRt Javings

"readpage” or "witepage" message | ~ Tecelved, Tag 106 W revert°to

wai ting flor dn"cdpeitps. WhHaGacASr Q?pﬂ:fhcht %enerally E‘é‘&'u.ilr@@lo eir8fsfebanid

field. This allows the systemto deal” gracefully ‘and”25 transparently wth

the col | isi orpravessiines theacr bh@hr_anéllﬁpdproach, the inventitt pE6Vidles @ddual

enobodi ment of the invention al so includes features . “such as linked

data page w ispeed aberking fegjmra (disensseckbelon) for compensationked Data Page

Wites In this preferred enbodi ment of the invention, Host 102 -

may execute 30 adigurg/9asafdetailedwschempatje diagramoofidigitad sapsystesn B4t t he

' 24

several requested . _ -
99/ 16015  Digital subsystem 304 includes a state machine memory 900,PCTHatSIBENOBH 1

5 data e ites he executed as a single logical wite by Tag 106.
??g ) . .
Hovever , 11 he 202 operably interconnactsd wia aci-Pithns\Pitona teangaritien 08y a geceiveked

wites. Ho 102 specifi this,ljnking of _data page wites by insertin
hon- zer o 556, a ﬁage'eglsieregcu, a valildxty-reg%]ster 914, a ch%cger circuit 916,ya message J

)

authentication code (MAQC) register 918, and a key stream register 946. Bus 904
is used to transfer information (messages/data) throughout digital subsystem
304. Digital subsytem 304 also inclu_des. a clock circuit 930. |

20 State machine memory 900 provides the overall control for Tag 106.
As is well known, a finite-state machine is generally a f:iréuit whose 6utpﬁfs o
at any given time are a function of external inputs (typically stimuli from
circuits being controlled by the stéte machine or other inputs), as well as of
the stored information at that time (or its state). State machines have been

25  conventionally implemented with discrete digital circuits, programmable
logic arrays (PLA), and general purpos'e microprocessors with program
memory. |

In this embodiment, however, state machine memory 900 is primarily

implemented as a predetermined lookup table stored in read only memory

30 (ROM) to further optimize chip area utilization. As such, each ROM address

is a “state” of the machine, and the data stored at the addressed (indexed) -
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values in the "wite sequence nunber"” field of all but the |last "witepage"
command, and inserting the zero value in the |ast "witepage" comand. 10
Tag 106 useWO99860Kirite sequence number" .to determ ne whi ch FCHERIR1936]
tenporary buffers the "witepage” commands will be stored in, and

mai ntains validity flags for each -of the four tenporary buffers.

When a "writepage" command with a non-zero value in the "wite

sequence nunber"” field is received -by Tag 106, the MAC is checked, and an
15 "ack" sor Jorakon'dsieasthermataponding entphis. HadditioRalbsdegavse REMs are

results of the check, but t-he data-bytes of the "witepage" command
are not - transéexedethsymmetricalfor povieg tansdmptien andirpeed purpasesmdiergseither
.correct,_the validity bit for the tenporary. buffer is, set before the

""ack" messageones eezeros are the preferrathestate), thisi prefenyed esoPOAWAERY WASt he zero
value in the "wite 20 sequence -nunber” field is received, Tag 106 again
checks the Maaptimiizeddo only 1985% dinaryoenes withiagtheotateERGhiNE-wi th a " nak”
nmessage. If the MACis - correct, Tag 106 -sets the val. di té.bit for I
tenporary bufAdternativelie staterpaghige memory fH0ccan e LppIEMATed if et e
tenporary buffer nunbered zero.to the.. - addressed page.. .Then, if.tl
Cvalidity Wit k%?%ﬂwé%ﬁ‘ﬁ’éﬁér@?ﬁ&ﬁéﬁ%ﬁ&?éos a%ﬁ’%ﬁ%ﬂ&ﬁ%?"ré&iﬁﬁy
copies the data byte t he orary buffer n
~ page nunber aﬁtﬁxﬁé%@@mﬁaﬁmﬁ%m a&&@eﬁm ?rgemory (%pp ng attrto&?
tenporary buf ered, two and t der, until a

h i 4
t enporary buf%ergﬁgg 19 f%nqu?_ia(flc?'?%‘le{r%%&{ e |Se€ayr:1§:ount 9red, or until all
LU our a0t CUEC) S LSRR 088 SRR iy o4 Mol sou

all four 30 wvalidi § and responds t he®"ack” nessage.
- 25- ?gpx%%/-ﬂﬁ“%ﬁytes) ROM and is addressed by an 8-bit state address register 922

PCT/ US98/ 1936
15 by an 8-bit connection 936. State machine memory 900 outputs to a 32-bit
connection 938 operably connected to a 32-bit control register 920. As would
be apparent to one skilled in the relevant art, varies sized ROMs, buses, and
registers can be utilized in accordance with the invention.
Another feature of the invention is that state address register 922 is

20 implem’ented as a linear feedback shift register (LFSR) circuit. The addressing
functionality of state machine memory 900 is thus achieved with less chip
area and cost than a conventional inérementer (counter). In addition, the
critical path of the resulting circuit is reduced by an order of magnitude over
such cbnventional circuits.

25 " In general, an LFSR is a n-bit right-shifting register with taps at m of
the n bit locations. These bit locations are identified as position ‘_’0" being the
least significant bit (LSB)of the address and n-1 being the most significant bit

_ (MSB). At the beginning of aclock cycle (i.e., clock signal 934), all of the taps
input to a m-way exclusive-nor (XNOR) circuit. At the next corresponding
30  clock cycle, the output of the XNOR circuit is éhiftéd into the n-1 bit location.

In operation, if initialized correctly, the LFSR will generaté a repeating
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5 If Tag 106 is renobved fromthe RF field at any tinme after setting

t he bit for tenporary buffer zero, but before gofpassiionga t he
transfer(s;@blﬁhkdis data fromthe tenporary buffer(s) to the designated

page(s) and clearing the validity bits, Tag 106 will conplete the
transfer(s) on its next entry into t he . RF field, before beginning the
collision-resolution process. Host 102 can therefore assune

that eith S | ef gd
or none w %éq&%%éret edbit%ﬂé\#&ghﬁﬁgﬁgqg ‘SPJCh i3 epseg'ﬁise\t,(}%ﬁﬁ 4 "o éraﬁ\ég e
to accorrpl [ sh . multiple page wite coherence through

ot her technt qu%és%%&gdf éhsg#fhg That  the data in the |inked . pages. of

Tag 106 will. . .be.Ln. Rﬁ&is?étlgﬁggzgﬁ'ﬁt&'d‘agt A dHef{htf dxhgxééerﬁe? LR Siteks 15

updat ed condition. ni ng ance In one p I nstance, can

be - i nkeéﬂgmslgzlszmcmﬁauae& RATSRSR '1@00%@%1&1&%% 5!962 Rafa tieD
that if Tag 06 I's removed fromthe RF field at any arbitrary poi nt

in the life ofo-ene mumpre&asqumom sm tHis ednbediater hh Sbith@=8) CFIF with
t he new (decrenent ed) bal ance and the associ ated transaction detail

or the ori@i ndltapsieied) israsdd:d Mia 1804 ece?fes AiphitfRorhasighsl 944 Hhven by state

i nconpl ete current transaction. . In the absence of the

foregoi ng t echrchime nikéraoryl 000 (Iyrlcelfield id@Dddiscussed belemeonmXINOR! d@rdldt a
pages for storage of successive versions of each of the | i nked pages,
then al t er nat 800 vizhe fegdbagk sigmal s Feldback 6igniab 1008:is detennired as the to
perform additjonal data page reads at the start of a transaction to discern
25 which of inwerse pkéde pardy pddbe valees inespesific positions iveststoaddeess register
addi ti onal data page wites to update the currency information. The .
use of terrpor%py : -

15 In operation state address register 922, once initialized (to state
“000000007), will cycle through all possible 8-bit values excepf one
(”11111111”)'. This extra state is used as a “sleep” state. When the state
address register 922 is in the sleep state it will always step back to the sleep
state. |

20 | W1th reference to Figure 9, the ‘contents of each addressed (mdexed)
locatlon of state machine memory 900 is a 32-bit very long instruction word
(VLIW) that is loaded mto_ control register 920 via connection 938. In this
embodiment, the overall control of Tag 106 is achieved using only 256 32-bit
state instructions.

25 Figure 11 illustrates a state instruction word 1100 in accordance with
invention. State instruction word 1106 is partitioned into distinct instruction
fields including Istep 1102, Icntl 1104, Iflag 1106, Itcd 1108, Itna 1110, Imac 1112,
Ikey 1114, Ibus 1116, Ispeed 1118, and Ivalue 1120. Each field controls one or
more circuits (i.e., registers and bus drivers) of digital subsystem 304. Table 2

30 summarizes the general function of each field of instruction word 1100.
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buffers in Tag 106 is nmade practical by the speed at which the FRAM data
menory of T 06 may be witten. If Tag 106 were inplenented with a
nenory tech%%ﬁ&‘thh arelative long wite time, such as EEPREMS¥RESNse
30 of temporary buffers in Tag 106 woul d add substanti al delays to every
"wri'tepage” conmand processed. .

- 26- i Field Function

PCT/ US98/ 1 : : Message Aut hentication Five of
the six ne ypes exchanged between Tag 106 and Host 102

("i mavake, § i

ressage aif hed Bt fon 3392“?'@%05%%& 16 tis 2?**"‘9 fllCats el
- of--MAC canjbe used dependi ng u& !P?feéé Etgﬂ%aﬁggma}m} 5@?:@%?@?%‘?@&
10 enbodi fent, the MAC.i.s,a six byte val ye co ed fromt precedin
message coft ed€t he tm&ﬁéndoﬁf%ﬁ@t}#?‘ﬁnﬁ“{%femﬁﬁ“ gﬁ% and fence
"i mawake" ssages exchanged dagdressing of stata medinememery PR appropri atk
secret key|(except in the "imawake" nessage), and_a nessage.sequence
nunber. The pABpgrties dfi0éhe (aotrishe apemationofflag registem®32vandie t hat |15
will, statistically, change halblidityiregistet 814.f one bit of any of the ianut
bits is changed. Due to this property, the MAC is used both to check
for t fangsedssi on enl08s a@britrols helopeostiome of dgreraepivtat 908, nepeat

An incorregt MAC can be due tocguhfeelre Eémtsi,gﬂdca‘atgrqg%@,&q d7i4t s

during trahsm ssion fromsender to recéiver or due to sénder and receiver
rakfy an
rng

20 not suppl wi the s dat g%g ' l.aar
i ncorrect \/AC)IFggrecei vgg?%ue E&%&ﬁéﬁgﬁt& lrlrl%@é{aeggz iaf[;l;ﬁ u
fle excharige wi Il result in a correct MAG

transmssi pn, a retry of the fal

' an Imac 1112 Controls MAC register 918.
Ikey 1114  Controls key stream generator register 946.
Ibus 1116  Controls access to/from bus 904.

Ispeed 1118  Controls clock circuit 930.

Ivalue 1120 Contains constants that can be serially loaded into
timer register 908, repeat counter register 910, state
‘address register 922, or bus 904.

5 : Table 2
| In géneral, each instruction word 1100 is executed in three phases.
First, requisite data movements are made among the registers (including state
address register 922 and data address register 926). If required, data memory
902 and/or state mac_hiﬁe memory 900 are accessed. Any data from data
10 memory 902 or state machine m'eniory 900 is then latched into data register
924 or.control register 920, respectively.
. The operation of digital éubs_vst'em 304 is now discussed with reference

to instruction 1100. With respect to state machine memory 960, indexing is

provided by state address register 922 and Icntl 1104. Table 3 illustrates the

-34-
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i ncorrect MAC is received due to the sender or recei ver not provi di ng the

correct inputs to the MAC conputation algorithm all retries
25 exchang@@P1%dnt i nue to fail. Host 102 can therefore de%&gzdglgﬁe cause

of a MAC failure by retrying the failed operation enough tinmes to
rul e out transm ssion error as the cause of the problem If an .
I ncorrect MAC i s recei ved due to the sender or receiver not providing

.the correc omputati o | gori t retries of
the fail edtsex glﬁl‘%g o\?m t?‘fb'qg%%tﬁer%%/ﬁ?% otﬁ?éﬁ ?&e& unarﬁy orfthe A& dE8s 0f

-217- tatmg&ﬁéé%émory 900.

PCT/ US98/ 19361 Tag Pr ot ocol
| npl ement at | on State address reg'fét@f@ﬁf"f\ofr{?{e ol Olpgggﬁcﬁ‘{‘a&%ﬁ?ﬂéee%ﬁ{ ﬁg

that the invention also constitu or provrdin
contact | ess prpf@détéﬂtnﬁdeIIFSkgaﬁ%rﬁ (as discus fsed%ldv%?t 'VoRen B Eéérn%ﬂ%ﬁ}

a flow diagramillustrating the Tag's sid pr ot oco

accordance W toedure, howeoen |aeﬁewf8-bit€add?é§§“ftc9fﬂ Ivalue 118D, 1s serially 16hdédd S
preferred enbodi nent, upon rel ease of the reset, the Tag cl ears

its flags 10st ereqditing eightlstep6r diodk ‘égﬁl@b)‘lt €§nam’orYa’Jl|brﬁnEHés Wﬁéhﬂi%
a

WI’I tes to Tag nenory (step 7 checks whether it has recei
"Wakeup" data valpes ageveatLpucR @y o ntnéqaﬁt aohditivitop adeepdspifatieyi As
t he wakeup procedure. For this procedure, Tag 106 chooses a
~ random nunber Wil bg dASO}SSadd)elow, chéckenwirictist 316y imer tegisteri 908, narsd agenferom
the Target (step. 732)9 A "wakeu message is deened valid if both
copi es of the TF&iY8E ﬂgﬁ(!@)msﬁdrib‘e@@émmm with conditional branching.
Ientl. _ Effect
Mnemonic :
null _ State address register 922 shifts in accordance with its

predetermined LFSR (no branch).

ball Ivalue 1120 (new address) is loaded into state address
register 922 (unconditional branch).

btrue If checker 916 was true does ball, otherwise does null
: (true condition branch).

bfalse If checker 916 was false does ball, otherwise does null
(false condition branch).

beount If counter register 910 has value “00000” does ball
otherwise does null (counter expiration branch).

btime If timer register 908 has expired does ball, otherwise
does null (time-out branch).

ltime " Loads timer register 908 with Ivalue 1120 and acts as
null in other respects.

' getedge Suspends Tag 106 until either fallmg edge of start bit of
: message/data received from Target 104 or expiration of
tu'ner register 908, then acts as null.

15 o ' Table 3
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"wakeup match. If the "wakeup"” was |nvaI i d, Tag 106 continues to wait

until a valid "wakeup" is received. : : ~Foll owi ng recepti on of
a good "wak¥D99169Hy 106 resol ves any . 20 collisions in REEURE OB nnel
(step 734) by nethods previously expl ai ned. Assum ng Tag 106
has won any collision resolution, Tag 106 sends an "1 mawake"

message (step 736). At this point, Tag 106 is ready to receive
aut henticated read or,wite nmessages fromthe Target (step 738).

Tag 106 reteives t M Hiustrated S%Ség'#fﬁo‘incmi@étwlb 0 xage@@@ 2 yetemn plock 934,

h If— 106 t hat
Torgot 105 Wik cnlB Tttt b B
15T o s i e o T Bl
procedure: QO herw 106 eep to avoi d bl acking the
comruni catlonr%%é%% |ov(e§t e ec 1on 9§é _ "~ Assumi ng the nessage is a

Lqeadpaae, o Tue | SERAREr Ra AP RE Bivening, los oiAfe/S0 pIEVIABIE Al
- 28- eed’@o%%ﬁé%‘a@ure Clocm&fcuxt d930 receives clc%ckt 51gn}a_|l 8%@3.;6 M]Hz)" e

pCT/ Usos/ Th36iP oaes
message (st epfrm)anaﬂg §ub§)%§éiht306%rfd‘§&l§&gte(s%ry‘§&rﬂ5:@3ck sienhDo34RanRge

contai ned a bad NMAC,
frequency of 1.7 MHz (fast clock mode) or effectively 115.2 KHz (slow clock
mode) in accordance with particular operatlon of digital subsystem 304.
However, other clock rates can be used with the invention.

15 Fast mode (Ispeed 1118 = “0") is ﬁormally used for all instruction words
1100 execution and processing other than cénducting communications with
Target 104. As such, 1.7 million state instructions 1100 are executed per
second (assuming Istep 1102 = 1).

 Slow mode (Ispeed 1118 = “1”) is used for data communication between

20 Target 104 and Tag 106. That is, digital subsystem 304 operates at the same-
transmission rate as the 115.2 Kbps data commrmication rate between Target
104 and Tag 106. Accordingly, data éan bé trénsferred to/from Tag 106 with |
the identical circuitry as normally used iﬁ-the fast mdde. This dual speed

- clocking feature further eliminates the need for special purpose circuitry, such

25 'as a conventional universal asynchronous receiver transmitter (UART).

A related feature of the invention ié the ‘gete'dge f_ield (see Table 3) of
instruction word 1100. The getedgeﬁeld, in cbnjunction with timer register
908, suspends operation of digital subsystem 304 until a falling edge is |
received from the start bit of each asynchronous incoming byte (from Target

30 104). Digital subsystem 304 can thus synchroxﬁze itself to each incoming byte.

‘For transmission, digital subsystem 304 sends a start bit, message byte y
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nmessage is sent to Target 104 (step 752) and Tag 106 goes back to waiting
for a _ sage from Target- 104 (step 738). og/loBeit Ne
MAC i s val i‘g,ogts‘ﬂgﬁgwake flag is set, the sequence nunber is PCT’%

i ncremented, and the nmessage is checked for whether it is a "readpage" or
"writepage" (step 752). If a "witepage," a validity flag is set (step 754)
according to the conventions of the multi-page wite capability described

b TR R A e
15 awake, %Spc roi-mg)é':}s gst%xo 9E}§“i3u§$__ %gﬁ%ﬁ’ﬁ%ﬁ@t? lfé&@%&éﬁ)n wegtfean

acknowledge- si’gnal“ 15 s€e and ses'towait for

.anot her. ( Sxpephggs?éﬁ?%:&%@?ar@%ﬁus S- an---assocxﬁted txn{éoﬁﬁSVéE&Sﬁ&&ﬁe&/gé ig

"rea’dpage" |tepage oop 1's skipped and control.

goes to the Sefdoagk Pifm?:a&%u(teé 808 TOH) IWTR-Baddiedbfalasidrpage 20 is
sent to Target 104. Control “then passé€s to Host 102 while Tag 106 waits for

anot her nessage (sCBBcK&ERircuit 916 serially compares data value on bus 904Tagth Ivalue
Det ai | ed Description ag Overview The

ar chi-t ectior e 20Tagd S&fres PR Tresulhﬁgl qoﬁ&itioﬁ$b€b3€)ﬂcl~ung omthe neehstate 25
in realizing many of the overall vant ages. of the invention. That is, Tag
106 instmactionawiopd 1100t ocol and har dwar e/ sof t ware i npl enent at i on
have been specifically designed for fast transaction rates, |ow
power consunpt i on, Repeat countenpegisted 938dsi ai dgwnaeniirdes used| telgoatiohlep | ty,
whi I e providing appllcatlon “flexibility. In addition, the Tag

conpact ci r clgxecptigavionedgueliof pestingls Inghis embalimesy, 1Reef |couUnter regzster

- 29- WO 99/ 16015
PCT/ US98/ 1936310, like state address register 922 and timer register 908, is implemented as a

15 LFSR. Repeat counter register 910 can be both decremented and checked
explicitly by state machine memory 900 for branch control.

In operation, Istep 1102 controls how many bits are operated upon with
each state instruction word 1100. With each instruction word 1100 access, the
5-bit value of Istep 1102 is loaded from the state machine memory 900 (via

| 20 control register 920). With each subsequent clock cycle this value is LFSR-
-sh1fted to another vah;e:apon reaching a predetermined value, the next state
instruction word 1100 is fetched. Istep 1102 can effect from 1 to 31 steps thus
causing the machine to execute a given instfuction word 1100 up to 31 times.
As illustrated in .Fig.ure 9, bus 904 has eight bus drivers. Each bus driver
25 is assoc_iated With a source ('e.g'_, control register 920, data register 924, receiver
906, etc.) For proper operation, only one bus driver, at any given time, is
-enabled by its respective driver_enable signal 944. State instruction word 1100
 the corresponding Ibus 1116 field determines which bus driver is enabled. As
would be apparent to one skilled in the relevant art, driver._enable signals 944

30  can be generated by an appropriate address decoder circuit implemented in
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5 As di scussed with reference to Figure 4, Tag 106 includes Tag

ASI C 302 and antenna 300. In this enbodi rrent Tag ASI C 302 was

desi gned usW@P946015  ful | - cust om desi gn net hodol ogy to i npl FEEAYSIBHRI6
specific circuit features di scussed below. That is, each feature was
| npl-ement ed using very |arge - scale integration (VLSI) pol ygons to

define the requisite operation of each 10 circuit separately and in such a
way. as to opt| nt er connecgti.ons

i e g B B e
-304--a-nd-cgngl--o€) %‘?‘g g’ bﬁﬁ%@ é%fg'a %@t gl gngl t?lnt erjcgﬁrségt I on -
O eater detteroUARed o' Sen b Y B ABIH HAR B GRn WESE HRCHE, 0
310 and V[ er riroR gatd RRHEE I o5 Bk §§2€%@%§a§?%’dfﬁ e
(i.e., 5 vol t§§§a@r b8 StHe'B 9'1'5!?6' 1)eld pecﬂg%gt HA Y gﬁ%glg@%w Wil rividbus

Clock 800 is | ved y ana og su sys nal s
- recei ved l@Ver904‘t@bﬁ@&ﬂ_@ﬁﬂ?oﬁe@lﬂc&'ﬂ’% §IsH§?@cﬂ&sqmz¥3a€a rg#.itef 24 1dagi C Of

digital subsystem 304 hi's enbodi nent | ock 800 I's derived fromthe

carrier frequepaybas 908 (BfudMiita will cycle out of dRES PégiSie2 923 adldSBackodtoi@ld #io
by anal og subsystem 306. Reset 802 is 25 asserted at power-up and

de- asserts ondatatdegidter B24ves restord theorsluatikatswiabghsteshifted outhr Itna 1110 field
communi cation with Target 104. Front arget 804 and totarget 806
si gnal s conveip al$elddegeintarnempagary addness sagjsted 28, withsirds ((froet yatd register
preferred enbodi nent, the nornal (marking) state is a binary "1" for
fromtarget s72fain lgas904. o - 30-
15 The operation of a digital subsytem 304 often depends upon process
status (or flags). In this embodiment, the process status system occupies the
‘data path for operational ﬂexibilify and efficiency. There are two registers
dedicated to process status, flag register 912 and validity register 914. Flag
registér 912 is used for general purpose status (e.g., true or false conditions)
20 and validity register 914 for application specific Statﬁs. -
Data memory 902 is the nonvolatile storage area for application data
~ (e.g., passenger fare data, image data, medical records, etc.). In this
embodiment, data memory 902 is implemented with a 2048 x 8-bit (1 byte)
FRAM interfaced with 11-bit data address register 926 and 8-bit data register
25 924 via interconnections 940 and 942, respectively. The contents of data
register 924 are loaded from/to data memory 902 for read/write operations,
respectively: Data memory 902 is controlled by field Itna 1110, which controls
the operation of both data address regfster 926 and temporary address register
928.

30 Figure 12 illustrates a memory map 1200 for data memory 902 for

independent multi-purse transit applications. The memory is organized into-
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WD 99/ 16015 . _

PCT/ US98/ 19361 Tag Digital Subsystem . peTruses/ioséi tal
subsystem €} %996?313“ icularly optimzed in terns of transact i%n

speed, chip area, power consunption, data integrity, security, and cost. In
- general, digital subsystem 304 utilizes serial techniques to transfer

(nove) messages/ data throughout digital subsystem 304 to realize

L0 LEH 8 Wby e 6 ke T, Attt

approach o nerOdMEHI SRS oA iR data memofP 908l ol PREEOBLRTI L Bpage

(drscussed be I conpens ure etat |-

schemati c di agram Oh gbd Ht%b( | | o) RhossuR0RS e
i ncl udes a s?%t%@n%%ﬁg%% ﬁnl‘g#n??y Og%fg&%g%d E\gn}g%tql%) %%% oper a%%;hﬁ '

| nt er connect egrg%ﬂrﬁ:é@d intd 16 BI6Tk99204 PBRCkE 208139 EQQDblork I 120@i co@sists of
906, a flag redgfister 912, a validity register 914, a checker circuit 916, a
- message ei%wtﬁagegilggg_i on code (MAC) register 918, and a key stream
régi ster 946. Bus 904 is used to transfer -information :
(messagesyjgdat a) -t hfayhisoerhbddghérnmt, biodks Y&t E204 (Pages ‘3047 Digreserved oy Teg

304 al so i.ncludes a clock circuit 930. 20 _ State nmachi ne nmenory 900
“pr-ovi des the b¥&imteknalonse ohlyf oin Paxticilr, block “B% 1264 wmilhdksieviag identifier
finite-state machine is generally a circuit whose outputs - at _an

gi ven time arbuffef 1306; aTagfrandoer numberphmnffex 1308, caliogt zandem,; nmmbﬁr%uffer
of "% {he Tabhctemporanesibiss uder 14+ 3pera tarmparaty dte UG i nos
e e 25 om0 ELte R STELE ML scrshs el it
with pr e Eall MAC and header data. |
| The remaining 15 blocks 1204 (Blocks “1”-"15") are available for storage
of data by the applications running on Host 102. For each block 1204, one page -
1202 is reserved, which includes an application type buffer 1216, a read key
1218, and a write key buffer 1220 . The secret keys, stored in buffers 1218 and
20 1220, are needed to read or writé the other seven data pages 1202 of the same
block 1204. The significance of each of these elements is discussed below.
Data integrity and security is further enhanced with the message
authentication featurés of the invention. For each transaction, Host 102 and
Tag 106 must authenticate each other in a given transaction. In this
25 embodiment, message authentication code (MAC) register 918 is controlled by
field Imac 1112 and the keystream generator 946 is controﬂed by field Ikey
1114. Together, these registers are utilized to create/check the authentication
MAC s that pass back and forth during a transaction.
| Tag Analog Subsystem _ _
30 Analog subsystem 306 contains the power supply circuitry and RF

communication mechanisms for Tag ASIC 302. Figures 13 and 14 illustrate a
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menory. In this enbodinment, however, state machine nmenory 900
Is primarily I npl emented as a predetermned |'ookup t‘ab %%ﬁgml n
read only Weoewi6080 (ROM) to further optimze chip area utilrzation
such, each ROM address : is a "state" of the machine, and the data
stored at the addressed (i ndexed) :

-31- : WD 99/ 16015

PCT/ US98/ 19861detailed Block|diagtanmanded damlaﬂm}ematﬂs:pbmh]og sabsystem 306,
Addi tionally, because ROVS are Sexed (asymTetrl cal for power
consunpti on antespegtizdlypur poses where either-- ‘ones~or zeros are the
preferred state), thi-s-preferred-enbodinment—was timized to only
19. 85% bi nary ones Wngenaralhanalogisubsystarma0s generm&&ﬁﬁaﬁumdy or si@gut@l
machi ne nmenory 90 0 can be inplemented in other well 10 known

nonvol ati | e - mefebsysteraid angd é@algecswbaystpnbg%rgmmtes aakP-¥mMHz clocksigpaly
P er asabl ogr a o] qQnt rre
1£ erR?:)/Del ectric ECZ‘HQB s %E’ %\% 4 é{rem Target 104)' d%%d\ehf%s

ET’ ot gﬁg RUEGE: & Wy Y @geséag%a/g 3%%3%W@Eg?@iﬁcﬂaﬁléeéS%%sgﬁf&%%g&%&?' t
' 8 3
et o 953”%&3“’8%%% it B veR 35 R s tath B herforBes 2 data

| d . shzed
ROwb, buses, andiare did bl IRGhE e heldifal G BRhellin HOH ARRICS
, ti _
addr ess egi st &% 556?‘5*‘%86“@ ERHE sl Wi S Rt BbBBR 1o

(LFSR) circuit techh@qasid Eﬁﬁsgéiﬂarates resét@?gﬁélog(ﬁ id é/néﬁreséoﬁé%t BRFRLRea® BROY-
900 i s thus achieved with less chi p :
15 down operation of digital subsystem 304 and analog subsystem 306.

With reference to Figure 13, analog subsystem 306 includes an antenna
300, a full wave bridge rectifier 1300, a clock recovery circuit 1380, a power-up
circuit 1390, an 8V shunt regulator (shunt8) 1310, a series regulator 1320, a 5V
shunt regulator (shunt5) 1330, a transmitter 1340, a receiver 1350, a reset

20 generator 1360, and a reference generator 1370.

Antenna 300 receives energy from RF field 110 (from Target 104) and
transmits two signals V, 1302 and V|, 1304 to bridge rectifier 1300 and clock
recovery circuit 1380. Full wave bridge reﬁﬁfier 1300 receives AC input
signals, V, 1302 and V,, 1304, from antenna 300 and generates a DC output

25 voltage (Vp,w 1306) to power Tag 106. Rectifier 1300 also connects to Vg, 812,

Clock recovery circuit 1380 also monitors V, 1302 and V, 1304 and
generates clock 800 (13.56 MHz) which is aninput to digital subsystem 304. As
is well known in the relevant art, various logical gate circuits can be used to
implement clock recover circuit 1380'_'1"1_1—1_5.—;;eferred embod:ment uses a

30 cross coupled NOR latch circuit for clock recovery and prevention of short

clock pulses. Clock recovery circuit 1380 also provides a noclk 1440 signal |
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area and cost than a conventional increnmenter (counter). In addition, the

critical paypo8fie¢i8e resulting circuit-is reduced by an orderp@fmm@y,dlude
over such conventional circuits. 25 In general, an LFSR is

a n-bit right-shifting register with taps at m of " “the n bit
| ocations. These bit |locations are identified as position "10" being the
| east significant bit (LSB) of the address -and n-1 being the nost

si gni ficans bi(missing d¥Bler ggnélhﬁ;rhmlWké&tgener&biaqss@yw&ué 1440 is cl ock
signal 934), all of the taps input to & [err]-way excl usive-nor

(XNOR) circui tgerfratdtl using a eefriggepabldiatee sRot, vehiehls &el 6f miahg metiods of
t he XNOR'ci rcuit =i's shi fted-i-nto-then=t bit—i-ocation: ~ I n operation,

if initialli zemmmvndmyjthosdﬁalle&mhelalrt.genefal e_a repeating

- 32- WD 99/ 16015

PCT/-US98/ 19361 Refereneegemeratordf370i (a heatdgamuolte ge refererae) ptodxbcesha Vaer
dependent upon_n, m and the | ocation of the taps. Fi gure
10 i || ust r at esSignalel440 asi walhameaferenge syreents fos othes antdog sircuits of &t er
922, whi ch i nc es an LFSR 1000, an XNOR circuit 1002, and a two-

t 0-one muilf |p|5éi1§b' temm306. 1looaperaonnTag WHEdBPR s helg) nsatﬁesef(s’fat?) untib®zgi t h
10 4 taps. (m: S usg{& gljx 1004._r.eceives input fromsignal 944 driven
by state ch‘ﬂsnga %8 y 900 (Ival ue fieI d 1120, discussed bel ow) or

i(god?etc e; (r:nwnted as t hE%‘QV%%'U\S %H%F gg&gg%(‘i‘és %ﬁ?tqrﬁggggaﬁégy ’g‘ngéé%oqfsc
e SRR o P bty B
o e i i
LESL S!St A SRR SFE s ] vel oy Sy Lot g e
addressed (i ndg¥AM then be possible to achieve a stable state where Vpp, 810 is held to a low
voltage at which point the chip would not function. Power-up circuit 1390
prevents this from happening. |
Power-up circuit 1390, during power-up, disaoles regulators 1310, 1320,
20 and 1330 and shorts the DC input voltage, Vg, 1306, to Vpp, 810 until Vi,
1306 has reached approxunatel};t}te i)loivler-up threshold voltage. This
ensures that Vi, 810 is charged as fast as possible, so that Vygp 1470 stabilizes
before the regulator control loops are enabled. Digital subsystem 304 'is held -
in a reset state when Vi, 1306 is below the power-up threshold voltage. If
25 ~ Vzaw 1306 exceeds the power-up threshold voltage, an output signal, pwrupl
1442, is de-asserted (active low).
 Once Vrer 1470 stabilizes, Vi, i, 1306 rises to a voltage near the

L3

breakdown voltage of ASIC 302. The 1nvennon thus provides as wide a

| modula’aon voltage step as poss1ble for message/data transmission, because it
30  operates reliably near the breakdown voltage of Tag ASIC 302. This

embodiment of the invention creates the wide step using transmitter 1340. .
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| ocation of state machine nmenory 900 is a 32-bit very long instruction word
(VLIW that is |loaded into control register 920 via connect|QQH%%§ g%lthls
embodi ment , MOW¥®/1WSr al | control of Tag 106 is achi eved using "0 QQ -
32-bit state instructions. 25 Figure 11 illustrates a state
instruction word 1100 in accordance with i nvention. State instruction
word 1100 is partitioned into distinct instruction fields including

ey 11147 | bue. 11180 8V shufifresator (Hntd 3310) dfiRci opifBmddates data
or - nore ghd ngbte%té 'th@Ta r£SIC 867 $rFAShBrSte?hl seéa)m&%ﬁé'tgdﬁs@éms. _

subsystem 304. Table 2 30 um"rarl zes the general functioh of each field

of .i.nstruct i opab¥daded ¥%eon devices, such as Tag ASIC 302, inherently have breakdown
- 33~ WD 99/ 16015 .

PCT/-US98/ 1936iloltages. Atewdingly, ms neckisary that the operatmg voltage kept from

Functi on Mhenoni ¢ | step— 11 Control s counter

regi ster 916 éiceedingthe Tag dASIAT 862 bhenkdown voltage while receiving AM sigrlsber
of bits operated upon with each instruction). lcntl 1104
Cont r ol s lfat afrbowIargetdddess regi ster 922, and hence

addressing of state nmachi ne nenory 900. - Iflag 1106

Control s the operaf Wﬁlldfnqwag:lm@@nsg clevireesigned to allow slow amplitude
validity register_ 914, tcd 1108 Control s the operation

of timer regideationpean gsd:gaced across Tag 106 antenna to overcomecmjtﬁggr

‘fegister 916, an datar tna Controls
d a'? a addr ess l?rggggpyrn Q§ 'tsﬁﬁoﬂi\‘?c’n’ however, assumes that JTag 106 enters

gcligr ess 928 'RE f1e5§ (RF signal 110) B??I%rget 104 atlalgl%w eng&gh rr(a)tesso catrtﬁgls t:,[ov?rE

15.  responding clamp circuit can effectively respond. This is usually true it a
person is holding Tag 106 and moving it into Target 104's RF field.

There are, however, other applications where it is advantageous to
have Tag 106 mechanically positioned at a fixed location near Target 104 and
where its RF field 110 is electrically switched on and off (“pulsed RF”). In

20  such instances, RF field 110 chahges much faster than the slow clamp circuit
can.effecﬁ\;el.y. tespond, and an ASIC (such as Tag ASIC 302) can experience
| over-voltage and latch-up. While this is unlikely to permanently damage, it
- can keep Tag 106 from operating in the desired pulsed RF scheme.
~ In order to overcome this voltage breakdown problem, as well as
25  providing other benefits, the inventioh teaches the use of shunt8 1310.
Shunt8 1310 removes AM voltage fluctuations and is fast enough to react to
switched/pulsed RF. Shunt8 1310 also removes the AM voltage fluctuation
from the rectified carrier. '
A second benefit of shunt8 1310 is that the clamping \}oltage can be

30  accurately determined and adjusted' slightly below the ASIC breakdown
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| key 1114 Controls key stream generator register 946.

Tbus wolbAfors Controls access to/from bus 904. pCT/B583A8361
1118 Controls cFock circuit 930. | val ue 1120 Cont ai ns
constants that can be serially |oaded into

tinmer register 908, repeat counter register 910, state

address regi ster 922, or bus 904.

Table 2 5 yoltage, allBuﬂﬁ@%f"a srﬁﬁfé} TA‘%WSI@ 300 WiRh JowkPBrédkxwaut ed in
t hree phases. First, “requisite data novenents are made anong the

registers (i rr;,ldéggg@ state address register 922 and data address
regi ster 926). requi red, data nenory 902 and/ or state machi ne

menory .900. are aCCleﬁﬁ'@d;geéﬂkaﬂ # shirit8M 3@t Gpdrdtes aefollow DR thils exhbddiment.
machi ne menory 900 is then |latched into dat'a register 924 or control

regi-ster 920, WihesEag i1061iy not transmitting midssagesycaita cshuoft8 dBY0 ragukates Wi, g m
304 is now discussed wth reference to rnstruction 1100. Wth respect

to state nachi3®é tosBRr Jn 806G oingdsinint§ 1330 genergtesva di8 1432 sigmiab (shduxt8ss

register 922 and lcntl 1104. Table 3 illustrates the .
-34- 'comrcgqulﬁgg; by dividing Vi,w 1306 with a resistive divider 1414 and

PCT/ U898/ 19361 values of the lcntl field 1104 and their effect
prinmarily on eNErakng aa%me%lebﬁlgnal A dap zeeovRiy romparatar 141600.

St at e address regi ster 922 norﬂgief:/ i ncrenments |n accordance wt |t
pr edet er ni nedT¥RSSRTSHICtARGE ARPLARLL EATPAT S oree )14 1 GVrEIh Zefprances ve 388 Nsam

oceurs, howevgly @omsitalyt Is Vg Sltputs g YA S rats s $elaids lan iGeC
| 1470, ctl8 1412 increases, thereby causing more current to flow through shunt8
15 1310 and, in turn, causes Vg, 1306 to decrease. Similarly, if Syzr 1416 is less
than Vggr 1470, ctl8 1412 and the shunt current are reduced, allowing Vi,w
1306 to increase once again. This control loop has a very small time constant
of approximately 2S to ensure proper operation.

In this embodiment, series regulator 1320 monitors ctl8 1412 signal

20  (which contains AM messages/data) to ensure that shunt8 1310 pulls a

~ minimum of 100uA. This is desirable, because during reception of long
bursts of modulation, the series impedance adapts in an attempt to maintain
S00uA through shunt8 1310. Without ensuring a minimum shunt8 current,
when incoming modulation stops, shunt8 may turn off completely, making

25  reception of subsequent messages/data difficult. Ctl8 1412 is used for several
other purposes as further described below.

In particular, series regulator 1320 controls the ratio of currents
dissipated by shunt8 1310 and shunt5 1330. Series regulator 1320 monitors the
current through shunt8 1310 and adjusts the series impedaxtce, so that the

30 average current in the steady-state (no modulation) through shunt8 1310 is

about 500pA. The series control loop has a longer time constant of .
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10 (requiring eight steps or clock cycles). Conditional branches are

based upon data val ues or events, such as a tinme-out pra
| oop expi r AP EH160h3 will be discussed bel ow, checker gle?gjus?%@g%
timer register 908, and counter regi ster 910 are used in conjunction
wi th conditional branching. : o lcnt | _

Ef f ect Mhenoni ¢ nul | State address register

922 shifts igp %ﬁ@)ﬁﬁfh&él}elﬂﬁ bo Ith@t the average shunt currents do not sybstaitiaiiyri ned
LFSR (no branc : | val ue 1120 (new addr ess) S
| oaded into Bh&ﬁ@ dddrr@message/data reception. Th.lS ensures thegmcm‘u@data

(uncondi ti onal branch). “btrue- - tfchecker 7916 was true -
does bal |, otinasesisei8d44d2 taprbvide the best possxble s1gna1 (q yegeives 3300 during

branch). - bfal se | f checker_916 was fal se doe g

ot herwi se domessage/data transn:ussmn from Tag 106 to Ta(rggq 104, (,tg,mﬁnfu, tex 1%# k\ﬁ)'ts
bcount | f counter register, 910 has val ue "0000 doe Frgﬂ

otherw se doeuyt sefies BpeAanee , A q)§|erbqsa1,qéﬂ§dance contro mr%{lf

If tiner regl st 08 has pired, doe bal | ,...ot her
does nul 10 (¢ Fihﬁ,ﬁ%é‘ﬂi Ig}mtﬁﬁe series 1mpe ance Will return W!to its pli_egé%s Y?lﬁagrwhen
regi ster 908 with |val 120 a

nul |
in other resPUBYNE MO flawon eﬁgf egg'@ cohitrolled V%Efég%ﬁ’défe ncellb%twuerclep Vraw
either falli ﬂ?q@?‘%\?} Qﬂﬁj}gélé)ggafr)%mwdes a fixed 3V modulation depth%fsage/ dat a

received fro timer

rng: Z t gr 908 ¢ 1 REAHAES SndtSagbl/datd from Tag 106 to Target 10%.3%_re51§tor 1424, in

paraﬂel with series regﬁlator 1320, ensures that ample current flows into Vy,
15 810 from Vp,y, 1306. | N
Shunt5 1330 regulates Vi, 810 to 5V. V; 810 powers digital subsystem
304 and most of the analog circuits. Shunt5 1330 dissipates most of the excess
current c&oming into Tag ASIC 302 with a fast control loop and can rapidly
respond to 2mA load transients on Vpp 810 within approximately 10 to 15us
20 (with a 10nf FRAM reservoir capadtdr across the supply)l.
Shunt5 1330 operates as follows in this embodiment. A’ comparator
1430 of shunt5 1330 compares Vp, 810 (sampled through a resistive divider
1482 to generate a svp, 1432 signai_) with the bandgap reference voltage, Vg
1470, to produce a ctrl5 1434 _signal. Ctrl5 1434, in turn, controls the current
25 flowing through shunt5 1330 sb as to maintain a constant voltage at Vp 810.
If svpp, 1432 is less than Vg 1470, ctrl5 1434 decreases and the current through
shunt5 1330 decreasés, thereby allowing Vpp, 810 to increase.- Similarly, if svpp
1432Iincreases beyond Vi, 1470, ctrl5 1434 increases and shunt5 1330 pulls

more current.



WO 99/ 16015

PCT/ US98/ 19¢8)lo9/16015° As illustrated in Figure 9, clopkr/@kssianér 930
generates a system cl ock 934, which is operably interconnected with
all digital subsystem 304 registers and ot her cl ocked circuitry. C ock
circuit 930 is controlled by Ispeed 1118 which is recei ved over

I nt erconnection 935. In this enbodi nent of the invention,

CPEn T U coon U G en . BRI B e Brouns
oS o AR LA, AR Pt cpers by
node) in .acc%gqpce_ .4%_Raggéé&ggls@éa_s@@;dg%fé_.mn_nt-_dl_gJ._t._aJ_..._ﬂ.s.ub.syst em 304. -

However, other clI®tk rates can be us€d with the invention. 15 Fast

mode (1 speed 1118 shuit5)1350 4166 Rdthtled!s Ynkioiratd 1436 IHAUORSWRER the rail
1100 execution and processing ot her t han ¢ dUCFI ng communi cations with
Target 104. pg vg§ f&loﬂdrBf@Bémmrh v v@1taBe itht&shiodd $aBde04 AVeirethgs ut ed per
second (assum ng Tstep 1102 = 1). - Sl ow node (Ispeed 1118 =
"1") is ysedetibodizhent of i irdaintion)belowmparaor 1436r@etpded Vni8Thgsarfipled -
That is, digital subsystem 304 operates .at .the sane. transm ssion rate
as the 115. 2 tKipsghl at mesistiveudivideri 84 rtat gerleeatecze svzlodeB5 signal) Woith dig: Tag
106. Accordingly, data can be transferred to/fromTag 106 with_ the

i dentical ci 2470 tany generatesd lowugeltidsighal. fHe lowtiey 1458 signadiindisates that

Vpp 810 is too low to allow FRAM access by the digital subsystem 304 and

triggers a rstl 1460 signal. |

15 Transmitter 1340 shorts out the series impedance for outgoing
messages/data (from Tag 106 to Target 104) in accordance with a txd 1446
signal (to_target 806). When input signal, txd 1446, is taken low, Vg, 1306
shorts to Vp 810 as indicated above. As Vg, 1306 shorts to Vp, 810, shunt8
1310 and series regulator 1320 are disabled so that their control voltages do not

20 change, allowing the steady state point to be maintained once modulation
e A LR I T

Series impedance control circuit 1422 monitors ctl8 1412 and adapts

accordingly, so that shuhtS‘ 1310 shunts only SOOp.A; When an input signal,
outen 1444 (output enéble), .is de-asserted, the output drive to cﬂS 1412 is

25 disabled. CH8 1412is therefore held at its current value by the stray
capacitance on this node. When outen 1444 is asserted, shunt8 1310 operates
normally. In operation, outen 1444 is connected to txd 1446 signal, which
signal enables modulation from Tag 106 to Target 104 by shorting Ve, 1306 to
Vop 810 as explained above. During modulation from Tag 166 tb Target 104,

30  ctl8 1412 is held constant. When the modulation ceases, ctl8 1412 returns to

approximately the same value it had before modulation started. -
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clocking feature further elimnates the need for special purpose circuitry,
such - 25 B obh&oovent onal universal asynchronous receiver ﬁ&ﬁfggmgggpr

(UART) . A related feature of the invention is the getedge
field (see Table 3) of instruction word 1100. The getedge field, in
conjunction with tinmer register - 908, suspends operation of digital
subsystem 304 until a falling edge is received fromthe start bit of

each asynghronous ReRgiRgk ﬁss@ukfe&é mﬁﬁgc&ﬁkssa s/da@4{froM '951}_3?;: 194heyEdEm

304 can thus synchronize itself to each Fncom fig byte.
“transmi-ssio nl_(\)/%'__%% }!?‘i%%iﬁ%@ﬁg?ﬂ? 4394 CHBHE 2dnekddisks B4 RF fieldsrAgeineyéases and

[a Wal
=3 0=

_PCT/ US98/ 1938écreas&s Wi RFIfisld 120daké bask ftobart sdleatater de this embodiment,

comuni cati ons of each transmtted byte.  Timer register 908 runs even
t hr oughout t b8 343D eyysically ehries byel50 to 200acViias enessapesy/ 40 aredreceiveds an
associ ated-tine out-event if no edge Ts - detected. Tiner register 908

i S an LFSR- bReeeivenilB5¢ exiraets messages data by Gheplagingoeti® 1412 8 thesaveragey
conpares data value on bus 904 with Ivalue 10 1120 and stores the
resul ti niP cowmaiue ohcti®a4br.adsrivayld ba appareriio eneskilled in thestelerantrrtvided
1100. . .. Repeat counter register 910 is a do counter, used to
control | oopaverage value ofiH§ Yddcancssadrulated pk sewgirl Well KRPWABGStent ,
R e TR T R e
SIS N T M . SRR R
many bits ar g aeenaied auBarral 10k to TarsAS e ClpRbE 1615 80 IRk %R0 s
' 15 1412 is low (ie., while outgoing modulation is occurring). A rxd signal 1450
(from_target 804), goes low when ctl8 1412 increases from steady-state (i.g.,
when the RF field 110 increases in strength) and goes high when ctl8 1412
| decreases (i.e., when the RF field 110 falis back to its idle state).
Reset genérator 1360 produces two reset signals, a rstl 1460 signal and
20 reset 802 signal. Rstl 1460 is active low and used by the analog circuitry. Rstl |
1460 is de-asserted after power-up when shunt8 1310 begins to pull current (if
Vier 1470 is powered-up) and is asserted when the Vp, 810 rail drops below
~ about 4.7V, or when Viaw 1306 drops below the pbwer-up threshold
(approximately 3V). While rstl 1460 is asserted, clamp circuit of shunt8 1310 is
25 disabled (i.e., the minimum current p_u‘lied by shunt8 1310 can be zero).
When rstl 1460 is de-asserted, clamp circuit or comparator 1418 is enabled, and
' shun'ts 1310 will pull at least the 100pA minimum current.
Reset 802 is active high and output to digitai subsystem 304. Reset 802
is asserted during power-up so that ;:iigital subsystem 304 does not begin to

30  operate until the circuit has reached a stable state. Reset generator 1360

monitors ctl8 1412 and asserts reset 802 until shunt8 1310 starts to pull current,
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5-bit value of Istep 1102 is | oaded fromthe state machine nenory 900 (via
20 cont rowdfﬂkﬁfser 920). Wth each subsequent clock cycle, pthigsosrplsse i s
LFSR- shitted to anot her value. Upon reaching a predeterm ned val ue,
the next state instruction word 1100 is fetched. Istep 1102 can effect
from1l to 31 steps thus causi ng the nmachine to execute a given
instruction word 1100 up to 31 tines. - As illustrated in Figure
9, bus 904 h Lot b ' : e IgPY B ' ith a
source (e7g. WhEh My 08 dHes gy =W hent Shitie B1 fegihs 183REE Buidnl! |
etc.) ‘For pr %ﬁ&g%‘%&ﬁ&h?@ox‘ SRLt8OTH 043 FIS I YR 14 B Wl Th\EPn deldiseltS reset
enalted by its respective driverenable signal 944. "State 1 nstruction worde
1100... .. .. thepeorrespondi ng | bus 1116 field determ nes which bus driver is .
enabled. As ~  would be apparent to one skilled in the relevant art,
driver_enabl e si gnaFer24<et302 icde-abor@R]) 3hair@S 1880 FoANSFOV]), BL® dadiigess
decoder circuit inplenented in

-37- . opéfafiehWithScomparator 1436. When Vp,;, 810 drops below 4.7 Volts,

PCT/ US98/ 19361 5 conbinatorial logic or a conventional 1-out-of-38
decoder- 1Qnctcoompatajosilddé asserts lowv,d438swddahdncueh hysertsardsabl462 to again
Intel[err] 8205 decoder. The following is an exanple of a
typi cal dat a ifthibit opieeatiesh ghdigitalssubsystem f304m Riedet geagratoe 1362 alsar mardtdre
copied (not noved) to tenporary address regi ster. 928, the Ibus 1116
field speci fithe statgrofreck 1449.s LeRF §ieid 110 fromi Vargetd04 19 integnupted, causing
Concurrently, field ltcd 1108 al so specifies that data register 924 | oads
from bus 904 AcHud44A£Q Diassertedireset #0246 gemesatedyi Bris guapantaas afasicesebund

Iom ;) ltna 1%@%%1}%%&?5%% inggg'njhgctrigrsl-tvgxrtﬁ a;[ qgré’c?tl gge;a%?\tg.i\ﬁati\ej "’5151533 iI{IE’_'e d
15 mode. |
While the invention has been particularly shown and described with
reference to several preferred embodiments thereof, it will be understood by
those skilled in the relevant art that various changes in form and details may
be made therein without departing from the spirit and scope of the invention

20 as defined in the appended claims.



Is also | oaded into tenporary addrm—%ﬁ—w—th dat a (fro(rjn dat a
et e 1T B,lﬁﬂil? or Tagestnipiidl
ta

enbodi ment, the process status system*ocEuptestt path for
operational WHATDIS COHAIMRDEISE| ci ency. There are two regi sters

dedicated to process status, flag register 912 and validity register 914.
Fl ag fegi su@éorﬁa&leb r'éﬁi%it RorBABE iR cOlEIB0REsysienl, Ubmpesifg: true or
fal se conditions) 20 va idity register 914 for application specific
st at us. ~ atag; %Ha rrermry 902 is the nonvol at| | e storage area for..
application dat a ’ passenger- far e-data,  rmage dat-a,—redi-cal —— e .
records, etc.). Qt&{@f enmbodi ment,,. data nmenory 902 is inpl enerl'Led
V\ntha2048x8b|t byt e) FRAM i nt er f aced with 11-bit data

addr ess @9' ﬁatlﬁ’ \Fer}ﬂqgglu tanda?i- fcg t?a%x?rélt?%and r%gé}wx %e%&%@%@?lm&ﬁ AT

940 and € co

| oaded f rorﬂ Eé? 6{%3 aBpBLivatidR2pédific 1h€bgﬁut¥u tiFRitopaERiN samsapphcatxon-specxﬁc :
respectively. ta menory 902 is controlled by field Itna 1110, which

control s mtegrhed@pematcomnn@s alsligital sibsysterd mrecsmtm&lgg shecppegatprepfaid tag and

D o S6r ShS i I ommion aanpnos subsysiem o BAUR e Bt b B

t gg”s' t appl kﬁ&ﬁ!ﬁﬂ?sub-gﬁ‘?erﬁ?mﬁhshﬁsi% 96'84id 8t gktHnB for demodulating messages received
15 from said target for processing by said digital subsystem.

2. The system of claim 1, wherein:

said digital subsystem includes memory means for storing message information, controller
means for accessing said message information, generating messages for transmission to said
target, and communicating with said analog subsystem, wherein said memory means and said

20  controller means are operably connected via a data bus.
3.~ Thesystem of claim 2, wherein:
said mermory means include a ferroelectric random access mémory.
4. The system of claim 2, wherein:

said controller means include a state machine memory and a state address circuit operably

25  connected to index said state machine memory
5. The system of claim 4, wherein:

said state address circuit includes a linear feedback shift register.
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\Ié\gT?_?J/Ség? ig%@& angls 128 16-byte pageﬂ”ﬂ'ﬁ’ "mm”m' 127 Yo g
operati on, Hos? !L%’ (via Target c ' r ansf & PRSI
a page

data nmenory 902 on a page basis (i.e., is*the smallest unit of

menory accessed by Host 102). Pages 1202 are further . organi zed into
16 bl ockss 12@4 ( Biidek§ste®d of claih'4) whb@iih bl ock 1204 consists of ei ght
pages 1202. 10 -~ In this enbodi nent, block "0" 1204 (Pages "0"-"7")
Is reserved for Tag ) 106 internal use only. In particular, block "0"
1204 i ncl udesaid statgympching memery lsapredmrfmr&d-lqm,fa‘ale-ﬂétgm&ﬁ%gm%&%@ .

buffer 1208, C. 1 andQm UIDer . BUf FRr = i - 1240 st IO ALY VArL ahles . -
oot 103, SRR BRI R Bl s e SRS e RE RS Bl oF
1214 consi st gai@fpréddetdrmineaasoldipOable @ofeie AspAaretridtion wiérd i \comryl ofesiddigital

dat a. The remmining 15 bl ocks 1204 (Bl ocks "1"-"15") are
avai | abl e f osubsysgienge of data by the applications running on Host
102. For each bl ock 1204, one page 1202 is reserved, which includes
an applicatign ty buffer 1216, read key 1218, and a wite key
buf fer 1590 Mhe dbgsgite e°fs°?"‘“§t60r%’é‘ o butfers 1218 and 20 1220, are

needed to read or wr! te t he ot her. seven data pages 12_02_;_0__]‘_ -t he sane

bl ock 1204. 748 préderdririfeadosingy tablaedstofedtin ead-chemembsy. i s di scussed bel ow.
Data integrity and security is further enhanced with the nmessage :
authentication features of the invention, For. each transaction, Host 102
and Tag- 106 Thesystamafshm Savheriwideonsrollprmeangfymherincndes @ Goptrol | n
L register operably connected to said state machine memory and said state address circuit, -
wherein said control register stores said state instruction word indexed by said address

15  circuit.
9. The system of claim 2, wherein:

said digital subsystem further comprises timing means for determining the operating speed of

said digital subsystem, operably connected to said controller means.
10.  The system of claim 9, wherein:

20  said controller means controls said timing means to operate in either a fast mode for
accessing message information and generating messages for transmission to said target or in a

slow mode for communicating with said analog subsystem.
11, The system of claim 2, wherein:

said message information is communicated between said controller means and said memory

25  means in a bit-serial manner over said data bus.
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25 enbodi nent, nessage M( MAC) register 918 is
controlled by - - field I |ﬁm|‘i“m l“} llfe'ystream generator 946 is
control | ed B0 PVEPLS | key mﬂ , these regi st er BCHV8AIY 74
to create/check the authenti¢atfon- " MACs t hat pass back and forth
duri-ng a transaction. : Tag Anal og Subsystem 30 - Anal og

subsyst em 306_cont ai ns .t he .powe I ' Ltry and RF

cgrgrm]ni cati oh?mec ﬁiSY;WEmfoSEBﬂEJ’ &éﬁ%%@r{s&%gures 13 and 14 illustrate a
PCT/ US98/-19361--WR1R8 dfifkhkier for Sontrollitigaht egeraliocéf widagrgetn and a detai | ed
schematitof—analog-subsystem-306, - - - -respectively. I n
general . _anal og subsystem 306 generates a 5V supply for digital

subsyst em 30avherein said hosf compyies iseGoupled to saféargeles a 13.56 MHz cl ock si gnal
(clock signal 800) fromRF signal 110 (from Target 104), denodul ates 10

i ncomi ng AM ssaﬁéyg%%f%g-@ﬁi %g@ﬁépéI},%&gﬁngua@gés%.q&nkﬂﬂ?aré%we&ian Bystem.

serial form di Subsys ystem 304 perforns all

dat a fram ng and ot her processing of the data), nodul ates data from
digital - 14subsphetsgstedQd chithq, Wheel: ri er -signal 112 using i npedance:
nodul ation. .. techniques, and generates reset signal 802 to ensure
correct start-up and shut- 15 down qperat.i on, of digi tal. subsystem 304 .and
-anal og sl®sy stidmeseapes transmitted betweegpaid tagand, saiddargehargradip &req ncy QP&B!SS!OHS-
subsystem 306 i ncludes an antenna 300, a full wave bridge rectifier

1300, a clock st ecoMGI oeh §'Uaim 138 @nerinPOVer - up

séi.d ana-log"s“ub.sﬁtem amplitude modulates said radio frequency transmissions at 115.2
kilobytes per second according to a half-duplex protocol and transmits said radio frequency

transmissions at a carrier frequency of 13.56 megahertz.

15 16.  The system of claim 14, wherein said analog subsystem includes a full-bridge rectifier
circuit for rectifying said radio freq'uency transmissions to supply a DC voltage to said analog

subsystem and said digital subsystem.

~~—17: - —The system of claim 16, wherein said analog subsystem includes regulating means
~ operably connected to said full-bridge rectifier for regulating said DC voltage below the

20 breakdown voltage of said application-specific integrated circuit.

18. The system of claim 17, wherein said regulating means comprise a series regulator .

circuit and two shunt regulator circuits.

19.  The system of claim 17, wherein said analog subsystem includes a reference generator
~ circuit, operably connected to said full-bridge rectifier circuit and said regulating means for

25 generating a bandgap reference voltage and reference currents for said analog subsystem.

20. - The system of claim 19, wherein said analog subsystem includes a power-up circuit

operably connected to said reference generator circuit, said full-bridge rectifier circuit, and
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circuit 1390, an 8V shunt regul ator 1ﬂ' m m ' eries regul ator 1320,
.a 5V shwotonegs! at or (shunts) 1 r"m II mmllmr 1340, opd1968YsM9361
1350, a reset 20 generator 1360, and af‘reter®nce generator 1370.

Ant enna 300 receives energy fromRF field 110 (from Target 104) and

t ransni t s5t weaili rggalbting/neans) whein sartiparyerrup cincg i 4lisabled said srgulaspginpeags wheo

and dock s ve circpit 1380, Full wave bridge,yectifier 1300
recei ves AC ﬁ"ﬁﬁ?e Volitgg%lsé’ﬁgﬁ“é?p E{epmingd BOWEISUP r%&'?]d"ioj'%ﬁ,e‘ from ant enna
300 and generates a DC output 25 voltage (V[ferr] 1306) to power Tag 106.

Rectifier 1300 al sphe@Rparstcldim M, SheleiBdald analog subsystem incfldes & cloek Q¥@iviry
circuit 1380 also noni'tors V[err] 1302 and Vb 1304 ‘and . generates dock
800—{-13:- 56— Mdircuisiiprononisoring saidadiotfeeqiiengytteanswisbiops ashgederatings clock sigrakfor

wel I known in the rel evant. art, various | ogjcal te circuits can he used.
to -1 mpleidkatelog el ahsystems aug s nadkSEnalihen seidiratio dipaliRtsydransRyssions
uses a 3Qq CHaQE%.tﬁﬁiéG! ed NOR latch circuit for clock recovery and
prevention of short cl ock pul ses. Clock recovery circuit 1380 al so
provi des a nocl k 1440 si gnal

-40- © \B2. 99/ TisOskyStem of claim 21, wherein said clock recovery circuit generates said noclk

PCT/ US98/19361 - L 5 g.m ssllﬂng carrier. sjgnal) for use by reset generator
1360. Nocl k FiER8! pung a retriggerable pre shptmsthpd- 5 retri ggerabl e one shot, - whi ch
i s one of many net hods known by those skilled in the art

Ref erence gengr at orpelsdéfdnd 6 NARCEIRRVHERLA REE af a3 LOBEFeIm Rirfitt rfudes Ylr8det |
signal 1470 as well as reference currents for other analog circuits of
anal og " 10 genemtdremcBd or providpgrasesa signdlag sAig|digitd ubsystemebperably sonrested to
[ il V] 147Q -h ilized. .- .
state u ntllS sgi%rf{lll-bridge rectl%xer ercu(f}c;5 sa?ts ?e?’tlare}xczeegenerator circuit and said clock recovery
circuit, wherein said reset generator circuit generates a reset signal when said DC voltage is
below said predetermined power-up threshold voltage, when said bandgap reference voltage

is unstable, or upon receiving said noclk signal from said clock recovery circuit.

24. A method for providing collision resolution in a contactless proximity automated data
20  collection system including a host computer, target, and a plurality of tags, the method

comprising the steps of:
transmitting a first host message from the host to the target;
periodically transmitting a first target message in response to said first host message;

transmitting a first tag message, after a period of time, in response to said first target

25 message;
determining whether said first tag message received by said target is valid,
if said first tag message is valid,

transmitting a second target message and, in response to said second target

message, transmitting a second tag message,
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Power-up circuit 1390 enswmi !lg““ﬂﬂﬁmm'ors 1310, 1320, and 1330 do
not start o | bef or reached appr oxi nat ' j,nal
val ue. Wﬁﬁ'm?%gul ators 1! L , and 1330 start shunti%'y/g%%gﬁ9$dlit '

I s possible that VDD 810 15 m ght be held to a voltage at which V[err]

1470 canrgot rise to it defermifingalhetherkshid second tag\meisdgd teeciviabbyptirsaigeristvalid,
achieve a stable state where VDD 810 is held to a low vol t age at

whi ch point the chip vvoul;% not function. Power- circuit 1390

prevents this from happBhitgad second tag message isdpy@fidyp cj rcuit 1390, during
power - up, disables regulators 1310, 1320, 20 and 1330 and shorts the DC - - -

i nput voltage, V[err] 1306, Lk o and 1306 has reached——
approxi mately the power-up {%ﬁ%ﬁmﬁggﬁgggghy#ﬁ%la S_S’.E’?d -ensures..that. VDD______
810 is charged as fast as possible, so that VREF 1470 stabili zes : .
bef ore the regul aifeaiddstttagmebsage s iavalidetraisivitting Bithird @rges wirsyepe ami 307spanse

hel d : in.a reset state when V[err] 1306 is below the power-up - .

t hreshol d vol t ageto $aid thyus target messpee) apsmitting apatherfirstiggdessage: ?’éeésakﬁ?f’?f‘d

_vol t age, N out pu ' pwr upl - 1442, is de-asserted (active |ow).
Once V [le(}?r] 1470 @?@%‘?%“é‘é V [err] 1306 rises to a voltage near the
breakdown vol tage of ASIC 302. The invention thus provides as w de a _
modul at i on v@3.t ag®hs hethaalsofpixdmi2d] whéein: nessage/ dat a transm ssi on, because
it 30 operates reliably near the breakdown voltage of Tag ASIC 302. This
enbodi nent of é ib1e 'hnvent I on ,crﬁat es the w de st_e%, usi ng t;ansm’ tter 1340.
_41- said first host message is a host wakeup message including a start of message character, a-

message identification character, and a random number;

said first tag message is a ping mésSage includ"-ing a tag random number and a check byte

15  corresponding to said random number;

said second tag message is an imawake message including a start of message character, a
message identification character, a tag identification number, a tag random number derived

from said tag identification number, and a directory of blocks;

said first target message is a target wakeup message including a start of message charact_éx_', a N

20  message identification character, and a random number;

said second target message is a pong-valid message including a validity indication message;

and
said third target message is a pong-invalid message including an invalidity indication message.
26.  The method of claim 25, wherein

25  -said step of determining whether second tag message received by the target is valid is

performed by the host. o e
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WD 99/ 16015

PCT/ US98/ 193 99/16015 The 8V s?ﬂlummﬂ"mﬂmu unt 8 13t@jusdsnsset s
i ncom ng nessages/ dat a : and pro 302 fromshort term
over-vol tage transients. Fabri cat’edsi ti cbn Yewvi ces, such as Tag ASIC

302, inherently have breakdown vol tages. Accordingly, it is necessary
that the Dpeldt i ndheahetheokdpm 25, grherein: exceeding the Tag ASIC 302
.breakdown vol tage while receiving AMsignals 10 from Target 104.

A well known cl.a evice des J 4t : :
vari ations céﬂdﬁgpﬂr}g@gﬁm&m%‘gg ﬂf‘%gg%o%e%ﬂ 4a§ % c{géegr?\%:ég ﬁe S Ege valid
br eakdown pr QQﬁ,gH&s dERdrfhisied Whier sa'iu)wg\f%donﬂﬁmf‘ns ﬂé’taiedTﬁﬂn gtagnters T
RF field (RF signal 110) of Target 104 at a slow.enough rate..so.that.the.

sl ow 15 resdmtlﬂcatg:ndamp:becpfsmd imayeake idssagei vel y respond. This is usuall y
true-if a person is holding Tag 106 and noving it into Target 104's RF
field. There.are .ovve Qth anpli I [ .
advant ageous o A VA Sty dBE Shlbion rbRiiof 5 cORtebRES plPBify alrgfred dara
| ocat i onl@earcoﬂ'égtiggts pravy @d‘fgpnsm where its RF field 110 is electrically
swi tched on and off pu1 In 20 such instances, RF field.-110
changes nuch faster than the slow clanp .circuit. .can effectively
respond, and an ASEBagistwshtags, exelyofgidzagomyluding experi ence

over-voltage and latch-up. Wiile this is-unlikely to permanently damage, it

can keep Tag 106 fromo era n .t he .desi red | s .

In order to overcone t %ar\§ &‘%53‘5]‘8?%3@532 B'Fﬁgge ﬁﬁgﬁgeﬁcﬂ]g%hﬁﬁn'resPonse"to
provi di ng ot helrstherRt ifeSsagk Afd kMRS fir@Nag ARE$AGE, 4HRE a Ysnalpesibl BF Bmk3ihGesponse
Shunt 8 1310 renoves AM vo?t age fluctuations and is fast enough to react to

swi t ched/ pul sed tRFd taggeim@sdg®@landal so renoves the AM vol tage fl uctuation

fromthe rectified carrier. A second benefit of shunt8 1310 is
that the. glanping volta accur teI et er e d

sli ght | y]gel ow t he ASI CEg 3 l&ﬂlﬁ?ngasecon tag X]es ée lnmegboqlsga) g&!oﬂattﬁ'get
-42- message;

a target, including,

means for outputting said first target message in response to a first host

message,
20 means for determining if said first tag message received by said target is valid,

means for outputting said second target message if said first tag message

received by said target is valid, and

means for outputting said third target message if said first tag message

received by said target is invalid; and
25 " a host, including

means for outputting said first host message,
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\IggT/g ?Jlség? ig 99/16015'5 vol ||“J“| I"I" I“l“ll‘l;" til' a small er Tag ASP&/%E?&;/WB&]*‘

| ower breakdo processeSs. t More specifically, unt8 1310
operates as foI lows in this enbodi nent. When Tag 106 i s not

transm ttg ng messages/ gahas fob Beeiinihg i0saike@abmi g Mméseage]received bylaiddatgst BV.
. I'n so doing, shunt8 1310 generates a ctl8 1412 signal (shunt8 10 control
vol t age) by wvilidi eischg V[err] 1306 with a resistive divider 1414 and
generating a S err] 1416 si gnal A data recovery conparator 1418 (a

VRER T 70 (o MR or S0 ofe ft 04 pitets 1R PRGRLES fBRe,

greater thanre¥biQed by said-tar Mzgwamia 1412 |ncreases, t her eby causi ng nore
current to flow through shunt8 15 1310 and, in turn, causes V[err] 1306
to decrease. Simlarly, if S[err%} 1416 is Iess than VREF 1470, ct18
1412 and theZ%hunEhQQY$§npfdﬂ@2 cvlkesem: al | owi ng V[ err] 1306 to
i ncrease once again. This control |oop has a very small tinme constant

-of approy{ mt e err]S to.en ) lan. o S
erbod et 69 et rpetrne S 8 3h Suienp lesABF rEM L oy of messgge chirpttl
contai ns AM pR§%a6 RfehfifiéatibncRaraBeH laAd b iatdoshiuiiter,1310 pull's a - mninum

of 100[err]A. This is desirable, because during reception of |ong '

bursts of nodul ation, the series inpedance adapts in an attenp i ntain
500[ err] A t hsasdi§rst iargm#sag%m@ ping mRgsaLe @ﬁ@dmb r@g}a%farﬁ‘ﬂﬁ'i“rﬂh‘ﬁ‘i@ﬁ @ﬁ‘é 8 cb‘?ﬁﬂ%@m

corresponding to said random number;

said second tag message is an imawake message including a start of message character, a
15  message identification character, a tag identification number, a tag random number derived

from said tag identification number, and a directory of blocks;

said first target message is a target wakeup message including a start of message character, a

message identification character, and a random number;
said second target message is a pong-valid message including a validity indication message;,
20  said third target message is a pong-invalid message including an invalidity indication message.

30.  The system of claim 29, wherein said means for determining if said imawake message
received by the target is valid comprises determining whether said tag random number is

derived from said tag identification fiumber of said imawake message.

31. A method for exchanging data in a contactless proximity automated data collection
25  system including a target and a tag, the tag including a tag temporary buffer for storing
pendfng readpage and writepage messages, a tag memory and a tag awake flag, and the

method comprising the steps of:
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when i ncom ng nodul ation y turn off conpletely, making 25
reception oév'osgghﬁﬁguent U@F@ﬂsﬂ Hmfi cult. Ctl18 1412 i spdisB8hsfi9561
sever al ot her purp c =descri bed bel ow. I'n

particular, series regulator 1320 controls the ratio of currents

di ssi pated by shunt8 1310 and shunt5 1330. Series regul ator 1320 nonitors

t he 5 curr entdetdrmminigg iftheratafe ditibgamitepagjeunessages & Bertigtempopasduffer, so
that the 30 average current in the steady-state (no nodul ation) through
shunt8 1310 is . “about 500LA., The seri es. cgnpol | 00 85,2 | onger tine
constant of =~ -if there are penaing wntepage messages in the tag tempora_ 4§g er, O
99/ 16015 R B PCT/ US98/ 19361
5 -approxi-mately—1rS— gaihPddid bBRIRY KiiRPegS MefhgGUT i MeStafl @enifdrary buffer to the
substantial ly change  duri ng msssage%dat a reception. This ensures

t hat i ncom ng data tag noousgs ctrl 8 1412 to provide the best possible
signal to receiver 1350. During “nmessage/ data transni ssion from Tag
106 to Target 104, transmtter 134 horts. - out series inpedance 1420,
and a series i rrpe‘éFé?f@Bn‘B%F#ti’BFag&‘Y ﬁi%ngﬁsfé is 10 disabled, so that the
series inpedance will return to its previ-ous val ue when out goi ng '

modul atign ends: Fhk G@3laRd hagliskel tage difference between Vierr]

transmitting an ack message, and
if the tag awake flag is not set,
waiting for a wakeup message,
receiving said wakeup message, and
15 transmitting an imawake message in response to said Wakeup message;
waiting for a target message;
‘receiving said target meSsage;

determining if said target message is a wakeup message, a readpage message or a

‘writepage message;
20 . if said target message is a wakeup message, checking if the tag awake flag is set,

if the tag awake flag is not set, resuming the step of waiting for a target

‘message, and

if the tag awake flag is set, going to sleep,
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1306 (8V) and V[err] 810 (5V) PAfligv ' V nodul ati on depth for
transmtti ngYprressagsgs/ data fro J%ﬂmmmmﬂﬁ t 104. Aresistor 1424 in
paral | el wi P 26055 regul at or ansares that anpl e curr eREVPPHAIO¢ o
VDD 15 810 from V[err] 1306. : Shunt5 1330 regul ates V[err]

810 to 5\. VDD 81 ners. diagi S o g’gﬁ? ' :
circuit s.5 Shunt 5 %ﬁ%{@é%ﬁgﬂa&gis&%? E%Z%E%saéﬁ’cséggl% Afre cu re gﬁﬁsycég%ﬁggltgg
into Tag ASI C 302 &hpdras Bulltet, sefdihg ot adkoagssagechndassundpg tHeystep of waitiegfoonad to.

2mA | oad transients on VDD 810 vvit%i n approximately 10 to 15[ err]s 20
(with a 10nf FRAMtargetanesskge, éahaci t or across the supply).

Shunt5 1330 operates as follows in this enbodi nent. A conparator -~ ~-1430 ----

of shunt5 1330 compar V £S L eshgt o\ :
1482 to generate énp % WE%‘%E??%%&%&%@?#@%%g%ﬁﬁggg%‘g?”g?‘g ee\ﬁb/%%%gaeglre!,t he
V[ers] 1470tag ﬁrrgfo%i?‘ eeffer SidrrbfiniddthesteprutideteBinidy if didde arerany pending
controls -the current 5 | owi ng through shunt5 1330 so as to maintain a
const ant 1&ol t age atritegeguasages in the t4g tgmperary bulez? is | ess than V[err]
1470, ctrl5 1434 decreases and the current through shunt5 1330
.decreases, thgreby.all ow .er 10.to increase. Simlarly, if svDD
1432 i ncreasgg' befféﬁd"%gﬁ%ﬁ‘ﬁ‘, g]]ct‘“ﬁ‘.."ée"'ft434 I ncreases and shunt5 1330 pulls
nore current. -~ ' . -44-

said readpage message includes a start of message character, a message identification

character, and a page number;

said writepage message includes a start of message character, a message identification

15  character, a write sequence number, a page number and page content bytes;

said wakeup message includes a start of message character, a message identification

character, and a random number;

said imawake message includes a start of message character, a message identification

character, a tag identification number, a tag random number, and a tag block directory;

20  said ack message includes astart of message character, a message identification character,

and a page number;

33. A method for exchanging data in a contactless proximity automated data collection

system including a tag and a host computer, the method comprising the steps of:
transmitting a first tag message;
25 transmitting a first host message in response to said first tag message;

determining whether said first host message is valid,

if said first host message is valid,
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WD 99/ 16015

PCT/ US98/ 1898 39/16015 © I f pwrupl 1442 is high (i.e., ¢rAs®endRe) ..
ctrl5 1434 is norted to ground, di sabling any shunt action. This
prevents shunt5 1330 from operating before the V[

reached steady-state. transmitting a seconBhaginbssagl@nal so i ncl u ar at or
1436 that detects when the rail of VDD 810 drops beIM”"ﬁ &
t hreshol d (about 47V|nth|s 10 e d[(ijllnent_of the inve L

1436 conpares VDI spidfirst 8??15!‘@638315 mvalidsr ough a resistive divider 1484 to

generate a SV[err]lo 1435 signal) with V[err 1470 and generat es a- - -
| OWDD 1438 signal . The, | CMUDD, 1438, »el Ndi catest-hat - VBb- 816 t-s-
too low to allow FRAMh(gcgesnga ﬁ@ ag i gl t% subsyst em 304 and R
triggers a rstl 1460 signal. 15 _ Transnitter 1340 shorts out the

seri-es i npedance Thermethbdoff tigim 33, whereissages/ data (from Tag 106 to Target

104) in accordance with a txd 1446 - signal (totarget 806). V\hen input

si gnal , txd 1446, is taken low, V[err] 1306 horts to. VDD 8
i ndi cat ed al§@ddirstAosymessage 1%%6%5%@6&8@**@7&368&%“5 ing g Of messagsﬁ aljcter, 2

series nggulals r{ é&@r&ﬁ% Fortlb &darﬁpa bubdbet for QWtE%ge‘ﬁﬁesIs@g}.‘%ﬁclqeinthstan B

20  change, oW ng e stea étate oint tad be mal ntai ned once
nodul ation of messetgle@aracter amessage idesBification Chapsstiarna svrito sequehceciunghert a paige2
nonitors ctl8 1412 and adapt accordingly, so that shunt8 1310 shunts
only 500[erwmbem@1pw¢qmgﬁmb§#§na| outen 1444 (output enable), is
de-asserted, the output drive to ctI8 1412 is

said first tag message is an imawake message including a start of message character, a
message identification character, a tag identification number, a tag random number, and a tag

15 block directoi’y;

said second tag message is a sendingpage message if said first host message is a readpage
message, said sendingpage message including a start of message character, a message

identification character, a page number, and page content bytes;

said second tag message is an ack message if said first host message is a writepage message,
20  said ack message including a start of message character, a message identification character;- - - -

and a page number; and
said third tag message is a nack message including a message identification character.
35. - The method of claim 34, wherein:

said imawake message, said readpage message and said writepage message each further

25 - include a message authentication code; and

T

the step of determining whether said readpage or writepage message is valid comprises

comparing said message authentication code from said imawake message to said message

authentication code from szud readpage or wrltepage message and determining that said
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25 di sabled. C18 1412 is thjlmlmm“mmmﬂl “Ls current value by the
stray j tance on thi 1444 i s asse t8
1310 oper at %gpﬁfgo;sanornal ly: Irr oferatibn,Souten 1444 is conﬁn%@ﬂé%s%?g

1446 signal, which si gnal enabl es modul ation from Tag 106 to Target

104 by short} éﬁg{)a\éggﬁr@n&?% ﬁl&.sa e is vald 3P Qaid el abiheatickBioN @oddawre Ng

nmodul ation fro 106 to Targe 104, 3 ~ctl8 1412 is held constant. Wen
t he nodul at i mlentdeshses, ctl 8 1412 returns..to approximately the sanme
value it had before nodul ation started.

- 45- WO /16015 i '

PCT/ US98/ 19388 - %%gmethod °f°1a‘ﬁez(§e1“§]78?e"‘135® det ects i nconi ng messages/ dat a
(from.Target 104.to.Tag... 2106) by nonitoring ctl8 1412. Ct18 1412
-increases asgfir nfek&lgg aﬂtﬂa@nﬁdﬁﬁbﬁ%@&eﬁs%’%ﬂc byte valudl@SHRASEHOMNAS cBlitedti oFiseid1 10
falls back into an i'dle state. In this erbodi nent ctl8 1412

typi cal | y vaimasakeymdssfget 0 200nV as n¥ssages/ data are received.
Recei ver 1350 extracts nessages data by conparing ctl8 1412 to the average

10 val ue of §J7I 8 ﬁ%ﬁ&f@iﬂﬁfﬁwﬁﬁg arent to one skilled in the rel evant

art, thel® 12 can-cal cul ated by several well
known. circuit configurations. Txd 1446 resets conparator 1418 during
periods whent Eags 08 prises a tag &eﬂb@'}lhﬁldeﬂﬁhtb@ PRI Of bidks, Meteedin eich1sIbék is
remains i'n the correct state after transm ssion from Tag 106 to

Tar get 104. Emheadamdnd l_anaBpluEallt}ede;iagMen ctl8

each of said blocks includes a read key buffer and a write key buffer for stormg a block read

key and a block write key;
15  said readpage message further includes a readpagé key;
said writepage message further includes a writepage key; and

~ the step of determining whether said readpage or writepage message is valid comprises
comparing said block read key and said readpage key and determining that said readpage
message is valid only if said block read key and said readpage key are identical, or comparing
20  said block write key and said wrltepage key and determining that said writepage message is

valid only if said block write key and said writepage key are identical.

38. The method of claim 33, wherein the cdntaétless proximity automated data collection

system further comprises a target, the method further comprising the steps of:
receiving said first tag message by the target;
25 ‘ transmitfihg 'sa:i_clnﬁrgf-fég'ﬁiéssagé to the host By the target;
o redeivihg'"s"ai'd"ﬁfgt"HGSf'Message by the target;

transmitting said first host message by the target to the tag.
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15 1412 is low (i.e., whi | e out goi ng | curring) A rxd
si gnal 1450 from-target 804), Hm mg lE 1412 pppaReERSeH rom
st eady- statvevo(sl’glmn(5 when the RF N NCGr eases in istrengt h) and

goes hi gh When ctl 8 1412 decr eases (| .e., when the RF field 110 falls

back to_igds 34l e g t%}nfor exchanging data uRE%%taél%ﬁﬁpﬁkﬁﬁ:tyiﬁﬁ@mﬁfeddhmlh‘mo“
reset signal s a rs 1460 signal "and 20 reset 802 signal. Rstl 1460 is

active | ow as}dteme:dniwxsmge analog circuitry. Rstl 1460 is de-asserted
after power-up when shunt8 1310 begins to pull current (if Vlerr]
1470 i s powered- UQT)HI and i asserted when the VDD 810 rail drops bel ow
about 4. 7V;—orwh OV[‘BFP%I@S% drops bel ow the ‘power - up threshol d

(appr.oxi. rrately. 3\V).._VWile rstl. 1460 is_asserted, clanp circuit of shunt8

1310 is 25 -disabled (heafs forttﬁﬂsrﬁitﬁﬂgwmsﬁhéﬂt@ﬁssdgﬁhﬂ sdpinse s ufird 1igiRssage;
be zero). Wien rstl 1460 is de-asserted, clanp circuit or comnparator

1418 is enabled, and _shunt8 1310 will puII at least the 100[err] A
m ni num current. atag,including Reset 802 is active high and output to
di gital subsystem 304. Reset 802 I s asserted during power-up so that

di gi tal (ybsyst em 304 does t&%ﬁﬂ’wfg%&“fgﬁbtﬁ’%&% .until the circuit has
era

reached a’ stable state.. ?—%8% nitors ctl8 1412 and
asserts reset 802 until shunt8 1310 starts to pull current

- 46- WO 99/ 16Qd&ans for determining if said first host message received by said tag is valid,
PCT/ US98/ 19361 5 when Vierr] 1306 r eaches 8V. When shunt8 1310
begins to draw current,

means for transmxttmg a second tag message if said first host message

received by said tag is valid; and.

means for transmitting a third tag message if said first host message received

15 by said tag is invalid.
40.  The system of claim 39, wherein:

said first host message is either a readpage message including a start of message character, a
message identification character, and a page number, or a wrltepage message including a start
~ of m message character, a message 1dent1ﬁcat10n character, a write sequence number, a page

20  number and page content bytes;

said first tag message is an imawake message including a start of message character, a
message identification character, a tag identification number, a tag random number, and a tag

block directory;

said second tag message is a sendingpage message if said first host message is a readpage
25 messé:ge said sendingpage message including a start of message character, a message

ldentlﬁcatton character a page number, and page content bytes
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conpar ator 1418 .of shuntﬁlmﬁm‘mﬂgmﬂuml 8 1412, which in turn de-asserts
reset 802, _ t 802 is de-asserted, shup 330
nonitors V[%?Pf”@ié during ¢ L opesatron wth conparator 13%‘{”%&9%6%/%
810 drops below 4.7 Volts, 10 conparator 1436 asserts | OM[err] 1438,

Whi ch i ngt Ut agseldy g 5‘&2%%{3 1482 k@B said first hd¥DiRbdago R Btitepag®Oinessage,

digital gubgystem 0 generator 1360 al so nonitors ) _the state
of nocl k 144gid ack ni¥ssddedhcudid®a btactrof Teesspge ch@dctes aimeseagedgensification eharagter,
" noclk 1440 to be asserted, reset 802 is generated. This guarantees a fast
reset - 2gd2 paBe pumberiapdy conj unction with a Target operating in the

"pul'sed RF" 15 node. Wil e the invention has been -~ =

parti cul arl y RNRYA A dEaE 1 N Mebdige includin;'%eafrﬁésﬁﬁgéqdérﬁiﬂ%@ﬁ@{a{arw@'f.er_r_ed___ o

enbodi ment s “EFher €0 e un tood b those skilled in the
rel evant art that various changes in formand details may be nmade
therein wthaut ditgesysiengoffolaim4thevhspeimit and scope of ‘the invention 20
as defined in the appended cl ai ns.

.10 . said imawake message, said readpage message and said writepage message each further

include a message authentication code; and

in the tag, said means for determining if said readpage or writepage message is valid compare
said message authentication code from said imawake message to said message authentication
" code from said readpage or writepage message, and determine that said readpage or

15  writepage message is valid only if said message authentication codes are identical.
42.  The system of claim 41, wherein:

said message authentication code is a six byte value computed from the content of said

imawake message.
43.  The system of claim 40, wherein:

20  said tag further comprises a tag memory divided into a plurality of blocks, wherein each block

is further divided into a plurality of pages;

each of said blocks includes a read key buffer and -2 write key buffer for storing a block read

key and a block write key,
said readpage message further includes a readpage key;

25  said writepage message further includes a writepage key; and

“in the tag, said means for determining if said readpage or writepage message is valid compare-- -~

said block read key and said readpage key and determine that said readpage message is valid
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18 D 1 aneons 2o A cont ANHEMI MM 2 ove ocpeaimosacr
col | ecti ons system™ conpri sing: * ¢t M aStal; and a

target; 10 wherein said tag includes an antenna for transm tting and
recei vi ng negspuesmid Slodafkatl keyraadiaid readpadedtegate dentical oappinparatsaidrblegkewrite ¢
integrated circuit, wherein said application-specific I.ntegrated. .
circuit conpkéysanl saidiwgtepage BW&MW‘&th@:‘cﬁar’c BIePRgs 'PFFéa%ep‘ér"aﬁ gny i sad,; g

ci reui t _ A F TR
modul ati ng. nbloth JruE BepBRERRE IR BRI T 0 S e o

transm ssion to said target and for denodul ati ng nessages-receirved 15 -

fromsaid tanget foe spionefsiaby3pywhatid: di gital subsystem ... 2, . The. = __
.system of .claim 1, wherein: - said digital subsystemincludes nenory

means for storing nessage infaormation, controller means for accessing

sai d nessagesalﬁﬁrﬁtmtfﬁl@hﬁfCgékﬁéﬁﬁtaitﬁfﬂe%@‘g B$ for transnission to said

target, and communicating with said anal og subsystem wherein said nenory

means ang, said 20 troll ected via a data bus.
3. The” system quag%)gqrrﬁg Fﬁ%éﬁ?&é‘?ﬁ;?{gﬁn&?ﬁ‘%ﬂﬂ&lﬁﬁeﬂggﬁy means include a
ferroel ectric random access nenory.

means for transmitting said first tag message to the host by the target;
means for receiving said first host message by the target; and
means for transmitting said first host message by the target to the tag.

45. A method for exchanging data in a contactless proximity automated data collection
15  system comprising a tag including a plurality of tag temporary buffers and a tag memory for

storing pages of data, the method comprising the steps of:

transmitting a plurality of writepage messages, said writepage message including a

write sequence number and page content bytes;

storing each of said writepage messages in a tag temporary buffer corresponding to

20  said write sequence number; and

if said write sequence number is equal to a predetermined value, reading and copying
said page content bytes from each said writepage message stored in the tag temporary

buffers on the tag to the tag memofy.
46. The method of claim 45, wherein;

25  said {xrﬁtepage message further includes a start of message byte, a message identification

character, and a page number; and
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e ettt I 25 S

i ndex said chi ne frerffory. " 5 &5 The system of cl

wher ei n: said state address circuit includes a |linear feedback shift
regi'ster. id pag tent byies are read and copied from each of said writepage mess#i@s stored in

5 6. > Thseal s‘§'/a eecr%nofn c?“alsm 4, V\/nerelpn: said state nmachi ne nenory

i s a predet etheitaettnipooky buffetsite ayplage withe tegonerhonyadentified by said page number.
predeterm ned | ookup table is indexed by said state address circuit and

each line of sai r ternm ned 1 ookup table contains a state
instruction ford ?B?'“@g'f&r%ﬁ’?%?"4?a}wgerﬁ1ng'rr'ai'——"""'""""“'subsy'st em 10 7.

The system of claim6, wherein:. _ . . __said predeterm.ned |ookup table is
stored in reads Rl r FBIRIYand copying sdid page 65'%@3n$5ft%§ﬁ‘bﬂhfea6ﬂ1 af saiGwriedpapei n

sai d- control I'er ans further mc%udes a contro regi ster operably
connect ed t omgssagessitated imthettag eermenary pulen te Hiedag memernisdesfosmed segyentially
wherein said control register stores %ai d state instruction word i ndexed by
sai d addtkssaceording 1q §aif Write sequencegumber. The gystem of claim 2, wher ei n:

48. - - The method of claim 47, wherein each of the tag temporary buffers includes a validity

ﬂég, and further comprising the _stéps of:
determining whefher eaéh of said Q;'ité_pe-lg.e: -fﬁéésages is valid;
if said writepage message is v;lid, -setti_ng said validiiy ﬂég to valid, and
15 if said writepage message is invalid, setting séid validity flag to invalid;
| 49. - The method of claim 48,.Wherein:

said step of reading and copying said page content bytes from each said writepage message
stored in the tag temporary buffers to the tag memory is performed sequentially according to

said write sequence number until a tag temporary buffer is read with an invalid validity flag.

20 50. A system for exchanging data in a contactless proximity automated data collection

- system, comprising:
~ahost, including -

means for transmittiﬂg a plurality of writepage messages, each comprising a
write sequence number and page content bytes;

f

25 a target, including

means for receiving said writepage messages from said host, and
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said digital subsystemfurther corrprl Hlufor determ ning the
operating s said digital ml Hllm“m bly con aid
controller %&%93/&;)15 10. The system oft clmaim 9* vvhgrel n?&‘%h.%@sﬁés%glﬁd '
controller nmeans controls said timng nmeans to operate in either a fast
nmode for g accessi ppaiPls adfsrhiting ARt Wittpagemesagespaidig messages f or
transm ssion to said target or in a sl ow node for comunicating with
sai d anal og subsystem - 11, The system of claim 2, wherein:

sai d message i nf oatag, inludisg communi cat ed bet ween sai d control l'er means and
szlgd menory 25 means in-a bit=seri aI manner over sai d data bus.

- S WO 99/ 16@ B : : o

PCT/ US98/ 19361. .. .5... rahty.ﬂg(ga&t\e;mp %PUE Zima1l, further conprising:

a host computer for control | | ng t he operation of said target; wherein
sai d host conputer is gauphRehotpfoididdingaagetofdata, 13.  The system of
claiml, wherein the systemis a mass- tranS|t fare col | ectlon system '

14. The systemof claim 1, wherein: aj d nessa nsm

bet ween sai d tag and sapegns &fgeqe“a%andaﬂiw& ‘Péa’ﬁéﬁ%?"iﬂo rgtaﬁ'sosﬁ‘éi wntepage

10  messages from said target, and

means for reading and copying said page content bytes from each of said
writepage messages stored in said tag temporary buffers to said tag memory when a
writepage message is received and stored with a write sequence number equal to a

predetermined value. -
15 51.  The system of claim 50, wherein:

said writepage message further includes a start of message byte, a message identification

character, and a page number; and

said means for reading and copying said page content bytes from each of said writepage
_ messages stored in said tag temporary buffers to said tag memory copies said page content

20  bytes to a page in tag memory identified by said page number.
52.  The system of claim 51, wherein:

said means for reading and copying said page content bytes from each of said writepage
messages stored in said tag temporary buffers to said tag memory copy from each writepage

message sequentially according to its write sequence number.
25 53, , The system of claim 52, wherein:

" each of said tdg temporary buffers includes a validity flag, and said tag further comprises

means for determining whether each of said writepage messages is valid, means for setting
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anpl i tude Mg gzag!i?ijmr ad o“‘f’?éﬁmmulllﬂlllll IR = i‘i?sy“ o

ki | obyt es per sec according to a *halcf - duptexs prot ocol d FEAASHITL,i g
radi o frequency transm ssions at a carrier frequency of 13. 56
megahert zg 345 S Qfirephdd Mbstdue MRSKE ARG FR0AS P UtA8s said validit
subsystem i nc?j a/gisliﬁiéy?ﬁ bri d%% reclte?f?éer sel Cl rgult for recti ;ﬁ’lnaal i
sai d radi o fflaguemoslid ifsaginwvstepagesmessageippivalidd DC vol t age to sai d anal og
subsystem and sai d digital subsystem 17. The system of claim 16,

wherei n sai d anal subs S | udes. regul ati ng nmeans oper abl y
connected to>%aid fﬁ%%guqnggtw PRSI £ or regul ating said DC vol t age
bel-ow the 20 breakdovvn vol tage of said application-specific integrated .
circult. said mé&ms forTr*éﬁdﬁg/ §ﬁc¢£6ﬁfngfsla.ﬁ' pgd Eant‘éﬁtq{ﬁésrfro?ﬁbﬁ’chr &Qﬂide\izhﬂéﬁaﬁans
conprise a series regul ator circui't "and two“shunt regulator circuits.
19. The systhessages swired im said, tagiempeirary daifers 4o atid gegsmbwyst copyieadh wde:zpage

ref erenc ener at or cir er abl y .connect ed t sai.d full- .
Toct 11 ofodr Mt sranaiilly orE forts WeEren e pumber 30ths LRSS SoHaisdpad
reference vollaps, ?ngd\ejm{tg@g%hcurrents_for sai d anal og subsystem

20. The systemo aim1l erein said anal og subsystemincludes a .
power - up circuit operably connected to said reference generator
circuit, sai &5ful |THersysigm ofeidimfS0ewhereinc ui t and

-50- . WO 99/ 16015 . PCT/'US98/ 19361 5
said regul atin means n sgid povver- circuit disables gajd

regul ati ng né&fd g\[-Fé!’.lPOTafY U%lerssa& Jaiptag Bemg CQ’@’HEF‘@W%&HP@G@%‘F’W@'@W
power -up t hreshol d voltage. 21 The system of claim 19, wherein

sai d anal og sgbsystimeykies] Hdeima sChBEleint ecovery circuit for nonitoring said
radi o frequency transm ssions and generating a clock signal for

said anal og and digital subsystenms and a noclk signal when said radio
f r equency5t r saidscragéhoman-volatile memoreiswadheitetlectric random access memory.
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22. The system of claim 21, wherein sai d cl ock recovery circuit generates
sai d no4jdkessi6015 signal using a retriggerable one shot RETAY8/19361

23. The system of - claim 21, wherein said anal og subsystem furt her

i ncludes a reset generator circuit for providing a reset signal to
said digital subsystem operably connected to 15 said full-bridge
rectifier circuit, said reference generator circuit and said clock recovery
circuit, wherein sai d reset gener at or dVHHUlt generates a reset signal when

said DC voltage is- bel ow sai d predetern ned power-up threshold
vol t age, when sai d bandgap- reference voltage is unstable, or upon
Teceiving said noclk signal fromsaid clock recovery circuit. 240

A method for providing collision resolution in a contactless proxi{@ty .
automated data 20 col l ection systemincluding a host conputer ar get
and -a plurality of tags, the nethod conprising the spéps of:
transmtting a first host nessage fromthe host to the target;

periodically transmitting a first target nessage in response to said flrst

host nmessage; " transmitting a first tag nessage, after a
period of tinme, in response to said first target 25 ‘message;
deternlnlng whet her said first tag nessage recelvedTEGSsald target is
val i d, if said first tag nessage—s—val-+e-

transmtting a second target nessage and,
nmessage, transmitting a second tag nessage,

-51- WO 99/ 16015 ‘
5 det er mi ni ng whet her said s¢cond tag nmessagk recelved by
the target is valid, '
is invalid,
104
TARGETS
108
102

« HOSTS

FIG. 1
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transmtting another first host nessage; and if said first
tag nessageoymoiswval id, transmtting a third target nessagpc@figod/ivzgesponse
to said third target nessage transmtting another first tag nessage, after
a second 10 period of tine. . 25. - The nethod of claim 24,
wher ei n: said first host rressagg%h? a host wakeup. nmessage i ncl udi ng
a start of nessage character, age identification character, and
a random nunber ; said flrst tag nmessage is a ping nessage including
a tag random nunber and a check byte 15 corresponding to said random
nunber ; saﬁg b mawake -nessage i ncluding a
start of nmessage char.“"'”m”” TUnessagegent i cation char acter, a tag-
identification nunber, \g-tlag random.nunber._ defived . fromsaid tag
identification nunber, afy a directqry of bl ofks; said first target
nmessage is a target wakeup nessage gncl udi ng start-oT message character,
a 20 nessage identificat)ion character, and random numnber ; sai d
second target nessage is a pong-valid nessagefincluding a valldlty

i ndi cati on nessage; sald thifd target nessage is a

pong-invalid nessage incl . ndi cati on nmessage. 26.
The nmet hod o&-cl ai m 25, mhereln *sald step .of. deternlnlng whet her
second tag ngE3sage receiv y the target isvalidis per formed by
the host. o™~ = -52-
WD 99/ 16015 -
PCT/ US98/ 19361
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5 27. The met hod of claim25, wherein: said step of deternmning
whet her sWOP946M6nd tag nessage received by the target is veCTAISss/19361
conpri ses determ ning whet her said tag random nunber is derived from said

t ag. i dentification nunber of said i mawake nessage. 28. A
system for providing collision resolugygp in a contactless proximty
aut onat ed data * SRV AT TV AT V- T at | east

two tags, each
outputting a fi
a first target ¥

f said tags |nclud|ng ' ' nmeahs for
st tag nmessage, after a period of tine, in resppnse to
2ssage and another flrst tag nessage after a second-period

of time, in response - - YA STSL AL SY IS gq,” and 15

means f'or outputting a-seeoﬁdmtaganes- e 4-n_respon e toa secopd target
_nmessage; o tafget, inclg@ing nmeans for
outputti r@ sal firstE§g>§st nessage Eﬁ response tofa first hosg

nmessage, 20 ik nmeans E% determining if said fifst tag
message receivefl by said tafget is vaf®d, nmeans for
out putting said} second tar get—ressage saigf ag iﬂssage

received by saifd target is valid, 3
outputting saidthird target nessege’
recei ved by saip target i s inval ive,
means for outpuftig ' R FRHage
-B53- .

- meahs for
Lf satd first tag ness ge _
a hodt, ihcluding

Y
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WO 99/ 16015 PCT/ US98/ 19361 5 means for
determ ”dvg%)xfsoﬁa' d second tag nessage received by sai d t giceatsosao36l

val i ~ nmeans-for-outputting another first host nessage if
sard second tag nessage recerved by ﬁ?cltarget-is i nvalid. 29.
The system of claim 28, wherein: sald first host nessage is a host
wakeup nessage including a start of nessage character nessage .
identificatigo§Tcharacter, T8RGET a r andom Ménber éﬁ?& first tag message
is a ping nmessage including a tag randontnunber and a check byte -
cor r espondi NnGOMMANS ai-e—rendom nunber; - 'sai d second tag nmessage is an
irmawake message i nclyudihg STARBar t of message character, a 15 nmessage
ddentification character, a tag identification nunber, a tag random nunber

derived - fromsaid tag identification nunber, and a directory of
bl ocks; WN“@BFU‘TTT?T‘ta“gﬁt nessage is a target wakeup nessage
including a start e+*ﬂfssa aracter, .message identification
charact er, amDAGREQr ereomTrTU sald second target nessage is a

pong-val i d message THcTudi n vaI y ication.nmessage; 20 said
third target nessage i-s a pong i ny I| age i'ncluding an invalidity
i ndi cation nessage. - e systentof claim29, wherein said neans

for determning if said inamake nmessage " received by the target is

val id conprises determ ning whether said tag random nunber is derived
fromsaid tag identificati nber of sgpid | mwake ne e. 31. A
nmet hod for egﬁﬁbnging data?Bﬁa; contact! 88s’ proximty gﬁ?%nated dat a

col l ection 25 system i nclw a target nﬂgsawt@;g El.bte tag including a
eadpag i '

tag tenporary buffer for st and witepage
nmessages, a tag menory and a tag awake flag, and the met hod
conprising the steps of: WAKEUP -—

PNG1 PING 2
PONGINVALID — —
PING 3
PONGVALD ——=— ——
—— IMAWAKE (WATT FOR
| WAKEUP)

FIG.4B

HOST TARGET TAG 1 TAG 2
- ' IMAWAKE
READPAGE ' —
- SENDINGPAGE
" WRITEPAGE ' -—
| ACK
WAKELP — —

© (G0ES DORMANT) PING 4

FIG.4C
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5 . wooymeiermning if there are pend| ng wri t epage mePEAGESIAPS he tag
tenporary buffer; if there are pending witepage nessages in the tag
tenmporary buffer, witing said pending witepage nessages from
the tag tenporary buffer to the /, , tag nenory;

determining if the tag awake flag is se& 10 if the tag awake
flag is set, transnlttlng an ack message, and

if the tag awake flag is not set, wai ting for a wakeup
nmessage, receiving sai d wakeup nessage, and 15

transnitti'ng an i mawake message in response to said wakeup nessage;

wai ting f8r a target nessage; o~ recei®i ng said target nmessage; -

a readpage nessage

or a MW|tepc§E‘ﬁes§%g
Vel

deternlnmnglj sai d target messaf§_is a wakeup

/
\H tT”

FIG.oB
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20 - if said target nessage is a wakeup nmessage, checking if the. |

tag awakgofdbagniss set, if the tag awHGT/G$980936d not
set, resumng the step of waiting for a target nessage,
and if the tag awake flaag is set, going to sleep,

- 55- g WD 99/ 16015 . PCT/ US98/ 19361
5 ~ if said target nessage is a q/égdpage nessage, storing said
readpage nessage in the tag tenporary buffer, sending an ack
message and resumng the step of vvaltl ng for a target mes ,

and i f said target ‘nmessage |s a witepage message; storl

said witepage nessa “tag tenporary vuffer gy /T
resum ng the step of qggp rmnl ng .if there are. an A@eéégng 10 S
wrltepage ag tenporary buffer. o thod of

cl ai-m 31, wherei n. { STAR@ d)readpage nessage 1

: e of message
character, a nessage ™ ation. char at dnd/a page nunber ;
i i | udes a start of nessage character, a nessage

ter, a wite sequence nuntfr, a page nunber and

identification 15 chara

page conte %t es; | satrctywakeup nessage a sfart (3’05’ressage
character, s |m$mﬂ'ca1|on - charpct eAWAHnd .a frandgom nunber ;
sai d i mwake nessa iw start of nessgge a nessage

i dentification o er, Ja tag identiffcat Jnbgr, a tag random

nunber, and a tag bl'GCK dijrec ory; o
606~ / war FOR | RANDOM WAT | 508
| PING ~ | TRANSMIT PING

610

613

612~ [ TRANSMIT
- PONGVALID

-

618 — . | .

| . AWAIT / R 616
| - TRANSMT | —

- \/ IMAWAKE A |

PASS THROUGH - = - o
TO HOST 102 - |

SINGLE TAG
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20 said ack nmessage includes a start of nessage character, a nessage

I dent i f ivwalopqEpighar act er, and a page nunber; - BGI/US98A 93¢t hod
for exchanging data in a contactless proximty autonmated data collection
systemincluding a tag and a host conputer, the nethod COﬂPrI sing the steps
of i . transmtting a firgy{yag nessage;

transmtti ngmhggOSt nmessage in fresponse to.sWst tag nessage;

det er mi ni ng Qést host TAS S8 is vald, TAG 510 if said
first host me ; '

- 56- - 603A ™
PCT/ US98/ 19361 "'I't"r“ng“"a'""S;"é‘t‘“dn 10 Tessage,  and -
if said first hos. ~fransmtting. a

third tag message 34. ' ret, aim 33, whrererm: sai d
first @‘ SﬁﬂﬁSMﬁ' e ther & sage pOSASd Ng AWARrt o
messageP¥ha W‘%@J message/ i d catf on”char agt erwapmgpa page
number, or ajw e _fessage inCTuoing a start aracter,

a message i demtTITCatl on Char acter — a Le sequence numbem]a page
nunber and page coptent bytes; sagd first tag nessage §s an i mwake -

nmessage i ncl _ . meSSd
b@g dRANDOMcMBn nunbex ] ﬁa’mﬂ)m nunber,

i dentificad
and a t &9 608A TRANSMIT PING

e m— o—
.—_——'_
——
—— —

o135/ AT [ 61 AWAT
PONGVALID PONGVALID

612

TRANSM!T PING

Y

622 AWA!T J 622A AWAIT
PONGVALID PONGVALID

~| TRANSMIT
620 | PONGVALID |

,,,,, WAKEUP
“' MULTIPLE TAGS * - * .
FIG.6B |

T i L |
524{ IMAWAKE / 628~ TRansMT | 632 AWATT
4 IMAWAKE |
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said second tag nessage i s a sendi ngpage nessage if said first host nessage

isar ew%o%g- "~ message,
nessage character, a nessage
and page content bytes;

said first host nessage is a witepage

including a start of
and a page number;

and

sai d sendi ngpage nessage i ncpgpRes/ad3st art of
identification character, a page nunber,
said second tag nessage is an ack nessage if
age, 20 sai d ack nmessage-
nmessage identi.fication characters

nmess character

_ i d d—t-8g, Message i s a nack nessage
including a msssage identifi catl 0 m 35. The met hod of

cl-ai-m-34, - wher ei n:

sai d i mwake fressage, said readpage nessage and

saird-wit epage nessgge—eactrour t1er
the|step of deternlnlng mhether sai d readpage or witepage

code; _and. .
nessage i s valid co
from said i mavvake

- include a nessage aut hentication

I'P nessage aut hentication code
aut hentication code from
ning that .said

-57- 708 99/ 16015 - PCT/ US98/ 19361 5
readpage or wite e nessage is valid VT Sard-mEssage put hentication
codes are i dentj cal-. . --36. met hod -of -cl ai m 35 wherein
salLd nessage aut hent FRNlTcode if a SI X by e conmputefl fromthe
content of said ﬁﬂ&gggg message. AWAT 37 he net hod|of clai m 34,
wherein the tag conpri ses t ag ry givided into a plurality of
bl ocks, wherein each block is further digided into a plyrality of
pages: " e _ : _
710
TRANSMIT 712
PONGINVALID |

na TRANSMIT
- PONGVALID
716- AWAT
IMAWAKE

718~_| ENTER PASS-

THROUGH MODE

720 ~AWAT

HOST 102
COMMAND

FIG.7A
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each of said blocks includes a read key buffer and a wite key buffer for

st or i ngwo b/reoks r ead key and a block wite key; 15 PCIASISHESHpage
nmessage further includes a readpage key; said witepage nessage
further includes a witepage key; and the step of determ ning

whet her said readpage or writepage ng gfpge I's valid conprises
conmparing said block read key and said readpage key and Qt®(l
sai d readpage message is valid only if said block ad

readpage key are identical, Qr conparing-20 Sttt
writepage key and detefm niegg that sai d witepage nessage is

only 'if said block wife k ‘ aid witepage key are identi
.38.... .The nethod.of clphim 33, Qi cont &tless proximty
data cdiTection syst em f ulytod

hat
sai d
d said
wnZhlid

th onat ed
hod further

conptri 9i ng the steps—oi= : 10 saldflrst tag pessage by
the tar b |3t £ Aald first tag nessage to|the host
by the i d first host nmessage by the
target; i rst host message by t he target to
the tag. -58— _
WO 99/ 1 PCT/ US98/ 19361 5 & 39. ]A system
for exc Ss proximty automated ection
system s for
transm aons_;z_t§a1irs;t_§ ;
gye| 1%
SHFEMEn
o gz
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a tag, including 10 ' means for transmtting said first

tag nMessawe;99/16015 means for determning if %&h?ﬁg host . .. .
nmessage received by said tag is valid, or
transmtting a second tag nessage-if said first host nessage recei ved

by said tag is valid, and means for transmtting a
third tag nmessage if said first host Hyggége received 15 by said tag is
~invalid. o 40. The system of claim 39, wherein: said first
host nmessage i either a readpage nessage including a start of nessage
character, a message i dendificgption character, and a page nunber, .or. .

- a mﬁltepage message |nclud|ng~e-s al - -of nessage character;-a-fessage. - --..

i dentification dharacter, a wexe seguence nunber
page content res, Salad T11T1S
including a lstart of nmessage charatt
character, tag |dent|f|cat|on nuir and a tag

bl ock direct ry; . S—t-tre) s¢ndi njpage nessage if
said first host message is a readpage 25 nessage, saifd se1d|ngpage
message incljuding a sgart of nessage character, a nessgge
identificatijon characfter, a page nunﬁ?r and page cont¢nt b tes;

- 59- 9/{16015 PET/ US98/ 19361
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5 said second tag nessage.is an ack nessage if said first host nessage is
a wit epWevisdrsage, sai d ack nmessage including a stalpicralsogresssnge
character, a nessage identification character, and a page nunber; and
said third tag nessage is a nack nmessage including a nmessage identification
character. 41. The systen1of1qz§jn140, wherein: 10 sai d i mwake
message, said readpage nessage and said witepage nessage each fur r

i ncl ude a mes§agé autheplication code;, and Tn the tag, said nmeans for

deternmining it s& readﬁggg_or wri tepage message lis valid conpar €9
c ggrt_Ecoq
~om

sai d message hut®2n e fromsaid i mawakd nessagemqg-saiq;gpssage
aut henti cati oh 4o epage Sre: vrc SR

IDage;-

deternmine thal sdid resdpage—or 15 w.itepage nessage is{valid only if
sai d message &ut hemrTcatTon codes are rdentrcar. I . The syst'em of
cl ai m 41, whetein: . is a six byte
val ue conputeb . bage; 43.
The systEmoflc ai me40, wherein: 20 ¢nprises a tag
menory Vi nt o lurality of bl ocks, mherein!é§ hDilock S
further dividéd into plurality di pages, €ach of Jsaid hlocks
i ncludes a read| key Hu ite key buffer Kor LN bl read
key and a bl obk{ write ncf udes a
readpage key; | 25 4 t epage
key; and I g the eadfade or
wri t epage rreséa_%(zis@a#‘he saild -
readpag® ey and detePhine
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WO 99/ 16015 PCT/ US98/ 19361 5 only if said
bl ock re%égm—sﬁg\d"sai d readpage key are identical, or conpgrfussgmdsepl ock
wite ey and said witepage key and determ ne that said witepage
message is valid only if said bl ock wite key and said witepage key
are-identical. 44, The system of , ¢l aj m 39, wherein: sai d
system further conprises a target, incIuUZﬁ 10 means for
receiving said first tag nessage by the target; nmeans for
transmtting said first tag nmessage to the host by the target;

means for- receiving said first host negsage by the target; and

means “for-transnitting said first host&essage by the target to the tag.
45. A nethod for. exchanging data.in &a=eontactl ess proximty autonated
data collection 15 system conprising a Jag including a plurality of tag
tenporary buffers and a tag nenory for storing pages of data, the
met hod conprisingthe steps of: ' transmtting a plurality of
writepage nmessage&si~said witepage nessage ingluding a wite
sequence nunber &hd page content bytes;{ i~ storing each of said
witepage nessages i\n a-tag tenporfary buf fxr dorresponding to 20

sai-d wite sequence._nmnynber; and N f saidfwite sequence nunber
is equal to a predeterm ned val ue,| reading andg copyi np sai d
page content bytes from each said ; ha nmgssage stored in the tag
tenporary : buffers on |t he tag tjhe tag penory. 46.
The met hod of cl aim45, wherein: P% ok i t epage| message further
includes a start of nessage -byte, B nessagg~iaentifi01tion char act-er,
and a page nunber ;. and <
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XNOR
X
v
936

CIRCUIT

X
FIG.10

| 1008/

1004/
MUX
7934

944

SUBSTITUTE SHEET (RULE 26)



-61- WO 99/ 16015
PCT/ USO 8w033/440155 sai d page content bytes are read and c?)‘E)T’é‘E”I”PB?ﬁ each

of said witepage nmessages stored in the tag tenporary buffers to a
page in the tag nenory identified by said page nunber. 47. The
method of claim 46, wherein: sai 43Mgp of reading and copying said
page content bytes from each of said WWIt page nmessages stored in the
tag tenporary buffers to the tag menory is performed sequentially 10
accordlng to said wite sequence nunber. 48. The met hod of claim
“47; wherein each of the tag tenporary buffers includes a validity

'fTag “and further- conprising the steps of: ' deternlnlng

whet her.each.of said witepage nmessages is valid; if said

writepage nmessage is valid, valldlty flag to valid, and 15
if said witepage nessage 3

i nval id; 49, The &thod pof ct afm 48, wherein: said step of
readi ng and copying said p&fe conte bytes fromeach said witepage
nmessage stored in the tag tg any buf®ers to the tag nenory is

performed sequentially according to:> wite sequence nunber until
a tag tenporary buffer is read w{h®*an iECéLLﬂ'validity flag. 20 50.. A

system for exchanging data in a cpntactljess proximty autonmated data

col | ection system conprisihg: a host, including
means for transmtting a plurality of wjitepage nmessages, each conprising a
write sequence nunber and page coptent—HYyt es; a0 25 a target,
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means for receiving'sard wri t epage nmessages from said host,

WO 99/ 160W6 99/16015
nmeans for transmttin
i ncl udi ng

a tag menory for stor
receiving and storing

nmessages from said target,

PCT/ US98/ 19361
g said witepage nessages; and

and

PCT/US98/19361
a tag,

5

a plurality of tag tenporary buffers,

ing pages of data,

means . for

in said tag tenpovugy buf fers sai d1200t epage 10

and

copyi ng sgipfjgpage content bytes from each of said
stored |n sald
wri t epageP, sage ik received and stored with a wwra
to a predéternf ngd val ugAQ PER The;aqﬁi
said witepagepnmesspge ] -L41\\
i dentificationg ¢ sperngnd
for reading ang copi | ; Ehﬂ : ?7W%¥
messages store® in pajd t&EMRQRkRYaNARlABLESrs ifo—t
sai d page contBnt 2D DyTés TO a page 1n tag phenor
page nunber. 52 Tala|n151
nmeans for read7ng apd copylng sal page cont enf byte
w it epage nmesgagles stored in said tag tehporar
menory copy fr8m eabh writ epage
wite sequenceSnunbpr. 25 53. . The systemof c
10 ' |
;; APPLICATION DATA
}i 1216 1218 1220
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TYPE READ KEY | WRITE KEY
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L APPLICATION DATA .
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k 27
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each of said tag tenpofarybuffers includes a validity flag, and said tag

f ur t her wooIpIsdIzE S nmeans for deternining whet her eacBRCE{USI¥RP61-
writepage nmessages is valid, nmeans for setting

- 63- WD 99/ 16015 PCT/ US98/ 19361 5
said validity flag to valid if said wiiggggge message is valid, and neans
for setting said validity flag tofnvalid if said witepage nessage
i's invalid. : 54. The system of claim53, wherein: sai d neans

for reading and copying gaid page cQptent b¥3egngggeach of said witepage
nmessages stored in said &g tegzorqu buf f e~s t® qup tag menory copy each
writepage 10 nmessage sgﬁ nt 'y ancordi NS W

until a tenporary buffer isfread/.. /w
55. The tem of claim30, wh¢rein
sai d tag e conprise a xcrat

th an Anvdlid/validity. flag. ... ..
ai d{ tag{tenporary buffers an
56. The

system of claifm 55, wherein] 15 atile nenory is a
ferroelectric randon1acce§§ menor .
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